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Introduction to Malware
Forensics

Since the publication of Malware Forensics: Investigating and
Analyzing Malicious Code in 20081 the number and
complexity of programs developed for malicious and illegal
purposes has grown substantially. The 2011 Symantec Internet
Security Threat Report announced that over 286 million new
threats emerged in the past year2 Other anti-virus vendors,
including F-Secure, forecast an increase in attacks against mobile
devices and SCADA systens in 20113

In the past, malicious code has been categorized neatly
(e.g., viruses, wormns, or Trojan horses) based upon functionality
and attack vector. Today, malware is often modular and
multifaceted, more of a ‘blended-threat,” with diverse
functionality and means of propagation. Much of this malware
has been developed to support increasingly organized,
professional computer crimnals. Indeed, criminals are making
extensive use of malware to control computers and steal
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profit. In Operation Trident Breach? hundreds of individuals
were arrested for their mvolvement in digital theft using malware
such as ZeuS. A thriving gray market ensures that today’s
malware is professionally developed to avoid detection by
current AntiVirus programs, thereby remaining valuable and
available to any cyber-savvy criminal group.

Of growing concemn is the development of malware to
disrupt power plants and other critical mfrastructure through
computers, referred to by some as Cyber Warfare. The StuxNet
malware that emerged in 2010 is a powerful demonstration of
the potential for such attacks2 Stuxnet was a sophisticated
program that enabled the attackers to alter the operation of
industrial systens, like those in a nuclear reactor, by accessing
programmable logic controllers connected to the target
computers. This type of attack could shut down a power plant or
other components of a society’s critical infrastructure, potentially
causing significant harmto people in a targeted region.

Foreign governments are funding teans of highly skilled
hackers to develop customized malware to support industrial and
military espionage2 The intrusion into Google’s systens
demonstrates the advanced and persistent capabilities of such
attackersZ These types of well-organized attacks, known as the
“Advanced Persistent Threat (APT),” are designed to maintain
long-term access to an organization’s network in order to steal
nformation/gather  intelligence and are most commonly

associated with esnionace. The increasing nse of nalware to
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commit espionage and crimes and launch cyber attacks is
compelling more digital nvestigators to make use of malware
analysis techniques and tools that were previously the domain of
anti-virus vendors and security researchers.

This Field Guide was developed to provide practitioners
with the core knowledge, skills, and tools needed to combat this

growing onslaught against computer systerns.



How to Use this Book

Ef This book is intended to be used as a tactical reference
while in the field.

P This Field Guide is designed to help digital investigators
identify malware on a computer system, examine malware to
uncover its functionality and purpose, and determine malware’s
impact on a subject system. To firther advance malware analysis
as a forensic discipline, specific methodologies are provided and
legal considerations are discussed so that digital investigators can
perform this work i a reliable, repeatable, defensible, and
thoroughly documented manner.

B Unlke Malware Forensics: Investigating and
Analyzing Malicious Code, which uses practical case scenarios
throughout the text to demonstrate techniques and associated
tools, this Field Guide strives to be both tactical and practical,
structured in a succinct outline format for use in the field, but with
cross-references  signaled by distinct graphical icons to
supplemental components and online resources for the field and
lab alike.

Supplemental Components



P The supplementary components used i this Field Guide
mclude:

* Field Interview Questions: An organized and detailed
mterview question and answer form that can be used
while responding to a malicious code incident.

 Field Notes: A structured and detailed note-taking
solution, serving as both guidance and a reminder
checklist while responding in the field or in the lab.

« Pitfalls to Avoid: A succinct list of commonly
encountered mistakes and discussion of how to avoid
these mistakes.

* Tool Box: A resource for the digital investigator to learn
about additional tools that are relevant to the subject
matter discussed in the corresponding substantive

chapter section. The Tool Box icon (&a wrench and
hammer) is used to notify the reader that additional tool
mformation is available in the Tool Box appendix at the
end of each chapter, and on the book’s companion Web
site, www.malwarefieldguide.com.

* Selected Readings: A list of relevant supplemental
reading materials relating to topics covered i the
chapter.






Investigative Approach

MWhen malware is discovered on a system, the
importance of organized methodology, sound analysis,
steady documentation, and attention to evidence dynamics
all outweigh the severity of any time pressure to
investigate.

Organized Methodology

P The Field Guide’s overall methodology for dealing with
malware incidents breaks the investigation into five phases:

Phase 1: Forensic preservation and exammation of volatile
data (Chapter 1)

Phase 2: Examination of memory (Chapter 2)

Phase 3: Forensic analysis: examination of hard drives
(Chapter 3)

Phase 4: File profiling of an unknown file (Chapters 5)

Phase 5: Dynamic and static analysis of a malware

specimen (Chapter 6)



P Within each of these phases, formalized methodologies
and goals are emphasized to help digital nvestigators reconstruct
a vivid picture of events surrounding a malware infection and gain
a detaled understanding of the malware itself The
methodologies outlned i this book are not intended as a
checklist to be followed blindly; digital mvestigators always must
apply critical thinking to what they are observing and adjust
accordingly.

P Whenever feasible, nvestigations mvolving malware
should extend beyond a single compromised computer, as
malicious code is often placed on the computer via the network,
and most modern malware has network-related finctionality.
Discovering other sources of evidence, such as servers the
malware contacts to download components or instructions, can
provide useful information about how malware got on the
computer and what it did once installed.

P In addition to systens containing artifacts of compromise,
other network and data sources may prove valuable to your
mvestigation. Comparing available backup tapes of the
compromised system to the current state of the system, for
example, may uncover additional behavioral attributes of the
malware, tools the attacker left behind, or recoverable files
containing exfiltrated data. Also consider checking centralized
logs from anti-virus agents, reports fiom system integrity
checking tools like Tripwire, and network level logs.

P Network forensics can play a key role in malware



meidents, but this extensive topic 15 beyond the scope ot our

Field Guide. One of the author’s earlier works® covers tools and
techniques for collecting and utilizing various sources of evidence
on a network that can be useful when investigating a malware
incident, including Intrusion Detection Systerrs, NetFlow logs,
and network traffic. These logs can show use of specific exploits,
malware connecting to external IP addresses, and the names of
files being stolen. Although potentially not available prior to
discovery of a problem, logs from network resources
immplemented during the nvestigation may capture meaningful
evidence of ongoing activities.

P Remember that well-interviewed network administrators,
system owners, and computer users often help develop the best
picture of what actually occurred.

P Finally, as digital investigators are more frequently asked
to conduct malware analysis for investigative purposes that may
lead to the victim’s pursuit of a civil or criminal remedy, ensuring
the reliability and validity of findings means compliance with an
oft conplicated legal and regulatory landscape. Chapter 4,
although no substitute for obtaining counsel and sound legal
advice, explores some of these concerns and discusses certain
legal requirements or limitations that may govern the
preservation, collection, movement and analysis of data and
digital artifacts uncovered during malware forensic investigations.

Forensic Soundness



P The act of collecting data from a live system may cause
changes that a digital investigator will need to justify, given its
impact on other digital evidence.

« For instance, rumning tools lke Helix3 Pro? fiom a
removable media device will alter volatile data when
loaded into main memory and create or modify files and
Registry entries on the evidentiary system.

o Similarly, using remote forensic tools necessarily
establishes a network connection, executes nstructions
n memory, and makes other alterations on the

evidentiary system.

P Purists argue that forensic acquisitions should not alter
the original evidence source in any way. However, traditional
forensic disciplines like DNA analysis suggest that the measure
of forensic soundness does not require that an original be left
unaltered. When samples of biological material are collected, the
process generally scrapes or smears the original evidence.
Forensic analysis of the evidentiary sample further alters the
original evidence, as DNA tests are destructive. Despite changes
that occur during both preservation and processing, these
methods are nonetheless considered forensically sound and the
evidence is regularly admitted in legal proceedings.

P Some courts consider volatle computer data



discoverable, thereby requiring digital investigators to preserve
data on live systens. For example, i Columbia Pictures
Industries v. Bunnell 12 the court held that RAM on a Web
server could contain relevant log data and was therefore within
the scope of discoverable information in the case.

Documentation

P One of'the keys to forensic soundness is documentation.

* A solid case is built on supporting documentation that
reports on where the evidence originated and how it was
handled.

* Froma forensic standpoint, the acquisition process should
change the original evidence as little as possible, and any
changes should be documented and assessed m the
context of the final analytical results.

* Provided both that the acquisition process preserves a
conplete and accurate representation of the original
data, and the authenticity and integrity of that
representation can be validated, the acquisition is
generally considered forensically sound.

P Documenting the steps taken during an investigation, as
well as the results, will enable others to evaluate or repeat the
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anatysis.

* Keep in mind that contemporaneous notes are often
referred to years later to help digital investigators recall
what occurred, what work was conducted, and who
was interviewed, among other things.

e Common forms of documentation include screenshots,
captured network traffic, output from analysis tools, and
notes.

* When preserving volatile data, document the date and
time that data was preserved and which tools were used,
and calculate the MD5 of all output.

» Whenever dealing with computers, it is critical to note the
date and time of the computer, and compare it with a
reliable time source to assess the accuracy of date-time
stamp information associated with the acquired data.

Evidence Dynamics

P Unfortunately, digital investigators rarely are presented with
the perfect digital crime scene. Many times the malware or
attacker purposefilly has destroyed evidence by deleting logs,
overwriting files, or encrypting incriminating data. Often the
digital nvestigator is called to an incident only after the victim has
taken initial steps to remediate—and in the process, has either



destroyed critical evidence, or worse, compounded the damage
to the system by nvoking additional hostile progras.

P This phenomenon is not unique to digital forensics.
Violent crime investigators regularly find that offenders attempted
to destroy evidence or EMT first responders disturbed the crime
scene while attempting to resuscitate the victim These types of
sttuations are sufficiently common to have eamed a name
—evidence dynamics.

P Evidence dynamics is any influence that changes,
relocates, obscures, or obliterates evidence—regardless of intent
—between the time evidence is transferred and the time the case

is adjudicated 11

* Evidence dynamics is a particular concern in malware
incidents because there is offen critical evidence in
memory that will be lost if not preserved quickly and
properly.

* Digital investigators must live with the reality that they will
rarely have an opportunity to examine a digital crime
scene in its original state and should therefore expect
some anomalies.

* Evidence dynamics creates investigative and legal
challenges, making it more difficult to determine what
occurred, and making it more difficult to prove that the
evidence is authentic and reliable.

* Any conclusions the digital investigator reaches without
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mncorrect, open to criticism in court, or misdirect the
investigation.

* The methodologies and legal discussion provided in this
Field Guide are designed to minimize evidence dynamics
while collecting volatile data from a live system using
tools that can be differentiated from similar utilities
commonly used by intruders.



Forensic Analysis in Malware
Investigations

Mﬁﬁllware investigation often involves the preservation
and examination of volatile data; the recovery of deleted
files; and other temporal, functional, and relational kinds
of computer forensic analysis.

Preservation and Examination of Volatile
Data

P Investigations involving malicious code rely heavily on forensic
preservation of volatle data. Because operating a suspect
computer usually changes the system, care must be taken to
minimize the changes made to the system; collect the most
volatile data first (aka Order of Volatility, which is described in
detail in RFC 3227: Guidelines for Evidence Collection and
Archiving);12 and thoroughly document all actions taken.

P Technically, some of the information collected from a live
system in response to a malware incident is non-volatile. The
following subcategories are provided to clarify the relative
importance of what is being collected from live systems.

* Tier 1 Volatile Data: Critical system details that provide
the investigator with insight as to how the system was

comnromiced  and  the mahwre of the comnromice
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Exanples include logged-in users, active network
connections, and the processes running on the system

+ Tier 2 Volatile Data: Ephemeral information, while
beneficial to the investigation and further illustrative of the
nature and purpose of the compromise and infection, is
not critical to identification of system status and details.
Exanmples of these data include scheduled tasks and
clipboard contents.

* Tier 1 Non-volatile Data: Reveals the status, settings,
and configuration of the target system, potentially
providing clues as to the method of the compromise and
infection of the system or network. Examples include
registry settings and audit policy.

* Tier 2 Non-volatile Data: Provides historical
information and context, but is not critical to system
status, settings, or configuration analysis. Examples of
these data include system event logs and Web browser
history.

P The current best practices and associated tools for
preserving and examining volatile data on Windows systens are
covered inChapter 1 (Malware Incident Response: Volatile
Data Collection and Examination on a Live Windows System)
and Chapter 2 (Memory Forensics: Analyzing Physical and
Process Memory Dumps for Malware Artifacts).

Recovering Deleted Files

P Specialized forensic tools have been developed to recover
deleted files that are still referenced in the file system It is also



possible to salvage deleted executables from unaliocated space
that are no longer referenced in the file system One of the most
effective tools for salvaging executables fiom unallocated space
is “foremost,” as shown in Figure .1 using the “~t” option, which
uses internal carving logic rather than simply headers from the
configuration file.

R

¢ Kornblum, Kris Kendall, and Nick Mikus

Foremcst started at Tue Jan 22 05:18:15% 2008
Invocation: foremost -t exe,dll hosti-diskimage.dmp
Qutput directory: fexamination/ocutput
Configuration file: fusr/local/fete/foremcst.conf
File: hosti-diskimage.dmp

Start: Tue Jan 22 05:18:19 2008

Length: 1000 MB {1066470100 bytes)

Hum Hame (bs=512) Size File Offset Comment

1: 00001509 . exe S8 KB 772861 09,/13/2007 09:06:
2: 00002965.d11 393 KB 1518333 o1/02/2007

3: 000D3TEL . d11 5§17 KB 1936125 08/25/2006

4 00004837 .411 106 KB 2476797 06/20/2003

5: 00005077 .d11 17 KB 2599677 o6f20/2003

LH 00005133 .d11 17 ¥B 2628349 11/30/3999

e 00005157411 &8 KB 2661117 96/20/2003

Using foremost to carve executable files from
unallocated disk space

'a¥ Other Tools to Consider

Data Carving Tools

DatalLifter http//www.dataliffer.com
Scalpel https//www.digitalforensicssolutions.convScalpel/
PhotoRec https//www.cgsecurity.org/wiki/PhotoRec



Temporal, Functional, and Relational
Analysis

P One of the primary goals of forensic analysis is to reconstruct
the events surrounding a crime. Three common analysis
techniques that are used in crime reconstruction are femporal,
Sfunctional, and relational analysis.

P The most common form of temporal analysis is the time
line, but there is such an abundance of temporal information on
computers that the different approaches to analyzing this
information are limited only by our imagination and current tools.

P The goal of functional analysis is to understand what
actions were possible within the environment of the offense, and
how the malware actually behaves within the environment (as
opposed to what it was capable of doing).

* One effective approach with respect to conducting a
functional analysis to understand how a particular piece
of malware behaves on a compromised system s to load
the forensic duplicate into a virtual environment using a
tool like Live View.2Figure 1.2 shows Live View being
used to prepare and load a forensic image into a
virtualized environment.
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P Relational analysis mvolves studying how components of
malware interact, and how various systems involved in a
malware incident relate to each other.

* For instance, one component of malware may be easily
identified as a downloader for other more critical
components, and may not require further in-depth
analysis.

* Similarly, one compromised system may be the primary
command and control point used by the intruder to
access other infected computers, and may contain the
most useful evidence of the intruder’s activities on the
network as well as information about other compromised



systerrs.

B Specific applications of these forensic analysis techniques
are covered in Chapter 3, Post-Mortem Forensics: Discovering
and Extracting Malware and Associated Artifacts from Windows
Systens.



Applying Forensics to Malware

E[Forensic analysis of malware requires an
understanding of how an executable is complied, the
difference between static and dynamic linking, and how to
distinguish class fiom individuating characteristics of
malware.

How an Executable File is Compiled

P Before delving into the tools and techniques used to dissect a
malicious executable program, it is important to understand how
source code is compiled, linked, and becomes executable code.
The steps an attacker takes during the course of compiling
malicious code are often itens of evidentiary significance
uncovered during the exammnation of the code.

P Think of the compilation of source code into an
executable file like the metamorphosis of caterpillar to butterfly:
the iitial and final products manifest as two totally different
entities, even though they are really one in the same but in
different form.



P As illustrated in Figure .3, when a program is compiled,
the program’s source code is run through a compiler, a program
that translates the programming statements written in a high-level
language mto another form. Once processed through the
compiler, the source code is converted into an object file or
machine code, as it contains a series of instructions not intended

for human readability, but rather for execution by a computer
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Conpiling source code into an object file

P After the source code is compiled into an object file, a
linker assembles any required libraries and object code together
to produce an executable file that can be run on the host

operating system, as seen in Figure 1.4.
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A linker creates an executable file by linking the
required libraries and code to an object file

P Often, during compilation, bits of information are added
to the executable file that may be relevant to the overall
mvestigation. The amount of mformation present i the
executable is contingent upon how it was compiled by the
attacker. Chapter 5 (File Identification and Profiling: Initial
Analysis of a Suspect File on a Windows System) covers tools
and techniques for unearthing these useful clues during the course
of your analysis.



Static versus Dynamic Linking

P In addition to the information added to the executable during
compilation, it is important to examine the suspect program to
determine whether it is a static or a dynamic executable, as this
will significantly impact the contents and size of the file, and in
turn, the evidence you may discover.

* A static executable is compiled with all of the necessary
libraries and code it needs to successfully execute,
making the program “self-contained.”

» Conversely, dynamically linked executables are
dependent upon shared libraries to successfully run. The
required libraries and code needed by the dynamically
linked executable are referred to as dependencies.

* In Windows programs, dependencies are most often
dynamic link libraries (DLLs; .dll extension) that are
imported from the host operating system during
execution.

* File dependencies in Windows executables are identified
in the Import Tables of the file structure. By calling on
the required libraries at runtime, rather than statically
linking them to the code, dynamically linked executables
are smaller and consume less system memory, among

other things.



P We will discuss how to examine a suspect file to identify
dependencies, and delve into Important Table and file
dependency analysis in greater detail inChapter 5 (File
Identification and Profiling: Initial Analysis of a Suspect File on a
Windows System) and Chapter 6 (Analysis of a Malware
Specimen).



Class versus Individuating
Characteristics

P It is simply not possble to be familiar with every kind of
malware in all of its various forms.

* Best mvestigative effort will include a comparison of
unknown malware with known sanples, as well as
conducting prelimmnary analysis designed not just to
identify the specimen, but how best to interpret it.

* Although libraries of malware samples currently exist in
the form of anti-virus programs and hash sets, these
resources are far from comprehensive.

* Individual investigators instead must find known samples
to compare with evidence sanples and focus on the
characteristics of files found on the compromised
computer to determine what tools the intruder used.
Further, deeper examination of taxonomic and
phylogenetic relationships between malware specimens
may be relevant to classify a target specimen and
determine if it belongs to a particular malware “family.”

P Once an exemplar is found that resenbles a given piece
of digital evidence, it is possible to classify the sample. John
Thomton describes this process well n “The General
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In the “identification” mode, the forensic scientist
examines an item of evidence for the presence or
absence of specific characteristics that have been
previously abstracted from authenticated items.
Identifications of this sort are legion, and are
conducted in forensic laboratories so frequently and in
connection with so many different evidence categories
that the forensic scientist is often unaware of the
specific steps that are taken in the process. It is not
necessary that those authenticated items be in hand,
but it is necessary that the forensic scientist have
access to the abstracted information. For example, an
obscure 19th Century Hungarian revolver may be
identified as an obscure 19th Century Hungarian
revolver, even though the forensic scientist has never
actually seen one before and is unlikely ever to see one
again. This is possible because the revolver has been
described adequately in the literature and the literature
is accessible to the scientist. Their validity rests on the
application of established tests which have been
previously determined to be accurate by exhaustive
testing of known standard materials.

In the “comparison” mode, the forensic scientist
compares a questioned evidence item with another
item. This second item is a “known item.” The known
item may be a standard reference item which is



maintained by the laboratory for this purpose (e.g. an
authenticated sample of cocaine), or it may be an
exemplar sample which itself' is a portion of the
evidence in a case (e.g., a sample of broken glass or
paint from a crime scene). This item must be in hand.
Both questioned and known items are compared,
characteristic by characteristic, until the examiner is
satisfied that the items are sufficiently alike to conclude
that they are related to one another in some manner.

In the comparison mode, the characteristics that
are taken into account may or may not have been
previously established. Whether they have been
previously established and evaluated is determined
primarily by (1) the experience of the examiner, and (2)
how often that type of evidence is encountered. The
forensic scientist must determine the characteristics to
be before a conclusion can be reached. This is more
easily said than achieved, and may require de novo
research in order to come to grips with the significance
of observed characteristics. For example, a forensic
scientist compares a shoe impression from a crime
scene with the shoes of a suspect. Slight irregularities in
the tread design are noted, but the examiner is
uncertain whether those features are truly individual
characteristics unique to this shoe, or a mold release
mark common to thousands of shoes produced by this
manufacturer. Problems of this type are common in the
forensic sciences. and are anvthing but trivial
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P The source of a piece of malware is itself a unique
characteristic that may differentiate one specimen from another.

* Being able to show that a given sample of digital evidence
originated on a suspect’s computer could be enough to
connect the suspect with the crime.

* The denial of service attack tools that were used to attack
Yahoo! and other large Internet sites, for example,
contained information useful in locating those sources of
attacks.

* As an exanple, IP addresses and other characteristics
extracted from a distributed denial of service attack tool
are shown in Figure .5.

socket

bind
recvirom

e ¥s Yo
alf3¥Wiohw. V.
PONG

*HELLO®
10.1%54.101.4
192.168.76.84

Individuating characteristics in suspect malware

* The sanitized IP addresses at the end indicated where the
command and control servers used by the malware were
located on the Internet, and these command and control
systems may have useful digital evidence on them
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the mtruder and the crime scene. For mstance, the “tOrn”
nstallation file contained a username and port number selected
by the intruder shown in Figure L.6.

ught to you by tae

Class characteristics in suspect malware

P If the same characteristics are found on other
compromised hosts or on a suspect’s computer, these may be
correlated with other evidence to show that the same intruder
was responsible for all of the crimes and that the attacks were
launched from the suspect’s computer. For instance, examining
the computer with IP address 192.168.0.7 used to break into
192.168.0.3 revealed the following traces (Figure 1.7) that help
establish a link.
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Examining multiple victim systens for similar artifacts

P Be aware that malware developers continue to find new
ways to undermine forensic analysis. For instance, we have
encountered the following anti-forensic techniques (although this
list is by no means exhaustive and will certainly develop with
time):

* Multicomponent packing and encryption

* Detection of debuggers, disassemblers, and virtual
environments

 Malware that halts when the PEB Debugging Flag is set

» Malware that sets the “Trap Flag” on one of its operating
threads to hinder tracing analysis

» Malware that uses Structured Exception Handling (SEH)
protection to block or misdirect debuggers

* Malware that rewrites error handlers to force a floating
point error to control how the program behaves

P A variety of tools and techniques are available to digital
mvestigators to overcome these anti-forensic measures, many of
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techniques require knowledge and programming skills that are
beyond the scope of this book. More in-depth coverage of
reverse engineering is available in The IDA Pro Book: The
Unofficial Guide to the Worlds Most Popular
Disassembler1® A number of other texts provide details on

programming rootkits and other malware 12



From Malware Analysis to
Malware Forensics

MT he blended malware threat has arrived; the need for
in-depth, verifiable code analysis and formalized
documentation has arisen; a new forensic discipline has
emerged.

P In the good old days, digital nvestigators could discover
and analyze malicious code on computer systens with relative
ease. Trojan horse programs like Back Orifice and SubSeven
and UNIX rootkits like tOmkit did little to undermine forensic
analysis of the compromised system Because the majority of
malware finctionality was easily observable, there was little need
for a digital investigator to perform in-depth analysis of the code.
In many cases, someone in the information security community
would perform a basic functional analysis of a piece of malware
and publish it on the Web.

P While the malware of yesteryear neatly fell into distinct
categories based upon functionality and attack vector (viruses,
worms, Trojan horses), today’s malware specimens are often
modular, nultifaceted, and known as blended-threats because
of their diverse finctionality and means of propagation® And,
as computer intruders become more cognizant of digital forensic
techniques, malicious code is increasingly designed to obstruct

# By enploying techniques that thwart reverse engineering,
encode and conceal network traffic, and minimize the traces left
on file systems, malicious code developers are making both
discovery and forensic analysis more difficult. This trend started
with kernel loadable rootkits on UNIX and has evolved into
similar concealment methods on Windows systerms.

P Today, various forms of malware are proliferating,
automatically spreading (worm behavior), providing remote
control access (Trojan horse/backdoor behavior), and
sometimes concealing their activities on the compromised host
(rootkit behavior). Furthermore, malware has evolved to
undermine security measures, disabling AntiVirus tools and
bypassing firewalls by connecting from within the network to



external command and control servers.

» One of the primary reasons that developers of malicious
code are taking such extraordinary measures to protect their
creations is that, once the functionality of malware has been
decoded, digital investigators know what traces and patterns to
look for on the compromised host and in network traffic. In fact,
the wealth of information that can be extracted from malware has
made it an integral and indispensable part of computer intrusion,
identity theft and counterintelligence cases. In many cases, little
evidence remains on the compromised host and the majority of
useful nvestigative information lies in the malware itself:

P The growing importance of malware analysis in digital
investigations, and the increasing sophistication of malicious
code, has driven advances in tools and techniques for performing
surgery and autopsies on malware. As more investigations rely
on understanding and counteracting malware, the demand for
formalization and supporting documentation has grown. The
results of malware analysis must be accurate and verifiable, to
the point that they can be relied on as evidence in an investigation
or prosecution. As a result, malware analysis has become a
forensic discipline—welcome to the era of malware forensics.

1 hitpy//www.syngress.convdigital- forensics/Malware-
Forensics/.

j}ﬁ//wvﬂv symantec. com/connectzz(]ll _Internet_Security Threat Report Identifies Risks For

mfo/threat surmnnes/201 12201 1 ] htmL

4 hitpy/krebsonsecurity.com/tag/operation-trident-breach/.
3 http//www.symantec.convconnect/blogs/stuxnet-

introduces-first- known rootkit-scada-

devices;https/ww ntec.conyco

©“The New E-splonage Threat,”

https//www.businessweek.com/magazine/content/08_16/b4080032218430.ht;
“China Accused of Hacking into Heart of Merkel
Administration,”
httpJ//www.timesonline.co.uk/tol/news/world/europe/article2332130.ece.
7 hitp/googleblog blogspot.com/2010/01/new-approach-

to-china.html.
8 Casey, E. (2011). Digital Evidence and Computer Crime,
3rd ed. London: Academic Press.
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No. 1.
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14 For good discussions of the file compilation process and
analysis of binary executable files, see, Jones, K.J.,
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Chapter 1

Malware Incident Response

Volatile Data Collection and Examination on a Live
‘Windows System



Solutions in this chapter:

« Volatile Data Collection Methodology

oLocal vs. Remote Collection

cPreservation of Volatile Data

cPhysical Memory Acquisition

oCollecting Subject System Details

cldentifying Logged-in Users

oCurrent and Recent Network Connections

* Collecting Process Information

* Correlate Open Ports with Rumning Processes and
Prograns

cldentifying Services and Drivers

oDetermining Open Files

cCollecting Command History

oldentifying Shares

oDetermining Scheduled Tasks

cCollecting Clipboard Contents

* Non-Volatile Data Collection fiom a Live Windows
System

oForensic Duplication of Storage Media

cForensic Preservation of Select Data

oAssessing Security Configuration

oAssessing Trusted Host Relationships

clnspecting Prefetch Files

cInspect Auto-Starting Locations

oCollecting Event Logs

oReviewing User Account and Group Policy Information

cExamining the File System
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» Malware Artifact Discovery and Extraction from a Live
Windows System

rz
P'a¥ Tool Box Appendix and Web Site

The “‘X” symbol references throughout this chapter demarcate
that additional utilities pertaining to the topic are discussed in the
Tool Box appendix, appearing at the end of this chapter. Further
tool information and updates for this chapter can be found on the
companion Malware  Field Guides Web stte, at

http//www.malwarefieldguide.com/Chapter 1 .html.

Introduction

This chapter demonstrates the value of preserving volatile and
select non-volatile data, and how to do so in a forensically sound
manner. The value of volatile data is not limited to process
memory associated with malware, but can include passwords,
Internet Protocol (IP) addresses, Security Event Log entries, and
other contextual details that together can provide a more
conplete understanding of the malware and its use on a system.
When powered on, a subject system contains critical
ephemeral information that reveals the state of the system This
volatile data is sometimes referred to as stateful information.
Incident response forensics, or live response, is the process of
acquiring the stateful nformation from the subject system while it
remains powered on. As we discussed in the introductory
chapter, the Order of Volatility should be considered when
collecting data from a live system to ensure that critical system
data is acquired before it is lost or the system is powered down.



Further, because the scope of this chapter pertains to live
response through the lens of a malicious code incident, the
preservation techniques outlined in this section are not intended
to be comprehensive or exhaustive; instead, they are intended to
provide a solid foundation relating to incident response nvolving
malware on a live system

Often, malicious code live response is a dynamic process,
with the facts and context of each incident dictating the manner
and means in which the mvestigator will proceed with his
investigation. Unlike other contexts in which simply acquiring a
forensic duplicate of a subject system’s hard drive would be
sufficient, investigating a malicious code incident on a subject
system very often requires some degree of live response. This is
because much of the information the investigator needs to identify
the nature and scope of the malware infection resides in stateful
information that will be lost when the computer is powered
down.

This chapter provides an overall methodology for
preserving volatile data on a Windows system during a malware
incident, and presumes that the digital nvestigator already has
built his live response toolkit of trusted tools, or is using a tool
suite specifically designed to collect digital evidence in an
automated fashion fiom Windows systems during incident
response. There are a variety of live response tool suites
available to the digital investigator—many of which are discussed
in the Tool Box section at the end of this chapter. Although
automated collection of digital evidence is recommend as a
measure to avoid mistakes and inadvertent collection gaps, the
aim of this chapter and associated appendices is to provide the
digital mvestigator with a granular walk-through of the live
response process and the digital evidence that should be
collected.

<=2 Analysis Tip



Field Interviews

Prior to conducting live response, gather as much information as
possible about the malicious code incident and subject system(s)
from relevant witnesses. Refer to the Field Interview Questions
appendix at the end of'this chapter for additional details.

Local versus Remote Collection

MChoose the manner in which data will be collected
firom the subject system.

* Collecting results locally means storage media will be
connected to the subject system and the results will be
saved onto the connected media.

* Remote collection means establishing a network
connection flom the subject system, typically with a
netcat O cryptcat listener, and transferring the
acquired system data over the network to a collection
server. This method reduces system interaction, but
relies on the ability to traverse the subject network
through ports established by the netcat listener.

Investigative Considerations

* In some instances, the subject network will have rigid
firewall and/or proxy server configurations, making it
cumbersome or impractical to establish a remote
collection repository.



* Renotely acquiring certain data during live response—
like imaging a subject system’s physical memory—may
be time and resource consuming and require several
gigabytes of data to traverse the network, depending on
the amount of random access memory (RAM) in the
target system. The following pair of commands depicted
inFigure 1.1 sends the output of a live response utility
acquiring data from a subject system to a remote IP
address (172.16.131.32) and saves the output in a file
named  “<toolname>20101020host].txt” on the
collection system

Subject system -> | -> Collection systems (172.16.131.32)

Netcat commands to establish a network listener to
collect tool output remotely

* The netcat command nust be executed on the collection
system first so that it is ready and waiting to receive data

from the subject system.

* Local collection efforts can be protracted in instances
where a victim system is older and contains obsolete
hardware, such as USB 1.1, which has a maximum
transfer rate of 12 megabits per second (mbps).

* Always ensure that the media you are using to acquire live
response data is pristine and do not contain unrelated
case data, malicious code specimens, or other artifacts
from previous investigations. Acquiring digital evidence
on “dirty” or compromised media can tant and
undermine the forensic soundness of the acquired data.



Volatile Data Collection Methodology

P Data should be collected fiom a live system in the Order of
Volatility. The following guidelines give a clearer sense of the

types of volatile data that can be preserved to better understand
malware:

* On the compromised machine, run a trusted command
shell from an Incident Response toolkit

* Document system date and time, and compare them to a
reliable time source

* Acquire contents of physical memory

* Gather hostname, user, and operating system details

« Gather system status and environment details

* Identify users logged onto the system

* Inspect network connections and open ports

¢ Examine Domain Name Service (DNS) queries and
connected hostnames

* Examine running processes

e Correlate open ports to associated processes and
prograns

* Examine services and drivers

« Inspect open files

* Examine command-line history

* Identify mapped drives and shares

* Check for unauthorized accounts, groups, shares, and
other system resources and configurations using
Windows “net” commands

* Determine scheduled tasks

* Collect clipboard contents

* Determine audit policy



Preservation of Volatile Data

MAﬁer obtaining the system date/time, acquire physical
memory from the subject system prior to preserving
information using live response tools.

* Because each version of the Windows operating system
has different ways of structuring data in memory, existing
tools for examining full memory captures may not be able
to interpret memory structures properly in every case.

« Therefore, after capturing the full contents of memory, use
an Incident Response suite to preserve information from
the live system, such as lists of running processes, open
files, and network connections, among other volatile
data. A number of commonly used Incident Response
tool suites are discussed in the Tool Box section at the
end of'this chapter.

* Some information in memory can be displayed by using
Command-line Interface (CLI) utilities on the system
under examination. This same information may not be
readily accessible or easily displayed from the memory
dump after it is loaded onto a forensic workstation for
examination.

Investigative Considerations
« It may be necessary in some cases to capture non-volatile

data fiom the live subject system, and perhaps even
create a forensic duplicate of the entire disk. For all



preserved data, remember that the Message Digest 5
(MD5) and other attributes of the output fiom a live
examination must be documented independently by the
digital mvestigator.

« To avoid missteps and omissions, collection of volatile
data should be automated.

Physical Memory Acquisition on a Live Windows System

MBefore gathering volatile system data using the various
tools in a live response toolkit, first acquire a full memory
dump from the subject system.

* Running incident response tools on the subject system will
alter the contents of memory.

« To get the most digital evidence out of physical memory,
performa full memory capture prior to running any other
incident response processes.

« There are a myriad of tools that can be used to acquire
physical memory, and many have similar finctionality.
Often, choosing a tool comes down to familiarity and
preference. Given that every malware incident is unique,
the right tool for the job may be driven not just by the
incident type but by the victim system typology.

Investigative Considerations

* Remember that some tools are limited to certain operating
systems and capture only up to 4 gigabytes (GB) of
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operating system versions, gather up to 64 GB of RAM,
and capture the Windows pagefile. If possible, determine
subject system details and select appropriate forensic
tools prior to beginning incident response. Having
numerous tool options available in your toolkit will avoid
on-scene fiustration.

* In addition to assessing tool limitations based upon
operating system and memory capacity, also consider
whether to use a command-line utility or a graphical user
interface (GUI)-based tool.

« This section will explore some of the ways to acquire
physical memory contents, but consult the Tool Box
section at the end of this chapter for further tool
discussion and comparison.

Acquiring Physical Memory Locally

MPhysical memory dumps can be acquired locally from a
subject system using command-line or GUI utilities.

CommandH-line Utilities

P A commonly used command-line tool for physical memory
acquisition is HBGary’s FastDunp.!

+ FastDump Community? version is a fiee version of
FastDummp that supports the acquisition of memory from
32-bit systerns with up to 4 GB of RAM.

* FastDump Commumity version does not support Vista,
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Using FastDump Community version, the following
command captures the contents of memory fiom a
subject Windows system and saves it to a file on
removable media (Figure 1.2):

E:\WinIR\memory>FD.exe e:\WinIR\memory\memdunp.bin

Responder FastDumg vi.3.0 (c)2008 HBGary, Inc.

|DM] Dusping physical memory snapshot to: e:\WinIR\memory\memdump.bin...
Found Microsoft Windows XP Professional Service Pack 2 (build 2600)
using driver at E:\WinIR\memory'\FastDuspx86.sys

Found 1576517632 bytes (1501.48 MB) of physical memory
« 30 MB dumped (2% complete)

Acquiring physical memory with FastDump

« FastDump Pro is the commercially supported version of
FastDump, which supports all versions of Window
operating systems and service packs (2000, XP, 2003,

Vista, 2008 Server).

OFastDump Pro can capture memory from both 32-bit
and 64-bit systems, including systems with more than 4
GB of RAM (up to 64 GB of RAM), and supports
acquisition of the Windows pagefile with the memory

dump.

« Using FastDump Pro, the following command captures
the contents of both memory and the pagefile from a
subject Windows system and saves it to a file on
removable media (Figure 1.3):
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Mode: Disabled
Filesystem Type: FAI
!] WARMING! You can only d
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up to 4GB maximum te a

me
!] If the machi
you must select a
omplete.
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[

[

e you're dy ng has 4GB of ram or more
fferent cutput volume or the dump will

** Dumping from Ox0 £o 0x40400000 ** ]
Reading Memory @ 0: 3300000 - ped: 51 MB Complete: 4%]

Acquiring physical memory with FastDump Pro

Y Other Tools to Consider

Additional command-line utilities to capture physical memory,
including Memoryze, Mantech DD and Moonsols Memory
Toolkkit, are discussed in the Tool Box section at the end of this
chapter and on the companion Web site for the Malware
Forensic Field Guide,

https//www.malwarefieldguide.com/Chapter1 .html.

GUI-based Memory Dumping Tools

P Agile Risk Management’s Nigilant322 is a GUI-based incident
response tool.

* Nigilant32 provides an intuitive interface and sinplistic



means ol ImagIng a subject system's physical memory
using a drop-down menu in the tool’s user console.

» To mage memory from Nigilant32, select the “Inmage
Physical Memory” option from the “Tools” memnu, as
shown in Figure 1.4.

Imaging physical memory with Nigilant32

At the pronpt, select the location where the memory
dump file will be saved; memory imaging will start
thereafter.

Remote Physical Memory Acquisition

[ZIPhysical memory dumps can be remotely acquired fiom
a subject system using F-Response.

P F-Response is an incident response framework that
implements the Microsoft iSCSI initiator service2 to provide



read-only access to the full physical disk(s) of a networked
conputer, as well as to the physical memory of most Microsoft

Windows systens.2

e There are four versions of F-Response (Field Kit,
Consultant, Enterprise, and TACTICAL) that vary i
deployment method, but all provide access to a remote
subject system drive as a local mounted drive.

» F-Response is flexible and “vendor agnostic,” meaning
that any tool can be used to acquire an image of the
subject system’s hard drive and physical memory once
connected to it.

* F-Response Field Kit and TACTICAL are typically used
in the context of live response, particularly in scenarios
where the subject systems are at a third-party location
and F-Response Consultant Edition or Enterprise Edition
have not been deployed prior to the incident.

* F-Response Field Kit requires a single USB key FOB
dongle and the Field Kit executable (f-response-
fk.exe), both of which are initiated on subject system
Conversely, the examiner system, which enables the
digital investigator to leverage the results of F-Response,
simply requires the installation and invocation of the
Microsoft iSCSI  mitiator service. F-Response
TACTICAL, which uses a distinguishable paired key
FOB deployment, is discussed in the Tool Box section at

the end of this chapter.

 To access the physical memory of the remote subject
system with an F-Response Field Kit, connect the USB
key FOB dongle to the subject system and execute F-
Response. Enter the proper subject system identifiers,
and enable “Physical Memory,” using the radio button,
as shown in Figure 1.5.



ot Wit
S P

criem
F e
St Cerfiprion
e ot [ TP P b b | 4 $5,954
e [ Useerama s e o e charachery
oo

Using F-Response to connect to a subject system

* On your local examiner system, invoke the iSCSI initiator
service, select the “Discovery” tab, and add the subject
systemas a target, as shown Figure 1.6.
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Adding the subject system as a target through the
iSCSI initiator service

* Choose the “Advanced” option and provide the same
username and password credentials used in the F-

Response Remote Configuration (Figure 1.7).
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Authenticating through the iSCSI initiator to acquire
the target system

« After authenticating, the subject system will appear as a
target. Select the subject system hard drive and physical
memory from the target list (requiring re-authentication)
and connect to the subject system the connection status
will be displayed in the target list (Figure 1.8).

e

Connecting to the subject system



* Once comnected to the subject system through F-
Response, the subject system’s hard drive can be
accessed locally on your examiner system, as shown in

Figure 1.9.

Files Stored on This Computer

/J MALWARE LAS's Documents

Hard Disk Drives

gD Local Dk (C) gD Locd OBk (€9

Viewing the remote subject system hard drive
through F-Response

* On your local examiner system, use the Disk
Management snap-in to verify that the physical memory
is also “mounted.”

* As physical memory does not have a file system or
partition table, the physical memory wil not be
recognized as a drive, but rather as an unknown disk, as

shown in Figure 1.10.

1t WL Identifying physical memory from a remote subject
system

« InFigure 1.11, Helix3 Prol was used to acquire the



memory image from the remote subject system The
Helix3 Pro Live CD was initiated on the examiner
system and identified the subject system’s physical
memory as a local drive (PhysicalDrive2); acquisition
was conducted by selecting PhysicalDrive2 as the item

to image.

i oot FRES

15,068 Pcalesnl 2 HelixPro Progress
£ i
B [E—
mavvareiah FRES 4 [T
| i =% & | p
st

LMWL Acquiring physical memory from a remote subject
system

ra?
st Other Tools to Consider

Commercial remote forensics tools such as ProDiscoverIR and
OnlineDFS have been developed to capture full memory
contents from remote systens. These, and other remote
forensics tools, are discussed further in the Tool Box section at
the end of this chapter and on the companion Web site,
https//www.malwarefieldguide.com/Chapter 1 .html.

Collecting Subject System Details

EZ[System details are helpful for providing context to the
live response and post-mortem forensic Dprocess.



establish;ng an investigtztive time line, and t'denttf;zing the
subject system in logs and other forensic artifacts.
P Obtain the following subject system details:

* System date and time
* System identifiers
 Network configuration
* Enabled protocols

* System uptime

* System environment

System Date and Time

P Affer acquiring an image of the physical memory from a
subject system, the first and last itens that should be collected
during the course of conducting a live response examination are
the system date and time. This information will serve both as the
basis of your nvestigative time line—providing context to your
analysis of the system—as well as documentation of the
examination.

» The most common method to collect system date and
time is to issue the date /t and time /t commands flom
a trusted command shell in your live response toolkit.

o After recording the date and time from the subject
system, compare them to a reliable time source to verify
the accuracy of the information.

* Identify and document any discrepancies for comparison
to the date and time stamps of other artifacts you
discover on the system.

System Identifiers



P In addition to collecting the system date and time, collect as
much system identification and status information from the
subject host as possible prior to launching mto live response
examination, including:

System Identifier  |Tool/Command
Identify the name of the subject system

by using a trusted version of the

Host Name bostnane utility, which is native to
'Windows operating systers.

Current User Ide@ éthe current system user with the
whoami® command

Operating Collect system environment identifiers by]

SystenvEnvir tlissuing the ver2 command.

The ipconfig/all command is used to
IP address and display the IP address assigned to the
related network subject system, along with the system
identifiers hostname, network subnet mask, DNS
servers, and related details.

Network Configuration



P When documenting the configuration of the subject system,
keep an eye open for unusual iterrs.

* Look for a Virtual Private Network (VPN) adapter
configured on a system that does not legitimately use a
VPN.

* Determine whether a network card of the subject system
is in promiscuous mode, which generally indicates that a

sniffer is running,

» Several tools are available to query a network
Conﬁguraﬁon, il’l(:ludirlgpr'omlscdetectm and
Microsoft’s promgryt (which requires the .NET
framework).

Enabled Protocols

P Document which protocols are enabled on the subject system
to help identify potential vectors of attack.

* Identify the protocols enabled on the subject system using
the URLProtocolView utility fiom NirSoft. 12

System Uptime

P Determine how long the subject system has been running, or
the system uptime.

» Knowing that the subject system has not been rebooted
since malware was installed can be important, motivating
dlglral Il’lVGStlgltOI‘S to look more closely for deleted
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Processes  and - ouicr  HHOITIKAUOI I IICIory  uldt
otherwise might have been destroyed.

« To determine system uptime, invoke the uptimel3 utility
from your trusted tookkit, as shown in Figure 1.12.

1341 WP Querying a system with the uptime command

System Environment

P Documenting general details about the subject system,
including operating system version, patch level, and hardware, is
useful when conducting an investigation of a Windows system.

» System environment information may reveal that the
system is outdated and therefore susceptible to certain
attacks.

» Knowing the version of Windows can be helpful when
performing forensic examination of a memory dump.

* A granular snapshot of a subject system’s environment
and status can be obtained by querying the system with

psinfo, 14 as shown in Figure 1.13 on the next page.

inIR\Sysinfo=psinfo
PsInfo vl,
Copyright

Sysinternals

viewer

System information for \\KIM-M
Uptime:




He

Microsoft Windows XP, Uniprocessor Free

Product Professional
Product 5.1
Service 2
2800
*uxsws Company
Kim

Install date
Activatci

B/27/2007, 1:03:53 PM
Error reading status
6.,0000

€ \WINDOWS

1.8 GHz
Intel (R} Core(TM)2 CPU 6320 @
28 MB

Video driver: Radeon X1300 Series

Collecting system information with psinfo

Identifying Users Logged into the System

[ZIAﬁer conducting initial reconnaissance of the subject
system details, identify the users logged onto the subject
system both locally and remotely.

b Identifying logged on users serves a number of
investigative purposes, such as to:

* Help discover any potential intruders logged into the
compromised system.

* Identify additional compromised systems that report to
the subject system as a result of the malicious code
incident.

* Provide insight into a malicious insider malware incident.

* Provide additional nvestigative context by being
correlated with other artifacts discovered.

~ L en - 1 e



* yotam me oIoWINg NOMATON apoul IAeNiNed USers
logged onto the subject systen:

[(Username

[Point of origin (remote or local)

[Duration of the login session

[IShares, files, or other resources accessed by the user
[Processes associated with the user

[Network activity attributable to the user

P There are a number of utilities that can be deployed
during live response to identify users logged onto a subject
system, mc]ud]ng PsLoggedOn,ﬁquser‘,ﬁnetusers,ﬂ and

loggonsessions.ﬁ

Ppsloggedon is a CLI utility that is included in the PsTools
suite that identifies users logged onto a subject system both
locally and remotely. In addition, PsLoggedon reveals users that
have accessed a subject system from resource shares, such as
shared drives.

Inspect Network Connections and Activity

MNetwork connections and activity on the subject system
can reveal vital information about an attacker’s
connection to the system, including the location of an
attacker’s remote data collection server and whether the
subject system is beaconing to a command and control
structure, among other things.

P In surveying a potentially infected and compromised
system, try to obtain the following information about the network
activity on the subject systen:



* Active network connections

* DNS queries made from the subject system
* NetBIOS name table cache

* ARP cache

* Internal routing table

Investigative Considerations

« In addition to network activity analysis, conduct an in-
depth inspection of open ports on the subject system,
including correlation of the ports to associated
processes. Port inspection analysis is discussed later in
this chapter.

Active Network Connections

P An investigator should identify current and recent network
connections to determine (1) whether an attacker is currently
connected to the subject system, and (2) if malware on the
subject system is causing the system to call out, or “phone
home,” to the attacker, such as to join a botnet command and
control structure.

« Often, malicious code specimens such as bots, worms,
and Trojans have instructions embedded in them to call
out to a location on the Internet, whether a domain
name, Uniform Resource Locator (URL), or IP address,
or to comnect to another Web resource to join a
collection of other compromised and “hijacked” systems
and await further commands from the attacker
responsible for the infection.

o Tn avamine mwrent netumrle connectinne a cammnn



approach i to use a trusted version of the netstat12
utility on the subject system. Netstat is a utility native to
the various Windows operating systens that displays
information pertaining to established and “listening”
network socket connections on the subject system

« For granularity of results, query with the netstat -ano
command (available on Microsoft Windows XP and
subsequent versions; see Figure 1.14), which along with
displaying the nature of the connections on the subject
system, reveals:

[Whether the session is Transmission Control Protocol
(TCP) or UDP protocol

[The status of the connection

[The address of connected foreign system(s)

(The process ID number of the process initiating the
network connection

E:\WinIR\Network>netstat -ano

Active Connections

Proto Local Address Foreign Address State BID
TCP 0.0.0.0:113 0.0.0.0:0 LISTENING 864
TCP  0.0.0.0:135 0.0.0.0:0 LISTENING 988
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING 4
TCP 127.0.0.1:1028 0.0.0.0:0 LISTENING 1196
TCP  192.168.110.134:139 0.0.0.0:0 LISTENING 4
TCP 192.168.110.134:1040 xxx.xxx.x%xx.xxx:6667 ESTABLISHED 864
UDP  0.0.0.0:445 *ge 4
UpP  0.0.0.0:500 L 1 748

IS netstat -ano command



* Alternatively, the netstat -an command reveals the same
information but without the process ID associated with
the connection.

DNS Queries from the Host System

P Many malware specimens have network connectivity
capabilities, whether to gather firther exploits from a remote
location, join a command and control structure, or await further
commands from an attacker. Many times, the malware is hard
coded with connectivity instructions in the form of domain
names, which the program will attempt to query and resolve to
identify the location of the network-based resource to which it is
mntended to connect.

* To collect the DN'S queries made from a subject system,
issue the ipconfig/displaydns command from your
trusted toolkit.

NetBIOS Connections

» When native Windows networking is involved, additional
details about active network connections may be available that
can be useful in an investigation. There may be volatile data
showing which computers were recently connected to the
subject system and what files were transferred.

» Windows networking uses the NetBIOS protocol, which
supports a variety of services, such as file and printer
sharing.

¢ Each computer that is configured with NetBIOS is



assigned a unique name used to commumnicate with
others.

» The NetBIOS name cache on a subject system is a
section in system memory that contains a mapping of
NetBIOS names and IP addresses of other computers
with which the subject system has had NetBIOS
commumication. 22

« The NetBIOS name cache is volatile and is preserved for
a limited period of time.

* Capture the NetBIOS name cache using a trusted version
of the native Windows utility, nbtstat with the -c option,
which displays a list of cached remote machine names

and their corresponding IP addresses.ﬁg
* Identify current NetBIOS sessions by using the nbtstat

-s option and the net sessions command.
o Identify if any files were recently transferred over

NetBIOS using the net file command. "5(

ARP Cache

P The Address Resolution Protocol (ARP) resolves Media
Access Control (MAC) addresses or Ethernet addresses
(residing at the Data Link Layer in the Open Systems
Interconnect (OSI) model) to IP addresses (residing at the
Network Layer of the OSI model).22

» The mapping of these addresses is stored in a table in
memory called the ARP cache or ARP table.

« Examination of a subject system’s ARP cache will identify
other systens that currently or recently have established
a connection to the subject system



« To display the contents of the ARP cache, issue the arp -
a command? from your trusted command shell, which
will reveal the IP address assigned to the subject system,
along with the IP addresses and MAC addresses
assigned to suspicious systens that are currently or have

recently had connections to the subject system

Collecting Process Information

MCollecting information relating to processes running
on a subject system is essential in malicious code live
response forensics. Once executed, malware specimens,
such as worms, viruses, bots, key loggers, and Trojans,
often manifest on the subject system as a process.

P During live response, collect certain information
pertaining to each running process to gain process context, or a
full perspective about the process and how it relates to the
system state and to other artifacts collected from the system To
gain the broadest perspective, a number of tools gather valuable
details relating to processes running on a subject system
Although this chapter covers some of these tools, refer to the
Tool Box section at the end of this chapter and on the
companion Web site,
http//www.malwarefieldguide.com/Chapter|.html, for additional

tool options.

« Start by collecting basic process information, such as the
process name and Process Identification (PID), with
subsequent queries to obtain the following details:

—— 1 —



LIProcess name and P10

[Temporal context

Memory consumption

Process to executable program mapping
OIProcess to user mapping

[Child processes

OInvoked libraries and dependencies
Command-line arguments used to invoke the process
OAssociated handles

Memory contents of the process

[Relational context to system state and artifacts

Process Name and Process Identification

P The first step in gaining process context is identifying the
running processes, typically by name and associated PID.

« To collect a simple list of running processes and assigned
PIDs from our subject system usetlist2? a
multifinctional process viewer utility for Windows

distributed with Debugging Tools for Windows.

Temporal Context

B To gain historical context about the process, determine the
period of time the process has been running,

» Obtain process activity times by usingpslist in the
PsTools suite.
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[IThe names of running processes

OAssociated PIDs

[IThe amount of time each process has been running on a
system

Memory Usage

P Examine the amount of system resources that processes are
consuming. Often, worms, bots, and other network-centric
malware specimens are “active” and can be noticeably resource-
consuming, particularly on a system with less than 2 GB of
RAM.

» To get output identifying running processes, associated
PIDs, and the respective memory usage of the
processes, use a trusted version of the tasklist utility

with no switcheséﬂ

Process to Executable Program Mapping: Full System
Path to Executable File

P Determine where the executable images associated with the
respective processes reside on the system This effort wil
provide further contextual nformation, including whether an
unknown or suspicious program spawned the process, or if the
associated program is embedded in an anomalous location on
the system, necessitating a deeper investigation of the program.



e To get an overview of the ruming processes and
associated location of executable program locations, use

PRCView (pv.exe)22 with the -e switch, as shown in
Figure 1.15.

E:\WinIR\Processesspv.exe -g

CEXCEprT>

PROCESS
smas . exe
winlogon.exe

services.exe
lsass.exe

spools
MEMEgE . exe

spoolav.exe
rundll32 . exe

emd ., exe

pv.exe

BID
520
692
736
748
908
1084
1480
1600
1760
1700
1036
BO4
664
1292
1644
796

PRIO
Hormal

Normal

Normal
Normal S\systemi2\spoolsv.exe
Hormal C:\Program Files\Messenger\msmags.exe
Hormal

Normal €

HNormal

Hormal

Normal 41132 . exe
Normal C:\W m3 ol ete
Hormal e:\Wi \ v.exe

Using PRCView to reveal the location of
executables associated with running processes

Process to User Mapping

P During the course of identifying the executable program that
initiated a process, determine the owner of the process to gain
user and security context relating to the process. Anomalous
system users or escalated user privileges associated with running
processes are often indicative of a rogue process.



« Using tasklist with the -v switch, identify the program
name, PID, memory usage, program status, and
associated username.

Child Processes

P Often upon execution, malware spawns additional processes,
or child processes. Upon identifying a potentially hostile process
during live response, analyze the running processes in such a way
as to identify the hierarchy of potential parent and child
processes.

* Query the subject system with any of the following
commands to obtain a structured and hierarchical “tree”
view of processes.

Tool Command
Pslist pslist -t
Tlist tlist -t
PRCViewpv -t

Command-line Parameters

B Whila incnanting mmning nranaccac an a ovotam  datarmina tha
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command-line instructions, if any, that were issued to initiate the
running  processes. Identifying command-line parameters is
particularly useful if a rogue process already has been identified,
or if further information about how the program operates is

sought.

* The command-line arguments associated with target
processes can be collected by querying a subject system
with any of the following commands.

Tool Command

Invoking cmd1ine with no switches displays the
process ID number, the full system path, and the
executable file associated with each process running
Cmdline |on the system. By issuing the -pid argument and
supplying the PID number of a specific process of
interest, cmd1ine Will only display information relating
to that process.

Tlist tlist -c

PRCViewjpv -1

File Handles

P Another important aspect to examining running processes is to
identify handles opened by the respective processes. System



resources like files, threads, or graphic images are data
structures commonly referred to as objects. Often, programs
camnot directly access object data and must rely upon an object
handle to do so.

e Fach handle has an entry in an internally maintained
handlle table containing the addresses of the resources
and the means to identify the resource type.

» To get additional context about the nature of running
processes, obtain information about which handles and
associated resources the processes are accessing by
using the hand1e2l utility.

* The hand1e utility has a number of switches that can be
applied, but for the purpose of revealing all handles
related to the running processes, use the handle -a
command.

Dependencies Loaded by Running Processes

P Dynamically linked executable programs are dependent upon
shared libraries to successfully run. In Windows prograns, these
dependencies are most often Dynamic Link Libraries (DLLs)
that are imported from the host operating system during
execution. Identifying and understanding the DLLs mnvoked by a
suspicious process can potentially define the nature and purpose
of the process.

» Many malicious code specimens, particularly rootkits, use
a technique called “DLL injection,” wherein malware
“ijects” code into the address space of a running
process by forcing it to load a dynamic link library.28

* A great utility for viewing the DLLs loaded by a running



process is 1istd11s,2 which identifies the modules
invoked by a process and reveals the full path to the
respective modules. Other utilities to consider for this
task include Procinterrogate,ﬂ PRCView,2! and

ListModmes.Eﬂ

Exported DLLs

P To discover the DLLs exported by an executable program
that launched a process—that is, identifying the functions or
variables made usable by other executable programs—consider
querying a subject system with NirSoft’s DLLExportViewer. 2

* DLLExport view provides the investigator with the
exported function name, address, relative address, file
name, and full path of the module.

Capturing the Memory Contents of a Process on a Live Windows
System

P During the course of examining running processes on a subject
system, potentially rogue processes may be identified. In addition
to locating and documenting the potentially hostile executable
programs, capture the individual process memory contents of the
specific processes for later analysis, as described in Chapter 2.

Correlate Open Ports with Running
Processes and Programs



[ZIIn addition to identifying the open ports and running
processes on a subject system, determine the executable
program that initiated a suspicious established connection
or listening port, and determine where that program
resides on the system.

P Examining open ports apart fiom active network
comnections is often inextricably intertwined with discoveries
made during inspection of running processes on a subject
system.

» When examining active ports on a subject system, gather
the following information, if available:

[Local IP address and port

[Remote IP address and port

TRemote host name

Protocol

[State of connection

[Process name and PID

Executable program associated with process
[TExecutable program path

[User name associated with process/program

* Process-to-port correlation can be conducted by
querying a subject system with any of the following
commands. Further details regarding the tools referenced
in this table can be found in the Tool Box section at the
end of the chapter and on the companion Web site,

https//www.malwarefieldguide.convChapter1.html. ﬁ(



Tool

Command

Information Gathered

netstat -ano

Displays protocol, status of
connection, foreign address in
connection, PID of process initiating
connection.

netetat —anp | YVhen investigating Windows XP
[the “b” option [(SP2) and newer Windows
Netstat [reduires operating systems, this cpmrmnd
escalation (i.e. [correlates open ports with
Run As associated processes and displays
Administrator)][the executable program and related
components sequentially involved in
creating each connection or listening
port, as shown in Figure 1.16,
below.
Provides a clear structured
perspective of the active ports
_1ines and - |associated process and executable
Openports path prograns along with the system path
where the respective programs
reside.
Sort by port
» Sort by process
Fport ;i

Sort by PID

/an




Sort by process path

Provides a detailed snapshot of the
process name, PID, local and
remote port numbers and TP
addresses, port state, protocol,
executable program path, and other
detailed identifying information.

CurrPorts |/stext

Er'\WinIR\Ports>netstat —anb

<excerpt>
Active Connections

Proto Local Address Foreign Address State PID
TP 0.0.0.0:113 0.0.0.0:0 LISTENING 864
[spoolsv.exe]

cP 0.0.0.0:135 0.0.0.0:0 LISTENING 988
e:\windows\systen32\Ws2_32.d11

CrAWINDOWS \system32\RPCRT4 . d11

criwindows\systenl2irp dl1

C1\WINDOWS\systeni2\svchost.exe

C:\WINDOWS \system32\ADVAPI3Z.d11

[svchost.exe]

<P 192.168.110.134:1040 198.xxx,.xxx,xxx ESTABLISHED 864
Ispoolsv.exe]

Results of the netstat -anb command on a subject
system

Identifying Services and Drivers

MMany malware specimens will manifest on a subject
system as a service or surreptitiously install driver files.

Examining Running Services



P Microsoft Windows services are long-running executable
applications that run in their own Windows sessions; they do not
require user initiation or interaction2# Services can be configured
to automatically start when a computer is booted up, paused,
and restarted without showing up in any user interface. Malware
can manifest on a victim system as a service, silently running in
the background, unbeknownst to the user.

« As with the examination of running processes and ports,
explore running services by first gaining an overview and
then applying tools to extract information about the
services with more particularity.

» While investigating running services, gather the following
information:

[Service name

[Display name

OStatus

OStartup configuration

[Service description

[Dependencies

OExecutable program associated with service
Process ID

[Executable program path

IUser name associated with service

* Gain a good overview of the running services on a subject
system by using a trusted version of task1ist with the
/svc switch, which displays services in each process.

* The output from this command provides a concise listing
of the executable program name, PID, and description of
the service, if applicable.

* To gather greater detail about running services, refer to
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the companion Web site,

http//www.malwarefieldguide.conyCha tcrl.html.‘x

Examining Installed Drivers

P In addition to determining the running services on a subject
system, consider examining the installed drivers on the system,
including the nature and status of the drivers.33

» To explore installed system drivers, query the subject
system with a trusted version of List Loaded Driver

(drivers.exe)%arﬂDI'iVerVieW.ﬂﬂ

¢ The output provided by List Loaded Drivers
(drivers.exe) is verbose and granular. Compare a
thorough examination of any suspicious files acquired
from the subject system against the collected data to
identify artifacts of value.

Determining Open Files

[ZIOpen files may identify the nature of the malicious
code that has infected a system by revealing the services or
resources that the specimen requires to effectively launch
or operate.

* Open files may reveal other correlating or identifying
information about suspicious processes identified during
the course of live response.



* If malware has given the attacker access mto the
compromised system, the attacker, during the course of
intrusion, may have opened certain files.

* Identifying open files may explain the purpose of the
attack, whether probing financial databases, sensitive
corporate information, or other unique resources on the
system.

« Examine files opened locally and remotely.

Identifying Files Opened Locally

« To examine files opened locally, query the subject system
with OpenFiles View.28

* OpenedFilesView displays a list of all opened files on a
subject system and additional information about the
accessed files, such as:

[IThe process that opened the file
[The associated handle value
[Read/write/delete access times; and
[File location on the system

Identifying Files Opened Remotely

* A remote connection from an anomalous system or share
accessing files on the subject system are potentially
indicia of compromise, so endeavor to identify files that
are accessed remotely.
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native net ile command or the psfile utility. 32

Collecting Command History

Mqustmkes typed by an attacker (or nefarious insider)
into a Windows command prompt that remains open can
be retrieved during live response.

* Display all of the commands that are stored in memory by
issung  the doskey/history®) command from the
tookit’s trusted command prompt.

* The doskey/history command can be configured to hold
a maximum of approximately 61,900 bytes of data.

» Command prompt history can provide valuable contextual
evidentiary information, such as:

[The names of files and folders accessed

Commands issued

[Programs launched

[Unique string names

[MNetwork identifiers such as domain names, IP addresses,
shares, and resources

Identifying Shares

EAlthough malicious code does not always exhibit the
ability to propagate through network shares, some

cnocimonc idontify and affort chavoe on an  infortod
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system.ﬂ

« To query a subject system to identify available shares, use
a trusted version of the native Windows utility, net, as
seen in Figure 1.17.

E:\WinIR\Shares>net share

Share name Resource Remark
ADMINS C1\WINDOWS Remote Admin
L3 Cz\ Default share
IPCH Remote IPC
The command completed successfully.

13T Wl Identifying shares on a subject system

Determining Scheduled Tasks

[ZISome malicious code variants are “event-driven,”

meaning that until a certain date or event triggers
execution, the malware remains dormant.

P Event-driven malware is typically referred to as a logic
bomb. Typically, most logic bomb malware specimens are
planted and secreted by a malicious insider, particularly by those
users with administrative access to systems. 22 However, some
external malicious code threats have displayed logic bomb
features. 22 Thus, examine a subject system for scheduled tasks
to ensure that a malicious program is not hidden away waiting to
execute.



« Reveal discovered scheduled tasks on a subject machine
using a trusted version of the native Windows utility at 2

+ Confirm your findings by querying with schtasks 2 which
is also native to Windows XP and subsequent versions.

X

Collecting Clipboard Contents

Mln the instance of a potentially compromised system
wherein the infection vector is unknown, the clipboard
contents can potentially provide substantial clues into the
nature of an attack, particularly if the attacker is an
insider “threat” and has copied bits of text to paste into
tools or attack strings.

* The clipboard contents may contain:

IDomain names

[P addresses

OE-mil addresses

Usernames and passwords

OHostnames

[nstant messenger chat or e-mail content excerpts

Attack commands

Other valuable artifacts identifying the means or purpose
of the attack

« Examine the contents of a subject system’s clipboard with
pclip, 28 which collects and displays the contents of the

clipboard, seen here in Figure 1.18.



2 AWinIR\Clipboardspolip. exe

Mike XXXXXXX

Exploring the clipboard contents with pc1ip.exe

Non-Volatile Data Collection from a Live
Windows System

Traditionally, forensic examiners do not access files on the hard
drive of a live system because of the potential risk of altering
stored data. However, some situations require selective forensic
preservation and examination of data in files and within the
registry of live systems. In some cases, the quantity of non-
volatile data on a computer’s system is so large that its
preservation is not feasible.

Expending resources to create a forensic duplicate of a
server that contains terabytes of documents and other data
unrelated to the malware incident may not make sense. Instead,
acquiring only the information that is generally the most relevant
and useful may be the better approach. Similarly, in cases
mvolving a large number of computers, forensic duplication of
only critical systems coupled with information gathering from the
remaining machines may best support the victim’s needs or
ability to pursue legal or other remedies.

X Analysis Tip



Handle with Care

Whether to collect non-volatile data from a live system must be
carefully considered. Operating a live system inevitably makes
changes, like updating last accessed dates of files. Whether such
changes will hinder the nvestigation or alternatively be deemed
an acceptable loss of information for the benefit of acquiring
usable digital evidence is a judgment call. In certain cases, the
only option may be to collect non-volatile data fiom a live
system From a business interference standpoint, the system
owner may be unable to accept actions that would disrupt the
system (ie., transaction server processing thousands of credit
card transactions a minute). In such cases, obtain written
confirmation of authorization to perform actions that could result
in a reboot, temporary loss of service, or other perceived
disruption. Once the decision is made to perform preservation
processes on a live system, take great care to mnimize changes
and thoroughly document actions taken to both distinguish them
from the effects of malware and defend them in court, if
necessary.

Forensic Duplication of Storage Media on a Live Windows
System

MWhen dealing with high availability servers and other
systems that cannot be shut down, create a forensic
duplicate of the entire system while the computer is still
running.

P The same approaches to preserving physical memory on
a live system can be used to acquire a forensic duplicate of any
storage media connected to the system.



« The following command takes the contents of an internal
hard drive and saves it to a file on removable media
along with the MDS hash (for integrity/validation
purposes) and an audit log that documents the collection
process (Figure 1.19).

E:\WinIR\nonvolatilesdd.exe if=\\.\PhysicalDrive0
of="E:\WinIR\nonvolatile'images‘\hostl-diskimage-20070124.4d"

conv=sync,noerror --mdSsum --verifymds --
mdSout="E:\WinIR\nonvolatile\imagesihostl-diskimage-
20070124 .dd.md5"
--log="E:\WinIR\nonvolatile\images\hostl-diskimage-
20070124 .dd_audit.leog"

Forensic duplication of a hard drive using dd

Investigative Considerations

« Saving a forensic duplicate of the hard drive in a live
system onto another computer on the local area network
is generally faster than saving to removable media,
depending on the throughput.

« Save the forensic duplicate on a remote computer either
via an SMB share on the remote system or using the
netcat command. Renote forensic tools such as
EnCase Enterprise, OnlineDFS, and ProDiscoverIR also
have the capability of acquiring a forensic duplicate of

the hard drive from a remote system

Forensic Preservation of Select Data on a Live Windows
System



MCertain areas of a live Windows computer commonly
contain information about the installation and operation
of malware.

P Methodical approaches to extracting evidence from these
areas are presented in the following list. These approaches are
not intended to be comprehensive or exhaustive, but rather
provide a solid foundation for the discovery of evidence relating
to malware resident on a live Windows computer.

» When more extensive forensic analysis is required, such
as hash analysis and keyword searching, work should be
performed on a forensic image, as discussed in Chapter
3. Although the tools covered in this section are designed
to run on live Windows systens, some also are useful in
post-mortem analysis.

* The following non-volatile data analysis can aid in
understanding the malware:

[T Assess security configuration
[Acquire host files

OExamine prefetch

IReview auto-start
[Examine logs

OReview user accounts
Examine file system
[Examine registry

Assess Security Configuration



@Determining whether a system was well secured can
help assess the risk level of the host to misuse,
vulnerabilities, and possible vectors of attack.

* Collect patch level and version nformation for a
Windows system using the WinUpdatesList utility. 22
* Logging level and access control lists can be extracted

usmg auditpolﬁ and dumpsec.ﬂ

« If security logging is not enabled, there will most likely be
no log entries in the Security Event Log.

» When a systemis configured to record security events but
the Security Event Log is empty, ascertain whether the
logs are stored elsewhere or were intentionally cleared.

Assess Trusted Host Relations hips

MPreserve theﬁles in “%windir%\systendz\drivers \etc\ »

that contain information about trusted hosts and
networks.

P These files are used for localized name resolution,
without relying on DNS.

e The ‘“hosts” file contains associations between IP
addresses and hostnames.

* The “networks” file contains associations between ranges
of IP addresses and network names, which are generally
assigned by network administrators.

» The “Imhosts” file contains associations between the TP
address and NetBIOS names.

As shown in Figure 1.20, the contents of these files can be



displayed without modification and saved mto mdividual log files
using a trusted version of the Windows type command.

Collecting hosts, networks, and Imhosts from a
subject system

Investigative Considerations

» Examine these logs for modifications. Some malware
alters the contents of these files to block access to major
anti-virus and Microsoft sites, thus preventing a
compromised host from receiving security patches and
anti-virus updates.

Inspect Prefetch Files

MTO improve efficiency when a program is executed, the
Windows operating system creates a “prefetch” file that
enables speedier subsequent access to the program.

P Anomalous prefetch files are potential artifacts evidencing
compromise of the subject system

 Prefetch files are located in “%systemroot%\Prefetch”
and nthar nfh 1 tam tha nama Af tha
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program when it was executed.

« The creation date of a particular prefetch file generally
shows when the associated program was first executed
on the system, and the last modified date indicates when

it was most recently executed.

* To document the creation and last modified dates of files
in the prefetch directory, use a trusted command shell
(cmd . exe) to nvoke the following commands (see Figure
L121):

\WinIR\Prefetch\cmd.exe /C dir "iSystemRooti‘\prefetch” >
‘WinIR\Prefetch\prefetch-lastmodified.txt

VWinIR\Prefetchi\emd.exe /C dir /TC “iSystemRooti\prefetch™ >
\WinIR\Prefetch\prefetch-created. txt

Listing prefetch files froma trusted command shell

Inspect Auto-starting Locations

[Z]When a system is rebooted, the number of places where
Windows automatically starts programs serve as
persistence mechanisms for malware.

P These auto-starting locations exist in particular folders,
registry keys, system files, and other areas of the operating
system.

* References to malware embed in these auto-starting
locations to increase the malware’s longevity on a
computer.
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locations is AutoRuns, 2 which has both GUI and
command-line versions (autorunsc).

* Query a subject system for all auto-starting entries using

the autorunsc -a command.
* AutoRuns has a feature to ignore legitimate, signed
Microsoft iterms, reducing the volume of output.

Investigative Considerations

* Be aware that there will generally be a large number of
legitimate third-party prograns in auto-start locations.
Inspect most, or all, of these executables to best identify
the extent of the malware on the system (see Figure
1.22).

AutoRuns discovering a suspect program

Collect Event Logs

{ZIMany activities related to a malware incident can



generate entries in the Event Logs on a Windows system.

P Look for failed logon attempts recorded in the Security
Event Log and anti-virus warning messages recorded i the
Application Event Log.

* These logs are stored in a proprietary Microsoft format;
extract them in Amrerican Standard Code for Information
Interchange (ASCII) text form for examination using log
analysis tools that do not support the native Event Log
format.

* Collecting these logs from the live system will extract the
native message strings from that system

* These logs can be collected usingeldump, a utility
specifically designed to process Event Logs flom
Windows systerns. The same utility also can be used to
read saved Event Log files 2L

* As shown in Figure 1.23, to collect specific event logs
from a subject system with e1dump use the -1 switch and
the name of the log (security, system, or application).

E:\WWinIR\eventlogs\eldump =1 security > E:\WinIR\eventlogs\security-
events. log

E:\WinIR\eventlogs\eldump -1 system > E:\WinIR\eventlogs\system-
events.log

E: niRYeventlogsieldump -1 application > E:\WinIR\eventlogs\application-
events. log

Collecting Event View Logs with e1dump . exe

Logon and Logoff Events
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associated users, use the NTlast utility 32

 This information may be particularly pertinent when a
malicious insider is the suspected wrongdoer, as
opposed to an “outside” attacker.

Review User Account and Group Policy Information

MA close inspection of user accounts local to the
compromised system, or domain accounts used to log in,
can reveal how malware was placed on the computer.

P Look for the unauthorized creation of new accounts,
accounts with no passwords, or existing accounts added to
Administrator groups.

* Check for user accounts that are not supposed to be in
local or domain level administrator groups.
* The net user command can be used to list all accounts

on the local system. '5(

Examine the File System

MA quick review of certain types of files can reveal
relevant information and provide additional context to
collected volatile data.

P Identify hidden files, alternate data streams, and files in
the Recycle Bin.



* The HFind and SFind> utilities in the Forensic Toolkit
from Foundstone can be used to locate alternate data
streams and files that are hidden from the general user by
the operating system and can be listed using HFind.

« Alist of files that have been placed in the Recycle Bin can
be obtained by reading the INFO file using a tool like
Foundstone’s rifiuti 3+

Investigative Considerations

* Also consider acquiring file system metadata relating to
file time stamps for additional temporal context.

[When the time frame of the malware incident is known,
metadata for all files created, modified, or accessed
during that period can be obtaned using the
macma‘cch,exeﬁ ility.

[For instance, the following command (Figure 1.24) lists
all files created between March 26 and 28 in 2010.

Et\WinIR\MACtimes>macmateh Cih -e 2010-03-26:00.00 2010-03-28:100.00

IR W% Using macmatch. exe

Dumping and Parsing Registry Contents

[ZIAIthough there are tools for examining Registry files



in their native format, extracting the contents in ASCII
text form can facilitate examination and searching.

P There are several tools for extracting information from
the Registry on a live system, such as the native Windows utilities

36

reg.exe  and, regdump.exe,® and  the Systemtools.com
dumpregﬂ utl]]ty ﬁ

* In addition to dumping the entire Registry contents to a
text file, particular areas of interest can be processed
individually.

* Details about the Universal Serial Bus (USB) devices that
have been plugged into the system can be extracted from
the Registry with USBView.28 This information may be
particularly valuable in the instance of a malicious insider,
wherein the infection vector was from a physical access
to a system, such as a USB device. Alternately, a user
may have nadvertently used a USB device infected with
malware that exploits Windows autorun fimctionality. 32

 Examination of the Registry is covered in more depth in
Chapter 3 in the context of a full post-mortem forensic
examination of a compromised system

Remote Registry Analysis

MRegistry contents can be acquired from a live subject
system remotely with F-Response.

P As a discussed earlier in this chapter, F-Response
provides read-only access to the full physical disk(s) of a
networked computer, as well as the physical memory of most
Microsoft Windows systers.



« To access the Registry of a remote subject system with an
F-Response Field Kit, initiate F-Response on the

system, as shown in Figure 1.25.

& F Response - Remote Forensics Field Kit

Host Information Statis Physical Memor

Hestriame: kim-rekig-wss " Dessbled Z
Hest 1P Addvess: [1og.168.79.131 = & Ensbled
Remote Configurstion

TCP Port: [7260 TP Port st be between | and 65,554

Usermame: [mabearetsh Useriame miust be 1 or more characters

'md!l sessssssesesiane be 120c

Using F-Response to connect to a subject system

* On your examiner system, invoke the iSCSI initiator
service and select the “Discovery” tab to add the subject
systemas a target, as shown Figure 1.26.
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LIMITRWAE Addng the subject system as a target through the
iSCSI initiator service

* Choose the “Advanced” option and provide the same
username and password credentials used i the F-
Response Remote Configuration (Figure 1.27).

A Tasge! Purtad

Authenticating through the iSCSI initiator to acquire
the target system
« After authenticating, the subject system will appear as a
target. Select the subject system from the target list
(requiring re-authentication) and connect to the subject

system; the comnection status will be displayed in the
target list (Figure 1.28).
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Connecting to the subject system

* Once connected to the subject system F-Response, the
subject system’s hard drive can be accessed locally on
your examiner system, as shown in Figure 1.29.

Files Stored on This Computer

’_J MALWARE LAE's Documents

Hard Disk Drives

g LocalDisk (C) g Local Dsk (£2)

Remote subject system hard drive through F-
Response

+ On your local analysis system, invoke RegRipper,? a
Windows Registry data extraction and correlation tool
created and maintained by Harlan Carvey. As F-
Response has made the subject system drive accessible
locally, RegRipper can be pointed at the target
NTUSER.dat file of the subject system for data
extraction (Figure 1.30).




IR RIL Selecting the target NTUSER.dat from the subject
ting the targe ]
systemusing RegRipper

* RegRipper is a Windows Registry data extraction and
correlation tool written in Perl. Unlike other Registry
analysis tools, RegRipper is modular and uses plug-ins to
access specific Registry hive files, and in turn, to access
and extract specific keys, values, and data. RegRipper
accomplishes this through bypassing the Win32API.

* RegRipper’s plug-in-based architecture allows users to
develop custom plug-ins, many of which are shared with
the digital forensic community on the RegRipper Web
site 0L

» Examination of the Registry is covered in more depth in
Chapter 3, in the context of a flll post-mortem forensic
examination of a compromised system

Examine Web Browsing Activities
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browsers and the potential for unsafe browsing practices,
an examination of Web browser artifacts may reveal how
malware was placed on a system.

P Client-side exploits have become more and more
prevalent, particularly through “drive-by-downloads.”

* Drive-by-downloads often occur when a user with an
insecure or improperly configared Web browser
navigates to a compromised (or nefarious) Web site that
is surreptitiously hosting malware, allowing the matware
to silently be downloaded onto the victim system

* As a result, it is always advisable to examine the subject
system Web history to gain insight into whether a Web-
based vector of attack caused the mmlicious code
incident.

* Internet Explorer history files (index.dat) can be parsed
with Pasco, a free muitiplatform command-line utility
offered by Foundstone. The results processed by Pasco
are output into a field delimited text file, enabling the
digital investigator to import into as spreadsheet to
further analyze these data.

« In addition to Pasco, there are numerous utilities available
to parse Web history artifacts associated with specific
Web browsers, as described in detail in the Tool Box

section of this chapter. ‘5(

Examine Cookie Files

P Similar to the correlative clues that can be gained through
reviewing the Web browsing history on a subject system, cookie
files also can provide insight into how malware may have been



placea on a vicum System

* Information from cookie files can be acquired using
Galleta® for Internet Explorer and

MozillaCookies View? for Firefox. ‘5(

Inspect Protected Storage

b If user accounts accessed from the subject system (such as e-
mail accounts and password-protected Web site logins) were
discovered to be compromised after a malicious code incident, it
is possble that malware may have harvested the protected
storage (also referred to as “pstore”) from the subject system (or
a key logger was installed).

* Protected storage may contain passwords stored by
Internet Explorer and other programs, providing the
attacker with stored user credentials on the system.

« This information can be gathered with NirSoft’s GUI and
CLI utility Protected Storage PassView (pspv. exe). &
 Contents of the Firefox AutoConplete and Protected

Storage areas can be extracted using the

DumpAutocomplete® utility.

Malware Artifact Discovery and Extraction from a Live
Windows System

MAﬁer identifying suspicious files on a subject system,
extract them for further analysis in your malicious code



laboratory. Adaitionally, consider browsing the system in
a forensically sound manner for additional artifacts of
compromise.

» Extraction can be accomplished with a variety or tools,
including Nigilant32, F-Response, HBGary’s FGET,% and

Helix3 Pro, among others.

Extracting Suspicious Files

P As discussed previously in the Memory Acquisition section of
this chapter, Agile Risk Management’s Nigilant32 €7 is a GUI-
based incident response tool useful for extracting and analyzing
suspicious files. Valuable information about these suspicious files
can be obtained using the Nigilant32 File System Review
functionality.

« To use this finction, select the “Preview Disk™ function
within Nigilant32, accessible from the user console.

 After selecting this option, select the partition of the
subject hard drive to explore, as displayed in Figure
1.31.
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Previewing the hard drive of the subject system
with Nigilant32

+ The Preview Disk finction uses code® from Brian
Carrier’s forensic analysis framework, the Sleuth Kit,&
to examine the active file system and minimize any
potential modifications caused by the native Windows
APL

« Use this feature on a subject computer to explore its file
system, locate hidden files or folders or recently deleted
content, or extract files for additional analysis.

* Double click on a folder of interest, double click on a file
of interest, and review the populated file contents display
parels located below the main display pane, as seen in
Figure 1.32.
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e Each display panel provides different mformation
pertaining to the selected file.

Examining file contents with Nigilant32

[The first panel displays the hexadecimal offset for each
line in the file.

[IThe second panel shows the contents of the file in
hexadecimal format.

[IThe third and final panel reveals the contents of the file in
ASCII format, similar to using a utility to display
embedded strings.

* After discovering files of interest, you can extract the files
to an external source, such as a USB ThumbDrive or
external hard drive, using the Nigitlant32 “Extract File”
function shown in Figure 1.33. Using this function, you
can select the location and name of the suspect file you
want to extract, and in turn, the location where you want
to save the extracted file specimen.

I | =]
BMeBUERES W

S 13 14Z5 0 E08 15T
Snda om0 e WTH

T

Coonscan WM FEFDOM MR 3
0000010 s o00000




[T IIR] Extracting our suspect file using the Nigilant32
Extract File feature

Extracting Suspicious Files with F-Response

P Recall from the Memory Acquisition and Remote Registry
Analysis sections of this chapter that, F-Response is an incident
response framework that implements the Microsoft iSCSI
initiator service to provide read-only access to the full physical
disk(s) of a networked computer.

* Leveraging this fnctionality, you can locate and extract
suspicious files and associated artifacts fiom a suspect
system drive that is mounted locally with F-Response.

« After mitiating F-Response, the subject system drive can
be “seen” locally on your examination system, as shown
in Figure 1.34.
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|7 WY Extracting suspect files using F-Response

* You can navigate the suspect drive locally to locate and
extract files of interest, just as you would your local hard
drive.

Conclusions

» Live Windows systens contain a significant amount of
volatile data that will be lost when the system is shut
down. These volatile data can provide critical details
about malicious code on the subject system, such as data
that it has captured and network connections that it has
established. There are a wide variety of tools for
preserving such data, many of which were demonstrated
in this chapter.

« Independent of the tools used and the operating system
under examination, a preservation methodology nust be
established to ensure that available volatie data are
captured in a manner that is as consistent and repeatable
as possible. For forensic purposes, and to maintain the
integrity of the data, keep detailed documentation of the
steps taken on the live system

* The methodology in this chapter provides a general robust
foundation for the forensic preservation of volatile data

o 1. . 10
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certain situations. The approach is designed to capture
volatile data as a source of evidence, enabling an
objective observer to evaluate the reliability and
accuracy of the preservation process and the acquired
data.

Collecting volatile data is a delicate process and great
care must be taken to minimize the changes made to the
subject system during the preservation process.
Therefore, extensive examination and searching on a live
system is strongly discouraged. If the system is that
interesting, take the time to create a forensic duplicate of
the disk for examination, as covered in Chapter 3.

Do not trust the operating system of the subject system,
because it may give incomplete or false information. To
mitigate this risk, seek corroborating sources of
evidence, such as port scans and network logs.

Pitfalls to Avoid

Lacking familiarity with tools, techniques, and protocols
prior to an incident

® Do not wait until an actual malicious code incident to become
familiar with the forensic process, techniques, and tools you are
going to use to nvestigate a subject system

MPractice live response techniques by using your tools in

a tact amvirnnment tn harame and romain neaficient
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MAttend relevant training when possible. Budget
constraints, time constraints, and other factors often
make it difficult to attend formal training. If you cannot
attend, improvise. Attend free webinars; watch Web-
based tutorials; self-study texts, whitepapers, and blogs;
and attend local information security group meetings.

MStay current with tools and techniques. Live response is
a burgeoning area of digital forensics; almost daily there
are new tools or tool updates released, new research,
and techniques discussed. Keeping tabs on what is
current will likely enhance the scope of your live
response knowledge base and skills.

MStay abreast of new threats. Similar to staying current
with tools and techniques, the converse is just as
important—staying current on malicious code trends,
vulnerabilities, and vectors of attack.

MUtilize online resources such as social networks and
listservs. It is often difficult to find time to attend training,
read a book, or attend a local information security group
meeting A great resource to stay abreast of live
response tools and techniques is with social network
media such as Twitter and Facebook. Jomning specific
lists or groups on these media can provide real-time
updates on topics of interest.

Failing to test and validate your tools

® Do not deploy tools on a subject system without first having a
clear understanding of what your tools’ finctionalities, limitations,

and “fhntnrnt’” an a axctem are
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MResearch tools that you intend to incorporate into your
live response tookkit. Are they generally accepted by the
forensic community? Are there known ‘bugs” or
limtations to be aware of? Have you read all
documentation for the tools?

MDeploy the tools n a test environment to verify
functionality and gain a clear understanding of how each
tool works and how it impacts the target system it is
deployed on.

MDocument your findings—notes regarding your tools
are not only a valuable reference, but can come in handy

for report writing,

Using improperly licensed commercial tools

& Do not use “cracked” or “bootlegged” tools.

MRenEnber that your investigation may end up in a legal
proceeding, whether criminal, civil, or administrative.
Having to explain that you used tools during the course
of your investigation that were illegally or unethically
obtained can damage your credibility—and potentially
your investigation—despite how accurate and thorough
your analysis and work product is.

Not conducting interviews prior to conducting live
response



o Failing to conduct interviews of relevant parties prior to
conducting live response may cause you to miss important
details.

MCOHducting mterviews of relevant parties prior to
conducting live response provides you with information
about the subject system, including the circumstances
surrounding the incident, the context of the subject
system, and intricacies about the system or network that
are salient to your investigation.

Running non-trusted tools directly from the subject system

ODo not i Live Response tools directly fiom the subject
system.

MThe subject system is an unknown and untrustworthy
environment in which the collection of volatile data can
be tainted as a result of the infected system Running
tools directly from a subject system relies on the
system’s operating system, which may be compromised
by malware, making the acquired data unreliable.

MMake sure to use a run trusted command shelltools
from an Incident Response toolkit.

Not using forensically sound/clean acquisition media

Y Na nt nnstnimminata s daka Ter anmsisine fham an SGdink??
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media.

MA]ways ensure that the media you are using to acquire
live response data are pristine and do not contain
unrelated case data, malicious code specimens, and
other artifacts from previous investigations.

MAlways mnspect your toolkit and acquisition media prior
to deployment.

MBe cognizant that USB devices are common malicious
code vectors—the malware you are investigating can
propagate and infect your live response media by virtue
of connecting to the system

Not following the order of volatility

® Losing critical evidence.

[Mas discussed in the introduction to this book and
Chapter 1, while powered on, a subject system contains
critical ephemeral information that reveals the state of the
system.

M'l"he purpose of live response is to gather this volatile
information in a forensically sound manner so that it is not
lost. Failing to follow the Order of Volatility and
gathering less volatile nformation impacts the state of
volatile data on the system (e.g., memory contents) and
increases the risk of losing the data altogether. Network
connections, process states, and data caches can quickly
change if not acquired in timely manner.



Failing to document the system date and time

S Forgetting to document the system date and time and
compare them to a reliable time source at the beginning of live
response can prove problematic for your nvestigation.

M"Ihe system date and time are essential details about the
suspect system that will serve as the baseline for
temporal context in your investigation.

MMake sure to document the system date and time in
your investigative notes in addition to acquiring the date
and time through your live response toolkit.

Not acquiring the contents of physical memory at the
beginning of the live response process

N Contaminating/impacting the evidence by leaving a “deep
footprint” in it.

MAS demonstrated in this chapter, the contents of
physical memory are impacted by running live response
tools on a subject system

MAcquire physical memory before conducting other live
response processes in an effort to keep the memory
contents as pristine as possible when acquired.

Gathering incomplete svstem details



N Incomplete system details can potentially affect the context
surrounding your subject system

MMake sure to gather as many details about the subject
system as possible, giving you deep context about and
surrounding the system. For instance, vital details such as
system date/time and system uptime are foundational in
establishing a time line surrounding the malicious code
incident.

MGathering the subject system’s hostname, IP address,
and other network-based identifiers is critical in
examining the relational context with other systens on
the network.

Failing to determine if the attacker is still logged into the
subject system

© Do not let the attacker know you are investigating them.

MConducting live response while an attacker is on the
subject system will most likely alert the attacker to your
investigation.

MAlening the attacker can potentially have devastating
consequences to your investigation and to the subject
system (and other systems on the network), such as
destruction of evidence, escalation of attacks, or
additional compromises to maintain inconspicuous,

indicenverahle and cantimial accace ta the axctem
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Failing to conduct a holistic investigation

S Failing to obtain complete context about the suspect system
and the malicious code event.

EConducﬁng a “flat” or inconplete mvestigation into a
subject system will limit your understanding about the
malicious code incident, the impact on the subject
system, and the nature and purpose of the attack.

MConduct a conplete and thorough nvestigation,
gathering multiple perspectives on the data so that a
complete analysis can be conducted. For example, in
collecting information about running processes fiom a
subject system, simply gathering a list of rumning
processes without more provides the digital investigator
with insufficient information about the processes and their
relational context to other evidence.

Incomplete or sloppy documentation

® Do not jeopardize your investigation by poorly documenting
it.

MAS discussed in the introduction to this book, one of the
keys to forensic soundness is documentation.

MA solid case is built on supporting documentation that
reports where the evidence originated and how it was



handled.
[‘Z[From a forensic standpoint, the acquisition process

should change the original evidence as little as possible,
and any changes should be documented and assessed in

the context of the final analytical results.
Live R : Field Interview
Case Number: | Date/Time:
[ Digial Invesigitor:
Incident Type: O flone  OWom
OBot DScarcwure/Rogue AV Ohootkit
Olegic Bomb DKeyligger ORamomware:
Dnifler Welnwn:
Interviewee Name: | Department/Section:
Telephone Number: Cell Phone Number: E-mail Address;
Nume of Main Point of Contwct: Department/Section:
Telephone Number: I Cell Phone Number: I E-mail Address:
Legal Counsel:
s there legal counsel for the company/organization? OYes ONo
OName:
O Contact information:

D oes begal counsel need to be notified? OYes ONo
i Has legal counsel been notified? OYes ONo

Secope of Authorities and Privacy Interests:

O 1s there an individual with averall y for the subject sy i rk?
D¥es ONo
OName:
OContact information:

D Docs this individual need to be notified? OYes ONo
CIHas this person been npotified? OYes ONo
D Are there sther Individuals who have authority over the system/network?
OY¥es ONo
ONume:
OContact information:
2215 the system shared? (l.e., bs It a system hosting multiple servers with multiple privacy interests)
OYes ONo
O Details (if yesk

Position/Occupathon:
OJob responsibilitiey/duties fobjectives :

O Number of years employed in this position:
D Context in refationship to the subject sy
QScope of antherity on systems/network:




Incident Notificution:

OHow did you learn about the infection incident/xubject system?:
DOWhen did you learn about the infection incident/subject system?:
Q'What did you learn about the incident/subject system?:

D\\'.u anyone else notified aboul the incidentisubject system?:

of the subject system?:

System Details:

O MakeModel:

0 Operating System:

O Service Pack/Tatch Level:

O How often is the system patched/updated:

D How ane the patchesfupdates deployed:

O Primary system nser:

@ Who else has access to the system?:

O What users are authorized to be on the system?:

O Who is the System Administrator/Who maintains the system?:
2 Is the system shared (ie. is it @ system hosting multiple servers with multiple privacy interests)?:
O Purpose/function of the subject system:

O What level of privileges does the subject system ha
O How is the subjoct system networked?:

O 1P address of the subject system:
O Host NumeNetwork Name of the system:

O System Classification:

O Top SecretDSecret OConfidential DUnclassified OOther:

3 Sensitive information on the system?:

O Have there been previous incidentsinstances of malware on the system?:

Pre-Tncident Bt k& Bascline & Evid Map:

O What programs are known 1o be running on the system:

O Daorany of the programs have particular network connectivity

O What is the baseline software build ot of the system (e.g., what Web browser, ete. )™
2 What are the software programs expected 1o be discovered on the system™:

O Does the system have host-hased security soltware:

O Anti-virus:

O Andi-spyware:

O Software Firewall:

O Internet security suite {e.g., anti-vines and firewall):

O Host-based Intrusion Detection Softwane (HIDS )

O Host-hased Intrusion Prevention System (HIPS):

O File Integrity Monitoring:

O Chber:

O Network-based security soltware/appliances:

D Proxy server cache:

O Firewall:

O Router:

O DNS Queries monitored Togged:

O Intrusion Detection System;
O Intrusion Prevention System:

O Incident Response/Network Forensics Appliance:
O (nher:.




W Lass
O What system and network logs are collected and maintined?:
O Where are the logs maintained ?;
O Do you have a copy of the logs that can be provided for the puspose of this investigation?:
O Who is responsible for and analyzing the logs™:
O How aften are the logs reviewed ™
O How are the logs reviewed:
O When were the logs last reviewed?:
> How far hack are the logs maintined/archived 72
Q Security Policy:
O Are particular physical devices disallowed from being connected 1o the system?;
O What types of physical devices are allowed to be connected to the system?:
B To your knowledgze what physical devices have been connected to the system?:
O Are certain programs prohibited from being run on the system™:
D Are certain pmlnwh prohibited lmmbemg run on the system (1.2., file sharing, p2p)?:
Q Previous orC
2 System anomalies Mcnnﬁcd.'-.
£ What were those anomalies?:
O Has the system been accessed or lopged into at unusual times™:
O Metwork anomalies associated with the subject system?:
3 Has there been network traffic fo or from the system o unusual times?:
23 Has there been an unusual volume of network traffic 1o or from the system™
@ Have there been unusual protocols calling to or regressing from the system™:
B9 Has similar anomalous raffic occurred from other systems?;

O Incident Response/Tnvestigation:

D Who reporad the subjoct system:

O What occurred once the system was reported’:
O Was the system taken offline?:

O Was the system boot down'™:

O What live response steps, if any, were taken:
01 Physical Memory Acquired
0 Volutile Data Collected
0 Hard drive{s) imaged
0 Orher:
3 What to0ls were used?:
O Who conducted the live response forensics?:
£ 15 there a repor associated with the incident response™:
0 Is there an incident response protocol in place?:
O Were any suspicious files collected and maintained?:
O'Was any analysis done on the suspicious file(s)?:
© Was an image of the hard drive made and maintained?:
£ Was any analysis done on the drive’:
0 What software was used for the imaging and analysis?:
O Were any third parties involved in the incident response, analysis, or remediation?:
0 Are the third-party reports available for review:
D Was the suspect file/malware submitied 1o any online malware scanning/sandbox services™
O What other investigative or remediation steps were tiken?:
2 Where is the evidence related o this incident maintained?;
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D During the course of the investi
connected with i neident

D What do you believe the vector of attack to be?:

3 Did any other users experience the same type of atty

achain of cusiody form used?:
ion were any other systems identified as being involved or

Incident Fin :
O During the course of incident response were any system ancmalies identified?
0 What were those anomalies?
D Was any anomalous network raffic discovered that was associated with the subject system?

Live Resp Field Notes

Case Number: Date/Time:
Digital 1 igs
Organization/Company: Address:
ncident Type: OTrojan Horse  OWarm
i £ gﬂal gwm AV g&wﬂ:h
us?u’ﬁ: : n W
System Information: ‘ Make/Model:
Serial Number: Physical Location of the System:
Operating System: System State: Network State:
D Powered up D Connccted 1o Intemet
OHibernating D Connccted 1o Intranet
Powered down O Disconnecied

Physical Memory:

DlAcguired DNt Acquired [Reason]:
ODae/Time:

OFile Name:

OSine:

OMD5 Value:

QOSHAI Value:

OTool used:

System Details:
Qe Time:
O Address .
O Host Name/Network Name:
O Current System User:
QINetwork Interface Configuration:
DPromiscuots
OOther:
O Enabled Protocols:

e




oYM U,
stem Environment:

DService Pack/Patch Level:
OProcessor:

Users Logged into the System:
O User, logged into the system:
O User Point of origi
DORemote Login
oOlecal login
O Duration of the login session:
2 Shares, files, or other resources accessed by the user:
O Processes associated with the user:
O Network activity attributable to the user:
QUser Jogaed Into the system:
O User Point of origin:
ORemote Login
ALocal login
O Daration of the login sesshon:
O Shares, files, or other resources accessed by the user:
O Processes associated with the user:
O Network activity attributable 1o the user:

OSystem is connected to the network:
O Network connection:
0 OPrwwcal:

am

oupp :
OLocal Pos: OLecal Port:
OStutus: OStatus:
DE:

ot OTIME_W
[0ther. A0ther
OFoeeign Comection Address OFargign Connection Address:
OForeign Connection OFareign Connection Po
OProcess 1D Associated with Conngction OPracess 1D Associated with Connection:

B 0Procal;
oTce

OLocal Port:
DStaus,

OiOther: Otber
DForeign Connection Address; DForeign Connection Address:
OForeign Connection Fort: OForeign Connection Por:

DProcess 1D Associated with Conpection DProcess 1D Associated with Conmection



BOProtecol:
aTce

orign nnection Address
n Conection Port:

\‘Wr\»m.\ 1D Associated with Conneetion:

@O Protocol;
oTcP
OUDP

OLocal Port

e IR TEES

n Connection Addness:
n Conmection Port:
')Pn“ 55 10 Associnted with Conneetion:

QNotable DNS Querics made from subject system:

ONetBIOS connections:
ONetBIOS Name:

DHou Adress:

ansfermed Files:
ame:

“)H:M -\Jklr\'u

ORecemly Transferned Fibes:
ame:

OHos Address:

ORecently Trnsfemed Files:

Running processes:

O Suspicious Process Identified:
OProcess Name:

OProcess kentification (PID):

O aration process has been nanning:
OMemory used:

DPath 1o Associaed executable fi

DAssociated Uscr:
OChild Processies):

(s]

JARP Cache Collected:

ONBIOS Name:

ot Address

DRecemly Trunsfemed Fibes:

ONABIOS Name:

f)Huw Addr
T

nsfermed Files:
¢ me:

OHos \|I\I||_\\

DRecently Transfermed Fikes

Running processes:

O Suspicious Process Identified:

OProcess Name:
OProcess Mentification (FID):

O Duration process has been nunning:

OMemory used:

OPath o Assoclased executable file:

DAssociacd User:
OChild Processies):

a
a
a
a




oopoooooa

OExparted Modules:

ooo

DProcess Memory Acquired:
O File Name:
0 File Size:
O MIDS Hash Vabue:

Running processes:

D Suspicious Process Identificd:
OProcess Name:

OProcess Identification (PID);
‘ODuration process has been mnning:
OMemory used:

OFath 10 Associated executoble file:

EDQUDDDUDD

g
3

o
]
zopo

mory Acquined:
le Name:

e Sire;

33 Hash Value:

aao
zo:

Running processes:

O Suspicious Process Identified:
DProcess Name:!

DProcess Identification (PID):
‘DDuration process has been mnning:
OMemary used:

OPath 1o Associnted executable file:

DAssocinted User:
‘OChikd Processies):

o

o
OCommand-line parsmeters:

D Associnted User:
‘OChild Processies):

a
o
DCommand:line parameters:

OFile Handles:

a
a

Dloaded Modules:

Il
I

o

O Exported Modules:
a
s =

OFile Handles:
a

OExported Modules:
o
a
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DProcess Memory Acquired:
0 File Name:
O File Size:
DI MDS Hash Value:

Running processes:

O Suspicious Process Identified:

OProcess Name:

OProcess Tdentification (PID):
ODuration process has been nunning:
OMemaory sed:

‘OPath 1o Associated executable file:

o
OProcess Memaory Acquired:
0 File Name:
O File Sire:
O MIDS Hash Valise:

Running processes:

O Suspicious Process Identified:
OProcess Namme:

OProcess Identification (PID):
ODusation process has been running:
OMemory used:

OPath 10 Associated exceutable file:

DAssociated User: O Associated User:
OChi Processiesk: OChild Processies):

o. a

a a

s] a
‘OCommand-line parameters: ‘D Command-line parameters:
OFile Handles: OFile Hardles:

o a

(=) a

o a

a

OLoadded Modul DLoaded Modules:

a a

o a

o. a

a a

[a] a

a a

o a

a a

u] a

o a

=} a

a a

u] a
OExponcd Modules: OFxponed Modules:

o — a

— a

o, a
DProcess Memory Acquined: DProcess Memory Acqui

O3 File Namse: O File Name:

00 File Sive: 0 File Sire:

O MD5 Hash Value: O MDs Hlsh Value:




QSuspicious Port Identified:

OLocal 1P Address: ... Porr Number: ____
ORemote P Addrness: Port Number:
ORemote Host Naine:

OProwcal:

OSYN_RECEIV
OTIME_WAIT

OProcess name and 1D (PID) associated with open pon:
OFsccutable peogram associsted with he prosess and port
OPath to Associsted Exccutable i

us Port Identified:
— Port Numbes
Port Numbe

QSuspi
‘OLocal IP Addres:
ORemote IP Addres:

avor

OTIME _\\J\Il

OOther:
OPFrocess name and [0 {PID) associated with open por:
OExecutable proprim sssociated with the process and port:
OPath 1o Associated Executs :

D Associated User,

QSuspicious Port Identified:
OLocal IP Address: _ Pon Number:
DRemate [P Address: ___Port Number;
ORemote Host Name:,
DProtocel:
arce
ouoe
DConpection Satus;
OIES ﬁ,\m 151

Dituber;
OProcess mame and 11 (FID) associated with open part:
DExceulable program associated with the process and port:
OPath 1o Asseciated Executable File:

DAssociaed User:

ORemuote Host Name
OProtocol
arce
Oupe
OCopnection Statws:
T,

R
(=} fl\ll‘ WA
Cl0ther:
OProcess name and 1D {PID) associated with open por:
DExecutable program associated with the process and pon:
OPath to Associated Evecutable File:

DAssociated User:

QSuspicious Port Identified:

OLocal IP Address: .. . Pon Number:

ORemote [P Address: - Port Number:

ORemote Host Name:,

OProtocel:
o

OTIME_WAIT

Duher:
DProcess name and 10 (FID) associaed with open port
OExecutable program associsted with the process and port:
OPath 1o Asse el Executable .

DAssociaed User:

OSuspicious Port Identified:
OLocal IP Address: — Port Number:
ORemote IP Addres: _Porn Numbe:

ORensote Host Name:_
DProtacol:
arce
Oupe
OConnection Status:
ul;

=] I I\ll \\',\I'l

Cother:
OProcess name and [ (PID) associated with open por:
DExecutable prog ith the process and poni:
OPath 1o Associated Executuble File:

D Associnted User:

Dassociated User:




ODisplay Name:
OStatus:

ORunning
OStopped
OSurup Configuraion:
ODescription;
ODependencies:
OExecutable Pro;
OProcess 1D (PID)
ODescription:
OEsecutable Program Path:
OUsername associated with Service:

a Su.s ious Service Identified:

OStatus:

ORunning

OStwopped
OStarup Configuration:
O Deseriptio
O Dependencies:

O Executable Program Associated with Service:

OProcess 1D (PID):

ODescription:

OExecutable Program Path:
OUsername associated with Service:

O Suspicious Service Identified:
OService Name:
ODisplay Name:
OStatus:
ORunning
OStopped
OStartup Configuration:
ODescription:
ODependencies:

OExecutable Program Associated with Service:

OProcess [D (PID);
ODescription:
OExccutable Program Pa
OUsername associated with Service:

am Associated with Service:

O Suspicious Service Identified:
OService Name:
‘O Display Name:
OStatus:
ORunning
Ostopped
OSartup Configurion:
‘O Description:
ODependencies:
Gl-wn.mahlx_ Program Associated with Service:

Ol..“.‘(llhl'llt Progr.u:: Path:
Username associated with Service:

ORunning
OSwopped
OStanup Configuration:
DDescription:
O Dependencies:
ODExecutable Program Associated with Service:
O Process 1D (PID):

ODescription:
OExecutable Program Path:
DUsername associated with Service:

O Suspicious Service Identified:
OService Nam

CIRunning
OStopped
DStartup Configuration:
O Description:
ODependencies:
OExecutable Program Associated with Service:
OProcess 1D (PID):
O Description:
DExecutable Program Path:
DUsermname associated with Service:
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OSuspicious n.-im-
o

OLocation:
OLink Date:

OSuspicious Driver:
OName:
OLocation:
OlLink Date:

OSuspicious Driver:
"I\ ame:
ocation:

'fll_ml. Date:

it of installed drivers acquired

OSuspicious Driver;
OO
OLox:
OlLink Drate:

OSuspicious Driver;
OName:
Dlocation:
OlLink Dhate:

Oocation,

OlLink Date:

Open Files:

QOpen File Identified:

D0Opened Remotely O Opened Locally
OOFile Name:
DlProcess tht opened file:
DO Handle Va
DIFile location on system:

Q0Open File Identified:

O Opened Remotely/ODOpened Locally
OFile Name:
OIProcess that opened file:
DiHandle Value:
OFile location on system:

QOpen File Identified:
Of)pmcd Re mlldv.fOOr\m\J Locally

"l:l’r.

pas 1h ot opened file:
nille Yalse
'JI il location on system:

Command History:

QOpen File Identified:
O0pened RemotelyO Opened Locally
OF e
DIProcess that opened file:
OHandle Value
e location on system

QOpen File Identified:
O0pened Remotely/O Opened Locally
DOFile Namse:
:‘ll*m.m that opened file:
DOHandle Value:
DIFile location on sysiem:

U Open File Identified:
O()pmt.d R unvitlnoﬂixnul Locally
Name:
OProcess th opened file:
OHandle Value:
F

e location on syxiem:

O Command history acquired
O Commands of interest identified
O¥es

ONoe

Network Share

ONetwork Shares Inspected
OSuspicious Share Identified

OSuspicious Share Identified



La3nane reame:
OLocation:
ODeseription;

D Suspicious Share Identified
OI5hare Name:
OLocation:
Olbescription:

O Suspicious Share Id
DIShare Name:
OlLocation;
DDeseripiion:

Scheduled Tasks:

OScheduled Tasks Examined
UTasks Scheduled on the System
OYes

ONo

QSuspicious Taskis) Identified:
OYes

ONoe

LEshane Name:

DY Description:

1\«.'|EI!IID(‘-[ Run Time:
as

Obese plwn

Clipboard Contents:
QcClipboard Contents Examined
QSuspicious Contents Identified:
DYes

ONo

Forensic Duplication of Storage Medi.
Qacquired or
ODateTi

QOMDS Value:
OSHAI Value:
QTool used:
Notes;

Clipl

board Contents

Acquired [Reason]:

System Security Configuration:
QOperating System Version:
OService Pack

OParch Level




Trusted Host Relationships:
Oetevbosts file contents collected:
DBuspicious entries identified:

Oeteylnhosts file contents collected:
DSuspicious entrics identified:

aaooa

=]

o i
Oetec\networks file contents collected:
OSuspicious entries idenified:

oooo

Prefetch Files:

USuspicious Prefetch Identified:
OPreferch F |tc Name: OPrefetch File Name:

| Associated Application
CIEmbedded Date:
OCreated:
OIWristen
OIRuns:

s Prefetch Iden
OPrefetch File Name:
Olassociated Application
OEmbedded Dase:
OCreated:
OWrinten
Runs:

Auto-starting Locations:

D Associated Application:
OIEmbedded Date:
OCreated:

DOIWritien

CIRuns:

s Prefetch Identified:

OPrefeich File Name:

D Associated Application:
O Embedded Dase:
OCreaied:

OIWrine
OWRans:

O Suspicious Autorun Entry Identified:

D Associated Registry Location:
Olfrogram Name
EIProgram Description:
OPresgram MetadataPublisher:
OlProgram Executabile Path:

O Suspicious Autorun Entry Identified:

d Registry Location:

ublisher:
Path:

D Suspicious Autorun Entry Identified:
d Registry Locati

aPublisher:
le Path:




DSecurity Event Log Acguired

O Application Event Log Acquired

Oy Acquired [Reason]: 0 Not Acquired [Reason]:
OSuspicious Ln[rg, Identified OSuspicious Lntry Identified
DEvem 1D CIE.w:m
OlEvent Type: OEvent Type
OSu‘pn.louf- Elltry klcnllfwd DSu\pn.vnus Enlry Idenllﬁcd
fat
BEvent T ur.v T\
DSuspicious Entry Idcmliﬁed DSuspicious Enuy Idn-nnl‘cd
Event 1D; DEve
OEvens Type: SEven 'rm
OSystem Event Log Acquired QOther Logs Acquired:
QWNew Acguired [Reason]: o
OSuspicious Entry Identified 8]
SEvent ID: o0
OEvent Type o
DSuspicious En[ry Henllﬁﬂl o
UF\ '] ID o
Event Type:
OSuspdcinwa Entry ldentified
OIEvem 1D:
OlEvent Type:
User and Group Policy Information:
Otiser Accounts: OGroups:
aQ Q
o Member names:
s ) =]
) 5
Q
o]
ONotes: Member names:
=]
o
o
aQ
Member names:
[=]
o
o
File System: ~ ;
OSusp Hidden File JADS D | OSuspicious Recycle Bin
OFile Location: OFile Location: File(s) Discovered:
Ok Name: OFile Name:
. OCreated Dase:
%L'.::f—ianfﬁl OModified Date:
DlAccessed Date: Dccessed Datc:
OSuspicious Hidden File Identifieds | 5 ADS Discovered:
OFile Location: OFile Loullwn
Fibe N : le Name:
BCread e gcw Dk
OiMadified Dat Modified Drate:
OAccessed Date iAccessed Date:




OlRegistry contents extracted

Web Browsing Activities:
OwWeb Browser:

Ointernet History Collected:
OCookie Files Collected:
OoOther:

D Associated Process/PID:

D Associnted Network Activity:

Dl Associated Artifacts:
Suspicious File Extracted:

OYes

ONo: Reason;

cAceessed:
ehodified:
D Associated PI\\ ess/PID:

D Associnied Artifocts:
Suspicious File Extracted:

DY¥es

ONow Reason;

:lkllkplclnm File Identified:

OlSuspicious File o Extracted:

QSuspicions File Identified:
DFile Na
(=

o
OMAC

OAssociated Network Activily;
DAssociared Aniifas:

QSuspicious File Extracted:
OYes
ONao: Reason:
QSuspicions Identified:

OFi

§ Network Acliv
DaAssoviated Anifacts:
QSuspicious File Extracted:
OYes
ONo: Reason:

I:l‘su\pu:inu\ File Identified:

[ fion:
TIMAL Times:

oCreated:

Accessed:

Modificd
s/ PID:
od Network Activity:
§ Arifiscts:
stracted:

DAt

DSuspicious



D Yes DYen
DN Reason: DNz

I?a¥ Malware Forensic Tool Box

Live Response Tools for Investigating Windows Systems

In this chapter we discussesd a myriad of tools that can be used
during the course of live response investigation. Throughout the
chapter, we deployed many tools to demonstrate their
functionality and output when used on an infected system
however, there are a number of tool alternatives that you should
be aware of and familiar with. In this section, we explore these
tool alternatives. This section can also simply be used as a “tool
quick reference” or “cheat sheet,” as there will inevitably be
times during an investigation where having an additional tool that
is useful for a particular fimction would be beneficial, since you
may have little time to conduct research for or regarding the
tool(s) while responding in the field. As the digital forensic tool
landscape is constanly evolving, the companion Web site for this
Field Guide, www.malwarefieldguide.com, will strive to maintain
a comprehensive, dynamic, and up-to-date listing of tools. We
welcome  tool  suggestions via the Web site
http//www.malwarefieldguide.con/Contact Us.html.

The tools in this section (and on the companion Web site)
are identified by overall “tool type’*—deliniating the scope of
how the respective tools can be incorporated in your malware
forensic live response tookit. Further, each tool description
includes a cross-reference to the page number in Chapter 1 i
which the relevant substantive discussion is provided, along with
details about the tool author/distributor, associated URL,
description of the tool, and helpful command switches, when
applicable.

Reason:



Incident Response Tool Suites

In Chapter 1 we examined the incident response process step by
step, using certain tools to acquire different aspects of stateful
data fiom a subject system There are a number of tool suites
specifically designed to collect digital evidence in an automated
fashion from Windows systens during incident response and
generate supporting documentation of the preservation process.

« Some of these local incident response tool suites execute
commands on the compromised computer and rely on
system libraries on the compromised system

* Other programs, commonly known as ‘remote forensics
tools,” address some of the limitations of local incident
response suites and use a servlet that enables remote
evidence gathering while trying to rely on the
compromised operating system as little as possible (with
varying degrees of success).

Using remote forensic tools, digital nvestigators can

access many machines from a central console, making

your expertise more effective.

* Furthermore, using a remote forensics tool is more subtle
than running various commands on the system, and it is
less likely to alert the subject of mvestigation.

« These tool options, including the strengths and weakness
of'these tools, are covered in this section.

.

P

Name: Wind, Forensic T

Page Reference: 11

Author/Distributor: Monty McDougal/FoolMoon




Available Froms hip:/fwww foolmoon net/security/wit/

Description: Older free versions of the Helix Live CD provide a powerful suite of tools for incidem
response and forensic preservation of volatile data for both Windows and UNIX systems. In addition (o
dumping RAM, as discussed carlier in this chapter, the older versions of the Helix CD come with the
Windows Forensic Toolchest (WFT). The WFT provides a framework for performing consistent
information gahering using a variety of uiilities, The WFT can be configured 1o run any utilities in an
automated Fashion and in a specific sequence. In addition, the WFT generates MD3 values and supporting
audil i on 10 d the collection process and integrity of the acquired data. However, the
WFT cannot list deleted files.

A significant limitation of the WFT is that it relies on the of ing system of the Iy ised host.
Some malware hides information from incident response tools that rely on the operating system, For
mstance, the following figure shows file listing results on a live system on which the HackerDefender
rootkit is concealing certain files from the operating system. As such, if a rootkit is instalked on the subject
system, even rusted commands in the WFT can provide incornect resulis.

=18]

Nume: Helix3 Pro



Page Reference: 11

Author/Distributor: E-Fese

Available From: hip:/fwww.c-fense.commelin3po.php

Description: Helix3 Pro is a live response CD that contains a Inulahln. Linux eavironment (known as the
“hootable side”) and a live response Tior s im Winihe i ents (known as a the “live
sicde™ ), Lintil 2008, Helix OB was o freeware tool set, and the live side was a graphical framework that
invoked third-party wilities 1o collect volatile data from Windows systems. In carly 2009, E-Fense
announced the release of a new proprictary version of Helix, known as Helix2 Pro, which no longer relies
upon the thind-panty applications and utilities. Instead. it relies on a proprictary code. with features,
Helix3 Pro, depicied in the following ligure, allows the digital investor 1o image physical memory, collect
volatile dita, and scquire physical devices, among other live respoinse toks. The results acquired with
Helix3 Pro can be saved bocally to externul media or transfemed remotely over the network using o
proprctary remate collection utility called the “Helix3 Pro lmager Receiver,”

Acquiring Physical Memory with Helix3 Pro

[T |

P —

Helix3 Pro Image Receiver

[ (=]



Name: OnlineDFSILiveWire

Page Reference: 11

‘Author/Distributor: Cyber Security Technologics

Available Froms hitp://ww Tincdls fprod i

Description: The Online Digital Forensics Suite (OnlineDFS) has the capability 10 capturne volatile data
from a remaote Windows computer, and can be used 1o capture a {ull memory dump and a forensic
duplicate of the hard drive on a remote computer, as shown in the following figure.

Bitisl Acrjubnitios

Rather than running a servlet on the evidentiary machine, OnlineDFS/LiveWire uses the SMB protocol 1o
mncmmmuﬂsmlhemsysmmlbsawwh mlmmenﬂwﬂsul‘me
by malware.

7 system; therefo it could y be

Name: ProDiscoveriR

Page Reference: 11

Author/Distributor: Technology Pathways

Available From: hup:fwww techpathways.com/Proliscover R.nm

Description: Live response forensic tool suites that do nod rely upon the subject operating system, but run
agents on the subject system at the bit kevel, such as PRoDiscoverlR (a commercial forensic utility), are
often capable of uncarthing stcalth files. In the following figure, PRoDiscoverlR was able to identify the
HackerDefender rootkit.




-

Keep in mind that some rootkits or anti-fo may still fully conceal some
information, such as hidden processes, from a remote  forensic tool like ProDiscoverlR. Another risk of
running wiilitics on a live sysiem is that they may crash and overwrite valuable digital evidence on the
compromised system. This risk emphasizes the imponance of capturing a full memory dump and forensic
image prior to performing such analysis on a live system. As noted pm'umslv ProDiscoverlR wn capture
volatile data from a remote computer via a serviet running on the The

figure illustrates pan of the process list ebtained from a remote computer using ProfiscoverlR,

For instance, current versions of ProDiscoverlR cannot sec processes and
open ports that are hidden by the HackerDefender rootkit.

Name: EnCase Enterprise

Page Reference: 11

Author/Distributor: Guidance Software

Available From: hup:/www.guid i i i acs-raud-i igati fl Titm

Description: EnCase Enterprise can capture full memory contents, and it can be used 1 inspect volatile
data on a remote computer and preserve some high level information such as lists of running processes,
network connections, listening ports, and open files. The following figure illustrates the Snapshot module
in EnCase Enterprise as it is used 1o view information about processes munning on a remole compiier,

e =7
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| Name: RPIER (aka The Rapid Assessment and Potential Incident Examination
| Report; RAPIER)

| Page Reference: 11

| Author/Distributor: Steve Man

and Jou:ph Schwendt

| Available From: ier; hitp:/icode. google.
| wA number of whitepapers and P\m.rPcmt present

it regandu:g RPl FRJRAI’II:R ane also nva-hhle:
Ahtip:iwww.first pi:

ahupiiwww, rfeonfe 12006/ frapicr_
_a_lst_responders_info, s.o]]cn.uun__l.oo] hlml
ing.c ides/2007_Q1_CRIME jonpf:
P FIO06A lides.pdll
| Deseription: RPIER was developed by | Steve M.mcml and Joe Schwendt of Intel, It serves as a
| Framework, o “engine” for the quisition of volatile amd latile system state data from o

| subject system. In particular, the RPIER framework is intended to be run on a subjeet machine in a
| running state from an extemal media, such as a USB thumb drive.

| ®Upon execution, the RPIER runs a series of individual modules that invoke numerous third-pany

| utilities 1o collect information from a subject system_ The collected information is then uploaded 10 a

| central secured repository or deposited on local external media where analysts can examine the cutpul

| from the program. RPIER can be used on Windows 2000, XP, 2003, and Vista systems, but requires the
| Microsof, NET framework 1.1 o higher 1o be installed on the subject system.

| ®The RPIER framework can be used in three different scanning modes: Fast, Slow, and Special, The Fast

| scan takes approximately 10 minutes to complete and gathers a variety of vol,

and non-volatile system

| data, depending upon the modules selected by the investigator. The Slow mode includes a more in-depth

| acquisition of system data, including ac

ion of physical memory, and process memory acquisition for

| every munning provess on the system, Lasily, the Spec\al Scan includes a smcs orurmm umswc probes,

| which can potentially alier system data, such as iTus scanning, and

| steganography detection,

oFor in-depth duaussunnsa!\wu the different scan modes, see Mam:m and Schwendt's whitepaper,

| “RAPIER: A 1" R ion Acquisition Fi “and PowerPoint preseniations

scussing RPIER that are available online (URLs provided above)

®0nce the investigator selects the scan mode, he or she must select the individual modules w deploy,
using the RPIER user imerface, as shown in the following figure,




o

Intel (R) RPIER fssmen o=

®0nce the investigator has selected the modules, the 1ol is deployed by
on the user interface. The resulis from each module are deposited into a
be sent over the network o a secure server o directed 10 a local exiernal
drive or extemal hard drive enclosure,

ng the Run Rapier button

wch as a USB thumb

Remote Collection Tools

Recall that in some instances, to reduce system interaction, it is
preferable to deploy live response tools from your trusted toolkit
locally on a subject system but collect the acquired data
remotely. This process requires establishing a network
connection, typically with anetcat orcryptcat listener, and
transferring the acquired system data over the network to a
collection server. Remember, although this method reduces
system interaction, it relies on the ability to traverse the subject
network through the ports established by the netcat listener.

lis” folder, which can

Name: Netcat

Page Reference: 3

Author/Distributor: Hobbit

Available From: hitp://inctcat.sourceforge.net




Description: Commonly referred to as the “Swiss Army Knife™ of wols,
neteat is a versatile networking utility that reads and writes data across
network connections using the TCP/IP protocol. Neteat is commonly used
by digital investigators during live response as a network-based transfer
solution,
Hel Switches:

Name: Cryptcat

Page Reference: 3

Author/Distributor: Liph

Available From: hitp:iferypteatsourceforge.net!

Description: Netcat enhanced with twofish encryption
Helpful Switches:

Name: F-Response TACTICAL

Page Reference: §

A Matthew Sh -

Available From: hipe/fwww.f-response.com/

Description: A stream lined solution for onsite live response, F-Response TACTICAL uses a unigue
dual-donglefstorage device solution to quickly and seamlessly allow the digital investigator 1o conduct
remote forensic acquisition with limited knowledge of the subject network typology. The dual-dongles—aone
for the subject sytem, one for the examiner system (shown in the following figure)—work as a pair (o connect
the remote subject system 1o the digital investigator's examination system. TACITCAL runs directly from the
dongles and no installation is required on the subject system. Like other versions of F-Response, TACTICAL
can acquire both Linux and Apple 08 X subject systems, in addition 1o windows systems.




Shown in the following story-hoard figure, the TACTICAL “subject” dongle, when plugged into the subject
system, houses the “TACTICAL Subject” directory, which contains the exectuables for Windows, Linux, and

Apple OS X systems.

Ei‘-..m-..m»

Once ii mm.l llw TACTICAL subject »xccmhl; brings up the TACTICAL subiject interface, which allows
o the including host network details, and the option
L.ﬂ memary, as ; shown in ll‘h_ ln\l:w\m, figure.

1o acquire phy

ot o

ot it ms s vy
P Cusint
Fiost B deddrem: [ 150 = .
© et

Bamots Cortiuamen,

TP P et b b 8

O the examine em (the system in which the digital investigator conducts his or her collection of data),
the companion “Examiner” dongle is connected. Depicted in the following storyboard figure, the TACTICAL
“Examiner” donele houses the “TACTICAL Examiner” directory. which contains the Windows executable




1o invoke the Examiner interface.

Omece invoked. the digital investigator has the option of connecting to the subject system manually by
providing the details of the subject system (shown in the following figure), or using the “auto-connection”
feature, which automatically trys w identify and acquire the subject system.

N o i [ |
IPAdd | 152 . 168 . 79 . 137
TCP Port [ 3260 carcel_|

Omce acquired, the TACTICAL Examiner interface provides the details regarding the acquired subject

system. Similar to with other versions of F-Response, once connected to the subject system, the digitial
investigator can use tools of his or her choice to collect data from the system.

F F-Rusponse® TACTICAL Examiner 3.09.09

Fie Convect Hep

Comect | Messages |
| FResponse Target | Connected | Loxcal Dush
B o 0000 com Fomspiren ticvle Corvmched Currmcted

£ 5100 200840 com Fresporse vmenine
[ 200800 com forespanse.vactmdsh-L

7 2008432 com Fresponea vctinedeko 0

IO 300297




Volatile Data Collection and
Analysis Tools

Physical Memory Acquisition

Chapter 1 emphasized the importance of first acquiring a full
memory dump from the subject system prior to gathering data
using the various tools in your live response tookit. This is
important, particularly due to the fact that running incident
response on the subject system will alter the contents of memory.
To get the most digital evidence out of physical memory, it is
advisable to perform a full memory capture prior to running any
other incident response processes. There are a variety of tools to
accomplish this task, as described next.

Name: Forensic Acquisition Utilities (FAU)dd (“dd.exe")

Page Reference: 7

Author/Distributor: M. Garger, Jr.

Available From: hup: ystemsine.com/fu

I](\acrib + A commaonly used approach o capture the physical memory of a Windows system running
the “d d.exe] command from removable media and gathering the contents locally to external media
or wver a remote collection utility, such as netcat. Unlike *nix distributions, dd is not a native utility 1o
Window e, George M. Gamer, Jr., ported &d and included it in his frecly available Forensic

Acquisition Utilities in 2007; versions of the utility were included in older versions of the Helix Live

Response CD.

oThe following command takes the contents of memory from a Windows system and saves it 1o a file on
removable media alo
the collection prog

oTo ensure consistency and avoid tvooeraphical ervors. the same command can be launched via an older

vith the MDS hash for integrity validation purposes and 1o audit log decuments in



version of the Helix graphical user interface;

HELIE .8 (800N

s - ANECETY IV = O R OIS

Live Acquisition

* Source:
Destination

hostl-memonyimaga. 20070124 dd

T

1ps: hl-un oolsf; FastDump Pro is available from

anmandd-line physical memary mqusmun toals,

#The FasiDump community version (FD.axe] is a free version of FasDump that supports the acquisition
of memory from 32-bit systems with up to 4 gigabytes of RAM (does not support Vista, Windows 2003,
Windows 2008, or 6d-bit platfoms).

#FasiDump Pro (FOPro. exe) is the version of F which supports all
versions of Windows operating sysiems and service packs and can acquine memaory from both 32- and
64-bit systems, including systems with more than 4 gigabytes of RAM (up to 64 gigs of RAM). including
the Windows pagefile.

e Memory dumps acquired by both versions are saved as bin fles; FastDunsp Pro memory file dump files,
including pagefile acquisition, are saved as hpak files and the command switches associated with creating
bk files shightly vary.

Helphul Switches:
Fastiump Commmmiy.




Author/Distributor: Mandiant

Availuble From: hupiwww. mandsent.com/productsfiree_software/memoryee/

Description: Memoryze is a physical memory acquistion and analysis ol for Windews systems, Unlike
other memary acquisition tools, Memory e allows the digital investigator to perform advanced analysis of
memory from a live subject system or from an acquired memory dump, Memoryze officially suppons
memory scquisition from the following operating systems:

Windows 2000 Service Pack 4 (32-bit)

eWindows XP Service Pack 2 and Service Pack 3 (32-bit)

*Windows Vista Service Pack 1 and Service Pack 2 (32-bi0)

#Windows 2003 Service Pack 2 (32-bitp

eWindows 2003 Service Pack 2 (6d-hit)

eWindows 7 Service Pack 0(32-bit} [Beta|

eWindows T § e Pack 0 (64-bit)

i 2006 Service Pack 0 (64-bit) [Beta]

Memoryse User Goide (version 142000 ax of this writing) is svailable from
hitpfiwww.mandiant JFree_software/ vied,

#To acquire a phiysical memory image with Memoryze, invoke the memoryecDD. bat seript from your live

response tool Kit.

Helpful Switches:

Name: Mantech DD (MDD)

Page Reference: 7

Author/Distributor: Ben Stons/Mantech




From: hup mantech. ntm;

I jects/mdd/Tiles!

Description: MantechDE is a physical memory acqmsnun tool fanuldow-s SYSIEmS.

MDD is capable of scquiring memory images (up to 4 gi perating systems:
o Windows 2000

o Windows Server 2003

*Windows XP

o Windows Vista

#Windows Server 2008

Helpful Switches:

| Name: MoonSols Windows Memory Toolkit/Win32dd

Page Reference: 7

A il : Matthieu Suichy

Available From: hup:fmoonsols.com/product

Description: The MoonSols Mn_mc:ry Toolkit lM‘dT) is a physical memory acquisition, conversion, and
analysis toolkit that is available in Prof ial) and G (fi versions,
Included in the MMT is Wm?de a command-line-based tool used to acquire physical memory :mag&.x

®The Community edition of 32dd suppons memory acqu froam the following Windows

systems: Microsoft Windows XP, 2003, 2008, Vista, 2008 R2, and 7 32-bit Editions.

oThe Community edition of Wintddd suppons memory acquisition from the following operating systems:
Microsoft Windows XP, 2003, 2008, a, 2008 B2, and 7 64-bit (x64) Edition:
® The Professional editions of Win32dd and Win63dd suppon memory acquisition from all Windows
(wﬂl\llg Syslems,

T the following figure, we used Wind2dd Community edi
subject system:

o 1o acquire a physical memory image ffom a

E:\WinlR\memory\MMT>winizdd.exe /r /£ E:\WinlR\memory\MMT\memdump .mem

win3zdd - 1,3.31.20100417 - (Community Edition

Kernel land physical memery acquisition

Copyright (€} 2007 - 2010, Matthieu Suiche <http://www.msuiche.nets
Copyright (C} 2009 - 2010, MocnSols <http://www.moonsols.coms

Hame Value

File type: Raw memory dusp file

Requisition meehed: BEN Mapping

Content: Memory manager physical memory block
Destination pas E: \WinlR\mesory \M{T\memdump ¢

0.5, Versiom: Microscft Windowa XP Professicnal (build 2600}
Computer name: KIM-MBKTG-WSS

Physical memory in use:  16%

Fhysical memory aize: 1082144 Kb { 1027 Mb)



FI¥FICAL MEMOTY avaliaplie:

YEL /34 BD | HEL RO
Paging file size: 1346160 ¥b { 1314 Mb}
ing file available: 1278972 ¥b ( 1248 Mb)

tual memory si
tual memory &

2057024 Kb | 2047 Mb)
ilable: 2084016 ¥b { 2035 Mb}
d memory available; 0 Kb { 0 Mb)
cal page size: 4096 bytes
mum physical address: O0x0000000000001090
physical address: Ox0O0000000403FFOOD
space size: 10779236128 bytes (1052672 Kb}
you sure you want to continue? [y/n]

Acquisition started at: [11/10/2010 (DD/HM/YVYY) 23:37:11 {UTC))
Processing....Done.

Acquisition finished at:  [2010-10-11 (¥YY¥Y-MM-DD) 23:18:46 (UTC))
Time elapsed:

1:34 minutes:seconds (34 seca)

Created file size; 1077936128 bytes [ 1028 Mb)

Helpful Switches:

Collecting Subject System Details

System details are a fundamental aspect of understanding a
malicious code crime scene. In particular, system details
nevitably will be crucial in establishing an investigative time line
and identifying the subject system in logs and other forensic
artifacts. In addition to the tools mentioned earlier in the chapter,
others tools to consider include the following,

| Page Reference: 13
| Author/Dis : NII Consulting
[ Available From: hitp:fwww_nii It fi onfiools_himl




| Description: Another tool to consider implementing while collecting subject system details is NII
Consulting’s DumpWin, a multipurpose utility that can assist in collecting general system information

| among other items. such as a list of all software installed on the system, shares present. startup programs,

| active processes, list and status of services, and list of local Group Accounts and User Accounts, among

| other things,

Identifying Users Logged into the System

Remenber, identifying users logged into the subject system
serves a number of investigative purposes: (1) to help discover
any potential intruders logged into the compromised systeny; (2)
to identify additional compromised systers; and (3) to provide
insight into a malicious insider malware incident, and provide
additional investigative context by being correlated with other
artifacts. Some other tools to consider for this task include the

following,

Name: Quser (Query User Utility)

Page Reference: 14

Author/Distributer: Microsoft

Axailable From: hup:/iechnetmicrosoft.comfen-us/libraryfoc 75458 3% 28W S 1 29.a5px

Description: A useful 100l for ide
which reveals logged-in users, the
details, as seen below.

logged-in users is the Microsoft Query User wility, or quser,
e and date of logon time, and the session type and state among other

Quser
USERMAME SESSIONMAME 1D  STATE IDLE TIME  LOGON TIME
=Kim console 0 Active . 3/18/2008 8:15 AM

Helpful Switches:




. Name: LoggonSessions

Page Reference: |4

Author/Distributor: Microsoft

Available From: hitp:/fiechnet.mi fL.comen: i I 769.a5px

Description: Logonsessions is a CLI utility. developed by Bryce Cogawell, that is a part of the
PSTools suite. Querying the subject sysiem with logonsessions with the -p argument reveals the
processes running in the logged-on session, which is helpful information in a malicious code incident,

Helplul Switches:

Network Connections and Activity

Malware network connectivity is a critical factor for identifying a
document; connectivity from a subject system may be to
communicate with an attacker’s command and control structure,
to download additional malicious files, or to exfilrate data from
the system, among other things. Trusted versions of netstat,
arp, and nbtstat are essential in the digital investigator’s toolkit
for probing internal and external network comnections. In
addition to these tools and others mentioned in this chapter,
tcpvcoan, described next, is another to consider. Further, for
utilities specifically geared for providing insight into port-to-
process mapping, see the section of this chapter called Correlate
Open Ports with Running Processes and Programs appearing on

page 22.

Name: Netstat



Page Reference: 19-20; 23

Author/Distributor: Microsoft

Available From: Clean and trusted version of Windows O3

Description: Netstat is the de ficro d-line utility for ining network ions to and from a
suhject Windows system. Netstat enables the digital investigator to identify current and recent network
connections i malware on the subject sysiem is connecting to & command and control structure or cther
remote resource needed by the malware. It is recommended 1o have different trusted versions of the wility in
one’s toolkit that correspond with the v s Windows operating systems—particularly because the
funcrionality and feawres of netstat are distingily more robust on Windows XP SP2 and higher,

Helpful Switches:

Name: ARP

Page Reference: 17

Author/Distributor: Microsoft

Available From: Clean and trusted version of Windows 05

Description: The arp utility is geared wward collecting data regarding intemnal network
connections using the Address Resolution Protocol (ARP). This is particularly uscful when
examining the subject network for intemal network malware propagation; examination of a
subject system's ARP cache will identify other systems that are currently or have recently
established a connection to the subject system.

Helpful Switches:




Name: NbIstat

Page Reference: 17

Author/Distributor: Microsoft

Availuble From: Clean and trusted version of Windows 08

Description: Just as netetat is the de focto utility for examining network consections, nbtstat
is the de facto tool for ining NetBIOS i In panicular, nbrstar can be ased to
acquire the NetB10S cache or reveal current sessions, identifying the NetB1OS names and [P
addresses of other compuiers that have recently or are currently connected 1o the subject system,

Helplul Switches:

Name: Net

Page Reference: 17, 26

Author/Distributor: Microsolt

Available From: Trusted Windows system

Description: Net is a multipurpose native Windows utility.

Helpful Switches:




Name: TCPVoon

Page Reference: 22

Mark Russinovich/Mi o ) 1

Avaituble From: b n L i Jead IBbRITAIT s

Description: TCPVeon is a command-line utility that is bundled with the Microsoft utility TCPView, a
graphical based utiltity that diplays TCP/IP and UDP connections and end points in real time. TCPVeon
p«wbdn. gmulur.ml structured outpat, identifying the protocol of the connection, the path of the

v the network the process 1D, the network connection state, the local address,
and the nd.lm.,. nnhc remOte Connection.

E:\WinIR\Networkstopvoon.exe -a

TCPView ¥2.34 - TCP/UDP endpoint lister
Copyright (C) 1990-2003 Mark Russinovich
Sysinternals - www.sysinternals,com

[TCP] C:\WINDOWS\temp\spoolsvispoolsv, exe
PID: B&4

State:  LISTENING

Local: Kim-mrktg-was:auth

ROMOLE: M6, KI WX, XN 66

[TCe) r.‘:\wmDaws\wsrcmaz\svcrcsc exe
PID: 1004

Srave: LISTENING

Local: Eim-mrktg-wss:ep=ap

Helpful Switches:

Process Analysis

As many malware specimens (such as worms, viruses, bots, key
loggers, and Trojans) will often manifest on the subject system as
a process, collecting information relating to processes running on



a supject system IS essential m MaLcious code live response
forensics. Process analysis should be approached holisticalty—
examine all relevant aspects of a suspicious process, as outlined
i the chapter. Listed next are additional tools to consider for
your live response toolkit.

Page Reference: 15

Author/Distributor: Microsoft

From: hiiy i il aspx amilyid=00467a00-5 TH-4ae 7~
9tee-b18c4790cH & displaylang=en

Description: Pmon is very similar to the top command in *Nix systems, providing for a real-time granular
look at the statistics relating 1o running processes such xs memory usage and duration.

Name: pulist

Page Reference: 15

Author/Distributor: Microsoft

Available From: hup:fsupport.microsoft.com/kb2 7220,
(http:fdows i I i I fpulist/ | OO0 1 imSlen-us/pulist_setupexch

also available from the Windows2000 Resource Kit

Description: Similar to t1ist, pulist displays processes that are running on local or remate
but also lists the user name that is associated with each process on a local compuier.

Helpful Switches:

Handles

comkbi92722% and




hitp:s 1. fdownload/win2000platform/ohy/ 1000, 1ntS/en-usfoh_setup.exe.
Description: In addition to handle, another utility that can be used 1o inspect file handles is Microsoft's
Open Handles (oh . exe) utility. which is available as part of the Windows 2000 Resource Kit Tools for
sdministrative tisks.

Loaded DLLs

Name: Procinterrogate

Page Keference: 21

Author/Distributor: Kirby KuehlWinFingerprint

" Available From: hip://winfingerprintsourcelorge. nevwininierrogate.php

| Deseription: Frocinterrogate allows the digital investigator w identify all DELs imported by running
processes, but also gives the investigator the ability 1o query individual processes by PID using the -pid
switch. Further, the procinicrrogate output provides the entry point address of cach loaded module,

Helpful Switches:

Name: PRCView (pv.exe)

Page Reference: 21

Author/Distributor: [gor Nys/CT1

Available From: hup:/iwww.icamcti. P iew.him

Description: PRCVncw isa puwcrrul process viewing suite of tols that comes with both a GUI-based utility
and a named pv . exe. Using the pv -meprocess name: swilch
provides very similar output to pmdmermsm and reveals the module, base, size, and path of the DLLs

i with the queried process.

Helpful Switches:

[Name TietMadulas



Page Reference: 21

Author/Distributor: Ame Vidstrom

Available From: hup-fntsecurity.nufoolboxfistmodules’

dodules reveals the modules loaded into a process in memory on the subject system in a
1.

Correlate Open Ports with Running
Processes and Programs

Description: Fport is a command-line utility that can map open pors o tated | and the
respective execotable programs on the subject system.

Helpful Switches:

Name: OpenPorts

Page Reference: 23

Author/Mistributor: DiamondCs

Deserip DENPOTES 54 command-line ut ity that maps TCP and UDP ports to the owner processes. |
Openports provides a varety of different viewing options allowing lor calibration of detail and formar,

Helpful Switches:

| Name: CurrPorts

| Page Reference: 23



[ Author/Distributor: NirSolt
| Available From: hip:www.nirsoft.nevutils/cports.himi
Description: A GUT and CLI-based ool that provides the digital investigator with a detailed snapshot of the
process name, PID, and local and remote port numbers, along with 1P aa%n:uu por staie, executable
program path, and other detailed information,

Helpful Switches:

Command-line Arguments

B!
Helpful Switches:

Services

Malware can manifest on a victim system as a service, silently
running in the background, unbeknownst to the user. As with the
examination of running processes and open ports, explore
running services by first gaining an overview, and then apply
tools to extract information about the services with more
particularity. Some other service analysis tools include:

| Name: psservice




Page Reference: 24

Author/Distributor: Mark

Available From: hup:/fiechnet microsoft.comien-usfsysinternal shb897542. aspx

ip Provides a very detailed view of the services on a subject system.

Helpful Switches:

Name: ServiWin

| Page Reference: 24

Author/Distributor:

httpoiwww.nirsoft.netutilsfserviwin.html
hen used with the fatext »><log file names

switch, provides o detailed description of cach individual service.

Helpful Switches:

Drivers

In addition to determining the running services on a subject
system, consider examining the installed drivers on the system,
including the nature and status ofthe drivers. A reminder of the
importance of this step is the recent sophisticated malware
variant, Stuxnet, which installs drivers used to iject code into
system processes and to conceal the malware. In addition to the
tools discussed in Chapter 1, another tool to consider is

| Name: ListDrivers

Page Refi 25

Author/Dis < Ame Vidsiom

| Available From: hip:/ntsecurity. nu/ioolbox/

| Description: LisiDrivers is a lightweight command-line utility that lists the loaded kernel



| drivers and associated memory addresses on a subject system. This ool does ol require (nor have)
any command switches 1o invoke.

Opened Files

Open files on a subject system may provide clues about the
nature and purpose of the malware mvolved i an incident, as
well as correlative artifacts for your nvestigation. In Chapter 1
we examined the tool OpenFilesView; another tool to consider is
openfiles.

Name: openfiles

| Page Reference: 25

rreference is available from

http:fitechnet.mi LNJII com/en-us

Description: An alternative 1o OpenedFiles /i opentiles, o command-line utility that can query and
| display files that are opened locally or by network users,

Helpful Switches:

Determining Scheduled Tasks

Recall that some malicious code variants are “event-driven,”
meaning that until a certain date or event triggers execution, the
malware will remain dormant. In Chapter 1, we referenced the
Microsoft utility schtasks, which is described in further detail
below.



Name: schtasks
Reference: 27

Author/Distributor: Microsoft

:yslcm; i ation regarding the utility is available from

hup:fiech i MibrarylccTT2T85% 28WS. 10%:29.aspx.

Dmﬂpﬁnn Schuasks is a native Microsoft utility that pfmides detailed information mﬂimg any lasks

scheduled on the subject system; the level of granularlity in the output can be calibraried using a combination

of swiiches. To dentify whether there are any tasks scheduled on the system, simply invoke the

schtasks /query command; il you identify a scheduled task, detailed information con be extracted using

the command string schtasks/quexry/£o/LIST/v.

Helpful Switches:

Clipboard Contents

Remember that an attacker, whether remotely logged into a
system or a nefarious insider, may cut and paste information
while on a subject system. This information may provide valuable
investigative leads and correlate other artifacts found on the
system, in network traffic, or in the malicious code itself.

Names: Irlsadec.ffpboard

s
Available From: hup:fwww.nirsoftnetutilsfinside_cliy A dmi
Drsrnp{lnn Amsllnr tool that can be used lo harvest thbuard uantenl-

Soft's InsideClipboard, which
re cumently stored in the clipboard,
d can be invoked from
2 i promipt, and the ru.ulu of the query e Sive ultipl npun formats including stndard
. Hyperext Markup Language (HTML), and eXtensible Markup Language (XML). among others,

" Helpful Switches:







Non-Volatile Data Collection
and Analysis Tools

System Security Configuration

Namm‘cmsoﬂ" : .v »

| Page Reference: 30

| Author/Distributor: Microsoft

ilable From: hiy 2_mi e 302360.aspx

| Description: Microsoft Baseline Security Analyzer (MBSA), available in both a GUI (Mbsa.exe) and
| command-Tine (Mbsacli.exe) utility, scans a subject system for insecure configurations and checks for
| available updates, service packs, and patches for the operating system, among other things.

| Helpful Switches:

Prefetch File Analysis

wame: Windows File Analyzer

Page Reference: 31

Author/Distributor: Mitee

Available From: hup:iforww.mitee.catwiahml,

Description: Recall that when a program is executed, the Windows operating system creates a “Prefeh™



file that enables speedier subsequent access 1o the program. Embedded within the Prefetch files are the
most e time a program was executed (bytes 120-128) and the number of times it was exceuted (hytes
144-148), This embedded information can be extracied man i
Amnalyzer. The following figure shows Windows File Analy
information on a subject system. Another approach to viewing this information is o mount the forensic
duplicate using a tool like Mountimage Pro and directing Windows File Analyzer 1o read the Prefe
folder on the mounted drive, as discussed in Chapter 3. The right most column shows the number of times
the executable was run, but this aumber is not incremented when an execuable is automatically run from
an autostart location when the system boots.

& PA - Prefetch

[% Prefetch Analysis
Divesctory, CAWINDOWS \Preletch
Viohumne tenst FAF2075E
Volume label 1BM_PRELOAD

Apghcation Embodded Diate = Cheated Whiten Rure
MMC EXE 083 3341 A00T BOIPM 0T BT PH Y2007 203U PM 1
WHIAFSAVEREEZIIIAS . SUDOT BOGIIPN  WNINOTSOBIFM  RI00TBOGATFM 1
SMUDGSVCEXE-OSMBTEECH /22007 BO333PM AR/2007 S0 33 P WH007 B0234 P 2
RUNDULG EME-PREXOM 22007 §0355PM Q0T S 035 PM Sr0T B O3S PM 1
2007 BOISEPM 32007 8 04.05 P SI2007 504 05 PM 1
AAROITRATZIPM  SACNOTEAI2IPM SNI00TBAT23PM L]
TORX EE- 1T B6BE M AROTRATZIPM WRI0T G4 TPH W07 B4 TP 1
BEFRESH|1] EXEQFICSCEA D /2007 B4259PM 2007 34309 PH WA2007 40P 1
RUNDLLIZ EXE-ZSABO0ST o QA0/2007 823601 AN SMUT 425 AM  S/02007 426 1AM 1
< >

Auto-Start Locations

As was discussed in this chapter, malware often has a
persistence mechanism to ensure longevity on a computer. A
frequent method used for this purpose is the creation of an auto-
start location (also referred to as an “autorun”) in the registry. In
addition to the Microsoft Autoruns tool, another option for
discovering and analyzing autorun locations is StartupRun.



| Name: StartupRun (strun)

| Page Reference: 32

| Author/Distributor: NirSoft

Amll.nhle From: hup:fwww.nirsoftnet/utils/strun.him|

Descripti is an al ive GUIL and d-line utility available from NirSoft for
dlspﬂaying applv:al:nns that are loaded automatically when Windows boots up, including the regisiry key
| | associated with program.
[ Helpful Switches:

Event Logs

On Windows systermrs, many activities related to a malware
incident can generate entries in the Event Logs. Some other
Event Log dumping tools to consider for your live response
toolkkit include:

Name:

Page Reference: 32

Author/Distributor: Mark RussinovichMicrosoft rlnrmerl} Sysinternals)

Available From: hup:ifiech il I5/hb89 7544, a5px
IJeﬂ‘npllun Psloglist is a function-rich Windows Event Log dumping teol, providing the digital
2 with oplions e iz the scope, breadth, and preseatation of the dat ouput,

Helpful Switches:



| Name: Dump Event Log (dumpel)
 Page 3

| Author/Distributor: Microsoft

| Available From: Windows 2000 Resource Kit:

| hup:fdownload. microsoft.comidownload/win2000plaform/WebPacks/1.00.0. INTS/EN-US/Dumpel.exe
Description: Dump Event Log (dumpel) is 8 command-line utility that dumps a specified Windows Event

| Log for a local system or a remate system into a tab-separated text file; the ol also provides numerous

|_event-filtering switches.
Helpful Switches:

Group Policies

Remember to closely inspect user accounts that are local to the
subject system or domain accounts that were used to log in—
these can reveal how malware was placed on the computer.
Below are additional tools that assist in examining user and group
policy details.

Name: GPList

Page Reference: 33

Author/Distributor: Ame Vidstrom

Available From: hup:fnisecurity.nuftoolbox/

D Displays infi ion about the following Group Policies applied 1o a system: Folder
Redirection, Microsoft Disk Quota, QoS Packet Scheduler, Scripts, Security, Intemet Explorer Branding,
EFS recovery, Software Installation, and IP Security. This tool does not require (nor have) any command
switches to invoke.

Name: GPResult

Page Reference: 33




Author/Distributor: Mi

Available From: Windows Resource Kit or trusted system

Deseription: GP Result is a command-line tool that verifies all policy settings for a specific user or
compuler.

Helpful Switches:

File System: Hidden Files and Alternate
Data Streams

Malware and associated artifacts often manifest as hidden files.
Similarly, certain malware specimens abuse the NTFS Alternate
Data Stream feature—which allows you to hide data in an
existing file name with the use of a stream name—to hide the
malware or associated files. Consider adding tools to your live
response toolkit to discover these files.

Name: HFind

Page Reference: 33

Author/Distributor: Foundstone

ic-toolkithm

Available From: hip:/fwww, found fuas
E included in ll|c Hmndmsm. Forensic Toolkit 2.0 —a
i -.hgalw (] m\nllgak a subject

ot
mrgt'l system for Illtldcll fales, IF hicden files are dclcl.[ctl ”rllll| lises the In-d au.l.»- times o the files,
Querying our subject system (targeting what we have learned through our investigation 1o be a suspicious
directory) with HFind we discover numerous hidden files, as shown in the following output:

\Hiddenfiles\ForensicToolkit20>HFind. exe C;\WINDOWS\Temp

sea

=8 \N]\IE‘JKS\TFMP\-«;&GO
a.reg
aliaae:

14/10/2010 0% 52:36




147U LULY UB:
14/10/2010 0%
14/10/2010 05:52:36

e

14/10/2010 08:52:36

o S\ Temp\ spoalsvilogs
mire.iea 14/10/2010 05:52:36
mire.ini 14/10/2010 05:57:28
POpUES. EXE 14/10/2010 05:52:36
remote.ini 14/10/2010 05:52:39

14/10/2010 05:52:36
14/10/2010 05:52:36

a

: \dI‘lDokS\Temp\spoolu\ ‘sounds
v 14/10/2010 05:52:39
14/10/2010 05352137

Fini shed

Helpful Switches:

Name: LADS (List Al Data Streams)

Page Reference: 33

Author/Distributor: Frank Heyne Software

Available From: www.heysoft.de

Description: As the name of the ool suggests. LADS lists files on Windows NT file systems that
contain alternate data streams (ADS). LADS provides the digital investigator with an intuitive menu and
command switch options. To invoke LADS slmply excute the utility at the command line anv.l ulc.ullry the

target directory: LADS <D y; d switches can dig deeper into e

Helpful Switches:

Name: Streams

Page Reference: 33

Author/Distrib Mark RussinovichMi il il

Available From: to hup:/fech i ki T I/BBEOTHA0 aspx

Description: Another helpful tool for identifying NTFS altenate data streams is Mark Russinovich's
streams. Similar to LADS, streams provides the digital investigator with the option of scanning

bl of interest with a 1 switch { = &) The only required command parameter needed
| to invoke streams is a target file or directory name: streams.exe <file or directorys.

[ —
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Dumping and Parsing Registry Contents

:Nm g

3PaaeMuwu34

| Author/Distributor: Mlcmml'l

Available From: hitp:/ i fdownlond/d/2/5/d252 2ced-a44 1-459d-8302-
beBi332 1 823c/LogoToolsy .0.msi

Description: chDnmp (mgdump.cxel is a command-line tool included in the Microsoft Logo Tools suite
| that enables the digial i igator 1o dump the contents of Registry Hives into a text file.

[ Helpful Switches:

Web History

Client-side exploits are becoming more and more prevalent,
particularly through “drive-by-downloads.” Drive-by-downloads
often occur when a user with an insecure or improperly
configared Web browser navigates to a compromised (or
nefarious) Web site that is surreptitiously hosting malware,
allowing the malware to silently be downloaded onto the victim
system. As a result, it is always advisable to examine the subject
system Web history to gain insight into whether a Web-based



VECIOr OT attaCK causea e mancious coae mciacnt.

Name: Pasco

Page Reference: 35

Author/Distributor: Foundsione

Available Fro

2 hitpoffwww. dstone comfusfresourcesprodiesc/pasco. htm

Deseripti co is multi-platform command-line utility that parses Internet Explorer history files
iles of which are o tinto a field delimited text file, enabling the digital investigator

o import into a spreadsheet 1o further analyze the dat.

Name: NirSoft Web History Tools

Page Reference: 38

Author/Distributor: NirSoft

Available From: hupoffwww.nirsoftnetutils’

Description: NirSoft effers a variety of free dual functional GUl/command-line tools that can extract and
help resconstruct the Web browsing history on a subject system. Some of these tools include:

®/EH Vi Extracts i ion from the history file (index.dat) of Internet Explorer; stores only
ame record for every Web page visit.

o/ECacheviewer—Similar to FEHistaryView, the cache file stores multiple records for every Web page,
including all images and other files Ioaded by the Web page.

olECookivView—Extracts the content of all cookie files stored by Intemet Explorer.

e MozillaHistoryView—Extracts the details of all browsing history stored by Mozilla Firefox.
eMozillaCache View—Extracts the details of all cache files stored by Mozilla Firefox.

e MozillaCookie View—Exiracts the content of all cookie files stored by Mozilla Firefox.

® Favorites View—Extracts the list of Favorites/Bookmarks.

o Chrome Cacle View—Exiracts the details of all cache files stored by Google Chrome Web browser.
®(peraCacheView—Extracts the details of all cache files stored by Opera Web browser.
®MyLastSearch—Scans the cache files for the four Web browsers (IE, Mozilla, Opera, and Chrome), and
extracts recent search queries made from the subject system.

Malware Extraction

As discussed in this chapter, once a suspicious file is identified
through live response, safely extracing and preserving the files for
further analvsis is an essential aspect of malware forensics.



Another tool to consider for this pro‘cess is HBGary’s FGET.

| Name: FGET

Page Reference: 30

Author/Distributor: HBGary

A\‘alllbﬂ? F‘mm hltrh..fmu-w hhg.lry i oolsd; hitps hbgary comfwp-

i

Description: FGET s a umnmnnd—linc utility that ean acquire files from local and remote subject
syslems,
#Using FGET from your trusted live response toolkit locally on a subject, you can quickly acquire a
suspicious file by invoking the tool using the "-extract” switch, identifying the target file and the
tocation of where 1o copy the file, as shown in the following output:
E:\WinIR\EXLTaction \FRET>FOET . exe -extract o:\WINDOWS\Temp'spoclsviFpoclay.exa
E:\WinIR\Extraction\Evidence'\spoolov. exe

-= FGET v1.0 - Forensic Data Acquisition Ur.xlxr.y - lelHBGary, Inc 2010 =-
[+] Bxtracting File From Volume ...SUCCES:

®FGET is also imended for acquisition of files over a network, with varying degrees of difficulty and
system preparation. To use FGET on remote systems, the local acquisition system must have a repository
directory created (by default the directory is C: \ FGETREPOS ITORY).

#Using the remote acquisition capabilities of FGET, we can copy the suspicious file from the subject
system over the network from our analysis system. as shown in the followng output, Note that FGET
places the target files in the FGETREPOSITORY directory, and in turn, in an auto-generated subdirectory
name o comport with the target system 1P address in an effort 1o easily parse acquisition results,

EA\WnIR\Extract ion) FGET-PGET | 192.168.79.1

21 \WINDOWS\Temp \apoolevispealay exe

== FGET v1.0 = Forensic Data ncqulslnc.. Utiliw - [c)HBGary, Ing 2010 =-
et

[+] Operation STARTED for: *Forensic G
[+] Acticns: RSPORT
dresarsnenirrey arasenn wnessaravensanvany

[+] Setting maximum scanner thread count to: 1
[+] Capmr?nq Machine: "192.168,79.130%
The command completed successfully.
[+] Authentication to C§ Successfull
A subdixecmzy or file C:\FGETREPOSITORY\192.168.79.130 already exiats,
fileis] copied.
[£3] $:ﬂr|r.l:d 1 of 1 podes, {1 active scan threads)
file(s] copied.scan threads to finisl
E 1 Copked file locally to: *C: \PGETREPOSITORY'\192.168.79.130\"
[] Evidence Acquisition Completed for Host: "1$2.168.79.130" in 1 seconds & Wed
et 13 20:02:48 2010
[+] Machine: *192.168.79.130% Successfully Captured
[ i Dperat,ion PIRISH..D for; "Porensic Get 1.07 ...

srewe ersraere servsevessssreriany

] Attempted Radz Checks: 1
] Pingable Nodes: 1

1 Aurhenticared: 1

1 Successful: 1

- SUCCESS: 192.168.79.130
[+] Scan completed in 2 seconds

4}
1t
It
(s

oA full deseription of FGET functionality is available from htin:fwww hbgary comfvn-
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VName=WORM%5FSOHANADY2EFM&VSect=P.

# For more information about the at command, go to
httpJ//support.microsoft.com/kb/313565.

45 For more information about schtasks . exe, g0 to
https/technet?. microsoft.com'windowsserver/en/library/1d284efa-
9d11-46¢2-a8ef-87b297¢68d 171033 .mspx?mfi=true.

46 For more information about pclip. exe, g0 t0
httpJ//unxutils.sourceforge.net.

41 For information about WinUpdatesList, go to
httpJ//www.nirsoft.net/utils/'wul. html.




48 For more information about auditpol, goto
httpy/technet.microsoft.conven-
us/library/cc731451%28WS. 10%29.aspx.

49 For more information about dumpsec, 0 tO
httpJ//www.systemtools.convdownload/dumpacl.zip.

30 For more information about AutoRuns, goto,
httpv/technet. microsoft.com/en-
us/sysinternals/bb963902.aspx.

31 For more information about eldump, gO t0
www.ibt.ku.dk/jesper/ ELDump/default.htm.

32 For more information about NTlast, go to

httpJ//www.foundstone.convus/resources/proddesc/ntlast.htm

33 For more information about SFind, go to

httpz//www.foundstone.convus/resources/proddesc/forensictoolkit.htm.

3 For more information about rifiuti, go to

hitp://www. foundstone.com/us/resources/proddesc/rifiuti. htm.

33 For more information about macmatch . exe, g0 to
hitpy//www.ntsecurity.nw/toolbox/macmatch/.

36 For more information about regdump, goto
http//social.msdn.microsoft.convForums/en-
US/windowscompatibility/thread/c14b5017-40ec-
4978-a82¢-b37580808c1/.

31 For more information about dumpreg, g0 to
https/www.systemtools.convdownload/dunpreg.zip.

38 For more information about USBView, goto
https/www.nirsoft.net/utils/usb_devices view.html.

39 For instance, in 2008, some USB digital picture frames
were infected with various pieces of malware, and a
number of Maxtor Basics Personal Storage 3200 hard
drives produced by Seagate in late 2007 contained the
‘Win32.AutoRun.ah virus. A Windows system that was
configured to launch executables referenced in the
“autorun.ini” configuration file stored on the digital
picture frame would have installed the virus that stole
passwords and sent themto a server on the Internet.

9 For more information about RegRipper, go to
httpy/regripper.wordpress.cony.

61 For more information about RegRipper, go to
http/regripper.wordpress.cony.

62 For more information about Galleta, go to

httn/www. fonmdstone. coms/resonrces/nraddesc/oalleta htm




83 For more information about MozillaCookies View, go to
httpJ//www.nirsoft. net/utils/mzcv.html.

& For more information about Protected Storage
PassView, go to hitp://www.nirsoft.net/utils/pspv.html.

S For more information about DmrpAumConplete go to

% Eor more information about FGET, go to
httpz//www.hbgary.convfree-tools.

I For more information about Nigilant32, go to
https//www.agileriskmanagement.com/publications_4.html.

98 For more information about the code from the Sleuth
Kit, go to http//www.sleuthkit.org/sleuthkit/docs/api-
docs/index.html.

9 For more information about the Sleuth Kit, go to
httpJ//www.sleuthkit.org/index.php.



Chapter 2

Memory Forensics

Analyzing Physical and Process Memory Dumps for
Malware Artifacts



Solutions in this chapter:

» Memory Forensics Overview

* Old School Memory Analysis

* How Windows Memory Forensic Tools Work
» Windows Memory Forensic Tools

* Dumping Windows Process Memory

* Dissecting Windows Process Memory

Introduction

The importance of memory forensics in malware investigations
camot be overstated. A complete capture of memory on a
compromised computer generally bypasses the methods that
malware uses to trick operating systems, providing digital
investigators with a more comprehensive view of the malware. In
some cases, malware leaves little trace elsewhere on the
compromised system and the only clear indications of
compromise are in memory. In short, memory forensics can be
used to recover information about malware that was not
otherwise obtainable.

Digital investigators often find useful information in memory
dumps simply by reviewing readable text and performing
keyword searches. However, as the size of physical memory in
modem computers continues to increase, it is inefficient and
meffective to review an entire memory dump manually. In
addition, much more contextual information can be obtamned
using specialized knowledge of data structures in memory and



associated tools. Specialized forensic tools are evolving to
extract and interpret a growing amount of structured data i
memory dumps, enabling digital investigators to recover
substantial evidence pertaining to malware incidents. Such digital
evidence includes recovery of deleted or hidden processes,
including the executables and associated data in memory and the
pagefile. More sophisticated analysis techniques are being
codified in memory forensic tools to help digital mvestigators find
malicious code in an automated manner.

Investigative Considerations

* There is still information available during the live response
that cannot be extracted from memory dumps, for
instance, network configuration and enabled protocols,
ARP cache, and NetBIOS sessions. Therefore, it is
important to implement the process described in Chapter
1 and not just acquire a physical memory dunp.

With the increasing power and automation of memory
forensic tools, it is becoming more important for digital
investigators to understand how the tools work in order to
validate the results. Without this knowledge, digital investigators
will find themselves reaching incorrect conclusions based on
faulty tool output or missing important information entirely. In
addition, digital mvestigators need to know the strengths and
weaknesses of various memory forensic tools in order to know
when to use them and when their results may not be entirely
reliable.

Ultimately, digital nvestigators must have some knowledge
of how malware can manipulate memory and need to be familiar
with a variety of memory forensic tools and how they interpret
inderlving  data  striches.  This  chanter  nrovides a



s - Tt Rinbeadaehidd g b ST b it

conprehenswe approach for analyzing malicious code in memory
dumps from a Windows system and covers associated
techniques and tools. Details about the underlying data structures
are beyond the scope of this field guide and are discussed in the
text Malware Forensics: Investigating and Analyzing

Malicious Code (hereinafter Malware Forensics) 1

Memory Forensics Overview

MAﬁer memory is preserved in a forensically sound
manner, employ a strategy and associated methods to
extract the maximum amount of information relating to
the malware incident.

P A memory dump can contain a wide variety of data,
including malicious executables, associated system-related data
structures, and remnants of related user activities and malicious
events. Some of this information has associated date-time
stamps. The purpose of memory forensics in malware incidents is
to find and extract data directly relating to malware and
associated information that can provide context, such as when
certain events occurred and how malware came to be installed
on the system. Specifically, in the context of analyzing malicious
code, the main aspects of memory forensics include:

» Harvest available metadata including process details,
network connections, and other information associated
with potential malware for analysis and comparison with
volatile data preserved from the live system.

* Perform keyword searches for any specific known details
relating to a malware incident, and look through strings
for anv suspicious itens.



* Look for common indicators of malicious code including
memory injection and hooking.

» For each process of mterest, if feasible, recover the
executable code from memory for firther analysis.

« For each process of interest, extract associated data from
memory, including related encryption keys and captured
data such as usernames and passwords.

« Extract contextual details such as Event Logs, URLs,
MEFT entries, and Registry values pertaining to the
installation and activities associated with malicious code.

* Perform temporal and relational analysis of information
extracted from memory, including a time line of events
and a process tree diagram

P These processes are provided as a guideline and not as a
checklist for performing memory forensics. No single approach
can address all situations, and some of these goals may not apply
in certain cases. In addition, the specific implementation will
depend on the tools that are used and the type of malware
involved. Ultimately, the success of the investigation depends on
the abilities of the digital investigator to apply digital forensic
techniques and adapt them to new challenges.

Investigative Considerations

e The conmpleteness and accuracy of the above steps
depend heavily on the tools used and your familiarity
with the data structures in memory. Some tools will only
provide limited information or may not work on memory
acquired from certain versions of Windows.

* In one case, digital investigators ran a tool on a memory
dump and extracted a limited list of IP addresses that
had commumicated with the compromised system



Another digital investigator looked at the same memory
dump and used his knowledge of memory structures to
recover hundreds of additional connections that were
relevant to the investigation.

* To avoid mistakes and missed opportunities, it is
necessary to compare the results of multiple tools and to
verify important findings manually.

<% Analysis Tip
Field Interviews

Most incidents have a defining moment when malicious activity
was recognized. The more information that digital nvestigators
have about that moment, the more they can focus their forensic
analysis and increase the chances of solving the case. Simply
knowing the rough time period of the incident and knowing what
evidence of malware was observed can help digital investigators
develop a strategy for scouring memory dumps for relevant
digital evidence. Without any such background information,
forensic analysis can be like trying to find a needle i the
haystack, which can result in wasted time and lost opportunities
(e.g, relevant network logs being overwritten). Therefore, prior
to performing forensic analysis of a memory dunp, it is advisable
to gather as much information as possible about the malicious
code incident and subject system from relevant witnesses. The
Field Interview Questions inChapter 1 provide a solid
foundation of context to support a strong forensic analysis of
malware in memory.

Old School Memory Analysis



Mln addition to using specialized memory forensic tools
to interpret specific data structures, look through the data
in raw, uninterpreted form for information that is not
extracted automatically.

P Although the memory forensic tools covered in this
chapter have advanced considerably over the past few years,
there is still a substantial amount of useful information in memory
dumps that many specialized tools do not extract automatically.
Therefore, it is generally still productive to employ “old school”
memory analysis, which was essentially limited to a manual
review of the memory dump, keyword searching, file carving,
and use of text extraction utilities such as the strings command
(with Unicode support). These old school techniques can
uncover remnants of activities or data that may be related to
malicious code, including but not limited to the following:

* File fragments such as Web pages and Word documents
1o longer present on disk

» Commands run at the Windows command line

* Prefetch file names

» E-mail addresses and message contents

* URLSs, including search engine queries

* Filenames and even full MFT entries of deleted files

« IP packets, including payload

Unexpected information can be found in memory dumps
such as intruder’s commands and commumications that are not
saved elsewhere on the computer, making a manual review
necessary in every case.

P For instance, in a case ivolving the ZeuS Trojan
program, entire HTTP GETs and POSTs are visible along with
the entire encrypted data sections of the commumications as
shown in Figure 2.1, a benefit particularly when network traffic
was not previouslv cantured 2
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PMemory dumps can also capture command and
control activities such as instructions executed by the
attacker and portions of network communications
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associated with an attack. Figure 2.2 shows an example of

an IP packet and payload captured in a target memory

dump.
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0263E000 0O
0263B010 0S5
02638020 | 9D
0263B030 FF
0263B040 72
0263E050 20
0263B060 | BE
0263B070 | 74

IP packet in memory with source IP address
172.16.157.136 (ac 10 9d 88), destination IP 172.16.157.1
(“AC 10 9D 01”) starting at offset 0x0263B01A and payload
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b 1t is often desirable to extract certain files froma memory

dump for firther analysis.

* One approach to extracting executables and other types
of files for further analysis is to employ file carving tools
such as Foremost and Scalpel to run on the full memory
dump or on extracted memory regions relating to a
specific process (Figure 2.3).

% foremost -i <memory dump> -o memory-carve -t all

Carving rmm)rywith foremost

Ei\volatilicy=E1\Pythonis\pyehon volatil
B T s

¥ pencan =f FUTo-memory-20070904.dd

ro s er s exited rom Remarks
o o OXOO544640 OXO0E3IT00 Idle
664 593 200T-00-09 18:12:2% Ex0104ab50 0x03FAI000 caras, exe
1082 18312100 Cx0I04CHIN 0x08s13000 logonui,exe
552 18:12423 OX0106£788 0w02E2EO00 amas. e
1204 18:17:32 Gx01160al0 090016900 h
4 OX0IZ1E020 0XxO003IO00
] Cx01eTZE40 0x00CIID00
136 18312139 Gx0Z0cd7d1 OxOLE49200 pecvicen.ens
748 18112129 F007-09-09 18117150 OX0ZIS1668 0X0SEB9000 savedusp.exs
1808 2007-59-09 18:19:56 002667420 0x0VIOED00 dd.mxn
620 20 -09 181121 OXOIOEOBS0 0x04eS£000 winlogon.exe
756 2007-09-09 18:12:29 Ox05683d28 Dx0SE6£000 1sns
920 007-09-09 18:12134 Gx0Scoidal 0xO6I0R000 ibepmave.axe
936 2007-09-09 18112134 OX06ZEDAED TXO6I9TO00 swchast.exe
1080 2007-59-09 18:12:34 Ox063d46AD QROBAETO00 wrehan
1228 2007-08-03 14112136 GEOEBE0NI0 OxO6aecOD0 pvchant.exe
1260 2007-09-09 18112136 OX06cB07IE 0x06ce5000 svchont.exe
1852 007-509-08 COTEONAAN 0xOTSAEO00 spaclav.exe
1608 0909 Cx0Tdaecil 007494000 QCOREVC, EXE
o 1007-09-99 Ox0Te26BS0 020TEELO00 skls.exe
a2 2007-08-08 i Ox3ided000 oxplorer .axe
12 0303 0x03837000 Igfxtray.ene
280 1007-69-09 Cx09BE2IE0 Ox0IELEI00 hkerd, exe
636 -09 18113108 Gx039datal 0x09a4a000 LTSMASG, exe
(] 2007-09-09 18113108 OX0SALLIEN 0x0IBEZO0D tpiserv.ene
404 2007-88-09 101413 Cx0PaEBACE GxSa2Tal00 weauclt,oxe
1024 ox0301fdal 0x09bAID00 Tundlliz.exs
1236 Gxdbeselal 000 fedD00 Qetray.ene
o0 CEROEAGAZI OROISEID00 TEHENGE, oxe
arz OXOPLOS020 0XD9TT4000 cod.exs
1286 41E 2007-99-09 18:13:08 Gx0PLEBEAD DxOACHIO00 dicad,
0 412 2007-09-09 18113130 OxDalOfbel 030019000 skl.exs
976 413 2007-09-09 18113116 OxObe3SARE 0x02CILI00 mama

Volatility psscan option carving EPROCESS




structures out o1 a memory dump

« The results of file carving can be more comprehensive
than the more surgical file extraction methods used by
specialized memory forensic tools.

* However, current file carving tools only salvage
contiguous data, whereas the contents of physical
memory may be fragmented. Therefore, the executables
that are salvaged using this method may be incomplete.

P Even when sophisticated memory forensic tools are
available, digital nvestigators benefit from spending some time
looking through readable text in a memory dump or process
memory dump.

» When clues such as IP addresses are available from other
aspects of a digital nvestigation, keyword searching is
another efficient approach to locating specific information
of interest.

* Given the widespread use of Unicode by the Windows
operating system, it is critical to use a tool that can
extract Unicode strings, such as the strings utility
available from Microsoft.

Investigative Considerations

« These old school approaches to extracting information
from memory dumps do not provide surrounding
context. For instance, the time associated with a URL or
IP packet will not be displayed automatically, and may
not be available at all. For this reason, it is important to
combine the results of old school analysis with those of

enecialized memnrv forencic fonkk o ohtan 2 mare
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conplete understanding of activities pertaining to a
malware incident.

* Although memory forensic tools provide a mechanism to
perform precise extracton of executables by
reconstructing memory structures, there can be a benefit
to using file carving tools such as Foremost and Scalpel.
File carving generally extracts a variety of file fragments
that might include graphics files, reviewed document
fragments showing an intruder’s collection interest, and
data that may have been stolen.

How Windows Memory Forensic Tools
Work

P Understanding the underlying operations that memory forensic
tools perform can help you select the right tool for a specific task
and assess the accuracy and completeness of results.

* Some tools will only list active processes, whereas others
will scan for all executive process (EPROCESS)
structures.

* Some tools only extract certain areas of process memory,
whereas others can extract related nformation from the
pagefile as well as the executable associated with a
process.

* Some tools will detect memory injection and hooking
correctly, whereas others will identify such features
incorrectly (false positive) or not at all (false negative).

* Additional details about how memory forensic tools work
are provided in the Malware Forensics text.



Investigative Considerations

 Although many memory forensic tools can be used
without understanding the operations that the tool uses to
mterpret data structures n memory, a lack of
understanding will limit your ability to analyze relevant
information and will make it more difficult to assess the
completeness and accuracy of the information.
Therefore, it is important for digital nvestigators to
become familiar with data structures in memory.

Windows Memory Forensic Tools

MChoose the tool(s) that are most suitable for the type of
memory analysis you are going to perform. Whenever
Jfeasible, use multiple tools and compare their results for
completeness and accuracy.

P Different memory forensic tools have different features
and may only support specific versions of Windows. Therefore,
it is necessary to be familiar with the strengths and weaknesses
of muiltiple memory forensic tools. The types of information that
most memory forensic tools provide are summarized in the
following list.

* Processes and threads
* Modules and libraries

* Open files and sockets
* Various data structures

P P “a 'R AT . 1
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extracting executables and process memory, detecting memory
injection and hooking, recovering Registry values and MFT
entries, and extracting URLs and e-mail addresses. Commercial
forensic tools such as FTK and EnCase have adapted to include
memory analysis capabilities. These and other malware forensic
tools are discussed further in the Tool Box section at the end of
this chapter.

Investigative Considerations

e Memory forensic tools are in the early stages of
development and may contain bugs and other limitations
that can result in missed information. To increase the
chance that you will notice any errors introduced by an
analysis tool, whenever feasible, compare the output of a
memory forensic tool with that of another tool as well as
volatile data collected from the live system.

Processes and Threads

MObtain as much information as possible relating to
processes and associated threads, including hidden and
terminated processes, and analyze the details to determine
which processes relate to malware.

P When a system is running malware, information (what,
where, when, how) about the processes and threads is generally
going to be significant in several ways.

» What processes are hidden or injected in memory may be
of interest, and where they are located in memory or on



disk may be noteworthy.

» When they were executed can provide useful clues, and
how they are being executed may be relevant.

e Deleted processes may also be important in an
mvestigation. To begin with, a comparison of processes
visible through the operating system with all EPROCESS
structures that exist in memory can reveal deleted and
hidden processes.

Command-line Memory Analysis Utilities

» The Volatility psscan plug-in scans a memory dump for
the signature of an EPROCESS data structure to
provide a list of active, exited, and hidden processes.
The following output shows the psscan option being
used to carve EPROCESS structures out of a memory
dump from the FUTo rootkit scenario in Malware

Forensics (Figure 2.4).31*
» Comparing the output of the psscan output with a list of
running processes (e.g., using Volatility ps1ist option)
can reveal discrepancies caused by malware, or may
reveal anomalies that relate to the behavior of malware.
The psdiff Volatility plug-in automatically perforns this
comparison. In this example, two processes, “skls.exe”
and “sklexe,” that were not displayed in the pslist
output are visible in the psscan output (shown in bold in
Figure 2.4) with a process ID of zero that is generally
reserved for the Windows system Idle process.
« The setting of the process identifier (PID) to zero is an

artifact of the FUTo rootkit, making it difficult for digital

forensic tools to reference the hidden processes by PID.

Th adAdvaca thia cAhallanaa tanle crinh ac Valatik: hava
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added the ability to run analysis on a process by the
location (offset) of the EPROCESS structure in the
memory dump as shown here for the hidden “skls.exe”
process to list loaded DLLs associated with this hidden

process (Figure 2.5).

velatility dlllist -o 0x07026b50 -f FUTo-memory-20070%09.dd

Using the Volatility d1111ist option

» Another approach to finding hidden processes is to
extract process details from the Windows ‘csrss”
process as demonstrated by the csrpsilist Volatility

plug-in (Figure 2.6)2

Ex\Volatility>E:\Python25\python volatility csrpslist -f FUTe-memory-20070909.dd

Hame Pid Pslist Hndls RootList
skl.exe L} o 1 o
rundll132.exe 1024 1 1 0
dirxd.exe 1284 1 1 [
savedump.exe 748 1 ] [
dd. exe 1808 o 7 o
CHEEST.OXE 664 1 o Q
wuauclt.exe @04 1 1 0
hkemd . exe 280 1 1 o
System 4 1 1] (1]
explorer.exe 412 1 1 [
ibmpmsve . exe 928 1 1 o
spoolsv.exe 1452 1 1 a
winlogon.exe (1 1 1 a
helix.exe 1204 1 1 Q
avchost .exe 1080 1 1 1
lzass.exe 756 1 1 a
tpdserv.exe az8 1 1 1]
QCONSVC.EXE 1604 1 1 a
TPHEMGR . exe 1100 1 1 0
svchost.exe 1228 1 1 o
MEMEGS . BXE 976 1 1 (1]
Qotray.exe 1236 1 1 o
amss.exe 592 1 (] 1
services.exe 736 1 1 o
LTSMMSG. exe 656 1 1 L]
svchost.exe 958 1 1 a
svchost.exe 1260 1 1 o
cmd . exe 372 a 1 o
igfxtray.exe 632 1 1 o



Results of parsing a memory dump with the
csrpslist plug—in

* The output of this plug-in is provided below for the FUTo
rootkit example, with a zero in the second colunmn when
a process was not present in the psiist output (e.g,
sklexe). Unfortunately, this list does not show the
“skls.exe” process found using psscan.

* Another free command-line tool is Memoryze from
Mandiant. The command-line options for this tool are
summarized in the Tool Box section at the end of this
chapter. A sample command line is provided here that
extracts processes and associated ports from a memory

dunmp (Figure 2.7).

D:\Memoryze>process.bat —input <memory dump> -ports true -output E:\tools

Processing a memory dunyp file with Memoryze

* The output from Memoryze is in XML format and can be
viewed in raw form or using any XML viewer or using

the AuditViewer program described next.2

P The threads associated with a given process identified
can also be examined to provide additional information about a
malware incident.

* The thrdscan and thrdscan2 plug—ins n Vo]aﬁ]jty will
carve and display all of the ETHREAD structures it can
find in a memory dunp.

» Looking for threads that have a PID that was not
disnlaved in the orocess list mav uncover hidden



processes. The orphanthreads Vo]alj]ity plug—in
attempts to find such hidden processes n memory

dumps.

‘5( Additional command-line utilities such as PTFinder to
extract process and thread details from physical memory dumps
are discussed in the Tool Box section at the end of this chapter.

GUI-based Memory Analysis Tools

e A number of tools have been developed to facilitate
forensic analysis of Windows memory. These tools can
be particularly useful for detecting artifacts of malware in
memory such as memory injection. Although Memoryze
is a command-line utility, it can be configured and run,
and its output can be viewed using a GUI program
named AuditViewer. Figure 2.8 shows one of the
configuration screens in AuditViewer used to configure

Memoryze.

» Figure 2.9 shows processes and associated details
viewed using AuditViewer, focusing on the “sklexe”
process mentioned previously that was hidden using the
FUTo rootkit.

» Tabs within AuditViewer provide easy access to the
information that Memoryze extracts associated with each
process and driver including files, Registry keys, and
open ports.

* In addition, certain features n a memory dump that
commonly relate to malware such as memory injection
will be highlighted in red in the Memoryze results as
detailed in the Dissecting Windows Process Memory
section toward the end of this chapter.
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AuditViewer showing output of Memoryze

P Another GUI tool for examining memory is HBGary
Responder,© as shown in Figure 2.10, which lists processes and

associated details.
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HBGary Responder used to list processes and
associated metadata

« This tool provides various details relating to processes
and drivers, and can be used to perform keyword
searches within a memory dump.

« For an additional cost, advanced features are available as
add-ons to this tool such as integrated
debugging/disassemmbly and automated detection of
features commonly found i malware (called Digital



DNA or DDNA)Z

« This tool can also be used to associate ports with a
particular process as shown in Figure 2.11 with the same
“sklexe” processes selected, revealing that it has port
1900 open.
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174 PRl HBGary used to list ports associated with a
particular process

Relational Reconstruction
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be fruitfil to perform a relational reconstruction, depicting the
parent and child relationships between processes as shown in the
following section.

« For instance, malware will sometimes exploit a system
vulnerability and cause a system process to launch a
command shell

« The Metasploit penetration testing framework® has an
option to launch a remote command shell after exploiting
vulnerability in the Windows Local Security Authority
Subsystem Service (LSASS).

« Figure 2.12 shows how this looks in memory using the
Hacker Defender scenario from the Malware Forensics
text,2 with the “lsass.exe” process launching Metasploit,
which in turn launched the program “UMGR32.exe” that
turns out to be Back Orifice.
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Graphical depiction of relationship between
processes in the Hacker Defender rootkit scenario

P Another anomaly to look for in this type of relational
reconstruction is a user process that is the parent of what
resembles a system process.

* Because malware attempts to blend in with the legitimate
processes on a system, digital investigators might see the
“cmd.exe” process spawning a process named
“Isass.exe” to resemble the legitimate Windows LSASS
process.

« Conversely, suspicious activities can be found by looking
for system processes spawning an unknown process or
executable that is usually only started by a user.

 For instance, the ZeuS Trojan program is commonly
mjected into the “svchost.exe” process and, therefore,
any remotely executed commands appear to be

spawned by the “svchost.exe’” process 10

Investigative Considerations
» Some legtimate processes such as AntiVirus and other

security tools can have characteristics that are commonty
associated with malware. Therefore, it is advisable to



determine which processes are authorized to run on the
subject system However, intruders may assign their
malware the same namre as these legitimate processes to
misdirect digital investigators. Therefore, do not dismiss
seemingly legitimate processes simply because they have
a familiar name. Take the time to examine the details of a
seemingly legitimate process before excluding it from
further analysis.

X Analysis Tip
Temporal and Relational Analysis

Analysis techniques from other forensic disciplines can be
applied to malware forensics to provide insights into evidence
and associated actions. In memory analysis the most common
form of temporal analysis is a time line and the most common
form of relational analysis is a process tree diagram. A time line
and process tree diagram should be created i all cases to
determine whether any processes were started substantially later
than standard system processes, or whether there are unusual
relationships between processes as previously discussed. The full
path of an executable and any files that a process has open may
also provide clues that lead to malware. Digital nvestigators
should look for other creative ways to analyze date-time stamps
and relationships found in memory not just for processes but for
all data structures.

Modules and Libraries

[ZIExtract details associated with modules (aka drivers)
and libraries in memorv. and analvze them to determine



which relate to malware.

P Malware may create drivers or load libraries to perform
core functions such as concealment and keylogging. Therefore, in
addition to processes and threads, it is important to examine
drivers and libraries that are loaded on a Windows system.

Memory Analysis Utilities

* The Vo]atility modules and modscan2 p]ug-ins pI‘OVidC a
list of modules running on a system, and the driverscan
plug-in searches memory for specific driver objects.

« For exanple, Figure 2.13 shows a list of loaded modules
extracted flom memory using the Volatility modules
option, with the module named ‘nsdirectx.sys”
associated with the FUTo rootkit highlighted in bold.

Er\>volatility modules -f FUTo-memory-20070909.dd
<cut for brevity>
APPNC:\WINDOWS \system32\wind2k.sys 0x00bLB00000 0x1bBO00 wind2k. Eys
AFIAC:\WINDOWS\syatem32h h .Bys Ox00£0] ano g.8Y8
\SystemRoot\System32\drivers\dxg.sys OxDObffS0000 0x011000 dxg.sys
‘\SystemRoot\Systemi2\driversidxgthk.sys 0x00£f9c4e000 0x001000 dxgthk.sys
‘\SystemRoot\System3Z\ialmdnt5.d1l Ox00bE£9bE0O0 0x015000 ialmdnt5.dll
‘\SystemRoot\System3iZiialmdev5.DLL 0x00bf9cd000 02017000 ialmdevs.DLL
\SystemRoot\System3Z\ialmddS.DLL Ox00bf9ed000 0x04b000 ialmdds.DLL
\SystemRoot\Eystemi2idriversiafd.sys Ox00f07a3000 0x020000 afd.sys
‘\SystemRoot\System32\DRIVERS\irda.ays Ox00£376B000 0x00e000 irda.sys
\SystemRoot'\Sysetem3Z\DRIVERS \ndisuie.ays 0x00£f0E1b000 Ox003000 ndisuio.sys
\SystemRoot\System32\DRIVERS\mrxdav.sys 0x00£0570000 0Ox02b000 mrxdav.sys
\SystemRoot\Systemd2\Drivers\ParVdm.S5¥5 0x00£9a30000 0x002000 ParVdm.5¥S
\SystesRoot'\System32\DRIVERS\srv.sys 0x00£0407000 0x051000 srv.sys
\system32\drivers\sy d sys Ox00£05db000 0x00f000 sysaudio.sys
\Systozﬁoat\systchZ\dnvots\wdmaud +5y8 0x00E02c0000 0x014000 wdmaud.sys
REEAN-PE £ E73) directx.sys dizects.sys
\SystesRoot\system3Z\drivers\knixer.sys 0x00efeBl000 0x027000 kmixer.sys
‘\SystemRoot\System3Z\ATMFD.DLL Ox00bffal0o0d 0x043000 ATMFD.DLL
\SystemRoot\System32\DRIVERS\ohcill%4.sys 0x00ef£d0000 0x00e000 ohcili9d.sys
\SystemRoot\System3I2ADRIVERS\1394BUS. 5¥5 0x00£05bb000 0x00d4000 1394BUS.S¥YS
‘\SystemRoot\System3Z\DRIVERS \nic13%94.sys 0x00f0050000 Ox00e000 nicl3f94.sys
‘\SystemRoot\System32\DRIVERS \arpl3®4.sys 0x00eff10000 0x00e000 arplldd.sys
\SystemRoot\Syetem3Z\DRIVERS \sbpZport.sys Ox00eff40000 0x00a000 sbplport.sys
\SystemRoot\System3Z\Drivers\Fastfat.5¥5 0x00efelf000 0x024000 Fastfat.5YS




A portion of Volatility output when used to fist
loaded modules (aka drivers)

« If there is a chance that a module is hidden or exited, the
modscan2 option may be more effective.

e Once a module of interest is identified, the executable
contents can be extracted to a file for firther analysis

usmgthe moddump Vo]atﬂityphlg—inﬂ

» The d111ist option of Volatility can be used to list the
dynamic link libraries (DLLs) for each process.

« In the FUTo scenario of the Malware Forensics text,
listing DLLs reveals that a component of KeylLogger
named ‘kls.dI” (shown in bold inFigure 2.14) is
attached to two running processes: “explorer.exe’” and
“helix.exe.”12

explorer.exe pid: 412

command line : C:\WINDOWS\Explorer.EXE

Base Size Path

0x1000000 0x£7000 C:\WINDOWS\Explorer.EXE
Ox77E50000 O0xa9000 C:\WINDOWS\System32inedll.dll
0x77e60000 Oxe5000 C:\WINDOWS\system32\kerneld2.dll
<cut for brevitys

0x10000000 0x14000 C:\PROGRA-INThinkPad\UTILIT-1\pwImonit.dll
0x73dd0000 0x£2000 C:\WINDOWS\System32\MFC42.DLL
076400000 0x1£fb000 C:\WINDOWS\System32\msi.dll
0xd20000 0xe000 C:\Program Files\KeyLogger\kls.dll
0x74b80000 0xE2000 C:\WINDOWS\System3I2\printui.dll
0x73000000 0x23000 C:\WINDOWS\Systemd2\WINSPOOL.DRV
0x74ae0000 0x7000 C:\WINDOWS\Systeml2\CFGMGR3Z.d1l
0271620000 0x11000 C:\WINDOWS\systemd2\MPR.dll
0x75£60000 026000 C:\WINDOWS\System32\drprov.dll
0x71c10000 0xd000 C:\WINDOWS\System32\ntlanman.dll
0x75970000 0x£1000 C:\WIHDOWS\System3Z\HMSGINA.d11l
0x1£7b0000 0x31000 C:\WINDOWS\System32\0ODBC32.d11
0x763b0000 0x45000 C:\WINDOWS\systemiZ'\comdlg32.dll
0x1£850000 Ox16000 C:\WINDOWS\System32\odbcint.dll
0x1a£0000 O0x36000 C:\WINDOWS\System32\igfxpph.dll
0x1b30000 0x1d000 C:\WINDOWS'\System32\hceutils.DLL
0x72410000 0x19000 C:\WINDOWS\System32\mydocs.dll
B e L
helix.exe pid: 1204

Command line : Di\helix.exe

Base Size Path

0x400000 0x29d4000 Dilhelix.exe

0=77TE50000 0xa%000 C:\WINDOWS\System32intdll.dll
Ox77e60000 Oxe5000 C:\WINDOWS\systemi2\kernel32.dll
0xT6R40000 0x2c000 C:\WINDOWS\Svstem32\WINMM.d1l



0x77d40000 0xBd000 C:\WINDOWS\systemd2\USER3Z2.d11l
<cut for brevity>

0x71c80000 0x6000 C:\
0x75£70000 0x9000 C
0x75970000 0x£1000

IHDOWS \Systemd2 \NETRAP.d11
INDOWS\System32\davclnt.dll
WINDOWS\System32\MSGINA.d11
0x1£7b0000 0x31000 WINDOWS\Systemd2\0DBCI2.d11
0x1£3850000 0x16000 WINDOWS\System32\odbcint.dll
0x23e0000 0xe000 C:\Program Files\KeyLoggerikls.dll

A portion of Volatility output when used to list
dynamic link libraries

« The fact that KeyLogger was attached to the “helix.exe”
process demonstrates the potential of malware
undermining incident response tools and the potential
notification of the intruder if the keylog is sent that the
response has occurred. A specific DLL can be extracted
from a memory dump using the d11dump Volatility plug-
in.

* Memoryze has an option to list all libraries associated
with each process, and provides two batch scripts
named DriverSearch.bat and DriverWalkList.bat that
can be used to list drivers.

* The results of running the DriverSearch.bat on the FUTo
memory dump are in Figure 2.15, providing details for
the “msdirectx.sys” module used by the FUTo rootkit.
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Mandiant's Auditviewer used to st drivers
including a rootkit module

« Similarly, HBGary Responder lists drivers and loaded
libraries, enabling digital investigators to drill down into a

specific object to obtain more details as shown in Figure
2.16.

HBGary Responder used to list drivers and libraries

* Note that the exanple in Figure 2.16 does not have the

DDNA feature enabled and does not show the
automated severity checks for each object in memory.

Investigative Considerations:



* In some cases, it is necessary to understand the function
of a certain library to determine whether it is normal or
not. For exanple, knowing that “wsock32” provides
network connectivity (e.g., wsock32) finctions should
raise a red flag when it is being called by a program that
does not require network access.

Open Files and Sockets

MReview open files and sockets in an effort to find items
associated with malware such as configuration logs,
keystroke logs, and network connections.

P The files and sockets that are being accessed by each
process can provide insight into their operation on an infected
system. A Trojan horse program or rootkit may have its
configuration file open, a keylogger may have a log file to store
captured keystrokes, and a piece of matware designed to search
a disk for Personally Identifiable Information (PII) or Protected
Health Information (PHI) may have various files open that
contain social security numbers, credit card numbers, and other
sensitive data.

Memory Analysis Utilities

* The files option in Volatility can be used to show the
files that are being accessed by each process. In Figure
2.17, the files that a particular process has open are
listed and include files with sensitive data that are



relevant to the mvestigation (shown m bold).

Er\>volatility files -p 536 =f DFRWS201 dech k=1 ¥ yoimg
<cut for brevity>

File ‘Documents and Settings\kremember‘My Documents‘Lab_data_secret

File ‘Documents and Settings'\kremember‘\My
Documents\Lab_data_secret\animal feed_additives.pdf

File

\WINDOWS\WinSx5\xB6 Microsoft.VCHO.CRT 1fcEb3b%alelBelb B8.0.50727.762 x-
wi_6b12B700

File

\WINBOWS\WinSx5\xB6_Microsoft.VCED.CRT 1fcBbibdalelBeldb _B.0.50727.762 x-
wa_Eb12ETO0

File

AWINDOWS\WinSx5\x86_Microsoft.VCE0.CRT_1fcBblb%alelBeldb 8.0.50727.762 x-
wwW_6b12ET00

File

\WINDOWS\WinSx8\xB6_Microsoft.VCEO.CRT_1fcBbib%alelBedb B.0.50727.762_x-
ww_6bl12E700

File \Documents and Settings‘\kremember‘Application Data\Adcbe\Acrobat\9.®
File ‘\Program Files\Adobe\Reader 9.0%\Resocurce\CMap

File \Program Files'\Adobe\Reader 9.0\Resource\Font

File ‘Program Files\Adobe\Reader 9.0\Resource‘\CMap

File \Documents and Settings‘\kremember'\My
Documents'\Lab_data_secret\animal growth_snhancers.pdf

Parsing a target memory dump with the Volatility
files option

P In many cases it is desirable to associate processes
running on a compromised system with activities observed on the
network.

* The most common approach to making this association is
to determine which port(s) each process is using and
look for those ports in the associated network activities.

« Information about open ports and the associated process
can be extracted fiom a memory dump using the
Volatility commands seen in Figure 2.18.

E:\Volatility>E:\Python25\python volatility sockets -f <memory_dump>
E:\Volatility>E:\Python25\python volatility socksecan -f <memory dusp>



Volatility commands to open ports and associated
processes

* The sockets output lists active open ports whereas the
sockscan output lists all recoverable port information,
including for those that have been closed.

« Ifthere are any network connections in memory that were
associated with a particular port of interest, these can be
extracted using  the connections and connscan2
Volatility plug-ins.

« For instance, connections associated with the ZeuS
Trojan activities were recovered from a memory dump
as shown inFigure 2.19, even after the network
connections were closed and did not appear in the active
connections.

E:\»volatility connscan? -f zeus-memory.mem

Local Address Remote Address Pid
192.168.40.11:1058 192.168.40.30:80 868
192.16E.40.11:1061 192.168.40.30:B0 268

Usingthe connscan2 phlg—iIl

P Memoryze can also be used to list open files with the
handles option, as shown in Figure 2.20.

E:\Memoryze>process.bat =input memory-file.mem -handles true -sutput

E:\tools

|t (W1, Parsing a target memory dump for open files with
Menoryze
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AuditViewer as shown in Figure 2.21 with open files lists

on the right.

Enumerated Handes | memary Sectors | uts | stngs | Ports |
Fles | Diectories | Processes | Regetry Keys | semaphores | Mutants | Events | sectons |

OBINR0TA  WINDOWSWWInSaS s _Micremeft, Windows. Comman-Controls_S50S64144cel 14 _6.0.2600

GeBlfaSBIE  Sfoani
OwB21ce120L  iniogorepc
OniZ3sedbSl  Yeiniogorrpc

Start Teme: 2000-10-2
SecurtylD: 5-1-5-18

OBIAIf20L  ‘Program FlesTiindows NT \Acoessories

OxBloeadElL  WINDDWE BrstemIZimu00 )
Progras

GB221aTA0L  Program Fles\uerox iramia

GuBIfELGSAL  WINDOWS \system3Zimu0427

OB adatraty.
OxB20e3ZR  WINDOWS erstemdlimua 0406

Open files associated with ZeuS malware extracted
using Memoryze viewed with AuditViewer

« This example shows the main ZeuS Trojan executable file
“sdra64.exe” within the winlogon.exe process, along
with associated configuration files (user.ds and local.ds)
and a reference to “AVIRA,” which is common for this

malware.

Various Data Structures



Mlnteipret data structures in memory that have a known

Jformat such as Event logs, Registry entries, MFT entries,
command history, and other details that can provide
additional context relating to the installation and
activities associated with malicious code.

P Malware can create impressions and leave trace
evidence on computers, as described inChapter 6, which
provide digital investigators with important clues for
reconstructing associated malicious activities.

e Such impressions and trace evidence created on a
computer system by malicious code may be found in
menory even after the artifacts are concealed on or
removed from the computer.

« For instance, an Event log entry, file name, or Registry
entry relating to malware may remain in memory along
with associated metadata after the actual file is deleted or
when it is hidden from the operating system.

* Memory forensic tools are being developed to interpret
an increasing number of such data structures.

P Any data structure that exists on a computer system may
be found in memory.

For instance, file system information is generally cached in
menory, potentially providing digital investigators with clues
relating to malware and associated activities.

Event Logs

P It may be possible to recover Windows Event Log records in
a target memory dump that shows activities relating to malware,
even after they have been deleted from the log file.



« Rather than interpreting this type of data structure
manually, it is generally desirable to use an automated
approach to locate and interpret all such entries in a
memory dump. File carving techniques can be used for
this purpose Murphey. R. (2007). Automated Windows
event log forensics in DFRWS2007 proceedings
(Available online at
www.dfiws.org/2007/proceedi 92- hey.pdf).

Master File Table

P Figure 2.22 illustrates an MFT entry in a target memory dump
that shows all metadata associated with a file that relates to an
mvestigation into potentially unauthorized access to and theft of
sensitive data.

O02493F0 |00 00 00 00 00 00 00 00 G0 00 00 00 00 00 00 00
00249400 | 46 49 4C 45 30 00 03 00 &4 54 48 04 00 00 00 00 FILED dTH
00249410 |01 00 02 00 33 00 01 00 E0 01 00 00 00 D4 00 00 E
00243420 |00 00 00 00 00 00 0O 00 05 00 00 00 79 3C 00 00 ¥
00249430 |03 00 00 00 00 00 00 00 10 00 00 00 &0 00 00 00 .
00249440 |00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 00 H
Q0249450 | F2 95 EE 2B CO 32 CB 01 BA €3 7B 65 €9 32 CB 01 s1keA2E t{eBIE
B0249460 | BA ©3 7B 65 CF 32 €B 01 BA €3 7B 65 C9 32 CB 01 tR{eE2E vX(efIE
D0243470 | 20 00 GO0 00 00 00 OO0 00 20 0O 00 00 00 0O 00 08

00249480 |00 00 00 00 8D 01 00 00 @0 00 00 00 90 00 0O OO 1
00249490 |00 00 G0 00 00 00 00 00 30 00 00 00 78 00 00 00 0 =
00249440 |00 00 00 00 00 00 03 00 SA 00 00 00 I8 00 01 00 z

00249480 | OC 36 00 00 00 00 01 00 F2 95 BE 2B CO 32 CB 01| & alEehZE
0024940 | B €3 7B 65 C% 32 CB 01 BA €3 78 65 C9 32 CB 01| *Q{ef2E vR{ef2E P
00243400 | BA €3 7B 65 C3 32 CB 01 00 00 00 00 00 00 00 00 vK{e£zE 25045
DO24F4E0 |00 00 00 00 OO0 00 00 00 20 00 00 00 @0 00 00 00
O02494F0 | OC 02 4C 00 41 00 42 00 SF 00 44 00 41 00 7E 00 LAB
00249500 | 31 00 2E 00 4C 00 4E 00 4B 00 72 00 &5 00 T4 00 1 LM
00249510 | 30 00 GO0 00 80 00 00 00 00 0O 00 00 00 00 02 00 0 )
00249520 | 68 00 00 00 18 00 01 00 OC 36 00 00 0 00 01 00 h 3
00249530 | F2 95 BE 28 C0 32 CB 01 BA ©3 78 £5 €9 32 CB 01 | s4keh2E *K({ef2E
Q0249540 | BA C3 7B 65 C3 32 CB 01 Bk €3 7B 65 C9 32 CB 01 | tX{=E2E "X{eEIE
00249550 |00 00 00 00 00 00 OO0 00 ©0 00 00 00 00 00 00 00

00249560 | 20 00 00 00 00 00 00 00 13 01 &C 00 €1 00 62 00 Lab
00249570 | SF 00 64 00 €1 00 74 00 E1 00 SF 00 7300 6500 _data_se
Q0249580 |63 00 72 00 65 00 74 00 EOD SC OO LE Q0 4B 0D e xeot L WK
00249590 | B0 00 00 00 4% 00 00 00 ©1 00 00 00 Q0 OO0 04 00| 4 R

Q0249540 |00 Q0 00 00 00 00 00 00 OO0 00 00 00 @0 00 00 00

002495B0 | 40 00 00 00 00 00 00 00 OO0 10 00 €0 G0 0O 00 00 &

G02495C0 | F4 02 00 00 00 00 00 00 F4 02 00 00 G0 00 00 00 & &
00249500 | 21 01 85 35 00 00 01 00 FF FF FF FF 82 79 47 111 48 ¥iyivG

NIZ49SE0 |00 00 00 00 00 00 00 00 @0 00 00 00 A0 00 00 O



Ao ®% MFT Entry in memory dump viewed in X-Ways 13

» The NTFS FILE Record template within X-Ways (under
the View — Tenplate Manager menu option) can be
applied to an MFT entry found in memory to interpret all
of the attributes, including the area on disk that contains
the file contents.

» Rather than interpreting this type of data structure
manually, it is generally desirable to use an automated
approach to locate and interpret all such entries in a

memory dump.
An EnScript was developed to enable EnCase to extract
MET entries from memory dumps automatica .ﬂﬁt

Services

P Volatility can be used to extract a list of services from memory
using the svcscan plug-in, which can be useful when malware is
installed as a service. The following portion of svcscan output
from the FUTo rootkit exanmple shows a keylogger program
installed as a services (Figure 2.23; shown in bold).

E:\>volatility svescan —f FUTo-memory-20070909.dd
185 0x438 Shell#WDetection SERVICE_RUNNING

C:\WINDOWS\System32\svchost.exe =k netsves Shell Hardware Detection
SERVICE_WIN32_ SHARE_PROCESS

150 Simbad SERVICE_STOPFED

simbad SERVICE_KERNEL DRIVER

191 smwedm SERVICE_RUNNING \Driver\smedm
smwdm SERVICE_KERNEL DRIVER

192 Sparrow SERVICE_STOPPED

Beanemn SEDUTAR VRDNET ROTURD
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183 splitter SERVICE_STOPPED
Microseft Herael Audie Splitter SERVICE KERMEL DRIVER

1594 Ox5ac  Spooler SERVICE_RUNNING
©: \WINDOWS\system3Z\spoolsv.exe Print Spooler
SERVICE_WIN32_OWN_PROCESS | SERVICE_INTERACTIVE_PROCESS

195 0%654  SpyKey :_RUNNING C:\Prog
Files\SpyKeyL skls.exe Spy-Keylogg SERVICE_WIN32_OWN_PROCESS
196 sz SERVICE_RUNNING

\FileSystem\sr System Restore Filter Driver SERVICE_FILE_SYSTEM_DRIVER

187 0x438 sraervice SERVICE_RUNNING
C:\WINDOWS\Syatem32‘\svchost.exe -k netswvcs System Restore Service
SERVICE WIN32_SHARE_PROCESS

198 srv SERVICE_STOPFED
Srv SERVICE_FILE SYSTEM_DRIVER
199 Oxdec  SSDESRV SERVICE_RUNHING

C:\WINDOWS\Syatem3Z'svchost.exe -k LocalService SSDP Discovery Service
SERVICE_WINI2 SHARE PROCESS

200 stisve SERVICE_STOPPED
Windows Image Acquisition (WIA) SERVICE WIN32_SHARE PROCESS

201 awenum SERVICE_RUNNING ‘\Driver‘swenum
Software Bus Driver SERVICE KERNEL DRIVER

202 swmidi SERVICE_STOPPED
Microsoft Fernel GS Wavetable Synthesizer SERVICE FKERNEL DRIVER

203 SwPrv SERVICE_STOFFED
M5 Software Shadow Copy Provider SERVICE WIN3Z OWH PROCESS

The Volatility svcscan plug-in

Registry Entries

P Registry entries can provide context for malware running on a
conputer, directing digital investigators to important information
such as encryption keys stored in the Registry and used by the
malware to obfuscate network traffic.

* The regobjkeys Volatility plug-in prints Registry keys that
are stored in memory.



* By defautlt, this plug-in may not recover all Registry keys,
particularly when malware is involved and is manipulating
memory.

« For instance, the default regobjkeys output for the FUTo
exanple does not include Registry keys associated with
the hidden processes. These keys can be extracted using
the regobjkeys plug-in by specifying the offset of the
associated EPROCESS structure in memory as shown in
Figure 2.24 for the hidden skl.exe process.

E:\>volatility regobjkeys —o 0x0al0fbed -f FUTo-memory-20070909.dd
Pid: 0

Key MACHINE

Eey USER\5=1=5=-21-3495054330~-2650B05779=3784137826=-1005

Koy USER\5-1-5-21-3495054330-2650805779-2784137826-1005_CLASSES
Key MACHINE\SYSTEM\CONTROLSETD01\CONTROL\NLS \LOCALE

Key MACHIREYSYSTEM\CONTROLSETO01\CONTROLANLS\LOCALE\ALTERNATE SORTS
Key MACHINEN\SYSTEM\CONTROLSET001\CONTROL\NLS \LANGUAGE GROUPS

The Vo]atility regobjkeys plug—in

* A more comprehensive view of Registry information in
memory can be extracted by looking for all Registry
hives n a memory dump using the hivelist and
hivescan Volatility plug-ins as shown in Figure 2.25.

E:l>volatility hivelist -f DFRWS2010-Rodeo\k-remember-system-mesory.img
Address Hame

OXELESB008 ‘\Device\HarddiskVolumel\Documents and Settings\kremember\Local
Settings\Application Data\Microsoft\Windows\UsrClass.dat

OXE15CBAES \Device‘\HarddiskVeolumel\Documents and
Settings‘\kremember\NTUSER.DAT

O0XE193B278 \Device\HarddiskVolumel\Documents and
Settings\LocalService\Local Settings\Application
Data‘\Microsoft\Windows\UsrClass.dat

OXE1937168 \Device\HarddiskVelumel\Documents and
Settings\LocalService\NTUSER.DAT

OXE1914578 ‘\Device\HarddiskVolumel'Documents and
Settinga\NetworkService\Local Settings‘\Application
Data‘\Microsoft\Windows\UsrClass.dat

OXE190D008 \Device\HarddiskVolumel\Documents and
Settings\NetworkService \NTUSER.DAT

OXE1613B60 \Devxce\liarddl.skvolumel\wIRDUWS\systanZ\confzg\sof!.wn:e
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OXE15CD6BE ‘\Device\HarddiskvVolumel\WINDOWS\system3Z\config\SAM
OXE160F930 ‘\Device\HarddiskVolumel\WINDOWS\system32\config\SECURITY
OXE13BAYDE [no name]

OXE1018388 ‘\Device\HarddiskVolumel\WINDOWS\system3Z\config\system
OXEL1008B60  [no name]

OX806T0A0C. [no name]

Using the hivelist plug-in to parse Registry
artifacts from a memory dump

* A listing of the contents of a particular Registry hive with
associated last written date-time stamps can be
extracted using the hivedump Volatility plug-in.

« For instance, part of the output for a target User hive,
“kremember,” in the memory dunp is displayed in Figure

Er'»volatility hivedusp —o OXE1SCBAES —f k-remember-system-memory.img
Last Written Key
2010-08-02 22:21:32 \$$SPROTO.HIV\Eoftwar i £t Windows\5hell

2010-08-02 22:21:32 \$$SPROTO.HIV\Software\Microsoft\Windows\ShelllBagMRy
2010-08-02 22:21:32 \$SSPROTO.HIV\Software\Microsoft\Windows'\Shell\Bags
2010-08-02 22:21:32 \§$$5PROTO.HIV\Software\Microsoft\Windows\Shell\Baga'l
2010-08-02 22:21:32

A\SS§SPROTO, HIVA Sof tware\Microsoft\Windows'\Shell\Bags\1\Desktop
2010-08-02 22:07:28 \$$SPROTO.HIV\Software\Microsoft \Windows'\ShellXeRoan
2010-08-03 05:11:53

ASESPROTO. HIVA Software\Microsoft\Windows\ShellNoRoam' BaghRU

2010-08-03 03:58:25

AS$SPROTO. HIV) Sof tware\Microsoft\Windows\ShellNoRoan' BagHRU\D

2010-08-03 05114146

%$$$PROTO. HIV\ Sof tware\Microsoft\Windows\ShellNoRcan\ BagMRU\0\0
2010-08-03 03:58:25

ASSSPROTO.HIVA Sof tware\Microsoft\Windows\ShellNoRoam\ BaghHRUNDNOAD
2010-08-03 03156125

\$$$PROTO. HIVh Sof tware\Microsof t\Windowa\Shel1NoRoam' BagMRUY 000N D
2010-08-03 03:58:26

ASFSPROTO. HIVA Sof tware \Microsof t\Windows \ShellNoRoam\ BaghRUN OGN OAD
2010-08-03 03:58:26

A\$SEPROTO. HIV\ Sof tware\Microsoft\Windows \ShellNoRoam' BaghRU\ 0040 040N 0
2010-08-03 05:11:53

\EFSPROTO. HIV\ Sof tware\ Microsoft\Windows \ShellNoRoam' BaghHRUN0M\OA L
2010=08=03 05:11:53

\S$SPROTO. HIVh Software\Micresoft\Windows\ShellNoRoan' BagHRULDAOY 1D
2010-08-03 05:11:53

\$$$PROTO. HIVY Sof tware\Microsof t\Windows \ShellNoRcam\ BagHRUND A0 L 1\040
2010-08-03 05:11:53

\§$SPROTO. HIV Software\Microsoft\Windows\ShellNoRoan' BagHRUL0\04 1404040
2010-08-03 05:08: 28

\$$SPROTO. HIVA Sof tware\Micresof t\Windows \ShellNoRoam\ BagHRU\ L



Extracting a target User hive with the hivedump
plug-in

* Information about a specific Registry can be extracted
using the printkey plug-in, but to extract the contents of
Registry values in memory using Volatility it is necessary
to use the RegRipper plug-in12 The offset in memory of
each memory hive is shown in the hivelist output in
Figure 2.26 and is provided as input to RegRipper along
with the memory dump as shown in Figure 2.27.

perl rip.pl -r DFRWS2010-Rodes/k ¥ ¥.imgR0xE1ISCBAES ~£
ntuser
<cut for brevity>
Software\Microsoft\Office\1l.0\Excel\Recent Files
LastWrite Time Tue Aug 3 05:10:45 2010 (UTC)

Filel -> Ct and Settingaik: My
Documents\accounting722.xls

Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\ dog
LastWrite Time Tue Aug 3 05:04:44 2010 (UTC)
MRUListEx = 1,0,4294967295

1 = Cl5.doc

0 = LLamarcid - proprietary.doc

4294967295 =

Software\Microsoft \Windows\CurrentVersion\Explorer\RecentDocs\ .pdf
LastWrite Time Tue Aug 3 05:05:27 2010 (UTC)
MRULigtEx = 0,1,4294967295

0 = animal_growth_enhancers.pdf

1 = animal_feed additives.pdf

4294967295 =

Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\ .xls
LastWrite Time Tue Aug 3 05:10:52 2010 (UTC)
MRUListEx = 0,4294967295

0 = accounting72Z.xls

4294967295 =

Software‘\Microsoft\Windows\CurrentVersion\Explorer\RecentDoes) . zip
LastWrite Time Tue Aug 3 05:07:47 2010 (UTC)
MRUListEx = §,4294967295

0 = accounting722.xls.zip

4294967295 =

Software\Microsoft \Windows\CurrentVersion\Explorer\RecantDocs \Folder
LastWrite Time Tue Aug 3 05:07:47 2010 (UTC)
MRUListEx = 1,0,4294967295
1 = Downloads
0 = Lab_data_secret
4294967295 =
=cut for brevity>



Extracting a target User hive with the hivedump
plug-in

* HBGary Responder also extracts Registry-related
information from memory dumps as shown in Figure
228

Registry entries associated with a specific process
displayed by HBGary Responder Pro

Investigative Considerations

« Data structures in memory may be incomplete and should
be verified using other sources of information. At the
same time, even if there is only a partial data structure, it
can contain leads that direct digital investigators to useful
information on the file system that might help support a
conclusion. For instance, if only a partial MFT entry is

rornvarahla finm a momnro diman it v cantain a
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partial file name and date-time stamps that help focus a
forensic examination.

* Not all data structures in memory can be interpreted by
memory forensic tools automatically. Old school
methods discussed at the beginning of this chapter may
reveal additional details that can provide context for
malware. In addition, through experimentation and
research it may be possible to determine the format of a
specific data structure located in a memory durp.

X Analysis Tip
Exploring Data Structures

In addition to Windows operating system data structures such as
Registry and MFT entries, any application can have unique data
structures in memory. Therefore, the variety of data structures in
memory is limited only by the prograns that have been used on
the system including peer-to-peer programs and instant
messaging clients. Digital investigators need to keep this in mind
when dealing with applications and may need to conduct
research to interpret data structures that are relevant to their
specific case. The most effective approach to learning how to
interpret data structures is through application of the scientific
method, conducting controlled experiments as demonstrated in
Casey and Stevens (DFRWS, 2010).

Dumping Windows Process Memory

In many cases, when examining a specific process of interest, it
will be poss1ble to extract the necessary information from a

PO JRSSUEURE S BN T DS IUBEEE R § SUNS
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certain situations it will be desirable to acquire memory related to
a specific process running on a live system This section
addresses both needs.

MExtract malicious executable files and associated
data in memory for further analysis.

P When there is a specific process that you are interested
in analyzing, there are two areas of memory that are necessary to
acquire: the executable and the area of memory used by the
process to store data. Both of these areas of memory can be
extracted from a memory dump using memory forensic tools.

Recovering Executable Files

P When a suspicious process has been identified on a subject
system, it is often desirable to extract the associated executable
code from a memory dump for further analysis. As
straightforward as this might seem, it can be difficult to recover a
conplete executable file froma memory dump. To begin with, an
executable changes when it is running in memory, so it is
generally not possible to recover the executable file exactly as it
would exist on disk. Pages associated with an executable can
also be swapped to disk, in which case those pages will not be
present in the memory dump. Furthermore, malware attempts to
obfuscate itself, making it more difficult to obtain information
about its structure and contents. With these caveats in mind, the
most basic process of recovering an executable is as follows:

1. Read process environment block (PEB) structure to
determine the address where the executable begins.

2.Go to the start of the executable and read the PE
header.

3. Interoret the PE header to determine the location and



size of the various sections of the executable.

4 .Extract the pages associated with each section
referenced in the PE header, and combine them into a
single file.

The Malware Forensics text describes this process i
detail 10 Fortunately, memory forensic tools such as Volatility,
Menoryze, and HBGary Responder automate this process and
can save the executable associated with a given process or
module to a file. For instance, the procexedump option of
Volatility saves the executable associated with a process while
the procmemdump extracts an executable as a memory sample.
Other memory forensic tools have a comparable capability.
Memoryze provides scripts named ProcessDD.bat and
DriverDD.bat to facilitate the extraction of executables and
memory regions associated with processes and drivers.

€% Analysis Tip
Running AntiVirus on Extracted Executables

Digital investigators can run multiple AntiVirus programs on
executables extracted from memory dumps to determine whether
they contain known malware. Although this can result in false
positives, it provides a quick focus for firther analysis.

Recovering Process Memory

P In addition to obtaining metadata and executable code
associated with a malicious process, it is generally desirable to
extract all data in memory associated with that process.
Conceptually, the process of extracting all memory pages
associated with a particular process is simple.



* Sequentially read the entries in the Page Directory and
associated Page Tables, and extract the data in each
4096-byte page.

* The memory of a particular process can be dumped using
the memdmp option in Volatility (formerly named usrdmp in
earlier versions).

» However, some tools rely on a unique PID to reference
processes and, therefore, cannot be used to dunp the
memory associated with the “skP” and “skls” processes
shown earlier, which both have a PID of zero.

e Other memory forensic tools for dumping process
memory rely on the physical location of the EPROCESS
block, and can extract the necessary information about
the location of data in order to extract the memory
contents for a particular process. For instance, in
Volatility, version 1.3, all of the commands related to
processes can have the process object specified as a
physical offset.

Investigative Considerations

* Shared memory areas may contain data relating to other
processes. Therefore, it is advisable to seek
corroborating clues before concluding that certain data is
related to the malware being analyzed.

» Most memory forensic tools can include data stored in the
pagefile, which may provide additional information when
extracting memory associated with a given process.

* In addition to acquiring and parsing the full memory
contents of a running system to identify artifacts of
malicious code activity, it is also recommended that the



digital mvestigator capture the individual process memory
of specific processes that are running on the system for
later analysis. Although it may seem redundant to collect
information that is already preserved in a full memory
capture, having the process memory of a piece of
malware in a separate file will facilitate analysis,
particularly if memory forensic tools have difficulty
parsing the full memory capture. Moreover, using
nultiple tools to extract and examine the same
information can give added assurance that the results are
accurate, or can reveal discrepancies that highlight
malware finctionality and weaknesses in a particular
tool.

Extracting Process Memory on Live Systems

P In some cases it may be desirable to acquire the memory of a
specific process on a live system. This can apply to a computer
that is the subject of an ivestigation, or to a test computer that is
being used to examine a piece of malicious code. In such cases,
there are various utilities that can be run on a live system to
capture process memory, including pmdump,lZ RAPIERS
Process Dunper, and the Microsoft User Mode Process

Dunper (userdump),12 as shown in Figure 2.29.

E:\WinIR\ProcessDumping\>userdump.exe 1936 e:\WinIR\Process
DumpinghResults\ 1936 .dmp

User Hode Process Dumper (Version 8.1.2929.4)

Copyright (e) Micresoft Corp. All rights reserved.

Dumping process 1936 (tywv.exe) to
e \WinIR\ProcesaDumping\Resulte’\ 1936.dmp
The process was dumped successfully.

TTEPEEY Nimnine cnicione nracess “Can” with teandimn
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Dissecting Windows Process Memory

[ZIDelve into the specific arrangements of data in memory
to find malicious code and to recover specific details
pertaining to the configuration and operation of malware
on the subject system.

P When there is a specific process that you are interested
in analyzing, there are various things you will want to look for,
including;

» Command-line arguments

* [P addresses

* Hostnames

» Passphrases and encryption keys associated with
malicious code

P Some of this information can be found by extracting
strings or performing keyword searches. Volatility can be used
to extract strings from an entire memory dump or a specific
process for further analysis.

HBGary Responder can be used to perform keyword
searches for both ASCII and Unicode, presenting any search
hits in the context of which process or module they were found.
Figure 2.30 shows the results of a keyword search for “sploit”
on a target memory dump file, revealing 8 keyword hits in
several processes.




AESF 1A 00 CF IF 14
A9 AT A 5430 51 T
A% 5 3 33 FE 43 58

oanarTo 3 00 08 90 00 01
arnnrre 46 ST 58 52 AT 43 48

Keyword search results for sploit using HBGary
Responder

P Some tools look for specific keywords in memory
automatically when initially processing a memory dump in an
effort to recover potentially useful information such as
passwords. For instance, Figure 2.31 shows the Keys and
Passwords recovery feature of HBGary Responder displaying
the password from the Hacker Defender rootkit.
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Responder showing password associated with rootkit extracted

from memory dump

P Some memory forensic tools can provide additional
insights into memory that are specifically designed for malware
forensics.

* As more malware uses concealment techniques such as
ijection and hooking, memory forensic tools are being
developed to detect new concealment methods.

e Attempts to detect specific malware concealment
techniques have been codified in tools such as

Memoryze, HBGary Responder, and Volatility plug-ins.

P Some Volatility plug-ins have been developed to look for
concealment techniques commonly used by matware.

« These plug—ins include apihooks, driverirp, ssdt_ex,
and ma1find. 2

* A portion of output ffom the ma1find plug-in relating to
the ZeuS Trojan is provided in Figure 2.32, listing and
extracting portions of memory that may be related to
malware.

svchost .exe 868 O0x00AAD000 OxOOABEFFF Vads L] 24
(MM_EXECUTE_UNKNOWN)

Dumped to: /malfind-zeus/svehost.exe.23acd58.00aa0000-00ab6fff . dmp
0x00a20000 4d Sa 90 00 03 00 00 00 04 OO0 OO0 OO0 £f ££ 00 0O MZ
Ox00aal010 b8 00 00 00 00 OO OO0 0O 40 00 00 OO 0O OO OO 0O
Ox00aalin2o 00 00 00 00 00 00 00 00 0O OO0 OO0 OO 0O OO 00 6O
0x00aa0030 00 00 00 00 00 00 OO OO0 OO OO0 00 OO0 00 0L 00 0O .
Ox00aa0040 Oe 1f ba Oe 00 b4 09 cd 12 b8 01 4c cd 21 54 6B L.!Th is
0x00aa0050 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f program cannot
0x00aal060 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 ke run in DOS
0x00a20070 6d 6f 64 65 2e 0d 0Od Oa 24 00 00 00 0D OO0 OO0 OO mode. .. Seeeen

0x03450000 0x0346FFFF Vads [ 24

-

svchost.exe 86
(MM_EXECUTE_UNKNOWN)

Dumped to: /malfind-zeus/svehost.exe.23ac458.03450000-0346E££F. dmp
Ox03450000 01 00 00 00 00 00 OO0 00 50 44 £7 02 00 20 45 03
0x03450010 00 00 00 00 00 00 00 00 e0 1f OO0 OO 0O OO 00 OO
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0x03450030 00 00 00 00 00 00 OO0 00 0O 0O OO0 OO 00 0O OO0 0O
0x03450040 00 00 00 00 00 0O OO OO0 OO OO0 01 B3 00 OO 00 OO
0x03450050 00 00 00 00 00 00 00 00 0O 00 OO0 DO 0D OO OO0 OO
0x03450060 00 00 00 00 40 00 45 03 00 14 01 12 00 00 OO0 0O
0x03450070 00 00 00 00 00 00 OO 0O OO OO0 OO0 00 00 0O 00 00
Disassembly:

Ox03450000 add [eax],eax

0x03450002 add [eax],al

0x03450004 add [eax],al

0x03450006  add [eax],al

0x03450008 push eax

0x03450009 inc esp

0x0345000a  test dword [edx],0x3452000

0x03450010  add [eax],al

Ox03450012 add [eax],al

Ox03450014 add [eax],al

0x03450016  add [eax],al

Ox03450018 loopne 0x3450021

0x0345001a add [eax],al

0x0345001c  add [eax],al

0x0345000e  add [eax],al

|3tqh (pARY) Parsing memory with the Volatility ma1find plug-in

« The output of these Volatility plug-ins is not as focused or
intuitive as memory forensic tools such as Memoryze or
HBGary Responder.

* Furthermore, these plug-ins and others that attempt to
detect concealment techniques in memory often result in
many false positives.

Therefore, the output of these tools should be treated as a
starting point for digital investigators rather than a final answer
relating to matware. Other tools and techniques should be
employed to validate the results of the plug-ins.

P Memoryze has several finctions for detecting injected
code and hooks in memory dumps, all of which can be enabled
using the AuditViewer program.

e Figure 2.33 shows a suspicious memory section
highlighted by AuditViewer that is associated with the
Trojan horse program Back Orifice.
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AuditViewer showing suspicious memory sections
associated with the Back Orifice Trojan horse program
highlighted

* Memoryze (using the AuditViewer front end) has strong
memory injection detection capabilities as shown in
Figure 2.34, identifying an injected memory section in the
“Excel.exe” process, highlighted.




Identifying memory injection with AuditViewer

* Although Memoryze is a powerful tool for detecting
potential concealment techniques i memory, the
supporting documentation is careful to point out that not
all concealment techniques will be detected using the
automated tool. This again demonstrates the importance
in malware forensics of utilizing multiple analysis tools
and performng a comprehensive reconstruction
(temporal, relational, and fimctional, as discussed earlier
in this chapter) to ensure that a more conplete
understanding of the malware is obtained.

e Figure 2.35 shows HBGary Responder examining a
system infected with the ZeuS Trojan, which makes
extensive use of process injection. Potentially malicious
objects in memory are highlighted and given a severity
score in an effort to help digital nvestigators focus on
areas of greatest potential concern.

“® Responder Professional Edition: e1

Ele  Yew Plon Opions  Help
Report | Objects | Tewebne | Canvas | Bnary: local_soecute.mem | Digital DA Sorign

:® & @ @ 0@ p»
Dighal DNA Secquerce | Harme Process Hame Severty v |%
| 1) 0058 6R 00 AE... Mermonymod-pe-Dx00bS0000-000. . svehit o T o
] 0054 BADDAE... memarymod-pe-0AO0ES0000-0x00. . vmacthip ek T L
) 00%A & 00 AE. .. 4 .. swchost (] £33
<) COSABADDAE... memorymod-pe-DxI0BS0000-0:00... svthost.exe 1k 633
_| DOSA 6A D0 AE.... memorymod-pe-000d0000-0x00.., TRALLOCORnECt & T
| O T e e ] <ok com e —
) D0SABADOAE... memorymod-pe-TrO2e000N0-0n2.., FTE Imager.exe T 3.3
| 00SA 6400 AE.. yevod-p- L] (L 5.3
| 005ABADORE... mmwnd-pe CDIFE0000-001.... vmbooksd exe L] 6.3
1) O0SA SA BB AL, . memonymod-pe- .. slgowe [T 6.3

Processes with code mjected by the ZeuS Trojan
viewed using HBGary Responder



« Figure 2.36 provides additional details about a specific
module that HBGary Responder has rated as suspicious
because of its ability to inject code into other processes.

Suspicious Module: memorymod-pe-0x00aal000-0x00ab7000

SUSPICIOUS MODULE - “svchost.exe” - ymaod:p

OnO0abTO00"

REASOM{S):

= Click here to see technical details
« The string ' CeeateRemoreTheead' was found in the madule

" memor ywod-pe-0x00aal000-0x00ab7000". The program has the

ability to inject code into ather processes. This is highly suspicious.

The string was found at offset 00002964 from the start of the

rriodule.

[HIGH_DDHA_SCORE = 63.3356]

The string ' OpenProcessToken' was found in the module

memOry pe: b7000". The program has the
abflity to inject code into ather processes. This is highly suspicious.

The string was found at offset 00002204 from the start of the

rriodule.

+ The string ' OpenProceas' was found in the moduls ' memor ymod-
pe-0x00aa0000-0x00ab7000" The program has the ability to
inject code into other processes. This is highly susplcious. The string
was found at offset D0D0ZEBO from the start of the maduls.

Portions of HBGary Responder report of

suspicious module injected into svchost.exe process

» Tools such as HBGary DDNA automatically extract
some characteristics of executable code that can be
useful for malware forensics.

* For instance, Figure 2.37 shows the traits extracted by
DDNA for a malicious process. However, this approach
can result in a false positive and generally requires
additional analysis by a skilled digital investigator.
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IV PRY Traits of a mmlicious process automtically
extracted using Digital DNA (DDNA) module

X Analysis Tip
Finding the Hidden in Memory

Digital investigators should not be overly reliant on automated
methods for detecting hidden information and concealment
techniques in memory. Free and commercial tools alike cannot
detect every concealment method. As such, automated detection
methods are simply one aspect of the overall process of
examining volatile data in memory as described in Chapter 1, as
well as the comprehensive examination and reconstruction
methods discussed earlier in this chapter.

Conclusions

* As memory forensics evolves, an increasing amount of
information can be extracted from full memory dumps,



providing critical evidence and context related to
malware on a system

e The information that can be extracted fiom memory
dumps includes hidden and terminated processes, traces
of memory injection, and hooking techniques used by
malware, metadata, and memory contents associated
with specific processes, executables, and network
connections.

* In addition, impressions and trace evidence such as those
discussed i Chapter 6 may be present in memory
dumps, waiting for digital investigators to find and
interpret them.

» However, because memory forensics is in the early stage
of development, it may not be able to recover the
desired information from a memory dunp in all cases.
Therefore, it is important to take precautions to acquire
the memory contents of individual processes of interest
on the live system.

* Even when memory forensic tools can be employed in a
particular case, acquiring individual process memory
from the live system allows digital investigators to
compare the two methods to ensure they produce
consistent results.

* Furthermore, because malware can manipulate memory, it
is important to correlate critical findings with other
sources of data such as the file system, live response
data, and external sources such as logs from firewalls,
routers, and Web proxies.

d pitfalls to Avoid



Failing to Validate Your Findings

Do not rely on just one tool

MLeam the strengths and limitations of your tools through
testing and research.

MKeep inmind that tools may report false positives when
attempting to detect suspicious code.

MUse more than one tool and compare the results to
ensure that they are consistent.

M\/en'fy important findings manually by examining items
as they exist in memory, and review their surrounding

context for additional information that may have been
missed by the tools.

Failing to Understand Underlying Data Structures

Do not trust results of memory forensic tools without
verification.

MLeam the data structures that are being extracted and
mterpreted by memory forensic tools in order to validate
important findings.

MWhen a tool fails to extract certain itenms of interest,
interpret the data yourself.

MFind additional information in memory that memory
forensic tools are not currently programmed to recover.



Memory Forensics: Field Notes

Note: This document is not intended as a checklist, but rather as
a guide to increase consistency of forensic examination of
memory. When dealing with multiple memory dumps, it may be
necessary to tabulate the results of each individual examination
nto a single docurment or spreadsheet.

Organization/Company: Address:
Type: O Troan Horse DWosa OViruse
ostdent {a]] OScareware/Rogue AV DiRouikit
DlLogic Bamb DOKeylogper CIRansonware:
DOSnifer: DiOther: Ollinknerwn
System Information: I Make/Model:
Operating System: Memory Capture Method: Network State:
O Live acquisition O Connected to Intemet
‘D Hibernation mode D Connected to Intranet
D Virtual Machine (vmem) D Disconnected
 Dump
Physical Memory:
DAcquired QN Acquired |Reason]:
DDt/ Time:
QFile Name

QSHAT Value:
OTool Used.

System Details:

QDate/Time:
OIP Address:
OHuost Name,

OQ0Other:
ed Protocols:
tem Uptime:




OSystem Environment:

Users Accounts/Passphases:

_ om the system:

O User account
O User point of origi
ORemote login
Olocal login
© Duration of the login
O Shares. flt\ or other resources accessed by the user account:
ated with the user account:
attributable to the user account:
O Passphrases associated with the user account:

QUser on the system:

OUlser point of origi
ORemote login
OLocal login

O Duration of the login on:

O Shares, files, or other resources accessed by the user account:

O Pro es associated with the user account:

O Netwaork activity attributab  User account;

O Passphrases associated with the user account:

O System is connected to the network:
QI Network connections:

oOPmlmnl. @OFrotocal:
are arce
DLI)P auDe
OLocal Port: OLocal Port:
ODE ]

OStatws:

O0ther: OlOther:

OFareion Connection Address: OFareisn Connection Addres:



OProcess 1D Associated with Connection:

B OProwcol:
e
aupp

O0mer:
OForeign Connection Address:
OFureign Connection Port:
OProcess D Associated with Connection:

O0rwiocl:
aTce
oupp

DLocal Port:

OESTABLISHED
OLISTEN
ASYN_SEND
OSYN_RECEIVED
OTIME_WAIT
OOther:

DForeign Connection Address:

DForcign Conncction Port

OProcess 1D Associated with Connection:

OForeign Connee :
OProcess 1D Associated with Connection:

©0rroocal:

aTce
auvpe

OLocal Port:
ODELETED

OStams:
OESTABLISHED
OLISTEN
OSYN_SEND
OSYN_RECEIVED
OTIME_WAIT
OOther:

OForeign Connection Address:

OFaoreign Connection Pors:

OProcess 1D Associated with Connection:

@0Frotocol:
arce
aunp
OLocal Port:
ODELETED
OStatus:

OESTABLISHED
OLISTEN
OSYN_SEND
OSYN_RECEIVED
OTIME_WAIT
OOther:
OForeign Connection Address:
OFsntign Connéxtion Port:
OProcess 1D Associated with Connection

O Notable DNS Queries made from subject system:

QNetBIOS connections:
O NetBIOS Name:
O Host Address:
© Recemtly Transferred Files:

O NetBIOS Name:
O Host Address:
O Recently Transferred Files:

O NetBIOS Name:
D Host Address:
O Recently Transferred Files:

O NetBIOS Name:
O Host Address:
D Recently Transferred Files:



O NetB1OS Name: O NetBIOS Name:

O Host Address: D Host Address:
O Recently Transferred Files: O Recently Transferred Files:
QARP Cache

s Process Identified:
OTERMINATED OHIDDEN

OMemory used:
D Path 1o Associated executable file:

OMcnmn' Offset:
D Associated L
OChild Proc:

a)

OCommand-line parameters:

OF;

fandles:
a

a
a
a

‘OLoaded Modules:

oooooooooooon

DExported Modules:
o_



o
a

DProcess Memory Acquired
OFile Name:
OFile Size:
OMDS Hash Value:

D Suspicious Process Identified:
OProcess State: ITERMINATED COHIDDEN
OProcess Name:
‘OProcess Identification (PID):
OProcess Creation Time:
O Duration process has been running:
OProcess End Time:
OMemory used:
OPath to Associated executable file:

OMemory Offset:
O Associated User:
OChild Process{es):
0
u)

(=]
OCommand-line parameters:

‘OFile Handles:
m]
a)
a
a

OLoaded Modules:

oooooooooaoaon



OExported Modules:
u]

a
o

DProcess Memory Acquired
OFile Name:
OFile Size:
OMDS Hash Value:

D Suspicious Process Identified:
OProcess State: OTERMINATED OHIDDEN
OProcess Name:
‘OProcess Identification (PID):
OProcess Creation Time:
O Duration process has been running:
DOProcess End Time:
OMemory used:
DPath to Associated executable file:

DOMemory Offset:
O Associated User:
OChild Process{es):
o
u)

o
OCommand-line parameters:

‘OFile Handles:
=]
a)
a
a

OLoaded Modules:

ooooooooaooon



a
OExported Modules:
a

a
o

OProcess Memory Acquired
OFile Name:
OFile Size:
OMDS Hash Value:

D Suspicious Process Identified:
OProcess State: OTERMINATED OHIDDEN
OProcess Name:
‘OProcess Identification (PID):
DProcess Creation Time:
O Duration process has been running:
OProcess End Time:
OMemory used:
DPath to Associated executable file:

OMemory Offset:
DAssociated User:
OChild Process{es):
o
[u)

o
O Command-line parameters:

‘OFile Handles:
a
a)
a
(m]

DlLoaded Modules:

aoooooagaonon



a

a

a
DExporied Modules:

m}

a
o

OProcess Memory Acquired
OFile Name:
OFile Size:
OMDS Hash Value:

O Suspicious Process Identified:
OProcess State: OTERMINATED OHIDDEN
OProcess Name:
‘OProcess Identification (PID):
OProcess Creation Time:
O Duration process has been running:
OProcess End Time:
OMemory used:
DPath to Associated executable file:

OMemory Offset:
OAssociated User:
OChild Process{es):
a
u)

o
OCommand-line parameters:

‘OFile Handles:
a
a
a
a

OLoaded Modules:

Joooaoon
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DExported Modules:
o

a
=}

OProcess Memory Acquired
OFile Name:
OFile Size:
OMDS Hash Value:

O Suspicious Process Identified:
OProcess State: OTERMINATED OHIDDEN
OProcess Name:
‘DProcess Identification (PID):
OProcess Creation Time:
D Duration process has been ranning:
OProcess End Tims
DMemory used:
OPath to Associated executable file:

OMemory Offset;
O Associated User:
OChild Process{es):
a
=}

o
OCommand-line parameters:

‘OFile Handles:
a
a
a
a

DLoaded Modules:
a

Jjoaoono
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DExported Modules:
o

[m}
o

OProcess Memory Acquired
OOFile Mame:
OFile Size:
OMDS Hash Value:

O Notable DNS Queries made from subject system:

O Process-Child Relationship Diagram Generated

QSuspicious Port Identified:
OLocal 1P Address: . PonMumber: ___
ORemaote 1P Address: . Pont Number: ___
ORemote Host Name:
OProtocol:
It

DExecutable program associated with the process and port:
OPath to Associated Executable File:

DAssociated User:



Q Suspicious Port Identified:
Olocal IP Address: ... PortNumber:
ORemote 1P Address: ... Port Number: ___
DRemaote Host Name:
DProtocol:
OTCcP
Oune
DConnection Status:
DESTABLISHED
OLISTEN
OSYN_SEND
OSYN_RECEIVED
OTIME_WAIT

OOther:
DProcess name and 1D (PID) associated with open port:
DExccutable program associated with the process and port:
OPath to Associated Executable File:

D Associaied User:

Qi Suspicious Port Identified:

OLocal IP Address: ... Port Number: ___
ORemote 1P Add —o Port Number: __
ORemote Host Name:
OProtocol:

arce

aupe
OConnection Status:

CESTABLISHED

OLISTEN

OSYN_SEND

OSYN_RECEIVED

OTIME_WAIT

OOther:
OProcess name and 1D (PID) associated with open port:
OExecutable program associated with the process and port:
OPath to Associated Executable File:

OAssociated User:

Qi Suspicious Port Identified:
OLocal IP Address: ... Port Number: _
O Remote [P Addre: Port Number: ___
ORemote Host Name:
OProtocol:
arce
aune
OConnection Status:
CIESTABLISHED




OLISTEN

OSYN_SEND

OSYN_RECEIVED

OTIME_WAIT

OOther:
OProcess name and 1D (PID) associated with open port:
OExecutable program associated with the process and port:
OPath 1o Associated Executable File:

O Associated User:

Qi Suspicious Port Identified:

OLocal IP Address: ... Port Number: __
ORemote 1P Address: ... Port Number: __
ORemote Host Name:
DProtocol:

arce

aupe
OConnection Status:

CIESTABLISHED

CILISTEN

OSYN_SEND

OSYN_RECEIVED

OTIME_WAIT

O0ther:
OProcess name and 1D (PID) associated with open port:
OExecutable program associated with the process and port:
OPath to Associated Executable File:

OAssociated User:

Qi Suspicious Port Identified:
OLocal IP Address: ... Port Number: _
O Remote [P Addre: Port Number: ___
ORemote Host Name:
OProtocol:
arce
aOune
OCaonnection Status:
OESTA
OLISTEN
OSYN_SEND
OSYN_RECEIVED
OTIME_WAIT
OOther:
OProcess name and 1D (PID) associated with open port:
OExecutable program associated with the process and port:
OPath to Associated Executable File:

HED

Y Y



us Service Identified:
OService Name:

¢ ODisplay Name:
OStatus: OStatus:

D‘;usj:uumls Service Identified:

ORunning CIRunning
OStopped OStopped
O Starup Configuration: OSwanup Configuration:
iption: D Description
ODependencies: ODependencie
‘OExecutable Program Associated with Service: OExecutable Program Associated with Service:
{JI-\LLu!.lhlL Pm},r.:m Path: OExecutable Program Path:
DUsername associated with Service: DUsemame associated with Service:

D‘su«p-cmue Service Identified: QSuspicious Service Identified:
g OService Name:
O Display Name: ODisplay Name:
OSratus; OStatus:
ORunning ORunning
OStopped OStopped
OStarup Configuration: OStarup Configuration:
ODeseriptio ODeseriptio
ODependencies: ODependencie
DExecutable Program Associated with Service: OExecutable Program Associated with Service:
I (PIEY): OProcess 1D (PID):
D Description:

DExecutable Program Path:
OUsername associated with Service:

table Program Path:
ame associaied with Sen

QSuspicious Service Identified: QO Suspicious Service Identified:
O Service Name: OService Name:
O Display Name: W
OStatus: OStatus;
ORunning CIRunning
OStopped OSwpped
OStariup Con i OStartup Configuration:

‘ODescription: ODeseription:

O Dependencies: ODependenciss:

DExecutable Program Associated with Service: OExecutable Program Associated with Service:
Process 1D (PID): OProcess 1D (PID):

DDescription: D Description:

DExecutable Program Path: OExecutable Program Path:

D Username associated with Service: OUsername associated with Service:




i

Ql List of Installed Drivers acquired

) Suspicious Driver: ) Suspicious Driver;
OIName: :
Oocation:

OLink Date: OlLink Date:

() Suspicious Driver: O Suspicious Driver:

CLink Date:

O Suspicious Driver:

OLink Date:

1 File

Q Open File 1dentified:
OOpened Remotely/ O Opened Locally
OFile Name:
OIProcess that opened file:
OHandle Value:
OFile location on system:

O Open File Identified:
OOpened Remotely/  OOpened Locally
OFile Mame:
[m [ that opened file:
ndle Vilue:
OIFile location on system:

Q Open File Identified:



O0pened Remotely!  OOpened Locally
OIFile N

that opened file:

1 On system:

OFile locat

Q1 Open File Identified:
O Opened Remotely/ O Opened Locally
OIFile Name:
OProcess that opened file:
O Handle Value:
OIFile location on system:

Q) Open File Identified:
D Opened Remotely/ QOpened Locally
OIFile Name:
OIProcess that opened file:
OHandle :
OFile location on system:

QI Open File Identified:
O0pened Remotely/ OOpened Locally
Lame:
that opened file:
O Handle Value:
OFile location on system:

of Inters

Qcommand history extracted
O Commands of interest identificd
Oves
OnNe

O Network S s Inspected O Suspicious Share Identified
O Suspicious Share Identified Os .
1 Thara Kama-

e me:




[R— i A,
O Location: 0 Description:
O Description:
O Suspicious Share Identified O Suspicious Share Identified
e Name: O Share Name:
0 Location:
O Deseription:

O3 Deseription:

O Scheduled Tasks Examined O Suspicious Taskis)
Qrasks Scheduled on the System O ok ik
D Yes L eduled Run Time:
O No Dstatus:
DDescription:
D Suspicious Taskis) ldentified:
Oves O Task Namwe:
DScheduled Run Time:
o {m EYRTITS
ODescription

QInjection

O Suspicious Code/DLL Injection Identificd
CIName:

OlLe

AL

OIDeseription:

O Suspicious Code/DLL Injection ldemified
OIName
Diocation:
DOIDescription;



I Hooking
O Suspicious Hooking Identified
O
OlLocation:
ODescription:

O Suspicious Hooking Idemified
CIName:

o

pion:

O Suspicious Hooking Identified
OName

Artifacts to Look for on Storage Media:

Notes:

tr

O File/Folder 1dentified:
O Opened Remotely/ O Opened Locally
OFile Name:
OCreation Date stamp:
OFile location on system ipath):

OFile location on system ic

QFile/Folder 1dentified:
2 Opened Remately/ D0y
OIFile Name:
Oc
OIFile location on system {path):

n Date stamp:

OFile location an system ic

O File/Folder Identified:
O Opened Remotely/ O Opened Locally
OFile Name:



OCreation Date stamp:
OIFile location on system (path):

OFile location on system (clusters):

O File/Folder Identified:
O Opened Remotely/ QOpened Locally

ation Date stamp:
OIFile location on system (path):
DOIFile location ¢

system (clusters):

O File/Folder Identified:
O Opened Remaotely/ D Opened Locally

DIFile location on system (path):
OFile location on system (elusters)

O File/Folder 1dentified:
O Opened Remaotely/ O Opened Locally
OFile N:
OICreation Date stamp:
OFile loc

me:

ion on system (path):

OIFile location on system (clus

O Suspicious Prefetch Identified:

O Prefetch ]
D Associatedd Application:
DOEmbedded Date:
OiCreated:

OWrinen:
ORuns.

O Suspicious Prefetch Identified:
O Prefesch
D Associnted Application:
DEmbedded Date
OCreaed:
OWriten:
DORuns:




O Suspicious Prefetch Tdentified:
O Prefes Names
D Associated Application:
DEmbedded Date:
OCreated:
OWrinen:
ORuns

O Suspicious Prefetch Identified:
O Prefech File Name:
DlAssociated Application:
D Embedded Date:
O Created:
OWritien:
ORuns

O Suspicious Registry Key Identified:
O Key Name:
Oocation

Oast
Dssociated ProcessPAD:

D Associaed Network Activity
O Associated Artifacts:

O Suspicious Registry Key Ide
O Key Name:
OLocation
Chast W
O Assoxi
O Assoxis
[= EERR

ten Time:
ed Process/PID:
ed Network Activity:

Amifacts

D.\':mpiﬂ'n Registry Key Identified:
O Key Name:
DOlocation:
DLast Written Time:
DO associnied Process/PID

Dassociated Network Activity:
DO Associated Arifacts:



DOocation:

DIast Written Time:
Dassociated ProcessPID:
DAssocinted Network Activity:
DAssociated Artifacts:

DSllnpil'iuus Registry Key Identified:

Oast Written Time:
DAssociated ProceswPID:
Dlassocinted Network Activity:
D Assoe

od Artifiscts:

DSnspit—ions Registry Key Identified:
O Ke:
Docation:
D.ast Written Time:
O Associated ProcesyPID:
DAssocimed Network Activity:
Dassociated Amifacts:

Network Clue

Q1P Packet Found:
Olocal IPAddress: .., Port Number:
ORemote IP Address: Port Number:
ORemate Host Name:

Name:

OProtocal:
arce
Oupr
Q1P Packet Found:
Obocal IPAddress: .. Port Number: ___
ORemote IP Address: ... Port Number

ORemate Host Name:
OProtocol:
arce
Oupe



Q1P Packet Found:
OLocal IP Address; i Port Number: ____
ORemate IP Address: Port Number:
ORemote Host Name:
OProtocol:
aOrce
Ouoe

Q1P Packet Found:
OLocal IP Address: .,
ORemote P Address:
ORemaote Host Name:
OProtocol:

Orce
Oupe

— Port Number:
Port Number:

Q1P Packet Found:

OLocal IP Address: ... Port Number:
ORemote [P Address: . Port Numiber:
ORemote Host Name:
OProtocal:

Orce

Ouvpe

Q1P Packet Found:
OLocal IP Address: _
ORemote IP Address:
ORemaote Host Name:
OPotocol:

Orce
Ouvpr

DSuspidnus Web Site/URL/E-mail Identified:
O Name:
CDescription

O Suspicious Web Site/URL/E-mail Identified:
O Name:
ODescription

DSuspiciom; Web Site/URL/E-mail Identified:



O Name:
O Description

Q) Suspicious Web Site/URL/E-mail Identified:
D Name:
O Description

P'aY Malware Forensic Tool Box
Memory Analysis Tools for Windows Systems

In this chapter we discussed approaches to iterpreting data
structures in memory. There are a number of memory analysis
tools that you should be aware of and familiar with. In this
section, we explore these tool alternatives, often demonstrating
their fnctionality. This section can also simply be used as a “tool
quick reference” or “cheat sheet,” as there will nevitably be
times during an investigation where having an additional tool that
is useful for a particular function would be beneficial, since you
may have little time to conduct research for or regarding the
tool(s). It is important to perform your own testing and validation
of these tools to ensure that they work as expected in your
environment and for your specific needs.

Name: EnCase EnScripts

Author/-Distributor; Guidance Software

Available From: hutp:/fwww_ guidancesoftware.com/

Description: Memory analysis capabilities have been developed for EnCase using EnScripts.
These are currently mai ed at hipsifeci.cocolog-nifty.com/blog/ and have some basic
functions similar to Volatility. The output of the PsScan component of the Memory Forensic
EnSeript is shown in the following figure:
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Name: MemoryzelAuditViewer

Author/Tistributor: Mandiant

Available From: hup:fwww. 11 fproductsiiree_: T /

Description: Memoryze and the associated AuditViewer are used to mlym physical memory
acquired from many versions of Windows. Several batch scripts are provided with Memoryze to facilitate
common analysis tasks.
*  Process.bat extracts details about processes, including malicious code injection.
*  DriverSearch.bat extracts details about drivers.
*  HookDetection hat looks for common hooking methods.
= DriverWalkList bat provides a linked list u.fmudulcs and drivers.
These batch seripts rely on XML configuration files and require the command-line options to be
explicity set to tree or false o produce desired results in XML format. An example of the
command line for Process.bat is provided here.

Ci\=F, bat -input E:\F kit.dmp -output E:Analysis -handles true -ports
true -sections true -injected true

Customized seripts can be creaved o perform specific combinations of analysis. Audit Viewer



provides a graphical user interface for examining the XML autput created by Memoryze as shown
in the following figure.
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Name: PTFinder

Author/Distributor: Andreas Schuster

From: hitp:/f rensi deffiles/ptiinder/

Description: mmmﬂwwummMAm&mmmlymham
dump for the signature mEPROCBSSmd mREADdalamclm No conversion between virual and
physical adc pilicomp ¢ fen/2 “mu’mdcr_ﬂ.a_m.hunu

B\ 2 -_xpap2.pl FUTC y dd
Weo. Type PID TID Time created Offset PDB Remarks

1 Proc 0 0x00544640 0x00039000 Idle

2 Proc 664 2007-09-03 18:12:25 0x0104ab50 0x03£49000 csrss.exe

3 Proc 1852 2007-09-09 18112100 Ox0104c818 0X08a13000 logonui.exe




PFroc 552 2007-09-09 18:12:23 0x0106£788 0x02£2b000 smss.exe
Proc 1204 2007-0%-09 18:17:32 0x01168al8 0x0001b000 helix.exe

Proc 736 2007-09-0% 18:12:29 0x020cd7d8 0x05649000 services.exe

4
5
6 Froc 4 0x01218020 0x00039000 System
7
8

Proc 748 2007-09-0% 18:12:29 0x02151668 0x05689000 savedump.exe
5 Proc 1B08 2007-05-09 18:19:56 Ox026c7420 0x0e306000 dd.exa

10 Proc
11 Proc
12 Proc
13 Proc
14 Eroc
15 Proc
16 Proc
17 Proc
18 Proc
19 Proc
20 Proc
21 Froc
22 Proc
23 Proc
24 Proc
25 Froc
26 Proc
27 Proc
28 Proc
29 Proc
30 Proc
31 Proc
32 Proc

688 2007-09-09 18:12:27 0x03c£0850 0x04e5£000 winlogon.exe
756 2007-05-09 18:12:29 0x05683dad 0x0566£000 lsass.exe
928 2007-09-09 18:12:34 O0x05cc9dad 0x0620B000 ibmpmsve.exe
956 2007-05-09 18:12:34 0x0626bd80 0x06295000 n\rc‘hoar..llxa
1080 18:12:34 0x06467000 h

1228 2007-09-0% 18:12:36 0x06b00020 Ox06aecl0l svchost.exe
1260 2007-09-09 18:12:36 0x06cb0728 0x06ce5000 svchost.exe
1452 2007-09-0% 18:12:38 0x07509da8 0x075a6000 spoolsv.exe
1604 2007-09-09 18:12:44 0x07daecl8 0x07d94000 QCONSVC.EXE
0 2007-09-09 18:12:45 kel

412 2007-09-09 1B:13:05 exe
632 2007-09-09 1B:13:07 Ox097B3c48 Ox09B97000 igfxtray.oxe
280 2007-09-09 18:13:08 0x098b2960 0x098£bO00 hkemd.exe
656 2007-09-09 18:13:08 exe
828 2007-09-09 18:13:08 0x09afb288 0x09b82000 tpdserv.exe
404 2007-09-09 18:14:15 Ox0e27a000 exe
1024 2007-09-09 18:13:08 0x09c3fdad Ox05ba’d0no0 ﬂmd1132 ~Exe
1236 2007-09-0% 18:13:09 0x0%cec2cl Ox09fed000 Qotray.exe
1100 2007-09-0% 18:13:09 axe
372 2007-09-09 18:19:56 0x09£05020 0x09774000 cmd.exe
1284 2007-09-0% 18:13:09 0x09£6b6ad 0x0a093000 dirx9.exe
0 2007-09-09 18:13:10 Ox0alOfbed 0x0a039000 skl.exe

976 2007-0%-09 18:13:16 Ox0bc35898 0x0c03b000 memsgs.exe
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The pmfl:wonul version of Rn:spnrldcl has same mor: ady: uncnd features for malware analysis,
of in memory dumps. The Digital DNA

(DDNA) I‘r.l[urc attempts 1o identify malicious code amtomatically based on various characteristics and
provides associated weight values.
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Chapter 3

Post-Mortem Forensics

Discovering and Extracting Malware and Associated
Artifacts from Windows Systems



Solutions in this chapter:

» Windows Forensic Analysis Overview

» Forensic Examinaton of Compromised Windows
Systens

* Malware Discovery and Extraction from Windows
Systens

* Examine Windows File System

» Examine Windows Registry

» Keyword Searching

» Forensic Reconstruction of Compromised Windows
Systens

* Advanced Malware Discovery and Extraction from a
Windows System

Introduction

If live system analysis can be considered surgery, forensic
examination of Windows systens can be considered an autopsy
of a computer impacted by malware. Trace evidence relating to
a particular piece of malware may be found in various places on
the hard drive of a compromised system, including files, Registry
entries, records in event logs, and associated date stamps. Such
trace evidence is an important part of analyzing malicious code
by providing context and additional information that help us
understand the finctionality and origin of malware.

This chapter provides a repeatable approach to conducting
forensic examinations in malware incidents by increasing the



consistency across multiple computers and enabling others to
evaluate the process and results. Employing this approach, with a
measure of critical thinking on the part of a digital investigator,
can uncover information necessary to discover how malware
was placed on the system (aka the intrusion vector), to
determine malware finctionality and its primary purpose (e.g,,
password theft, data theft, remote control) and to detect other
infected systems. This forensic examination process can be
applied to both a compromised host and a test system purposely
infected with malware in order to learn more about the behavior
of the malicious code.

Investigative Considerations

* In the past, it was relatively straightforward to uncover
traces of malware on the file system and in the Registry
of a compromised Windows computer. Recently,
attackers have been employing more anti-forensic
techniques to conceal their activities. Modern malware is
being designed to leave limited traces on the
compromised host and to misdirect forensic examiners.
A methodical approach to forensic examination, looking
carefully at the system from all perspectives, increases
the chances of uncovering footprints that the intruder
failed to hide.

Windows Forensic Analysis Overview

EA fter a forensic duplicate of a compromised system has



been acquired, employ a consistent forensic examination
approach to extract the maximum amount of information
relating to the malware incident.

P The hard drive of a Windows computer can contain
traces of malware i various places and forms, including
malicious files, Registry entries, log files, Web browser history
and remnants of installation, and execution and manipulation such
as Prefetch files and date-time tampering. Some of this
information has associated date-time stamps that can be useful
for determining when the initial compromise occurred and what
happened subsequently. The following general approach is
designed to extract the maximum amount of information related
to a malware incident:

* Search for known malware

« Survey installed prograns

« Examine prefetch

« Inspect executables

* Review auto-start

* Review scheduled jobs

« Examine logs (system logs, AntiVirus logs, Web browser
history, etc.)

* Review user accounts

« Examine file system

* Examine registry

* Restore points

 Perform keyword searches for any specific, known
details relating to a malware incident. Useful keywords
may come from other forms of analysis, including
memory forensics and analysis of the malware.

* Harvest available metadata including file system date-time
stamps, modification times of Registry entries, e-mails,
Prefetch file details and entries in Web browser history,
and Windows Event logs and other logs such those



created by AntiVirus programs. Use this miormation to
determine when the malware incident occurred and what
else was done to the system around that time, ultimately
generating a time line of potentially malicious events.

* Look for common indicators of anti-forensics including
file system date-time stamp manpulaton and log
deletion.

* Look for links to other systems that may be involved.

P These goals are provided as a guideline and not as a
checklist for performing Windows forensic analysis. No single
approach can address all situations, and some of these goals may
not apply in certain cases. In addition, the specific
implementation will depend on the tools that are used and the
type of malware nvolved. Some malware may leave traces in
novel or unexpected places on a Windows computer, including
in the Master Boot Record (MBR) or within other files.
Ultimately, the success of the investigation depends on the
abilities of the digital investigator to apply digital forensic
techniques and adapt them to new challenges.

<% Analysis Tip
Correlating Key Findings

As noted in prior chapters, knowing the time period of the
incident and knowing what evidence of malware was observed
can help digital mvestigators develop a strategy for scouring
compromised computers for relevant digital evidence. Therefore,
prior to performing forensic analysis of a compromised
computer, it is advisable to review all information from the Field
Interview Questions in Chapter 1 to avoid wasted effort and
missed opportunities. Findings from other data sources such as
memory dumps and network logs can also help focus the
forensic analysis (i.e., the compromised computer was sending



packets 10 a Kussian 1r aaaress, proviamg an Ir aaaress 1
search for in a given time frame). Similarly, the results of static
and dynamic analysis covered in later chapters can help guide
forensic analysis of a compromised computer. So, the analysis of
one malware specimen may lead to firther forensic examination
of the compromised host that uncovers additional malware that
requires further analysis; this cyclical analysis ultimately leads to a
conprehensive reconstruction of the incident. In addition, as new
traces of malicious activity are uncovered through forensic
examination of a compromised system, it is important to
document them in a manner that facilitates forensic analysis. One
effective approach is to insert new findings into a time line of
events that gradually expands as the forensic analysis proceeds.
This is particularly usefill when dealing with nuiltiple
compromised computers. By generating a single time line for all
systens, forensic amalysts are more likely to observe
relationships and gaps that need to be filled with firther analysis.

Investigative Considerations

« It is generally unrealistic to perform a blind review on
certain structures that are too large or too conplex to
analyze without some investigative leads. Therefore, it is
important to use all of the information available from
other sources to direct a forensic analysis of the
compromised  system, including interview notes,
spearfishing e-mails, volatile data, memory dumps, and
logs from the system and network.

* Most file system forensic tools do not provide full
metadata fiom an NTFS. When dealing with malware
that likely manipulated date-time stamps, it may be
necessary to extract additional attributes such as the
FILETIME details for comparison with the standard
attributes. Tools for extracting attributes from MFT



entries such as TSK and analyzeMFT are presented in

the Tool Box appendix. "5(

« It is important to look in all areas of a Windows system
where traces of malware might be found, even if a quick
look in a few common places reveals obvious signs of
infection. There may be multiple types of malware on a
computer, with more obvious signs of infection
presenting a kind of smoke screen that may distract from
more subtle signs of infection. Being thorough reduces
the risk that more subtle iterns will be overlooked.

* No one approach or tool can serve all needs in a forensic
examnation. To avoid mistakes and missed
opportunities, it is necessary to compare the results of
multiple tools, to employ different analysis techniques,
and to verify important findings manually.

[ZIIn addition to employing forensic tools, mount the
Jforensic duplicate as a logical volume to support
additional analysis.

b Although forensic tools can support sophisticated
analysis, they cannot solve every problem relating to a matware
incident. For instance, running AntiVirus software against files on
the compromised system is an important step in examining a
compromised host. Figure 3.1 shows Mountmage Pro! being
used to mount a forensic duplicate so that it is accessible as a
logical volume on the forensic examination system without

altering the original evidential data.ﬁ(
) Mounk Trnage Pro v2.44 - Evahiation Version = o=
Bl cobons el
Somunt, [ uount () vew.. [T ootoes @upome 9 vo (R
Monrted Images

[ Flas Pabion 20 |shal FiaGuchas Disin



ol I g |

lmage Detads
Flenase: [G:\Hacked Sty Lagtep Dk Image'Hacked Sony Laptop 001

Mountlmage Pro used to mount a forensic duplicate

5( Additional utilities such as FTK Imager, EnCase modules,
and Daemon Tools (www.daemon-tools.cc) for mounting a
forensic duplicate are discussed in the Tool Box section at the
end of this chapter.

Malware Discovery and Extraction from
Windows Systems

P Employing a methodical approach to examining areas of the
compromised system that are most likely to contain traces of
malware installation and use increases the chances that all traces
of a compromise will be uncovered, especially when performed
with feedback from the static and dynamic analysis covered in
Chapters 5 and 6.

Search for Known Malware



EZ[Use characteristics from known malware to scour the
file system for the same or similar items on the
compromised computer.

4

Many intruders will use easily recognizable programs

such as known rootkits, keystroke-monitoring programs,

sniffers,
psexec

and components from the PSTools package (e.g,
for starting a service renotely). There are several

approaches to locating known malware on a forensic duplicate
of a compromised computer.

Hashes: Searching a forensic duplicate of a

compromised system for hash values matching known
malware may identify other files with the same data but
different names. The hash value of the full file will only
reveal exact matches (see Figure 3.2), but an alternate
approach involves searching for hash values of smaller
parts of malware.
Ore tool that is specifically designed to detect known
malware is Gargoyle Forensic Pro (see Figure 3.3)2
This program contains a database of known malware
that is regularly updated and can be used to scan a
forensic duplicate.
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* Piecewise Hashes: A piecewise hashing tool such as
ssdeep? may reveal malware filles that are largely similar
with slight variations. Using the matching mode, with a
list of flzzy hashes of known malware, may find
specimens that are not detected with an exact hash
match or by current anti-virus definitions (e.g., when
embedded IP addresses change).

* AntiVirus: Scanning files within a forensic duplicate of a
compromised system using updated AntiVirus programs
may identify known malware. To increase the chances of



detecting malware, multiple AntiVirus prograns can be
used with any heuristic capabilities enabled. Such
scanning is commonly performed by mounting a forensic
duplicate on the examination system and configuring
AntiVirus software to scan the mounted volume as
shown in Figure 3.4 using Avira2

Avira AntiVir Premium
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Avira A/V software scaming a mounted forensic
duplicate

* In addition to scanning logical files, it can be worthwhile
to carve all executables out of unallocated space and
scan them using AntiVirus software as well, particularly
when malware has been deleted by the intruder (or by
AntiVirus software that was running on the compromised
system).

% Analysis Tip

Existing AntiVirus Logs



Given the prevalence of AntiVirus software, it is advisable to
review any logs that were created by AntiVirus software that
was ruming on the compromised system for indications of
malware that was detected and deleted as discussed in the
“Examine Logs” section later in this chapter. Many AntiVirus
prograns have Quarantine features that back up detected
malware in a specially formatted file. Some vendors provide
utilities for decoding these quarantine backup files to enable
recovery of the actual malware for analysis.

» Keywords: Searching for IRC commands and other traits
commonly seen in malware, and any characteristics that
have been uncovered during the digital investigation (e.g.,
IP addresses observed in network-level logs) may
uncover malicious files on the system.

Investigative Considerations

» Some malware is specifically designed to avoid detection
using hash values, AntiVirus signatures, or other similarity
characteristics. Therefore, the absence of evidence in an
AntiVirus scan or hash analysis should not be interpreted
as evidence that no known malware is on the system.

* Keyword searches for common characteristics n
malware can also trigger AntiVirus definition files,
resulting in false positives.

Survey Installed Programs

MReview the programs that are installed on the



compromised  system  for potentially  malicious
applications.

P Surveying the names and installation dates of programs
that were installed on the compromised computer may reveal
ones that are suspicious, as well as legitimate prograns that can
be used to gain remote access or to facilitate data theft.

« This process does not require in-depth analysis of each
program. Instead look for items that are unexpected,
questionable, or were installed around the time of the
incident.

* Folders under ‘“Program Files” show only some of the
programs that are installed on a Windows system
Subfolders under each user profile can reveal
applications installed under specific user accounts. There
are also locations in the Registry where digital
investigators look for traces of installed programs and
applications that were installed but have since been
removed from the computer, as discussed in the section
Examine Windows Registry later in this chapter.

* A malicious program may be apparent froma folder in the
file system (e.g, keyloggers, WinRAR) or fiom a
Registry  entry. Figure 3.5 shows subfolders under
Program Files on a Windows system, which include a
keylogger program
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Program Files contains SpyKeylogger

* Legttimate prograns installed on a computer can also play
a role in malware incidents. For instance, WnRAR or
remote desktop prograns (e.g., RDP, VNC) installed
on a system may be normal in certain environments, but
their availability may have enabled intruders to use them
for malicious purposes such as packaging sensitive
information before stealing it over the network2
Coordination with the victim organization can help
determine if these are legitimate typical business use
applications. Even so, keep in mind that they could be
abused/utilized by the intruder and associated log review
may be fruitfil

@2 Analysis Tip
Registry Remnants

The SOFTWARE Registry hive contains —configuration
mformation for installed applications and has a key
“Microsoft\ Windows\Current Version\App Paths” that contains a
list of executable paths for installed applications. The Windows
Registry Database (WiReD) proiect being develoned by NIST



NSRLs currently V;IOTk]'I]g ona iﬂoraly of Registr}; rermants left
by common prograns to help digital investigators determine what
programs were installed on a computer.

Examine Prefetch Files

MInspect the creation date and other attributes of
Prefetch files on the compromised system to determine
whether they relate to execution of malware.

P When malware, or any executable for that matter, is
launched on a Windows system it may generate a Prefetch file.
The creation date of a particular Prefetch file generally shows
when the associated program was first executed on the system,
and the last modified date indicates when it was most recently
executed. Tools for parsing Prefetch files include Prefetch
Parser? and WinPrefetchView. .

* In addition to providing temporal information, Prefetch
files contain information about the location of the
associated executable on the file system as well as the
number of times that the executable was run as shown in

Figure 3.6.

B AAPACE B DEVICEHARDCISIWRALMETIWINDOW. .. 1

SOCTPENS ADEVICEVMARDOISKVOULMET (WINDOW.... 14
=Gz ADEVICEVARCCISOVOULMELYWINDOW.,. 9
TR EAL WEVICEVRARCOTSVCULME I WINDOWY... 1
R DEICEHARCCIIVOUME I WINEOW.. 3

A IMTICRT. DU WDEVICEVHARCCISKVOLLME IYWINDOW, .. 11




(R TR-TE DEVICEVHARCCISIVOLLME IVWINDOWY...

"o DEVICEVMARDOISKVOLUMETIWINDOW... 12
= PRowINID. DX DEVICEYARCOTSKIDRO-0451FI0W. . &

escATac DEICEARCOIS VLM WO,

TTsoanEY S WWECEHARDCISVOMET WO, 15
TIoRTTHS S WDEVICEHARCCISEVOUME WINDOW. . 4

Elueacooe s DEVICEMARDCISKVOULMET WINDOW. .. 2

=TSR O \DEVICEMARDCISKVOUME WIDOW,.. B

S vIRSIOM.OUL DEVICEHARCOTSVOUBE T WIND0W. . 13
[2Pies, 1 Sebected MG Freewest . Witp e nin ol net

Exanple of Prefetch related to Poison Ivy malware
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Investigative Considerations

» Examining the NTOSBOOT-BOODFAAD.pf file can
help identify what is being loaded at boot time on a
Windows system

* A Prefetch file can remain on a compromised system long
after the originating executable is gone, and can be the
only remaining indication that a particular executable
existed on the system

 Keep in mind that not all actions on a Windows computer
will result in a Prefetch file being created, and that
Prefetch files may be deleted. Therefore, the lack of a
Prefetch file does not mean that a particular program
was not executed (absence of evidence is not evidence
of absence).

Inspect Executables

{ZIDetermine whether any executables on the
compromised system exhibit suspicious or unusual



characteristics that might be used to conceal their
presence.

P Attackers commonly try to make malware more difficult
to find and detect, so often digital investigators can look for
common concealment techniques by carefully inspecting
executables. This inspection can involve looking for misleading
file extensions, packed executables, and alternate data streans.

« Extension renaming: One of the simplest approaches
used to conceal executables on a Windows system is to
change the extension to something else.

* Packing: Modern malware is often encoded (aka
packed) to thwart detection and forensic analysis.

 Alternate data streans: Look for executables in an
ADS of other files or folders.

Investigative Considerations

* Reviewing every potential executable on a computer is a
time-consuming process, and an important file may be
missed in the mass of nformation. Fortunately, in many
cases, there are known time periods of interest or other
clues that focus forensic analysis and reduce the number
of files that need to be reviewed for suspicious
characteristics.

« The increase in “spearfishing attacks” that employ social
engineering to trick users to click on e-mail attachments,
combined with malware embedded in Microsoft Office
documents and Adobe PDFs as discussed in Chapter 5,
means that digital investigators need to expand searches
for malware to include objects embedded in documents
and e-mail attachments.



Inspect Services, Drivers, Auto-starting Locations, and
Scheduled Jobs

MLook Jor references to malware in the various startup
routines on the compromised system to determine how
malware managed to remain running on a Windows
system after reboots.

P To remain running after reboots, malware is usually re-
launched using some of the various startup routines on a
Windows system, including services, drivers, scheduled tasks,
and other startup locations.

* Schedule Tasks : Some modern malware uses the Task

.

.

Scheduler to periodically execute and mmaintain
persistence on the system Therefore, it is necessary to
examine scheduled jobs that are stored in the
“Windows\Tasks” folder in data files with the name of
the application and the file extension .job.

Services: It is extremely common for malware to
entrench itself within a new, unauthorized service or by
inserting itself as the ImagePath or ServiceDI for an
existing service.

Drivers: Drivers are commonly used as rootkit
components to malware packages, and may be started
via a variety of means.

AutoRun locations: Locations that Windows uses to
automatically launch an executable as the system starts
up may contain traces of malware. The AutoRuns tool
can be used to examine auto-start items as shown in
Figure 3.7, directing it to analyze a mounted forensic
image via the File -> Analyze Offline System. Items
displayed by AutoRuns that are missing or are unsigned



and do not have a publisher description may be of
interest in malware incident.
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Investigative Considerations

* Be aware that not all methods used by malware to
entrench itself on a Windows computer will be detected
by AutoRuns or similar tools. For instance, the order in
which Windows searches for dependencies may be used
to execute malware. Therefore, even if nothing unusual is
found during this inspection of auto-start locations, there
may still be persistent malware on the system.

« It may not be a simple matter to distinguish between
legitimate system processes and matware in Windows
auto-start locations. Therefore, it may be necessary to
combine multiple tools and analysis techniques. For



exanple, inspecting all changes to the file system and
Registry during the period of interest can lead digital
investigators to the pertinent file names and auto-start
entries used by malware. In addition, looking for
unsigned executables referenced in a startup routine may
reveal unauthorized code.

Examine Logs

MLook in all available log files on the compromised
system for traces of malicious execution and associated
activities such as creation of a new service.

P Log files can provide some of the most useful historical
detail relating to a malware incident, giving visibility into past
events, the sequence of activities related to an attack, and clues
about what the intruder did on the compromised system. The
logs that are available on a Windows system will depend on its
configuration and installed programs. Some of the more common
log files are summarized here with examples of their usefulness.

* Windows Event Logs: Logon events recorded in the
security event log, including logons via the network,
Remote Desktop, and Remote Authentication Services,
can reveal that malware or an intruder gained access to a
compromised System via a given account at a specific
time. Other events around the time of a malware
infection can be captured in Windows Event logs,
including the creation of a new service or new accounts
around the time of an incident. Windows Event logs can
be examined using tools such as Log Parser® and Event
Log Explorer? as shown in Figure 3.8 with the ability to
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about Log Parser and its flexibility is available in
Microsoft Log Parser Toolkit fiom Syngress. 1

& Untitled ELX - Event Log Explorer F =10 x|

ifle Tree Wew Evert Window Hebp
e B TR RO M8

system.evex (17 |

H | Fitered: showing 91 of 56972 event(s) @ J
\Type ‘Date: | Tine: Event |Source -
i Error 0412072011 H2T:46 AM 7026 Service Control Manager
| @) Error O420/2001  9:04:24 AM 7026 Service Control Manager
i Error o417j2011 F:02:40 AM 7026 Service Contrel Manager
0 Error WISIZO! 1 %:25:03 AM 7026 Service Cortrol My\aw

n Error wmzo: 1 12:57:45 PM 7030 Service Control Mmr

(Y

E F! Followang boot-start or system-start driver(s) faded to load:
Jarv

Windows System Event log being examined using
Event Log Explorer, filtering on errors associated with services
(Event IDs 7026 and 7030)

* Web browser history: The records of Web browsing
history on a compromised computer can reveal access to
malicious Web sites and subsequent download of
malware. In addition, some malware leaves traces in the
Web browser history when it spreads to other machines
on the network.

* Desktop firewall logs: Windows firewall and other
desktop security programs may be configured to record
access attempts and other activities on the compromised
system

* AntiVirus logs: When a Windows system is




compromised, AntiVirus software may detect and even
block malicious activities. Such events will be recorded
ina proprietary log file with associated date-time stamps,
and any quarantined itens may still be stored by the
AntiVirus software in a holding area.

* Dr Watson: The Dr Watson log, located
“Drwtsn32.log,” can contain information about programs
that crashed and produced debug information. When Dr.
Watson traps a crashing program, it can create a file
named “User.dmp” containing memory contents from the
crash, which may provide additional information.

Investigative Considerations

* Log files can reveal comnections from other systens that
provide links to other systems on the network that may
be compromised.

e It is common to extract Windows event logs from a
forensic duplicate for examination. However, message
details that were unique to the compromised system may
not be available when performing this type of analysis.
Therefore, it may be necessary to reconstruct the event
details or review specific log entries of interest on a
resuscitated clone of the compromised system as
discussed i the “Forensic Reconstruction of
Compromised Windows Systens” section later i this
chapter.

¢ Windows event logs may be deleted in a malware
incident, requiring a search of unallocated space for
important entries.

X Analysis Tip



Domain Controller Security Event Logs

In some enterprise environments domain controllers are relied on
for security logging, so local security event logging is disabled on
the Windows computers that are part of the domain. In addition,

DNS logs from a domain controller can be extrenmely important
when tracking beacons to DNS host names. Given the volume of
event logs on domain controllers, there may be a retention period
of just a foew days and digital nvestigators must preserve those

logs quickly or risk losing this information.

Review User Accounts and Logon Activities

MVeriﬁ; that all accounts used to access the system are
legitimate accounts and determine when these accounts
were used to log onto the compromised system.

P Look for the unauthorized creation of new accounts on
the compromised system, accounts with no passwords, or
existing accounts added to Administrator groups.

* Unauthorized account creation: This is identified by
unusual names or accounts created in close proximity to
known unauthorized events.

* Administrator groups: It is advisable to check for user
accounts that are not supposed to be in local or domain
level administrator groups.

* Weak passwords: In some situations it may be
necessary to look for accounts with no passwords or
easily guessed passwords. A variety of tools are
designed for this purpose, including PRTK, 1L John the
Ripperl2 and Cain & Abell3 Rainbow tables are
created by precomputing the hash representation of



passwords and creating a lookup table to accelerate the
process of checking for weak passwords.

Investigative Considerations

« Failed logon attempts can be important when repeated
efforts were made to guess the passwords.

X Analysis Tip
Correlation with Logons

Combine a review of user accounts with a review of Windows
Security Event Logs on the system to determine logon times,
dates of account creation, and other activities related to user
account activity on the compromised system This can reveal
unauthorized access, including logons via Remote Desktop.

Examine Windows File System

{ZIExplore the file system for traces left by malware.

P File system data structures can provide substantial
amounts of information related to a malware incident, including
the timing of events and the actual content of matware. However,
malware is increasingly being designed to thwart file system
analysis. Some malware alters date-time stamps on malicious
files to make it more difficult to find them with time line analysis.
Other malware is designed to download modular components
from the Internet and only store them in memory to minimize the
amount of data stored in the file system To deal with such anti-

fhrancin tachnimiac  # ic nacaccarms tn nav carafiill attantinn tn



IUALOR WIS, 1 I ILLeStEy U iy LOEUI QUL W
time line analysis of file system date-time stamps and to files
stored in common locations where malware might be found 14

* Search for file types that attackers commonly use to
aggregate and exfilrate information. For exanple, if
RAR files are not commonly used in the victim
environment, searching for .RAR file extensions and
headers may reveal activities related to the intrusion.

* Time line analysis is one of the most powerful techniques
for organizing and analyzing file system information.
Comnbining date-time stamps of malware-related files
and systemrrelated files such as link files and Prefetch
files can lead to an illuminating reconstruction of events
surounding a malware incident, including the nitial
vector of attack and subsequent entrenchment and data
theft.

* Review the contents of the ‘YsystemrootYo\system32”
folder for files with date-time stamps around the time of
the incident, or executables not associated with
Windows or any known application (hash analysis can
assist in this type of review to exclude known files).

» When one piece of malware is found in a particular folder
(e.g, C\WINNT\ava, or a Tenp folder), an inspection
of other files i that folder may reveal additional
malware.

* Shadow Volumes on Windows Vista and 7 can contain
copies of files that have since been deleted from the file
system

Investigative Considerations

* Although it is becoming more common for Standard
Information Attribute (SIA) date-time stamps to be



modified by malware, the File Name Attribute (FNA) is
not typically updated. Therefore, discrepancies between
the SIA and FNA may indicate that date-time stamps
have been artificially manipulated.

* The NTFS journal ($LogFile) contains references to
MET records that can be found by searching for the
record header strings FILEO or FILE* (case sensitive).
Some forensic suites such as EnCase have the ability to
parse $LogFile entries.

* The increasing use of anti-forensic techniques in malware
is making it more difficult to find traces on the file system
To mitigate this challenge, use all of the information
available from other sources to direct a forensic analysis
of the file system, including memory and logs.

« It is often possible to narrow down the time period when
that malicious activity occurred on a computer, in which
case digital investigators can create a time line of events
on the system to identify malware and related
components, such as keystroke capture logs.

Examine Windows Registry

MScour Registry hives for information related to
malware and associated activities.

P Registry hives on a compromised system can contain
information directly related to the operation of malware (e.g,,
auto-start on boot, configuration parameters), and can contain
traces of activities related to malware.

o UserAssist: The UserAssist key contains a list of
prograns run by user accounts on a compromised



system that can provide details about malicious activities
along with a date-time stamp of most recent execution.
Common locations: In addition to auto-start locations,
Registry hives on a compromised system can contain
configuration information and other trace evidence
created by malware. For instance, names of files that
were created or opened in relation to the malware may
be retained in most recently used (MRU) lists and
Windows Explorer shell bags in the Registry. RegRipper
has standard templates that can be applied to common
Registry hives to extract information that is generally
useful when investigating a malware incident as shown in
Figure 3.9.

[ 1Remstry Ripper, v.2.02 = =101 =]
Bl Hep

Hers Fike [Eseshcmdisbe\DeskiopAT ergitemn Biowse

Repotfis [Tl ses\emiabe\Deskiopil enghapilem-eor be Browse

Pognfle [ -

magedev. Done
1 phagens completed vath nor

Done. i

RegRipper used to extract items from a System
Registry hive, noting errors in the process that should be
reviewed in the log file



* Temporal analysis : Search the Regstry for tems with
LastWritten date-time stamps around the time of the
incident. The RegistryViewer fiom AccessData has a
feature for finding all alteration in a Registry hive within a
specific date range as shown in Figure 3.10.

o) ety P A e £ O e 5.
s 52 L L SRR
At 52 e Pl e e
5 o o

o b e st [iwen 3]
e doe =]
 harg st s o g e ) 2 et 1 Schinet 4

o Totedbavol
# ) aokomt Sewchn [T i Ragatry |

..
|
]

EBEEETBUL
gponomonon

it

¥

E

Registry Viewer used to search for all iterms in the
Software Registry hive on a specific date

Restore Points

P Some versions of Windows make routine backups of Registry
hives that can contain information that is no longer present in the
current Registry. In addition to looking in backup Registry hives
for the same information as in the current hives as summarized



earler, there are unique types of analysis that the Restore Pomt
backups can support.

* Look back: Information from past states of the system
that is captured in a Restore Point can be usefil in an
intrusion and malware investigation13

» Comparative analysis: Comparing the Registry from
prior states of a compromised system can uncover
important changes 1

» Temporal analysis : The LastWritten date-time stamps
within the backup Registry hives can help develop the
time line of malicious activities on a compromised
system

Keyword Searching

MSearch for distinctive keywords each time such an item
is uncovered during forensic analysis.

P Searching for keywords is effective when you know what
you are looking for but do not know where to find it on the
compromised system. There are certain features of a malware
incident that are sufficiently distinctive to warrant a broad search
of the system for related information. Such distinctive items
include:

* Command-line arguments: Looking for commands that
malware uses to execute processes on or obtain from
other systems on the network (e.g., psexec, net use) or
to exfiltrate data can reveal additional information related
to the intrusion.

» IP addresses: These may be stored in the human



readable dot decimal format (e.g., 1/2.16.15/.136) m
both ASCII and Unicode formats, and may be
represented in hex (e.g, ac 10 9d 88) both i little and
big endian formats. Therefore, it may be necessary to
construct multiple keywords for a single IP address.

» Computer hostnames: Used to establish remote
comnections with a compromised system, these may be
found in various locations, including Windows event logs.

* Passphrases and encryption keys: Searching for these
when associated with malicious code can uncover
additional information related to malware.

« File extensions and headers of file types: These are
commonly used to steal data (e.g,, .RAR) and can find
evidence of data theft.

X Analysis Tip
Search Smart

Significant time can be wasted searching for overly general or
incorrectly encoded keywords. Therefore, care must be taken to
construct an effective keyword list that considers how data will
be represented on the system

Forensic Reconstruction of Compromised
Windows Systems

[ZIPerforming a comprehensive forensic reconstruction
can provide digital investigators with a detailed
understanding of the malware incident.

P Although it may seem counterintuitive to start creating a



time lne before begnning a forensic exammation, there 15 a
strong rationale for this practice. Performing temporal analysis of
available information related to a malware incident should be
treated as an analytical tool, not just a by-product of a forensic
examination. Even the simple act of developing a time line of
events can reveal the method of infection and subsequent
malicious actions on the system Therefore, as each trace of
malware is uncovered, any temporal information should be
inserted into a time line until the analyst has a comprehensive
reconstruction of what occurred.

P Functional analysis of a compromised Windows system
involves creating a bootable clone of the system and examining it
i action. One approach to creating a bootable clone is using
LiveView, as shown in Figure 3.11. The snapshot feature in
VMWare gives digital investigators a great degree of latitude for
dynamic analysis on the actual victim clone image. In this
instance, malware was found in the “C\I386\SYSTEM32”
folder and the digital nvestigator used a bootable clone of the
compromised system to observe the finctionality of two
associated utilities. The interaction in Figure 3.11 shows vgalist
(renamed pslist) looking for a malicious process named skls, then
help for veautils (rootkit named “fu”), and then using the rootkit
to hide the skls process and confirm it is hidden by checking
again with vgautils (pslist).
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13 CIRBIL Forensic duplicate loaded nto VMWare using
LiveView

* Another approach is to restore a forensic duplicate onto a
hard drive and insert the restored drive into a computer.
This is necessary when malware detects that it is running
in a virtualized environment and takes evasive action to
thwart forensic examination.

* In some situations, malware defense mechanisms may
utilize characteristics of the hardware on a compromised
computer such as MAC address, in which case it may
be necessary to use a clone hard drive in the exact
hardware of the compromised system that the forensic
duplicate was obtained from

Advanced Malware Discovery and
Extraction from a Windows System

Since the Malware Forensics textbook was published in 2008,
more tools have been developed to address the increasing
problem of malware designed to circumvent information security
best practices and propagate within a network, enabling
crimnals to steal data from corporations despite intrusion
detection svsters and firewalls.



Some tools, such as the Microsoft Malware Removal
Tool® shown in Figure 3.12, can be used to check every
computer that is managed by an organization for certain malware
and report the scan results to a central location.

The bool i scanning your computer For prevalert mabcous software, and resmovireg any.
that is Found.

After this operation complétes, the tool wil provide you with a report of the malicous.
softwesre that was detected and remaved.

(1]
Currantly scanring:
cwindowshsystem3ZAESENT. &1
Fes Scanned: 167

Microsoft Malware Removal Tool

Keep in mind that this approach is not targeted—it checks
for a variety of different malware rather than one specific
malware. In some situations, this broader net can be
advantageous by finding malware that was not the focus of the
mvestigation. Keep in mind also that this approach is designed to
remove malware from the system, which may not be desirable if
the goal is to perform further forensic analysis of the system

Other COTS remote forensic tools such as FTK
Enterprise, EnCase Enterprise, and F-Response can be
configured to examine files, memory, and Registry entries on
remote systems for characteristics related to specific malware
(see Figure 3.13).




I3 IRAR] AccessData FTK Enterprise extracting information
from remote systems

In addition, some consulting companies that specialize in
intrusion mvestigation have developed proprietary tools to
examine remote systers for traces of malicious code.

Conclusions

If malware is present on a system it can be found by applying
the forensic examination approach outlined in this chapter.
Following such a methodical, documented approach will uncover
the majority of trace evidence relating to malware incidents and
has the added benefit of being repeatable each time a forensic
examination is performed. By conducting each forensic
examination in a consistent manner, documenting each step along
the way, digital investigators will be in a better position when
their work is evaluated by others in court.

As more trace evidence is found on a compromised
system, it can be combined to create a temporal, fnctional, and
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information recovered from compromised hosts can be
correlated with network-level logs and memory, as well as the
malicious code itself, to obtain a full picture of the malware
incident.

* Use characteristics extracted from one compromised host
to search other systems on the network for similar traces
of compromise.

-. Pitfalls to Avoid

Stepping in Evidence

© Don’t perform the steps outlined in this chapter on the original
system.

MCreate a forensic duplicate of the hard drive from the
original system and perform all analysis on a working
copy of this data. In this way, no alterations are made to
the original evidence during the forensic examination.

MMake working copies of the forensic duplicate to
ensure that any corruption or problens that arise during
a forensic examination do not ruin the only copy of the
forensic duplicate.

Missed or Forgotten Evidence



© Do not skip a step in the forensic examination process for the
sake of expediency.

MMake an investigative plan, and then follow it. This will
ensure that you include all necessary procedures.

MBe methodical, reviewing each area of the system that
may contain trace evidence of malware.

MDocurrent what you find as you perform your work so
that it is not lost of forgotten later. Waiting to conmplete
documentation later generally leads to faire because
details are missed or forgotten in the fast pace of an
investigation.

Failure to Incorporate Relevant Information from Other
Sources

© Do not assume that you have full information about the
incident or that a single person performed the mitial incident
review and response.

MDeterrnine all of the people who performed field
interviews, volatile data preservation, and log analysis,
and obtain any information they gathered.

MReview documentation such as the Field Interview
notes for information that can help focus and direct the
forensic examination. If a particular individual did not
maintain documentation of their work and findings, speak
with them to obtain details.



Windows System Examination: Field Notes

Note: This document is not intended as a checklist, but rather as
a guide to increase consistency of forensic examination of
compromised Windows systems. When dealing with nultiple
compromised computer systens, it may be necessary to tabulate
the results of each individual examination into a single document
or spreadsheet.

Case Number: Date/Time:
Examiner name: Client name:
Organization/Company: Address:
Incident Type: i Trojan Horse TiWom [= 7
=] DS caewareRogue AV OIRooiki
OlLogic Bamb OKeylogger ORamsonmware:
DSniffer: DOouher: OUnkmown:
System Information: MakeModel:
Operating System: Forensic Duplication Method: | Network State:
O Post-mortem acquisition O Connected 1o Tnternet
O Live console aequisition O Connected to Intranet

O Disconnected

OLive remote acquis

Role of System:
O workstation: 10 Credit Card Processing System:
0 web Server: Q Onher:

OINot Acquired [Reason]:

OSize:

OMD5 Value:
QSHAL Value:
QTool Used:

Known Malware:

Note: AntiVirus software may quarantine known malware in a compressediencoded format.



o Flle Foler iaenuneda:
OMethod of identification (e.g., Hashset, AntiVinus):

BFile location on system (clusters):
QFile/Folder Identified:

OMethod of identification (e.g., Hashset, AntiVines):

OFile name:

OCreation date-time stamp:

OFile location on system (path);
OFile location on system (clusters):

QFile/Folder Identified:
OMethod of identification (e.g., Hashset, AntiVins);

ocal
aF |IL location on system (clusters):

Q Application name and descripti

OSoftware installation path:
ORegisry path:

QO Application name and description:

O¥Software insallation path:
ORegisry path:

QFile/Folder Identified:
OMethod of identification (e.g.. packing, extension renaming):



DOFile name:

OCreation date-time stamip

EWFile location on system (path):
DOFile location on system (clusters):

QFile/Folder Identified:
OMethod of identification (e.g., packing, extension renaming):

OFile name:

DO Creation date-time stamp;

OFile location on system (path):
DOFile location on system (clusters):

QO File/Folder Identified:
OMethod of identification (e.g.. packing, extension renaming):

DOFile name:

OCreation date-time stamp:

OFile location on system (path):
OFile location on system (clusters):

Malicious Auto-starts:

O Auto-start description:

O Auto-starn location:

O Auto-start deseription:

O Auto-start location:

onable User Accounts:

OUseraccount __ on the system:
ODate of account creation:

DLogin date:

O'Shares, files. or other resources accessed by the user socount
O Processes sssociated with the user account;

OINetwork activity antributable wo the user accoun
O Passphrases associated with the user account:

QUser account on the system:
ODate of acce
OLogin date:
OShares, files, or nther resounces accessed by the wser sccount
O Processes nssociated with the user aceount;

ONetwork activity attribatable 10 the user acooun:

OPassphrases associated with the siser accoun:



Scheduled *

O Scheduled Tasks Examined

DO Tasks Scheduled on the System
DVes

ONe

DSuspicious Task(s) Identificd:
OYes

ONo

Suspicious &

D Suspicions Taskis)
DTusk N

DScheduled Run Time:
DSt
Oescription

OScheduled Run Tise;
DSt
ODescription:

O Services Examined
D Suspicious Services(s) Identified:
Oves
ONo
D Suspicious Service Identified:
OService Name:

O Asscisted executable patk

D Asiocisted Registry enlry
O Suspicious Service Identified:
OService Name:

Dl Asuwiated exccutable path:

DOAssociated Regisary entry last written date

stem Clues :

it writhem darte:

Artifacts to Look for on Storage Media:

Notes:

MFT Entries:

O File/Folder Identified:

D0pencd Remotely/O0penad Locally
CIFile
a8

-t stamg:
il kocation on systern (path}
EVFile bocativn on system (clusters):

Folder Identified:

D0pened Remuotely/D0pened Locally
CIFilc rome:

EICreation date-fime stamp:

Wil boc wystem (pathi
CIFile bocaion on system fxlustersi

O File/Folder Identified:

O 0pened Remotely/O0pened Locally
OIFike name

fon dute-time stamp:

e Jocation on system (path)

Dk location on svstem (clusters):

QFile/Folder Identilied:
OOpened Remotely/O0penced Locally

QFile/Folder Identificd:
OOpened Remotely/D0pened Locally

OFile/Folder Identified:

D0pened Remotely/OO0pened Locally
CIFile name:
OCreation date-time stamp:
OIFile lncation on system (pathi
OFile location on svstem {clustersic



QFile/Folder Identified: QFile/Folder Identified:

OO0pened Remotely/OOpened Locally D0pened Remotely/Q0pened Locally
'I| ile name CIFile name:

i dlate-time sLAmgY; CICreation date-time stamg

:| e lcation on sysiem (path): DIFile bocation on system (path:

OFile location on system (clusters): OFile location on system {clusiers)

Prefetch Files:

O Suspicious Prefetch Identified: QSuspicious Prefetch Identilied:
OPrefetch File Name: OPrefetch File Name:
DAssociated Application: DAssociated Application:
OIEmbedded Date: DIEmbedded Date

ICreated: OCreated:

CIWrinen: OIWrinen

ORuns: ORuns:
D Suspicious Prefetch Identified: QSuspicious Prefetch Identified:
OPrefetch File Name: OPrefetch File Name:

DlAssocisted Application: Dl Associated Application:

DIEmbedded Date: DEmbedded Dase:

DWreated; OCreated:

OWritien: OWritien

DWRuns: OIRums:

Restore Points:

QI Restore Poi xamined

O Restore point location examined:
OFile name examined:

OExamined file description:

O Restore point locat
OFile name examined.
OExamined file description

examined:

QO Restore point location examined:
OFile name examined:
OExamined lile description

Shadow Volumes:

O Shadow Volumes Examined

QO Shadow volume examined:
OFile name examined:

O Examined file description

O Shadow volume examined:
OFile same examitied:

O Examined file description:

OFile name examined:
O Examined file description:



fous Registry Keys:
O Suspicious Registry Key |

O Locat
1 Last Wiitten Time:

0 Assciated Procesy/PID:

0 Assoxiated Network Activity
0 Associated Art

1 Written Time:

ssociated Process/PID;

O Associated Network Activity:
O Associated Amifacts:

D Suspicious Registry Key Identified: DO Suspicious Registry Key Identified:
OKey Name: C
O Location:
0 Last Writien Tim
O Asseciated Process/PID:
O Associated Network Activity:
O Associated Anifacts:

0 Losation:

01 Last Written Time:

saociated Proves/PID:

) Assexciatod Network Activity:
O Associmed Anifscts:

O Suspicis i QSuspicious Registry Key Identified:
OKey Name: DKey Name:
O Laxcation: O Location:
1 Last Written Time: 0 Last Written Time:

ssociated Process/PID:
ssociated Network /

0 Associsted Process/FID:
saociated Network Activity
0 Associated Amifaces:

O Suspicious MRU Identified:
D Key Name:

DAssociated File:

D Associated Dite:

O Suspicious MRU Identified:
OKey Name:

D Associad File:

Dl Associated Duate:

O Suspicious MRU Identified:
OKey Nam
DlAssocisted File
D Associated Date:

Host-based Logs :

AntiVirus Logs:

Dl AntiVirus Type:

D AntiViras log location:

D AntiVirus log entry deseription:

ODetestion date:
OFike name:
OMalware name:
O AntiVirus action:

Ol AntiVirus log entry deseription:

¥ otction data:




OFile name:
OMalware name:
O AnitiVirus action:

O AntiVirus log entry description:
ODetection daic:

OFile name:
OMalware name:

O AntiVinus action:

OSource
OCreation date-time sIamp:

ODescription:

QO Log Entry Identified:
DSecurity/DSystem/ D Application
DOEvent type:
OEvent 1D:
DSource
OCreation date-time stamp:

O Description:

QLog Entry Identified:
O‘mum\ !") System/O Application

DISource.

OCreation date-time stamp;
O Associ
OIDescription:

O Suspicions Web Site Identified:
OName:
OURL:
OlLast wisited date-time stamp:
Dlescription:

Q Suspicious Web Site Identified:
OName:

T

OAssockated sccounticomputer:

DlAssociated accountcomputer:

ed account/compuier;

m/OApplication

BWCreation date-1ime stamp.
B Associaed accountcompiter:
OWDeseription:

QLog Entry Ide
OSecurity/OSy

O¥Creation date-time stamp:
CIAssocialed accounticomputer:

QLog Entry Identified:
"'}‘m.urlleoQ\\lﬂn.l""):\ppllq..ﬁmn

“reation date-time stamp:
DAssocised accounticomputer:
BDescription:

O Suspicious Web Site Identified:
OName:
OURL:
Ot visited date-time stamp:
OIDescription:

QSuspicious Web Site Identified:
OName:

(=T




Dhlast visied date-time stamp: DILast visited date-time stamg:
OIDescripic ODescription:

Host-based Firewall Log

QIP Address Found:
S ocal 1P v

QIF Address Found:
Diocal IF Addeess

IR
Iroeocol

anc
avne

YProtoxal

arce
ouDy

O Crash dump:
OFile name:

OFile location on system (path):
OFile location on system (cluster):
OIDescription:

QCrash dump:

OFile name:

OCreation date-time stamp:

OFile location on system (path):

OFile location on system (cluster):
ODescription

Network Clues:

QP Address Found:
OLowal IP Address:

o Pan Number: _
ot Kumiber




OIP Address Found:

Socal [P Address! §
SRemite IP Address

ORemete Host Name:
¥

e

aTc
auvpe

OIF Address I-uund
OLocal FP Addres:

ORemote 1P «.um“
ORemote Hest
OFrotc

O Suspicious Web Site/URL/E-mail Identified:
O anse:

Olpescription

alP Add i I- “ound:
Soscal IF Ad o Pon Number: _
Slient 11 A - Pom Number
IRemwote Host Name:
Pros

aTce
aupp

QIP Address I'ul.llltl
DLocal 1P Addecs
SRemse [P Adiress
SRemote Hy
DProtocol;

Pt Namber
Port Number:

o
aune

O Suspicious Web Site/URL/E
OName:

mail Identified:

ODescription

-mail Identified:

O Description

Q Association with ether compromised system:
OIP address:
ODName;

Obescriptivn

D Association with other compromised s
OIP addre
OName

Olescription

Keyword Search Results:
O Keyword:

ch hit description:

O carch hit description:

_ Location:
DSearch hit description: Location:
O Keyword:
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P'a¥ Windows Analysis Tool Box

Forensic Analysis Tools for Windows Systems

In this chapter we discussed approaches to conducting a forensic
examination of Windows systens for malware and associated
artifacts. There are a number of forensic analysis tools that you
should be aware of and familiar with. In this section, we explore
these tool alternatives, offen demonstrating their finctionality.
This section can also simply be used as a “tool quick reference”
or “cheat sheet,” as there will inevitably be an instance during an
mnvestigation where having an additional tool that is useful for a
particular finction would be beneficial, but while responding in
the field you will have little time to conduct research for or
regarding the tool(s). It is important to perform your own testing
and validation of these tools to ensure that they work as
expected in your environment and for your specific needs.

Mounting Forensic Duplicates

| Name: FTK Imager

QUnallocated OINFO2 File/ D Unallocated

| Author/Distributor: AccessData
e



Avatlable From: Ditp:/www.accessaata.com

Deseription: Although FTK Imager is a free tool that is primarily used to create and convert forensic
duplicates of storage media and files, it has the ability to present a forensic duplicate as a volume and hard
drive attached to the computer. This feature of FTK Imager is depicted in the following figure and can be
useful for unning tools that cannot process & forensic duplicate directly and require a mounted file system.

]
~ Add Image
Image File:

| Cotusersicdisbs|HackedsonyL sptop|Hacked Sony 0L |

Mounk Type: |Physical & Lopical
Drive Letter: [Next Avadable (3:)
Mount Method: [pio.ck Device | Read Oty

Led Lo L]

chedSonylaptop I

~Mapped Inage List
Mapped Images:
Orive | Method | Partition [ 1mage
vas:al)mas Block Device/Resd ... Image ChlsersiemdlabslHackedSonylaptopiHe
Fil SystemRead Only NONP.I\-E[FMQQ] C:\Users|crodlabsiHackedSonyLaptopis
4| | 2l

Name: Mount Image Pro

Author/Distributor: Mountimage

Available From: hitp://www. i com

Description: Mount Image Pro is a simple tool used to present a forensic duplicate as a




volume and hard drive to the 1 s app (1]

duplicate can be useful for running tools that cannot process a forensic dup!ncatedlm.lh and

require a mounted file system.

A7 Mount Image Pro v2.44 - Evaluation Yersion =10l x|
| B optons b
= o :

Filename Fies Paiion A3 Label Fie System Date,

1| | |

7 Image Details
Fieniame: [ Hacked Sory Laplop\Disk Image\Hacked oy Lapiop 001
stml ~ Parthions:
14 Acive Meda Capaciy  Label
0 No  Had 048 Mb

| Name: ImDisk

Author/Distributor: LTE Duta

Available From: hitp: wlir-data.selof . TmDisk
Deseription: Thi a slmplc free ulll]ly for Windows mmpnlcn to mount a forensic duplicate as a virtual
drive letter. The fi '3 d options effectively mount a forensic duplicate read-only on drive

letter W
C:\Windows\SySTem3z=indigk -a -o Yo -1 E:\Forensice\image-001,44 -5 1
I0000K -m W:
Creating device. .,

> Ei\Forensica\image-001.dd

The following command options unmeunt a forensic duplicate read-only on drive leter W:lmDisk
tAHAm doks\sys'emuurd:sk -d -m W:
Notifying applicationa.
Flushina file buffers.




Locking velume. ..
Dismounting filesystem...
Removing device...
Removing mountpoint. ..
Done .

Forensic Examination of Window Systems

Name: Forensic Toolkit (FTK)
Author/Distributor: AccessData
Available From: https:/www.accessdata.com

Description: FTK is a ial i d digital forensi inati gram that has a
wide range of features for examining forensic duplicates of storage media, The most basic use
of FTK is to perl‘orrm i inations of file as shown in the following figure.

In addition to parsing and d ing file systems, FTK deleted files, performs

indexing to facilitate loeywcrd searching, and interprets speclrc file formats in order to extract
additional information.




Name: EnCase

Author/Distributor: Guidance Software

From: hitp: i com

Deseription: EnCase is a commercial integrated digital forensic examination program that has a
wide range of features for examining forensic duplicates of storage media. The most basic use of
EnCase is to pcr:’orm i i inations of file sy as shown in the following figure.

In addition to parsing and displayi file EnCase deleted files, can
perform keyword searching, i mlerpn:ts specific file formats in order to extract additional
information, and has a scripting language that can be used to add customized functionality

and automate routine tasks.
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Name: ProDi:

Author/Distributor: Technology Pathways

Available From: hitp://www.techpatl com/

Description: As with other integrated digital forensic examination programs, ProDiscover has
the ability to parse and display file systems and other data structures on Windows systems,
including Registry, Event Log, and Shadow Volume data, The following screenshot shows



ProDiscover being used to explore the contents of clusters,
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Name: The Sleuthkit & Aut

Author/Distributor: Brian Cumernnd Open Source Collaborators

Available From: hitpz/fwww sleuthkit.org

Description: The Sleuthkit (TSK) is a free open source package of command-line utilities for conducting
forensic examination of file systems. Although TSK is designed 1o run on UNIX/Linux systems. it can be
used to examine FAT, NTFS, and HFS# file systems. These utilities include fs 1o list files and directories
ul the file system anddu-play associated metadata. In addition, a simple Web-based graphical user
i lled Autopsy is provided to facilitate use of TSK wtilities.
Y




Name: X-Ways

Author/Distributor: WinHex

Available From: htip:/www_x-ways.com

Description: X-Ways is a commercial program for performing forensic examination of storage
media and files. The most basic use of X-Ways is to perform forensic examinations of file
systems as shown in the figure below. In addition, X-Ways can be used to recovered deleted
files and perform keyword searches.
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Timeline Generation

Nume: log2timaline

Author/istribistor: K

Wealinb Froes g MogBimeln netl

‘Description: Log2imeline i a fiee, opes souece 1001 (hat evlracts iformation from a variety of 1ogs and

other d lime: for

review, This fool can be wicid HlvMﬂﬁw i fille system o extract
herit file formats. Tollowing dp &

Tog From a Vista systens.



# bog2timeline -feves -z ESTSEDT SecEvents.eves
S processing fibeklir [SecEvemts evix] ..
Starting 1o parse wsing inpat modules(s); fevis] Loading outpat file: csv

e, i MACE, vers
exirn
WIRT2011,

4828 ESTSEDT MACE EVTX. Security Event Logged.- Riusilla Evens 1D

[4616] -EventData/Tiata -&Sﬂijlidum.sid = ETIJQ]-II:B1J.18§U'I 1 300M15406- 1914655 191001
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ed - winyp. -
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sam &: Mﬂm il A
setpap o5 thdumﬁwknmﬁp
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Forensic Examination of Common Sources
of Information on Windows Systems

Name: WinPrefetchView

Author/Distributor: Nirsoft

Available From: hup:/www.nirsoft.net/utils/win_prefetch_view. himl

Description: WinPrefetch is a tool for extracting details from Prefetch files including
the first time an exccutable was run, the last time it was run, and the number of times it
was run as shown in the following figure.

[@vmercicedmen =lolx]

\DEVICEIHARDOISOPOLLME L\ WINDO...
ADEVICEHARDOISCVOLUME LLWINDOW... |
PEVICEHARDOISVOLLVELIWINGOW... 3
PEVICEHARDOISVOLLVE L\WINDOME. . L1
PEVICEIMARDORSOVOLLME L\WINGOW.. O
WEVICEIHARDOISVOULME L\WINDC... 12
DEVICEHARDOISK LIDM(1 )0-04SIP10W... &
DEVICEHARDOIXVOLLME LIWINDOW. .. 7
DEVICOHAROOISVOLLMELLWINDOW.... 1S
DEVICEHARDOISVOLLME L LWINDOW.,. 4
PEVICEIHARTOTIVOLLVE L |WINDOW. .. 2
\DEVICEHARDOIROPOLLME L WINDOW.
ADEVICEVHARDOIICVOLLME L WINDOW.

Name: Prefetch Parser

Author/Distributor: Redwoll

ble From: :_prefetch_info_v1.

T e e e e P T e e o D e
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results in a simple format for The 2 hots show Preich file being extracted in

HTML report format.

Prefetch Parser

Casa Number/Description - mekszas_computer db3
(15956 Erics_Laptop

Directory whete Prefetch fles are located fie:
c\Windows\Prefetch |

| CAWINDDWS\Predetch i8]
Directory to write Reports to

| \Mabwase Lab\Repots 168
Windawes Version

[xp/2003 ]

Oulpat Type

(L |

( Parse Pistetch Fies ]

| Exi |
Prefetch Parser V1.4.1
Copyright 2010 Redwoll Computer Forensics

Prefetch Reports
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Profiak 18 Sims v e e

b Tomes B [ -




Name: Autoruns

AunthorDistributor: Microsoft

Available From: hup:/www sysinternals.com

Description: Autoruns is @ program that can run against a live system or  forensic duplicate 1o exir
ils from variows locations that will launch programs when a Windows computer starts up. In addition 1o

ng a categorized interface 1o this information, Autoruns can be uselul for identifying unusual starup

s. For example, Autoruns ean show executables that have not been signed which he

indication of malware, As another example, Autoruns can 1l slartup entries thal are missing the

associated executable on the disk as shewnin the following figure, which may be an indication of

maliciows activity or be a reference 1o malware that was deleted by AntiVines softwa

Spunternali: e syuntorsk.com

¢
B Symartec Eusons Conbed D6 Symantes Corporstion \progeam fle\commvoon i
B 5 HSFOF  HEF_D deens Comemirt pehorsc I & ki st s
Bl 5 HOHWES) ISEHWEBIWIMdne  Conmant Syt e cheandovtbipiiendidie.
B & DSadE 105 CoeDiver Eymnardee Coapeatain & \preagp st et
B & kel iaphbics Kammel Made  inkel Corpenstion ik prlem kv
B & st Fetaleh. G
B i i 1P s P Tormed v nemw.u-ucm
a3 |
Name: Log Parser
Author/Distributor: Microsoft
From: hitp i ils.aspx TFamilylD=800cd06h-abfE-4c25-

91b2-fRd9T5ci8e0T

Description: Log Parser is a versatile utility for parsing common types of data on Microsoft Windows
systems, including file system entries. Regisiry entries, Event logs, and 115 Web server logs. In addition 1o
simply parsing i l'lca. Log I‘awmwks: a SQL qlncr)' mlcr!'m 102 the support file formiats that can be
uscful for g specifie ing use of Log Pa xuracts all logon
reconds from o Windaws Security Event bog and ﬂlapl.nysn st of usernames and ﬂlcdull: and time they
were used 1o log onto the sysiem.

i\ >Logh *SELECT a8 EXTRACT. ngs, 0, ']")

AS Username FROM 'SecEvent.Evt' WHERE EventID NOT IN (5417542:543) AND EventType =

5 AND EventCategory = 2 AND Username NOT LIKE *IUSE_V'™
Usarname

3002-08-06 31:03:31  esmith

2002-05-05 17:42:06 ados

2002-05-05 19:56:53  esmith

2002-05-12 00:13:32  eamith




~Name: Event Log Explorer

Author/Distributor: FSPro Labs

Available From: hup:/www eventlogsp.com/

Description: Event Log Explorer is a useful program for examining Windows Event Logs. This tool can
be used to filler on specific events as shown in the following ligure, enabling forensic examiners (o focus
on o subset of events that may be relevant to a malware incident, In additon, Event Log Explorer supports
keyword searching of Event log entries, which can be usefil for inding specific events related to malware
incidents.

Name: Registry W‘W

AMI

A ke From: hitpz//www.accessdata com

Description: Regisiry Viewer is a program for examining Registry hives from Windows systems. This
program displays Registry values md associated data, and has the ability 1o decode certain values thay
would stherwise be obfuscated. Registry Viewer also has features for filtering specific Registry keys and
performing keyword searches. In addition, Regisiry Viewer has a feature for finding all alierations in a
Registry hive within a specific date range as shown in the following figare.

'CM&WM s




Name: RegRipper

Author/Distributor:

Available From: hup i | i /

Description: Rngl!-ll’_'{ R]pmr (aka RegRipper) is a unlity for extracting specific information from
; ses plug-in files 1o specify which items will be extracted from Registry
an be run against a suitable Registry hive from a command line or using the

cal user interface shown here for a System Registry hive,

Hive Fie: {C U seeremdlsbe \DeskiophT emplaystem Boowin |

Fioport il [C3])500s\cmdlbis \DeskioghT emphaystemaepot b Beowee |

Plagn Fike: Im!m =]

ve Deone
nagedery. Diore.
1 phugiees complotied wath srces
|

| Name: Registry Decoder

Author/Distributor: Digital Forensic Solutions

Available From: hitp://www.digital forensicssolutions.com

Description: Registry Decoder is a free, open source tool for examining Windows Registry hives,
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Name: NetAnalysis

Author/istributor: Digital Detective Group

Available From: hip:fwww.di l-detective.coukd

Deseription: NetAnalysis extracts information from a wide variety of Web browsers, including Internet
Explorer, Firefox, Safari, Mozilla, Google Chrome, Orca, Flock, Yahoo!, AOL ARL files, and other file
1vpes, This wels processes and displays browsing history, cookies, and cache data with associaed date-
time stamps. NetAnalysis also has features for filler ing specific entries and performing keyword searches.
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Name: Restore Point Analyzer
Author/Distributor: Mandiant
From: hitp: diant.com/

Description: The Restore Point Analyzer utility processes the change.log in Windows Restore Points to
rirrride o lict Af il that s inslidad in the rcta nnint
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Name: Mandiant Web Historian
Author/Distributor: Mandiant
Available From: hitp://www.mand
Description: Mandiant Web Historian exiracts 2 history dated with several Web browsers
(Firefox 2, Firefox 3+, Chrome 3+, Intemet Explorer 5 8, Safari 3+). This tool processes history,

temporary cache data and cookies with associated date-time stamps. However, it presents this information
in separate tahs as shown here.
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Name: Gargoyle

Author/Distributor: Wetstone
Available From: hup:// h fegi-binfshop.cgifview,2

Description: Gargoyle is a tool for sc-annm,g file systems for anifacts of known malware as shown here.
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Chapter 4

Legal Considerations



Solutions in this chapter:

* Framing the Issues

* General Considerations

oThe Legal Landscape

* Sources of Investigative Authority
oJurisdictional Authority

oPrivate Authority

oStatutory/Public Authority

« Statutory Limits on Authority
oStored Data

oReal-time Data

oProtected Data

* Tools for Acquiring Data

oBusiness Use

olnvestigative Use

oDual Use

* Acquiring Data Across Borders
oWorkplace Data in Private or Civil Inquiries
oWorkplace Data in Government or Criminal Inquiries
« Involving Law Enforcement

oVictim Reluctance

oVictim Misperception

oThe Law Enforcement Perspective
oWalking the Line

* Improving Chances for Admissibility
oDocumentation

oPreservation

oChain of Custody

L Legal Considerations Appendix and Web Site

The @ symbol references throughout this chapter denote the
availability of additional related materials appearing in the Legal
Considerations appendix at the end of this chapter. Further
updates for this chapter can be found on the companion
Malware Field Guides Web site, at
https//www.malwarefieldguide. comyChapter4. html.




Framing The Issues

This chapter endeavors to explore the legal and regulatory
landscape when conducting malware analysis for investigative
purposes, and to discuss some of the requirements or limitations
that may govern the access, preservation, collection, and
movement of data and digital artifacts uncovered during malware
forensic investigations.

This discussion, particularly as presented here i
abbreviated Field Guide format, does not constitute legal advice,
permission, or authority, nor does this chapter or any of the
book’s contents confer any right or remedy. The goal and
purpose instead is to offer assistance in critically thinking about
how best to gather malware forensic evidence in a way that is
reliable, repeatable, and ultimately admissible. Because the legal
and regulatory landscape surround-ing sound methodologies and
best practices is admittedly complicated, evolving, and often
unclear, do identify and consult with appropriate legal counsel
and obtain necessary legal advice before conducting any
malware forensic investigation.

General Considerations

EThink early about the type of evidence you may
encounter.

* Seek to identify, preserve, and collect affirmative
evidence of responsibility or guit that attributes
knowledge, motive, and intent to a suspect, whether an
unlikely insider or an external attacker from afar.

Often as important is evidence thatexculpates or
excludes from the realm of possible liability for the
actions or behavior ofa given subject or target.

The lack of digital artifacts suggesting that an incident
stemmed from a malfunction, misconfiguration, or other
non-human initiated systematic or automated process is
nften ac imnartant tn identifR; nracerue and eallect ac
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affirmative evidence.
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@Be dy ic in your i igative approach.

* Frame and re-frame investigative objectives and goals
early and often.

* Design a methodology ensuring that investigative steps will
not alter, delete, or create evidence, tip off a suspect, or
otherwise compromise the nvestigation.

* Create and maintain at all times meticulous step-by-step
analytical and chain of custody documentation.

* Never lose control over the evidence.

The Legal Landscape

@Navigate the legal landscape by understanding legal
permissions or restrictions as they relate to the
investigator, the victim, the digital evidence, the
investigatory tools, and the investigatory findings.

b The Investigator

* The jurisdiction where investigation occurs may require
special certification or licensing to conduct digital
forensic analysis.

* Authority to investigate must exist, and that authority is
not without lirmit.

* The scope of the authorized mvestigation will likely be
defined and must be well understood.

b The Victim

* Intruding on the privacy rights of relevant victim data
custodians must be avoided.

» Other concerns raised by the victim might limit access to
digital evidence stored on stand-alone devices.

* With respect to network devices, collection, preservation,
and analysis of user-generated content (as compared to
file or system metadata analysis) are typically handled
pursuant to a methodology defined or approved by the
victim
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the circumstances under which live network traffic or
electronic communications can be monitored.

P The Data

 Encountered data, such as personal, payment card,
health, financial, educational, insider, or privileged
information, may be protected by state or federal law in
some way.

* Methods exist to obtain overseas evidence necessary to
forensic analysis.

« In certain jurisdictions, restrictions may exist that prohibit
the movement or transportation of relevant data to
another jurisdiction.

» The Tools

« In certain jurisdictions, limitations relating to the types of
nvestigative tools available to conduct relevant forensic
analysis may exist.

* The functionality and nature of the use of investigative
tools implicate these limitations.

» The Findings

* Understanding evidentiary requirements early on will
improve chances for admissibility of relevant findings
down the road.

» Whether and when to involve law enforcement in the
malware investigation is an important determination.

Sources of Investigative Authority

Jurisdictional Authority

MBecause computer forensics, the discipline, its tools,
and training, have grown exponentially in recent years,
legislation has emerged in the United States that often
requires digital investigators to obtain state-issued



lice e bevfore ing in Jfe ic analysis
within a state’s borders.

Sources of
Ll investigative L]
authonty

Sources of investigative authority
» When Private Investigation Includes Digital Forensics

« Approximately 45 states maintain private investigation
laws that generally require the investigator to submit an
application, pay a fee, possess certain experience
requirements, pass an examination, and periodically
renew the license once granted !

« Many state laws generally define private investigation
to broadly include the “business of securing evidence to
be used before investigating committees or boards of
award or arbitration or in the trial of civil or criminal
cases and the preparation therefore.”2

« Although such laws do not appear to implicate digital
forensics conducted for investigatory purposes by
internal network administrators or IT departments on
data residing within a corporate environment or domain,3
once the investigation expands beyond the enterprise
environment (to other networks or an Internet service



provider, or involves the preservation of evidence for
the pursuit of some legal right or remedy), licensing
regulation appears to kick in within several state
jurisdictions.

P Where Digital Forensics Requires PI Licensure

* Roughly 32 states’ statutes can be interpreted to include
digital forensic investigators, like those in force i
Florida, Georgia, Michigan, New York, Nevada,
Oregon, Pennsylvania, South Carolina, Texas, Virginia,
and Washington.

On the other hand, some states exempt ‘technical

experts™ or “any expert hired by an attorney at law for

consultation or litigation purposes™  from  private
investigation licensing requirements. Indeed, at least one
state, Delaware, has specifically excluded from
regulation “computer forensic specialists,” defined as
“persons who interpret, evaluate, test, or analyze pre-
existing data flom computers, computer systems,
networks, or other electronic media, provided to them
by another person where that person owns, controls, or
possesses said computer, computer systens, networks,
or electronic media.”® A subcommittee of the American

Bar Association (ABA) has urged the same result.”

* Given that most state licensing requirements vary and may
change on a fairly regular basis, consult the appropriate
state agency in the jurisdiction where you will perform
digital forensic amalysis early and often. Navigate to
https//www. cnmetlme com/hcemmg htm or

to ﬁnd relevant links penammg to your Junsdlcnon and
obtain qualified legal advice to be sure. f&

I Potential Consequences of Unlicensed Digital Forensics

* Some legislation contains specific language creating a
private right of action for licensing violations.

* Indirect penalties may include equitable relief stemming
from unlawful business practice in the form of an
njunction or restitution order, exclusion of any evidence
gathered by the unlicensed investigator, or a client’s

Aanlaratinn af hraanh af nantrant and rafical ta nav far
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the investigator’s services.

Private Authority

EA uthorization to conduct digital forensic analysis, and
the limits of that authority, depend not just on how and
where the data to be analyzed lives, but also on the person
conducting the analysis. The digital investigator derives
authority to investigate fiom different sources with
different constraints on the scope and methodology
governing that investigation.

» Conpany Enployee

* Internal investigators assigned to work an investigative
matter on behalf of their corporation often derive
authority to investigate fromwell-defined job
descriptions tied to the maintenance and security of the
corporate computer network.

Written incident response policies may similarly inform
the way in which a network administrator or corporate
security department uses network permissions and other
granted resources to launch and carry out corporate
investigative objectives.

Chains of corporate command across information
security, human resources, legal, and management teams
will inform key investigative decisions about containment
of ongoing network attacks, how best to correct damage
to critical systems or data, whether and the extent to
which alteration of network status data for investigative
purposes is appropriate, or even the feasibility of shutting
down critical network components or resources to
facilitate the preservation of evidence.

P Retained Expert

* Internal considerations also indirectly source the
authority of the external investigator hired by corporate
security or in-house counsel or outside counsel on behalf
of the victim corporation.

* More directly, the terms and conditions set forth in



engagemeri lelers, service agreements , or
statements of work often specifically authorize and
govern the external investigator’s access to and analysis
of relevant digital evidence.
* Non-disclosure provisions with respect to confidential or
proprietary corporate information may not only obligate
the digital investigator to certain confidentiality
requirements, but also may proscribe the way in which
relevant data can be permissibly transported (i.e., hand-
carried not couriered or shipped) or stored for analysis
(ie., on a private network with no externally facing
connectivity).
Service contracts may require special treatment of
personal, payment card, health, insider, and other
protected data that may be relevant to forensic
investigation (a topic addressed later in the “Protected
Data” section of this chapter).
* A victim corporation’s obligations to users of the
corporate network may further limit grants of authority
to both the internal and external digital investigator.

Anemployee’s clains of a reasonable expectation of
privacy to data subject to digital forensic analysis may be
defeated if the employer—throughan employment
manual, policy, or contract, a banner displayed at
user login, or some other means—has provided notice
to the employee otherwise.$

[Whether analysis may be conducted of a suspect file
residing on a workstation dedicated for onsite use by the
company’s third party auditors will depend on the
written terns of a third-party service or user agreement.

Sanctions rangng flom persomnel or administrative
actions, to civil breach of contract or privacy actions, to
criminal penalties can be imposed against investigators
who exceed appropriate authority.

Statutory/Public Authority

@Law enforcement  conducted  digital  forensic
investigations are authorized from public sources.



» The Special Case of Law Enforcement

* Federal and state statutes authorize law enforcement to
conduct malware forensic investigations with certain
limitations.

* Public authority for digital investigators in law enforcement
comes with legal process, most often in the form of
grand jury subpoenas, search warrants, or court orders.

» The type of process often dictates thescope of
authorized investigation, both in terms of what, where,
and the circumstances under which electronic data may
be obtained and analyzed.

« Attention to investigating within the scope of what has
been authorized is particularly critical in law enforcement
matters where evidence may be suppressed and charges

dismissed otherwise1?

P Acting in Concert with Law Enforcement

* Retained experts may be deemed to be acting in concert
with law enforcement—and therefore similarly limited to
the scope of the authorized investigation—if the retained
expert’s investigation is conducted at the direction of] or
with substantial input from, law enforcement.

« For more information, refer to the discussion of whether,
when, and how to involve law enforcement in conducting
malware forensic investigations, appearing later in the
“Involving Law Enforcement” section of this chapter.

Statutory Limits on Authority

In addition to sources and limits of authority tied to the person
conducting the analysis, authority also comes from regulations
that consider aspects of the relevant data itself; namely the rype
of data, the quality of the data, the location of the data, when
the data will be used, and how the data will be shared.

Stored Data



VStored data relevant to a mabware-related investigation
may not be available under some circumstances,
depending on the type of data, the type of network, and to
whom disclosure of the data is ultimately made.
Authorization to access stored data depends on whether
the data is stored by a private or public provider, and if by
a public provider, whether the data sought to be accessed
constitutes content or non-content information.\!
P Private Provider

* Authorized access to stored e-mail data on a private
network that does not provide mail service to the public
gererally  would mnot  implicate  Electronics
Communications Privacy Act (ECPA) prohibitions
against access and vohmntary disclosure, even to law
enforcement.12

E-mail content, transactional data relating to e-mail
transmission, and information about the relevant user on
the network can be accessed and voluntarily disclosed to
anyone at will

P Public Provider—Non-Content

« If the network is a public provider of e-mail service, like
AOL or Yahoo! for example, content of its subscribers’
e-mail, or  evennon-content  subscriber  or
transactional data relating to such e-mails in certain
circumstances, cannot be disclosed, unless certain
exceptions apply.

* A public provider can voluntarily disclose non-content
customer  subscriber and transactional information
relating to a customer’s use of the public provider’s mail
service:

1. To anyone other than law enforcement
2. To law enforcement:

a. With the customer’s lawful consent; or

b. When necessary to protect the public provider’s own
rights and property; or

c. If the public provider reasonably believes an emergency
involving immediate danger of death or serious bodily
injury requires disclosure.12



# Public Provider—Content

« With respect to the content of a customer subscriber’s e-
mail, a public provider can volmntarily disclose to law
enforcement:

a. With the customer’s lawful consent; or

b. When necessary to protect the public provider’s own
rights and property; or

c. If the public provider inadvertently obtains content and
learns that it pertains to the commission of a crime; or

d. If the public provider reasonably believes an emergency
involving immediate danger of death or serious bodily
injury requires disclosure.%

* Of course, if the public provider is served with a grand
Jury subpoena or other legal process compelling
disclosure, that is a different story.

* Otherwise, through the distinctions between content and
non-content and disclosure to a person and disclosure to
law enforcement, ECPA endeavors to balance private
privacy with public safety.

Real-time Data

MFor digital investigators who need to real-time monitor
the content of Internet communications as they are
happening, it is imp to und d the requi s
of and exceptions to the federal Wiretap Act, the model for
most state statutes on interception as well.

» Content

* The Wiretap Act, often referred to as “Title III,” protects
the privacy of electronic communications by prohibiting
any person from intentionally intercepting, or attempting
to intercept, their contents by use of a device 12

In most jurisdictions, electronic communications are

“intercepted” within the meaning of the Wiretap Act
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contermporaneously with their transmission, as opposed
to stored after transmittal 10

« There are three exceptions to the Wiretap Act relevant to
the digital investigator: the provider exception, consent
of a party; and the computer trespasser exception.

» Content—The Provider Exception

+ The provider exception affords victim corporations and
their retained digital investigators investigating the
unauthorized use of the corporate network fairly broad
authority to monitor and disclose to others (including
law enforcement) evidence of unauthorized access and
use, so long as that effort is tailored to both minimize
interception  and avoid  disclosure  of  private
communications unrelated to the investigation
In practical terms, while the installation of a sniffer to
record the infruder’s commumication with the victim
network in an effort to combat ongoing fraudulent,
harmful, or invasive activity affecting the victim
entity § rights or property may not violate the Wiretap
Act, the provider exception does not authorize the more
aggressive effort to “hack back” or otherwise intrude on
an intruder by gaining unauthorized access to the
attacking system (likely an inocent compromised
machine anyway).
* Do not design an investigative plan to capture all traffic to
the victimized network; instead avoid intercepting traffic
communications known to be innocuous.

P Content—The Consent Exception

» The consent exception authorizes interception of
electronic communications where one of the parties to
the communication!  gives explicit consent or i
deemed upon actual notice to have given implied
consent to the interception.2

* Guidance from the Department of Justice recommends
that “organizations should consider deploying written
warnings, or “banners,” on the ports through which an
intruder is likely to access the organization’s system and
on which the organization may attempt to monitor an

At
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If a bamner is already in place, it should be reviewed
periodically to ensure that it is appropriate for the type
of potential monitoring that could be used in response
to a cyber attack 2
If banners are not in place at the victim company,
consider whether the obvious notice of such banners
would make monitoring of the ongoing activities of the
intruder more difficult (and unnecessarily so where the
provider exception remains available) before consulting
with counsel to tailor banner content best suited to the
type of monitoring proposed.

Solid warnings often advise users that their access to the
system is being monitored, that monitoring data may be
disclosed to law enforcement, and that use of the system
constitutes consent to surveillance.

Keep in mind that while the more common network ports
are bannerable, the less common (the choice of the
nimble hacker) often are not.

B Content—The Computer Trespasser Exception—Acting
in Concert with Law Enforcement

The computer trespasser exception gives law enforcement
the ability with the victim provider’s consent to intercept
communications exclusively between the provider and an
intruder who has gained unauthorized access to the
provider’s network 21
This exception is not available to digital investigators
retained by the provider, but only to those acting in
concert with law enforcement.

Do not forget the interplay of other limits of authority
discussed elsewhere in this chapter, bearing in mind that
such limitations may trump exceptions otherwise
available under the Wiretap Act to digital nvestigators
planning to conduct network surveillance on a victim’s
network.

» Non-Content

For digital investigators who need only collect real-time
the non-content portion of Internet communications—the
source and destination IP address associated with a
network ser’s  activitv.  the header  and  “hon”



information associated with an e-mail sent to or
received by a network user, the port that handled the
network user’s commumication a network user uses to
communicate—be mindful thatan exception to the
federal Pen Registers and Trap and Trace Devices
statuteZnonetheless must apply for the collection to
be legal.

Although the statute generally prohibits the real-time
capture of traffic data relating to electronic
communications, provider — and consent exceptions
similar and broader to those found in the Wiretap Act
are available.

Specifically, corporate network administrators and the
digital investigators they retain to assist have fairly
broad authority to use a pentrap device on the
corporate network without court order so long as the
collection of non-content:

[Relates to the operation, maintenance, and testing of the
network

[Protects the rights or property of the network provider

[Protects network users from abuse of or unlawful use of
service

s based on consent

* Remember that surveillance of the content of any
communication would inmplicate the separate provisions
and exceptions of the Wiretap Act.

Protected Data

@For the digital investigator tasked with performing
Jorensic analysis on malicious code designed to access,
copy, or otherwise remove valuable sensitive, confidential,

or proprietary informati de ding the nature of
Jfederal and state protections of this data will help inform

-

'y
along the way.
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P Federal Protection of Financial Information



* Responding to an incident at a financial mstitution that
compromises customer accounts may implicate the
provisions of the Gramm Leach Bliley Act, also known
as the Financial Services Modemization Act of 1999,
which protects the privacy and security of consumer
Sfinancial information  that financial  institutions
collect, hold, and proce:ss.E

* The Act generally defines a “‘financial institution” as any
institution that is significantly engaged in financial
activities. 24

+ The regulation only protects consumers who obtain
financial products and services primarily for person,
Jfamily, or household purposes.

* The regulation:

[Requires a financial institution in specified circumstances
to provide notice to customers about its privacy policies
and practices;

[Describes the conditions under which a financial
institution may disclose non-public personal nformation
about consumers to non-affiliated third parties; and

[Provides a method for consumers to prevent a financial
institution from disclosing that information to most non-
affiliated third parties by “opting out” of that disclosure,
subject to certain limited exceptions.

« In addition to these requirements, the regulations set forth
standards for how financial institutions must maintain
information security programs to protect the security,
confidentiality, and integrity of customer information.
Specifically, financial institutions must maintain adequate
administrative, technical, and physical safeguards
reasonably designed to:

Ensure the security and confidentiality of customer

[Protect against any anticipated threats or hazards to the
security or integrity of such information; and

[Protect against unauthorized access to or use of such
information that could result i substantial harm or
inconvenience to any custormer.

* Be careful when working with financial institution data to



obtain and document the scope ot authorization to
access, transport, or disclose such data to others. 22

P Federal Protection of Health Information

* The Health Insurance Portability and Accountability Act
(HIPAA)YX applies generally to covered entities (health
plans, health-care clearinghouses, and health-care
providers who transmit any health information i
electronic form),2Z and provides rules designed to ensure
the privacy and security of individually identifiable health
information (“protected health information”), including
such information transmitted or maintained in electronic
media (“electronic protected health information™).

* HIPAA specifically sets forth security standards for the
protection of electronic protected health information.

[OThe regulation describes the circumstances in which
protected health informaton may be used and/or
disclosed, as well as the circumstances in which such
information must be used and/or disclosed.

[IThe regulation also requires covered entities to establish
and maintain administrative, physical, and technical
safeguards to:

oEnsure the confidentiality, integrity, and availability of all
electronic protected health information the covered
entity creates, receives, maintains, or transmits;

oProtect against any reasonably anticipated threats or
hazards to the security or integrity of such information;

oProtect against any reasonably anticipated uses or
disclosures of such information that are not otherwise
permitted or required by the regulation; and

oEnsure compliance with the regulation by the covered
entity’s workforce.

* In February 2009, the American Recovery and
Reinvestment Act (ARRA) became law, subjecting
business  associates—vendors, professional —service
providers, and others that perform functions or activities
involving protected health information for or on behalf of
covered entities—to many of the health information

nrotection ohlioation that HIPAA imnnces on covered



* Given these stringent requirements, investigative steps
involving the need to access, review, analyze, or
otherwise handle electronic protected health information
should be thoroughly vetted with counsel to ensure
compliance with the HIPAA and ARRA security rules
and obligations 22

P Federal Protection of Public Company Information

+ The Sarbanes-Oxley Act (SOX)X broadly requires
public companies to institute corporate governance
policies designed to facilitate the prevention, detection,
and handling of fraudulent acts or other instances of
corporate malfeasance committed by insiders.

* Other provisions of SOX were clearly designed to deter
and punish the intentional destruction of corporate
records.

« In the wake of SOX, many public companies overhauled
all kinds of corporate policies that may also implicate
more robust mechanisms for the way in which financial
and other digital corporate data is handled and stored.

* During the early assessment of the scope and limits of
authority to conduct any internal investigation at a public
company, be mindful that a SOX-compliant policy may
dictate or limit investigative steps.

P Other Federally Protected Information

* Information About Children: The Child Online Privacy
Protection Act (COPPA)3! prohibits unfair or deceptive
acts or practices in connection with the collection, use,
and/or disclosure of personal information from and about
children on the Internet. The Juvenile Justice and
Delinquency Prevention Act, 32 goveming both the
criminal prosecution and the delinquent adjudication of
minors in federal court, protects the juvenile defendant’s
identity from public disclosure.33 If digital investigation
leads to a child, consult counsel for guidance on the
restrictions imposed by these federal laws.

Child Pornography: 18 U.S.C. § 1466A proscribes
among other things the possession of obscene visual
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including in any digital forensic services contract language
that reserves the right to report as contraband to
appropriate authorities any digital evidence encountered
that may constitute child pornography.

* Student Educational Records: The Family Education
Rights and Privacy Act3* prevents certain educational
institutions from disclosing a student’s “personally
identifiable education nformation,” including grades and
student loan information, without the student’s written
permission. Again, authority to access and disclose this
type of information should be properly vetted with the
covered educational institution or its counsel.
Payment Card Information: The Payment Card
Industry Data Security Standards (PCI DSS) established
common industry security standards for storing,
transmitting, and using credit card data, as well as
managing computer systens, network devices, and the
software used to store, process, and transmit credit card
data. According to these established guidelines,
merchants who store, process, or transmit credit card
information, in the event of a security incident, must take
immediate action to investigate the incident, limit the
exposure of cardholder data, make certain disclosures,
and report investigation findings. When handling PCI
data during the course of digital investigation, be sure to
understand these heightened security standards and
requirements for disclosure and reporting.
Privileged Information: Data relevant to the digital
investigator’s analysis may constitute or be commingled
with information that is protected by the attorney—client
privilege or the attomey work product doctrine. Digital
nvestigator access to or disclosing of that data, if not
performed at the direction of counsel, may be alleged to
constitute a waiver of these special protections.

b State Law Protections

« Forty-four states have passed a data breach notification
law requiring owners of computerized data that inchide
consumer personal information to notify any affected
consumer following a data breach that compromises the
security, confidentiality, or integrity of that personal
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« The statutes generally share the same key elements, but
vary in how those elements are defined, including the
definitions of “personal information,” the entities
covered by the statute, the kind of breach triggering
notification obligations, and the notification procedures
required 2

* Personal information has been defined across these
statutes to include some or all of the following:

MSocial Security, Alien Registration, tribal, and other
federal and state government issued identification
numbers

MDrivers license and non-operating license identification
numbers

Date of birth

Dndividuals’ mothers” maiden names

[Passport number

Credit card and debit card numbers

OFinancial account numbers (checking, savings, other
demand deposit accounts)

Account passwords or personal identification numbers
(PINs)

[Routing codes, unique identifiers, and any other number
or information that can be used to access financial
resources

[Medical information or health insurance information

Onsurance policy numbers

OIndividual taxpayer identification numbers (TINs),
enployer taxpayer identification number (EINs), or other
tax information

OBionetric data (fingerprints, voice print, retina or iris
image)

Dndividual DNA profile data

[Digital signature or other electronic signature

OEnployee identification number

[Voter identification numbers

[Work-related evaluations

* Most statutes exempt reporting if the compromised
information is “encrypted,” although the statues do not
always set forth the standards for such encryption. Some

ctatac avanwnt rannrting if imdar all rircimactancac thara
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is no reasonable likelihood of harm, injury, or fraud to
customers. At least one state requires a ‘reasonable
nvestigation” before concluding no reasonable likelihood
ofharm
Notification to the affected customers are ordinarily
made in writing, electronically, telephonically, or, in the
case of large-scale breaches, through publication. Under
nmost state statutes, Ilinois being an exception,
notification can be delayed if it is determined that the
disclosure will impede or compromise a criminal
nvestigation.

* Understanding the breach notification requirements of the
state jurisdiction in which the investigation is conducted is
important to the integrity of the digital examiner’s work,
as the scope and extent of permissible authority to
handle relevant personal information may be different
than expected. Consult counsel for clear guidance on
how to navigate determinations of encryption exemption
and assess whether applicable notice requirements will
alter the course of what otherwise would have been a
more covert operatlon designed to avoid tipping the

subject or target. Q

Tools for Acquiring Data

The digital investigator’s selection of a particular tool often has
legal implications. Nascent judicial precedent in matters nvolving
digital evidence has yielded no requirement that a particular tool
be used for a particular purpose. Instead, reliability, a theme
interwoven throughout this chapter and this entire Field Guide,
often informs whether and the extent to which the digial
nvestigator’s findings are considered.

Business Use

EOutpm from taol.s used durmg the ordinary course of

is itted as evidence absent some
showing of altenmlm or inaccuracv.




# Ordinary Course

« Intrusion detection systems
* Firewalls, routers, VPN appliances
* Web, mail, and file servers

P Business Purpose

* Output fiom ordinary course systems, devices, and
servers constitutes a record generated for a business—a
class of evidence for which there exists recognized
indicia of reliability.

* Documentation and custodial testimony will support
admissibility of such output.

Investigative Use

momput from tools deployed for an investigatory
purpose is evaluated differently. Which tool was deployed,
whether the tool was deployed properly, and how and
across what media the tool was deployed are important

.

s to determinations of reliability.

» Tool

« Sinple traceroutes
* WHOIS lookups
* Other network-based tools

P Deployment

« Inside the victim network

[Was deployment in furtherance of maintaining the
integrity and safety of the victim network environment?

[IWas deployment consistent with documented internal
policies and procedures?

* Outside the victim network

Did deployment avoid the possibility of unauthorized
access or damage to other systems?

MINA Analasmaant avnd
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discussed earlier in this chapter?

» Findings

* Repeatable

* Supported by meticulous note taking

« Investigative steps were taken consistent with corporate
policy and personal, customary, and best practice.

* Investigative use of tools was consistent without sound
legal advice.

Dual Use

@Hacker tools and tools to affect security or conduct
necessary investigation are often one in the same. The
proliferation of readily downloadable “hacker tools”
packaged for wide dispersion has resulted in legal
precedent in some jurisdictions that inadequately
addresses this “dual use,” causing public confusion about
where the line is between the two and what the liabilities
are when that line is crossed.

» Multiple Countries—Council of Europe Convention of
Cybercrime3

* What It Is:

OLegally binding multilateral instrument that addresses
computer-related crime.

[Forty-three countries have signed or ratified it, including
the United States 3

[Each participating country agrees to ensure that its
domestic laws criminalize  several categories of
computer-related conduct.

[0re such category, titled “Misuse of Devices,” intends to
criminalize the intentional possession of or trafficking in
“hacker tools” designed to facilitate the commission of a
crime.

* The Problem:



[OSoftware providers, research and security analysts, and
digital nvestigators might get unintentionally but
nonetheless technically swept up in less than carefully
worded national laws implemented by participating
countries.

[IThe official Commentary on the substantive provisions of
the Convention that include Article 6 provides little
further illumination2® but it does seem to exclude
application to tools that might have both legitimate and
illegitimate purposes.

P United Kingdom—Computer Misuse Act/Police and
Justice Act

» What It Is:

Proposed amendments to the Computer Misuse Act of
1990 to be implemented through the Police and Justice
Act 0f2006.22

Designed to criminalize the distribution of hacker tools.

* The Problem:

[No dual-use exclusion.

[Sinple sharing of common security tools with someone
other than a known and trusted colleague could violate
the law.

[Believed likely to be misused” standard of liability is
vague.

[Prosecution guidance” is similarly vague.

P Germany—Amendments to Section 202¢
* What It Is

[JAmendments to the German Code! broadly prohibiting
unauthorized users from disabling or circumventing
computer security measures in order to access secure
data.

[The amendments also proscribe the manufacturing,
programming, installing, or spreadmg of software that has
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* The Problem

[TSecurity analysts throughout the globe have criticized the
law as vague, overbroad, and impossible to comply with.

German security researchers have pulled code and other
tools offline for fear of prosecution.

P United States—Computer Fraud and Abuse Act
* The Issue

Despite the United States” participation in the Council of
Europe Convention on Cybercrime, Congress has not
amended the Computer Fraud and Abuse Act (CFAA)
to include “devices.”

[The CFAA does create misdemeanor criminal liability for
“knowingly and with intent to defraud traffic[king] in any
password or simiar information through which a
computer may be accessed without authorization. 2

* The Problem

[OWhat does “similar information” mean? Does it include
the software and tools commonly used by digital
investigators to respond to a security incident? Is the
statute really no different than the British and German
statutes?

[THere is the party line, appearing in a document titled
“Frequently Asked Questions about the Council of
Europe Convention on Cybercrime,” released by the
U.S. Department of Justice when ratification of the
Convention was announced:

@: Does the Convention outlaw legitimate security testing or research?

A: Nothing in the Convention suggests that States should criminalize the legitimate use
of network security and diagnostic tools. On the contrary, Article 6 obligates Parties
to criminalize the trafficking and possession of “hacker” tools only where conduct is
(i} intentional, (ii) “without right”, and (i) done with the intent to commit an offense of
the type described in Articles 2-5 of the Convention. Because of the criminal intent
element, fears that such laws would criminalize legitimate computer security,



research, or education practices are unfounded.

Moreover, paragraph 2 of Anlicle 6 makes clear that legitimate scientific research

and system security practices, for example, are not criminal under the Article. ER
paragraphs 47-48, 58, 62, 68 and 77 also make clear that the use of such toals for the
purpose of security testing autherized by the system owner is not a crime.

Finally, in practice, the existing U.S. laws that already criminalize use of,
possession of, or trafficking in “access" or “interception” tools have not led to
investigations of network security personnel.

U.S. Department of Justice, “Frequently asked
questions about the Council of Europe Convention on
Cybercrime”

P The Lesson

* Pay close attention to the emerging laws on misuse of
devices, particularly when conducting forensic analysis in
the 43 countries that have committed to implement the
Convention and its provisions.

 When in doubt, obtain appropriate legal advice.

Acquiring Data across Borders

In the United States, subject to the sources and limitations of
authority discussed earlier in this chapter, digital investigators are
often tasked early in the course of internal investigations to
thoroughly preserve, collect, and analyze electronic data residing
across corporate networks. At times, however, discovery and
other data preservation obligations reach outside domestic
borders to, for exanple, a foreign subsidiary’s corporate
network, and may conflict with foreign data protection laws that
treat employee data residing on company computers, servers,
and equipment as the personal property of the individual
enployee and not the corporation.

Workplace Data in Private or Civil Inquiries

MHandling of workplace data depends on the context of
the inquiry. Although more formal mechanisms exist for
tho colloction of dicital ovid, o




or antnal mqumes, country-specific data privacy laws
will govern private or civil inquiries.
» Europe

* Although inapplicable to data efforts made in the context
of criminal law enforcement or government security
matters, the 1995 European Union Data Protection
Directive, % a starting point for the enactment of country-
specific privacy laws within the 27 member countries that
subscribe to it sets forth 8 general restrictions on the
handling of workplace data®®:

OLimited Purpose: Data should be processed for a
specific purpose and  subsequently used or
communicated only in ways consistent with that purpose.

ntegrity: Data should be kept accurate, up to date, and
no longer than necessary for the purposes for which
collected.

[Notice: Data subjects should be informed of the purpose
of any data processing and the identity of the person or
entity determining the purposes and means of processing
the data.

[Access/Consent: Data subjects have the right to obtain
copies of personal data related to them, rectify
inaccurate data, and potentially object to the processing.

[ISecurity: Appropriate measures to protect the data must
be taken.

Onward Transfer: Data may not be sent to countries
that do not afford “adequate” levels of protection for
personal data.

Sensitive Data: Additional protections must be applied
to special categories of data revealing the data subject’s
racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade union membership, health, or
sex life.

Enforcement: Data subjects must have a remedy to
redress violations.

* With respect to the restriction on onward transfer, no
definition of “adequate” privacy protection is provided in
the European (EU) Directive. Absent unambiguous
consent obtained from former or current employee data



subjects that affords the digital investigator the ability to
transport the data back to the lab2Z none of the other
exceptions to the “onward transfer” prohibition in the EU
Directive appear to apply to internal investigations
voluntarily conducted by a victim corporation responding
to an incident of computer fraud or abuse. As such, the
nability to establish the legal necessity for data transfers
for fact finding in an internal inquiry may require the
digital investigator to preserve, collect, and analyze
relevant data in the European country where it is found.

B Data Transfers from Europe to the United States

+ When the EU questioned whether “adequate” legal
protection for personal data potentially blocked all data
transfers fiom Europe to the United States, the U.S.
Department of Comirerce responded by setting up a
Safe Harbor framework imposing safeguards on the
handling of personal data by certified individuals and
entities. 23

* In 2000, the EU approved the Safe Harbor framework as
“adequate” legal protection for personal data, approval
that binds all the member states to the Directive.22

« A Safe Harbor certification by the certified entity amounts
to a representation to FEuropean regulators and
individuals working in the EU that “adequate” privacy
protection exists to permit the transfer of personal data
to that U.S. entity.30

« Safe Harbor certification may nonetheless conflict with the
onward transfer restrictions of member state legislation
implemented under the Directive, as well as “blocking
statutes,” such as the one in France that prohibits French
companies and their employees, agents, or officers from
disclosing to foreign litigants or public authorities
information of an “economic, commercial, industrial,
financial, or technical nature. 2L

Workplace Data in Government or Criminal Inquiries

EOther Sormal and informal mechanisms to obtain



overseas digital evidence may be useful in the context of
an internal investigation, to comply with U.S. regulatory
requirements, or when a victim company makes a criminal
referral to law enforcement.

B Mutual Legal Assistance Request (MLAT)

Parties to a bilateral treaty that places an unambiguous
obligation on each signatory to provide assistance in
connection with criminal and in some instances regulatory
matters may make requests between central authorities
for the preservation and collection of computer media
and digital evidence residing in their respective
countries.

The requesting authority screens and forwards requests
from its own local, state, or national law enforcement
entities, and the receiving authority then has the ability to
delegate execution of the request to one of its entities.

* For foreign authorities seeking to gather evidence in the

United States, the U.S. Department of Justice is the
central authority, working through its Office of
International Affairs.

The central authority at the receiving end of an MLAT
request may be very reluctant to exercise any discretion
to comply. That being said, most central authorities are
incentivized to fulfill MLAT requests so that similar
accommodation will accompany requests in the other
direction.

B Letter Rogatory

A less reliable, more time-consuming mechanism of the
MLAT is the letter rogatory or “letter of request,” which
is a formal request from a court in one country to “the
appropriate judicial authorities” i another country
requesting the production of relevant digital evidence. 2>
The country receiving the request, however, has no
obligation to assist.

* The process can take a year or more.

P Informal Assistance

+ In addition to the widely known Council of Europe and

G8, a number of international organizations are
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face in conducting network investigations that so often
involve the need to preserve and analyze overseas
evidence.

* Informal assistance and support through the following
organizations may prove helpful in understanding a
conplicated international landscape:

Council of Europe Convention of Cybercrime
http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?
NT=185&CM=1&CI=ENG (and more generally)
https//www.coe.int/t/dc/files/themes/cybercrime/default EN.asp?

[G8 High-Tech Crime Subgroup
(Data Preservation Checkhsts)

Dnterpol
Information Technology Crime—Regional Working
Parties

DEuropcan thwork of Forensic Science Institutes
(Memorandum signed for International Cooperation in
Forensic Sctence)

[Asia-Pacific Economic Cooperatlon
Electmmc Commrce Steenng Group
ao s/ ~

) tr'

DOrgamzatmn for Economlc Cooperatxon & Developrmnt

Working Party on Information Security & Privacy

(APEC-OECD Workshop on Malware—Summary

Record—April 2007)

http//www.oecd.org/dataoecd/37/60/38738890.pdf
[JOrganization of American States

Inter- American Cooperation Portal on Cyber-Crime

httpz//www.oas.org/juridico/english/cyber. htm

Involving Law Enforcement

Whether a victim company chooses to do nothing, pursue civil
remedies, or report an incident to law enforcement affects the
scope and nature of the work of the digital investigator. Analysis



of identified malware might become purely academic once the
infrusion is contained and the network secured. Malware
functionality might be the subject of written or oral testimony
presented in a civil action when the victim company seeks to
obtain monetary relief for the damage done. The possibility of
criminal referral adjusts the investigative landscape as well
Understanding the process victim corporations go through to
decide about whether and when to involve law enforcement will
help realize relevant consequences for the digital investigator.

Victim Reluctance

@Vtctim companies are often reluctant to report
incidents of computer crime.**

* The threat of public attention and embarrassment,
particularly to shareholders, often casts its cloud over
management.

* Nervous network administrators, fearful of losing their
jobs, perceive themselves as having failed to adequately
protect and monitor relevant systems and instead focus
on post-containment and prevention.

* Legal departments, having determined that little or no
breach notification to corporate customers was required
in the jurisdictions where the business operates, would
rather not rock the boat.

* Audit committees and boards often would rather pay the
cyber extortionist’s ransom demand in exchange for a
“promise” to destroy the stolen sensitive data, however
unlikely, and even when counseled otherwise, rather than
involve law enforcement.

Victim Misperception

@Aﬂmy companies misperceive that involving law
enforcement is simply not worth it.

* Victims are confused about which federal, state, or local



agency to contact. Bl

* Victims are concemned about law enforcement agent
technical inexperience, agency inattention, delay,
business interference, and damage to network equipment
and data.

* Victims fear the need to dedicate personnel resources to
support the referral.

* Victins exaggerate the unlikelihood that a hacker kid
living in a foreign country will ever see the inside of a
courtroom.

The Law Enforcement Perspective

ECybercrime prosecution and enforcement have never
been of higher priority among federal, state, and local
government.

* Because the present proliferation of computer fraud and
abuse is unparalleled,”> domestic and foreign
governments alike have nvested significant resources in
the development and training of technical officers, agents,
and prosecutors to combat cybercrime in a nascent legal
environment.

* Law enforcement understands that internal and external
digital investigators are the first line of defense and in the
best positions to detect, initially investigate, and neatly
package some of the best evidence necessary for law
enforcement to successfilly seek and obtain real
deterrence in the form ofjail time, fines, and restitution.

Evidence collected by internal and external digital

nvestigators is only enhanced by the legal process

(grand jury subpoena, search warrants) and data

preservation authority (pen registers, trap and traces,

wiretaps) available to law enforcement and not available
to any private party.

« International cooperation among law enforcement in the
fight against cybercrime has never been better, as even
juveniles are being hauled into federal court for their
cyber misdeeds. 2



Walking the Line

MOﬁen the investigative goals of the victim company
and law enforcement diverge, leaving the digital
investigator at times in the middle. Stay out of it.

* The victim company may be more interested in protecting

its network or securing its information than, for example,
avoiding containment to allow law enforcement to obtain
necessary legal process to reaktime monitor future
network events caused by the intruder.

* Despite misimpressions to the contrary, victim companies

rarely lose control over the investigation once a referral is
made; rather, law enforcement often requires early face
time and continued cooperation with the administrators
and investigators who are most intimate with and
knowledgeable of the affected systens and relevant
discovered data. Constant consultation is the norm

* Although law enforcement will be careful not to direct any

future actions by the digital investigator, thereby creating
the possibility that a future court deems and suppresses
the investigator’s work as the work of the government
conducted in violation of the heightened legal standards
of process required of law enforcement, the digital
nvestigator may be required to testify before a grand
jury impaneled to determine if probable cause that a
crime was committed exists, or even to testify before a
trial jury on returned and filed charges.

Remember the scope and limitations of authority that
apply, and let the victim company and law enforcement
reach a resolution that is mutually beneficial.

Staying apprised of the direction of the investigation,
whether it stays private, becomes public, or proceeds on
parallel tracks (an option less favored by law
enforcement once involved), will help the digital
investigator focus on what matters most—repeatable,
reliable, and admissible findings under any circumstance.

Improving Chances for Admissibility



Thorough and meticulous recordkeeping, an impeccably
supportable and uninterrupted chain of custody, and a
fundamental understanding of basic notions governing the
reliability and integrity of evidence will secure best consideration
of the work of the digital investigator in any context, in any
forum, before any audience. Urgency tied to pulling off a quick,
efficient response to an emerging attack often makes seem less
important at the outset of any investigation the implementation of
these guiding principles. However, waiting until the attack is
under control and until the potentially exposed systems are
secured often makes it too difficult to recreate events from
memory with the same assurance of integrity and reliability as an
ongoing written record of every step taken.

Documentation

@Concems that recordkeeping creates potentially
discoverable work product, impeachment material, or
prellmmaly statements that may prove inconsistent with

are far outweighed by the future utility
to be i m the best position to well evidence the objectivity,
bl of those

* Document in sufficient technical detail each early effort to
identify and confirm the nature and scope of the incident.

* Keep, for exanple, a list of the specific systens affected,
the users logged on, the number of live connections, and
the processes running.

* Note when, how, and the substance of observations
made about the origin of attack; the number of files or
logs that were created, deleted, last accessed, modified,
or written to; user accounts or permissions that have
been added or altered; machines to which data may have
been sent; and the identity of other potential victims.

* Record observations about the lack of evidence—ones
that may be inconsistent with what was expected to be
found based on similar incident handling experiences.

* Keep a record of the methodology enployed to avoid
altering, deleting, or modifying existing data on the

b,
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« Track measures taken to block harmful access to, or stop

continuing damage on the affected network, including
filtered or isolated areas.

* Remember early on to begin identifying and recording the

extent of damage to systems and the remediative costs
incurred—unning  notations  that will make future
recovery from responsible parties and for any
subsequent criminal investigation that much easier.

Preservation

m(‘areful preservation of digital evidence further
promotes repeatable, defensible, and reliable findings.

« At the outset, create forensically sound redundant hashed

images of original media, store one with the original
evidence, and use the remaining image as a working
copy for analysis. Do not sinmply logically copy data,
even server level data, when avoidable.

mirediately preserve backup files and relevant logs.
When preserving data, hash, hash, hash. Hash early to
correct potentially flawed evidence handling later.

* During analysis, hash to find or exclude from examination

known files.

Consider using Camatasia or other screen capture
software to preserve live observations of illicit activity
before contamment. This is a way to supplement
evidence obtained from enabled and extended network
logging

If legal counsel has approved the use of a “sniffer” or
other monitoring device to record communications
between the intruder and any server that is under attack,
be careflll to preserve and document relevant information
about those recordings.

« The key is to use available forensic tools to enhance the

integrity, reliability, and repeatability of the work.

Chain of Custody



@Afeticulnus chain of custody practices can make or
break the success of a digital forensic investigation.

* Although chain of custody goes to the weight not the
admissibility of the evidence in most court proceedings,
the concept remains nonetheless crucial, particularly
where evidence may be presented before grand juries,
arbitrators, or in similar alternative settings where
evidentiary rules are relaxed, and as such, mexplicable
interruptions in the chain may leave the evidence more
susceptible to simply being overlooked or ignored.

* The ability to establish that data and the investigative
records generated during the process are fiee from
contamination, misidentification, or alteration between
the time collected or generated and when offered as
evidence goes not just to the integrity of evidence but its
very relevance—no one will care about an item that
camnot be established as being what it is characterized to
be, or a record that camot be placed in time or

attributed to some specific action. ity

* For data, the chain of custody form need not be a
treatise; simply record unique identifying nformation
about the item (serial number), note the date and
description of each action taken with respect to the item
(placed in storage, removed from storage, mounted for
examination, returned to storage), and identify the actor
at each step (presumably a limited universe of those with
access).

* A single actor responsble for generated records and
armed with a proper chain of custody form for data can
lay sufficient evidentiary foundation without having to
present every actor in the chain before the finder of fact.

State Private Investigator and Breach
Notification Statutes









State

PI Licensing |State Breach Notification

Statute Statute

Alabama N/A N/A

Alaska N/A ALASKA STAT. § 45.48.010
ARIZ. REV.

Avizana

QTAT 27

ARIZ. REV. STAT. § 44-




i,y e

7501

2401
ARK. CODE § |ARK. CODE §§ 4-110-103-
Arkansas 10 46,350 |108
CAL. BUS. &
Califomia  |PROF. CODE lcglggv CODE§§
§7520 :
coomdo A COLO.REV. STAT. § -1
CONN. GEN.
Comctiour |STAT § 29, | CONN. GEN. STAT. § 36a-
701b
154
Devare 2300 S 6 DEL €. 128101
Distictof  |I7DCMR§ _|D.C. CODE § 28-3851-§28-
Colurbia 20007 3853
. FLA. STAT. §
Forda o ST S ELA STAT § 817.5681
—|GA. CODE§
Georga | COPES G coDE§ 10-1:912
Hawai  |HRS §463-5 |HRS § 487N-2
Tdabo NA 1.C. § 28-51-105
— 251LCS §
Tinois oSS istes § 53010
Indima I § 25-30-1-3]IC § 24-4.9-3-1
Towa LC.A§80A3 [LC.A §715C2
KSA §75-
Kansas 7502 K.S.A. § 50-7a02
KRS §
Kentwcky —|yop0rs VA
» LSARS. §
Lo | >0 LSA-RS. § 513074
: 32MRSAS
Maine " 10MRS.A§ 1348
MD BUS
OCCUP &
Manknd  [pe COCR D COML §14-3504
301
Massachusetts MO 147 NG TA93H § 3

§23




IVLU.L.A §

Michigm [} MC.LA § 45.72
. MSA. §
Mimesota Mot IMSA §325E61
Mississippi|N/A MS ST § 75-24-29
. [MOSTS§
Misowi  YOSES MO ST§407.1500
Montana I;’éf“ 3760 I\ 1CA § 30-14- 1704
NEB. REV.
Nebraska  |STAT.§ 71- NEB. REV. STAT. §§ 87-801
3202
NEV. REV.
Newda — [STATS  ov K- STAT§
648.060 -
o NH REV.
_|STAT. § 106- IN.H. REV. STAT. § 359-C:19
Hampshire Fs § §
N.J. STAT. § ,
Newlersey 3o 51008 N1 STAT. § 568163
(1648110
New Mexico NMAC IN/A
N.Y. GEN.
NewYork | |BUS, Lawg N-Y- GEN. BUS. LAW
899-aa
702
North N.C. GEN.
ColaISTAT.§ 7402 NC: GEN. STAT. §75-65
N.D. ADMIN. [N.D. CENT. CODE §§ 51-
North Dakota | "3 6501 [30-01 et seq
OHIO REV.
Otio CODE § (1);“901 9REV' CODE§
4749.13 :
59 OKLA.
Oklhoma  [STAT.§ 74 OKLA. STAT. § 3113.1
17504
OR.REV. STAT. §§
Oreeon S&TRE;’ © |646A.600, 646A.602,
ce0 03,405 646A.604, 646A.624, and
: 646A.626
pemsyharia 22 DA STAT. |73 PA. STAT. §§ 2301-2308,

§13

2329




R.I. GEN.

Rhode Island [LAWS § 5-5- R.I. GEN. LAWS §§ 11-49.2-

1 1-11-49.2-7
South S.C. CODE § .
Carofina 40-18-70 S.C. CODE § 39-1-90
South Dakota [N/A N/A
62 TENN.
Tennessee  |CODE § 1175- |TENN. CODE § 47-18-2107
04-.06 (2)
TEX. OCC.
Texas CODE %;US. & COM. CODE §
§1702.101
UTAH CODE |UTAH CODE §§ 13-44-101,
Utah §§ 53-9-107 2 |13-44-201, 13-44-202, and

(2) (hand () [13-44-301
26VSA§ |9VSA §2430and9 V.SA.

Vemont 154 52435
e VA CODE §
Virginia o1139¢ | |VACODES 182:1866
WASH. REV.
Washington |CODE § Y‘;’;ﬁ?gfﬁv - CODE§
18.165.150 -5
West Virgina |- VA- CODE [W. VA. CODE § 46A-2A-
TENA |6 30-18-8 |101-105
|WIS.RL§
Wisconsin |y 1o WIS. STAT. § 134.98
. Regulted by vy STAT. §§ 40-12-501
Wyoming - flocal and 40-12-502
jurisdictions
P [nternational Resources

Cross-Border Investigations

Treaties in Force: A List of Treaties and Other
International Agreements of the United States in



Pnepamnon of Letters Rogatory
http/travel.state. gov/law/judicial/judicial 683.html
Organization of American States

Inter- American Cooperation Portal on Cyber-Crime
https//www.oas.org/juridico/english/cyber.htm

Council of Europe Convention of Cybercrime
http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?
NT=185&CM=1&CIL=ENG (and more generally)
https//www.coe.int/t/dc/files/themes/cybercrime/default EN.asp?
European Commission 2010 Directive On Attacks
Against Information Systems
http://ec.europa.ewhome-
affairs/policies/crime/l EN_ACT partl v101.pdf
European Network of Forensic Science Institutes
(Memorandum signed for International Cooperation in
Forensic Scncncc)

G8 ngh—Tech Cnme Subgmup
(Data Preservation Checkhsts)
int/ S

Inte rpol

Asna-Pacnﬁc Economic Cooperation
Electronic Commerce Steering Group
httpy//www.apec.org/Groups/Committee-on-Trade-and-

lmeslmem/EleLlromc Commerce-Steering-Group.aspx
Or for E i Cooperation &

Development
Working Party on Information Security & Privacy
(APEC-OECD Workshop on Malware—Summary

Record—April 2007)
https//www.oecd.org/datacecd/37, ’60/38738890 pdt
The Organisation for E Co-op: and

De '_ (OECD) Guideli onthel’.‘ ti

of Privacy and Transborder Flows of P 1 Data
https//www.oecd.org/document/18/0.3746.en 2649 34255 1815186 1 1 1 1.00.html
The International Cyber Security Protection Alliance

(ICSPA) Cyber-Security News Feed
httpsv//www.icspa.org/nc/media/cyber-security-news-feed/
Maurushat, A. (2010). Australia’s Accession to the




Cybercrime Ci tion: Is the C jon Still
Relevant in Combating Cybercrime in the Era of
Botnets and Obfuscation Crime Tools?, University
of New South Wales Law Journal, Vol. 33(2), pp.
431-473.

Available at
https//www.austlii.edu.aw/aw/journals/UNSWILRS/2011/20.txt/cgi-
bin/download.cgi/download/aw/journals/UNSWIRS/2011/20.rtf:

@ The Federal Rules: Evidence for Digital
Investigators

Relevance

All relevant evidence is admissible.

“Relevant evidence” means evidence having any tendency
to make the existence of any fact that is of consequence to the
determination of the action more probable or less probable than
it would be without the evidence.

Although relevant, evidence may be excluded if its
probative value is substantially outweighed by the danger of
unfair prejudice, confusion of the issues, misleading the jury, or
by considerations of undue delay, waste of time, or needless
presentation of cunulative evidence.

Authentication

The requirement of authentication or identification as a condition
precedent to admissibility is satisfied by evidence sufficient to
support a finding that the matter in question is what its proponent
claims.

Best Evidence

A duplicate is admissible to the same extent as an original unless

(1Y a aemiine Aactinn ic raiced ac tn the anthenticitv nf the



e
original or (2) mthe circunstances it would be unfair to admit the
duplicate in lieu of the original

wy wx a

Expert Testimony

If scientific, technical, or other specialized knowledge will assist
the trier of fact to understand the evidence or to determine a fact
in issue, a witness qualified as an expert by knowledge, skill,
experience, training, or education may testify thereto in the form
of an opinion or otherwise, if (1) the testimony is based upon
sufficient facts or data, (2) the testimony is the product of reliable
principles and methods, and (3) the witness has applied the
principles and methods reliably to the facts of the case.

The expert may testify in terms of opinion or inference and
give reasons therefore without first testifying to the underlying
facts or data, unless the court requires otherwise. The expert
may in any event be required to disclose the underlying facts or
data on cross-examination.

Limitations on Waiver of the Attorney—Client Privilege

Disclosure of attorney—client privilege or work product does
not operate as a waiver in a Federal or State proceeding if the:

1. Disclosure is inadvertent;

2. Holder of the privilege or protection took reasonable
steps to prevent disclosure; and

3. Holder promptly took reasonable steps to rectify the
error.

1See, e.g, California’s “Private Investigator Act,” codified
at Cal. Bus. & Prof. Code § 7521 et seq.

2 See, e.g., Arizona Revised Statutes 32-2401-16. See
also Cal. Bus. & Prof. Code 7521(e); Nev.Rev. Stat.
Amn. § 648.012.

3 See, e.g, Michigan’s “Private Detective License Act,”
MCLS 338.24(a) (specifically excluding a “person
enployed exclusively and regularly by an employer in



comnection with the affairs of the employer only and
there exists a bona fide employer—enployee relationship
for which the employee is reimbursed on a salary
basis”); Cal. Bus. & Prof. Code § 7522 (same).

4 See Louisiana’s “Private Investigators Law,” LA.R.S.
37:3503(8)(a)(iv). See also Kennard v. Rosenberg,
127 Cal App.3d 340, 345-46 (1954) (interpreting
California’s Private Investigator Act) (“it was the ntent
of the Legislature to require those who engage in
business as private investigators and detectives to first
procure a license so to do; that the statute was enacted
to regulate and control this business in the public
interest; that it was not intended to apply to persons
who, as experts, were employed as here, to make tests,
conduct experiments and act as consultants in a case
requiring the use of technical knowledge”).

2 Ohio Revised Code § 4749.01(H)(2).

© See Delaware’s “Private Investigators and Private
Security Agencies Act,” codified at 24 Del. Code §§
1301 et seq.

7 See American Bar Association, Section of Science &

Technology Law, Resolution 301 (August 11-12,

2008), available at

www.anmericanbar.org/content/danyaba/migrated/scitech/301.doc

(“RESOLVED, That the American Bar Association

urges State, local and territorial legislatures, State

regulatory agencies, and other relevant government
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Chapter 5

File Identification and Profiling

Initial Analysis of a Suspect File on a Windows System



Solutions in this chapter:

* Overview of the File Profiling Process

* Profiling a Suspicious File

* File Similarity Indexing

+ File Visualization

« File Signature Identification and Classification

* Embedded Autifact Extraction

* Symbolic and Debug Information

* Embedded File Metadata

* File Obfuscation: Packing and Encryption Identification
* Embedded Artifact Extraction Revisited

* Profiling Suspect Document Files

* Profiling Suspect Portable Document Format (PDF) Files
* Profiling Suspect Microsoft (MS) Office Files

* Profiling Suspect Compiled HTML Help Files

Introduction

This chapter addresses the methodology, techniques, and tools
for conducting an initial analysis of a suspect file. Some of the
techniques covered in this and other chapters may constitute
“reverse engneering” and thus fall within the proscriptions of
certain international, federal, state, or local laws. Similarly, some
of the referenced tools are considered “hacking tools” in some
jurisdictions, and are subject to similar legal regulation or use
restriction. Some of these legal limitations are set forth in Chapter
4. In addition to careful review of these considerations,
consultation with appropriate legal counsel prior to implementing
any of the techniques and tools discussed i these and
subsequent chapters is strongly advised and encouraged.

% Analysis Tip
Safety First



Forensic analysis of a potentially dangerous fie specimen
requires a safe and secure lab environment. After extracting a
suspicious file fiom a system, place the file on an isolated or
“sandboxed” system or network to ensure that the code is
contained and unable to comnect to, or otherwise affect, any
production system Even though only a cursory static analysis of
the code is contemplated at this point of the investigation,
executable files nonetheless can be accidentally executed fairly
easily, potentially resulting in the contamination of, or damage to,
production systems.

Overview of the File Profiling Process

[ZIFiIe profiling is essentially malware analysis
reconnaissance, an effort necessary to gain enough
information about the file specimen to render an informed
and intelligent decision about what the file is, how it
should be categorized or analyzed, and, in turn, how to
proceed with the larger investigation. Take detailed notes
during the process, not only about the suspicious file but
also about each investigative step taken.
» A suspicious file may be fairly characterized as:

* Of unknown origin

* Unfamiliar

* Seemingly familiar, but located in an unusual place on the
system

* Unusually named and located in an unusual folder on the
system (e.g, C:\Documents and Settings\

[USER]\TEMP\a\xx. exe)

* Similarly named to a known or familiar file, but misspelled
or otherwise slightly varied (a technique known as file
camouflaging)

* File contents are hidden by obfuscation code

* Determined during the course of a system investigation to
conduct network connectivity or an other anomalous

activity
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determining its purpose and functionality is often a good starting

place.

This process, called file profiling, should answer the

following questions:

What type of file is it?

What is the intended purpose of the file?

What is the finctionality and capability of the file?

‘What does the file suggest about the sophistication level
of the attacker?

What is the target of the file—is it customized to the
victim systemynetwork or a general attack?

‘What affect does this file have on the system?

What is the extent of the infection or compromise on the
system or network?

What remediation steps are necessary because the file
exists on the system?

P The file profiling process entails an initial or cursory
static analysis of the suspect code (Figure 5.1). Static analysis

is the

process of analyzing executable binary code without

actually executing the file. A general approach to file profiling
mnvolves the following steps:

Detail: Identify and document system details pertaining
to the system from which the suspect file was obtained.
Hash: Obtain a cryptographic hash value or “digital
fingerprint” of the suspect file.

Compare: Conduct file similarity indexing of the file
against known samples.

Classify: Identify and classify the type of file (including
the file format and the target architecture/platform), the
high-level language used to author the code, and the
compiler used to compile it.

Visualize: Examine and compare suspect files in
graphical representation, revealing visual distribution of
the file contents.

Scan: Scan the suspect file with anti-virus and anti-
spyware software to determine if the file has a known
malicious code signature.

Examine: Examine the file with executable file analysis
tools to ascertain whether the file has malware



properues.

» Extract and Analyze: Conduct entity extraction and
analysis on the suspect file by reviewing any embedded
Anerican Standard Code for Information Interchange
(ASCII) or Unicode strings contained within the file, and
by identifying and reviewing any file metadata and
symbolic information.

Reveal: Identify any code obfuscation or armoring
techniques protecting the file from examination, including
packers, wrappers, or encryption.

* Correlate: Determine whether the file is dynamically or
statically linked, and identify whether the file has
dependencies.

Research: Conduct online research relating to the
information you gathered flom the suspect file and
determine whether the file has already been identified
and analyzed by security consultants, or conversely,
whether the file information is referenced on hacker or
other nefarious Web sites, forums, or blogs.

) Obtain suspeet

A ke
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File Profiling
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The file profiling process

P Although all of these steps are valuable ways to leamn
more about the suspect file. thev may be executed in varving



order or in modified ﬁ)mL de]aerldi}lg upon the pree}détiné
information or circumstances surrounding the code.

* Be thorough and flexible.

* Familiarity with a wide variety of both command-line
nterface (CLI) and Graphical User Interface (GUI) tools
will firther broaden the scope of nvestigative options.

* Familiarity and comfort with a particular tool, or the
extent to which the reliability or efficacy of a tool is
perceived as superior, often dictate whether the tool is
incorporated into any given investigative arsenal.

* Further tool discussion and comparison can be found in

the Tool Box section at the end of this chapter. ﬂ

Profiling a Suspicious File

MTht’s section presumes a basic understanding of how
Windows Portable Executable (PE) files are compiled. A
detailed discussion of this process can be found in the
Introductory Chapter.

System Details

P If the suspicious file was extracted or copied ffom a victim
system, be certain to document the details obtained through the
live response techniques mentioned inChapter 1, including
information about:

 The system’s operating system, version, service pack,
and patch level

* The file system

» The full system path where the file resided prior to
discovery

» Associated file system metadata, such as created,
modified, and accessed dates/times

* Details pertaining to any security software, including
personal firewall, anti-virus, or anti-spyware programs



P Collectively, this information provides necessary file
context, as malware often manifests differently depending on the
pernutations of the operating system and patch and software
installation.

File Name

MAcquire and document the full file name

P Identifying and documenting the suspicious file name is a
foundational step in file profiling. The file name, along with the
respective file hash value, will be the main identifier for the file
specimen.

* Be mindful to disable the Windows Folder View Option
“Hide extensions for known file types” on your analysis
system so that the file extension associated with the file is
visible and can be documented.

* Attackers often try to conceal their malicious programs by
using pseudo file extensions in an effort to trick victims
into executing the malicious program

* Miss Identify (missidentiw‘y.exe}1 is a utility for finding

Win32 executable programs, regardless of file extension,

allowing the digital mvestigator to detect misnamed

executable files or hidden extensions.

InFigure 5.2, Miss Identify is used to reveal two

executable files that appear to be image files as a result

of hidden file extensions and icons embedded into the PE

Resources (discussed later in this chapter and in Chapter

6).

- lal
. ) - F Psewar [ e [E-
CADocuments and SettingslMabasce Lablsuspicius s

%——l @’mw ] oo

Makn . e Fokder
Pubiish this folder to tha
Wb |

Using Miss Identify to uncover misnamed executable



Investigative Considerations

* Although the full file path in which a suspect file was
discovered on the victim system is not a part of the file
name per se, it is a valuable detail that can provide
further depth and context to a file profile. The full file
path should be noted during live response and post-
mortem forensic analysis, as discussed in Chapters 1 and
3, respectively.

File Size

[ZIAcquire and document the specimen’s file size
P File size is a unique file variable that should be identified
and noted for each suspect file.

* Although file size in no way can predict the contents or
functionality of a file specimen, it can be used as a gauge
as to determine payload. For instance, a malware
specimen that contains its own SMTP engine or server
function will likely be larger than other specimens that are
modular and will likely connect to a remote server to
download additional files.

File Appearance

MNate or screenshot a suspect file’s appearance as an
identifier for your report and catalog it for reference with
other samples.

B Attackers often manipulate the icon associated with a file
to give a malicious file a harmless and recognizable appearance,
tricking users into executing the file.

* Documenting the file appearance is useful for reports and
for comparison and correlation with other malware



sanples.‘
* An intuitive and flexible tool to assist in obtaining screen

captures of files is MWSnap (Figure 5.3).2

* MWSnap - Naname
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MWSnap capturing the appearance of a suspicious
file

Hash Values

MGenerate a cryptographic hash value for the suspect
file to both serve as a unique identifier or digital
“fingerprint” for the file throughout the course of
analysis, and to share with other digital investigators who
already may have encountered and analyzed the same
specimen.

» The Message-Digest 5 (MD5)? algorithm generates a
128-bit hash value based upon the file contents and typically is
expressed in 32 hexadecimal characters.

* MD5 is widely considered the de facto standard for
generating hash values for mmlicious executable
identification.

* Other algorithns, such as Secure Hash Algorithm Version
1.0 (SHA1)* can be used for the same purpose.

Investigative Considerations



* (enerating an VI hash of the malware specimen is
particularly helpful for subsequent dynamic analysis of
the code. Whether the file copies itself to a new location,
extracts files from the original file, updates itself from a
remote Web site, or simply camouflages itself through
renaming, comparison of MD5 values for each sample
will enable determination of whether the sanples are the
same or new specimens that require independent

analysis.

Command-Line Interface MDS5 Tools

P CLI hashing tools provide a simple and effective way to
collect hash values from suspicious files, the results of which can
be saved to a log file for later analysis.

* mdsdeep is a powerful MDS5 hashing and analysis tool
suite written by Jesse Komblum that gives the user
granular control over the hashing options, including
piecewise and recursive modes (Figure 5.4).2

* In addition to the MDS5 algorithm, the mdsdeep suite
provides for alter-native algorithms by providing
additional utilites  such as shaldeep, tigerdeep,
sha256deep, a.ndwhirlpooldeep, all of which come

included in the mdsdeep suite download.

AL . 4 Settings\Malware Lab\>mdSdeep.exs C:\Documents and
Sertings\Malware Lab\Malware\Video.exe

Hashing a suspicious file with mdsdeep

GUI MD5 Tools



P Despite the power and flexibility offered by these CLI MD5
tools, many digital nvestigators prefer to use GUI-based tools
during analysis, because they provide drag-and-drop
functionality and easy-to-read output. Similarly, tools that enable
a Windows Explorer shell extension, or ‘right-click” hashing,
provide a simple and efficient way to generate hash values during
analysis. A useful utility that offers a variety of scanning options
to acquire both MD5 and SHAI hash values for suspect files is

Nirsoft’s HashMyFiles.® depicted in Figure 5.5.
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Using HashMyFiles to recursively scan a directory
for hash values

'aY Other Tools to Consider

CLI Hashing Tools

Microsoft File Checksum Integrity Verifier
(FCIV)—httpz/www.microsoft.convdownloads/en/details.aspx?
FamilyID=B3C93558-31B7-47E2-A663-

7365C1686C08&displaylang=en
GNU Core

Utilities—https/gnuwin32.sourceforge.net/packages/coreutils.htm

GUI Hashing Tools

Hash

Quick—https/www.lindseysystens.com/contact.php
‘WinMD5—hitp:/www.blisstonia.conysoftware/WinMD35/

MNEQumumar hitn/ranans md Scrmwnar Ao/
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HashonClick—http-//www.2brightsparks. com/onchck/hoc html

Graphical MD5sum—https/www.toast442.org/md5/

Malcode Analyst
idefe ‘malcode.pt

Visual MDS—httDJ /www tUCOWS. com/nre\1ew/505450
(previously available from https//www.protect-
folder.cony)

SSDeepFE—http:/sourceforge.net/project/showfiles. php?

oup_id=215906&package id=267714

Further tool discussion and comparison can be found in the
Tool Box section at the end of this chapter and on the
i site,

File Similarity Indexing

MComparing the suspect file to other malware specimens
collected or maintained in a private or public repository is
an important part of the file identification process.

P An effective way to compare files for similarity is through
a process known asfuzzy hashing or Context Triggered
Piecewise Hashing (CTPH), which computes a series of
randomly sized checksuns for a file, allowing file association
between files that are similar in file content but not identical.

+ Use ssdeep,” a file hashing tool that utilizes CTPH to
identify homologous files, to query suspicious file

specimens.

* ssdeep can be used to generate a unique hash value for a
file, or compare an unknown file against a known file or
list of file hashes.

* In the vast arsenal of'ssdeep’s file comparison modes
exists a “pretty matching mode,” wherein a file is
compared against another file and scored based upon
similarity (a score of 100 constituting an identical match).

« In Figure 5.6, a file that has been changed by one byte
and saved to a new file is scanned in conjunction with the



original file withssdeep in “pretty matching mode.”
Although the one byte modification changes the MDS
hash values of the respective files, ssdeep detects the
files as nearly identical.

* Through these and other similar tools employing the
CTPH finctionality, valuable information about a suspect
file may be gathered during the file identification process
to associate the suspect file with a particular specimen of
malware, a “family” of code, or a particular attack or set
of attacks. Further discussion regarding malware
“families,” or phylogeny, can be found in Chapter 6.

-sadeep =pb Video.exe Copy of Video.exe

ssdeep “pretty matching mode”

Hash Repositories

Online hash repositories serve as a valuable resource for
querying hash values of suspect files. The hash values and
associated files maintained by the operators of these resources
are acquired through a variety of sources and methods, including
online file submission portals. Keep in mind that by submitting a
file or a search term to a third-party Web site, you are no longer
in control of that file or the data associated with that file.

Team Cymru Malware Hash
Registry—http ’/\wvw team—wnmorg/ Serwues/l\/lHR/

viCheck.ca Malware Hash
Query—httpss//www.vicheck.ca/mdSquery.php
Virus Total Hash

Search—hitp:/www.virustotal.com/search.html




File Visualization

[ZIVisualize file data in an effort to identify potential
anomalies and to quickly correlate like files.

P Visualizing file data, particularly through byte-usage-
histograms, provides the digital investigator with a quick
reference about the data distribution in a file.

« Inspect suspect files with bytenist, a GUI-based tool for
generating byte-usage-histograms £

* Bytehist makes histograns for all file types, but is geared
toward PE files, in that it makes separate sub-histograms
for each section of the executable file.

* Histogram visualization of executables can assist in
identifying file obfiscation techniques such as packers
and cryptors (discussed in the ‘File Obfuscation:
Packing and Encryption Identification” section later in
this chapter).
Byte distribution in files concealed with additional
obfuscation code or with encrypted content will typically
manifest visually distinguishable from unobfuscated
versions of the same file, as shown in Figure 5.7, below,
which displays histogram visualization of the same file in
both a packed and unpacked condition with bytehist.

* Comparing histogram patterns of multiple suspect files can
also be used as a quick triage method to identify
potential lke files based upon visualization of data
distribution.

* To further examine a suspicious binary file through
nuiltiple visualization schemes, probe the file with BnVis,
a framework for visualizing binary file structures.2 BinVis

is discussed in greater detail in Chapter 6.




Visualizing files with bytehist

File Signature Identification and Classification

IZIAﬁer gathering system details, acquiring a digital
fingerprint, and conducting a file index similarity inquiry,
additional profiling to identify and classify the suspect file
will prove an important part of any preliminary static
analysis.

P This step in the file identification process often produces
a clearer idea about the nature and purpose of the malware, and
in turn, the type of damage the attack was intended to cause the
victim system

* Identifying the file type is determining the nature of the file
from its file format or signature based upon available
data contained within the file.

* File type analysis, coupled with file classification, or a
determination of the native operating system and the
architecture for which the code was intended, are
fundamental aspects of malware analysis that often
dictate how and the direction in which your analytical
and investigative methodology will unfold.

File Types

P The suspect file’s extension cannot serve as the sole indicator
of its contents; instead examination of the file’s signature is
paramount.

* A file signature is a unique sequence of identifying bytes
written to a file’s header. On a Windows system, a file
signature is normally contained within the first 20 bytes of



the file.

Different file types have different file signatures; for

example, a Windows Bitmap image file (.bmp extension)

begins with the hexadecimal characters 42 4D in the first
two bytes of the file, characters that translate to the
letters “BM.”

* Most Windows-based malware specimens are executable
files, often ending in the extensions .exe, .dIL .com, .pif,
.drv, .qtx, .qts, .ocx, or .sys. The file signature for these
files is “MZ” or the hexadecimal characters 4D 5A4,
found in the first two bytes of the file.

* Generally, there are two ways to identify a file’s signature.

[IFirst, query the file with a file identification tool.

[Second, open and inspect the file in a hexadecimal
viewer or editor. Hexidecimal (or hex, as it is commonly
referred) is a numeral system with a base of 16, written
with the letters A-F and numbers 0-9 to represent the
decimal values 0-15. In computing, hexadecimal is used
to represent a byte as 2 hexadecimal characters (one
character for each 4-bit nibble), translating binary code
into a more human-readable format.

* By viewing a file in a hex editor, every byte of the file is
visible, assuming its contents are not obfuscated by
packing, encryption, or compression.

+ MiniDumper by Marco Pontello'? is a convenient tool for

examining a file in hexadecimal format, as it displays a

dump of the file header only, as illustrated in Figure 5.8.

Other hexadecimal viewers for Windows provide

additional finctionality to achieve a more granular

analysis of a file, including strings identification, hash
value computation, multiple file comparison, and
templates for parsing the structures of specific file types.
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[T Examining a file header in MiniDunmper

'a¥ Other Tools to Consider

Hex Editors

RevEnge—https/www.sandersonforensics.conycontent.asp?
page=325

010 Editor—https/www.sweetscape.com/010editor/

McAffee
FileInsight—http:/www.mcafee.com/us/downloads/free-
tools/fileinsight.aspx

Hex ‘Workshop Hex
Editor—http//www.hexworkshop.cony

FexHex—https/www. flexhex.cony

‘WinHex—http:/www.x-ways.net/winhex/ndex-m html

HHD Hex Editor
Neo—https/www.hhdsoftware.conyfree-hex-editor

Further discussion and comparison of hex editors can be
found in the Tool Box section at the end of this chapter, and on
the companion Web site,
http//swww.nmalwarefieldguide.comyChapter5.html.

File Signature Identification and Classification Tools

» Unlike distributions of the Linux operating system that come
with the utility file preinstalled (which classifies a queried file
specimen based on the data contained in the file as compared
against a comprehensive list—or, magic file of known file
headers), Microsoft Windows operating systens have no
inherent equivalent command. Despite this apparent void in this
genre of analytical tools, there are a number of CLI and GUI
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CLIFile Identification Tools

* Perhaps the closest tool to the Linux version of file is
File Identifier (version 0.6.1), developed by Optima
SC-L Similar to fi1e, File Identifier compares a queried

file against a magic-like database file 12

* In addition to conducting file identification through
signatre matching, File Identifier also extracts file
metadata, as illustrated in Figure 5.9.

In addition to providing a variety of different file scanning
modes, including a recursive mode for applying the tool
against directories and subdirectories of files, File
Identifier also offers Hypertext Markup Language
(HTML) and CVS report generation.

* As an alternative, TrID, a CLI file identifier written by
Marco Pontello13 does not limit the classification of an
unknown file to one possible file type based on the file’s
signature, unlike other tools. Rather, it compares the
unknown file against a file signature database and
provides a series of possible results, ranked by order or
probability, as depicted in the analysis of the suspect file
in Figure 5.10.

The TrID file database consists of approximately 4,000
different file signatures, /4 and is constantly expanding,
due in part to Pontello’s distribution of TrIDScan, a
TrID counterpart tool that offers the ability to easily
create new file signatures that can be incorporated into
the TrID file signature database. 13

e Lab-file ¢:\Malware\Video.exe



Scanning a suspect file with File Identifier

ibrtrid e:\Malware\Video.exe

Figure S. C: a suspect 1
i (I, Scanning pect file with TrID

GUI File Identification Tools

« There are a number of GUI-based file identification and
classification programs for use i the Windows
environment; many are intuitive to use and convenient for
an initial static analysis of any suspect file.

* TrIDNet L% a GUI version of TrID, provides for quick
and convenient drag-and-drop functionalty and an
intuitive interface, as shown in Figure 5.11.

« Like the CLI version, TrIDNet conpares the suspect file
against a file database of nearly 4,000 file signatures,
scores the queried file based upon its characteristics, and
reveals a probability-based identification of the file.
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Match | Ext | Type Pz
> 902% EXE ASPack compressed Win32 Execulatle (geneic)  133819/73/30
57% EXE Win32 Executable Geneic sBINY3
14%  EXE Winl6/32 Execusble Delphi genetic 2072723
13% EXE GenencWin/DOS Executsble 200213
138 EXE DODS Executable Genenc 200041
Defirdions pathe
Defirtions in memory: 4063

A suspect file classified with TrTDNet

s Other Tools to Consider

CLI File Identification Tools

Exetype—hitp://www.microsoft.com/resources/documentation/windowsnt/4/server/reskit/en-
us/resktdud/rkudlist. nspx Omfi=true

FileType c.1ef S C.

Infoexe . 1. 32—htlp//www exetools.conyfile-
analyzers.htm

Peace V. 1.00—httpz/www.exetools.com/file-
analyzers.htm

Fileinfo V. 2.43—http://www.exetools.com/file-
analyzers.htm

GUI File Identification Tools

Digital Record Object Identifier
(DROID)—https/droid.sourceforge.net/
File Alyzer—http:/www.safer-

networking. org/en/filealyzer/index.html
‘WhatFile—http:/www.sinnercomputing.convdL.

prog=WhatFile

Further tool discussion and comparison can be found in the
Tool Box section at the end of this chapter and on the



companion Web site,
https/www.malwarefieldguide.conmyChapter5.html.

Anti-virus Signatures

P After identifying and classifying a suspect file, the next step in
the file profiling process is to query the file against anti-virus
engines to see if it is detected as malicious code.

* Approach this phase of the analysis in two separate steps:

[First, manually scan the file with a number of anti-virus
prograns locally installed on the malware analysis test
systemto determine whether any alerts are generated for
the file. This manual step affords control over the
configuration of each program, ensures that the signature
database is up to date, and allows access to the
additional features of locally installed anti-virus tools (like
links to the vendor Web site), which may provide more
conplete technical details about a detected specimen.

[Second, submit the specimen to a number of free online
malware scanning services for a more comprehensive
view of any signatures associated with the file.

Local Malware Scanning

P To scan malware locally, implement anti-virus software that
can be configured to scan on demand, as opposed to every time
a file is placed on the test system

* Make sure that the AV program affords choice in
resolving mmlicious code detected by the anti-virus
program; many automatically delete, “repai,” or
quarantine the malware upon detection.

* Some examples of freeware anti-virus software for
installation on your local examiner system include:

M Ametl
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[TJAvira AntiVir Personal?
ACamWinZ!

[IF-Prot2l
BitDefender?
[Panda?

Investigative Considerations

* The fact that installed anti-virus software does not identify
the suspect file as mulicious code is not dispositive.
Rather, it may mean simply that a signature for the
suspect file has not been generated by the vendor of the
anti-virus product, or that the attacker is “armoring” or
otherwise inplanting a file protecting mechanism to
thwart detection.

* Although an anti-virus signature does not necessarily
dictate the nature and capability of identified malicious
code, it does shed potential insight into the purpose of
the program

* Given that when a malicious code specimen is obtained
and when a signature is developed for it may vary
between anti-virus companies, scanning a suspect file
with multiple anti-virus engines is recommended.
Implementing this redundant approach helps ensure that
a malware specimen is identified by an existing virus
signature and provides a broader, more thorough
inspection of the file.

‘Web-based Malware Scanning Services

b After running a suspect file through local anti-virus program
engines, consider submitting the malware specimen to an online
malware scanning service.

* Unlke vendor-specific malware specimen submission
Weh citee online malware ceanning cervices will sean
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submitted specimens against numerous anti-virus engines

to identify whether
hostile code.

the submitted specimen is detected as

'Web Service

Features

VirusTotal:
http:/www.virustotal.com

 Scans submitted file against 43 different anti-virus
engines

« “First seen” and “last seen” submiission dates
provided for each specimen

« File size, MD5, sHA1, SHA256, and ssdeep values
generated for each submitted file

« File type identified with file and TrID

« PE file structure parsed

« Relevant Prevx, ThreatExpert, and Symantec
reports cross-referenced and hyperlinked.

« URL link scanning

« Robust search function, allowing the digital
investigator to search the VirusTotal (VT) database
« VT Community discussion function

« Python submiission scripts available for batch
submission:
httpz/jon.oberheide.org/blog/2008/11/20/virustotal-
(python-submission-script/
(https//www.bryceboe.com/2010/09/01/submitting-
binaries-to-virustotal/

VirScan:
httpJ/virscan.org/

« Scans submitted file against 36 different anti-virus
engines

« File size, mps, and sHa1 values generated for each
submitted file

Jotti Online Malware
Scanner:

httpy//virusscan. jotti.org/er

 Scans submitted file against 19 different anti-virus
engines

« File size, mps, and sHa1 values generated for each
submitted file

o Tila tumma idamtifiad with r21 2 nan
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« Packing identification

« Scans submitted file with 19 different anti-virus
engines

Metascan Online « File size, mps, and sHa1 values generated for each
Www.Inetascan- submitted file

online.com « File type identification

« Packing identification

« “Last scanned” dates

* During the course of inspecting the file, the scan results for
the respective anti-virus engines are presented in real
time on the Web page.

» These Web sites are distinct from online malware
analysis sandboxes that execute and process the
malware in an emulated Internet, or “sandboxed,”
network. The use of online malware analysis sandboxes
will be discussed in Chapter 6.

* Rememnber that submission of any specimen containing
personal, sensitive, proprietary, or otherwise confidential
information may violate the victim company’s corporate
policies or otherwise offend the ownership, privacy, or
other corporate or individual rights associated with that
information. Be careful to seek the appropriate legal
guidance in this regard, before releasing any such
specimen for third-party examination.

» Do not submit a suspicious file that is the crux of a
sensitive investigation (ie., circumstances i which
disclosure of an investigation could cause irreparable
harm to a case) to online analysis resources, such as
anti-virus scanning services, in an effort not to alert the
attacker. The results relating to a submitted file to an
online malware analysis service are publicly available and
easily discoverable—many portals even have a search
function. Thus, as a result of submitting a suspect file, the
attacker may discover that his malware and nefarious
actions have been discovered, resulting in the destruction
of evidence, and potentially damaging your investigation.

* Assuming you have determined it is appropriate to do so,
submit the suspect file by uploading the file through the
Web site submission portal.

« Upon submission, the anti-virus engines will run against




the suspect file. As each engine passes over the
submitted specimen, the file may be identified, as
manifested by a signature identification alert similar to
that depicted in Figure 5.12.

« Ifthe file is not identified by any anti-virus engine, the field
next to the respective anti-virus software company will
either remain blank (in the case of VirusTotal and
VirScan), or state that no malicious code was detected
(in the case of Jotti Online Malware Scanner and
Metascan Online).

» The signature names attributed to the file provide an
excellent way to gain additional information about what
the file is and what it is capable of By visiting the
respective anti-virus vendor Web sites and searching for
the signature or the offending file name, more often than
not a technical summary of the malware specimen can be
located.

* Alternatively, through search engine queries of the anti-
virus signature, hash value, or file name, information
security-related  Web  site  descriptions  or  blogs
describing a researcher’s analysis of the hostile program
also may be encountered. Such nformation may
contribute to the discovery of additional investigative
leads and potentially reduce time spent analyzing the
specimen.

* Conversely, there is no better way to get a sense of your
malicious code specimen than thoroughly analyzing it
yourself, relying entirely on third-party analysis to resolve
a malicious code incident often has practical and real-
world limitations.

VT Commnity Sipin ¥ —
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A suspect file submitted and scanned on VirusTotal

Embedded Artifact Extraction: Strings, Symbolic
Information, and File Metadata

MIn addition to identifying the file type and scanning
the file with anti-virus scanners to ascertain known
hostile code signatures, many other potentially important
Jfacts can be gathered fiom the file itself.

P Information about the expected behavior and fimction of
the file can be gleaned from entities within the file, like strings,
symbolic information, and file metadata.

« Although symbolic references and metadata may be
identified while parsing the strings of a file, these items
are treated separately and distinctly fiom one another
during the examination of a suspect file.

Embedded artifacts—evidence contained within the
code or data of the suspect program—are best
inspected separately to promote organization and clearer
file context. Each inspection may shape or otherwise
frame the future course of investigation.

Strings

P Some of the most valuable clues about the identifiers,
functionality, and commands associated with a suspect file can

ha fumd within tha andaddad cbeinoe AF tha Gl Ot
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plan-text ACSII and Unicode (contiguous) characters
embedded within a file. Although strings do not typically provide
a conplete picture of the purpose and capability of a file, they
can help identify program functionality, file names, nicknames,
Uniform Resource Locators (URLs), e-muil addresses, and
error messages, among other things. Sifting through embedded
strings may yield the following information:

* Program Functionality: Often, the strings in a program
will reveal calls made by the program to a particular .dll
or fimction call. To help evaluate the significance of such
strings, the Windows API Reference Web site 2% and the
Microsoft Advanced Search engine? are solid
references.

* File Names: The strings in a malicious executable often

reference the file name the malicious file will manifest as

on a victim system, or perhaps more interestingly, the
nane the hacker bestowed on the malware. Further,
many malicious executables will reference or make calls

for additional files that are pulled down through a

network connection to a remote server.

Moniker Identification (“greetz” and “shoutz”):

Although not as prevalent recently, some malicious

programs actually contain the attacker’s moniker hard-

coded within it. Simiarly, attackers occasionally
reference, or give credit to, another hacker or hacking
crew in this way—references known as “greetz” or

“shoutz” Like self-recognition references inside code,

however, greetz and shoutz are less frequent. 20

» URL and Domain Name References: A malicious

program may require or call on additional files to update.

Alternatively, the program may use remote servers as

drop sites for tools or stolen victim data. As a result, the

malware may contain strings referencing the URLs or
domain names utilized by the code.

Registry Information: Some malware specimens

reference registry keys or values that will be added or

modified upon installation. Often, as discussed in other
chapters, hostile prograns create a persistence
mechanism through a registry autorun subkey, causing

tha nraaram tn ctart 1m aach tina tha cvetam ic rehnntad
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o IP Addresses: Similar to URLs and domain names,
Internet Protocol (IP) addresses often are hard-coded
into mulicious prograns and serve as “phone home”
instructions, or in other instances, the direction of the
attack.

» E-mail Addresses: Some specimens of malicious code
e-mail the attacker information extracted from the victim
machine. For example, many of the Trojan horse variants
install a keylogger on the victim computers to collect
usermames  and  passwords and other sensitive
information, then transmit the information to a drop-site
e-mail address that serves as a central receptacle for the
stolen data. An attacker’s e-mail address is obviously a
significant evidentiary clue that can develop further
investigative leads.

* IRC Channels: Often the channel server and name of
the Internet Relay Chat (IRC) command and control
server used to herd armies of compromised computers
or botnets are hard-coded into the malware that infects
the zombie machines. Indeed, suspect files may even
reference multiple IRC channels for redundancy
purposes should one chamnel be lost or closed and
another channel comes online.

* Program Commands or Options: More often than not,
an attacker needs to interact with the malware he or she
is spreading, usually to promote the efficacy of the
spreading method. Some older bot variants use instant
messenger (IM) prograns as an attack vector, and as
such, the command to mvoke IM spreading can be
located within the program’s strings. Similarly,
command-line options and/or embedded help/usage
menu information can potentially reveal capabilities of a
target specimen.

* Error and Confirmation Messages: Confirmation and
error messages found in malware specimens (such as
“Exploit FTPD is running on port: %i, at thread
number: %i, total sends: %i”) often become significant
investigative leads and provide good insight into the
malware specimen’s capabilities.




False Leads: “Planted” Strings

Despite the potential value embedded strings may have in the
analysis of a suspect program be aware that hackers and
malware authors ofien “plant” strings in their code to throw
digital investigators off track. Instances of false nicknames, e-
mail addresses, and domain names are fairly common. When
examining any given malware specimen and evaluating the
meaningfulness of its embedded strings, remember to consider
the entire context of the file and the digital crime scene.

Tools for Analyzing Fmbedded Strings

P Unlke Linux and UNIX distributions, which typically come
preloaded with the strings utility, Windows operating systems
do not have a native tool to analyze strings. Thankfully, there are
a number of strings extracting utilities, both CLI and GUI,
available for use on Windows systemns.

* A version of strings, named “strings.exe” has been
ported to Windows by Mark Russinovich of Microsoft
(formerly of Sysinternals).2Z

* Like the UNIX/Linux version of strings, Russinovich’s
ported version can query for both ASCII and Unicode
strings and by default searches for three or more
printable characters. strings.exe can also recursively
scan subdirectories.

« BinText22 is an intuitive and powerful GUI-based strings
extraction program that displays ASCII, Unicode, and
resource strings, each identified by a distinct letter and
color on the left-hand side of the GUI (ASCII strings are
identified by a green “A,” Unicode Strings by a Red “U,”
and resource strings by a blue ‘“R”), as displayed in
Figure 5.13.

* BinText identifies the file offSet and memory address of
the discoverable strings in unique fields in the GUL
Further, the tool provides drag-and-drop finctionality
and a useful search feature, allowing the digital
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Examining a suspect file in BinText

-7
ther Tools to Consider

GUI Strings Analysis Tools

AnalogX
TextScan—http:/www.analogx.com/contents/download/Programming/textscan/Freeware. htm

TextExtract—previously hosted on hitp//www.ultima-
thule.co.uk/downloads/textextract.zip

String Extractor
(Strex)—hitp:/www.zexersoft.convproducts. html

iDefense Malcode Analyst Pack (MAP) Strings Shell
Extension—http:/labs.idefense.conysoftware/malcode. php#more_malcode+analysis+pack

Further tool discussion and comparison can be found in the
Tool Box section at the end of this chapter, and on the
companion Web site,
http//www.nalwarefieldguide.com/Chapter5. html.

Inspecting File Dependencies: Dynamic or Static Linking




P During initial analysis of a suspect program, simply identifying
whether the file is a static or dynamically linked executable will
provide early guidance about the program’s fimctionality and
what to anticipate during later dynamic analysis of library and
system calls made during its execution.

» A number of tools can help quickly assess whether a

suspect binary is statically or dynamically linked. '5(

oumpeINZ a command-line utility provided with

Microsoft Visual C++ in Microsoft Visual Studio,

combines the finctionality of the Microsoft development

tools LInk, L18, and exexpr. Thus, pumpBIN can parse a

suspect binary to provide valuable information about the

fle format and structure, embedded symbolic
information, as well as the library files required by the
program

* To identify an unknown binary file’s dependencies, query
the target file withoumpsIn, using the /DEPENDENTS
argument, as shown in Figure 5.14.

* To obtain a better picture of the suspect file’s capabilities
based upon the dependencies it requires, research each
dependency separately, eliminating those that appear
benign or commonplace, and focus more on those that
seem more anomalous. Some of the better Web sites on
which to perform such research are listed in the textbox
Online Resources: Reference Pages.




pumMPBIN query of a suspect file

L] Online Resources

Reference Pages

It is handy during the inspection of embedded entities like strings,
dependencies, and API finction call references to have reference
Web sites available for quick perusal. Consider adding these
Web sites to your browser toolbar for quick and easy reference.

Windows API Reference—hitp://msdn.microsoft.conven-
us/library/aa383749%28v=vs.85%29.aspx

Process and Thread Functions
Reference—http://msdn.microsoft.com/en-
us/library/ms684847.aspx

Microsoft DLL Help Database—Retired by Microsoft in
February 2010, but archived on
http//web.archive.org/web/20090615190853 /https/support.microsoft.convdllhelp/

Microsoft Advanced Search
[Engine—httpy/search microsoft.convadvancedsearch.aspx?
mkt=en-US&setlang=en-US

Microsoft TechNet—http/technet. microsoft.comven-us/

Microsoft Standard .Exe Files and Associated
.DLLs—httpJ/technet. microsoft.com/en-
us/library/cc768380.aspx

« If the feel of a GUI tool to mspect file dependencies is
preferred, Tim Zabor has developed dumpbinGUIL3! a
sleek  front-end  foroumpsin, which includes
dumpbinCHM, a shell context menu that allows for a
right-click on the target file and a selection of the
pumpBIN argument to be applied against a target file.

* To gain a more granular perspective of a target file’s
dependencies, a useful command-line and GUI utility is
Dependency Walker, 22 which builds a hierarchical tree
diagram of all dependent modules in the binary
executable—allowing drill-down identification of the files

that the denendenciec remiire and inunke ac chaum n
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Figure 5.15.

Examining a suspect file with Dependency Walker

Symbolic and Debug Information

MThe way in which an executable file is compiled and
linked by an attacker often leaves significant clues about
the nature and capabilities of a suspect program.

P Ifan attacker does not strip an executable file of program
variable and function names known as symbols, which reside in
a structure within Windows executable files called the symbol
table, the program’s capabilities may be readily detected.

* To check for symbols in a binary, tum to the utility nm,
which is preinstalled in most distributions of the Linux
operating system The nm command identifies symbolic
and debug information embedded in executable/object
files specimen.

* Although Windows systems do not have an inherent
equivalent of this utility, there are several other tools that
nicely extract the same symbol information.

* As with file dependencies, pumpeIn can be used with the
/symeoLs argument to display the symbols present in a
Windows executable file’s symbol table.

. As previously d]scmsed there is a GUI alternative to the
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also can be used to query target files for symbolic
information. DumpbinGUI is particularly helpful in that it
offers a shell context menu, allowing for a file to be right-
clicked and run through the program

Embedded File Metadata

Mln addition to embedded strings and symbolic
information, an executable file may contain valuable
clues within its file metadata.

B The term metadata refers to information about data. Ina
forensic context, discussions pertaining to metadata typically
center on information that can be extracted from document files,
like those created with Microsoft Office applications. Metadata
may reveal the author of a document, the number of revisions,
and other private information about a file that normally would not
be displayed.

» Metadata also resides in executable files, and often these
data can provide valuable insight as to the compilation
date/time, origin, purpose, or finctionality of the file.

» Metadata in the context of an executable file does not
reveal technical information related to file content, but
rather contains information about the origin, ownership,
and history of the file. In executable files, metadata can
be identified in a number of ways.

OTo create a binary executable file, a high-level
programming language must be compiled into an object
file, and in turn, be linked with any required libraries and
additional object code.

[From this process alone, numerous potential metadata
footprints are left in the binary, including the high-level
language in which the program was written, the type and
version of the compiler and linker used to compile the
code, and the date and time of compilation.

In addition to these pieces of information, other file
metadata may be present in a suspect program, including



information relating to the following:

Metadata Artifacts
Program author Publisher ‘Warnings
Program version ' Author/Creator| Location
Operating systemor platformin  |Created by Format
which the executable was compiled |software
Intended operating system and Modified by |Resource
processor of the program software Identifier
Contributor  |Character
Console or GUI program information |Set
. Spoken or
Company or organization if?og‘xmjgtion Written
Language
Disclaimers License Subject
Previous File [Hash
Comments Name Values
Creation Date Modified Date A%
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« These metadata artifacts are references from various parts

of the executable file structure. The goal of the metadata
harvesting process is to extract historical and identifying
clues before examning the actual executable file
structure.
Later in this chapter (in the “Windows Portable
Executable Format” section), as well as in Chapter 6, we
will be taking a detailed look at the format and structure
of the PE file, and specifically where metadata artifacts
reside within it.

Most of the metadata artifacts listed in the previous table
manifest in the strings embedded in the program; thus,
the strings parsing tools discussed earlier in this chapter
certainly can be used to discover them However, for a
more methodical and concise exploration of an
unknown, suspect program, the tasks of examining the
strings of the file and harvesting file metadata are better
separated.

* To gather an overview of file metadata as a contextual
baseline, scan a suspect file with exiftoo1.22 A number
of GUI front-ends have been developed for exiftool
that provide for drag-and-drop functionality and

recursive scanning.

Exiftool Wil provide the digital mvestigator with

temporal context, operating system, and target

environment identifiers, along with other helpful clues

such as linker version, as displayed inFigure 5.16.

However, further probing is often required to gather

additional metadata artifacts of value from a suspect

executable file.

« After gaining an overview of the file metadata, review or
“peel” the file for specific metadata artifacts n
chronological order of the compilation process—from
high-level source code to compiled executable. Initial
clues to look for include:

[Ndentify the high-level language used to create the suspect
program
Determine the compiler (and linker version) used to
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[Ascertain the file compilation time and date

[MNdentify the Regional Settings (Language Code and
Character Set) embedded within the binary during the
time of compilation

[File version information

* Often, metadata items of interest are obfuscated by the
attacker through packing or encrypting the file (discussed
in the “File Obfiscation: Packing and Encryption
Identification” section, later in this chapter). If the file is
not obfliscated, the high-level programming language can
be quickly identified by 672, a file format detection utility
with a shell context menu that allows for a right-click on

the target file.34

« Although 672 can identify and parse many file formats, it is
particularly geared toward extracting data from PE files.
Figure 5.17 displays the output ofer2 extracting file
version information and identifying the high-level
programming language of a target file (Visual C++ 6.0).

* There are a number of other utilities that may be useful for
identifying the compiler used to create a binary
executable. Among them is PEid,%> a power utility for
examining PE files, including compiler and packing
identification. Another is Babak Farrokhi’s Language
2000 tool 2% an older compiler detection utility, which
identifies the compiler used to create a program and
extracts the program version information embedded in

the file.
* PE file metadata can also provide temporal context
surrounding an incident and contribute toward building
an investigative time line in conjunction with live response
and post-mortem forensic artifacts acquired from a
victim system
In particular, the date and time stamp when the
executable was compiled can be extracted fiom the
IMAGE FILE HEADER structure of a PE file. A
detailed discussion of the IMAGE FILE HEADER and
other PE file structures can be found in the section
“Windows Portable Executable File Format,” later in this
chanter.



[The compilation date and time can be quickly extracted
using Nick Harbour’s pestat command line utility.3Z

[For digital investigators who prefer a graphical utility, as
depicted inFigure 5.18, MiTeC’s EXE Explorer3
intuitively extracts and displays the time stamp data (in
GMT).

Looking back at the output in Figure 5.17, extensive file
version information was extracted, most likely obtained
from the executables Resource section (a topic covered
in depth in Chapter 6). Although this information is not
dispositive, these are substantial leads that can be further
pursued through online research.

To gain further insight about the attacker, examine the
Language Code and Character Set identifiers embedded
within ~ the  IMAGE RESOURCE DIRECTORY
structure of the binary during the time of compilation.
These settings provide information about the native
attacker system environment or settings selected by the
attacker during compilation.

For exanple, looking at the data extracted in Figures
5.16 and 5.17, we leam that the regional settings in the
suspect executable include a Language Identifier Code
0419043 (Russian)2 and a Character Set (Cyrillic).22

A granular examination of the Language and Character
codes can be conducted by parsing the Resource section
of a target fle with a PE Analysis tool such as
HeavenTooks’ PE Explorer, 2l as depicted below in
Figure 5.19.
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= Online Resources
Locale Identifiers

Consider adding these Web sites to your browser toolbar for
quick and easy reference of Locale Identifiers.

Locale IDs Assigned by
Microsoft—http:/msdn.microsoft.com/en-
us/goglobal/bb964664

Locale IDs, Inout Locales, and Language Collections
for Windows XP and Windows Server
2003—https/msdn.microsoft.comven-
us/goglobal/bb895996

Investigative Consideration:

* A word of caution: As with embedded strings, file
metadata can be modified by an attacker. Time and date
stamps, file version information, and other seemingly
helpful metadata are often the target of alteration by
attackers who are looking to thwart the efforts of
researchers and investigators from tracking their attack.
File metadata must be reviewed and considered in
context with all of the digital and network-based
evidence collected from the incident scene.

File Obfuscation: Packing and Encryption
Identification

MThus far this chapter has focused on methods of
reviewing and analyzing data in and about a suspect file.
All too often, malware “in the wild” presents itself as
armored or obfuscated, primarily to circumvent network
security protection mechanisms like anti-virus software
and intrusion detection systems.



P Ubluscation 1 also used to protect the executable's
innards from the prying eyes of virus researchers, malware
analysts, and other information security professionals nterested
in reverse-engineering and studying the code.

* Moreover, in today’s underground hacker economy, file
obfuscation is no longer used to just block the “good
guys,” but also to prevent other attackers from examining
the code. Savvy and opportunistic cyber criminals can
analyze the code, determine where the attacker is
controlling his infected computers or storing valuable
harvested information (like keylogger contents or credit
card information), and then “hijack” those resources
away to build their own botnet armies or enhance their
ownillicit profits from phishing, spamming, click fraud, or
other forms of fraudulent online conduct.

* Given these “pitfalls,” attackers use a variety of utilities to

obscure and protect ther file contents; it is not

uncommon to see more than one layer, or a combination,
of file obfuscation applied to hostile code to ensure it
remains undetectable.

Some of the more predominant file obfuscation

mechanisis used by attackers to disguise their malware

include packers, encryption programs (known in hacker
circles as cryptors), and binders, joiners, and wrappers,

as graphically portrayed inFigure 5.20. Let’s take a

look at how these utilities work and how to spot them

/ packers
scation code

Binders jJoiners/
Wrappers

Obfu:

—_— |

Obfuscating code



Packers

P The terns packer, compressor, and packing are used in the
nformation security and hacker commumities alike to refer
generally to file obfuscation programs.

* Packers are programs that allow the user to compress,
and n some instances encrypt, the contents of an
executable file.

* Packing programs work by compressing an original
executable binary, and in tun, obfuscating its contents
within the structure of a “new” executable file. The
packing program writes a decompression algorithm stub,
often at the end of the file, and modifies the executable
file’s entry point to the location of the stub.22

* As illustrated inFigure 5.21, upon execution of the
packed program, the decompression routine extracts the
original binary executable nto memory during runtime
and then triggers its execution.

* In addition to unpacking programs that were created to
foil specific packers, there are numerous generic
unpackers and file dumping utilities that can be
implemented  during runtime  analysis of a packed
executable mualware specimen. These tools will be
discussed in greater detail in Chapter 6.

E,ggculeblg
program
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Cryptors

P Executable file encryption programs or encryptors, better
known by their colloquial “underground” names cryptors (or
crypters) or protectors, serve the same purpose for attackers
as packing programs. They are designed to conceal the contents
of the executable program, render it undetectable by anti-virus
and IDS, and resist any reverse engineering or hjacking efforts.

« Unlike packing programs, cryptors acconplish this goal
by applying an encryption algorithm upon an executable
file, causing the target file’s contents to be scrambled and
undecipherable.

» Like file packers, cryptors write a stub containing a
decryption routine to the encrypted target executable,
thus causing the entry point in the original binary to be
altered. Upon execution, the cryptor program runs the
decryption routine and extracts the original executable
dynamically at runtime, as shown in Figure 5.22.

Executable
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Packer and Cryptor Detection Tools

» PEID® is the packer and cryptor freeware detection tool most
predominantly used by digital investigators, both because of its
high detection rates (more than 600 different signatures) and its
easy-to-use GUI interface that allows nuiltiple file and directory
scanning with heuristic scanning options.

e PED allows drag-and-drop functionality to quickly
identify obfuscation signatures, as demonstrated in Figure
5.23.

* PEID contains a plug-in interface®* and a myriad of plug-
ins that afford additional detection functionality. Plug-ins
are listed and described in the oo/ Box section at the

end of this chapter. ﬁ

« Entropy calculation—or the measurement of disorder ina
block of data®—and PE Entry Point (EP) anomaly
detection in a suspect file can be calculated with PEID
using the “Extra Information” feature invoked by clicking
the double append button located at the bottom right
cormer of the PEID GUIL High entropy levels are
typically indicia that an obfuscation scheme has been
applied to a suspect file.

« In addition to PEID, there are a number of other GUI-
based obfuscation detection tools that offer slightly
different features and plug-ins, including Mandiant’s Red
Curtain*® NTCore’s PE Detective,Z and RDGE Refer
to the Tool Box section at the end of this chapter and on
the companion Web site,
http//www.nmatwarefieldguide.comyChapter5.html,  for

additional tool options. ﬁ
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Analyzing a suspect file with PEID

CLI Packing and Cryptor Detection Tools

« In addition to these GUI-based tools, there are a few
handy python-based tools, making them extensible and
command-line operated.

o pefile, X developed by Ero Carrera, is a robust PE file
parsing utility as well as a packing identification tool. In
particular, some of its finctionality includes the ability to
inspect the PE header and sections, obtain warnings for
suspicious and malformed values in the PE image, detect
file obfuscation with PEID’s signatures, and generate
new PEID signatures.

« Jim Clausing, a SANS Internet Storm Center Incident
Handler, wrote a similar python script for PE packer
identification based upon pefile, called packerid. py 2
Like pefile, packerid.py is extensible and can be run in
both the Windows and Linux environments, convenient
for many Linux purists who prefer to conduct malware
analysis in a Linux environment. Further, like pefile,
packerid.py can be configured to compare queried files
against various PE obfuscation signature databases,
including those used by PEID2L and others created by
Panda Seciritv22 The ontt of nackerid.nv as annlied



against a suspect binary can be seen in Flg e 5 24.

« Another very helpful CLI-based packer detection utility is
SigBuster, written by Toni Koivunen of teamflrry.com
SigBuster has a myriad of different scan options and
capabilities, and is written in Java, making it useful on
Linux and UNIX systens (Figure 5.25). Currently,
SigBuster is not publicly available, but is available to
anti-virus researchers and law enforcement. However,
SigBuster is implemented in the Anubis online malware
analysis sandbox where the public can submit specimens

for analysis 23

Inspecting a suspect file with packer. py on a Linux
system

lab@MalwareLab:~/Malware Lab/Windows Malware$ java -jar SigBuster.jar —f

Video.exe
SigBuster version 1.1.0 starting up. Happy hunting!
Initializing databases...
Loaded 466 EPO signatures into ScanEngine.
Scanning -> Video.exe
Signature found: [ASPack v2.12 SH:750]
Signature found: [ASPack vna SN:1633]
Scan took 2741lms
Directory scan took 2788ms
Scanned total 1, of which 1 were valid PE files.

Of the valid 1 files 1 got stamped with a signature.



Detection rate is 100.0%

Inspecting a suspect file with SigBuster on a Linux
system

Binders, Joiners, and Wrappers

P Binders (also known as joiners or wrappers) in the Windows
environment simply take Windows PE files and roll them into a
single executable.

« The binder author can determne which file will execute
and whether the state will be normal or hidden. The copy
location of the file can be specified in the windows,
system, ortemp directories, and the action can be
specified to either open/execute or copy only.
From the underground perspective, binders allow
attackers to combine their malicious code executable
together with a benign one, with the latter serving as an
effective delivery wvehicle for the malicious code’s
distribution.
« There are many different binders available on the Internet;
a sinple and most fully featured one is known as YAB
or “Yet Another Binder.”4

Embedded Artifact Extraction Revisited

[Z]Aﬁer de-obfuscating a target specimen, conduct a file
profile of the unobscured file.

B After successfully pulling malicious code from its armor
through the static and behavioral analysis techniques discussed in

Chanter 6 re-examine the 1mohecired nrooram for cfrinos
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symbolic information, file metadata, and PE structural details. In
this way, a comparison of the “before” and “after” file will reveal
more clearly the most important thing about the structure,
contents, and capabilities of the program.

‘Windows Portable Executable File Format

[ZIA robust understanding of the file format of a suspect
executable program that has targeted a Windows system
will best facilitate effective evaluation of the nature and
purpose of the file.

B This section will cover the basic structure and contents of
the Windows PE file format. In Chapter 6 deeper analysis of PE
files will be conducted.

« The PE file format is derivative of the older Common
Object File Format (COFF) and shares with it some
structural commonalities.

« The PE file format not only applies to executable image
files, but also to DLLs and kernel-mode drivers.
Microsoft dubbed the newer executable format
“Portable Executable” with aspirations of making it
universal for all Windows platforms, an endeavor that
has proven successful.

* The PE file format is defined in the winnt.h header file in
the Microsoft Platform Software Development Kit
(SDK). Microsoft has documented the PE file
speciﬁcatiorl,ﬁ and researchers have  written
whitepapers focusing on its intricacies.2®

* Despite these resources, PE file analysis is often tricky
and cumbersome.Z The difficultly lies in the fact that a
PE file is not a single, large continuous structure, but
rather a series of different structures and sub-
components that describe, point to, and contain data or

eade ac ilhictrated oranhicalks in Fiore 5 74
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« To gain a clear and intuitive perspective of the entire PE
file format, run the suspect binary through a CLI tool,
like Matt Pietrek’s pedump un'lily,ﬁ or pefile.py, so that
each structure and sub-component can be studied and
analyzed in a comprehensive view. Alternatively, for a
general graphical overview of the PE structure, load the
suspect file into a GUI-based PE analysis tool, such as
PEView,22 AnyWherePEViewer,2 and CFF Explorer®:

(see Figure 5.27), among others.

* After reviewing the entirety of the PE file output, which
can often be rather extensive, consider “peeling” the data
slowly by reviewing each structure and sub-component
individually; that is, begin your analysis at the start of the
PE module and work your way through all of the
structures and sections, taking careful note of the data
that are present, and perhaps just as important, the data
that are not.

The Portable Executable (PE) file format
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Parsing a suspect PE file with CFF Explorer

MS-DOS Header

> The IMAGE DOS HEADER structure, or MS-DOS
header, is the file structure that every PE file begins with. For
investigative purposes, the MS-DOS header contains two
important pieces of information.

* First, the e_magic field contains the DOS executable file
signature, previously identified as “MZ” or the
hexadecimal characters 4D 5A, found in the first two
bytes of the file. Similarly, Borland Delphi executables
have a “P” in the file signature, following the MZ.

. SCCOI’EI, as shown ]'Ingl.!l‘C 5.28, thCeilfanew field
points to the offset in the file where the PE header
begins, known as the IMAGE NT HEADERS



structure.

= _Js]gnature MZ

pos Heade! _ — — o_lfanew |

Ms-DOS sub

PE Header £AS)

tory

|
gection Table |
[IMAGE,SEG‘FJDN_HEADEH |

The e_magic ande_ifanew fields in

IMAGE DOS_HEADER

MS-DOS Stub

» The IMAGE DOS_HEADER is followed by the MS-DOS
stub program, which serves primarily as a compatibility
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« In particular, when the PE file format was first introduced,
many users operated in DOS and not within the
Windows GUI environment. If a PE file is mistakenly
executed in DOS, the MS-DOS stub prints out the
message “This program cannot be run in DOS mode.”

» The stub program is not essential for the successful
execution of a PE file, and many times attackers will
modify, delete, or otherwise obfuscate it (see Figure
5.29).
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The MS-DOS Stub Program

PE Header

» Below the MS-DOS stub, at the offset address designated by
thee_1fanew field, resides the IMAGE NT HEADERS

structure, also known simply as the PE Header.%

* As depicted inFigure 5.30, the PE Header is actually
comprised of the PE signature and two other data
structures: the IMAGE FILE HEADER structure and
the IMAGE OPTIONAL HEADER structure, which
contains its own substructure, the Data Directory.

The PE Header and its contents

* A PE file is identified by the 4-byte (or DWORD)
signature “PE” followed by two null values (ASCII



characters “PE” with the hexadecimal translation ot 50
45 00 00). The signature appears in the file after the
MS-DOS stub, but need not be located at a particular
offset.
 The first sub-structure in the IMAGE NT HEADERS
structure is the IMAGE FILE HEADER, also known
as the COFF File header.%3
From an investigative perspective, this structure is
potentially comprised of informative data about the target
file, including, among other things (Figure 5.31)%:

OTime and date the file was compiled/created

OIarget platformyprocessor

OINumber of sections in the Section Table

File characteristics, such as whether the file is executable

Whether symbols have been stripped from the file

OWhether debugging information has been stripped from
the file

137N RI| The IMAGE FILE HEADER structure

* To parse the IMAGE FILE HEADER for these details,
query the suspect file in PEView, a GUI-based tool that
provides an intuitive interface for navigating headers,
descriptors, and values for each field in the PE structure,
as shown in Figure 5.32.
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Examining the Image_File_Header with PEView

* Following the IMAGE FILE HEADER structure is the
IMAGE OPTIONAL HEADER, better known simply
as the Optional Header, which is ironically not optional
as the executable will fail to load without it.% (See
Figure 5.33.)
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The IMAGE-OPTIONAL HEADER structure

* The Optional Header is dense with a number of fields
containing itemrs of interest to digital investigators that can
be extracted from this structure, including:

Linker version used to compile the executable file
OIDLL characteristics

OPointer to address of entry point

TOperating system version

Data Directory

P In addition, the Optonal Header also contains the
IMAGE _DATA_DIRECTORY structures, commonly referred
to as Data Directories. The IMAGE DATA DIRECTORY,
shown in Figure 5.34, contains 16 directories that identify values
and map the locations of other structures and sections within the

PE file.

i




&
i
{

pata DIREO gy
‘DATA_DIREC stornge(T-5)
y A e s
\ Table
\ Toud Contiguretie”
; g

.—-"""f

i

i
}

@

The IMAGE_DATA_DIRECTORY structure

« Not all PE files have entries in all 16 Data Directories, so
when assessing a suspect executable, make note of
which directories are present.

Section Table
B The last structure i the PE file the

IMAGE SECTION HEADER, or Section Table, which
follows immediately after the IMAGE DATA DIRECTORY.

o

 The Section Table consists of individual entries, or section
headers, each 40 bytes in size and containing the name,
size, and description of the respective section.

» The IMAGE FILE HEADER (COFF header) structure
contains a ‘NumberOfSections” field, which identifies
the number of entries in the Section Table. The Section
Table entries are arranged in ascending order, starting
from the number one (see Figure 5.35).
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Online Resources
Exe Dump Utility

To get a feel for how pefile works, submit an executable file to
the Exe Dunp Utdlity portal at
http/utilitymill. com/utility/Fxe Dump_Utility and receive a text
or HTML report containing the results of the file being processed
through pefile.




Profiling Suspect Document Files

During the course of profiing a suspect file, the digital
investigator may determine that a file specimen is not an
executable file, but rather a document file, requiring distinct
examination tools and techniques.

[ZIMalici(ms document files have become a
burgeoning threat and increasingly popular vector of
attack by malicious code adversaries.

P Malicious documents crafted by attackers to exploit
vulnerabilities in document processing and rendering software
such as Adobe (Reader/Acrobat) and Microsoft Office (Word,
PowerPoint, Excel) are becoming increasingly more common.

e As document files are commonly exchanged in both
business and personal contexts, attackers frequently use
social engineering techniques to infect victims through this
vector—such as attaching a malicious document to an e-
mail seemingly sent from a recognizable or trusted party.
Typicall, malicious documents contain a malicious
scripting “trigger mechanismi” that exploits an application
vulnerability and invokes embedded shellcode; in some
instances, an embedded executable file is invoked or a
network request is made to a remote resource for
additional malicious files.

Malicious document analysis proposes the additional
challenges of navigating and understanding numerous file
formats and structures, as well as obfuscation techniques
to stymie the digital investigator’s efforts.

B In this section we will examine the overall methodology
for examining malicious documents. As the facts and context of
each malicious code incident dictates the manner and means in
which the digital investigator will proceed with his investigation,



the techniques outlined in this section are not mntended to be
comprehensive or exhaustive, but rather to provide a solid
foundation relating to malicious document analysis.

 Malicious Document Analysis Methodology

ONdentify the suspicious file as a document file through file
identification tools

IScan the file to identify indicators of malice

JExamine the file to discover relevant metadata

Examine the file structure to locate suspect embedded
artifacts, such as scripts, shellcode, or executable files

Extract suspect scripts/code/files

OIf required, decompress or de-obfuscate the suspect
scripts/code/files

[Examine the suspect scripts/code/files

Ndentify correlative malicious code, file system or
network artifacts previously discovered during live
response and post-mortem forensics

MDetermine relational context within the totality of the
infection process

Profiling Adobe Portable Document Format (PDF) Files

MA solid understanding of the PDF file structure is
helpful to effectively analyze a malicious PDF file.

PDF File Format

» A PDF document is a data structure comprised of a series of
elements Figure 5.37)%%:
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header, which contains 5 characters; the first three
characters are always “PDE” and the remaining two
characters define the version number, for exanple,
“%PDF-1.6” (PDF versions range from 1.0 to 1.7).

* Body: The PDF file body contains a series of objects that
represent the contents of the document.

* Objects: The objects in the PDF file body represent
contents such as fonts, text, pages, and images.

Objects may reference other objects. These indirect
objects are labeled with two unique identifiers
collectively known as the object identifier: (1) an
object number and (2) a generation number.

DIAfter the object identifier is the definition (Figure 5.36)
of the indirect object, which is contained in between the
keywords “obj” and “endobj.” For example:

Oindirect objects may be referred to from other locations
in the file by anindirect reference, or “references,”
which contains the object identifier and the keyword “®,”
for example: 11 o R.

Objects that contain a large amount of data (such as
images, audio, fonts, movies, page descriptions, and
JavaScript) are represented as stream objects or
“streams.”® Streams are identified by the keywords
stream and endstream, with any data contained in
between the words manifesting as the stream Although a
stream may be of unlimited length, streams are typically
compressed to save space, making analysis challenging.
Careful attention should be paid to streams during
analysis, as attackers frequently take advantage of their
large data capacity and embed malicious scripting within
a stream inside of an object.

* Cross Reference (XREF) Table: The XREF table
serves as a file index and contains an entry for each
object. The entry contains the byte offset of the

racnantive nhiont wnthin tha hadu aftha il Tha YRER
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Table is the only element within a PDF file with a fixed
format, enabling entries within the table to be accessed
randomly.%?

* Trailer: The end of a PDF file contains a trailer, which
identifies the offset location of the XREF table and
certain special objects within the file body. 2

Object definition

Object Body

\

Object
XREF

Trailer

|



The Portable Documment File format

» In addition to the structural elements of a PDF, there are
embedded entities for investigative consideration, such as
dictionaries, action type keywords, and identifiable compression
schemes as described in the next chart.Zt

Keyword Relevance

Indicia of an additional-actions dictionary that
IAA defined actions that will occur in response to
various trigger events affecting the document as




a whole.

Interactive form dictionary; indicia that an
/Acroform automated action will occur upon the opening
of the document.

A value specifying a destination that will be
/OpenAction  |displayed, or an action that will occur when the
document is opened.

Indicia that a URI (uniform resource identifier)
/URI will be resolved, such as a remote resource
containing additional malicious files.

Indicia that encryption has been applied to the

/Encrypt contents of strings and streams in the document
to protect its contents.

Named Indicia that a predefined action will be
executed.

/JavaScript Indicia that the PDF contains JavaScript.
Indicia of a compression scheme encoded with

FlateDecode

the zlib/deflate compression method.

Indicia of a compression scheme encoded with
(JBlG2Decode the JBIG2 compression method.
/S Indicia that the PDF contains JavaScript.

/EmbeddedFiles|Indicia of embedded file streams.
Indicia that an application will be launched or a

/Launch

file will be opened.
. Indicia of an object stream inside the body of
/Objstm the PDF document.
Pa An indicator that interactive forms will be
88 invoked.

/RichMedia  |Indicia that the PDF contains JavaScript.

Pdf Profiling Process: CLI Tools

P The following steps can be taken to examine a suspect PDF



document:
Triage: Scan for Indicators of Malice

« Inspect the suspect file for indicators of malice—clues
within the file that suggest the file has nefarious
functionality—using  Didier Stevens’ python utility,
pdfid.py.

* pdfid.py scans the document for keywords and provides
the digital investigator with a tally of identified keywords
that are potentially indicative of a threat, such as those
previously described (Figure 5.38).

\Beneficial medical prog

Scanning a suspect PDF file with pdfid.py

* An alternative to pdfid.py for triaging a suspect PDF is
the pdfscan.rb script in Origami, a Ruby framework for
parsing and analyzing PDF documents.”2

« Further, the python thl]]ly pdf-parser.py (diSCuSSCd in
greater detail later), when used with the --stats switch,
can be used to collect statistics about the objects present

e A TYIND L1

.pd£”
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Discover relevant metadata

¢ Meaningful metadata can provide temporal context,
authorship, and original document creation details about
a suspect file.

« Temporal metadata from the suspect file can be gathered
with pdfid.py using the - -extra switch (Figure 5.39).

Metadata gathered from a suspect PDF with the
pdfid.py --extra command switch (left) and the Origami
framework printmetadata.rb script (right).

e Deeper netadata extraction, such as author, original
document name, and original document creation
application, among other details, can be acquired by
querying the suspect file with the Origami framework

printmetadata.rb SCript.
Examine the file structure and contents

 After conducting an nitial assessment of the file, use
Didier Stevens’ pdf-parser.py tool to examine the



specimen’s file structure and contents to locate suspect
embedded artifacts, such as anomalous objects and
streans, as well as hostile scripting or shellcode. The
following commands are useful in probing the PDF file

specimen:
Command
Switch Purpose
--stats Displays statistics for the target PDF file
String to search in indirect objects (except
--search
strears)

Pass stream object through filters (FlateDecode
ASCIIHexDecode and ASCII85Decode only)

--filter

--object= ID of indirect object to select (version
<object> independent)




-_reference= [ID of indirect object being referenced (version
<reference> ]'ndependm)

s_elements= ITuhe of elements to select (cxtsi)

<elements>

--raw Raw output for data and filters

--type=<type> |Type of indirect object to select

--verbose Displays matformed PDF elements

--extract= .

<file to Filename to extract to

extract>

--hash Displays hash of objects

--dump Dump unfiltered content of a stream

--disarm Disarms the target PDF file

 An alternative to pdf-parser.py iS the pdfscan.rb script

from the Origami framework.

* Use the information collected with pdfid.py as a guide
for examining the suspect file Wiﬂ’lpdf-par‘ser‘.py, For
instance, the pdfid.py results in Figure 5.38 revealed the
presence of JavaScript in the suspect file. pdf-parser.py
can be used to dig deeper into the specimen, such as
locating and extracting this script.

Locating suspect scripts and shellcode

« To locate instances of JavaScript keywords in the suspect
ﬁle, use the --search switch and the Stl’i]’lgjavascript,
as shown in Figure 5.40. The results of the query will
identify the relevant objects and references in the file.

ythonltspdf-parser.py --search javascript "c:\Malware'Beneficial medical
rams . pdE”
gt




Searching the suspect file for embedded JavaScript
with pdf-parser.py

« The relevant object can be further examined using the - -
object= <object number> switch. In this instance, the
output reveals that the object contains a stream that is
compressed (Figure 5.41).

176> pdf-parser.py --cbject=12 “c:‘\Mal Benefi

1 medical

Parsing a specific object with pdf-parser. py

Decompress suspect stream objects and reveal scripts

* Use the --filter and --raw switches to decompress the

contents of the stream object and reveal the scripting as
shown in Figure 5.42.

“1APythonZ6> pdf-parser.py --cbject=12 --raw --filter "c:\Malware\
programs . pdf”
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L S: iy TOXINapeT
SF += nXzaRHPbywgAbGpGxOTozGkvQWh

SP 4= vZFlwiyTUXIWGXDLEES { ax1DUVDL THdsATgkQDLYHSLA
!(UNHQhEdmcFZyle;u gWIBTEVH, = SP.substring(0, 65536/2);
while|xUMNOhE yMLOTT3ykgzOyqFpovgHIBT .length < 0xB0000) //shp
sajiqfk

HUMBCh fdmocF2ymlQrT ykgz0yqFpovgWIBTEVHIesSPAVWAC += xUMNQhfdmocFZymlQrTiykgzoyg
FpovgWJBTEVAETesSPAVWaC;

//hfkahgla; jgh

GOWTAYyXRVoaaVNOFUralIgkaZWMCoBRC) bttxdl 1bSzckvjalkg) 1sE
THUUNuUG = xUMNQhfdmocFEymlQrT jykgzOyqFpovgWIBTEVHIJesSPAVWAC. substring(0, 0x80000
= (0x1020-0x08) / 2);

var cDCdelAGYuQnWIRQgGIYHNNYaCodemHz SESECAPDTRSU2JCeQtbDy jRNRIPALakngwCGRNLW2Y
in = new Array{);

for (DbealgBSxbQRCHEJOCBEXT IMMumPtyHRALLS: yREJC ELH
sefwg=0;DbealgBSxbOpCHEIOCHERT JHMUMF LY kSICanE
Dlilsefwg<0x1£0;Dbea JOCBEXT JHHUmF Jcanf:

GbesHwgDN1sefwg++) cDCdelAGyuOnkIRQgJIYHANYaCodcmEz sss:cnpnmsuzt jCcQthDr jRNRIPA
LaXngwCGRNLwzuwin [ DbealgBSxbOpCHE JOCBE: v
1sefuq | =GoRTdYyX UralIgKaZWMCOBPCPbtBMUEBttxdIrKenuhbELbS2e

9l Decompressing the suspect stream object with pdf -

parser py (Cont’d)

Extract suspect JavaScript for further analysis

« The suspicious JavaScript can be extracted by redirecting
the output nFigure 542 to a new file, such as
output.js, as shown in F'glgg 5.43.

C:\Python26> pdf-parser.py --object=12 --raw --filter "c:\Malware\Beneficial
medical programs.pdf” > e:\Malware\sutput.js

igure
parser.py

& Extracting suspicious JavaScript usingpdf-



* Other methods that can be used to extract the JavaScript
include:

Processing the target file with the jsunpack-n script,

pdf.py.ﬁ

OProcessing the target file with the Origami framework

script, extractjs. rb 24

Examine extracted JavaScript

« JavaScript extracted from a suspect PDF specimen can
be examined through a JavaScript engine such as Moxzilla
Foundation’s SpiderMonkey. 22

* A nodified version of SpiderMonkey geared toward
malware analysis has been adapted by Didier Stevens 22

Extract shellcode from JavaScript

« Attackers commonly exploit application vulnerabilities in
Adobe Reader and Acrobat with malicious PDF files
containing JavaScript embedded with shellcode (typically
obfiscated in anunescape() finction), as shown in
Figure 5.42.77

 Often, the shellcode payload is ijected into memory
through performing a heap spray;Z2 and in turn, invoking
the execution of a PE file embedded (and frequently
encrypted) in the suspect PDF file. 2

* The shellcode can be extracted from the JavaScript for
further analysis.

DAfter copying the shellcode out of JavaScript, compile it
into a binary file for deeper analysis, such as
examination of strings, disassembling, or debugging.
Prior to compilation, be certain that the target



shelicode has been “unescaped —or deciphered from
theunescape encoding—and placed into binary
format.

IShellcode can be conpiled into a Windows executable
file with the python script shellcodeZexe.py,& the
convertshellcode.exe utll]Iy,& and MalHostSetup
(included with OfficeMalScanner; discussed later in
this chapter in the “MS Office Dcoument Profiling
Process” section). Similarly, a shellcodezexe Web

portal exists for online conversion.82

P'aY Other Tools to Consider

CLI-based PDF Analysis Tools
PDF
Scanner—https/blogs.paretologic.com/malwarediaries/index. php/pdf
scanner/

Origami—http/code.google.com/p/origami-framework/;
http://esec-lab.sogeti.comvdotclear/index.php?
pages/Origami

Open PDF Analysis Framework
(OPAF)—http/opaf googlecode.com;
http/feliam wordpress.cony2010/08/23/opaf!

PDF
Miner—https//www.unixuser.org/~euske/python/pdfiminer/index. html

PDF Tool Kit—https/www.pdflabs.convtools/pdftk-the-
pdf-tookkit/

Malpdfobj—https/blog. 9bplus.convreleasing-the-
malpdfobj-tool-beta

PDF Profiling Process: GUI Tools



P GUI-based tools can be used to parse and analyze suspect
PDF files to gather additional data and context.

« Zynamics’ PDF Dissectorf3 provides an intuitive and
feature-rich environment allowing the digital investigator
to quickly identify elements in the PDF and navigate the
file structure.

» Anomalous strings can be queried through the tool’s text
search function, and suspect objects and streams can be
identified through a multifaceted viewing pane, as shown
in Figure 5.44, below.
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Navigating the structure of a suspect PDF file with
PDF Dissector (Figure 5.45)
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Executing JavaScript with the PDF Dissector
JavaScript interpreter

e The contents of a suspicious object can be further
examined by using the content tree feature of PDF
Dissector.

Once a target object or stream is selected, the contents
are displayed in a separate viewing pane.

OConpressed streams are automatically fitered through
FlateDecode and decoded—the contents of which can
be examined in the tool’s built-in text or hexadecimal
viewers.

IThe contents of a suspicious stream object (raw or
decoded) can be saved to a new file for further analysis.

* PDF Dissector offers a variety of tools to decode,
execute, and analyze JavaScript, as well as extract
embedded shellcode.

« Identified JavaScrint can be executed within the tool’s



built-in JavaScript interpreter.

* Embedded shellcode that is invoked by the JavaScript
can be identified in the Variables panel. Right-clicking
on the suspect shellcode allows the digital investigator to
copy the shellcode to the clipboard, inspect it within a
hexadecimal viewer, or save it to a file for further
analysis, as depicted in Figure 5.46.

Inspecting and saving shellcode extracted from a
suspect file

« Extracted shellcode can be examined in other GUI-based
PDF analysis tools, such as PDF Stream Durrper,M
PDFubar,® and Malzlla, % which are descrbed in
further detail in the Tool Box section at the end of this
chapter.

* The Adobe Reader Emulator feature in PDF Dissector
allows the digital investigator to examine the suspect file



within the context ot a document rendered by Adobe
Reader, which may use certain API functions not
available in a JavaScript interpreter.

Adobe Reader Emulator also parses the rendered

structure and reports known exploits in a PDF file
specimen by Common Vulnerabilities and Exposures
(CVE) number and description, as shown in Figure 5.47.
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Examining a suspect PDF file through the Adobe
Reader Emulator

1:1 Online Resources

A number of online resources exist to scan suspicious PDF and
MS Office documrent files, scan URLs hosting PDF files, or run
susnicions dociment files in a sandboxed environment. Manv of
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these Web portals also serve as great research aids, providing
database search features to mine the results of previous
submissions.

JSunpack—a JavaScript unpacker and analysis portal,
httpz/jsunpack.jeek.org/dec/go.

ViCheck.ca—Malicious code analysis portal; numerous
tools and searchable database, https://www.vicheck.ca/.

MalOffice—Malicious  document  analysis ~ system,
httpJ//nwanalysis.org/?site=7 &page=homnre.

WePawet—A service for detecting and analyzing Web-
based malware (Flash, JavaScript, and PDF files),
http//wepawet.iseclab.org/.

Shellcode2exe—Web portal that converts shellcode to a
Portable Executable file,

httpJ/sandsprite.conyshellcode_2_exe.php.

Profiling Microsoft (MS) Office Files

MMalicious MS Office documents are an increasingly
popular vector of attack against individuals and
organizations due to the lity and prevalence of
Microsoft Office sofiware and MS Office documents.

Microsoft Office Documents: Word, PowerPoint, Excel

P MS Office documents such as Word documents, PowerPoint
presentations, and Excel spreadsheets are commonly exchanged
in both business and personal contexts. Although security
protocols, e-mail attachment filters, and other security practices
typically address executable file threats, MS Office files are often
regarded as innocuous and are trustmgy opened by recipients.
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victims through this vector, such as tricking a user to open an
MS Office document attached to an e-mail seemingly sent froma
recognizable or trusted party.

MS Office Documents: File Format

P There are two distinct MS Office document file formats8Z:

 Binary File Format: Legacy versions of MS Office
(1997-2003) documents are binary format (.doc, .ppt,
xIs) 88 These compound binary files are ako referred
to as Object Linking and Embedding (OLE)
compound files or OLE Structured Storage files
They are a hierarchical collection of structures known as
storages (analogous to a directory) and streams
(analogous to files within a directory). Further, each
application within the MS Office suite has application-
specific file format nuances, as described in further detail
next. Malicious MS Office documents used by attackers
are typically binary format, likely due to the continued
prevalence of these files and the complexity in navigating
the file structures.

OMicrosoft Word”(.doc)—Binary Word  documents
consist of

oWordDocument -~ Stream/Main ~ Stream —This  stream
contains the bulk of a Word document’s binary data.
Although this stream has no predefined structure, it
must contain a Word file header, known as the File
Information Block (FIB), located at offset 021 The
FIB contains information about the document and
specifies the file pointers to various elements that
comprise the document and information about the
leneth of the file 22



oSummary  Information  Streams—The  summary
information for a binary Word document is stored in
two storage streams:Summary Information and

9
DocumentsummaryInformation.ﬁ

olable Stream (0Table or 1Table)—The Table Stream
contains data that is referenced from the FIB and
other parts of the file and stores various plex of
character positions (PLCs) and tables that describe
a document’s structure. Unless the file is encrypted,
this stream has no predefined structure.

oData Stream—An optional stream with no predefined
structure, this contains data referenced fiom the FIB
in the main stream or other parts of the file.

oObject Streams—These contain binary data for OLE 2.0
objects embedded within the .doc file.

oCustom XML Storage (added n Word 2007).

OMicrosoft  PowerPoint>*(.ppt)—Binary PowerPoint
presentation files consist of:

oCurrent  User  Stream—This  maintains  the
currentUserAtom record, which identifies the name of
the last user to open/modify a target presentation and
where the most recent user edit is located.

oPowerPoint  Document  Stream—This ~ maintains
information about the layout and contents of the
presentation.

oPictures Stream—(Optional) This contains information
about image files (JPG, PNG, etc.) embedded within
the presentation.

oSummary  Information  Streams—Optional)  The
summary information for a binary PowerPoint
presentation is stored in two storage streams: summary

Information and DocumentSummaryInformation.

OMicrosoft Excel”>(xIs)—Microsoft  Office Excel
workbooks are compound files saved in Binary



Interchange File Format (BIFF) which contain
storages, numerous streans (including the main
workbook stream), and substreams. Further, Excel
workbook data consists of records, a foundational data
structure used to store information about features in each
workbook. Records are comprised of three
components: (1) a record type, (2) a record size, and (3)
record data.

+ Office Open XML format: MS Office 2007 (and
newer versions of MS Office) use the Office Open XML
file format (.docx, .pptx, and .xIsx), which provides an
extended XML vocabulary for word processing,
presentation, and workbook files. 20

DUnlike the binary file format, which requires particularized
tools to parse the file structure and contents, due to their
container structure, XML-based Office documents can
be dissected using archive management programs such
as WinRar,2Z Unzip,28 or 7-Zip,2 by simply renaming
the target file specimen with an archive file extension
(.zip, .ra, or .7z), for example, specimen.docx to
specimen.rar.

OXML-based Office documents are less vulnerable than
their binary predecessors, and as a result, attackers have
not significantly leveraged Office Open XML format files
as a vector of attack. Accordingly, this section will focus
on examining binary format Office documents.

MS Office Documents: Vulnerabilities and Exploits

B Attackers typically leverage MS Office documents as a vector
of attack by crafting documents that exploit a vulnerability in an
MS Office suite application.



« These attacks generally rely upon a social engineering
triggering event—such as a spear phishing e-mail—
which causes the victim recipient to open the document,
executing the malicious code.

« Conversely, in lieu of targeting a particular application
vulnerability, an attacker can manipulate an MS Office
file to include a malicious Visual Basic for Applications
(VBA, or often simply referred to as VB) macro, the
execution of which can cause infection.

* By profiling a suspicious MS Office file, further insight as
to the nature and purpose of the file can be obtained; if
the file is determined to be malicious, clues regarding the
infection mechanism can be extracted for further
nvestigation.

MS Office Document Profiling Process

P The following steps can be taken to examine a suspect MS
Office document:

Triage: Scan for Indicators of Malice

e As shown inFigure 5.48, query the suspect file with
Sourcefire’s officecat, a utiity that processes
Microsoft Office files for the presence of exploit
conditions 120

C:\Malware Lab\officecat>officecat.exe c:\Malware\Discussions.doc
Sourcefire OFFICE CAT v2
* Microsoft Office File Checker *

Processing c:\Malware\Discussions.doc
VULNERABLE

QCID: 49

CVE-2008-2244

MS08-042

Tvpe: Word



Invalid smarttags structure size

|TITCRRt Scanning a suspect Word document file with

officecat

* officecat scans the suspect file and compares it against a
predefined set of signatures and reports whether the
suspect file is vulnerable. A list of the vulnerabilities
checked by officecat can be obtained by using the -
1list switch.

« Inaddition, officecat output:

dentifies the suspect file type

MLists the applicable Microsoft Security Bulletin (MSB)
number

Mists the CVE identifier

Provides the unique officecat identification number
(OCID)

* You can flrther examine the suspect file for indicators of
malice with the Microsoft Office Visualization Tool
(OftVis) 12

» OffVis is a GUI-based tool that parses binary formatted
MS Office files, allowing the digital nvestigator to
traverse the structure and contents of a target file through
a triple-paned graphical viewer, which displays:

A view of the raw file contents in a hexadecimal format

A hierarchical content tree view of the parsing results

A Parsing Notes section, which identifies anomalies in
the file

e When loading a target file mto OffVis, select the
corresponding  application-specific parser fiom the
parser drop-down menu, as shown inFigure 5.49.
OftVis uses unique binary format detection logic in each
application-specific parser to identify 16 different CVE

SO I DES) S
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in the target file, the Parsing Notes identify the file as
Definitely Malicious, as shown in Figure 5.49, below.

Selecting a parser and examining a suspect MS
PowerPoint document with OffVis

* By double-clicking on the Definitely Malicious Parsing
Note, the raw content of the target file containing the
vulnerability is populated in the hexadecimal viewing
pane.

Discover Relevant Metadata

¢ Meaningful metadata can provide temporal context,
authorship, and original document creation details about
a suspect file. Insight into this information may provide
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* To extract metadata details from the file specimen, query
the file withexiftool 122 as shown in Figure 5.50.
Examining the metadata contents, a number of valuable
contextual details are quickly elucidated, such as the
Windows code page language (Windows Simplified
Chinese), the purported company name in which the
license of Word was registered to that it generated the
document (vrRHeIKER), as well as the file creation, access,
and modification dates.

olraxiftool.exe c:iMalware\Discussions.doc

Querying a suspect MS Word file with exiftool
(Cont’d)



« There are a number of others tools that can effectively
probe an MS Office document for metadata. However,
be mindful that some of these tools cause the target file
to open during the course of being processed, potentially
executing embedded malicious code. Be certain to
understand how your metadata extraction tool works
prior to implementing it during an examination.

Deeper Profiling with OfficeMalScanner

p OfficeMalScanner is a malicious document forensic analysis
suite developed by Frank Boldewin that allows the digital
investigator to probe the structures and contents of a binary
format MS Office file for malicious artifacts—allowing for a

more complete profile of a suspect file./2

* The OfficeMalScanner suite of tools includes:

OOfficeMalScanner (malicious MS Office file analysis
tool);

IDisView (a lightweight disassembler);

IMalHost-Setup (extracts shellcode and embeds it into a
host Portable Executable file); and

OIScanDir (python script to scan an entire directory of
malicious documents)

Each tool will be examined in greater detail in this section.

« OfficeMalScanner has five different scanning options that
can be used to extract specific data from a suspect
flelX4:



Scanning
Option Purpose

Parses and displays the OLE structures in the file and

f .
fnfo saves located VB macrocode to disk.

Scans the a target file for generic shellcode patterns
using the following methods:

(Four methods) Scans for instances of
instructions to locate the EIP (instruction
GetEIP  |pointer register, or program counter),
indicating the presence of embedded
shellcode.

(Three methods) Scans for the presence
of instructions to identify the base
address of where the kerne[32.d1l image

SR FRPRIE |5 U U RO S |

Find
Kernel32




Scan
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by shellcode to resolve addresses of
dependencies.

4P Scans for the presence of instructions to

Hashing locate hash values of API finction names

in memory, indicative of executable code.

Indirect |Searches for instructions that generate
Function |calls to functions that are defined in other
calls files.

Suspicious |Scans for Windows function name strings
Strings  |that are commonly found in malware.

Decryption Scan searches for indicia of decryption
sequences |routines.

Scans for unencrypted OLE compound
[Embedded file signature. Identified OLE data is
OLE Data |dumped to disk (OfficeMalScanner
directory).

Function |Searches for code instructions relating to
\prolog the beginning of a function.

Scans for unencrypted PE file signature.
Identified PE files are dumped to disk
(OfficeMalScanner directory).

PE-File
Signature

brute

Scans for files encrypted with xor and app with one-
byte key values of exee through exrr. Each time a
buffer is decrypted, the scanner tries to identify PE
files or OLE data; if identified it is dumped to disk
(OfficeMalScanner directory).

debug

Scan in which located shellcode is disasserbled and
displayed in textual disassembly view; located
embedded strings, OLE data and PE files are
displayed in a textual hexadecimal viewer.

inflate

Decompresses and extracts the contents of Office
Open XML formatted MS Office files (Office 2007—
Present) and places them into the examination
systen’s /Temp directory.




« In addition to the information collected with the scanning
options, OfficeMalScamner rates scanned files on a
malicious index, scoring files based on four variables and
associated weighted values; the higher the malware index
score, the greater the number of malicious attributes
discovered in the file. As a result, the index rating can be
used as a triage mechanism for identifying files with
certain threshold values 123

Index Stuliug
Executables|20
Code 10
Strings 2
OLE 1
Examine the file structure

« The structure of the suspect file can be quickly parsed
with OfficeMalScanner using the info switch (Figure
5.51). Inaddition to displaying the storages and strears,
theinfo switch will extract any VB macro code
discovered in the file.

wner-OfficeMalScanner . exe ¢:\Malware\biscussions.doc info




ISR | Parsing the structure of a suspect Word document
ng P
file with OfficeMalScanner

Locating and Extracting Embedded Executables

o After gaining an understanding of the suspect file’s
structure, examine the suspect file specimen for indicia of
shellcode and/or embedded executable files using the
scan command.

« If unencrypted shellcode, OLE or embedded executable
artifacts are discovered in the file, the contents are
automatically extracted and saved to disk. In the
example shown inFigure 5.52, an embedded OLE
artifact is discovered, extracted, and saved to disk.

“anner>OfficeMalScanner.exe c:\Malware\Discussions.doc scan




1T (RY: Using the OfficeMalScanner scan command

* Scan the newly extracted file with the scan and info
commands in an effort to gather any further information
about the file.

e Many times, shellcode, OLE data, and PE files
embedded in malicious MS Office files are encrypted. In
an effort to locate these artifacts and defeat this
technique, use the OfficeMalScanner scan brute
command to scan the suspect file specimen with
common decryption algorithns. If files are detected with
this method, they are automatically extracted and saved
to disk, as shown in Figure 5.53.

Scanner>0fficeMalScanner.exe c:\Malwareh




OfficeMalScanner scan brute mode detecting and
extracting a PE embedded file

» Examine the extracted executable files through the file
profiling process and additional malware forensic
techniques discussed in Chapter 6 to gain further insight
about the nature, purpose, and functionality of the
program

Examine Extracted Code

* To confirm your findings use the scan brute debug
command combination to display a textual hexadecimal
view output of the discovered and decrypted portable
executable file, as shown in Figure 5.54, below.

Examining an embedded PE file using
OfficeMalScanner

e The cran dahuo command can he 1ked ta examine



discovered (unencrypted) shellcode, PE, and OLE files
in greater detail.

MNdentified  shellcode artifacts can be  cursorily
disassembled and displayed in a textual disassembly
View.

Odentified PE and OLE file artifacts are displayed in a
textual hexadecimal view.

e Debug mode is helpful for identifying the offset of
embedded shellcode in a suspect MS Office file and
gaining further insight into the finctionality of the code, as
depicted in Figure 5.55.

ficeMalScanner>0fficeMalScanner.exe c:\Malware\Discussions.doc




<edited for brevity>

Examining a malicious Word document file using
OfficeMalScanner in debug mode (Cont’d)

Locating and Extracting Shellcode with DisView and
MalHost-Setup

« If deeper probing of the shellcode is necessary, the
DisView (Disview.exe) utility—a lightweight
disassembler included with the OfficeMalScanner suite
—can further disassemble the target code.

« To use DisView, invoke the command against the target
file name and relevant memory offset. In Figure 5.56, the
offSet exe4cf was selected as it was previously identified
by thescan debug command as an offset with a
shellcode pattern (“Find kernel32 base” pattern).
Identifying the correct memory offset may require some
exploratory probing of different offets.

r>DisView.exe C:\Malware\Discussiocns.doc Ox6dcf




<‘ex‘:li ud ; i‘n:z brevi t;:>
Examining a suspect file with DisView

* Once the relevant offSet is located, the shellcode can be
extracted and embedded into a host executable file
generated by MalHost-Setup (MalHost-Setup.exe).

* To use MalHost-Setup, invoke the command against the
target file, provide the name of the newly generated
executable file, and identify the relevant memory offet as
shown in Figure 5.57.

©:\Malware Lab\OfficeMalScanner>HalHest-Setup.exe C:\Malware\Discussions.dec out.
exe Oxbdci

+
HalHoat-Setup v0.12 |
Frank Boldewin / www.reconstructer.org |

] Opening file C:\Malware\Discussiona.doec
] Filesize is 117086 {Oxle9Se) Bytes

] Creating Malhost file naw...

] Writing 172382 bytes

1 Done!

|71y MalHost-Setup

« After the executable has been generated, it can be further
examined with using static and dynamic analysis tools
and techniques.

Profiling Microsoft Compiled HTML Help Files (CHM)

MAlthough not as prevalent as PDF or Microsoft Office
document malware, Microsoft Compiled HTML Help Files
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vehicle for Trojan Horse malware.

» CHM files have a proprietary Microsoft file format. The
files typically consist of a series of HTML pages and associated
hyperlinks, compressed with LZX file compression.

« Attackers use malicious scripting to automatically invoke
a malicious file upon rendering of the help file contents.

« The malicious scripting often invokes a malicious binary,
such as a Windows executable or ActiveX control file,
that is surreptitiously embedded into the CHM file by the
attacker.

¢ In many instances the malicious scripting will be

hexadecimal encoded cipher text, adding an additional

layer of analysis.

In addition to invoking a locally embedded binary,

scripting can also query an encoded URL to retrieve

additional malicious files.

CHM Profiling Process

BThe following steps can be taken to examine a suspect
CHM document:

Triage: Identify Indicators of Malice.

* Query the suspect CHM file for anomalous strings, such
as references to Windows Portable Executable files,
ActiveX control files, or other executable file types.
Often, these embedded artifacts are discoverable in

plaintext strings.
Discover Relevant Metadata

* Unlike other document types, the CHM file structure
does not store a vast amount of metadata. However,



meanngiul metadata providing temporal and sttuational
context about the suspect CHM file can be acquired.
+ Metadata can be extracted with exiftoo1,.%2 NINZ

Metadata Extractor,1%7 and other utilities (Figure 5.58).

C:\Malware Lab\exiftoolrexiftcol.exe C:\Malware Lab\UserGuide.chm
ExifTool Version Number
File Name

B.40

UserGuide.chm

Directory 1 C:/Malware

File size : 145 kB

File Modification Date/Time : 2007:11:08 08:17:02-08:00
File Permissions T rW=ru-ri-

Querying a suspicious CHM file with exiftool

Examine the File Structure and Contents

* Deconpile a suspect CHM file to look deeper into its file
structure and contents.

» CHM Decoder, 1% a GUI-based utility, can be used to
decompile a suspect file—resulting in the extraction and
separation of file elements into individual files for closer
examination.

* To use CHM Decoder, select a target file, identify the
location where the output should be saved, and process
the file, as shown in Figure 5.59.
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Decompiling a suspicious CHM file with CHM
Decoder

* Closer inspection of the extracted file content reveals a
suspicious executable file, “winhelp.exe,” which was
embedded within the CHM file specimen. File
identification and profiling can be conducted on this
executable file to gain further nsight into its nature and
purpose. Further, if the file is indeed malicious, deeper
dynamic and static analysis should be conducted to
determine the scope of its functionality.

Locating Suspect Scripts

* Malicious executables concealed inside of CHM files are
typically triggered as a linked or an embedded resource
through HTML scripting. Be sure to examine HTML
files extracted as a result of decompilinga CHM file.

* In examining the extracted file, AOC2007.htm, depicted
i nFigure 5.60, the triggering mechanism of the
winhelp.exe file is discovered:

colSpan=3></TD></TR></TBODY></TABLE></TD></TR></TBODY></TABLE></FORM>
<OBJECT Width=0 Height=0 style="display:none;" TYPE="application/x-
olecbject” CODEBASE="winhelp.exe">

</OBJECT></BODY></HTHL>



1PN, Executable file triggering mechanism within HTML
Identifying and Decoding Obfuscated Scripts

« It is not uncommon for attackers to conceal the triggering
method by obfuscating the HTML scripting responsible
for invoking the embedded executable file. Often, in
malicious CHM files, the obfuscation method is
hexadecimal CiphCT text encoded in JavaScript unescape
Or escape functions.

« This obfuscation method is also used to conceal malicious
VBScript embedded within HTML, which invokes
requests for malicious files hosted on remote URLs.

 InFigure 5.61, the contents of a decompiled suspect
CHM file reveal a suspicious ActiveX control file,
“xpreload.ocx,” and the triggering mechanism (in clear
text) within the pagehtml file. The decrypted
hexadecimal cipher text reveals a call for the download
of additional malware froma remote URL.




Obfiscated scripting within HTML

Conclusion

* Prelimnary static analysis in a Windows environment of a
suspect file can yield a wealth of valuable information
that will shape the direction of future dynamic and more
complete static analysis of the file.

« Through a logical, step-by-step file identification and
profiling process, and using a variety of different tools
and approaches, a meaningful file profile can be
ascertained. There are a wide variety of tools for
conducting a file profile, many of which were
demonstrated in this chapter.

« Independent of the tools used and the specific suspect file

examined, there is a need for a file profiling methodology

to ensure that data are acquired in as consistent and
repeatable a manner as possible. For forensic purposes,
it is also necessary to maintain detailed documentation of
the steps taken on a suspect file. Refer to the Field

Notes at the end of this chapter for documentation

guidance.

The methodology in this chapter provides a robust

foundation for the forensic identification and profiling of a

target file. This methodology is not intended as a

checklist and may need to be altered for certain

situations, but it does increase the chances that much of
the relevant data will be obtained to build a file profile.

Furthermore, this methodology and the supporting

documentation will strengthen malware forensics as a
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evaluate the reliability and accuracy of the file profiling
process and acquired data.

Pitfalls to Avoid

Submitting sensitive files to online anti-virus scanning
services or analysis sandboxes

® Do not submit a suspicious file that is the crux of a sensitive
investigation (ie., circunstances in which disclosure of an
investigation could cause irreparable harm to a case) to online
analysis resources such as anti-virus scanning services or
sandboxes in an effort not to alert the attacker.

MBy submitting a file to a third-party Web site, you are
no longer in control of that file or the data associated
with that file. Savvy attackers often conduct extensive
open source research and search engne queries to
determine if their malware has been detected.

MThe results relating to a submitted file to an online
malware analysis service are publicly available and easily
discoverable—many portals even have a search function.
Thus, as a result of submitting a suspect file, the attacker
may discover that his malware and nefarious actions
have been discovered, resulting in the destruction of
evidence and potentially damaging your investigation.

Conducting an incomplete file profile



© An investigative course of action should not be based upon
an inconplete file profile.

MFuﬂy examine a suspect file in an effort to render an
informed and intelligent decision about what the file is,
how it should be categorized or analyzed, and in turn,
how to proceed with the larger investigation.

[Z]Take detailed notes during the process, not only about
the suspicious file but also about each investigative step
taken. Consult the Field Notes located in the
Appendices in this chapter for additional guidance and a
structured note taking format.

Relying upon file icons and extensions without further
context or deeper examination

© Neither the file icon nor file extension associated with a
suspect file should be presumed to be accurate.

Mln conducting digital investigations, never presume that a
file extension is an accurate representation. File
camouflaging, or a technique that obfuscates the true
nature of a file by changing and hiding file extensions in
locations with similar real file types, is a trick commonly
used by hackers and bot herders to avoid detection of
malicious code distribution.

[ESimi]arly, the file icon associated with a file can easily be
modified by an attacker to appear like a contextually
appropriate or innocuous file. The file icon associated
with a Windows Portable Executable file can be inserted
or modified in the file Resources section.



Solely relying upon anti-virus signatures or third-party
analysis of a “similar” file specimen

® Although anti-virus signatures can provide insight into the
nature of identified malicious code, they should not be solely
relied upon to reveal the purpose and functionality of a suspect
program. Conversely, the fact that a suspect file is not identified
by anti-virus prograns does not mean that it is innocuous.

® Third-party analysis of a “similar” file specimen can be
helpful guidance; it should not be considered dispositive in all
circumstances.

[ZIAnti—vims signatures are typically generated based upon
specific data contents or patterns identified in malicious
code. Signatures differ from heuristics—identifiable
malicious behavior or attributes that are non-specific to a
particular specimen (commonly used to detect zero-day
threats that have yet to be formally identified with a
signature).

[Z]Anti—virus signatures for a particular identified threat
vary between anti-virus vendors, /% but many times,
certain nomenclature, such as a malware classification
descriptor, is common across the signatures (e.g, the
words “Trojan,” “Dropper,” and “Backdoor” may be
used in many of the vendor signatures). These
classification descriptors may be a good starting point or
corroborate your findings, but should not be considered
dispositive; rather, they should be taken into
consideration toward the totality of the file profile.

[Z]Convelsely, if there are no anti-virus signatures
associated with a suspect file, it may mean simply that a
signature for the file has not been generated by the
vendor of the anti-virus product, or that the attacker has
ancceccfilly (alheit likely termnorarik  ohficecated  the
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malware to thwart detection.

MThird—party analysis of a similar malware specimen by a
reliable source can be an incredibly valuable resource,
and may even provide predictors of what wil be
discovered in your particular specimen. Although this
correlative information should be considered in the
totality of your investigation, it should not replace
thorough independent analysis.

Examining a suspect file in a forensically unsound
laboratory environment

© Suspect files should never be examined in a production
environment or on a system that has not been forensically
baselined to ensure that it is free of misleading artifacts.

[Z]Forensic analysis of potentially damaging code requires
a safe and secure lab environment. After extracting a
suspicious file fiom a victim system, place the file on an
isolated or “sandboxed” system or network, to ensure
that the code is contained and unable to connect to or
otherwise affect any production system

[ZIEven though only a cursory static analysis of the code is
contemplated at this point of the investigation, executable
files nonetheless can be accidentally executed fairly
easily, potentially resulting in the contamination of or
damage to production systers.

[ZIIt is strongly encouraged to examine malicious code
specimens in a predesigned and designated malicious
code laboratory, which can even be a field deployable
laptop computer. The lab system should be revertible,
that is, using a virtualization or host-based software

sottion that allows the disital investieator to restore the



state of the system to a designated baseline
configuration.

[EThe baseline configuration in which specimens are
examined should be thoroughly documented and free
from artifacts associated with other specimens, resulting
in forensic unsoundness, false positives, and mistaken
analytical conclusions.

Basing conclusions upon a file profile without additional
context or correlation

® Do not make nvestigative conclusions without considering the
totality of the evidence.

[ZIA file profile must be reviewed and considered in
context with all of the digital and network-based
evidence collected from the incident scene.

Navigating to malicious URLS and IP addresses

® Exercise caution and discretion in visiting URLs and IP
addresses embedded in, or associated with, a target malware
specimen.

[EThese resources might be an early warning and
indicator capability employed by the attacker to notify
him/her that the malware is being examined.

[ZILogs from the servers hosting these resources are of
great investigative value (i.e., other compromised sites,
visits from the attacker[s], etc.) to law enforcement,
Computer Emergency Response Teans (CERTs), and



other professionals seeking to remediate the malicious
activity and identify the attacker(s). Visits by those
independently researching the malware wil leave
network impression evidence in the logs.
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a _—

PE file using separate

Profili

File Profiling Notes: Suspicious Document File

| Case Number:

Date/Time:

| Investigator:

Type: [OWerd

[0

| OPowerPaint

MS Office File Format: OBinary Format

OBinary Format

OBinary Format
Q0ffice Open XML

File Name: Size:

©Office Open XML __| OOffice Open XML
OMDS:

O

SHAT
OIFile Similarity Index (FSI) matches:

Subject:
Author;
Keywords:
Template:
Last Modified By:
Revision Number:

OFile Identified in Online Hash Repository(s):

File Content Visualization:

Software:

Language Code:

Company:

Anth-virus | ures: File Submitted to Sandboxes:

Signature: Vendor: ONorman OYes ONo
OBitBlaze OYes ONo
QoS OYes ONo
QMalOffice OYes ONo
OWepawet OYes ONo
QVi.Check.ca D¥es ONo

| File Submitted to Online Virus Scanning Engines:

OVirusTotal  lentificd s Maliciows? OYes ONo

DOVirScan Menified as Maliciow? OYes ONo
Qloui Identified s Maliciow? OYes ONo
OMetascan Identified ss Malicions? O Yes ONo

File Submitted via Online URL Scanners:

QSunpack  Kdemtified a3 Malicious? O'Yes ONo.

OWepawet  esificd as Makicons? OYes ONo
OAVG Mestified as Makicous? OYes ONo
QURLVord Iemtified as Malicious? OYes ONo

OVirusTotal IMemtified as Malicious? OYes ONo
QOPareto Bestified as Malicious? OYes ONo

Common Valnerabilities and Exposares (CVE) ideatified:

. n CovE - :




3) CVE- -
4) CVE- -
5) CVE- -

Domain P
Name(s) Addresses

E-mail Nickname(s)/ | Program Registry Other:
Addresses | Identifier(s) | €

OFile scanned to identify indicators of mali
QTool used
QVB code id

o

Yes:

fied and extracted:

O Indicator(s) of malice identified:

OYes: ONao:

Indicator

Number of Instances Offset Number(s)

Exccutables | 20 20 Malicious
Cote [0 w | Index
Strings 2 Strings 2

OLE 1 OLF 1




O Anomalous OLE() Identified:
OYes:

Offsers

Offset:

Offset:

Offset:

ONo

D SuspectMalicious Seriptis) Identified:

OYes
Offset:
Offsets
Offset:
Offset:
ONo

L Embedded Shelicode Discovered:

OYes
Offset:, -
Offset,

Offset:,
Offsets,
ONo

O Malicious Script Identified:

o Seripi Type
O Seript Extracted and Saved: 3Yes ONa
3 Saved Seript Name:

O Size:

OMDS:

ISHAL

OFile Similarity Index (FS1) Matches

O Sciiptis obfuscated: O¥es ONo
o
o

O Script invokes embedded shellcode: O¥es ONo
o
o
o

3 Script invokes network request for additional files: O¥es ONo

s]
a

OEmbedded S

Oshelicod OYes ONo



milarity Index (FSI) Marches:
DShelicode is obfuscated ave
o

a
OEmbedded shellcode invakes other cmbedded files:  OYes ONa
a

o

<4 for additional files: D¥es ONo

o____ -
OEmbedded shellode invokes network re

a—

b
OEmbedded shellcode compiled into new executable for further analysis:  OYes ONo
¢ I

OFile Similarity Index (FST) Matches;
OFurther analysis to be conducted on new e

ure Cross Reference in Reports|

Cmbedded Partable Executable File Identified:

O PE File Extracted and Saved: OYes ONo
O File
O Size:
O MDS
D SHAIL

ile is obfuscated:
o,

OYes ONo

a
© PE fike invokes other embedded fil OYes ONo
o

o

mbedded PE file invokes network request for additional files:  OYes ONo
=)

o
o

QFull File Profile Performed on PE file using separate File Profiling Notes: Suspicious File form:
OYes ONo

File Profiling Notes: Suspicious CHM File

Case Number: Date/Time: ‘
Tnvestigator:

Source from which file was acquired: Date acquired: |
Fike Name: Size: OMDS: |

OSHAT:
OFile Similarity Index (FSI) matehes:

OFile Identified in Online Hish Repository (5]




IGFI (Sunbelt CWSandbox)

OEurcka

OXandora

QK 8

OWepawet

— | OViCheckea OYes ONo

ile Submi il Submitied via Online URL Scanners:
QVinuTonl USanpack  ereifiod s Malicun? O Yes ONo
QVirScan OWepawet  Hiensified s Maticis? OYes ONo
Qouti aave Wensifiod as Malicons? OYes ONo
QMetascan DURLVoid  idoseitod as Matico? OYes ONo
OMalFesse DVirasTotal  Lesificd s Malicionn? OYes ONo

QPareto creificd s Malicions? OYes QN

| Creation Dase:

St Aceess Dater

| st Waite:

Languige Verdon:

CHM Stry

O Target CHM File Decompiled:

U Target CHM File Element Parsing & Inventor)

OYes ONo

(1) OFile name:
OSix
OMDS:
OSHAL
OFile Simila

tches:

OFile is obfuscarcd:
a

y Index (FSI)

OYes

ONo

a R —

ty Index (FST)

Matches:
OFile is obfuscated:
a

OYes ONo

a _




[Kie] Hlv name:

ity Index (FSI)

() OFile name:
OSize:

OMDS:

imilarity Index (FSIy

OFIL is obfuscated:

Ol—.lmmm..m OYes ONo OYes ONo
o a
(] o
OSHAIL
milarity Index (FST) OFile Similarity Index (FSI)
Matches: Matche
OFile is obfuscated: OYes ONo OFile is obfuscated: OYes ONo
u] a
(m] a
O 1de El of Malice

Similarity Index (FSI)
Matches:

OProbative value/indicator of malice;

(3)OFile type:
OFile name:
Osize:

QFile/script obfuscation detected
o 0?

h mAme:

‘OFile Similarity Index (FSI)
Matchs
‘OPrabative value/indicator of malice;

OMDS:
OSHAL

OFile Similarity Index (FSI)
Matclies;

OProbative valuc/indicator of malice:

OYes ONo

on Type N




8 OFile name:
QObfuscation Type

© OFile name:
Q00

SObfuscation Type:
QObfuseation Defeated OYes ONo

OResults of De-obfuscation

O File Submitted to File Unpacking Service(s)

0 Ether Successfully Exiracted OYes ONo
0 Renovo (in BitBlaze)  Successfully Eviracted OYes ONo

O Jsunpack Successfully Exiracted OYes ONo

ed:
DYes ONo

OSize:
OMDS:

imilarity Index (FSI) Matches:

file is obfuscated: OYex ONa
a
o_ . F— -

OPE file invokes other embedded files: DYes ONo

< network request for additional files: OYes ONo

O Embedded Portable Executable File Identified:



OPE File Extracted and Saved: OYes ONo
QFile Nmm

Or\lc Slmﬂam, Index (FSI) Matches:
OPE file is obfuscated: OYes ONa
u} — &

o______________
OPE file invokes other embedded files: OYes ONo

aaao

OEmbedded PE file invokes network request for additional files: OYes ONo

ooo

QFull file profile file specimen after code [on Fil

performed on
Profiling Notes: Suspicious File rmn}; OYes ONo

%  Malware Forensic Tool Box

File Identification and Profiling Tools

Command-Line Hashing Utilities

Name: Microsoft File C) Integrity Verifier (FCIV)

Page Reference: 244

Author/Distributor: Microsoft

Available From: hup./ Anicrosoft. ils, aspx?| D=B3C93558-31B7-
ATE2-A663-T365C1686C i

FCIV is a flexibh d-line utility allowing the digital investigator to a single file or
recurssively scan a directory for either MDS or SHAT hash values of target files. FCIV also enables the
user to limit hasl ic types of files.

Name: GNU Core Utilities

Page Reference: 244

Author/Distributor: GNU Prchi:l

Available From: eutils him:




Description: The GNU core utilties for Windows.
utilities, which closely comport with the GNU ut
CLI mdSsum and shal sum tools.

a collection of basic file, shell, and text manipulation
for *nix systems; included in this suite of utilities are

Name: Hash Quick

Page Reference: 244

Author/Distributor: Ted Lindscy

Available Froms hitp:iwww.lindscysystems.com/contact php

Description: A light weight utility with a clean interface, Hash Quick provides for drag-and-drop hashing
of files and folders using cither the MDS or SHAI eryptographic algorithym. Further, Hash Quick allows
the digital investigator (o quickly conduct batch and recursive hashing—functionality particularly helpful
when examining or comparing multiples files, directories, or subdirectorics.

)

Name: WinMD5

Page Reference: 244

Author/Distributor: Edwin Olson

Available From: hup:/fwww blisstonia.com/software WinMDS5/

Deseription: WinMD5 s  robust and flexible GUI-based MDS hashing utility, allowing for both drag-
and-drap hushing of target files and folders and hash value comparison (requires the installation of the
Microsoft . NET framewaork on the analysis system).

ol ] o e o




Name: ;ﬂMSnmmsr

Page Reference: 244

Author/Distributer: Luke Pascoe

Available 7

Description: MD3summer enables the digital investigator to select a file or folder and generate MDS
hash values for the contents of each respective file.
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Name: HashOnClick
Page Reference: 244
Author/Distributor: 2BrightSparks
Available From: hup:/fwww.2brightsparks.com/onclick/hoc. huml

Explorer shell
1 hash value

Description: HashOnClick provides hash caleulation through Window
right-clicki target file and offers the additional choices of calculating

Name: Graphical MD5sum

Page Reference: 244

Author/Distributor: Toast442

Available From: hitp://wwiw ivasi442 org/md3/

Description: Graphical MDSsunmt is @ felatively lightweight and intuitve MD3 GUI hashing (00l that
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intoa report or other document using the built-in “To Clipboard™ feature.
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Name: Malcode Analyst Pack (MAP)
Page Reference: 244
Author/Distributor: iDefense

Available From: hup:/labs.idefen i phpéimore_malcod: lysis+pack

Description: The MAP, a series of tools developed by iDefense Labs (owned by VeriSign, Inc.) 1o assist
investigators with both siatic and dynamic malware analysis, provides a simple, clean MD3 hash
calculation wility that offers hash calculation through Windows Explorer shell extensions upon right-
clicking file.

145408
MDS: BSBEBABF2330D3DEX7SIBTOETIFES
Path. €:\Dacuments and

Name: Visual MD5

Page Reference: 244

Author/Distributor: Protect Folder Plus Team

Available From: hirp/fwww.wcows.com/preview/505450

Deseription: An intuitive MDS3 GUI hashing (ool that provides for multiple ile drag-and-drop
funetionality, Visual MDS also has features such as displaying the full system path of target files. date
and time stamp reporting of hash gencration, and 4 “copy to clipboard” option for quick colleetion of
results for pasting into a document




File Similarity Indexing

Name: SSDeep

Page Reference: 245

Author/Distributor: Jesse Komblum

Available From: hip2/ssdeep sourceforge.net/
Description: SSDeep is o firzzy fashing 0ol that compuies @ series of rndomly sized checksums for 1 file,
allowing file association between files that are similar in file content but not identical.

Name: SSDeepFE

Page Reference: 245

Author/Distributor: Richard F. McQuown (www.forensiczone.com)

Available From: phpgroup_id=21: - id=267714

Description: SSDeepFE is ull:l: GUI front-end Enr ssdeep that allows for quick and efficient file
hashing, SSDeepFE is particularly useful for comparing unknown files against a preexisting piecewise
hiash fille list, shown in the figure below.
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e KeTerenc

Author/Distributer: Joxean Koret

Available From: hiip://cod com/pide

Saeep. DecpToad 1+ a (pythom library and & 1001 1 CIUNERZE RmGlar fles USIng
1 usage is shown below:

Description: Inspired by
fuzzy hashing technigues, The menu and i

File Visualization

Name: CrypfoVisualizer (part of the Crypto Implementations Analysis Toolkit)

Page Reference: 246

Author/Distributor: Omar Herrera

Available From: hitp-isourcelorge neuprojects/ciall

Description: The Crypto Implementations Analysis Toolki is # suite of tools for the detection and
analysis of encrypied byte sequences in files. CryptoVisualizer displays the data contents of a target file in
histogram, allowing the digital investigator to identify patiern or content anomalies.

Name: BinVis

Page Reference: 246



Author/Distributer: Gregory Conti/Marius Ciepluch

Available From: hup:feode. google.comipbinvis/

Description: BinVis is a binary file visualization framework that enables the digital investigator to view
binary structures in unigue ways. As shown in the figure helow, BinVis provides for eight distint
visualization modes that render alternative graphical perspectives on the target file structure, data parierns,
and contents. Particularly useful for analysis is the interconnectedness of the views: for example., if the
digital investigator opens the byteplot ;l.cpl.ny and strings viewer, with each region that is ¢licked on in the
byteplot viewer the same area of the target file is awomatically displayed in the strings viewer.

Hexadecimal Editors

Name: McAffee F

Page Reference: 248

Author/Distributor: McAffee

Available From: hiip: Is/fileinsight.asps

ditor geared toward suspicious file and malcious code
analysis. In ldd\lnm wmdmnml he:udwmnl and strings parsing functionality, enhanced file parsing and

navigation capabilities can be implemented with custom plug-ins and scripting. Lastly, a remote
acquisition feature allows the digital investigtor 1o acquire and input files hosted on remote URLs—even
through 4 proxy server.




Name: 010 Editor

Page Reference: 248

Author/Distributor: SweetScape Software

ble From: hup:/www.sweetscape.comi0 10editor/

Deseription: A Swiss Army Knife of hes editors, 010 Editor uses unigue Binary Template allowing the
digital investigator to parse the particularized file siructures within o myriad of binary files. Similar to
other plug-in or scripting language-based tools, 3 number of freely able templates have been
developed by other 010 Editor users.’ " In the figure below, a PDI parsed within the PDFTemplate
developed by Didier Stevens.” Editor can also be used (o compare two different files and generate
hash values and histograms of data contents.

Name: FlexHex

Page Reference: 248

Author/Distributor: FlexHex

Available From: hup://www.flexhex.com/

" didi 20100910 : g Hsvorw.didi
PDFTemplate.zip.

Description: A valuable hex editor fc ini licious binaries and document files, FlexH
parse OLE compound files and present the file elmslum for examination in a separate navigation pane.
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| File Identification, Classification, and Identification

Name: GT2

Page Reference: 249

Author/Distributor: Philip Helger {also known as “PHaX")

Available From: ilip.hel

Diescription: In addifion (o ideatifying an unknown binary” file format, GT2 detals he Tl farget
operating file resources. and metadata. Similarly, GT2 can also
parse a variety of file formats, identifying file structures, and enumerating offsets.

Name: File Identifier

Page Reference: 249

Author/Distributor: OptimaSC

Available From: hip:/fwww.optimase.com/products/fileid/

Deseription: A command-line utility that is elose to the functional equivalent of the Linux £ile
th additional metadata extraction and reporting features,

Name: The Digital Record Object Identifier (DROID)

Page Reference: 251

Author/Distributer: British National Archives, Digital Preservation Department

Available From: hip him: and for ool
download, go i iki i

Description: DROID is a GUI ool with simi i 10 TrADNet. Developed by the British

National Archives Digital Preservation Department, as part of its PRONOM technical registry project,
DROID performs awtomated batch identification of file formats,
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Name: FileAlyzer

Page Reference: 251
Author/Distributor: Patrick Kolla/Safer-Networking.com
Available From: hitp: i himl
AGUL ility for file and basic file analysis, including type.
identific:

. hash value, properties, contents, and structure. A multipurpose tool, FileAlyzer also serves
asahex

wer, strings extractor, and PE file viewer.

Embedded Artifact Extraction

lstrings |

Nume: TextScan
Reference: 358

[ AuthormMistributor: AnalogX
Available From: hitp://www.analog:

i

are.him
or supplemental GUI-based sirings extraction tool & TextScan. Li
BinText, TextScan has simple load functionality. g
inside the file {minimum character length can be adjusted). and will attempt to identify certain entities.
such as function calls and DLLs.

Name: Malcode Analyst Pack (MAP)




Page Reference: 258
Author/Distributor: David Zimmerfi Defense

Available From: htp://labs idefen: prreo
Another handy strings-parsing ings shell cxtension in the iDefnse Malcode
Analyst Pack (MAP). As previously me the Tool Box section in the conext of hash values.
MAP was developed by iDefense 10 assist i with both static: and d Iware anal

The strings shell extension is handy and simple: simply right-click on the file 1o be examined and choose
the “Strings™ shell extension, The strings in the file are parsed out into in easily navigable interface, The
1001 also provides a search function if o particular string is sought within the file, Like BinText and
TextScan, the MAP Strings ool extracts both ASCH and Unicade strings and expressly bifurcates these
results in the wol’s output,

Name: BinaryTextScan

Page Reference: 258

Author/Distributer: Brian Enigma

Available From: Previously hosted on hitpz/netninga comifiles/bintx scan. zip

Description: An older and linle known loel BinaryTexiScan is mow difficult to find on the Intemet

tpi/ineininja ip). Written by Brian Enigma. Binary extScan
offers a slimple oatpitinterface and ideniifies the-conesponding flle affset of discavered striags;
other GUI strings analysis tools, BinaryTexiScan also provides a string search funciion,

Name: TextExtract

Page Reference: 258
ot et

Author/Distributor: Ultima Thule Lid.

Available From: Previously hosted on i Tima-thal Tp: now
locatable on various sites through search engine quenei

Description: Another GUI-hased sirings extraction 100l is Ultima Thule Lid.'s TextExtrict, TextEximct
diffexs a bit from the tools referenced above, particularly in that it pipes outputinto a text file as opposed
1o directly into the interface.

TextExtract.
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Symbolic and Debug References

Name: DUMPBINGU!

Page Reference: 260-261

Author/Distributor: Tim “Chez” Tabor

Available From: hup:fiwww chcaabor comvdumphinGU Findex im

Description: DUMPBINGUI ix a sleck front-end for DUMPBIN.which includes dumpbinCHM.IU is a shell
context menu that allows for a right-click on the target file and a selection of the DUMPBIN argument io
be applied against a target fil

le Dependencies

Name: LDD-win32 pe)

Page Reference: 259

Author/Distributor: Minimalist GNU for Windows (MinGW

Available From: hip//sourcelorge.net/projects/mingwrept

Description: LDD-win32 is a Windows port 1dd, 4 Linux tool for identifying a target file’s shared library
dependencies.




Name: PEBrows: Pm!essinnaf

Page Reference: 23
Author/Distributor: SmidgeonSoft
Available From: i/ ww smidgeonsoft prohosting conpebrowse-pro-file-viewer mml

Description: PEBrowse Professional is a tool and ummumla for
Vin32/Win64 Portable Executable files. U: 5 tal
or can drill down into a suspect b ciated API functions.
Further, upon double-clicking an API function, a memory offset for the reference is displayed in a
separate viewing pane.

based static analy

File Metadata

Name: ExifTool GUI

Page Reference: 263

Author/Distributor: Bogdan Hrasinik

Available Froms hip://u88 n24.queensu.ca/-bogdan/

Description: ExifTool GUIis an intutive graphical front-end (o exi £ kool 10 recurrsively extract
metadata from a myriad of file types.

File Obfuscation: Packers and Cryptoi

I Packing and Cryptor Identification I

Name: PEID Plug-ins

Page Reference: 269

Author/Distributor: Varous authors and contributon
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its high i than 600 different signatures) and an easy-to-
use GUI interface that allows for i scanning with options.
PEID contains a phig-in interfoce and a myriad of plug-ins that afford additional detection functionaliy.
as described in the table below,

Plug-in

Add Signature v1.04 Advanced signature database
management plug-in

EPScan Entry Point code patiern scanner

ExtOverlay Extracts overlay data

File Compare v1.04 Compare multiple files at once.

Fix CRC v1.01 Set correct file checksum

Generic OEP Finder Finds Offset of Entry Point (OEP)

1D 10 Text v1.02 Saves detection information from
PEiD dialog to file

Imploder v1.04 Links files and dynamically loads
DLLs. or installs files from Exe
or DLL

KrypoANALyzer Detects over 20 Cryptographic
algorithms

ine 2.7b(beta Morphane packer

PPE Extract v1.01 Estracts embedded PE files

PE2HTML Sends PE and parses PE contents
10 HTML report.

PEID Generic Generic unpacking utility

Resource Viewer v1.02 | PE File Resources viewer

String viewer Extracts strings

Unpack CDS SS v1.00_| Static unpacker for CSD S5
Unpack Fake Nimja | Statically unpacks files fake-

V2.0 signed with Fake Ninja

Unpack PPP v1.0.2 Smmllynnpmlm und:xmm
files processed with PPP

Unpack RCryptor vI.1_| Sttically un, R

Unpack RPolyCrypt__| Statically unpacks RPolyCrypt

Unprotect Mucki Statically unpacks mucki

Yoda's Process Patcher | Process patcher writien by Yoda
xInfo v1.01 Adds 3 button (o PEID's interface
10 set/show info about a detection

Name: PE Detective

Page Reference: 270

Author/Distributor: Daniel PistellifNTCore

Available From: hipz//www.nicore.com/pedetective. php

Description: PE Detective, created by Daniel Pistelli, can scan a single PE file or recursively scan entire
directories to identify compilation and obfuscation signatures. P Detective is deployed along with the
Signatre Explorer, shown in the figure below, which is an advanced signature manager o check
collisions, and handle, update, and retrieve signatures. To examine a file in PE Detective, simply identify
asuspect file through the browsing function, or drag and drop the file into the tool imerface. The output
from the tool will appear in the main “matches " pane. If there are multiple signature results, they will be
listed in descending priority. The data for cach identified match reveals the signature nume, the number of
maiches (meaning how many bytes in the signature maich), and possible comments regarding the
signature.




Name: Mandiant Red Curtain (MRC)

Page Reference: 270

Author/Distributer: Mandiant

Available From: hip:fwww.mandiant.com/products/free_softwarelred_curtain/

Description: Another excellent uiility for identifying botls binary obfuscation mechanisms and oiher

malicious file characteristi nd identifiers is Mandiant’s Red Cunain (MRC). MRC examines a

dows executable file and detesmines its level of “suspiciousness™ by evalu against a set of

certain criteria. In particular, MRC examines multiple aspects of a suspect cxcculahk including entropy,

i atures, and other

5, and then generates a threat “score™ as a preliminary “litmus test”™ in deciding whether a

e requires further, more extensive investigation. Upon querying a target file, MRC produces

an XML report dL!nll 1 its analysis. The user mnrrm: d:sphy»clln report in a grid, much hkr. a I)plul
allowing the digital various col d in the:

report, as shown in the figure below.

Another interesting and valuable feature of MRC is that it offers a “roaming™ mode. allowing the
installation of an Agent on removable media to quickly gather information from other systems without
having to install the full MRC application (which requires. NET). Agent-gathered information
subsequently can be opened in the MRC user interface for analys

Moreover, unlike traditional packing detection utilities that simply scan a target binary 1o detect the
nown packer or eryptor signature, MRC also focuses on file enteopy or the measure of
in the code. In addition 1o evaluating the entropy of a file, MRC examines a number of
other properties in a qu le, ineluding the digital signatures embedded in the file, PE.
structure anomalics. un: . and s ions to calculate an aggregate “Threat
Score.” The Threat Scores and correlating values as defined by Mandiant are shown in the figure below.

Threat Score Conclusion

00-07 Typiaty ot suspcous tlesst 1t contad of propactes
that MRG analyzes.

07-08 T iieceatig. Way conlan macous ies Wi §ome
deliberate altempts at obfuscation.

08-10 Voryinloreing. Wy conai ks e vih delborslo

atigmgts at obf m

[ oty 9. Oft T Ti

attempts at obfuscation.

In additon to the main graphical grid interface, MRC provides the user with aa imerfuce 1o nspect he
particular partians of the execuiable specimen that were exaluated by MRC in




G I SRS 1 IS SPESIIGH,

Name: Stud PE

Page Reference: 270

Author/Distributor: “Christi G

Available From: hip://www.cgsoftlabs. rofstudpe_html

Description: Stud PE is a powerful multipurpose PE analysis tool written by “Christi G.,” which offers a
flexible packer signature identification feature and provides the ability to query a suspect file against a
built-in or external signature database.

Name: RDG

Page Reference: 270

Author/Distributer: RDGMax

Available From: hiip/iwww.rdgsoft. 8k com/

Description: RDG is the only GUl-based packer and compiler detection wol exclusively in the Spanish
language. There are previous “hacked” versions in English, but ofien this version is hosted on shadier
Intermet forums. In addition 1o compiler and packer detection, RDG offers numerous other malicious
binary analysis utilities. such as an entropy caleulator, eryptographic algarithm detection, OEP detection,
and custom signature creation, among others,

T




Name: Protection ID

Page Reference: 270

Author/Distributor: cdkiller

Available From: hiip://pid gamecopyworld.com

Description: Pratection 1D is 8 GUI-based packing detection scanner for programs refating t© Compact
Disc copy protection mechani: as well as obfuscated executable files. The 100l offers a series of
options, such as “Context Menu,” “Aggressive Scan,” and “Smart Scan,” but without supporting
documentation describing their respective functionalities.
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Windows Executable File Format

Author/Distributor: Wayne 1. Radburn

Available From: hiip:/iwww, magma.ca/-wjrPEview.7ip

Déscription: PEVicw s a dual-pancd graphical PE file parsing 1001, provid
with un ew of PE file siructure and contents; toggle butions allow
deeper inio the target file.

1 investi

ator
drilling down

Name: Anywhere PE Viewer

Page Reference: 273

Author/Distributer: Artem Kuroptey/UCWare

Available From: hiip:/iwww.ucware.com/apev/index.him

Description: Written in Java, Anywhere PE Viewer is a cross-platform PE file viewer that provides for
convenient drag-and-drop target file loading. The analyst interface is divided into four tabs for separate
viewing of the PE Header, Import Table, Export Table, and Resources.




Name: PE Explorer

Page Reference: 273

Author/Distributor: Heaven Tools

Available From: hitp:/fheaventoals comfoverview him

Description: One of the few commerical PE analysis tools. PE Explorer i a robust grapliical
allows the digital investigator to conduct deep analysis inio a suspect PE file’s siructure and conients to
develop u file profile. PE Explorer includes a PE file viewer, Resource Viewer, Dependeney Seanncr, and
Symbol/Debug infarmation viewer, among other features.

Name: InspectEXE

Page Reference: 273

Author/Distributor: Silurian Software.

Available From: hitp://www. silurian com/win32finspect bim

Description: InspectEXE is a PE viewing utility that can be invoked through right-clicking a suspect
executable and selecting “Properties.” Like FileAlyzer, InspectEXE identifies PE structure information,
version information, and other granular details about the target file, as seen in the figure below,
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Page Referens 3
AuthorDisteibutor: Nir Sofer/Nirsoft
Available From: hitp://www.nirsoft. foheml

results within the interface, as illustrated in the figare below. In addition to identifying the file type,
resenis hasic executuble stnicture details, Created and Modificd dates and times, and file metadat,
il available,

[ Malicious Document Analysis: PDF Files |

[Name: Origami
Page Reference: 286-287
Author/Distributor: Gillaume Dielugré, Frédénic Raynal (Contributor)

Available From: hiiy

hupicode googhe.com/pvon gami -pdif

Description: o.-@mm..rmm.{mmmnuhyduipu!mmmdudmmlmw.
e malicious h purposes. Origami contains

lsﬁhs-hﬂllbyprws—n( seripts, and Walker (a GTK GUI

mufammuu:uspmmr-‘mn depicied in the figure below).

Name: PDF Tuoﬂm (pdftk)

Page Referenc

Author/Distributor




Dcu‘rlptinn' Although not w;clilcaﬂl) geared to\tald malicious PDF aml)i\: pdftk, a multifunctional
has a number of functions that can assist the digital investigator in probing PDF data, including
xaraction (shown below) and stream decompression.

TiWalware Lab-pdfth.exe ci\Malware\POFs\CHSICoRT.pdl dusp_data
Inforay: ModDate

Iafovaluer D120100629103444+08 00"

Infoey: CreationDate

Infovalues D:20100629103353+08 00

PAETN0: cd5aTid4fablbilasI0dsa20ceTTdTa

PALIDL: 89719215590643%a3d611¢£001an0
HunberofPages: 1

Name: Jsunpack-n

Pags Reference: 290
Author/Distributor: Blake Harisiein

Available From: V; Jsunack: jeek org/d

Description: Jsunpackn, 4 g:m:ril: TavaScript unpacker,” Is & suie of tools wiitien in pyumdmymm
emulate browser functionality when navigating o URLs. Although a powerful Lool for rescarchers

idenfity chient-side browser vulnerabilities and exploits, Jsunpack-n is also a favorite (ool of digit:
investigators 10 examine suspect PDF files and extruct embedded Javiscript. In the figure below, the
Pt -py script is used 1o extzact JavaScript from & suspect PDF file specimen and write it 10 a separate
file for further analysis.

malwarelabBMAP-Norkstation: =/Teols/Linux/ jsunpack-n$ . /pdf.py
home fmalwarelab/Desktop/merry_christmas\ UNZIPRED.pdf

/ _christmas UNEIFPED.pdflll
parsing /heme/maluarelab/Desktop/serry_christmas UNZIPPED.pdf
failed to decompresa object 26 0
Found Javascript in 31 0 (3106 bytes)
children 1]
tags [['Piltes’, '"], [*PlateDecode’, *']; ['Length’, "1213°]]

indata = <</Filter[/FlateDecode]/Length
121 ¥SPREL} do” yutep: 'g7-1/ghhiTva¥

Wrote Javascript (905 Bytes -- 5979 headers / 1106 code) to £ila
fhone/malwarelab/Desktop/mecry christmas UNLIFPED.pdf.out

Name: PDF Structazer

Page Reference: 203

Author/Distribatar: Lric Fihol, e al Exole supericure O Informatique, Electromquect Automatigc
(ESIEA)

 Rip W w herehe cudata/ PO %4 20Sirectazer.one

on: PDF Structazer = a GUI-based PDF analysis tool, allowing the drgital investigator (o
< the structure and contents of PIF files.




Name: PDFMiner
Page Reference: 291
Author/Distributor: ¥ usake Shinyams

Avallable From: hip:/www unixuser. W

DFMincr 1s o python PDF parser and analyzer. PDF Minet consists of numerous plyhon
scripts to examin the textwal data inside of & PDF file, including pa2txt.. py (extracts text contents from
@ PDF file) and dumppdf . py (dumps the intermal contents of a PDF file in pscudo XML format),

Name: PDF Stream Dumper
Page Reference: 293

AuthorISTFDUTOF: Sandsprite com

Available Fram: hiip:/smdsprite com/bh

inden.php Taid

Deseription: POF Sirc et is a feature
¢ se of suspect PDF file profiling. PDF
ine the PDF file structure, indi
obfuscated JavaScript

b GUI-based malicious POF analyses tool. Useful Tor
Stream Dumper has numerous specialized 10ols 1o
wal clements, and objects. scan for known exploiss: and extract

Name: Malzilla

Page Relerence: 203

Author/Distributor: Bobun Spasic, aka bobby

Available From: hitp//malzillasourceforge.netdownloads. himl

Description: Described by the developer as a malware hunting tool, Malzilla
malicious code researchers (o n an effort (o probe the conients for
malicious code and related anifacts. However, Malzilla has a variety of valuable decoding and shellcode
analysis fealures making it an essential ool in the digital investigator's arsenal for exploring malicious
PDF files,

s commonly used by




Name: PDF Scanner

Page Reference: 201

Jerome Segurd Cogic

Available From: i Togi ricinder phrvpdl

Description: PDF Scanner comes with twa files: & command-Tine WALy (pAf_scan. exe) Bt scans
PDF files and classifies them according o @ risk level based upon file contents and a butchseript

(pdf . bat) that scarches the subject system’s hard drive for PDF files and then scans identified files with
pdf_scan.exe w delermine maliciousness.

Name: PDF-Analyzer

Page Reference: 201
[Author/Distributor: Tngs Schmockel
Available From: hitps/www.pdl-analyzer.com

“Although not POF-Analyzet Is & graphical PO
analyis tool that can be usedby the dmdmmmr 10 extract metadata, view file structures and

propertics in a target PDF specimen.

Na

: Open PDF Analysis Framework (OPAF)

Page Reference: 701
Author/Distributor: Felipe Andres Manzano
Available From: hitps//code. govgle.comiplopall

Description: OPAF i 2 suite of eight python scripts o pane and extract PDF clements.




Malicious Document Analysis: Microsoft Office Files

Name: STG

Page Reference: 297-298

Author/Distributor: Microsoft

‘Available From: hiip-/support micrasoft.com/kb/ 139545

Deseription: STG is a basic GUI utility to browse OLE Structured Sworage files.

Name: BiffView

Fae Reference: 207 298

Author/Distributor: DIaLOGIKa

Available From: hup:#b2xtranskator.sourceforge.net/

Deseription: Microsoft Office Excel workbooks are compound files saved in Binary Interchange File
Format (BIFF), which contain storages and numerous streams. As a part of the Office Binary (doc, sls,
ppi) Translator to Open XML project. BiffView was developed in an effort to analyze the BIFF {

structure. Upon processing a target filc, BiffView prints an casily navigable HTML filc containing the
structures of the target file.

Name: S5 View




Page Reference: 297-298

Author/Distributor: MiTeC

Available From: hitp://www.mitee.c2/ssv.itml

Deseription: Usclul for cxamining a suspeet document for indicators of malice, SSVicw is a lightweight
graphical tool for parsing the structurcs and contents of Microsoft OLE Structured Storage files.

Malicious Document Analysis: CHM Files

Name: CHM-2-HTML

Page Reference: 300

Author/Distributer: MacroObject

Available From: hip: macrobject. 2-hnl/ind

‘Although not designed as 3 malicious CHM analy;
u—m 2-HTML quickly converts the clements of  CHM info an HTML page. v.m\rﬂlnclmg and
separating out exccutable files.
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1 For more information about Miss Identify, go to
https//missidentify.sourceforge.net/.

2 For more information about MWSnap, go to
hitps/www.mirekw.com/winfreeware/nwsnap. html.

3 For more information on the MD5 algorithm, go to



httpy/www.1ags.org/rics/ric 132 1. html.

4 For more information on the SHA1 algorithm, go to
https//www.fags.org/rfes/rfc3 174.html.

3 For more information about mdSdeep, 2O tO

© For more information about HashMyFiles, go to

httpJ//www.nirsoft.net/utils/hash myfiles.html.

2 For more information about ssdeep, g0 to

8 For more information about bytehist, goto
httpy//www.cert.at/downloads/software/bytehist_en.html.

2 For more information about BinVis, go to
http//code.google.com/p/binvis/.

10 For more information about MiniDumper, go to
httpJ//mark0.net/soft-minidumper-e.html.

11 For more information about the File Identifier tool, go to
httpJ//www.optimasc.convproducts/fileid/index.htrml.

12 For more information about the Optima SC magjc file,
g0 to http:/www.optimasc.com/products/fileid/magic-
format.pdf and www.magicdb.org.

13 For more information about TrID, go to
https//mark0.net/soft-trid-e.html.

14 For a list of the file signatures and definitions, go to
httpJ//mark0.net/soft-trid-deflist. html.

15 For more information about TrldScan, go to
https//mark0.net/soft-tridscan-e.html.

16 Eor more information about TrIDNet, go to
httpz//mark0.net/soft-tridnet-e.html.

L7 For more information about Avast, go to
https//www.avast.conyfree-antivirus-download.

18 For more information about AGV, go to
http/free.avg com/us-en/company-profile.

19 For more information Avira AntiVir Personal, go to
https//www.free-av.cony.

20 For more information about ClamWin, go to
httpJ//www.clanwin.com

21 For more information about F-Prot, go to httpz/www. £
prot.com/products/home_use/linux/.

22 For more information about BitDefender, go to
https/www.bitdefender.com/PRODUCT- 14-en--




BitDefender-Free- Edition. html.

2 For more information about Panda, go to
http/research.pandasecurity.conyfree-commandline-
scanner/.

24 hitpy//msdn.microsoft.com/microsoft.com/en-

us/library/aa383749.aspx.
httpy//search.microsoft.com/AdvancedSearch.aspx?
mkt=en-US&qsc0=0&FORM=BAFF.

26 One example of a greetz can be found inside the Zotob
worm code, in the phrase “Greetz to good friend
Coder” (https//www.f-
secure.conyweblog/archives/archive-082005. html).

27 For more information about strings. exe, g0 tO
http/technet.microsoft.conven-
us/sysinternals/bb897439.

28 For more information about BinText, go to
httpz//www.meafee.com/us/downloads/free-
tools/bintext.aspx.

29 For more information about buMpBIN, g0 to
http//support. microsoft.com/kb/177429.

30 For more information about Visual Studio, go to

25

(Visual Studio Express version) and
https//www.microsoft.com/visualstudio/en-
us/products/2010-editions/professional/overview
(Visual Studio Professional).

31 For more information about dumpbinGUI, go to
httpJ//www.cheztabor.conydumpbinGUV/index.htm

32 For more information about Dependency Walker, go to
httpz//www.dependencywalker.cony.

33 For more information about exitool, g0 to

J/www.sno.phy.queensu.ca/~phil/exiftool/.

34 For more information about GT2, go to
http//philip. helger.convgt/index. php.

33 For more information about PEID, go to
https//www.peid.info.

36 For more information about Language 2000, go to
http/farrokhi net/language/lar

31 For more information about pestat, goto

httpJ//www.rnicrosoft.net/.

38 Ear mare infarmation ahant FXE Fynlarar an ta



3 For a list of Language Identlﬁer Codes, go to

httpJ//msdn.microsoft.com/en-us/library/aa912040.aspx.

40 For a list of Character Codes, go to
https/msdn.microsoft.conven-us/library/cc195051 .aspx.

4l For more information about PE Explorer, go to
httpy//www.heaventools.com/overview. htm.

42 For a good discussion on file packing programs and
obfliscation code analysis, see Lenny Zeltser’s SANS
Forensics 610, Reverse-Engineering Malware:
Malware Analysis Tools and Techniques, 2010.

4 For more information about PEID, go to http:/peid.info/.

# For more information on PEID plug-ins, go to
https/www.peid.info/plugins/.

4 Lyda, R., and Hamrock, J. (2007). Using entropy
analysis to find encrypted and packed malware,
IEEE Security and Privacy (S&P).

46 For more information about Mandiant Red Curtain, go

to

httpJ//www.mandiant.comvproducts/free_software/red _curtain/.

41 For more information about PE Detective, go to
https//www.ntcore.convpedetective.php.

48 For more information about RDG, goto
https/www.rdgsoft.8k.cony.

49 For more information about pefile, g0 to

httpJ//code.google.comp/pefile/.

30 To obtaina copy of packerid. Py goto
http/ fhandlurs dslmld org/jclausi C

51

33 For more mﬁmmtlon about Anub]s 2 to
https/anubis.iseclab.org/.

3 For more information about Yet Another Binder, go to
httpy/gsa.ca.com/pest/pest.aspx?ID=453073945.

33 httpy//msdn.microsoft.comven-
us/windows/hardware/gg463119.aspx.

36 Some of the foundational whitepapers on the subject are
authored by Matt Pietrek, including: Peering Inside the
PE: A Tour of the Win32 Portable Executable File



Format (http://msdn.microsoft.conven-
us/library/ms809762.aspx) and An In-Depth Look into
the Win32 Portable Executable File Format
(httpz/technet. microsoft.comven-

us/library/bb985992.aspx).
57

httpy//www.openrce.org/reference_library/files/reference/PE%620Formmat. pdf.

38 htpy/www. wheaty.net/pedump.zip.

3 For more information about PEView, go to
https//www.magma.ca/~wjr/.

9 For more information about Anywhere PE Viewer, go to
httpJ//www.ucware.comvapev/index.htm

61 For more information about CFF Explorer, go to
httpJ//www.ntcore.conyexsuite.php.

@ For more infornation about the
IMAGE NT HEADERS structure, go to
https/msdn.microsoft.conven-
us/library/ms680336%:28v=vs.85%29.aspx.

3 For more information about the
IMAGE _FILE HEADER structure, go
httpJ//msdn.microsoft.com/en-
us/library/ms680313%28v=vs.85%29.aspx.

% Microsoft Portable Executable and Common Object File
Format Specification, Section 2.3, Revision 8.2—
September 21, 2010.

% For more infornmation about the
IMAGE_OPTIONAL HEADER structure, go to
httpJ//msdn.microsoft.com/en-
us/library/ms680339%:28v=vs.85%29.aspx.

% Microsoft Portable Executable and Common Object File
Format Specification, Section 2.4, Revision 8.2—
September 21, 2010.

97 For detailed information about the Portable Document
Format, see the Adobe Portable Document File
Specification (International Standard ISO 32000-
1:22008),
httpz//www.adobe.convdevnet/pdfpdf reference.html.

8 Portable Document Format Specification (International
Standard ISO 32000-1:2008), Section 7.3.8.1.

9 Portable Document Format Specification (International
Standard ISO 32000-1:2008), Section 7.5.4, Note 1.




10 portable Document Format Specification (International
Standard ISO 32000-1:2008), Section 7.5.5.

21 Further detail can be found in the PDF specification
documentation: Portable Document Format
Specification (International Standard ISO 32000-
1:2008); International Organization for Standardization
(ISO) 2008; Adobe Extensions to ISO 32000-122008,
Level 5; Adobe Supplement to the ISO 32000-122008,
Exension Level 3.

22 For more information about Origam, go to
httpv/code.google.com/p/origami-pdf.

I For more information about jsunpack-n, g0 to
httpsy/code.google.com/p/jsunpack-1/.

Z4 For more information about Origam, go to
httpsv/code. google.comyp/origami-pdfl.

5 For more information about SpiderMonkey, go to
httpJ//www.mozilla.org/js/spidermonkey/.

6 For more information about Didier Stevens’ version of
SpiderMonkey, go to
https/blog.didierstevens.conyprograms/spidermonkey/.

ZI For an example of this paradigm, see “PDF file loader to
extract and analyze shellcode,”
https//www.hexblog.com/?p=110.

I8 Heap spraying works by allocating multiple objects
containing the attacker’s exploit code in the program’s
heap—or the area of memory dynamically allocated for
the program during runtime. Ratanaworabhan, P.,
Livshits, B., and Zomn, B. (2008), NOZZLE: A
Defense Against Heap-spraying Code Injection
Attacks, SSYM’09 Proceedings of the 18th conference
on USENIX security symposium.

29 For an example of this infection paradigm, see “Explore
the CVE-2010-3654 natxyoshka ”
httpJ//www.compute: X
the-cve-2010-3654-matryoshka/.

0 For more information about shel1code2exe, including its
implementation in other tools, see

https//winappdbg sourceforge.net/blog/shellcode2exe.py;
h /brcak' code.wordpress.com/2010/01/18/quickpost-

mlmeegY (as implemented in PDF Stream Dunper



httpz/sandsprite.conyblogs/index. php?uid=7&pid=57);
and (as implemented in the Malcode Analysts Pack,
httpz/labs.idefense.conysoftware/malcode. php#more _malcode+analysis+pack).

81 hitpy/zeltser.com/reverse-
malware/ConvertShellcode. zip.

82 htpy/sandsprite.com/shellcode 2_exe.php.

83 For more information about PDF Dissector, go to
httpJ//www.zynamics.convdissector. html.

8 For more information about PDF Stream Dumper, go to
http//sandsprite.convblogs/index. php?uid=7&pid=57.

85 For more information about PDFubar, go to
httpv/code.google.com/p/pdfubar/.

86 For more information about Malzilla, goto
httpy//malzilla.sourceforge.net/.

87 httpy//msdn.microsoft.comven-
us/library/cc313105%28v=office. 12%29.aspx.

h@p//download mlcrosoﬁ convdownload/2/4/8/24862317-
78F0-4C4B-B355-

C7B2C1D997DB/OfficeFileFormatsProtocols.zip.

89
httpJ//download.microsoft.convdownload/0/B/E/0BESBDD7-
ESER-422A- ABFD-
4342ED7AD886/WindowsCompoundBinaryFileFormatSpecification. pdf.

20 The Microsoft Word Binary File Format specifications
can be found at
httpJ//download.microsoft.convdownload/2/4/8/24862317-
78F0-4C4B-B355-C7B2C1D997DB/%5BMS-
DOC%S5D.pdf and at
hitpz/download.microsoft.convdownload/5/0/1/501ED102-
ES53F-4CE0-AA6B-B0F93629DDC6/Word97-
2007BinaryFileFormat(doc)Specification.pdf.

A httpz/msdn.microsoft.conven-
us/library/dd926131%280ffice. 12%29.aspx.

2 htpy//msdn.microsoft.comven-
us/library/dd949344%:28v=office. 12%29.aspx.
%

httpJ//download.microsoft.convdownload/2/4/8/24862317-
78F0-4C4B-B355-C7B2C1D997DB/%5BMS-

OSHARED%SD.pdf.
2 The Microcaft PawerPaint Rinarv File Farmat
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specifications can be found at
httpJ//msdn.microsoft.com/en-
us/library/cc313106%28v=office. 12%629.aspx;

httpJ//download.microsoft.convdownload/2/4/8/24862317-
78F0-4C4B-B355-C7B2C1D997DB/%SBMS-

PPT%S5D.pdf; and
https//download.microsoft.com/download/5/0/1/501 ED102-
ES53F-4CE0-AA6B-BOF93629DDC6/PowerPoint97-
2007BinaryFileFormat(ppt)Specification.pdf.

95 The Microsoft Excel Binary File Fornmt specification
can be found at httpy/msdn.microsoft.com/en-
us/library/cc313133%28v=office. 12%29.aspx;
httpJ//download.microsoft.convdownload/2/4/8/24862317-
78F0-4C4B-B355-C7B2C1D997DB/%5BMS-
XLSB%SD.pdf.

% The Office Open XML file format specification
documents can be found at
httpJ//msdn.microsoft.com/en-
us/library/aa338205%280ffice. 12%29.aspx.

91 For more information about WinRaR, go to
https//www.rarlab.cony.

% For more information about Unzip, go to
httpJ//www.info-zip.org.

9 For more information about 7-Zip, go to http/www.7-
zip.org.

100 For more information about officecat, go to

httpJ//www.snort.org/vrt/vit-resources/officecat.

101 For more information about OftVis, go to

http//blogs.technet.conyb/srd/archive/2009/09/14/offvis-

updated-office-file-format-training-video-created.aspx;
http//go.microsoft.conyfwlink/?LinkId=158791.

For more information about exiftool, g0 to

httpJ//www.sno.phy.queensu.ca/~phil/exiftool/.

103 For more information about OfficeMalScanner, go to
httpJ//www.reconstructer.org/code.html.

104 Boldewin, F. (2009). Analyzing MS Office Malware
with OfficeMalScanner,

102

http//www.reconstructer.org/papers/Analyzing%2 0MSOffice%620malware%e20with%e200 fliceM:

and Boldewin, F. (2009). New Advances in MS Office
Mabware Analysis,

hitpy//www.reconstructer.org/papers/New%e20advances%20in%20Ms%200ffice%a20malware%




105 Boldewin, F.. 2009, Analyzing MS Office Malware
with OfficeMalScanner, p. 8.

106 For more information about exiftool, g0 to

httpJ//www.sno.phy.queensu.ca/~phil/exiftool/.

107 For more information about the National Library of
New Zealand (NLNZ) Metadata Extractor, go to
httpy//meta-extractor.sourceforge.net/.

108 For more information about CHM Decoder, go to
https//www.gridinsoft.com/chm php.

109 The wide variety of anti-virus signature names for
certain threats caused the Mitre Corporation to create
the Common Malware Enumeration project “{tjo
provide single, common identifiers to new virus threats
and to the most prevalent virus threats in the wild to
reduce public confusion during malware incidents.” See
httpJ//cme.mitre.org/index html.




Chapter 6

Analysis of a Malware Specimen



Solutions in this chapter:

* Goals

* Guidelines for Examining a Malicious File Specimen

* Establishing the Environment Baseline

* Pre-execution Preparation: System and Network
Monttoring

* Execution Artifact Capture: Digital Impression and Trace
Evidence

* Executing the Malware Specimen

* Execution Trajectory Analysis: Observing Network,
Process, API, File System, and Registry Activity

» Automated Malware Analysis Frameworks

* Online Malware Analysis Sandboxes

* Defeating Obfuscation

* Embedded Artifacts Revisited

* Interacting with and Manipulating the Malware Specimen:
Exploring and Verifying Specimen Functionality and
Purpose

* Event Reconstruction and Artifact Review: Post-run Data
Analysis

* Digital Virology: Advanced Profilng through Malware
Taxonomy and Phylogeny



« Conclusion



Introduction

Through the file profiling methodology, tools, and techniques
discussed in Chapter 5, substantial insight into the dependencies,
strings, anti-virus signatures, and metadata associated with a
suspect file can be gained, and then used to shape a predictive
assessment as to the specimen’s nature and functionality.
Building on that nformation, this chapter will frther explore the
nature, purpose, and functionality of a suspect program by
conducting a dynamic and static analysis of the binary. Recall
that dynamic or behavioral analysis involves executing the
code and monitoring its behavior, interaction, and effect on the
host system, whereas static analysis is the process of analyzing
executable binary code without actually executing the file. During
the course of examining suspect prograns in this chapter, we will
demonstrate the importance and inextricability of using both
dynamic and static analysis techniques to gain a better
understanding of a malicious code specimen. As the specimens
examined in this chapter are pieces of actual malicious code
“from the wild,” certain references such as domain names, IP
addresses, company names, and other sensitive identifiers are
obfuscated for privacy and security purposes.



Goals

P While analyzing a suspect program, consider the following:

» What is the nature and purpose of the program?

* How does the program accomplish its purpose?

* How does the program interact with the host system?

» How does the program interact with the network?

* How does the attacker interact (command/control/etc.)
with the program?

» What does the program suggest about the sophistication
level of the attacker?

* Is there an identifiable vector of attack the program uses
to infect a host?

» What is the extent of the infection or compromise on the
system or network?

P Though difficult to answer all of these questions—as
many times key pieces to the puzze such as additional files or
network-based resources required by the program are no longer
available to the digital investigator—the methodology often paves
the way for an overall better understanding about the suspect
program

P When working thronsh this material remember that
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‘reverse engtneermg’ and some of the techniques discussed in
this chapter fall within the proscriptions of certain international,
federal, state, or local laws. Similarly, remember also that some
of the referenced tools may be considered “hacking tools” in
certain jurisdictions, and are subject to similar legal regulation or
use restriction. Please refer to Chapter 4 for more details, and
consult with counsel prior to implementing any of the techniques
and tools discussed in these and subsequent chapters.

% Analysis Tip

Safety First

Forensic analysis of potentially damaging code requires a safe
and secure lab environment. After extracting a suspicious file
from a system, place the file on an isolated or “sandboxed”
system or network to ensure that the code is contained and
unable to connect to or otherwise affect any production system
Similarly, ensure that the sandboxed laboratory environment is
not connected to the Internet, local area networks (LANS), or
other non-laboratory systens, as the execution of malicious
programs can potentially result in the contamination of, or
damage to, other systers.



Guidelines for Examining a
Malicious File Specimen

This chapter endeavors to establish a general guideline of the
tools and techniques that can be used to examine malicious
document files and executable binaries in a Windows
environment. However, given the seemingly endless number of
malicious code specimens now generated by attackers, often
with varying functions and purposes, flexibility and adjustment of
the methodology to meet the needs of each individual case is
most certainly necessary. Some of the basic precepts we will
explore include:

* Establishing the environment baseline

* Pre-execution preparation

* Executing the malicious code specimen

* System and network monitoring

* Environment emulation and adjustment

* Process spying

* Defeating obfuscation

* Disassembling

* Advanced PE analysis

* Interacting with and manipulating the malware specimen



. Explorin;g and Veﬁfyiﬁg spécirmn ﬁmctioha]jty and
purpose
« Event reconstruction and artifact review

* Digtal virology: Advanced profiling through malware
classification and phylogeny



Establishing the Environment
Baseline

MT here are a variety of malware laboratory
configuration options. In many instances, a specimen can
dictate the parameters of the lab environment, particularly
if the code requires numerous servers to fully function, or
more nefariously, employs anti-virtualization code to
stymie the digital investigator’s efforts to observe the code
in a virtualized host system.

b Use of virtualization is particularly helpful during the
behavioral analysis of a malicious code specimen, as the analysis
often requires frequent stops and starts of the malicious program
i order to observe the nuances of the prograny’s behavior.

* A common and practical malware lab model will utilize
VMware (or another virtualization of preference, such as
VirtualBox)L hosts to establish an emulated “infected”
system (typically Windows XP).2

* A “server” system (typically Linux) is used to supply any
hosts or services needed by the malware, such as Web
server, mail server, or IRC server.

* And if needed, a “monitoring” system (typically Linux)
that has network monitoring software available to
intercept network traffic to and fiom the victim system is
used.

Investigative Considerations



« Prior to taking a system “snapshot” (discussed in the
following section), install and configure all of the utilities
on the system that will likely be used during the course of
analysis. By applying this methodology, the created
baseline system environment can be repeatedly reused as
a “template.”

« Ideally, the infected system can be monitored locally, to
reduce the digital investigator’s need to monitor multiple
systems during an analysis session. However, many
malware specimens are “security conscious” and use
anti-forensic techniques, such as scanning the names of
running processes to identify and terminate known
security tools, including network sniffers, firewalls, anti-
virus software, and other applications.2

System “Snapshots”

P Before begining an examination of the malicious code
specimen, take a snapshot of the system that will be used as the
“victim?” host on which the malicious code specimen will be
executed.

* Inplement a utility that allows comparison of the state of
the system after the code is executed to the pristine or
original snapshot of the system state.

¢ In the Windows environment, there are two kinds of
utilities that we can implement that provide for this
finctionality: host integrity monitors and installation
monitors.



Host Integrity Monitors

P Host Integrity or File Integrity monitoring tools create a system
snapshot in which subsequent changes to objects residing on the
system will be captured and compared to the snapshot. These
tools typically monitor changes made to the file system, Registry,
and .ini files. Some commonly used host integrity system tools for
Windows include Winalysis, #WinPooch,2 RegShot (Figure
6.1),8 FingerPrint v2.1.3,Z and ESET SysInspector,® which are
discussed in greater detail in the Tool Box section at the end of

the chapter and on the companion Web site.i)'s(
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Configuring a snapshot with Regshot



Installation Monitors

P Another utility commonly used by digtal investigators to
identify changes made to a system as a result of executing an
unknown binary specien is installation monitors (also known
as installation managers). Unlike host integrity systems, which
are intended to generally monitor all system changes, nstallation
monitoring tools serve as an executing or loading mechanism for
a target suspect program and track all of the changes resulting
from the execution or installation of the target program—typically
file system, Registry, and .ini file changes. Some examples of
installation monitors  include  InstalWatch, 10 InCrtls, 1L

InstallSpy;12 and SysAnalyzer (Figure 6.2).ﬁ§<

= SysAnalyzer Configuration Wizard

SysAnalyzer

P The first objective in establishing the baseline system
environment is to create a system snapshot so that subsequent
changes to the system will be recorded.



* During this process, the host integrity monitor scans the
Registry and file system, creating a snapshot of the
system in its normal (pristine) system state.

* The resulting snapshot will serve as the baseline system
“template” to compare against subsequent system
changes resulting fiom the execution of a suspect
program on the host system (see Figure 6.3).

~ InstalSpy 2.0
Settings Report Melp Exit

& | 1. Close or pause any norressential programs and sences.

_ et |

Creating a system snapshot with InstallSpy

* After creating a system snapshot, the digital investigator
can invoke the host integrity monitoring software to scan
the file system and Registry for changes that have
manifested on the system as a result of executing the
suspect program

« Although the detail and structure of reports differ, each of



the above referenced monitoring utilites compile and
generate a report of the results affer identifying the
changes.



Pre-Execution Preparation:
System and Network Monitoring

[ZIA valuable way to learn how a malicious code
specimen interacts with a victim system, and identify risks
that the malware poses to the system, is to monitor certain
aspects of the system during the runtime of the specimen.

P Tools that monitor the host system and network activity
should be deployed prior to execution of a subject specimen and
during the course of the specimen’s runtime. In this way, the
tools will capture the activity of the specimen from the moment it
is executed. On a Windows system, there are five areas to
monitor during the dynamic analysis of malicious code specimen:

* Processes

* The file system

* The Registry

* Network activity
* API calls

P To effectively monitor these aspects of an infected
malware lab system, use both passive and active monitoring
techniques (see Figure 6.4).

File
System

Proccsscsﬂ | Registry Network I APl Calls I




Active Monitoring

I ]-'
Pristine - Infected - Post-run
Snapshot Host Snapshot

Passive Monitoring

TN Implementation of passive and active monitoring
techniques

(X Analysis Tip
Document your “Digital Footprints”

The digital mvestigator should interact with the victim malware
lab system to the smallest degree practicable in an effort to
minimize “digital footprints” in collected data. Similarly, the digital
investigator should document any action taken that could result in
data that will manifest in the monitoring process, particularly if
another mvestigator or party will be reviewing the monitoring
output. For exanple, if, during the course of monitoring, the
digital investigator launches calc.exe to check a hexadecimal
value, it should be noted. Documenting investigative steps
minimizes perceived anomalies and distracting data that could
complicate analysis.

Passive System and Network Monitoring



¥ | Passive system monitoring involves the deployment of a
host integrity or installation monitoring utility. These
utilities run in the background during the runtime of a
malicious code specimen, collecting information related to
the changes manifesting on the host system attributable to
the specimen.

P After the specimen is run, a system integrity check is
performed by the implemented host integrity or installation
monitoring utility, which compares the system state before and
after execution of the specimen.

Active System and Network Monitoring

MActive system monitoring involves running certain
utilities to gather real-time data relating to both the
behavior of the malicious code specimen and the resulting
impact on the infected host. The tools deployed will
capture process information, file system activity, API calls,
Registry, and network activity.

Processes Monitoring

P After executing the suspect program, examine the properties
of the resulting process and other processes ruming on the
infected system To obtain context about the newly created
suspect process, pay close attention to:

» The resulting process name and process identification
number (PID)

* The system path of the executable program responsible
for creatine the nrocess



* Any child processes related to the suspect process

* Modules loaded by the suspect program

* Associated handles

« Interplay and relational context to other system state
activity, such as network traffic and Registry changes

P A valuable tool for gathering process information in a
clean, easy to navigate GUI is Process Explorer.1% As shown in
Figure 6.5, during the analysis of a malicious PDF file, spawned
processes are identified with Process Explorer; by right-clicking
on a target process and selecting ‘Properties,” deeper analysis
nto the process can be conducted.

Monitoring process activity with Process Explorer

* Other utilities that similarly can gather these details include
CurrProcess 2 ProcessActivityView,1¢  Explorer

Suite/Task Explorer,H Process Hacker, 18 PrcView,12



and MiTec Process Viewer 2

File System Monitoring

P In addition to examining process information, it is important to
also examine real-time file system activity on an infected system
during dynamic analysis.

* The de facto tool used by many digital investigators is
Process Monitor (ProcMon),2l an advanced monitoring
tool for Windows offered by Microsoft. Process
Monitor combines the features of two legacy Microsoft
tools, FileMor?2 (File Monitor) and RegMon? (Registry
Monitor), along with process, thread, and network port
monitoring fimctionality into one comprehensive tool 2

* To provide continuity, the Process Monitor user interface
incorporates the RegMon and FileMon icons, which
serve as switches that allow the user to filter captured
content by event type; since Process Monitor v2.94
events can also be filtered by process activity, network
port activity, and profiling events.

» The FileMon feature of Process Monitor reveals the
system path of the activity, files, and .dlls opened, read,
or deleted by each running process, as well as a status
column, which advises of the failure or success of the
monitored activity.

* For exanple, inFigure 6.6, the file system activity
resulting from the execution of a malicious PDF file is
captured in granularity with Process Monitor, allowing
the digttal investigator to trace the trajectory of the
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Monitoring file system activity during the execution of
a malicious PDF file with Process Monitor

« Having an “umbrella” tool such as Process Monitor,
which gathers information relating to all system aspects,
is particularly helpful because its use limits the number of
tools that the digital investigator needs to toggle between
to ensure that all of the pertinent real-time activity relating
to the suspect program is observed.

« Unlike the legacy tools FileMon and RegMon, Process
Monitor enables the digital mvestigator to save the
monitoring session in native Process Monitor Format
(PML), allowing the session to be loaded back into
Process Monitor for later analysis.

?a¥ Other Tools to Consider

File and Directory Monitoring
There are a number of utilities that help keep tabs on system




behavior during the course of dynamic malware analysis. Many
of these tools serve as “tripwires,” alerting the digital investigator
to potential issues that warrant deeper nvestigation.

ProcessActivityView. Allows the digital mvestigator to
monitor the file system activity (file/folders opened,
closed, read/write) associated with a target process
(http2/www.nirsoft.net/utils/process _activity view.html).

Tiny Watcher: Runs in the background and monitors key
changes on the subject system, such as when an
application is installed or changed, modifications in
specific system folders, and changes to important areas
of the Registry (hitp2/kubicle.demembers.com/watcher/).

DirMon: File system change monitoring utility for
Windows NT/2000/XP. The utility can be run either
observable to the digital investigator, or silently in the
background, and it generates the HTML log of file

system changes (httpz/www.gibinsoft.net/).

Further tool discussion and comparison can be found in the
Tool Box section at the end of this chapter and on the
companion Web stte,

http/www.malwarefieldguide.com/Chapter6.html.

Registry Monitoring

P Just as the FileMon feature of Process Monitor is a staple
investigative tool for file system activity analysis, the RegMon
feature is commonly used in tandem and actively reveals which
processes are accessing the host system’s Registry, keys, and
the Registry data that is being read or written.
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that provides an overview of Registry paths accessed
during active monitoring, with additional filtering based
upon event type.

« Unlike static Registry analysis tools, the advantage of
using Process Monitor with the RegMon feature during
dynamic analysis of a malicious code specimen is that it
provides the digital investigator with the ability to trace
how prograns are interacting with the Registry in real
time.

 Figure 6.7 displays the RegMon feature of Process
Monitor capturing reaktime Registry activity of a
malicious process creating an autorun entry for a newly
spawned child process.
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Monitoring Registry activity with Process Monitor
using the RegMon feature

O Analysis Tip



Auto-starting Artifacts

Another aspect of Registry monitoring the digital mvestigator
should consider is “auto-starting” artifacts. When a system is
rebooted, there are a number of places that the Windows
operating system uses to automatically start programs. These
auto-starting locations exist in particular folders, Registry keys,
system files, and other areas of the operating system. References
to malware may be found in these auto-starting locations as a
persistence mechanism, increasing the longevity of a hostile
program on an infected computer. The number and variety of
auto-start locations on the Windows operating system have led
to the development of tools for automatically displaying
prograns that are configured to start automatically when the
computer boots. Some of the more commonly used tools for
discovering these artifacts include:

Autoruns: http/technet.microsoft.comven-
us/sysinternals/bb963902.aspx.

(supersedes currently available but obsolete tool,

StartupRun (Strun),
https//www.nirsoft. net/utils/strun. html).
Autostart Explorer:
https//www.misec.net/products/autostartexplorer/.
Autostart and Process Viewer:

httpz//www.konradp.com/products/autostart-and-
process-viewer/.

Network Activity



P In addition to monitoring the activity on the infected host
system, monitoring the live network traffic to and from the
system during the course of running a suspect program is also
important. Monitoring and capturing the network serves a
number of nvestigative purposes.

* First, the collected traffic helps to identify the network
capabilitics of the specimen. For instance, if the
specimen calls out for a Web server, the specimen relies
upon network connectivity to some degree, and perhaps
more important, the program’s interaction with the Web
server may potentially relate to the program’s vector of
attack, additional malicious payloads, or a command and
control structure associated with the program.

* Further, monitoring the network traffic associated with the
victim host will allow the digital mvestigator to further
explore the requirements of the specimen. If the network
traffic reveals that the hostile program is requesting a
Web server, the digital investigator will know to adjust
the laboratory environment to include a Web server, to
in effect “feed” the specimen’s needs to further
determine the purpose of the request.

* Windows systens are not natively equipped with a
network monitoring utility,; however, a number of them
are readily available, ranging from lightweight to robust
and muitifinctional, as shown in the box ‘“Other Tools to
Consider: Network Monitoring Tools.” windump, the
Windows finctional equivalent of tcpdump, is a powerful
command-line-based network capture tool that can be
configured to scroll real-time network traffic to a
command console n a human readable format.
However, for the purpose of collecting real-time
network traffic during dynamic analysis of a suspect
program, it is advantageous to use a tool that provides



an intuitive graphical interface.

« Perhaps one of the most widely used GUI-based network
traffic analyzing utilities is Wireshark.22 Wireshark is a
multi-platform, robust, live capture, and offline analysis
packet capture utility that provides the user with
powerful filtering options and the ability to read and write
numerous capture file formats.

?a¥ Other Tools to Consider

Network Monitoring Tools

Capsa: Robust GUI-based network forensic tool for
montoring  and  analyzing  network  traffic
(http/www.colasoft.com/capsa/).

IP Sniffer: Free packet sniffer and protocol analyzer
developed by Erwan’s Lab (http//erwan. L free. fr).

Network Miner Network Forensic Analysis Tool
(NFAT): (http/www.netresec.cony?
page=NetworkMiner;
http://sourceforge.net/projects/networkminer/).

Network Probe: Highly configurable commercial network
monitoring utility (http:/www.objectplanet.com/probe/).

PacketMon: Free GUI-based packet capture tool and
protocol analyzer
(http/www.analogx.com/CONTENTS/download/network/pmon. htm).

SmartSniff: Free lightweight GUI-based packet capture
tool and protocol analyzer, with handy dual-pane user
nterface (https//www.nirsoft.net/utils/smsniff:htrml).

Sniff_hit: Lightweight network monitoring utility that is
included in the Malcode Analyst Pack and SysAnalyzer
tool suites offered by iDefense Labs (Verisign)
(http2/labs.idefense.convsoftware/malcode.php).



Visual Sniffer: Free GUI-based packet capture tool and
protocol analyzer
(http/www.biovisualtech.com/vindex. htm).

Further tool discussion and comparison can be found in the
Tool Box section at the end of this chapter.

P Before running Wireshark for the purpose of capturing
and scrolling real-time network traffic emanating to and from a
host system, consider the deployment and configuration options.

* The first option is to deploy Wireshark locally on the host
victim system This makes it easier for the digital
mvestigator to monitor the victim system and make
necessary environment adjustments. Recall, however,
that this is not always possible, because some malicious
code specimens terminate certain “nosey” security and
monitoring tools, including packet-analyzing utilities.

* As a result, an alternative is to deploy Wireshark from the
malware lab “monitoring” host to collect all network
traffic. The downside to this approach is that it requires
the investigator to frequently bounce between virtual
hosts in an effort to monitor the victim host system.

* Once the decision is made as to how the tool will be
deployed, Wireshark needs to be configured to capture
and display real-time traffic in the tool display pane.

* In the Wireshark Capture Options, as shown in Figure
6.8, select the applicable network interface from the top
toggle field, and enable packet capture in promiscuous
mode by clicking the box next to the option. Further, in
the Display Options, select “Update list of packets in live
capture” and “Automatic scrolling in live capture.”



Capture:
Interface: | VMare. MO PCHot Adagter (b Schechder) | m 8
1P address: 192.168.110.138
Buffer sivs: |1 % megabytelsh

[#] Cagpture pachets in promiscucus mode
(] it each packat to bytes
=
Capburs Fiefs) Display Optices
Pl [¥] Undite kst of packets in real time
[ Use el fies ;

[#] ustomatic scroling in bve caphure

[%] Hide copture info dalog

Mame Resolution
Stop Capture ... (] Enable HAZ name resahtion
00 i st ] Envable pestwork name resolution
... sfter [#] Envabln transport name resohition
(e ] Lo [ oo ]

Wireshark Capture Options

* At this point, no filters should be enabled on the traffic.
Later, during the course of nvestigation, applying
specific filters based upon identified or known network
artifacts may be appropriate.

Port Activity

P In addition to monitoring the network traffic, examine real-time
open port activity on the infected system, and the port numbers
of the remote systens that are requested by the infected system
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capabilities of the specimen may be revealed. For
instance, if the specimen calls out to connect to a remote
system on port 25 (default port for Simple Mail Transfer
Protocol, SMTP), there is a strong possibility that the
suspect program s trying to connect to a mail server.

* The observable port activity serves as a road map for
what to look for in the captured network traffic. When
examining active ports on the infected system, the digital
investigator can observe the following information, if
available:

[Local Internet Protocol (IP) address and port
[TRemote IP address and port

ORemote host name

Protocol

[TState of connection

OProcess name and PID

[TJExecutable program associated with process
DExecutable program path

P There are a number of fiee GUI-based utilities that can
be used to acquire this information. Some of the more popular
tools include:

+ TCPView2® (Microsoft), which provides color-based
alerts for port activity (green for opening ports, yellow
for TIME_WAIT status, and red for closing ports)

« DeviceLock’s Active Ports utility2?

» CurrPorts (Nirsoft),28 a robust and configurable tool that
provides the digital investigator with a number of filter
options and helpful HTML report features (see Figure

69)&



Port activity captured in CurrPorts

API Calls

P Another active monitoring task to perform when conducting
dynamic analysis of a malicious code specimen is to intercept
API calls from the program to the operating system

* The Microsoft Windows API provides services used by
all Windows-based programs and enables programs to
communicate  with the operating systen?; these
communications are referred to as API calls.

* API calls made by a suspect program can provide
significant insight as to the nature and purpose of the
program, such as file, network, and memory access.

« Thus, by monitoring the API calls, the digital investigator
can observe the executed program’s interaction with the
operating system The intercepted information serves as



a great road map for the mvestigator, often pomtmg to
correlative clues regarding system or network activity.

* A powerful and feature-rich tool for intercepting API calls
is TracePlus/Win32,3% which can trace 34 categories of
API fimctions (comprising nearly 1,500 API calls).

* There are a variety of other utilities available for
ntercepting API calls, some of which are more reliable
and robust than others. Many of these tools accomplish
the task of intercepting API calls by implementing .d//
injection—injecting a .dll into the address space of the
target process.

* Some of the more popular API call-monitoring utilities
incude  API  Monitor, L APISpy32,22  Microsoft
Detours, 22 APILogger (included with Malcode Analyst
Pack and SysAnalyzer) 3 Kerberos,22 AutoDebug,3%
WinAPIOverride 22 and Kakeeware’s Application
Monitor38

* As a rule of thumb, the more robust the list of API
functions and calls accurately recognized by the tool, the
better. Similarly, for the purpose of malicious code
analysis, it is essential to have a utility that allows the user
to isolate the interception of API calls to a specific target
program. Otherwise, searching for the calls made by
your suspect program through “API noise” from other
applications will prove difficult.

* Further, it is very valuable to have a tool that enables the
digital investigator to isolate or “spy” only on certain
functions, as shown in Figure 6.10. We will explore the
purpose of that fimctionality later in the chapter, using the
Spy Studio utility.
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Execution Artifact Capture:
Digital Impression and Trace
Evidence

MSimilar to real-world crime scenes, digital crime scenes
contain valuable impression and trace evidence that can
help identify suspect malware, effects of the infection on
the victim system, and potentially the suspect(s) who
deployed the malware. Collection of digital impression
and trace evidence is not a separate monitoring technique;
rather, it encompasses the totality of artifacts collected
through both active and passive system monitoring.

Impression Evidence

P In the traditional forensic science and crime scene analysis
contexts, impression evidence is resulting marks, patterns, and
characteristics that have been pressed into a surface at the crime
scene, such as tire treads, footwear, and tool marks.

« Impression evidence is valuable evidence, because it can
be a unique identifier relating to the suspect or it can
reveal how certain events or aspects of the crime
occurred.

 Impression evidence is collected and preserved for
comparison with other evidence, impressions, exemplars,
or known specimens.



« Traditionally, the manner in which nvestigators gather
impression evidence is through an impression cast, using
a material such as a plaster compound, silicone, or
powder to create a duplicate of the impression.

¢ Collected impressions can have individual or class
characteristics. Individual characteristics are those that
are unique to one entity or person. Conversely, class
characteristics are those that are common to a group.

Trace Evidence

PTrace evidence i traditional crime scene analysis includes
hair, fibers, soils, particles, residues, and other material that is
introduced into the crime scene as a result of contact with the
suspect, or conversely, resulting from victim interaction and
contact away from the crime scene, which introduces the trace
evidence into the crime scene. This transfer of trace evidence
through contact is known as Locard’s Exchange
Principle—"every contact leaves a trace.”

Digital Impression Evidence

P In the context of malware forensics, digital impression
evidence is the imprints and artifacts left in #4e physical memory,
file system, and Registry of the victim system resulting from the
execution and manifestation of suspect malicious code.

« Digital impression evidence can be a unique identifier
relating to a particular malicious code, or it can reveal
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executed and manifested.

« Digttal impression evidence can be collected and
preserved for correlation and comparison with other
evidence or known malicious code infection patterns and
artifacts. For instance, newly created files on the victim
file system should be collected and analyzed.

¢ Similar to real-world crime scene forensics, collected
digtal impressions can have individual or class
characteristics.

Digital Trace Evidence

PDigital trace evidence in the context of malware forensics are
files and other artifacts introduced into the victim systenvdigital
crime scene as a result of the suspect malware’s execution and
manifestation, or conversely, resulting from victim online activity,
which introduces the digital trace evidence into the crime scene.

P The collection of digital impression and trace evidence
involves digital casting —or passively logging and collecting the
digtal impression and trace evidence as the malware
executes—and augmenting real-time monitoring and analysis
during dynamic analysis of a suspect program The resulting
“digital cast” supplements evidence collected through host
integrity and installation monitors, which reveal the resulting
system changes compared to a pristine system snapshot, but not
the totality of the execution trajectory and how the impression
and trace evidence manifested.

« A tool that is helpful to implement on the local system
during dynamic analysis to obtain digital impression and
trace evidence ic (Cantire RAT (Rehavinral Anahwic
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« Developed by the New Zealand Honeynet Project for the
purpose of monitoring the state of a system during the
execution of applications and the processing of
documents, Capture BAT provides the digital
investigator with significant insight into how a suspect
executable operates and interacts with a host system,
gathering the resulting digital impression and trace
evidence.

 Capture BAT monitors state changes on a low kernel
level, but provides a powerful filtration mechanism to
exclude “event noise” that typically occurs on an idle
system or when using a specific application.

« This granular filtration mechanism enables the investigator
to intuitively identify processes that cause the various
state changes, such as file and Registry writes,
modifications, and deletions. For instance, as shown in
Figure 6.11, upon executing a malicious PDF file,
Capture BAT identifies and logs the creation of
processes and the resulting File system and Registry
activity.
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IS XWB| Use of CaptureBat to obtain digital impression and
trace evidence

P As discussed in Chapter 2, memory forensics is an
mtegral part of malware forensics. Recall that physical memory
can contain a wide variety of digital impression and trace
evidence, including malicious executables, associated system+
related data structures, and remnants of related user activities
and malicious events.

e The purpose of memory forensics in the scope of
analyzing a malware specimen in a laboratory
environment is to preserve physical memory during the
runtime of the malware, and in turn, find and extract data
directly relating to malware (and associated information)
that can provide additional context.

« Using the tools and techniques discussed in Chapter 2,
the digital investigator can harvest avai]able metadata
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other information associated with the malware for
analysis and comparison with volatile data preserved
from the live victim system in which the malware was
collected.

P In addition to these tools and techniques, digital casting
of physical memory can be augmented by identifying digital
impression and trace evidence using FlyPaper? and RECon 4!

b FlyPaper is a utility that loads a device driver causing
process artifacts to “stick” or reside in memory.

« FlyPaper is optimally used in a VMWare Workstation
environment as it is intended to be used in conjunction
with the VMWare snapshot finction—preserving the
memory state of the guest system once it is infected by
the malware specimen.

« Once a snapshot of the infected system state is taken, the
.vmen file associated with the infected guest system can
be parsed i HBGary Responder, Mandiant
Menoryze/AuditViewer/Redline, and Volatility (see
Chapter 2 for a detailed discussion of these tools).

* A VMWare .vmen file is a virtual machine’s paging file
and contains the memory of the virtual machine (also
known as theguest); it is saved on the digial
investigator’s analysis system (also known as the
host) 2

« To use FlyPaper, launch it within the malware laboratory
guest system prior to executing the target malware
specimen, as shown in Figure 6.12.

@

8 FlyPaper
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« Execute the target malware specimen and allow it to run
for a few moments to ensure execution trajectory. During
the course of runtime, FlyPaper generates a log file (by
default, c:\flypaper.log ) detailing the behavior of the
malware and the resulting digital impression evidence left
on the infected guest system.

* Preserve the infected system state of the VMware guest
by taking a snapshot. Save the associated . vmen file for
the guest system for analysis in HBGary Responder, or
other memory forensic tool of choice.

b REcon is a dynamic analysis utility included with
Responder Pro that records and graphs a suspect program’s
behavior during runtime2 The resulting ‘recording” in
conjunction with physical memory, can be examined in the scope
of temporal and relational contexts with Responder Pro using the
Timeline and Graph features. REcon is typically deployed i a
virtual environment, such as a VMWare Workstation guest
system, wherein the infected . vmem file can easily be collected for
analysis and to ensure that the system can be reverted to a



pr]stme state after being potenﬁally infected by a suspect
program.
« To use REcon, simply invoke the program and click the

“Start” button, as shown in Figure 6.13. Select “Launch
New” and select the target executable specimen for

analysis.
REcon v2.0 - HBGary, Inc rgl

Processes |Log | Settings |

Process | Pid ~
SMss. e 548

c5rss.exe 612

winlogon, exe 636

services.exe 680

lsass.exe 692

winacthip. exe 846

svchost.exe 560

svchost.exe 940

swithost.exe 1068

svehost.exe 1140

swchost.exe 1296

spadlsv.exe 1556

mnlarer s 1SRN 1
< >
s
2| | |
Markers

START [[ o |

REcon

« Let the specimen run for a reasonable period of time to
ensure full execution trajectory and muanifestation of
potential digital impression and trace evidence i



IIemory.

« Take a snapshot of the infected virtual guest systen; after
the snapshot has completed stop REcon.

¢ Collect the resulting REcon Forensic Bmary Journal
(.¥bj) session file (by default residing in the root ofc:\)
and the .vmen file associated with the infected VMWare
guest. These files will be processed concurrently in
Responder Pro.

» HBGary Responder 2 also offers a “Live Recon Session”
project option, which largely automates this process.



Executing the Malicious Code
Specimen

IZ[A fter taking a snapshot of the original system state and
preparing the environment for monitoring, you are ready
to execute your malicious code specimen.

* As mentioned earlier, the process of dynamically
monitoring a malicious code specimen often requires
plenty of pauses, review of the data collected i the
monitoring tools, reversion of virtual hosts (if you choose
to use virtualization), and re-execution of the specimen to
ensure that no behavior is missed during the course of
analysis.

* In this process, there are a number of ways in which the
malware specimen can be executed; often this choice is
contingent upon the passive and active monitoring tools
the digital investigator chooses to implement.

* Execution of a target specimen also is contingent upon file
profile. Unlike Portable Executable (PE) files that can be
invoked through other tools, as described below,
malicious document files such as PDFs, MS Office ﬁles

ee A WA Y2 YT /ATTINANN OVt T



and 1vid Lomnpuea riclp (Lrivl) 1mes lypeay requure
the digital nvestigator to manually open and execute a
target file by double-clicking on it. It is through this
opening and rendering process that the infection
trajectory of the specimen is invoked.

(ISimple Execution: The first method is to simply execute
the program and begin monitoring the behavior of the
program and the related effects on the victim system
Although this method certainly is a viable option, it does
not provide a window into the program’s interaction with
the host operating system. As described previously, this
method is often used for the execution of malicious
document files.

Tnstallation Monitor: As discussed earlier, a common
approach is to load the suspect binary into an installation
monitoring utility such as InCtrl5S or InstallWatch and
execute the binary through the utility in an effort to
capture the changes that the program caused to the host
system because it was executed.

[(JAPI Monitor: In an effort to spy on the program’s
behavior upon execution, the suspect program can be
launched through an API monitoring utility, which in turn
traces the calls and requests made by the program to the
operating system

* No matter which execution method is chosen, it is

" 1



IMpOorant 10 begin actvely MONTOIME e NOSt sysiem
and network prior to the execution of the suspect
program to ensure that all of the program behavior and
activity is captured.

L Analysis Tip
“Rehashing”

After the suspect program has been executed, obtain the hash
value for the program. Although this information was collected
during the file profiling process, recall that executing malicious
code often causes it to remove itself from the location of
execution and hide itself n a new, often non-standard, location
on the system. When this occurs, the malware may change file
names and file properties, making it difficult to detect and locate
without a corresponding hash. Comparing the original hash value
gathered during the file profiling process against the hash value
collected from the “new” file will allow for positive identification
of the file.



Execution Trajectory Analysis:
Observing Network, Process,
Api, File System, and Registry
Activity

Mﬂ/lalware execution can be viewed similarly to
traditional forensic disciplines, such as ballistics, that
examine trajectory—the path or progression of an entity.
In the digital crime scene reconstruction context,
“execution trajectory” is the behavior and interaction of
the malicious code specimen with the victim system and
external network resources from the point of execution
through the life cycle of the infection.
P Critical aspects of execution trajectory analysis include:

* Network activity

* Process activity

* API function calls
« File system activity
* Registry activity

Network Activity: Network Trajectory,
Impression, and Trace Evidence

P After executing a target malware specimen, observe immediate
requests made by the program, including;



* Attempted Domain Name queries

* Attempted TCP/IP connections

« Attermpted UDP packet transmissions

e Unusual traffic (e.g, ICMP for attempted covert
communications, command/control, etc.)

P A convenient and efficient way to capture the network
requests attributable to a malware specimen during execution
trajectory is to deploy a software firewall program in the lab
environment—particularly a firewall that offers network and
program rules acting as a “tripwire” when activity is triggered by
the program

* Some examples of fiee firewall software available for
installation on your malware lab system include:

Zone Alarn**
JOnline Armor2
IComodo*®
PC Tooks*!
TAshampoots

* The real-time network traffic captured in Wireshark can
be used to correlate firewall activity (see Figure 6.14).
This layering of mnformation collection is also
advantageous in instances where a malware specimen
h a s countersurveillance  capabilities, such —as
terminating processes associated with anti-virus, firewall,
and other security software.

REPEAT PROGRAM

Vides.oxe bs trying to access the
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» Often, in the beginning phase of execution trajectory, the
purpose or significance of a network request made by a matware
specimen is unknown.

* To enable a suspect program to fully execute and behave
as it would “in the wild,” the digital investigator will need
to adjust the laboratory environment to accommodate
the specimen’s request to resolve a network resource,
and in turn, facilitate the natural execution trajectory.

* Environment adjustiment in the laboratory is an essential
process in behavioral analysis of a suspect program. A
common adjustment, particularly for modular malicious
code (such as banking Trojans, crimeware kits, and
bots), is to emulate DNS to resolve domain names hard-
coded into the target specimen.

Environment Emulation and Adjustment:
Network Trajectory Reconstruction



P Through adjusting the malware lab environment and providing
the resources that the specimen needs, the digital investigator can
conduct network trajectory reconstruction or re-enact the
manner and path the specimen takes to successfully complete the
life cycle of infection.

P There are a number of ways to adjust the lab
environment to resolve a domain name.

* The first method would be to set up a DNS server, in
which the lookup records would resolve the domain
name to an IP address of another system on the
laboratory network (typically the suggested Linux server
host). A great program to facilitate this method is Simple
DNS Plus, a lightweight and intuitive DNS program for

Windows systerrs 22

* An alternative to establishing a full-blown DNS server
would be to use a utility such as FakeDNS, which
comes as a part of the Malcode Analyst Pack tool suite
made available from iDefense 2! FakeDNS can be
configured to redirect all DN'S queries to a local host or
to an IP address designated by the user (typically the
Limux server host). As shown in Figure 6.15, once
launched, FakeDNS listens for DNS traffic on UDP port
53 (the default port for DNS), and in this instance, will
redirect all DNS queries to the host supplied by the user
(in this instance, 192.168.186.139).




[Fiediect 3 DHE Queriss to 1P fcd [Thee i

Resolving DNS queries with FakeDNS

* Another more simplistic solution is to modify the system
hosts file—the table on the host system that associates
IP addresses with host names as a means for resolving
host names. On Windows 2000, the hosts file resides in
the c: \WINNT\system32\drivers\etc directory and on
XP/Vista/Windows 7 systems, the hosts file resides in
the c: \WINDOWS\system32\drivers\etc directory.

To modify the entries in the hosts file, navigate to the
\etc directory and open the hosts file in notepad or
another text editor.

[JAdd the relevant domain name entry by first entering the
IP address that you want the domain name to resolve to
(typically the IP address of the virtual Linux server
system in your malware laboratory), followed by a
space, and the target domain name to resolve. Example
entries are provided in the hosts file as guidance.

Network  Trajectory  Reconstruction:

—~



Lnammng

P After adjusting the environment to resolve a domain name for
the specimen, and pointing the domain to resolve to the IP
address of a virtual Linux server host on malware lab network,
monitor the specimen’s reaction and impact upon the victim
system.

* Keep close watch on the network traffic, as adding the
new domain entry and resolving the domain name may
cause the specimen to exhibit new network behavior.
For instance, the suspect program may reveal what it
was trying to “call out” or “phone” home to, such as a
Web server, FTP server, IRC server, or other remote
resource, as depicted in Figure 6.16.

TCP caspss1 > http [SYN] Seq=0 Win=65535 Len=0 MSS=1460

TCP http > caspssl [SYN, ACK] Seq=0 Ack=1 win=5840 Len=0 M55=1460
TCP caspss] > http [ack] Seq=l Acksl Win=65535 Len=0

HTTP GET /blogfiles/i, Aisiigeneral/msn_messenge. jpg HTTR/1.1
TCP http > caspss] [Ack] Seq=1 Ack=336 Win=6432 Len=0

HTTP HTTP/1.1 404 NoT Found (text/html)

HTTR GET /blogfiles,J A48t /general /descompact_msn. jpg HTTR/1.1
HTTP HTTP/1.1 404 Not Found (text/html)

TCR caspss1 > htt? [ACK] Seq=673 Ack=1118 wWin=64418 Len=0

TCP http > caspssl [FIN, ACK] Seq=l118 Ack=673 win=7504 Len=0

A suspect program attempting to retrieve a file from
a Web server after a domain name is resolved

B Perpetuating the infection life cycle and adjusting the
laboratory environment to fulfill the network trajectory is a
process known as trajectory chaining; be certain to document
each step of the trajectory and the associated chaining steps.

o Th fanilktate traiactars chamma  accammndatae tha



U GO UGy VLGS, GVGULLLLUGGIY Ui
sequential requests made by the suspect program

« For instance, to chain the request made by the malware
depicted in Figure 6.16, the digital investigator should
start a Web server on the virtual Linux host where the
domain name is pointed; done this way, the requested
connections are captured in the Web server log (see
Figure 6.17).

Capturing the requests of a malware specimen in a
Web server

e The data collected through network trajectory
reconstruction, such as that shown in Figure 6.17, may
not be immediately decipherable and will require
investigation of the resulting network impression and
trace evidence.

Network Impression and Trace Evidence

B Network impression evidence includes the imprints and

a L
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Similarly, network trace evidence are files and other artifacts
ntroduced into network traffic, and in turn, onto the victim
system, as a result of the suspect malware’s execution and
manifestation, or conversely, resulting from victim online activity.
The following items of mvestigative significance can be gleaned
from network impression and trace evidence:

The purpose of resolving a domain name. For
example, in Figure 6.17, the Web server log reveals that
the suspect programneeded to resolve a domain name in
order to phone home to a Web server and download
additional files (msn_messenge.jpg and
descompact_nmsn.jpg).

Identifiers of modular malicious code likely
introduced as trace evidence onto the victim system.
The nature and purpose of the requested files is
unknown, but both have .jpg file extensions, giving the
iitial impression that they are mmage files. To emulate
how the malware specimen would fully execute as it
would have in the wild, if possible, discreetly retrieve and
analyze the requested files and host them internally on
your malware lab server to perpetuate the execution
trajectory of the specimen.

* Functionality interpretation. The functionality displayed

by the specimen in the Web server log is commonly
referred to as a Tiojan downloader, which is a Trojan
program that attempts to comnect to other online
resources, such as Web or File Transfer Protocol (FTP)
servers and stealthy download additional files. Typically,
the downloaded files are additional malware, such as
backdoor or other Trojan prograns. 2!

Metadata. Significant network impression evidence
embedded in the captured Web traffic is the user-agent



stmg. A user-agent swng identimies a client Web
browser and provides certain system details to the Web
server visited by the browser. In the instance of Figure
6.17, the user-agent string is “(compatible; MSIE 6.0;
Windows NT 5.1; SVI; EmbeddedWB 14,52
fromehttp:/www.bsalsa.conVFmbedded Web Browser
fromhttpz/bsalsa.cony).” The digital investigator should
research and document findings relating to user-agent
strings; this metadata may provide further insight into the
attacker or malware finctionality and purpose. For
instance, the bsalsa embedded Web browser in Figure
6.17 is a freeware package of Borland Delphi
components used to create customized Web browsing
applications and to add data downloading capabilities to

applications, among other things.32

Using a Netcat Listener

P An alternative method that can be used to intercept the
contents of Web requests and other network connections is to
establish a netcat listener on a different host i the laboratory
network.

* Recall fromChapter | thatnetcat is a powerful
networking utility that reads and writes data across
network connections over TCP/IP or User Datagram
Protocol (UDP).3

o This is particularly helpful for establishing a network
listener on random TCP and UDP ports that a suspect
program uses to connect. Netcat is a favorite tool among
many digital mvestigators due to its flexbilty and
diversitv of use. and because it is often nativelv installed



on many Linux distributions. There is also a Windows
port available for download 2%

* Upon learning on which remote port the suspect program
is requesting to connect, the digital investigator can utilize
netcat by establishing anetcat listener on the target
port of the Linux server host in the malware laboratory.

« Using the example in Figure 6.17, the suspect program is
requesting to download files from a Web server over
port 80. To establish a netcat listener on port 80 of the
Linux server, use the nc command with the —v (verbose)
—1 (listen) —p (port) switches and identify the target port
number. (The —v switch s not required and simply
provides more verbose output, as shown in Figure 6.18.)

1 -p 80




Establishing a netcat listener for the purpose of
collecting network impression evidence

Examining Process Activity

P During dynamic analysis of a suspect program, the digital
investigator will want to gain process context, or a full
perspective about a spawned process and how it relates to the
system state and to other behavioral artifacts resulting from the
execution of the program

 Using Process Explorer (or a similar process analysis
tool), collect basic process information, such as the
process name and PID. With subsequent queries, seek
further, particularly for the purpose of obtaining these
process details:

OProcess name and PID

[Temporal context

Memory consumption

Process to executable program mapping

OIProcess to user mapping

[Child processes

OThreads

OMnvoked libraries and dependencies
[Command-line arguments used to invoke the process

MIA connintad handlan
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Memory contents of the process
[ORelational context to system state and artifacts

* Further, by right-clicking on a suspect process in the
Process Explorer main viewing pane, the digial
investigator will be presented with a variety of other
features that can be used to probe the process further,
such as the strings in memory, threads, and associated
TCP/IP connections, as shown in Figure 6.19.
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1ML, Analyzing a suspect process with Process Explorer

Process Spying: Monitoring API Calls



P Recall that API calls are communications made by user-mode
prograns to the operating system Gaining a solid understanding
of the API calls made by a malware specimen will greatly assist
in static examination of the specimen in a disassembler.

* In examning the API calls made by a suspect program,
be mindful of queries relating to:

[Creation or termination of a process;

[[Calls to anomalous files or resources;

[Socket creation;

[Network connectivity;

Onformation gathering about open Internet Explorer
Windows and

[Registry modification, among other anomalous or
nefarious API calls.

» Figure 6.20, which will be used for demonstrative
purposes in this section, depicts a sample of API calls

made by a Banking Trojan.
Funclion:
fn & Thusads 29, 04001 2FEDE |
& 5 : :

[ GetwindowThueadProcessi Ahc400000:b: 100116230371 (WD 2FEDE |
[ GetwindowT usadProcessid] MDIChent G001 FEDE |
() GetwindowT hueadProcessid Abc400000:10011:0:504c1, 001 FEDE |
] GetwindowTewal)
A DoeCiesteStngHandeal’)
4§ DaeCioateSangHande]]
A DdaConnect]’)
o DoeFieeStngHandel 16777344, oplore™ |
TETTTHA W, ) -
[ Fodwindosit)
By FncFratFiled] "CAWINDOWS \Helphssania bt (001 2FAFC |
[ Fincwindowea ')
$ FincFestFist] "CAWINDOWS \Helplarania b (K001 ZFAFC |

[ Fincwindowal
B FineeatFdad§ T VANOAAS U e L bt MV SFAET 1

Process
Vdeo [1636)
Video [1636)
Video [1636]
Video [1636]
Video [1636)
Video [1635)
Vadeo [1636)
Video [1636]
Voo [1636)
Video [1636)
Video [1636]
Vadwo [1636]
Video [1636)
Video [1638)
Video [1 636
Video [1636)
Wk [TRIRY



(5] Fnchwindowt')
(] Finchwindowal)
[ Fncwindows)

By FinFratFist 'CWINDOWS Helohvanhen b MDD 2FAFC |

Analyzing the API calls being nade by a Banking
Trojan

e The captured API calls reveal that the specimen is
monitoring user Internet Explorer browser activity. By
correlating the various API calls and gamning an
understanding of the relational context between the calls,
the digital vestigator can better determine the nature
and purpose of the specimen.

* Further examining the API calls, it is discernable that the
Banking Trojan uses Dynamic Data Exchange (DDE)
commands, 23 which enable Windows applications to
share data. Internet Explorer supports DDE commands,
and in this instance, the suspect program leverages this
by issuing the www_GetwindowInfo command, which
retuns the Uniform Resource Locator (URL) and
Window text currently displayed in an open Internet
Explorer browser window.

 Immediately after querying to identify the URL being
navigated to in the open browser, the Trojan uses the
FindwindowA fimction®® to locate window names that
match specified strings.

* In addition to identifying and comparing the names of the
open browser windows, the Trojan searches i the
WINDOWS\Help directory for specific file names using the
FindFirstFileA function.

Voo [1636)
Wideo [1638)
Vi [1636)
Video [1635]
Voo [1638)

Video [1636)



Invesugauve Considerations

« For full execution context, the digital investigator should
examine API calls in conjunction with file system activity,
and associated artifacts, such as suspicious files, that are
requested or invoked by a suspect program

“Peeping Tom”: Window Spying

P In addition to intercepting API calls, another useful technique
for gaining insight into execution trajectory is examining window
messages related to a suspect program

* Atool that we can use to quickly acquire this information
is NirSoft’s WinLister utility 27

« With WinLister, the digital mvestigator can identify
numerous hidden windows relating to the malicious code
specimen.

« Itens of nvestigative interest that can be uncovered in this
process include:

ITitle

Handle of the window

OLocation

OSize

Class name

[TAssociated process nurmber

[Name of the program that created the window

* In the example in Figure 6.21, the nature of the windows



associated WIth a suspect program reveals Numerous
references to Tforms (“forms”), which are objects used
in the creation of Delphi applications. This is a good clue
that we are analyzing a malicious code specimen written

in Delphi.
d RS oE=EHA
Title visitle | Location
1] about:blank - Microsoft ... Mo (-1000, 1...
2] o (0, 0)
| N (0,0
& Mo (373, 290)
ElFormd Mo (475, 351)
& No  {251,243)
ElForm_N_B_Cted Mo (627, 271)
BFrmHsbe Mo (693, 383)
& No (220, 411)
2] Mo (161, 84)
Elmee Mo (5,0)
) [ (191, 107)
& N (022
2 Mo (0,22)
BN der Mn 218 21

Size
(948, 729)
(100, 100)
(100, 100)
(300, 185)
(230, 111)
{483, 167)
(124, 166)
(167, 308)
{300, 180)
{327, 296)
(795, 564)
(775, 600)
(868, 2)
(758, 2)
(487 ah

Handle
000C01F2
00560296
00140240
00060282
00060316
0006031C
00060326
0010294
00O0FO275
OD0E030E
00050315
001401FA
04260254
O00QE0NZ30
ANANT?

Class
TFriPrinc
Auto-Suggest Dropdown
Auto-Suggest Dropdown
TFrmCert
Trorms
TForm?
TForm_N_B_Ctec
TFreHsbe
TFrmHsbchiss
TFrmltau
TFrmSant
TFrmErad
Combol Box
Combol Bos
Trmedar

LOFi (X WA | Displaying hidden program windows with WinLister

Examining File System Activity

P During the dynamic analysis of a suspect program, gain full
perspective about file system activity that occurs on the victim
system and the relational context to other artifacts manifesting
during execution traiectorv. Some of these considerations



include:

.

Correlate the mformation gathered through the
interception of API calls with artifacts discovered in file

system activity.

* Correlate file system activity with process activity and

digital trace evidence such as dropped executables,
driver modules, hidden files, and anomalous text or
binary files. Monitoring common locations where
malware manifests to blend into the system, such as
“%systemroot%\system32,” may reveal anomalous iters.
In addition to such traditional malware file artifacts,
consider fimctional context, including processes running
from suspicious locations i the file system, such as
newly created directories, or anomalous directories such
a ScC:\Documents and Settings\<user>\Local
Settings\Temp, amongothers.

« Correlate file system activity with Registry activity.

.

Perform relational analysis, including correlation of
network impression and trace evidence with execution
trajectory on the file system, such as modification of the
hosts O 1mhosts file.

Examining Registry Activity

P During the runtime of the suspect program, gather correlative
information relating to the malware specimen’s interaction with
the Registry of the host system, including:

* Registry keys created during the execution life cycle of the

malware specimen, which may reveal where malware is
confionred to mito-atart
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* Registry keys modified during the time period the
malware specimen was executed

* Registry keys deleted during the time period that the
malware specimen was executed

* Registry artifacts that provide clues about additional
components of the malware

P Another interesting aspect about monitoring Registry
activity is that good clues are not necessarily those values or
keys created, modified, or queried by the suspect prograny
rather, they are values or keys queried for, but not in existence,
on the host system. For instance, a suspect program may attempt
to query for Registry keys related to a particular program or
development environment, not present on a host system, which is
a great supporting clue that the program may require additional
compornents to be fully finctional and successfully complete its
execution life cycle.



Automated Malware Analysis
Frameworks

MA helpful solution for efficiently triaging and
processing malicious code specimens in an effort to gain
quick intelligence about the specimens is automating the
behavioral analysis process.

P Over the last few years, a number of researchers have
developed automated malware analysis frameworks that
combine and automate a myriad of processes and tools to
collectively monitor and report on the runtime behavior of a
target malicious code specimen. These analysis frameworks
provide an effective and efficient means of processing a suspect
program to quickly gain actionable mtelligence about the
specimen.  Some examples of automated malware analysis
frameworks include:

* Buster Sandbox Analyzer (Buster): A flexible and
configurable sandbox platform based upon Sandboxie,
a utllity that creates an isolated abstraction area
(sandbox) on a host system preventing changes from
being made to the system. Buster monitors and analyzes
the execution trajectory and behavior of malicious code
specimens, including PE files, PDF files, and Microsoft
Office Documents, among others. Unlke many
automated solutions, Buster allows the digital investigator
to mteract with the specimen when required (such as
clicking on a dialog box button or supplying missing
libraries where needed).

— A — PSS -



* ZLeroWine® and ZeroWine liyouts=*: Developed by
Jean Koret, both ZeroWine and ZeroWine Tryouts (an
offshoot of the original ZeroWine project) are open
source malicious code behavioral analysis platforms built
on Debian Linux in QEMU virtual machines that emulate
Windows systemns using WINE. Intuitive to use, both
systers provide the digital investigator with Web-based
upload and reporting consoles. Although both systems
can dynamically analyze Windows executable files,
ZeroWmne Tiyouts can also conduct automated static
analysis of PDF files, as shown in Figure 6.22.

Zero Wine: A Malware Analysis Tool Halware analysis

Zawo Wine Tryosta: A Melare Amalysis Tool
Oplan | Viaw | Dewnisad
i o saman

IO iWP, Analyzing an executable malware specimen in
ZeroWne and a mmalicious PDF file specimen in ZeroWmne
Tryouts

« Minibis®: Develoned by the Austrian Computer



Emergency Response Team (CERT.at), Minbis is a

malicious code behavioral analysis framework based on

Oracle VirtualBox virtualization and scripting of third-

party malicious code monitoring utilities, such as those

referenced i the Active System and Network

Monitoring section of this chapter.

The Reusable Unknown Malware Analysis Net

(TRUMANY®: A native hardware-based solution

developed by malware expert Joe Stewart of

SecureWorks, TRUMAN operates on a client-server

model with a custom Linux boot image to restore a fresh

Windows victim system image after each malware

specimen is processed. At the core of TRUMAN is a

series of scripts to enulate servers (DNS, Web, SMTP,

IRC, SQL, etc.) and pmodump, a perk-based tool that

parses physical memory for malicious process artifacts.

Although TRUMAN is no longer supported, in 2009 Jim

Clausing of the SANS Institute developed and published

enhancements for the platform &

* Cuckoo Sandbox®: An open source malicious code
behavioral analysis platform developed by Claudio
Guarnieri that uses a Linux controller system (core
compornent), virtual machines (installed on VirtualBox),
Samba shares (to facilitate commumication between the
controller and virtual machines), and analysis packages
(scripts that define automated operations that Windows
should conduct during the analysis of a target
specimen).%

ra?
st Other Tools to Consider

Commercial Malware Sandboxes



GFI Sandbox (formerdy Sunbelt CWSandbox):
Designed for Windows platforns, the GFI Sandbox
system monitors and analyzes malicious code specimens
during runtime. Capable of analyzing Windows
executable files and Microsoft Office Documents, among
other files types, GFI Sandbox reports on system
changes and network activity attributable to a target
specimen, along with proprietary Digital Behavior Traits
(DBT)  for  interpreting  malware actions
(http2/www.sunbeltsoftware.comyMalware-Research-
Analysis-Tools/Sunbelt-CWSandbox/).

Norman Sandbox Malware Analyzer: Buit upon a
Windows Clone operating system, Norman Sandbox
executes and analyzes Windows executable files in an
emulated host and network environment, monitoring and
reporting on the target specimen’s behavior and impact
upon the system
(http2/www.norman.comybusiness/sandbox_analyzer/).



Online Malware Analysis
Sandboxes

MA helpful analytical option to either quickly obtain a
behavioral analysis overview of suspect program or to use
as a correlative investigative tool is to submit a malware
specimen to an online malware analysis sandbox.

P These services are distinct from vendor-specific malware
specimen submission Web sites or online virus scanners such as
VirusTotal, Jotti Online Malware Scanner, and VirScan, as
discussed in Chapter 5.

* Online malware scanners execute and process the
malware in an emulated Internet, or “sandboxed,”
network and generally provide the submitting party a
comprehensive report detailing the system and network
activity captured in the sandboxed system and network.

« As we discussed with the submission of samples to virus
scanning Web sites, submission of any specimen
containing personal, sensitive, proprietary, or otherwise
confidential information may violate a victim company’s
corporate policies or otherwise offend the ownership,
privacy, or other corporate or individual rights
associated with that information. Seek the appropriate
legal guidance in this regard before releasing any such
specimen for third-party examination.

* Similarly, remember that by submitting a file to a third-
party Web site you are no longer in control of that file or
the data associated with that file. Savvy attackers often



conduct extensive open source research and search
engine queries to determine if their malware has been
detected. The results relating to a file submitted to an
online malware analysis service are publicly available and
easily discoverable—many portals even have a search
function. Thus, as a result of submitting a suspect file, the
attacker may discover that his malware and nefarious
actions have been discovered, resulting in the destruction
of evidence and potentially damaging your investigation.

« The following table is a comparative listing of currently
available online malware analysis sandboxes and their
respective features:

\Web Service |Features



GFI Sandbox (formerly Sunbelt Sandbox)
https/www.sunbeltsecurity.convsandbox/

* Conducts cursory
file profiling, including
file name and MD5
and SHA1 hash
values.

* Conducts behavioral
analysis of Windows
portable executable
files; monitors and
reports on process,
file system, Registry,
and network activity.
* Provides report via
e-mail address
supplied by user.

CWSandbox (academic)https//www.mwanalysis.org/

* Conducts cursory
file profiling, including
file name and MDS5
and SHAI hash
values.

* Conducts behavioral
analysis of Windows
portable executable
files; monitors and
reports on process,
file system, Registry,
and network activity.

* Conducts cursory
file profiling, including
file name, MD5 hash
value, time last
submitted (if

previously received),




Anubis hitpz/anubis.iseclab.org/index.php

and a description of
the suspect file’s
identified behavioral
characteristics.

* Conducts behavioral
analysis of Windows
portable executable
files; monitors and
reports on process,
file system, Registry,
and network activity.
* Malicious URL
Scanner.

ThreatExpert hitps//www.threatexpert.com

* Conducts cursory
file profiling, including
file size, MD5 and
SHAI hash values,
submission details,
duration of
processing, identified
anti-virus signatures,
and a threat
categorization based
upon the suspect file’s
identified behavioral
characteristics.

* Conducts behavioral
analysis of Windows
portable executable
files; monitors and
reports on process,
file system, Registry,

and network activity.




Norman Sandbox Analyzer
http://www.norman.com/security_center/security_tools,

* Conducts cursory
file profiling, including
file size, MD5 and
SHALI hash values,
packing detection, and|
identified anti-virus
signatures.

* Conducts cursory
behavioral analysis of
‘Windows portable
executable files;
monitors and reports
on file system,
Registry, and network
activity.

* Provides basic text
report via e-mail
address supplied by
user.

Joe Sandbox Web (formerly Joebox)
hitp2//www.joesecurity.org/service.php

» Commercial online
sandbox service.

* Conducts extensive
file profiling, including
file size, MD5 and
SHALI hash values,
packing detection, PE
file analysis, and
metadata extraction.

* Conducts robust
behavioral analysis of
Windows executable
files (exe, dIL sys)
Microsoft Office
Dociment and PDF
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files; monitors and
reports on memory,
process, file system,
Registry, and network
activity.

* Provides HTML
report and session
screenshot and
session pcap file via e-
mail address supplied
by user.

NSI Malware Analysis Sandbox
https/www.netscty.com/malware-tool

+ Sandbox based
upon TRUMAN
automated malware
analysis framework.

* Link to analytical
report is provided via
e-mail address
supplied by user.

Eureka httpz/eureka.cyber-ta.org/

* Conducts behavioral
and static analysis of
‘Windows portable
executable files;
provides assembly
code analysis of
unpacked specimen,
strings, control flow
exploration, API calls,
capabilities graph, and
DNS queries.

* Unpacked
executable specimen
is made available for




download.

Comodo httpz/camas.comodo.cony (Automated Analysis
System) http//valkyrie.comodo.con (“File Verdict

Service”)

* Conducts cursory
file profiling, including
file size and MDS5,
SHAI, and SHA256
hash values.

* Conducts behavioral
analysis of Windows
portable executable
files; monitors and
reports on process,
file system, Registry,
and network activity.

BitBlaze http//bitblaze.cs.berkeley.edw/

* Conducts behavioral
and static analysis of
‘Windows portable
executable files;
provides assembly
code analysis of
unpacked specimen,
strings, and API calls.

Malfease hitps//malfease.oarcinet/

* Conducts extensive
file profiling, including
file size, MDS5 and
SHAI hash values,
identified file
signatures, packing
detection, PE file
analysis, byte
frequency analysis,
and metadata
extraction.

* User portal.




ViCheck.ca httpss//www.vicheck.ca/

* Processes PE files,
docurrent files (PDF,
MS Office, CHM),
images, and archive
file, among others.

* Queries a submitted
file against viCheck
malware database, as
well as
Virustotal.com,
ThreatExpert.com,
and Team-Cymru
malware hash
databases.

* Conducts file profile
of target specimen,
including file format
identification, file size,
and
MD5/SHA1/SSDEEP
hash values. Provides
a hexdunmp for
submitted PE files.

* Processes target file
in Sandbox.

* Link to analytical
report is provided via
e-mail address
supplied by user.

» Tool portal that
allows users to search
the malware database
for

NAMNE/OTTA 1 IOTTANE L
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hash values, Master
Decoder, IP header
processing, and
IP/Domain Whois.




Defeating Obfuscation

MAS described inChapter 5 , malware is often protected
with obfuscation code preventing the digital investigator
from harvesting valuable information fiom the contents of
the file during initial cursory review, which would
potentially provide valuable insight into the nature and
purpose of the malware.

P To gain meaningful clues that will assist in the continued
analysis of a malicious code specimen, the digital investigator will
need to remove the obfuscation.

* In order to fully explore a suspect program, including
reviewing the embedded artifacts or examining the
program in a disassemmbler, it is necessary to extract the
original program from its “armor.”

* Although there are many obfuscation programs available,
very few, such as UPX,%Z have a native unpacking
feature or utility. There are a number of methods to
defeat file obfuscation, each with its own advantages and
limitations. Some of these methods include:

Custom unpacking tools

OIDumping a suspect process from memory

ocating the Original Entry Point (OEP) with a debugger
and extracting the PE file



Custom Unpacking Tools

B Using the tools and techniques described in Chapter 5, detect
and identify any obfuscation code concealing a target file
specimen. If a packing program is identified, conduct Internet
research about the program and you are bound to find an
“unpacker” program specifically created to defeat the packing
program

« Some exanples of this are UnFSG2 UnMew,2
AspackDie,Z2 UnPECompact,ZL and DeShrink 22

* These tools work with varying degrees of success, and
many are written by hackers referred to by a single
name. Unfortunately, as many of these tools are
“underground utilities,” there is also a possibility that an
unscrupulous coder has built malicious features into the
tool that may infect the user system or render it
vulnerable.

* Further, as these tools are not typically considered
forensic utilities, they may not be the best choice for
investigations that have the potential for litigation in court
or other proceedings in which findings need to be
validated. Use due care in selecting and implementing
these utilities.

P In Figure 6.23, the unpacking utility AspackDie (which
unpacks executables obfuscated with ASPack) is demonstrated.

1 Aspackilie 1.41] by yoda - Select the target file...
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LT R Using AspackDie to unpack a protected executable

» AspackDie is very sinple to use. After executing the
program the user will be prompted to select a target file
to unpack.

» After choosing the target file, AspackDie does its “magic”
and provides the user with a message box revealing
whether the file was successfilly unpacked, the version
of ASPack identified, and the path of the output file
where the new, umpacked version of the target
executable was written to disk (this is normally the same
directory where the target program resides).

Dumping a Suspect Process from Memory

P Another method of defeating obfuscation is to “dump” the
unpacked program from memory once the decompression or
decryption routine of the obfuscation is completed. This is a



smpie and common method used by many diéital investigators,
but there are a few shortcomings that are examined in detail later
in this section.

* There are a number of tools that can assist in dumping, all
of which are PE editing tools as well. Some of the staple
utilities include LordPE,Z ProcDump,Z4 and PE Tools

(Xmas Edition).ﬁ'x

* Although these tools are used quite often by digital
investigators, they are considered by many in the industry
to be underground tools (i.e., PE Tools is available from
http/www.uinc.ru/—the  “Underground  Information
Center”).

« In addition to these tools, a number of process monitoring
utilities have been released that also provide a process
dumping feature, including Process  Explorer, 20
CurrProcess,ZZ Task Explorer,” ProcessAnalyzer,”2

Sysinternals ProcDump,2 and Durrper.&'x

P To dump a suspect program from memory with LordPE
(the same procedure applies with ProcDump and PE Tools), first
execute the programin a lab environment.

* Once the program has executed, locate the process in the
upper pane of the tool, right-click on the process, and
choose “dump full” (see Figure 6.24). The digital
investigator will then need to name the newly dumped file
and the location to write the file to disk.

‘A [ LordPE Deluxe ] by yoda




[ i Imagetiaze & e como

fLometd. E G e 00000504 O0AD000 Brosk tEnie

§- o peegl ™ 0000034C 00400000 —H""—PE—]

§. rorecin... ipe-dhilorcipe. ave O0ODBAE DO400000 e
Bitive dump segine ¥ - Unsplt

L priceity » s Durepes Senve

ImageBae | Imsgesios -

§;_ e Tasjasite dvide... 00400000 OOCSEQ0O icen
losd into PE edtor... {temp fle) ;cem:m ﬁ“ﬁ
fosd int PE edtor... (read only) CE00000 4 About

i 77040000 00030000 =
burr process TFI0000  DOD4E000 i B

L efresh Fs

|0t (W2 Using LordPE to dump a process from memory

B Although using this method can be helpful for dumping an
obfuscation-fiee version of the program, for the purpose of
searching for strings or examining the file in a disassermbler, the
resulting file typically cannot be executed because the PE import
table is often corrupted in the process of being dumped. (The
import table provides the Windows loader with the imported .dll
names and functions needed for the executable to properly load.)

Investigative Considerations

* Another shortcoming of dumping a running program from
menory is that it does not work for all forms of
obfuscation code. Savvy attackers have learned that
dumping is a part of the malware analyst’s arsenal for
peering into their programs. As a result, some attackers
use packers that have anti-dumping countermeasures,
which stymie the digital investigator’s ability to dump an
unpacked program from memory.



* In such mstances, static analysis techmiques, such as
debugging, will be required to extract the specimen from
obfuscation code.

'a¥ Other Tools to Consider

Automated Unpackers

* Polyunpack: Developed by researchers at Georgia Tech,
Polyunpack identifies and extracts hidden code during
the runtime of the  target  executable;
http//po ack.cc.gt.atl.ga.us/po ack.zip;
http2/www.acsac.org/2006/papers/122.pdf.

* Ether: Developed by researchers at Georgia Tech, Ether
is a malware analysis framework based upon virtual
hardware extensions to remain transparent/undetectable
to a target executable during the course of execution;
httpz/ether. gtisc. gatech.edw/;
httpv/ether.gtisc. gatech.edw/web_unpack/ (Online Ether
unpacking Portal).

* Reversing Labs Tools: Reversing engineering tools
(TitanEngine, TitanCore, TitanMist, NyxEngine) to
identify and deobfuscate malware;
http:/www.reversinglabs.cony.

Locating the OEP and Extracting with
OllyDump

P Another method of defeating obfuscation is to run the



protected suspect program througj-l a debugger, locate the OEP
of the original program as it is unpacked into memory, and then
extract the program.

* Because each packing and cryptor obfuscates the OEP of
the protected program in a different way, it requires
step-by-step tracing of a suspect program during
execution through a debugger. A debugger is a program
that enables software developers, and conversely,
reverse engineers, to conduct a controlled execution of a
program, allowing the user to trace the program as it
executes.

* In particular, a debugger allows the user to set
breakpoints during the execution of a target program,
which pause the execution, allowing for examination of
the program at the respective breakpoint.

P A debugger used by many malware analysts is Oleh
Yuschuk’s powerfiil and free 32-bit debugger, OllyDbg 2

* OllyDbg has a user-friendly GUI and a variety of
configuration options. The main OllyDbg mterface or
“CPU window” provides the analyst with five re-sizeable
viewing panes, including, among other things, a
disassemmbler view, a register window (which displays
and interprets the contents of CPU registers), and a
dump window (which reveals the contents of memory or
file).

* One of the many benefits of OllyDbg is the ability to add
functionality to the program through the use of plug-ins
and scripting, in which there is a rather sizeable
contributing community. A great resource for OllyDbg

Phiomine i@ the Onen Reverce (Cnde  Fnomneerino
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L Analysis Tip

Anti-debugging

Be aware that in some instances attackers attempt to protect
their malicious programs by implementing anti-debugging
mechanisims, which are used to detect if the programis being run
through a debugger. These techniques are used to stymie analysis
and reverse-engineering. A good article on Windows anti-
debugging titled the “Windows Anti-Debugging Reference” can

be found online at https//www.securityfocus.convinfocus/1893.

P A useful plug-in to assist in extracting our suspect
program from its packing is OllyDump,# which enables the
digital investigator to dump an active process to a PE file. The
nuances of this process will vary with different types of
obfuscation code, but the general methodology is similar. In the
following exanple, a malicious code specimen obfiiscated with
ASPack® (a common packing program) will be examined to
demonstrate the use of OllyDbg and OllyDump.

* To use OllyDummp, a suspect program must first be loaded
into OllyDbg.

* Upon loading the obfuscated target specimen, a message
box will advise that the entry point for the program is
“outside the code” (see Figure 6.25). This is a common
error to receive when attempting to debug a specimen
that is obfuscated with a packing or cryptor program.
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OllyDbg entry point alert

* After clicking through the warning, the digital investigator
will be greeted with another helpful message box. This
time OllyDbg will advise that based upon entropy
analysis, the loaded specimen appears to be compressed
or encrypted (see Figure 6.26).

?2 Q. } ‘erparts that ks code Remiks of cae by
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OllyDbg Compressed Code Detection Warning

» After clicking through the warning, the suspect program is
presented in the OllyDbg environment. To identify the
OEP of the specimen, execute the malicious code
speciren i OllyDbg (allowing the ASPack
decompression routine to occur) and in turn, have the
suspect program loaded into memory where it is no
longer protected (see Figure 6.27).
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A suspect program loaded into OllyDbg

* Once the specimen is loaded into OllyDbg, execute it
using the F9 key.

» When the execution pauses, identify a pusH instruction for
the suspect program. At this offset use the “follow in
dump” feature, which can be invoked by right-clicking
within the CPU window (see Figure 6.28). In addition,
set a hardware breakpoint so that when the code is
stepped over with the F8 key the OEP address of the
suspect program will be reached (see Figure 6.29).
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P Once the OEP is located, the debugged process can be
dumped with the OllyDump plug-in, which can be nvoked by
either right-clicking in the CPU pane or by selecting the plug-in
from the Plug-ins Menu as shown in Figure 6.30.
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Dunping with OllyDurmp

P In selecting to dump the debugged process, OllyDbg
presents the user with an interface revealing the OEP address of
the extracted binary, DC044, as shown i Figure 6.31. By
selecting to dump debugged process, the “new” unpacked binary
will need to be saved to disk.

OilyDump - Yideo.exe

Stat Adcress: |400000 Size: [CATOOD
EniyPoint  [CSE001 .5 Modity, [DC044 GelEIPasIIIEPI Canical |
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Acquiring the OEP of a dumped suspect program

b At this point, the dumped suspect program is unpacked,
but the Import Table and Import Address Table (“Imports™) are
most likely corrupted (this can be tested by attenmpting to
execute the program in the sandboxed environment). Refer to
Chapter 5 for a discussion about the Import Table and the
Portable Executable file structure.

* OllyDump has a feature to rebuild the Imports as do PE
Tools (Xmas Edition) and LordPE.

« An alternative, discussed in the next section, is to rebuild
the Imports while the suspect program is still loaded in
OllyDbg and running in memory.

Reconstructing the Imports

B As we discussed in Chapter 5, dynamically linked executable
programs require certain dynamic link libraries (.dlls) to



successtully execute.

* When a dynamically linked program is executed, the
Windows loader reads the Import Table and Import
Address Table of the PE structure, identifies and loads
the .dlls (and associated functions) required by the
program, and maps them into process address space.
Thus, if the Imports are corrupted, the program will not
be able to successfully execute and load into memory.

* The Imports can be reconstructed using Import
Reconstructor (ImpREC).£% While the suspect process
is still running after having been executed with OllyDbg,
attach to the suspect process by selecting it from the
ImpREC active process drop-down menu (Figure 6.32).

# Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Selecting a dumped process with ImpREC

* After attaching to the process, supply the OEP of the
suspect program obtained during the dump program in
OlyDbg (DC044) i the ImpRec IAT Autosearch
feature window.

* By supplying the OEP and selecting IAT Autosearch,
ImpREC  attenmpts to recover the original Import
Address Table of the dumped executable. ImpREC
provides the user with a message box if the address of
the original IAT is discovered, as displayed in Figure
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Found something!

Found address which may be in the Original IAT. Try 'Get Import’,
(IF it is not correct, try RYA: 000E2000 Size:00003000)

InpREC

* By selecting the Get Imports finction, ImpREC rebuilds
the Imports of the target executable. Each recovered
import is demarcated as to whether it is valid or ivalid.
Further, the user can query ImpREC using the “Show
Invalid” or “Show Suspect” functions to identify
functions that may not have been properly recovered.

* Once the Inports of the target executable have been
recovered and validated, the newly ‘refurbished”
dumped executable can be saved to disk using the “Fix

Dunmp” function (see Figure 6.34).
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Reconstructing the dumped binary in ImpREC

b After saving the newly dumped and reconstructed binary,
re-scan it with a packing identification utility such as PEID, to
verify that the obfuscation has been removed.

» Many of the packing detection utilities we discussed in
Chapter 5 also detect the signatures of compilers and
high-level programming languages.

* The digital investigator can further verify the finctionality
of the bmary by executing it—confirming that the
program executes and exhibits the same behavior as the
previous obfuscated version.



Embedded Artifact Extraction
Revisited

[ZIAﬁer successfully pulling an executable malicious
code specimen fiom its obfuscation code, re-examine the
specimen for embedded artifacts and conduct deeper static
analysis of the specimen.

P Re-profile the newly deobfiscated executable file using
the tools, techniques, and protocol described in Chapter 5.

* Pay particular attention to strings, symbolic information,
and file metadata that may reveal clues relating to the
purpose and capabilities of the program.

» Disassenble the target executable i an effort to
determine the function and interrelationships of
embedded artifacts, and in turn, how the totality of these
relationships shape the functionality of the specimen,

DMriggering events

Relational context of API finction calls

DAuticipated digital impression and trace evidence on a
target system

% Analysis Tip

Investigative Parallels



The digital investigator could think of dynamic analysis to some
degree as surveillance of a suspect. During the course of
surveillance, the investigator seeks to learn “what does the
suspect do, where does he go, who does he talk to,” etc. This
initial evidence collection helps provide a basic overview of the
suspect’s activity, but often additional investigation is required. A
detailed interrogation (in the parallel of malware forensics,
disassenbly) of the suspect (code) can help identify the
remaining itens of potential interest.

Examining the Suspect Program in a
Disassembler

P During the course of dynamic analysis of a malicious code
specimen, active system monitoring will likely yield certain clues
into the functionality of the specimen. In particular, API calls
made by the specimen during execution trajectory provide
substantial insight into the manner in which the specimen operates
and the digital impression and trace evidence that will be left on
the affected system

* Examine the specimen in IDA Pro, a powerful
disassembler and debugger offered by Hex-rays.com®Z
A disassembler allows the digital investigator to explore
the assembly language of a target binary file, or the
instructions that will be executed by the processor of the
host system

* IDA Pro is feature-rich, multi-processor capable, and
programmable, and has long been considered the de



Jacto disassenbler for malicious code analysis and
research. Although it is beyond the scope of this book to
go into great detail about all of the capabilities IDA Pro
has to offer, there is a great reference guide called The

IDA Pro Book by Chris Eagle 83

P By spying on the API calls made by a suspect program
during dynamic analysis, a helpful list of functions can be
identified for exploration within IDA Pro. The following
examples demonstrate leveraging the intelligence gathered during
API monitoring and using IDA Pro to parse a suspect malware
specimen. In particular, IDA Pro can be used to identify: (1)
triggering events; (2) relational context of AP fimction calls; and
(3) anticipated network trajectory, digital impression, and trace
evidence.

Triggering Events

» Triggering events are environmental or functional context
variables that cause a malicious specimen to perform a
certain finction. In Figure 6.35, IDA Pro was used to
locate the strings a specimen uses to compare against
open browser windows. The code of the malware
reveals numerous URLs for various financial institutions,
which the specimen monitors with the Findwindow

finction.
call sub_LCOBS&R
push offset aHttpWuw brades ; "http:/Jfuww.
push ] 3 1pClassHame
call FindWindown
noy [ebx+BCB4R], eax

nov dword ptr [ebx+0BDON], 4



xor
Aoy
call
cnp
jinz
xor
nov
moy
call

push
push
call

UX, EOx
eax, [ebx+9D4n]
sub_431FBO

dword ptr [ebx+QBDOh], &
short loc_4DAFGF

ecx, ecy

d1, 1

eax, off_MBFC78
sub_N1FADN

; CODE XREF: sub_4DAF10+11Tj
; sub_HDAF10+4FT]
offset aHttpsBradescon ; “https://)
1] 3 1pClassHame
FindWindowh

Using IDA Pro to discover a triggering event

Relational Context of API Function Calls

* In addition to identifying triggering events, IDA Pro can
be used to identify the inextricability of certain function
calls, further revealing how a malware specimen
accomplishes its infection life cycle and intended
purpose.

* Looking further into the code of a target specimen from
Figure  6.36, the malware also wuses the
GetForegroundWindow and GetwindowTexta functions in
tandem to identify the window that is currently in use and

obtain the text from the window.
call CetForegreanditindow push affset anplicativobesc @ “(apllcative desconsecion)
= 3
puss 108 b MaNCanT zall Fing ndoud
Lea wax, [ebpsiParan) test  eax, nax
puss  wax & ipstring jor shert 18¢_A0C1Z
a1l GetFeregresnduinden push  affet sapiicatlvebesc ; “(Aplicatlve devconbecise)
a1t call 1 =
™ w4z, [ebpeiParsa] pusn  ®
puss  eax G Warsn push  wosm



puss  EFFM 5 waran pusn
puss o & g push

puss o5l i wna Gl denamssaged
eall Sendatess sped =ar -\

lea  een, [bpevar 18] my ' feorsen]
SR an S

Examining relational context between functions with
IDA Pro

* Deeper examination of the finction with IDA Pro reveals
that the specimen uses the sendMessagea function to
relay back the discovered window titles. This method
allows the malware to selectively monitor the infected
user’s browser activity, targeting URLs that relate to the
specified financial institutions.

Anticipated Network Trajectory, Digital Impression, and
Trace Evidence

* In addition to determining the manner in which a matware
specimen perforns a nefarious function, IDA Pro should
be used in an effort to identify digital trace evidence
potentially introduced onto a victim system.

* In particular, using IDA Pro, locate functions and
references to files a malware specimen tries to download
and execute. For example, in Figure 6.37, the malware
makes a call to download a file. After acquiring the file,
the malware executes the newly acquired binary through
the winExec function.

call unlnnmln.drnmea
e )
nou enn nllsel "ERdLine : " \\HNdowS\\DrsCOpaCE . ake




Rest a1, al
fnz___ shore_ioc_nbmadn

i i !

Eu W i WSEALLBACK |
n 0 - toc_ssaso: i utmtnen

ush  oFfset Endiine i BN R———— no s

fiea [edpeuar_ic] B offset CafLine : “C:\\Windewi\\Dvaceepact eas”

o [ebos 1800 kall __ Winkxes

Akl sed aAFEED

FN wax, [ebpruar 0]

liea [obpeusr 18]

poe & zER

Akl sub_ACI5H0

fee  eax, [ebproar 18]

kall  sub Abhian

eax

shart loc 409900
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Identifying potential digital impression and trace
evidence with IDA Pro

« This information reveals the likely network trajectory of
the malware, in addition to digital impression and trace
evidence likely introduced on a victim system affected by

the malware.

* Intelligence gathered through this process should be
correlated with live response and post-mortem forensic

findings in

an effort to

considerations.
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remediation

'a¥ Other Tools to Consider

Visualizing Disassembly

* BinNavi: hitp2//www.zynamics.con/binnavi.html
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Advanced PE Analysis: Examining PE
Resources and Dependencies

[ZIIn addition to examining the suspect program for
embedded entities and inspecting the assembly
instructions in IDA Pro, re-examine certain PE structures
in the suspect program to gain further insight into the
nature and purpose of the program.

PE Resource Examination

P The Resource Section (.rsrc) of the PE file contains
information pertaining to the names and types of Resources

embedded in the file.52

« Described in the Microsoftwinnt.h header file,2? the
Resource Section is a hierarchical structure consisting of
the header pointing to an array of Resource entries. In a
PE file, this structure is collectively known as the
IMAGE_RESOURCE_DIRECTORY, depicted in Figure 6.38.

Timel
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nABGE RESOURCE—DIRECTU

pateStampP



Minvl\"!"i""

ISP [mage resource_directory

* Standard Resource types include icon, cursor, bitmap,
menu, dialog box, enhanced metafile, font, HTML,
accelerator table, message table entry, string table entry,
and version information, among others. (A
comprehensive listing of the predefined Resource types
can be found in the winuser . h header file). 2L

« Ifreferences in the strings of a malware specimen connote
indicia of image files, the Resource Section should be
thoroughly examined.

* Resource information gives the digital investigator a
window into the intentions of the attacker. For instance:

ODid the attacker make the icon associated with a
malware specimen appear to be innocuous to give the



victima sense ot contort to click on 17

[TAre there embedded images in the Resources that reveal
how the code will behave once executed?

Do dialog boxes reveal the purpose and/or capabilities of
the malware or the language likely to be spoken by the
intended victim?

IWas version information (described next) modified to
make the specimen appear to be trustworthy?

» As discussed inChapter 5, certain metadata can be
extracted from Windows PE files. This information
includes version information fiom the Resource
Section, which is unique textual data that describes and
identifies an executable file.

* Version information is typically supplied by the user who
compiled the executable during the course of
compilation. Version information includes:

OFile version
OProduct version
OTarget OS
OLanguage
OCompany name
OFile description
Onternal name
OLegal copyright
[OLegal trademarks
Original file name
OProduct name

P A number of different PE analysis tools and Resource
editing tools can be effectively used to parse and extract the



contents of a target executable’s reséurces, including PE
Explorer, Resource Hacker,2 CFF Explorer,% and XN

Resource Editor.%‘x Unlike many PE Resource analysis tools
that simply identify that the bmary contains picture data and
displays American Standard Code for Information Interchange
(ASCII) encoding of binary data, PE Explorer enables the digital
investigator to probe the Resources and display actual
embedded images, if available.

* Loading a suspect program into a PE Resource analysis
tool, the digital investigator will be presented with a
listing of the various Resources in the binary. Most tools
provide for a hierarchical “drill down” navigation
capability, similar to that of Windows Explorer. In
exploring Resources, start in ascending order and slowly
“peel” through the available Resources. (See Figure
639)

| RESOURCE EDITOR
08X k(3
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[ Bitmap
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# Group lcon

[+ Version



Navigating PE Resources

* InFigure 6.40, a dialog box Resource reveals that the
target malware, a Wermon Trojan specimen, contains a
“GETPASSWORDI1” dialog box with Ciyrillic
characters; the dialog box requests a password to be
entered. A Resource such as this is a good clue,
suggesting not only that the malware has a password
nexus, but that the attacker and/or intended recipient can
read Russian.

i Cryhest.exe - XN Resource Editer

Fle Edt View Resource Melp

J&-8 Wy
4 = Bimap 0 Do 797 T - I T T T
= &= Dislog -

o = ASKNEXTVOL Gontes] s § Bitanted |.—
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# = REPLACEFILEDLG Caption Beoa nap

# = STARTOLG Font BptMSE ([

5 Bteing Table Meny [

lcon Group

# [ P Theme Mandest

IS Fxamining the resources of a suspect executable
with XN Resource Editor

* Similarly, in the example shown in Figure 6.41, the target
specimen contains a RCDATA Resource with an
embedded image of a virtual keyboard and Portuguese
text requesting a debit card password.
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IS4 Extracting an embedded resource image with PE
Explorer

* RCDATA Resources are raw data Resources for an
application that permit the inclusion of binary data
directly into an executable file2> Delphi executables
typically contain RCDATA Resources, which include
Tforns. For a discussion regarding the nuances of Delphi
specimens, see the Delphi Executables text box, below.

P An alternative to manually exploring PE Resources is
using a Resource extraction tool, such as NirSoft’s
ResourceExract, 20 which allows the digital investigator to select
a target binary and copy certain Resources, such as icons,
bitmap images, and cursor entries, into a destination folder.

« This approach is certainly quicker, but a downside is that
it is not as methodical and thorough, and valuable
Resources such as RCDATA and version information
can be missed. (See Fioure 6.42.)
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€% Analysis Tip

Delphi Executables

In the field, the digital investigator will likely encounter malware
written in Delphi (a development environment for Microsoft
Windows), such as Banking Trojans and Rogue AntiVirus

variants. Delphi executables often contain artifacts resulting from
development and compilation in the Delphi environment. These
artifacts, such as form files (TForms), contain valuable clues into
a target specimen. Delphi form artifacts typically reside in the
RCDATA resources of a target executable. In addition to



exploring these artiacts m PE Kesource viewer, the tollowmng
tools and techniques allow the digital investigator to dig further
into a Delphi executable specimen:

Decompiling a Delphi Executable Specimen

A very powerful tool for analyzing Delphi executables is DeDe,
which allows the mvestigator to decompile a target Delphi
executable, reverting the binary into a native project directory,
including .pas (source) files, .dfm (Delphi form files), and .dpr
(Delphi) project files. After extracting the components of the
executable, DeDe provides for an intuitive navigation window,
allowing the digital investigator to parse the contents of the
program. Individual components can be viewed for further
information by selecting the respective component, such as a
form J/www.softpedia.conyget/Programming/Debuggers-

Deconpilers-Dissasemblers/DeDe.shtml).
Viewing Delphi Forms

DeDe also comes with a DFM (Delphi Form) Inspector,
allowing the digital investigator to examine the form files
associated with the target executable file. However, for viewing
form information, we find that a better suited tool is DFM Editor,
which is avalable for Windows 95/98/MENT
4.x/2000/XP/2003/Vista (https//www.mitec.czdfimhtml). DFM
Editor is a form editor for Borland Delphi forms in both text and
binary format. A particular helpfil feature of DFM editor is its
ability to extract forms from compiled executables and .dlls
through its extraction tool. Upon loading a suspect executable,
DFM Editor provides the digital investigator with “Resources”
and “Info” tabs. The information contained in the Resources
table reveals the form Resources identified and extracted from
the target executable, whereas the “Info” tab reveals the



components that the suspect executable contams, Siuar to the
navigation window offered in DeDe. Upon selecting a target
form, the DFM Editor provides for an object tree view
navigation pane, enabling the digital investigator to drill down
through objects on a granular level.

Dependency Re-exploration

P In addition to exploring the Resource section of a suspect
program, the file dependencies of a suspect program should be
re-examined to identify modules that the specimen invokes to
support its finctionality.

* For instance, during the course of parsing the assembly
instructions of a binary n IDA Pro, the digital
investigator may learn that the suspect program relies on
certain finctions. By re-examining the target executable’s
file dependencies, it is possible to identify which
imported libraries support the necessary functions.

* As discussed in Chapter 5, a helpful tool for gaining a
granular view of file dependencies is Dependency
Walker.2Z

« Using the collective results of API monitoring, file system
monitoring, and static binary analysis with IDA Pro,
identify the .dll files that are invoked by a target malware
specimen to support required finctionality.

* InFigure 6.43, the Banking Trojan examined earlier in
this chapter nvokes user32.d11 to support its required
DDE functionality, as well as the Findwindow and
sendMessage functions. Further, the specimen loads
kernel32.d1l to support the FindFirstFile finction.



which is required for querying the text files the program

searches for during runtime.
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Examining the dependencies of a target executable
with Dependency Walker

* After identifying the modules and associated functions
invoked by a suspect program, the digital investigator
can spy on the program’s behavior in a more aggressive
manner, such as AP hooking, as described below in the
following section.




Interacting with and
Manipulating the  Malware
Specimen: Exploring and
Verifying  Functionality and
Purpose

MAﬁer identifying the manner and means in which a
target malware specimen functions, manipulate the
specimen or the lab environment in an effort to interact
with the specimen and verify its functionality.

P Unlike other phases of analysis that involve monitoring,
data analysis, and extraction to understand the functionality of a
target malware specimen, this phase of analysis focuses on
thinking like the attacker. In particular, the focal point is sow is
the malware specimen used and how its functionality is
invoked.

* To accomplish this task, the digital mvestigator can
manipulate a target malware specimen in the following
ways:

JAPI hooking

OPrompting trigger events
Using client applications



API Hooking

P A technique that can be used to isolate and spy on specific
functions of a suspect program, and in turn, confirm our findings
regarding a program’s functionality, is API hooking, or
intercepting specific API calls.

* A useful tool that can be used to accomplish this task is
SpyStudio, which is developed by Nektra. 23

» Unlke the.dll injection technique discussed earlier,
SpyStudio uses a proprietary API framework called the
Deviare API to itercept finction calls, allowing the
digital investigator to monitor and hook applications in
real time.

* Recall from previous examples where we examined a
suspect Banking Trojan’s dependencies, which revealed
that the functions mvoked by the specimen were
primarily provided by the importsuser32.dll and
kernel32.dll. Further, from our inspection of the
specimen’s assembly instructions and our previous API
monitoring  sessions, we learned that the program
accomplishes its nefarious purpose by using the
FindwindowA and sendMessagea functions and DDE
commands, among others. With this information
SpyStudio can be configured to insert a hook to monitor
required functions.

* As shown inFigure 6.44, a hook is inserted into the
DDECreateString  HandleA  command  through
user32.dll. Immediately after placing the hook, the
output interface of SpyStudio scrolled with the

- et
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Intercepting the www_GetwindowInfo flnction with
SpyStudio

» The same method can be used to confirm the suspect
program’s  use of the FindwindowA, SendMessageA,
GetWindowTextA.

* For exanple, in Figure 6.45, the output resulting from the
interception of calls for the Findwindowa flnction
identifies numerous financial institution Web sites that are
being monitored vigilantly by the specimen.
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DS  Intercepting the Findwindowa fimction with
SpyStudio

* SpyStudio enables the digital investigator to monitor
several hooked functions simultaneously, intercepting and
revealing the relational context and interplay between the
functions.

Prompting Trigger Events

P Recall from earlier in the chapter that execution trajectory is
the behavior and interaction of the malicious code specimen with
the victim system and external network resources from the point
of execution through the life cycle of the infection. As a part of
the trajectory, triggering events are those events that invoke

hehavior or fimctionalitv from a snecimen
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* Trigger events may be caused by victim behavior on the
infected system (such as typing on the keyboard—
invoking a keylogging feature) or through the introduction
of digital trace evidence froma remote resource (such as
the download of additional malicious files that provide
instructions to the specimen).

* Armed with information gathered through dynamic and
static analysis, the digital investigator can engineer the
laboratory environment in an effort to replicate the
particular triggering events used by a target specimen.
Although triggering events are specific relative to a target
specimen, some exanples include:

0pening and using a particular targeted client application

[Checking for the existence of specific files on the victim
System

OReplicating victim interaction with the system such as
opening browser windows

OTyping information into a Web form

[Navigation to certain URLs

[Setting up additional network resources sought by the
specimen

* To emulate a malware specimen’s interaction with the
target URLs, one approach would be to copy the
content of the target Web sites using utilities like
HTTrack®Z2 (Windows and Limx) or wget (Linux) and
host the content on a Web server in your malicious code
laboratory—in essence, allowing the specimen to interact
with the Web site offline and loca]ly.m'x

e An alternative annroach is to resolve the nredefined



donalns and URLs to a Web server running in the
laboratory network. Although the content of the Web
sites will not be similar, at a minimum the URLs will
resolve, which may be enough to trigger a response from
the specimen.

Investigative Considerations

« Triggering events that relate to specific files on the victim
system emphasize the need for a holistic investigative
approach. In particular, where possible, the digital
investigator should examine the physical memory and
hard drives of the victim system to corroborate trigger
events and recover relevant associated artifacts.

Client Applications

P Certain types of malware are controlled by the attacker with a
client application or command and control interface. Thus, to
fully replicate the finctionality and use of these specimens, the
digital investigator will need to use these control mechanisns.

* Unfortunately, as these are typically “underground”
applications, they may not be easy to acquire.
Furthermore, even when client applications are available
for download from underground forums, they are often
modified by attackers to have additional backdoors and

rnlicinnie faahwac m an affhrt tn nfant tha cvotam Af tha
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individual who downloaded the program Use extreme
caution when conducting this kind of research.

* If'a “clean” and “reliable” version of client software can
be obtained through a malicious code research Web
site, /% install it for use on a separate laboratory system
in an effort to replicate the remote attacker.

* Once the client application has been configured for
adaptation in the laboratory environment, execute the
malware specimen in the victim laboratory system in an
effort to trigger the specimen to connect to the remote
client.

* Explore the nature and capabilities of the program by
delving deeper and assuming control over the victim
system through the malicious code specimen. Further, in
gaining control over the victim system execute available
commands and features from the “attacker” system in an
effort to evaluate the attack capabilities of the specimen
and client (see Figure 6.46).
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Interacting with a victim laboratory system using the
Poison Ivy client application



Event Reconstruction and
Artifact Review: Post-Run Data
Analysis

MAﬁer analyzing a suspect malware specimen, and
gaining a clearer sense of the program’s functionality and
shortcomings, reconstruct the totality of the forensic
artifacts relating to the malicious code specimen. Examine
network and system impression evidence to determine the
impact the specimen made on the system as a result of
being executed and utilized.

P Correlate related artifacts and try to reconstruct how the
specimen interacted with the host system and network. In
particular, examine digital impression and trace evidence
collected through both passive and active monitoring tools during
the course of execution trajectory, including:

* Passive monitoring artifacts

[File system

ORegistry

[Processes

* Active monitoring artifacts

[Processes
[File system
ORegistry
[JAPI calls



[Network activity

* Physical memory artifacts

[Example Event Reconstruction Case Scenario

P To gain a clearer understanding of the Event Reconstruction
process, an example case scenario will be used for
demonstrative purposes. In particular, the investigative steps and
artifacts examined will be through the lens of analyzing the impact
that a Trojan crimeware specimen made on an infected victim
system. The basic facts of the scenario include:

* During dynamic and static analysis of the target specimen,
you determined it to be modular malicious code —
malware that has limited functionality requiring the
download of other files for additional fimctionality. Your
analysis reveals that the malware tries to connect to
remote resources for additional files.

* You learn that the execution trajectory on the victim
system created numerous new files and processes.
Further, the specimen required substantial environment
adjustment and emulation to complete trajectory and its
infection life cycle.

* To conduct your analysis, the sample Trojan crimeware
specimen was executed on an enulated victim laboratory
system (Windows XP SP2 VMware Guest), and a
server system (Ubuntu 10.10 VMware Guest) was
established to facilitate environment emulation and
trajectory chaining.

» Using the facts of this example case scenario as the basis,
the totality of the forensic artifacts relating to the
malicious code specimen can be reconstructed following



the guidelines in this section.

Passive Monitoring Artifacts

P After executing and interacting with a malicious code specimen
on an infected victim system, assess the impact that the specimen
made on the system. In particular, compare the post-execution
system state to the state of the system prior to launching the

program (the “pristine” system state).

* Recall that the first step prior to executing a malicious
code specimen is to establish a baseline system
environment by taking a snapshot of the system state
using a host integrity or installation monitoring program

* Once the dynamic analysis of the malware specimen is
completed, examine the post-runtime system state by
comparing it against the pre-run snapshot taken with a
host integrity or installation monitoring tool.

* For exanple, after running the Trojan crimeware
specimen presented in the example scenario and
comnparing system snapshots, the installation monitoring
utility InstallWatch captured the creation of directories,
executable files, and prefetch files on the victim system
(Figure 6.47).
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* Correlate host integrity or installation monitoring results
with other digital impression and trace evidence
collection methods. For instance, referenced earlier in
the Execution Artifact Capture: Digital Impression and
Trace Evidence section, CaptureBat collects granular
details regarding a malware specimen’s behavior and the
associated digital impression evidence left on the file
systemand in the Registry of the affected system.

A review of the CaptureBat log resulting from the
execution of the Trojan crimeware specimen (Figure
6.48) details execution trajectory resulting in a newly
created malicious process, geise.exe, and relational
context Wwithexplorer.exe, which suggests possible
process injection.

Loaded kern : CaptureProcessMonitor
Loaded ker CapturefegistryMonitor
Loaded filter driver: CaptureFileMoniter
<edited for brevity>

Brooasti created C:\WINDOWS\explorer.exe -» Ci\Malware\svcinstal.exe
gistry: SetValueKey C:\Malware\sveinsta -
ancu\son\.arn\mcru:o{t\mndnus\cnr:cnt.l wion\Explorerishell Folders\AppData
iler Write Ci\Malware\svcinstal.exe =» C1\Documents and SettingsiMalware
unu\ppucauan Data\Vawiuvigeise.exe
Frocensl created C1\Malware\svoinstal.exe - C1\Documents and Settings\Malware
plication Data\Vawiuvigeise.exe

SetValuckey C:\Documents and Settings\Malware Lab\Application
qeise.exe -> HECU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell

SetvalueXey C:\WINDOWS\explo
ivacy

istry: .Je-\hx

.exe -> HECU\Software\Microsoft\Internet

ekey C:\WINDOWS\explorer.exe
HECUN Bottraretn SOt EANS adows \Cur Cent Ve r s Lani TNt ernet Settings\Zones\0\1609
file: Write C MINDONS\explorer.exe -> C:\Documents and Settings\Malvare
ab\Application Data\Geovr\wsbou,
ite :u\um}ona\cxplurer exe => Cr\Documents and Settings\Malware
ation Data\Geov'wul 2

egistry: SetValueKe: INDOWS\explores. e
KA.U\Sox't.wan.-\Ph. _u:o[I:\wxndDwn\Chrrent\er:Aun\Rlﬂ\¢816F3653~-§DB 7956-C2B1~
4T0EASEEAGOR}

registry: SetValueKey C:\WINDOWS\explorer.exe -> HECU\Software\Microsoft\Uzegho'Ebna

CaptureBAT log



Active Monitoring Artifacts

P For holistic context, compare data collected through active
monitoring with passive monitoring data.

« Track process creation, file system, and Registry changes.

 Confirm digital impression and trace evidence on the
affected system

« Identify any inconsistencies or anomalies between the
data sets.

P Figure 6.49 reveals the file system and Registry activity of
malicious processes spawned by the Trojan crimeware
specimen, as captured by Process Monitor. Later in the
execution trajectory (Figure 6.50), the malicious process

geise.exe injects explorer.exe.
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active monitoring in Process Monitor
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Analyzing Captured Network Traffic

P As a general principle, in examining the post-run network data
there are five objectives:

1. Get an overview of the captured network traffic contents
to get a thumbnail sketch of the network activity and
where to probe deeper.

2. Replay and trace relevant or unusual traffic events.

3. Gain insight into network trajectory and associated
network impression and trace evidence.

4. Conduct a granular inspection of specific packets and

traffic sequences if necessary.
& Qearch the netwinrle traffic far narticnlar trende ar entitiee



©4 IUVULUAL LIV ARV YY UL WOV IUL PO LV WSO UL VA

if needed.

P There are a number of network analysis and packet
decoding tools for Windows that enable the mvestigator to
acconplish these tasks. Some of the more commonly used tools
for this analysis include:

*» Wireshark (discussed earlier in the chapter)
« RUMINT (a network forensic visualization tooly122
« Network Miner (a network forensic analysis tool/133

P Trace and compare network trajectory evidence with
resulting digital impression and trace evidence on the victim
system. This is particularly important when analyzing modular
malicious code that retrieves additional files from remote
resources.

* For exanple, during the examination of the sanple Trojan
crimeware  specimen, environment enulation was
conducted to facilitate the needs of the specimen. In
particular, a configuration file needed by the specimen
was hosted on the malware laboratory Linux server,
enabling the Trojan to download it and accomplish the
execution trajectory and infection life cycle. This
sequence is a good exanmple of digial trace evidence
introduced onto the victim system.

* After downloading the configuration file, substantial digital
impression evidence manifested on the victim system,
including the creation of new files. Further, the network
trajectory shifted, yet again, in an effort to report to
‘Web-based command and control structure.



* To gain an overview of network trajectory in relation to
the totality of system events and resulting digital
impression evidence, use a network forensic visualization
solution such as RUMINT.

RUMINT provides the digital investigator with the ability
to view network traffic through a myriad of different
visualization schemas, providing alternative context. This
is particularly useful when a series of environment
adjustments are made on the victim system

[Visualization schemas can be used in tandem, as shown
inFigue 6.51. The Text Rainfall view reveals
reconstructed network traffic, including domain name
queries and a GET request for the configuration file
hosted on the Limux server. The Byte Frequency view
provides the digital investigator with a high-level view of
protocol activity and data transmission, which is helpfil
for identifying data network traffic patterns.

L rumirt; Taxt Rainfall

[ rumint: Bpte Frequency
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Using RUMINT to visualize network traffic

'a¥ Other Tools to Consider

Network Forensics

* Dice: https//www.ngthomas.co.uk/dice.html

* Chaosreader: http//chaosreader.sourceforge.net/

. Packetyzer:
hitp2//www.paglo.com/opensource/packetyzer

* Xplico: https//www.xplico.org/

Analyzing API Calls

P Another post-execution event reconstruction task is collective
review of the API calls made by a suspect program, and how the
calls relate to the other artifacts discovered during the course of
analysis or during Event Reconstruction. Tools such as TracePlus
provide an API call capture summary, which is a great overview
for identifying the ratio and types of calls made by a malware
specimen during runtime.

Dhxrctinal NMMansnwenr A wbifonéa
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P Physical memory can contain a wide variety of digital
impression and trace evidence, including malicious executables,
associated systemrrelated data structures, and remmants of
malicious events. Within the scope of Event Reconstruction, the
goals of memory analysis include:

» Harvest available metadata including process details,
network connections, and other information associated
with the malware specimen for analysis and comparison
with other digital impression and trace evidence identified
on the infected laboratory system

Perform keyword searches for any specific, known

details relating to the malware specimen that was

examined.

* Look for common indicators of malicious code including
memory injection and hooking (see Figure 6.52,
depicting the detection of process injection into
explorer.exe during the runtime of the Trojan
crimeware specimen).

Process Nase Severky

—

Trait: oz
Description:  The program appears b inject code into another prooess, This i very common to malwars and highly suspicious,

i =

[T Process injection detected with the Responder
Professional Digital DNA feature
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from memory for firther analysis.

« For each process of interest, extract associated data from
memory, including related encryption keys and captured
data such as usernames and passwords.

« Extract contextual details such as URLs, MFT entries,
and Registry values pertaining to the nstallation and
activities associated with malicious code.

* Perform temporal and relational analysis of nformation
extracted from memory, including a time line of events
and a process tree diagram



Digital  Virology: Advanced
Profiling Through Malware
Taxonomy and Phylogeny

MAﬁer gaining a clearer picture about the nature,
purpose, and capabilities of a malicious code specimen
through dynamic and static analysis, catalog and classify
the specimen with the aim of identifying phylogenetic
relationships to other specimens.

P Creating and naintaining a malware repository of
cataloged and classified specimens is a valuable and
recommended feature in the digital investigator’s malware
laboratory. Carefully classified malware i the repository
provides a powerful resource for comparing and correlating new
specimens.

P A repository of cataloged and classified specimens
supports several benefits in a digital investigator’s malware
laboratory.

* Formalizes the mnformation captured and reported for
each specimen of malware, increasing the consistency of
analysis and reporting,

* Knowledge reuse when analysis has already been
performed can be applied to a new specimen, saving
time and effort on malware analysis, particularly when
encryption and other challenging features are involved.

 Exchanges details about malware with other digital
mvestigators i a format that is intelligble and
immediately useful for their analysis.



* Reveals trends in malware infections that may be useful
for protecting against future attacks.

* Finds relationships between related malware that may
provide insight into their origin, composition, and
development. Such linkage may also reveal that a single
group of attackers is responsible for multiple incidents.

P Malware taxonomy or cataloging and classifying a
malware specimen means correlating the information gathered
about the specimen through file profiling, behavioral and static
analysis, and, in turn, identifying the nature, purpose, and
capabilities of a specimen. This enables the digital investigator to
group the specimen into a category of like specimens. Malware
taxononty borrows from traditional biological raxonomy, or the
science of classifying organisis.

* In some instances, going beyond classification and
endeavoring to identify the evolution, similarity in
features, and structure of a particular malware specimen
—or relationships to other specimens—is needed. For
example, during the course of an investigation you may
learn that a victim has been under attack over the course
of several months, and the attacker’s malware has
become more sophisticated as a resut of
countermeasures attempted by the victim Examining
phylogenetic relationships between all of the specimens
may identify important interrelationships and indicia of
evolution in the malware.

In biology, phylogenetics is the study of evolutionary
relation among various groups of organisms 1% Applied
to malware, phylogeny is an estimation of the
evolutionary relationships between a set of malware
specimens. 1% There have been a number of studies on
malware phylogeny modeling, as detailed in the following
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P On a practical level there are many mnvestigative steps
that can be taken to comparatively analyze the contents and
functionality of malicious code specimens. These steps include:

* Context Triggered Piecewise Hashing (CTPH)

« Identifying textual and binary indicators of likeness
* Comparing fimction flowgraphs

* Process memory trajectory comparison
* Visualization

« Behavioral profiling and classification



Context Triggered Piecewise Hashing

B Recall fromChapter 5 that CTPH computes a series of
randomly sized checksums for a file, allowing file association
between files that are similar in file content but not identical.

 In the context of malware taxonomy and phylogeny,
sdeep, a file-hashing tool that utilizes CTPH, can be used
to query suspicious file specimens in an effort to identify
homologous files 113

* One scanning option, as demonstrated in Figure 6.53, is
to use the recursive (-r), bare (-b), and “pretty matching
mode” (-p) switches against a directory of malware
specimens; the output cleanly displays matches between

files.




Comparing a directory of files with ssdeep

Textual and Binary Indicators of Likeness

P Another method the digital investigator can use to conduct
taxonomic and phylogenetic analysis of malware specimens is
through identifying similar embedded artifacts—textual or
binary information—in files. Two tools that can be used to assist
in this endeavor are YARAI® and HBGary’s FingerPrint. 11

P YARA is a flexible malware identification and
classification tool developed by Victor Manuel Alvarez of
Hispasec Systems. Using YARA, the digital investigator can
create rules that describe target malware families based upon
textual or binary information contained within specimens in those
families 118

* YARA can be invoked from the command line as a
stand-alone executable or the functionality can be
integrated into the digital ivestigator’s own Python
scripts through the yara-python extension 112

* The YARA rule syntax consists of the following

components:

ORule identifier: The rule “name” that typically describes
what the rule relates to. The rule identifier is case
sensitive and can contain any alphanumeric character
(including the underscore character), but cannot start
with a digit, and the identifier cannot exceed 128

characters 120



OString definition: Although not required for a rule, the
string definition is the section of the rule in which unique
textual or hexadecimal entities particular to a specimen
are defined. The string definition acts as a Boolean
variable for the rule condition 12!

O Condition: The rule condition is the logic of the rule; if
files queried with the rule meet the variables in the
condition, the files will be identified as matches.

* Rules can be written in a text editor of choice and saved
as ‘. yar‘a” files.

* YARA rules can range from sinple to very conplex; it is
highly recommended that the digttal investigator
familiarize himself with the YARA User’s Manual
(currently version 1.6) to gain a full understanding of
YARA's functionality and limitations 122

* In Figure 6.54, a rule was created in an effort to identify
and classify Wemon Trojan specimens. 123 Recall from
the section Advanced PE Analysis Examning PE
Resources and Dependencies that the Wemon Trojan
contains unique PE resource artifacts. Further, extracted
strings reference a PE file (svchost.exe) and various
dynamic link libraries, when taken in totality, are unique
to the Wemon malware family.

condition:
{$a and 5b or $c) and ($d or $e or $f or §g or $h or $i or §j)



A YARA rule to detect the Wemon Trojan

« After creating the rule and saving it as “wemon.yara,” a
directory of numerous malware specimens was queried
with YARA, applying the rule. The results of the query
are shown inFigure 6.55; seven different specimens
were identified and classified.

>¥ara.exe -r wemon.yara c:\Malware'\specimens

p.ex
V. exe
mens \WinUpdate.exe

Results of scanning a directory with a YARA rule

2a¥ Other Tools to Consider

Textual and Binary Indicators of Likeness

Scout Sniper (scoutsniper) is a command-line wrapper
program for YARA and ssdeep that can be used to scan target
directories on local and remote systems
(http2/www.cutawaysecurity.com/blog/scout-sniper).

Further tool discussion and comparison can be found in the
Tool Box section at the end of this chapter.

P The digital investigator can further probe malware
specimens for indicia of phylogenetic relationships, such as string
and byte patterns by using HBGary’s FingerPrint.12



* Written in C#, FingerPrint is a framework (command-line
utlity and XML database) for scamning portable
executable files and extracting attributive embedded
artifacts such as strings and metadata. Figure 6.56
displays the information extracted and cataloged for each
target file.

=FP Ci\Malware\speciments\winserv.exe

.data | .CRT

long | &4bit | locale

« Results of the each scan are saved in a database named
“scan_history.xml,” which can be used to further query
and compare new specimens against previous
specimens.

« FingerPrint can be used to scan single or multiple files in a
variety of ways either against other specimens or the

aran hictary datahace A cammand refarence ic nravided

Probing a malicious code specimen with FingerPrint
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in the following table.

Switch Function

fp [Fil . . .

d?rgcioﬁy‘]’" Acquire a dunmp of FingerPrint data

fp -c [file

1] [ﬁlelz] Compare two flles

fp -c Scan a directory and compare it to the scan
[directory] |history, showing a summary of results

fp - . .

[zirgctory] Recursively scan a directory

£p -db [file |Compare a file to the scan history, only showing
1] > 80% matches

fp -dball Compare a file to the scan history, showing all
[file 1] comparisons

« The FingerPrint comparison scanning options are very
valuable toward identifying possible phylogenetic
relationships between targeted specimens. Figure 6.57
displays an example comparison of two different Wemon
Trojan specimens using the — option.




32 | delete
Generic

long | 64bit | locale

Comparing malicious code specimens with
FingerPrint

« The resulting output provides a detailed report of matched
and unmatched variables between the two specimens;
the matches and mismatches are calculated and weighted
and a final match percentage is rendered.

« In addition to the native scanning capabilities, FingerPrint
is extendable through user-generated plug-ins called



“FingerPrints.” Details regarding how to create a
FingerPrint are included in the “readme” file packaged
with FingerPrint.

Function Flowgraphs

P Usingssdeep, YARA and FingerPrint, malicious code

specimens can be triaged, classified, and cataloged based upon
file content. Deeper comparison and exploration of similar
malware specimens can be accomplished by conducting a diff’
(short for difference) of the specimens.

P Bydiffing files, the digital nvestigator can identify
common features and functions between specimens, and
conversely (and perhaps more important) identify distinctions. In
particular, through this process, evolutionary factors such as
feature accretionlZ—or added features and capabilities in
malware—can be identified and considered toward establishing
phylogenetic relationships. Using BinDiff12 an IDA Pro plug-in,
the digital nvestigator can diff two target executable file
specimens.

* One of the most powerful features of BinDiff is the Graph
GUI, which displays side-by-side comparative
flowgraphs of target code contents.

+ BinDiff assigns a signature for each finction in a target
executable based upon the number of codeblocks,
number of edges between codeblocks, and number of
calls to subfinctions. 2

* Once the signatures are generated for the two target
executables, matches are created through a myriad of
Function Matching and Basicblock Matching



algori A0

« BnDiff renders Similarity and Confidence values for
each matched function (shown in Figure 6.58) as well as
for the whole executable file 122

BinDiff plug-in interface in IDA Pro

Pre-processing

« Prior to invoking BinDiff, load the respective target
executable specimens nto IDA Pro. Save the IDA
Database file (.idb) associated with the target
executables.

« In IDA Pro, open the IDA Database file for the first
target executable specimen.

« Using Figure 6.59 as a visual reference, BnDiff can be
invoked through the following steps:



1. Go to the Edlit option in the IDA toolbar.

2. Select the Plugins menu.

3. Select the “Zynamics Bindiff” plug-in.

4. By virtue of selecting the BinDiff plug-in, the Diff Menu
box will appear. Click on the “Diff Database” box in the
menu; this will open Windows Explorer.

5. Select a second IDA Database file for comparison.

Begnsdecton b4
Select dertber  Shltelrier

Doetiie
Myficors | wars

Selecting target files for comparison in BinDiff

 Upon loading the second target IDA Database file, four
additional tabs are presented in IDA: Matched
Functions, ~ Statistics, Primary Unmatched, and
Secondary Unmatched.

Displaving Flowgraphs in the BinDiff Granh GUI



» Upon identifying a finction of interest, right-click on the
function and select “Visual Diff” as shown in Figure
6.60. This invokes the BnDiff Graph GUL

LTV, Invoking the BmDiff Graph GUL

P The BinDiff Graph GUI displays the finction flowgraphs
for the respective target executable files in an intuitive dual-paned
interface, enabling the digital investigator to navigate the target
flowgraphs contemporaneously, as shown in Figure 6.61.
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1t (XY BnDiff Graph GUI

+ Using the mouse wheel, the flowgraphs can be zoomed in
or out.

* By “zooming out,” a high-level visualization of the finction
flows is displayed, which is useful for visually comparing
the likenesses or contrasts in data. Similarly, a flowgraph
overview “map” for the respective target executables is
provided.

* By “zooming in,” the disassembled code is displayed in
detail.

» The graphical manifestation of the flowgraph can be
viewed i three distinct layouts to provide slightly
different context of the graphs: hierarchic, orthogonal,
and circular.

Process Memory Trajectory Analysis

P As discussed in Chapter 5, malware in the wild often presents
itself as armored or obfuscated, primarily to circumvent network
security protection mechanisns like anti-virus software and
intrusion detection systens. Even if a specimen could be linked
to a certain family of malware based upon its content and similar

fimctione  ahficeation cade anich ac nackine mav imit the dioital
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investigator’s ability to extract any meaningful data WIthouI ﬁIst
deobfuscating the file.

* A technique that allows the digital investigator to compare
the contents and trajectory of deobfuscated malicious
code in memory during runtime is process memory
trajectory analysis, or the acquisition and comparison
of the process memory space associated with target
malware specimens while executed and resident i
memory. This technique is most effective when the
respective specimens manifest as distinct new processes
rather than injection into pre-existing processes.

o After executing the target specimen, locate the newly
spawned process in a process analysis tool that offers
process dumping finctionality, and dump the process to
disk.

« For exanple, i Figure 6.62, using LordPE, the target
process is identified and selected in the tool’s process
viewer. The process dumping menu is invoked by right-
clicking on the target process; select “dump full” and
save the newly dumped process to disk.

X [ LordPE Deluxe ] by yoda

B e\progiam Hes\adobesvehost exe correct ImageSize m
18] e \mincows\systen 32\t A

8] & \windowshsystenIZikesmeli2 load irko PE edior... (temp Fle)

Be Y load irko PE edior... (read anly) _ A |
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Dunping process memory with LordPE

* Conduct the same process memory collection method for
each specimen of interest; determine the file size and
hash values associated with the process memory dump
files. As shown in Figure 6.63, the processes dumped
with LordPE have an identical file size but distinct MD5

hash values.
e Narre Size (bytes) | MDS Hash
[dumpedwinsry 5074944 3E00449AE T2AC IDABIOTESASDADLS
dumped-helpie S074944 93FESBAEFOETE051 T3BEFCC1950A

MDS5 hash values of suspect process memory

* Query the respective process memory files with ssdeep in
an effort to determine similarity 130

[As shown inFigure 6.64, applyingssdeep with the
recursive (-r), bare (-b), and pretty matching mode (-p)
options against the target specimen files prior to
execution, the files were scored as 96 (out of 100) in
similarity.

Lab>ggdeep.axe -r -b -p C:\Malware\specimens\

lwara\specimens)\procmem
30)

Querying target specimens and resulting process
memory dumps with ssdeep.



[Conversely, in querying the respective process memory
files associated with the target malware specimens, the
files were scored 100 in similarity, revealing that the
specimens are the same once executed.

Visualization

P As discussed in Chapter 5, visualization of binary file contents
provide the digital investigator with a quick reference about the
data distribution in a file. In addition to identifying obfuscation,
comparing data patterns of multiple suspect files can also be
used as a method of identifying potential like files based upon
visualization of data distribution.

* Target malware executable files can be viewed through a

variety of visualization schermas using BinVis 131

* To select an executable file for analysis, use the BinVis
toolbar, and select “File” © “Open.”

* Once the executable is loaded into BinVis, choose a data
visualization schema in which to view the file using the
“View” toolbar option.

* BinVis has seven different data visualization schemas in
addition to a hexadecimal viewer and a strings viewer.

1. Byte Plot: Maps each byte in the file to a pixel in the
display window.

2. RBG Plot: Similar to Byte Plot but uses Red, Green, and
Blue pixels (3 bytes per pixel).

3. Bit Plot: Maps each bt in the file to a pixel in the display
window.



4. Attractor Plot: Visual plot display based upon chaos
theory.

5. Dot Plot: Displays detected sequences of repeated
bytes contained within a file.

6 . Byte Presence: A condensed version of Byte Plot
causing data patterns to be more pronounced.

7 . ByteCloud: Visual cloud of bytes generate fiom file
contents.

A powerful feature of BinVis is coordinated windows—
the interplay between the various data display windows;
clicking on a target data region in one viewing pane
causes the data in the other open viewing panes to adjust
and transition to the same region.

* Another novel aspect of BinVis is the navigator feature.
Based upon a “VCR motif,” this interface allows the
digital investigator to navigate forward or backward
through the visualized data.

« In the exanple displayed in Figure 6.65, three malicious
code specimens were examined—two of which were
helpfile.exe and winsrv.exe. Vlsuallzmg the
executables through the BinVis Byte Presence view, the
two similar specimens are quickly discernable from the
third, dissimilar specimen.




Using BinVis to visually identify similar files

P Visualization is also useful for examining the execution of
a malware specimen. As mentioned in the “Other Tools to
Consider: Automated Unpackers” text box earlier in the chapter,
Ether is a set of patches and applications that have been
customized for the Xen hardware virtualization framework to
transparently monitor malware during runtime; the results of the
monitoring are saved as a trace file.

P Damy Quist of Offensive Computing developed the
Visualization of Executables for Reversing and Analysis (VERA)
architecture as a means to interpret Ether sessions and visually
represent the execution and flow of target executable

specimens 122 VERA can be used to visually compare the

runtime trajectory of malicious executable specimens toward the
effort of identifying phylogenetic relationships between
specimens.

» To process and visualize the Ether trace of a target
malicious executable, load the resulting Ether trace file
into VERA, and, in turn, provide the original executable
file.

* Upon processing the trace file, VERA generates two
graph files (.gm1) called “All Addresses” (renders all
addresses in the executing specimen) and ‘“Basic Block”
(renders the beginnings and ends of basic blocks).

« Upon selecting the graph file, VERA visually displays the



execution and flow of the target executable in the main
viewing pane. VERA provides the digital nvestigator a
series of mouse functions to “zoom in,” “zoom out,” and
navigate the results.

* As displayed i Figure 6.66, two similar Trojan horse
specimens are compared in distinct VERA sessions,
revealing very similar execution and runtime behavior.
This is valuable mformation toward cataloging and
qualifying phylogenetic relationships between specimens.
Further, a close-up of addresses within the specimen’s
runtime flow can be seen in the callout box.

Using VERA to visualize execution traces

Behavioral Profiling and Classification

P In addition to comparing the visualized runtime trajectory of



target executables, thé mnt;rm behavioral profile of e;(ecmz[bles
can also be used as a method of identifying similar specimens.

Malware behavioral profiles can be classified with
Malheur22 a framework for autormtic analysis of
malware behavior. Malheur is a command-line tool that
can be compiled on Limx, Macintosh OS X, and
OpenBSD platforns using the standard compilation
procedure for GNU software 134

Malheur processes data sets —rteports of malware
behavior recorded and compiled from the
CWSandbox/GFI ~ SandBox33  mmulware  analysis
sandbox and into Malware Instruction Set (MIST)
format 3¢ MIST format is not intended for human
readability; rather, it is a generalization of observed
malware behavior specialized for machine learning and
data mining,

* Data sets can be submitted into Malheur as a directory or
a compressed archive (targz, .zp, .pax, .cpio)
containing the textual reports for analysis.

[Custom data sets can be created by the digital
mvestigator by converting reports from CWSandbox
usmg the cws2mist.py and mist2malheur.py Python
scripts associated with the project 3

A repository of data sets is maintained by the University
of Mannheim, Laboratory for Dependable Distributed

Systes, on their Mwanalysis Web site 138
* Malheur conducts four basic types of analysis:

OExtraction of prototypes: Identifies and extracts a
subset of prototypes, or reports that are typical for a
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of the larger reports corpus. 132

OClustering of behavior: Identifies groups (clusters) of
reports containing similar behavior, allowing for the
discovery of unique classes of malware 140

OClassification of behavior: Previously processed report
clusters can be further analyzed through classification,
or assigning unknown behavior to known groups of
malware. Through this method, Malheur can identify and
categorize unique malware variants 1%L

Oncremental analysis: Malheur can be calibrated to
process (cluster and classify) reports i “chunks,”
reducing system resource requirements. This mode of
analysis is particularly beneficial for long-term
implementation of Malheur, such as automated
application of Malheur against regular malware feeds
fiom honeypot sensors 122

« A data set can be input into Malheur and processed using
the following steps:

1. Invoke malheur.

2. Use the —o (output) switch and identify the name of the
analysis output file (e.g., in Figure 6.67, the output file is
named out . txt).

malhour -v -0 out.txt cluster



Performing a clustering of a data set with Malheur

3. Select the action to be conducted. An action is the type
of analysis applied to the target data set. Actions include:

Action

Result

distance

Computes a distance matrix of the data set

prototype

Determines a set of prototypes representing the
target data set

cluster

Clusters the data set

classify

Classifies a data set

increment

Performs incremental analysis of data set reports

protodist

Computes a distance matrix for prototypes

4 . Incrementally apply analytical actions. For instance,
clustering of a data set must be conducted prior to
classification. Similarly, when clustering, Malheur
automatically extracts prototypes prior to conducting

cluster analysis, as shown in Figure 6.67.

5. Generated analytical results are saved as text files in the




Malheur home directory, which by default is ~/.malheur
(located in the user’s home directory).

6. The textual results can be visualized with custom Python
scripts (dynamicithreadgraph.png.py;
dynamic_treemap.png.py, static_threadgraph.png.py,
and static_treemap.png. py), which were developed
for Malheur and associated research projects 143



Conclusion

* Carefully consider and plan the malware laboratory
environment to ensure success during the various phases
of analysis. Establish a flexible, adjustable, and revertible
environment to capture the totality of a target specimen’s
execution trajectory and mfection life cycle.

» To gain a holistic understanding of a target malware
specimen, dynamic and static analysis techniques are
often used inextricably. Deobfuscation, extracting
embedded artifacts, identifying trigger events, and
understanding execution and network trajectory may
require repeated and alternating uses of dynamic and
static techniques. Maintain detailed documentation of the
steps taken during the course of analysis. Refer to the
Field Notes at the end of this chapter for documentation
guidance.

* During the course of dynamic analysis, use passive and
active monitoring tools and other techniques to collect
digital impression and trace evidence. Such evidence,
when collectively examined along with results of dynamic
and static analysis, will elucidate the nature, purpose, and
functionality of a suspect program



* Catalog and classify malicious code specimens in the
repository to compare, correlate, and identify
relationships ~ between = malware.  Phylogenetic
relationships between specimens may provide insight into
their origin, composition, and development. Correlative
analysis of archived specimens may also reveal trends in
malware infections that may be useful for protecting
against future attacks.



¢ Pitfalls to Avoid

Failure to establish an environment baseline
prior to examining a malware specimen

®Ana1ysis of a post-runtime system state without
comparison to a system baseline makes identifying
system changes challenging,

lZ[Before beginning an examination of the malicious code
specimen, establish a baseline environment by taking a
“snapshot” of the system that will be used as the “victim”
host on which the malicious code specimen will be
executed.

E[Inplement a utility that allows comparison of the state
of the system after the code is executed to the pristine or
original snapshot of the system state. In this way,
changes made to the baseline (original) system state can
be quickly and accurately identified.



Incomplete evidence reconstruction

OLimited or incomplete evidence reconstruction prevents
a holistic understanding of the nature, purpose, and
capabilities of a malicious code specimen. Further,
without fully reconstructing the artifacts and events
associated with the dynamic analysis of a malicious code
specimen, the digjtal investigator will have limited insight
into the impact the specimen makes on a victim system.

MFully examine and correlate data collected through
active and passive monitoring techniques to gain a
conmplete understanding about the malicious code
specimen’s capabilities and its effect on a victim system.

E[Take detailed notes, not only for specific monitoring
processes and results, but for the totality of the evidence
and how each evidentiary item interrelates (or does not
relate). Consult the Field Notes located at the end of this
chapter for additional guidance and a structured note-

taking format.



Incorrect execution of a malware specimen

@Ineﬂ"ectively executing a target malware specimen can
adversely mmpact all dynamic analysis mvestigative
findings.

@Execution of a target specimen is often contingent upon
file profile. Unlike Portable Executable (PE) files that can
be invoked through other tools, such as installation
monitors or API monitors, malicious document files such
as PDFs, MS Office files, and MS Compiled Help
(CHM) files typically require the digital nvestigator to
manually open and execute a target file by double-
clicking on .

lZ[Simi]arly, some malware specimens require user
interaction, such as mouse clicks through dialog boxes to
fully execute. A common example of this is rogue (fake)
anti-virus or scareware. Thus, statically executing such a
specimen through an installation monitor will not fully
capture the specimen’s execution trajectory, behavior,
and finctionality.



Solely relying upon automated frameworks
or online sandbox analysis of a malware
specimen

®Although autormated malware analysis frameworks can
provide insight into the nature of identified malicious
code, they should not be solely relied upon to reveal the
purpose and functionality of a suspect program
Conversely, the fact that automated analysis of a
malware specimen does not reveal indicia of infection
does not mean that it is innocuous.

OOnline malware sandbox analysis of a target or “similar”
malware specimen can be helpful guidance, but it should
not be considered dispositive in all circumstances.

lZIThird—party analysis of a similar malware specimen by a
reliable source can be an incredibly valuable resource,
and may even provide predictors of what will be
discovered in your particular specimen.

M’[his correlative information should be considered in the
totality of your mvestigation, but it should not replace
thorough independent analysis.



Submitting sensitive files to online analysis
sandboxes

Do not submit a malware specimen that is the crux of a
sensitive nvestigation (ie., circumstances i which
disclosure of an mvestigation could cause irreparable
harm to a case) to online analysis sandboxes in an effort
not to alert the attacker.

MBy submiitting a malware specimen to a third-party Web
site, you are no longer in control of that specimen or the
data associated with that specimen. Savvy attackers
often conduct extensive open source research and
search engne queries to determine if their malware has
been detected.

E[The results relating to a submitted specimen to an online
malware analysis service are publicly available and easily
discoverable. Many portals even have a search function.
Thus, as a result of submitting a target malware
specimen, the attacker may discover that his malware
and nefarious actions have been discovered, resulting in
the destruction of evidence and votentiallv damaging



your investigation.

Failure to adjust the laboratory
environment to ensure full execution
trajectory

OThe behavior and interaction of the malicious code
specimen with the victim system and external network
resources will likely not be revealed if the digital
investigator does not adjust the laboratory environment
based upon the specimen’s trajectory requirements.

I Through adjusting the malware lab environment and
providing the resources that the specimen needs, the
digital investigator can conduct trajectory reconstruction
and re-enact the manner and path the specimen takes to
successfully complete the life cycle of nfection.

lZIPetpetuating the infection life cycle and adjusting the
laboratory environment to fllfill trajectory is a process
known as trajectory chaining; be certain to document
each step of the trajectory and the associated chaining

steng



S~

MTO facilitate trajectory chaining, accommodate the
sequential requests made by the suspect program

Failure to examine evidence dynamics
during and after the execution of a malware
specimen

ODo not ke mnvestigative conclusions  without
considering the totality of evidence dynamics.

lZ[One of the primary goals of forensic analysis is to
reconstruct the events surrounding crime. Three common
analysis techniques that are used in crime reconstruction
are temporal, functional, and relational analysis.

lZ[The most common known form of temporal analysis is
the time line.

lZIThe goal of functional analysis is to understand what
actions were possible within the environment of the
malware incident, and how the malware actually behaves
within the environment (as opposed to what it was

ranahla Afdame)



VUAPAUIS UL UULLIE ).

E[Relational analysis mvolves studying how components
of malware interact, and how various systens involved in
a malware incident relate to each other.

lz[hlsight mto the evidence dynamics created by a target
malware specimen can be acquired during active
monitoring as well as post-run evidence reconstruction,
such as the examination of passive monitoring data and
collected digital impression and trace evidence.

Failure to examine the embedded artifacts
of a target malware specimen after it is
extracted from obfuscation code

OCritical clues embedded in a target malware specimen
can be missed if the specimen is not deeply examned
after it is extracted from obfuscation code. Failure to
gather this information can adversely affect mvestigative
findings and how to proceed with the larger nvestigation.

E[Aﬁer removing a malware specimen from its
obfuscation code, harvest valuable mformation from the



contents of the file which would potentially provide
valuable mnsight mto the nature and purpose of the
malware, such as strings, symbols, file metadata, file
dependencies, PE structure, and contents.

lZITo gather additional meaningful clues that will assist in
the continued analysis of a malicious code specimen,
consider conducting a full file profile (including digital
virology processes) of the deobfuscated specimen.
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%  Malware Forensic Tool Box

Tools

Dynamic and Static Analysis

nvironment Ba e

Host Integrity Monitors

Name: ESET Sysinspector
Reference: 167

ET

P www.escte
deset

|F|1\tl!ml nload/Tree-antivirus-utilities;
AYENU/Syshnspestor.cxe

- ESET Sysimapector s a graphical Windows diagroste 1oo] hal Gkes 3 “wmaphot
system state of a tsget compute
statup contents. Once a
item logged allowing th

of the
including running processes. Regisiry, network connections, and

s b taken, ESET applics hearisties to assign a “risk level” for e
of to conduct a numbe: al processes, including log
and filtering based upon fisk color-codin

Name: FingerPrint v2.1.3

Page Reference: 367

Authar/Disiributor: 2BrightS parks

Available From: hitp://www. i _Selup.zip
lmﬂplm Imsrran nm!:;lulv-wghl GUI-baved utility that monitors files and directories for

Name: RegShot




Page Reference: 367

Author/Distributor: TIANWER

Y . - -

Description: RepShar is s free and open source Regisiry comparison toal than allows the user to ke a
snapshot of the Registry prior to the exccution of » program, and a sccond snapshot after execution. Using
the campare feature, RegShot provides the with in the
Regisiry s a result of exceuting the program.

Name: Winalysis

Page Reference: 367

Author/Distributor: Winalysis Sofiware

Available From: biip Tew/ 195902

Description: A favorite of digital investigators, Winalysis is a program that enables the user to save a
snapshot of a subject system's configuration and then monitor for changes to files, the Registry. users,
|nalmymlymp.xi,hupnuy services, the scheduler, volumes, shares resulting from software
installation, or

Installation Monitors

Name: InCntel5
Page Referemce: 368
Author/Distribulor: PC Magazine

Available Froms hitpiwww, pemag convarticle 20,1150, 9882,00 asp

Description: A favosite of many digital investigators, InCUrlS monitors the changes made to the host
system as a result of installing software. InCulS offers an intuitive GUI and Hypertext Markup Language
(HTML) reporting.

Name:
Page Reference: 368
Author/Distributor: 2BrighiSparks

Hapiwww, 1Spy_Sctup.sip

Description: InstalISpy i 8 utility enabling the user 10 track any changes to the Registry and fc systcm
when a program is executed, installed, or uninstalled.

Name: InstaliWatch
Page Reference: 368
Author/Distributor: Epsilon Squared




Available From: hip:/web.archive org/web/ 2000021611 3249/ hup:fawwepsilonsquared.cony and hitp:i/
web.archive org/web/200902161 15249/Mupetfwww.epsilonsquarcd.comanonymousTastal WatchPro2$ exe

Description: InstallWatch is a software wility developed by Epsifon Squared, Tne.. tha records

mudifications made 10 a subject system during the installation of software, or as 3 result of hardware and

Author/Distributor: Verisign iDefense Labs

Available From: hitp.i/labs idefense com/soltware/malcode. php

Description: An automated malicious code rantime analysis application, SysAnalyzer enables the digital
investigator to execute an unknown binary, amd then monitors various aspects of the host system,
including running processes, open pors, loaded drivers, injected libraries, file modifications, Registry
changes, API calls made by the target process, and certain neiwork traffic (HTTP; IRC; and DNS).
SysAnalyzer quickly builds anintuitive report identifying the changes made as & result of execution of the
program on the host sysiem.

Environment Emulation

Name: Internet Services Sil Suite (INetSIM)

Page Reference: 155

‘Authar/Distributor: Thomas Hungenberg and Matthias Eckert

Available From: hipfwww.inetsim.org/

Description: (For ue on Linas and FrecBSD/OpeBSD sysican) INCESIM fs 3 sollwarc ssiie for
simulating commen Internet services in a laboratory environment. Spcnﬁwll)‘dew:lopﬂl 1o assist in the
analysis of network behavior of specimens, the

ith 3 common control and T lysis, A
shown in the following figure (left), once [NetSIM s invoked emulated services are initiated ciusing local
setwork sockets avociated with the service to listen for network activity (right).

(32221223100




Name: SimpleDNS

Page Reference: 158

Author/Distribuior: JH Sofiware.
“Availuble From: hitp://www.simpledns.con/

Desrplon: SIFEDNS i3 I Igh G v DNS srvetwilh § GUI ot <. DNS clation
an be configured quic)

casily

within the
e b ek Ve WEard owar. sy i ool ag aiie.

Quick Zone Wizard

Process Monitoring

Name: CurrProcess
Page Reference: 372
Author/Distributor: Nir Sofco/NirSoft

2 Wil ww, ni Icprocess.himl

Descriptions A GUI and command-Tine utility, CurProcess displays a 1ist of all precesscs runming on &
target system, By selecting a target provess, CunrProcess displays PE version information (from the PE
resources) and details relating to modules loaded into memory associated with the process image. The
memory of & target process can be dumped 0.3 text file using the toolbar button or by pressing Ctrl+M,
and details associated with the process can be quickly copied to the clipboand by right-clicking the target
process and selecting “Copy Selected Processes™ from ihe meny,

Name: Explorer Suite
Page Referonce: 372
Author/Distributor: Daniel PisteliNTCore.
‘Available From: hiip://www nicore convexsuite. php
Description: A freeware suite of (ools developed by Daniel Pisiel, Explorer Suite comes with a series of
tools to assist the digital investigator in conducting malware forensics, including a rich PE Viewer (CFF
Explorer), a packing detection framework (PE Delmweti:unm Explorer), and a process viewer lTML
Exploser). Tuel hplomn dual d 10ol. The top panc

PIDS, hs, and PE version i jon; the lower pune .supi:;u
mosdules Iudcdlnm memory by a selected process. Right-clicking on a target process provides the digital
investigator with a shell context menu of additional options, including PE damping and analysis in CFF
Explorer.
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Name: Mitec Process Viewer

Puge Reference: 372

Author/Distributor: Michael Mutl/MiTeC

Available From: hup/iwww.mitcc.cz/Downloads/PV .zip

Ik.icripl!on‘ A lightweight graphical process analysis utility, the Progess Viewer interface provides
abs for isolated analysis of processes. drivers, and services. Upon selecting a target process, the
s an additional analysis interface enabling the digital investigator 1o drill down
into the handles, performance, loaded modules, threads, and child processes, among ather details,
associated with the process.

Name: Process Hacker

Page Reference; 372

Author/Distributor: w32

Available From: net/
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File System Mo

[Name: ProcessActivityView
Page Reference: 372

Author/Distributor: Nir Sofer/NirSoft
Available From: hup:/www.n

eutils/process_activity
[Description: A useful tool for monitoring file system imteraction by a target process, Process Activit
displays the system path and files accessed by the process, associated statistics, and the module in

memory respansible for accessing the file, Right-clicking on a target file sysiem artifact presents the digital
investigator with a shell context menu of additional analytical options, as displayed in the following diagram.

iew.himl

Ky

Name: DirMon (included in GiPo@FileUtilities)
373
Author/Distributor: Gibin Sofiware House
Available From: hitp:/wew gibinsoft.net/
Deseription: DirMon provides the di nvestigtor with a practical and simple way 1o track changes in
a target directory. After configuring the gumulnmyof monitoring, DirtMon provides real-time insight into

changes made 1o the directory. including an event listing and statistical ticker. Analytical results are saved
and compiled into an HTML report.

Name: FileMon
Page 372
Author/Distributor: Mark novi

and Bryce Co;smll Sysi H
Available From: hy b.archi 2iweh2009080] microsoft.ecomien.
usisysinternals/hb89664 2 aspx and
hup:/veb.archive.org/ 18

Description: A legacy tool discontucd by Microsoft tand replaced with Process Monitor). FileMon s

powerful GUI-based file-monitoring utility that reveals the files and . 115 opened, read, or deleted by

cach mnning process as well as a status column, which advises of the failure or success of the monitored
FileMon alsn neovides the investiontor with filler ontions. s search funetion. and the abiliy




save the results to a file for offline analysis. Identified artifacts of interest can quickly be accessed on the.
King on a twrget cniry in the user interface. Although obsolete and unavailable
far download from Microsoft, the utility is still a Favorite among digital investigators and available from
Web archives on Archive.ong,
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Name: Tiny Watcher

Page Reference: 373

Author/Distributor: Olivier Lombart

Available From: hup://kubicle demembers.comiwatcher/

Description: A graphical file, directory, and regisiry monitoring wol, Tiny Watcher takes a bascline
snapshop of the subject system state and then makes notifications when a is detected on the
system. For example, in the following figure, Tiny Watcher captured the invocation of a new process, the
system path 10 the suspect executable (winhelp.exe), and the resulting system changes,

Name: RegMon
Page Reference: 374

Available From: g 200062 T020% erowl conven-
ushsysinternal BBSIEOS2 aspy and

hutpeitwebarchive.ore/weh/ 200006270 20908 husp:/f

download.sysintemals. com/FilesRegmon.sip

Description: A Tegicy tool dicontued by Microwf Gind feplaced wilh Pricess Monio. Reghon
actively reveals which processes are accessing the host sysiem’s Regist and the Reistry data
that is being read or writicn. The 10ols includes a filter function and can cither provide time stamps for
S e, el o e R i okl il
wirs cleared, Unlike siatic Regisiry analysis twols, the advaniage of using RegMon duri
analysis of a malicious eode spesime is that it provides the digital investigator wilh e ably o ace
how programs e ntcrcting ity in el e, and
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Auto-start Monitoring

Name: Autoruns
Page Reference: 375
Author/Distributor: Mark Rassinovich and Bryce Copswel Sy siniemalsMicrosolt
Available 63902
robust GUI utility System are configured 1o un
during sysiem bootup or login.
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Name: Autostart Explorer

Page Reference: 375

Author/Distributor: Mischel Intemet Security

Available Froms hup://svww.misce neprodusts/autosanesplorer

Description: A wiple-paned graphical auto-stan inspection utility, Awostan Explorer provides an
expandable tree listing of Registry keys, startup folders, _kat, and. i files on a target system on
aleft-side viewing pane, Upon selecting an item of interest, the tapright pane displays all discovered
auto-started files, while the bottom left pane provides a description of the selected item.
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Name: Autostart and Process Viewer

Page Reference: 375

Author/Distributor: Konrad Papala Software

Available From: hip TE prm

Description: Useful for quickly auditing running processes and auto-start locations on a target system,
Autostart and Process Viewer is a graphical utility that succinetly separates data into distinct tabs in the
user interface, Once a target auto-start location or process is selected, further details can be acquired using
the toolbar menu options.
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Name: WhatinStartup

Page Reference: 375

Author/Distributers Nir Sofer/NirSoft

Available From: hiup-//wwse nirsoft.net/utils/what_nin_in_startup.html

Description: The successor (ool 1o Niesoft s now obsolete StartupRun ulility, WhatinStartup is an intuitive
graphical utility that reveals detailed information about programs identified on a target system as having a
auto-start mechanism. T a one-pane GUI with numerous data columns, WhatinStartup identifies a
program. along with the respective auto-start type (startup folder or Registry). command-line properties/
system path 1o executable, PE version information in memory, auto-start location, file system metadata
(created time and modified times). file atributes, and process ereation dateftime.
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Network Forensics.

i Name: Capsa Network Analyzer

| Page Reference: 376
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‘Available From: hitpz/waw.colasoft comicapsal

Description: Capsa is a powerul and robust GUl-based network packet capture and analysis tool. The free
version of the tool (Colasoft Capsa 7 Free) includes additional network forensic tools, Mac Scanner,
Packet Builder, Packet Player, and Ping Tool. A great companion wiility to Wireshark, in addition 1o full
traffic capture, Capsa has predefined filiers for HTTP, e-mail, DNS, FTP. and Instant Messenger traffic
caplure; these filters are conversely available in the “Replay” analysis options of Capsa. Rich with real-
time and post-processing analysis features, Capsa can be used 10 quickly and effectively gain visibility
into network traffic resulting from the dynamic analysis of a malware specimen.
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Name: Network Miner

Page Reference: 376

Author/Distributor: Erik Hjelmvik

Available From:

Description: A valuable ool for network iraffic capture and analysis. Network Miner is a gnlplm..ll
netwark forensic analysis wol (NFAT) for Windows. Like Wireshark and C:
used passively to collect network traffic 10 and from target systems in the F e
laboratory for later reconstruction and analysis. Network Miner offers unique network forensic analysis
features, such a OS fingerprining of network hoss (wsing the pOF and Etercap databases). keyword
search including files, and credentials.
As shown in the following figure, Network Miner reconstructed network trace evidence
from malicious network traffic.

Port Monitoring

Name: ActivePorts

378

Page
Author/Distributor: DeviceLock

Available From: httpz//www.devicelock.com/freeware. himl

Description: ActivePorts is a lightweight graphical porl monitoring utility tha displays process-to-port
mapping, executable-to-process filepath, local connection details, remote connection details, connection




state, and network protocal. As dusphyod in the following figure, & newly opened port associated with the
process winhelp. exe is hi
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Name: CurrPorts

Page Reference: 378

Author/Distributor: Nir Sofer/NirSoft

Available From: hupfwww.nirsoft. netuils/cpons.huml

Description: A Nexible graphical port monitoring utility, CurrPorts offers detailed imformation about the
status of TCPAUDP ports on a target system and sesses associated with the opened ports, In
addition to a myriad ufaml)llmlu;lmmﬂ collected information can be saved to HTML. XML, or tab-
delimited reports. For easc of analy rrPorts awomarically highlights suspicious port activity, such as
unidentified processesiapplications. As shown in the following figure, the recently spawned malicious
process winhelp. exe is ientified as opening a TCP port and atiempling (o connect toa Web server
aver port $0.

Name: TCPView

Page Reference: 378

Author/Distributor: Mark Russinovieh (Syslllltm:lszmﬂ
Available From: microsoft BOT437

Description: A favorite GUI-based port moniming unlny ofmcmy digital investigators, TCPView
displas open ports, connection, and associ
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API Monitoring

Name: APl Monitor v2

Page Reference: 79

‘Authar/Distributor: Robilab Batra

Available From: bitp v rohitab comapimomion

Description: Ahough currently in Alph siage of development, API Monitor v2 is a feature.rich
graphical APLmonitoring 100l that implements an cight-window “dushboard of distinct data viewing
panes: AP Copture Filier, Running Processes, Hooked Processes., Summary of AP1 Cals, Hex Buffer,
Onitput Statistics, Call Stack, and Parsmeters. APE Monitos 12 provides for intutive AP] Capiure Filtee
Options, 3 prosess moniler for selecting a target provess 10 hook, and granulanity in trace oulput, “Digital
invcstigator friendly”™ shell context menus contain numerous shocuss for ease of researching API calls of
interest,

PE Import Addi Table Ri




Name: ReVirgin

Page Reference: 411
Author/Distributer
Available From: Numerous underground reverse engineering sites—download with care

Description: Similar to ImpREC, ReVirgin is & graphical Import Address Table (IAT) rebuilding wiility.
POpULAT i the reverie ongmn\crm@ “underground.” Like many “underground” ools from unverified
origing authors referenced only by unusual monikers), exercise common
sense amd due care in .amnunng and implementing this tool,
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Embedded Artifacts Revisite|

[ pisassembly Visualization |

Name: BinNavi

Page Reference: 415

Author/Distributor: Zynamics

Available From: hup://www zynamics.com/binnavi himl

Descriptions BinNavi is the de facto 100l for binary code reverse engineering through graph
visualization. Used inexiricably with IDA Pro, a MySQL database, and other third-party uiilitics, BinNavi
enables the digital investigator 10 import IDA database filles ( . £db) and navigate the disassembled code
in a visually sunning graph form. BinNavi offers n myriad of analytical features to view, analyze, and
annotaie the code of the target module (BinNavi nomenclare for a single disassembled file) once it is in
raph form, In addition, using deburg clients, the BinNavi debugger offers robust functionality for
controlling and analyzing the execution of a Larget process,




PE Resource Viewers

Name: Resource Hacker

Page Reference: 417

Author/Distributor: Angus Johnson

p:fwww anguspcomiresourcehacker!

csource Hacker 1s & casily navigable, dual-pancd graphical PE Resource analysis
(and editing) tool. Resource Hacker displays available PE Resources in an expandable teee menu in the
Iefi-hand viewing pane, while selected content is displayed in the right-hand viewing pane. Resources can
be extracted and saved to disk using the shell context menu or the “Action” toolbar.

cting with

Name: WinHTTrack
Page Reference: 425

Author/Distribute
Available From: hirp://www fuirack com

Deseript HT Track is the Windows version of the graphical Web site copying tool, HTTrack. A
vluable (ool for copying Web site content for offfine browsing ansd reconsiructing Web content loally,
WinHTTrack offers gramular configuration options for copying depth and content acquisition.

avier Roche
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I Contextual Piece wise Hashing and Indicators of Likeness |

Name: SSDeep

Page Reference: 435

Author/Distributor: Jesse Komblum
Available From: hup:/issdeep sourceforge net/

Deseription: SSDeep is a fzzy hashing (ool thal computes a seres of randomly sized checksims for 3
file, allowing file association between files that are similas in file content but not identical.

Name: Scout Sn,

Page Reference: 437

DonC. curity Ripeord

Available Froi il i

Description: SmperSeuul (sniperscout)isa w-swwpwum( exe and Python script) for
‘two ools that can be used during digital virology analysis—ssdeep and YARA. In particular,
snipersceut can be run against a target directory of specimens using a specific YARA rule or the
contents compared with contextual piecewise hashing using the Fuzzy dynamic link library
(fuzzy.d11) from ssdeep (as shown in the following figure).

©:\Fythen2Sspythan acoutaniper.py -8 c:\Malware\epecinens\Crvhost exe -d

cx\Malware\apecimen:

BALF: £1\Malwaze\specinens

There is no warrenty for this' program. USer st your own ¥4k and only with pexmission.

If you use the deletion option you may damige your system, programs of applications.

Enter YBS to indicate you have read and understand thia warning and with to proceed.
ves

Searching Local: ¢:\Malwave\specimens
Sample File Hash: ‘431 E1R025"
thecking: ©:\Malware\specimensavhelper




checking: cn\lh]umxz pztimennCrvl\nlt exe

Alerc: Crvhost.exe
Sl e s \lhlwln\lpsﬂl-nshulv!ﬂ- exe
helpfile exs scored

Pt dioi \Hl]wlx!\:p=clm=mupdlt=h=lp exe
Aler: latehelp.exe scored 96

Checking: c:\Malware\specimensiindousUpdate. exe
Alert dowaUpdate exe scored 96

Chesking: e:\Malwaze\specimenawinhelp.exe

nhelp.exe score
Checking: c:\Malware\specimenswinary. exe
Alert: winarv.exs scored 96

s ingy i ineia\pe labanscopdand - a0a
Alert: WinUpdate.exs score

Finith Time: 2013107+10.01 159 114.750000
Scour Gniper Done

1 For more information about VirtualBox, go to
httpy/www.virtualbox.org/.

2 Unless an examination or experiment is specific to Vista
or Windows 7, Windows XP is typically used as a
baseline victim platform by malicious code researchers
simply because 1t is still currently the predominant OS
deployed on workstations. See
https/blogs.techrepublic.com conyit-numbers/?p=122.

3 For more information, go to http:/www. f-secure.com/v-
descs/im-worm w32_skipi_a.shtml.

4 Unfortunately, the Web site that offered Winalysis is no
longer operational, but with a little searching on the
Internet, the program can be found on many software
review sites, such as
httpy/www.tucows.com/preview/195902.

3 For more information about WinPooch, go to

J/sourceforge.net/projects/winpoochy.

& For more information about RegShot, go to



https/sourceforge.net/projects/regshot.
I For more information about FingerPrint 2.1.3, go to
httpz//www.2brightsparks.convassets/software/FingerPrint_Setup.zip.
8 For more information about ESET SysInspector, go to
httpJ//www.eset.comyus/download/free-antivirus-utiities.
https//www.malwarefieldguide.conyChapter6.html.
10 For more information about InstallWatch, go to the
archlve vetslon ofthe Epsﬂon Squared Web site,

9

and download URL
httpz//web.archive.org/web/20090216115249/https//www.epsilonsquared.com/anonymous/Install’

11 For more information about InCtrl5, go to
httpJ//www.pemag.convarticle2/0,1759,9882,00.asp.
12 For more mﬁ)rtmtlon about InstallSpy, go to

13 For more information about SysAnalyzer, go to
http/labs.idefense.convsoftware/malcode.php.

14 For more information about Process Explorer, go to
httpv/technet.microsoft.com/en-
us/sysinternals/bb896653.aspx.

15 For more information about CurrProcess, go to
httpJ//www.nirsoft.net/utils/cprocess.html.

16 For more mﬁ)rtmtlon about ProcessActMtyVlew goto

. S 3, html.

17 For more information about Explorer Suite/Task
Explorer, go to http/ntcore.com/exsuite. php.

18 For more information about Process Hacker, go to
https/processhacker.sourceforge.net/.

19 For more information about PrcVeiw, go to
https//www.teameti.conVpview/preview.htm.

20 For more information about MiTec Process Viewer, go
to https//www.mitec.cz/Downloads/PV.zip.

21 For more information about Process Monitor, go to
http/technet.microsoft.conven-
us/sysinternals/bb896645.aspx.

2 For more information about FileMon, go to
https/technet.microsoft.com/en-
us/sysinternals/bb806642.aspx.

2 For more information about RegMon, go to
http/technet.microsoft.conven-




us/sysmternals/bb¥96652.aspx.

24 Process Monitor runs on Windows 2000 SP4 with
Update Rollup 1, Windows XP SP2, Windows Server
2003 SP1, and Windows Vista, as well as x64 versions
of Windows XP, Windows Server 2003 SP1, and
Windows Vista.

23 For more information about Wireshark, goto
httpJ//www.wireshark.org.

26 For more information about TCPView, go to
http/technet.microsoft.conven-
us/sysinternals/bb897437.aspx.

21 For more information about Active Ports, go to
https/www.devicelock.conyfreeware.html.

28 For more information about CurrPorts, go to
https/www.nirsoft.net/utils/cports.html.

2 hitpy//msdn.microsoft.conven-
us/library/aa383723(VS.85).aspx.

30 For more information about TracePlus/Win32, go to
httpJ//www.sstinc.com/windows.html.

31 For more information about API Mornitor, go to
httpJ//www.rohitab.convapimonitor/.

32 For more information about APISpy32, go to
https//www.internals.com

33 For more information about Microsoft Detours, go to
http/research.microsoft.com/en-us/projects/detours/.

34 For more information about APILogger, go to
httpy/labs.idefense.com/software/malcode.php.

33 For more information about Kerberos, go to

https//www.wasmrwbaixado.php?mode=tool&id=313.

36 For more information about AutoDebug, go to
httpJ//www.autodebug.cony.

31 For more information about WinAPIOverRide, go to
http//jacquelin.potier. free. fi/winapioverride32/.

38 For more information about Application Monitor, go to
httpy//www.kakeeware.com/i kam php.

39 For more information about Capture BAT, go to
httpsy//www.honeynet.org/node/315 and http:/www.nz-
honeynet.org/cbatabout. html.

40 For more information about FlyPaper, go to

httpJ//www.hbgary.com/free-tools#flypaper.

a1~
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httpJ//www.hbgary.com/recon.

42 On Windows 2000, Windows XP, and Windows
Server 2003 systers the default system path for the

.vmen file ofa respective virtual machine is
C:\Documents and Settings\<username>\My
Documents\My Virtual Machines\<virtual machine>.
On Vista and Windows 7 systenss, the default path is
C:\Users\<username>\Documents\Virtual Machines\
<virtual machine>\.

43 For more information about REcon, go to
httpy//www.hbgary.com/recon.

# htpy//www.zonealarm convsecurity/en-us/zonealarm-pe-
security-free-firewall htm.

45 hitpy//www.online-armor.com/downloads.php.

46 hitpy//personalfirewall.comodo.cony.

47 htpy//www.petools.com/firewall.
48

http//www.as] 00.conven/usd/pin/0050/Security Software/Ashampoo-
FireWall- FREE.

4 For more information about Simple DNS Plus, go to

httpz//www.simpledns.cony.

30 For more information about FakeDNS, go to

httpy/labs.idefense.comy/software/malcode.php.

31 For more information about Trojan Downloaders, go to
https//www.f-secure.comven EMEA-Labs/virus-
encyclopedia/encyclopedia/trojan-downloader. html.

httpJ//www.bsalsa.com.

33 For more information about netcat, go to

http/netcat.sourceforge.net/.

3 For more information, go to

hitps/joncraton.org/files/nc1 1 1nt.zip.

33 For more information about DDE, go to

https/support.microsoft.convkb/160957.

26 httpz/msdn.microsoft.conven-
us/library/ms633499(VS.85).aspx.

37 For more information about Winlister, go to
httpJ//www.nirsoft.net/utils/'winlister. html.

38 For more information about Buster Sandbox Analyzer,
go to http:/bsa.isoftware.nl/.

3 For more infornation about Sandboxie, go to

httne/Axmanar eandhavie coam/

52




9 For more information about ZeroWine, go to
httpy//zerowine.sourceforge.net/.

61 For more information about ZeroWine Tryouts, go to
httpy//zerowine-tryout.sourceforge.net/.

2 htpyy/cert.at/downloads/software/minibis_en. htr;
httpy//cert.at/static/downloads/papers/cert.at-
mass malware analysis 1.0.pdf:

8 For more information about TRUMAN, go to

httpJ//www.secureworks.comyresearch/tools/truman. html.
64

https//www.sans.org/reading_room/whitepapers/tools/building-
automated-behavioral- malware-analysis-environment-
open-source-software 33129.

95 For more information about Cuckoo Sandbox, goto
httpJ//www.cuckoobox.org.

6 hitpy//cuckoobox.org/doc/0. 1/setup.htrl.

7 For more information about UPX, go to
httpJ//upx.sourceforge.net/.

8 For more information about UnFSG, go to

httpJ//www.zerorev.net/reversing/index. php?

path=Unpackers%e2C-+Dumpers+and+Decrypters%e2 FUnFSG+2.0/.

9 For more information about UnMew, go to
httpy//www.zerorev.net/reversing/index.php?
path=Unpackers%2C+Dumpers-+and+Decrypters¥e2 FUNMew+10-

11/.

20 For more information about AspackDie, go to
hitps//www.woodmann.converackz/Packers.htm

2 For more information about UnPECompact, go to
https//www.zerorev.net/reversing/index. php?
path=Unpackers%2C+Dumpers-+and+Decrypters%2 FUnPECompact+1.32/.

22 For more information about DeShrink, go to
httpJ//www.woodmann.converackz/Packers.htm

I For more information about LordPE, go to
httpJ//www.woodmann.net/collaborative/tools/index. php/L ordPE.

24 For more information about ProcDump, go to
httpJ//www. fortunecity.convmilleniumy/firemansam/962/html/procdump. html.

5 For more information about PETools, go to
https//www.uine.ru/files/neox/PE _Tools.shtml;
httpJ//www.petools.orgr/.

16 For more information about Process Explorer, go to




httpz/technet. microsoft.conven-
us/sysinternals/bb896653.aspx.

27 For more information about CurrProcess, go to
httpJ//www.nirsoft. net/utils/cprocess.html.

I8 For more information about Task Explorer, go to
httpJ//www.ntcore.convexsuite.php.

D ProcessAnalyzer comes with SysAnalyzer, which is
available from
https/labs.idefense.convsoftware/malcode. php.

£0 For more information about ProcDump, go to
httpy/technet. microsoft.com/en-
us/sysinternals/dd996900.

81 Dumper comes with WinAPIOveride32, which is
available from
http//jacquelin.potier. free. fi/winapioverride32.

£ For more information about OllyDbg, go to
https//www.ollydbg.de/.

83

httpJ//www.openrce.org/downloads/browse/OllyDbg_Plugins.
& For more information about OllyDunmp, go to
httpJ//www.openrce.org/downloads/details/1 08/OllyDunp.
85 For more information about ASPack, go to
httpJ//www.aspack.cony.
86 Eor more information about ImpREC, go to
https/www.woodmann.convcollaborative/tools/index. php/ImpREC.
87 For more information about IDA Pro, go to
https/www.hex-rays.convidapro/. Although the tool
sells for approximately $600.00, there is a freeware
version (with slightly less finctionality, features, and
support) for non-commercial use available for download
(http:/www.hex-
rays.convidapro/idadownfreeware.htm).
http:/www.amazon.convIDA-Pro- Book-Unofficial-

Disassenbler/dp/1593271786.
89

https/www.microsoft.com/'whdc/system/platfornyfirnware/PECOFF. mspx;
httpJ//msdn.microsoft.com/en-
us/magazine/cc301805.aspx.

20 Winnt.h file, fine 7691.

2 Winuser.h fie, line 160.

2 For more information about Resource Hacker, go to

88



https//www.angusj.convresourcehacker/.

3 For more information about CFF Explorer, go to
httpy//www.ntcore.convexsuite. php.

2 For more information about XN Resource Editor, goto
https//www.wilsonc.demon.co.uk/d 1 Oresourceeditor.htm.

% hitp//msdn.microsoft.comven-
us/library/aa381039(v=vs.85).aspx.

% For more information about ResourceExtract, go to

httpJ//www.nirsoft.net/utils/resources_extract.html.

91 For more information about Dependency Walker, go to

% For more information about SpyStudio, go to
httpy//www.nektra.com/products/spystudio/.

9 For more information about HTTrack, go to
httpJ//www.httrack.comy.

100 There are some legal and ethical considerations with this
method. First, the content of the Web site may be
copyright protected or otherwise categorized as
intellectual property and fall within the proscriptions of
certain international, federal, state, or local laws, making
it a violation of civil or criminal law to copy it without
permission. Similarly, as the tools are used to acquire
the contents of a Web site by recursively copying
directories, HTML, images, and other files hosted on
the target Web site, they may be considered “hacking
tools” in some jurisdictions. Also, the act of recursively
copying the content of a site may also be considered an
aggressive or hostile computing activity and potentially
viewed as unethical or illegal in some jurisdictions.
Consultation with appropriate legal counsel prior to
implementing these tools and techniques is strongly
advised and encouraged.

101 Some of the more popular malicious code repository
‘Web sites for digital investigators and researchers
include Offensive Computing
(www.offensivecomputing net) and VX Heavens
(httpy/vx.nethix.org/).

102 For more information about RUMINT, go to
http/rumint.org/.

103 For more information about Network Miner, go to
httpJ//networkminer.sourceforge.net/.




104 Edwards, A.W.F., Cavalli-Sforza, L.L., Systematics
Assoc. Publ. No. 6: Phenetic and Phylogenetic
Classification ed. Reconstruction of Evolutionary
Trees. pp. 67-76.

105 Hayes, M., Walnstein, A., and Lakhotia, A. (2009).
Evaluation of Malware Phylogeny Modelling Systems
Using Automated Variant Generation, Journal in
Computer Virology, Vol. 5, no. 4, pp. 335-343.

196 journal in Computer Virology, 2009, Vol. 5, no. 4,
pp. 335-343.

107 8th Australasian Symposium on Parallel and Distributed
Computing (AusPDC 2010), 2010.

198 Journal in Computer Virology, Vol. 4, no. 4, pp.
279-287.

109 proceedings of the 14th Virus Bulletin Conference
2004, pp. 187-197.

119 petection of Intrusions and Malware, and Vulnerability
Assessment Lecture Notes, Computer Science, 2008,
Vol 5137/2008, pp. 108-125.

1L proceedings of the 16th ACM SIGKDD International
Conference on Knowledge Discovery and Data Mining.

112 proceedings of BlackHat DC 2007.

113 proceedings of EICAR 2005 Conference.

114 proceedings of the First International Conference on
Communication Systems and NETworks, 2009.

115 For more information about ssdeep, goto
hitpy/ssdeep.sourceforge.net.

116 For more information about YARA, go to
httpJ//code.google.conmvp/yara-project/.

17 For more information about HBGary Fingerprint, go to

httpJ//www.hbgary.conyfree-tools#fingerprint.

18 YARA User’s Manual Version 1.5.

19 YARA User’s Manual Version 1.5, p. 22.

20 YARA User’s Manual Version 1.5, pp. 3-4.

2L YARA User’s Manual Version 1.5, p. 4.

122 hitpy/code. google.com/p/yara-

project/downloads/detail?
name=YARA%20User%27s%20Manual%201.6.pdf.

J//malwareresearchgroup.cony2010/10/detection-
of-the-latest-variant-of-wemon-trojan/;

118
119
120
121

123




11ﬂi413cd9t8b333046872 1b8b1 23d6b22 126.

124 For more information about HBGary FingerPrint, go to
httpy//www.hbgary.conyfree-tools#fingerprint.

125 Hayes, M., Walenstein, A., and, Lakhotia, A. (2009).
Evaluation of Malware Phylogeny Modeling Systems
Using Automated Variant Generation, Journal in
Computer Virology, Vol 5, no. 4, pp. 335-343.

126 For more information about BinDiff; go to
https//www.zynamics.com/bindifthtml.
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remote, 8—11
remote forensics tools, 11
from remote subject system, 11/
tools for, 7, see also Volatile data collection methodology



PID, see Process ldentification (P1D)

PII, see Personally Identifiable Information (PII)

PINs, see Personal identification numbers (PINs)

PML, see Process Monitor Format (PML)
Poison Ivy client application, 426/

Polyunpack, 406
Port activity monitoring, 377378

Portable document format (PDF), 237
document elements, 282
file format, 282284
miner, 291
scanner, 291
tool kit, 291

Portable Executable files (PE files), 385
PE Header, 275-279, 277f
PE Tools, 404
resource examination, 416-420

Post-mortem forensics, 155-156
file system examination, 169—170
forensic analvsis. 156159
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forensic reconstruction, 173—174

keyword searching, 172

malware discovery and extraction, 159169, 174-175
registry examination, 170172, see also Windows file

system examination

Post-run data analysis, 426-432, 426, 427
active monitoring artifacts, 429, 429f
API call analysis, 431
Byte Frequency view, 431
CaptureBAT log, 428/
captured file system and registry, 428f, 429f
captured network traffic analysis, 430-431
detected Process Injection, 432/
passive monitoring artifacts, 427-428
physical memory artifacts, 432
RUMINT, 430, 431f
Text Rainfall view, 431
Visualization schemas, 431

PrcView, 372
Pre-execution Preparation: System and Network Monitoring

Prefetch files, 31, 163164
inspection, 31
related to Poison vy malware, 163/



tools for parsing, 163
Preview Disk function, 39, 39/
Private nvestigation, 206
Privileged information, 217
ProcDummp, 404, 405

Process activity
examination, 393
monitoring, 3711

Process environment block (PEB), 118

Process Explorer, 393, 3931, 405

Process Hacker, 372

Process Identification (PID), 18, 100, 371

Process mformation collection, 18-22
child processes, 2021
command-line parameters, 20
dependencies loaded by running processes, 21-22
executable program mapping process, 19
exported DLLs, 22
file handles, 21




memory usage, 19

process memory content capture, 22

process name and process identification, 18—19

temporal context, 18-19

user mapping process, 20, see also Volatile data collection

methodology

Process Injection, detected, 432/

Process memory
content capture, 22
trajectory analysis, 442-444, 443f

Process Monitor, 372, 373, 373f
Process Monitor Format (PML), 373

ProcessActivityView, 372, 373

ProcessAnalyzer, 405
procexedump option, 119

Profiling Compiled HTML help files, 308
decompiling CHM file, 310/
file structure and content examination, 309
locating suspect scripts, 309
malice indicators, 308




metadata discovery, 309
obfuscated script identification and decoding, 310, 3117

Profiling Microsoft Office files, 295, 298301
extracted code examination, 305
file format, 295-298
file structure examination, 303
locating and extracting embedded executables, 304
locating and extracting shellcode, 307
malice indicators, 298
metadata discovery, 299
OfficeMalScanner, 301, 301-308
vulnerabilities and exploits, 298

Profiling suspect PDF files, 281-284
embedded entities, 284
file format, 282284, 283f
file structure and contents examination, 286
GUI tools, 292-294
javascript extraction, 290
locating suspect scripts and shellcode, 287
malice indicators, 285
metadata discovery, 285
online resources, 295
parsing specific object, 288/
shellcode extraction, 291
suspect object decompression, 287, 2881
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Irater, 285
XREF, 283

Profiling suspicious file, 240-243
file appearance record, 242, 242f
file name acquisition, 241-242
file size acquisition, 242
hash values, 242243, 243
investigative considerations, 241
system details, 240, see also File profiling : Profiling

Compiled HTML help files ; Profiling Microsoft Office files
: Profiling suspect PDF files

Protected data, 213-218
child pornography, 216
children mformation, 216
financial information, 214
health information, 215
payment card information, 217
privileged information, 217
public company information, 216
state law protections, 217
student educational records, 216, see also Legal
considerations

Protected Health Information (PHI), 110

Protected storage (pstore), 38
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psdiff plug-in, 100

Psloggedon, 15, see also Command line Interface (CLI)
psscan plug-in, 99, 100/

pstore, see Protected storage (pstore)

R

RAM, see Random access memory (RAM)
Random access memory (RAM), 3

RECon, 383, 384, 384/
Registry
activity examination, 397
contents, 34
Monitor, 372
remnants, 163

remote analysis, 35-37
Viewer, 171f

Registry entries, 113—116
HBGary Responder, 116
hivedump plug-in, 116/, 117/
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regobjkeys plug-in, 1157, see also Data structures

Registry monitoring, 374, 374f
auto starting artifacts, 375
Autostart and Process Viewer, 375
Autostart Explorer, 375

RegMon, 374f
WhatInStartup, 375

RegMon, 3741
regobjkeys plug-in, 115/

RegRipper, 37, 170
item extraction, 1711

Rehashing, 386

Remote forensics tools, 11
Resource Extract, 419, 4211
Restore points, 171-172

Reusable Unknown Malware Analysis Net, the (TRUMAN),
399

Reversing Labs Tools, 406



RUMINT, 430, 431/

S

Safe Harbor certification, 224
Safety tip, 238, 364

Sandboxie, 397

Sarbanes-Oxley Act (SOX), 216
Scheduled tasks determination, 27
Scout Sniper, 437

SDK, see Software Development Kit (SDK)
Section table, 280-281, 280/

Secure Hash Algorithm Version 1.0 (SHAI), 243

Security
configuration, 30

conscious malware, 366

Services and drivers identification, 23, 113
stalled drivers examination, 2425
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Volatile data collection methodology
SHALI, see Secure Hash Algorithm Version 1.0 (SHA1)

Shellcode extraction, 291

SIA, see Standard Information Attribute (STA)
Simple DNS Plus, 388

Simple Mail Transfer Protocol (SMTP), 377
SmartSniff, 376

SMTP, see Simple Mail Transfer Protocol (SMTP,
Snift hit, 376

Software Development Kit (SDK), 272

SOX, see Sarbanes-Oxley Act (SOX)

SpyStudio, 422, 423, 423, 424, 424f
ssdeep, 160, 246f, 435, 435/
SSDeepFE, 244

Standard Information Attribute (SIA), 170



Stateful information, 2, see also Volatile data

Strex, see String Extractor (Strex)
String Extractor (Strex), 258

Strings, 255-257
Student educational records, 216

Subject system detail collection, 1113
enabled protocols, 13
network configuration, 12
with psinfo, 141
system date and time, 11-12
system environment, 13
system identifiers, 12
systemuptime, 13
uptime command, 13/, see also Volatile data collection
methodology

Sunbelt Sandbox, see GF1 Sandbox
Suspect program examination, 413-415

Suspicious file, 238
extraction, 39-40, 41-42, 41/



svescan plug-in, 1141
SysAnalyzer, 368/

System
environment, 13
files, 169
identifiers, 12
resources, 21

System monitoring, 369380
digital footprints documentation, 370
monitoring technique implementation, 370/
passive system monitoring, 370
on Windows system, 369, see also Active system
monitoring ; Network activity monitoring

T
Target NTUSER.dat selection, 37/

Task Explorer, 405

Taxpayer identification numbers (TINs), 218

TCP, see Transmission Control Protocol (TCP)
TCPView, 378



Text Ramfall view, 431

TextExtract, 258

Textual and binary indicators of likeness, 435-438
ThreatExpert, 4017

TINSs, see Taxpayer identification numbers (TINs)
Tiny Watcher, 373

Title 111, see Wiretap Act

Trace evidence, 380

Traffic monitoring, 375
Trailer, 283
Transmission Control Protocol (TCP), 16

TeID, 249, 2501

Triggering events, 414, 424

Trojan horse program, 109
TRUMAN, see Reusable Unknown Malware Analysis Net, the
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UDP, see User Datagram Protocol (UDP)

UnFSG, 403

Uniform Resource Locator (URL), 15, 255, 395

Universal Serial Bus (USB), 4, 34

UnMew, 403

Unpacker program, 403
AspackDie, 403, 4041
DeShrink, 403
Ether, 406
Polyunpack, 406
Reversing Labs Tools, 406
UnFSG, 403
UnMew, 403

UnPECompact, 403
uptime command, 13/

UPX, 403



URL, see Uniform Resource Locator (URL)

USB, see Universal Serial Bus (USB)

User account
and group policy information review, 33
and logon activities, 168169

User Datagram Protocol (UDP), 391

User mapping process, 20

UserAssist, 170

v

VERA, 446, 446/

Verifying Specimen Functionality and Purpose

ViCheck.ca, 402¢

VirScan, 253

Virtual Private Network (VPN), 12

Virtualization, 365

Virus scanners, 400



VirusTotal, 253, 254f
Visual MDS5, 244

Visual Sniffer, 376

Visualization, 431, 444446

VMWare, 383, 38

Volatile data, 2
preservation, 4—5

Volatile data collection methodology, 2, 4-18
active network connections, 15-16
ARP cache, 17
clipboard contents, 27, 28/
command history collection, 26
DNS queries, 16
GUI-based memory dumping tools, 7
local vs. remote collection, 3-4
logged in user identification, 13—17
NetBIOS connections, 1617
netcat commands, 3/

Netstat-ano command, 16, 16/
network connections and activity, 15
open files determmnation, 25




open ports correlation, 2227

physical memory acquisition, 5, 6

process information collection, 1822

scheduled tasks determination, 27

services and drivers identification, 23

shares identification, 26, 26/

subject system detail collection, 1113

volatile data preservation, 4-5, 5, see also Malware

incident response

Volatility, 121
commands to open ports, 110f
csrpslist plug-in, 101, 101/
dlliist option, 1007, 107
dynamic link libraries listing, 108/
files optionin, 110, 110/
loaded modules listing, 107/
nalfind phig-in, 123/
malware concealment technique detection, 122
procexedump option, 119
psdiff plug-in, 100
psscan plug-in, 99, 100/
regobjkeys plug-in, 115/
service extraction, 113

svescan plug-in, 114/
version 1.3, 119, see also Forensic tools, memory
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VPN, see Virtual Private Network (VIIN)

W

‘Web browsing artifacts examination, 3738
cookie files examination, 38
malware artifact discovery and extraction, 39
protected storage, 38
suspicious  files extraction, 39-40, 41-42, see also

Malware incident response
Web browsing history, 167

WhatlnStartup, 375
Window spying, 395

Windows, 118
event logs, 166
memory forensics tools, 98, 98118

Windows file system examination
examination, 169—170
file system data structures, 169
forensic examination, 155
forensic reconstruction, 173174
functional analysis, 173
malware discovery and extraction, 159169, 174175, see
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Windows forensic analysis, 156159, 157
investigative considerations, 157159

Windows process memory, 118-120, 121-125
analysis, 121125
dumping, 118-120, 120f
executable file recovery, 118-119
extraction, 120
recovery, 119-120
running AntiVirus, 119, see also Memory forensics

Windows Registry Database (WiReD), 163

Windows registry examination, 170172
locations, 170
Registry Viewer, 171f
restore points, 171-172
temporal analysis, 170
UserAssist, 170, see also Malware : Post-mortem
forensics

Windump, 375
WinLister, 395, 396

WinMDS3, 244



WiReD, see Windows Registry Database (WiReD)

Wireshark, 375, 376, 377f

Wiretap Act, 211

Wrappers, see Binders

X
XREF, see Cross Reference (XREF)
Y

YAB, see Yet Another Binder (YAB)
YARA, 435, 4361, 437/

Yet Another Binder (YAB), 272

z

ZeroWine, 398

ZeroWine Tryouts, 398



