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b¶~«®ª£=P= =^¬~ª·¸§¬¥=~=aii=^¡¡£®²§¬¥=b¶®­°²=^°¥³«£¬²± VO

SKP=^¬~ª·¸§¬¥=~=aii=µ§²¦=m°­¡£±±=`¦£¡©± VP
p³««~°· VR

`¦~®²£°=QW=^±±£« ª·=i~¬¥³~¥£=~¬¢=a§±~±±£« ª·=m°§«£° VS
NK=`­«®³²£°=_~±§¡± VT

NKN=j£«­°· VU
NKNKN=e­µ=a~²~=o£±§¢£±=f¬=j£«­°· VV

NKO=`mr VV
NKOKN=j~¡¦§¬£=i~¬¥³~¥£ VV

NKP=m°­¥°~«=_~±§¡± NMM
NKPKN=m°­¥°~«=`­«®§ª~²§­¬ NMM
NKPKO=m°­¥°~«=l¬=a§±© NMM
NKPKP=m°­¥°~«=f¬=j£«­°· NMO
NKPKQ=m°­¥°~«=a§±~±±£« ª·=Ec°­«=j~¡¦§¬£=¡­¢£=q­=^±±£« ª·=¡­¢£F NMR

OK=`mr=o£¥§±²£°± NMS
OKN=d£¬£°~ªJm³°®­±£=o£¥§±²£°± NMS
OKO=f¬±²°³¡²§­¬=m­§¬²£°=EbfmF NMT
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OKP=bci^dp=o£¥§±²£° NMT
PK=a~²~=q°~¬±¤£°=f¬±²°³¡²§­¬± NMT

PKN=j­´§¬¥=~=`­¬±²~¬²=f¬²­=o£¥§±²£° NMT
PKO=j­´§¬¥=s~ª³£±=c°­«=o£¥§±²£°=q­=o£¥§±²£° NMU
PKP=j­´§¬¥=s~ª³£±=c°­«=j£«­°·=q­=o£¥§±²£°± NMU
PKQ=j­´§¬¥=s~ª³£±=c°­«=o£¥§±²£°±=q­=j£«­°· NNM
PKR=a§±~±±£« ª·=`¦~ªª£¬¥£ NNN
PKS=a§±~±±£« ª·=p­ª³²§­¬ NNN

QK=^°§²¦«£²§¡=l®£°~²§­¬± NNP
QKN=a§±~±±£« ª·=`¦~ªª£¬¥£ NNQ
QKO=a§±~±±£« ª·=p­ª³²§­¬ NNR

RK=_§²µ§±£=l®£°~²§­¬± NNT
SK=_°~¬¡¦§¬¥=^¬¢=`­¬¢§²§­¬~ª± NNU

SKN=r¬¡­¬¢§²§­¬~ª=g³«®± NNV
SKO=`­¬¢§²§­¬~ª=g³«®± NNV
SKP=f¤=p²~²£«£¬² NOM
SKQ=f¤Jbª±£=p²~²£«£¬² NON
SKR=f¤Jbª±£§¤Jbª±£=p²~²£«£¬² NOO
SKS=a§±~±±£« ª·=`¦~ªª£¬¥£ NOP
SKT=a§±~±±£« ª·=p­ª³²§­¬ NOP

TK=i­­®± NOS
TKN=a§±~±±£« ª·=`¦~ªª£¬¥£ NOU
TKO=a§±~±±£« ª·=p­ª³²§­¬ NOV

UK=c³¬¡²§­¬± NPN
UKN=p²~¡© NPN
UKO=`~ªª§¬¥=c³¬¡²§­¬ NPP
UKP=o£²³°¬§¬¥=c°­«=c³¬¡²§­¬ NPP
UKQ=c³¬¡²§­¬=m~°~«£²£°±=^¬¢=o£²³°¬=s~ª³£± NPP

VK=^°°~·±=^¬¢=p²°§¬¥± NPV
VKN=a§±~±±£« ª·=`¦~ªª£¬¥£ NQM
VKO=a§±~±±£« ª·=p­ª³²§­¬ NQN
VKP=p²°§¬¥± NQR

VKPKN=p²°§¬¥=f¬±²°³¡²§­¬± NQS
VKPKO=j­´§¬¥=c°­«=j£«­°·=q­=j£«­°·=E«­´±¶F NQS
VKPKP=o£®£~²=f¬±²°³¡²§­¬±=E°£®F NQT
VKPKQ=p²­°§¬¥=s~ª³£=c°­«=o£¥§±²£°=²­=j£«­°·=E±²­±¶F NQU
VKPKR=i­~¢§¬¥=c°­«=j£«­°·=²­=o£¥§±²£°=Eª­¢±¶F NQU
VKPKS=p¡~¬¬§¬¥=j£«­°·=E±¡~±¶F NQU
VKPKT=`­«®~°§¬¥=s~ª³£±=§¬=j£«­°·=E¡«®±¶F NQU

NMK=p²°³¡²³°£± NQV
NNK=¶SQ=^°¡¦§²£¡²³°£ NRM

NNKN=^¬~ª·¸§¬¥=POJ §²=b¶£¡³²~ ª£=l¬=SQJ §²=t§¬¢­µ± NRO
NOK=^¢¢§²§­¬~ª=o£±­³°¡£± NRP
p³««~°· NRP

`¦~®²£°=RW=a§±~±±£« ª·=r±§¬¥=fa^ NRQ
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NK=`­¢£=^¬~ª·±§±=q­­ª± NRQ
OK=p²~²§¡=`­¢£=^¬~ª·±§±=Ea§±~±±£« ª·F=r±§¬¥=fa^ NRR

OKN=i­~¢§¬¥=_§¬~°·=§¬=fa^ NRS
OKO=b¶®ª­°§¬¥=fa^=a§±®ª~·± NRU

OKOKN=a§±~±±£« ª·=t§¬¢­µ NRU
OKOKO=c³¬¡²§­¬±=t§¬¢­µ NSM
OKOKP=l³²®³²=t§¬¢­µ NSN
OKOKQ=e£¶=s§£µ=t§¬¢­µ NSN
OKOKR=p²°³¡²³°£±=t§¬¢­µ NSN
OKOKS=f«®­°²±=t§¬¢­µ NSN
OKOKT=b¶®­°²±=t§¬¢­µ NSO
OKOKU=p²°§¬¥±=t§¬¢­µ NSO
OKOKV=p£¥«£¬²±=t§¬¢­µ NSO

OKP=f«®°­´§¬¥=a§±~±±£« ª·=r±§¬¥=fa^ NSP
OKPKN=o£¬~«§¬¥=i­¡~²§­¬± NSR
OKPKO=`­««£¬²§¬¥=§¬=fa^ NSS
OKPKP=fa^=a~²~ ~±£ NST
OKPKQ=c­°«~²²§¬¥=l®£°~¬¢± NSV
OKPKR=k~´§¥~²§¬¥=i­¡~²§­¬± NSV
OKPKS=`°­±±Jo£¤£°£¬¡£± NTM
OKPKT=i§±²§¬¥=^ªª=`°­±±Jo£¤£°£¬¡£± NTP
OKPKU=m°­¶§«§²·=s§£µ=^¬¢=d°~®¦± NTQ

PK=a§±~±±£« ª§¬¥=t§¬¢­µ±=^mf NTS
PKN=r¬¢£°±²~¬¢§¬¥=t§¬¢­µ±=^mf NTT

PKNKN=^kpf=~¬¢=r¬§¡­¢£=^mf=c³¬¡²§­¬± NUO
PKNKO=b¶²£¬¢£¢=^mf=c³¬¡²§­¬± NUO

PKO=t§¬¢­µ±=^mf=POJ_§²=~¬¢=SQJ_§²=`­«®~°§±­¬ NUO
QK=m~²¡¦§¬¥=_§¬~°·=r±§¬¥=fa^ NUR

QKN=m~²¡¦§¬¥=m°­¥°~«=_·²£± NUS
QKO=m~²¡¦§¬¥=f¬±²°³¡²§­¬± NUU

RK=fa^=p¡°§®²§¬¥=~¬¢=mª³¥§¬± NUV
RKN=b¶£¡³²§¬¥=fa^=p¡°§®²± NUV
RKO=fa^m·²¦­¬ NVM

RKOKN=`¦£¡©§¬¥=q¦£=m°£±£¬¡£=l¤=`°£~²£c§ª£=^mf NVN
RKOKO=`­¢£=`°­±±Jo£¤£°£¬¡£±=²­=`°£~²£c§ª£=r±§¬¥=fa^m·²¦­¬ NVO

RKP=fa^=mª³¥§¬± NVP
p³««~°· NVP

`¦~®²£°=SW=a£ ³¥¥§¬¥=j~ª§¡§­³±=_§¬~°§£± NVQ
NK=d£¬£°~ª=a£ ³¥¥§¬¥=`­¬¡£®²± NVR

NKN=i~³¬¡¦§¬¥=^¬¢=^²²~¡¦§¬¥=q­=m°­¡£±± NVR
NKO=`­¬²°­ªª§¬¥=m°­¡£±±=b¶£¡³²§­¬ NVS
NKP=f¬²£°°³®²§¬¥=~=m°­¥°~«=µ§²¦=_°£~©®­§¬²± NVT
NKQ=q°~¡§¬¥=m°­¥°~«=b¶£¡³²§­¬ NVU

OK=a£ ³¥¥§¬¥=~=_§¬~°·=r±§¬¥=¶SQ¢ ¥ NVU
OKN=i~³¬¡¦§¬¥=~=k£µ=m°­¡£±±=§¬=¶SQ¢ ¥ NVV
OKO=^²²~¡¦§¬¥=²­=~¬=b¶§±²§¬¥=m°­¡£±±=r±§¬¥=¶SQ¢ ¥ OMM



q~ ª£=­¤=`­¬²£¬²±

x=´=z

OKP=¶SQ¢ ¥=a£ ³¥¥£°=f¬²£°¤~¡£ OMN
OKQ=`­¬²°­ªª§¬¥=m°­¡£±±=b¶£¡³²§­¬=r±§¬¥=¶SQ¢ ¥ OMR
OKR=p£²²§¬¥=~=_°£~©®­§¬²=§¬=¶SQ¢ ¥ OMR
OKS=a£ ³¥¥§¬¥=POJ §²=j~ªµ~°£ OMS
OKT=a£ ³¥¥§¬¥=SQJ §²=j~ªµ~°£ OMT
OKU=a£ ³¥¥§¬¥=~=j~ª§¡§­³±=aii=r±§¬¥=¶SQ¢ ¥ ONM

OKUKN=r±§¬¥=°³¬¢ªªPOK£¶£=²­=a£ ³¥=²¦£=aii=§¬=¶SQ¢ ¥ ONN
OKUKO=a£ ³¥¥§¬¥=~=aii=§¬=~=p®£¡§¤§¡=m°­¡£±± ONO

OKV=q°~¡§¬¥=b¶£¡³²§­¬=§¬=¶SQ¢ ¥ ONP
OKVKN=f¬±²°³¡²§­¬=q°~¡§¬¥ ONR
OKVKO=c³¬¡²§­¬=q°~¡§¬¥ ONS

OKNM=m~²¡¦§¬¥=§¬=¶SQ¢ ¥ ONT
PK=a£ ³¥¥§¬¥=~=_§¬~°·=r±§¬¥=fa^ ONU

PKN=i~³¬¡¦§¬¥=~=k£µ=m°­¡£±±=§¬=fa^ ONV
PKO=^²²~¡¦§¬¥=²­=~¬=b¶§±²§¬¥=m°­¡£±±=r±§¬¥=fa^ ONV
PKP=fa^D±=a£ ³¥¥£°=f¬²£°¤~¡£ OOM
PKQ=`­¬²°­ªª§¬¥=m°­¡£±±=b¶£¡³²§­¬=r±§¬¥=fa^ OOP
PKR=p£²²§¬¥=~=_°£~©®­§¬²=§¬=fa^ OOP
PKS=a£ ³¥¥§¬¥=j~ªµ~°£=b¶£¡³²~ ª£± OOR
PKT=a£ ³¥¥§¬¥=~=j~ª§¡§­³±=aii=r±§¬¥=fa^ OOS

PKTKN=a£ ³¥¥§¬¥=~=aii=§¬=~=p®£¡§¤§¡=m°­¡£±± OOU
PKU=q°~¡§¬¥=b¶£¡³²§­¬=r±§¬¥=fa^ OOV
PKV=a£ ³¥¥£°=p¡°§®²§¬¥=r±§¬¥=fa^m·²¦­¬ OPO

PKVKN=b¶~«®ª£= =a£²£°«§¬§¬¥=c§ª£±=^¡¡£±±£¢= ·=j~ªµ~°£ OPQ
QK=a£ ³¥¥§¬¥=~=Kkbq=^®®ª§¡~²§­¬ OPS
p³««~°· OPU

`¦~®²£°=TW=j~ªµ~°£=c³¬¡²§­¬~ª§²§£±=~¬¢=m£°±§±²£¬¡£ OPV
NK=j~ªµ~°£=c³¬¡²§­¬~ª§²§£± OPV

NKN=a­µ¬ª­~¢£° OPV
NKO=a°­®®£° OQN

NKOKN=o£´£°±§¬¥=~=SQJ §²=a°­®®£° OQP
NKP=h£·ª­¥¥£° OQP

NKPKN=h£·ª­¥¥£°=r±§¬¥=d£²^±·¬¡h£·p²~²£EF OQQ
NKPKO=h£·ª­¥¥£°=r±§¬¥=p£²t§¬¢­µ±e­­©b¶EF OQR

NKQ=j~ªµ~°£=o£®ª§¡~²§­¬=s§~=o£«­´~ ª£=j£¢§~ OQS
NKR=j~ªµ~°£=`­««~¬¢=~¬¢=`­¬²°­ª=E`OF ORN

NKRKN=eqqm=`­««~¬¢=~¬¢=`­¬²°­ª ORN
NKRKO=`³±²­«=`­««~¬¢=~¬¢=`­¬²°­ª ORR

NKS=m­µ£°p¦£ªªJ_~±£¢=b¶£¡³²§­¬ ORU
NKSKN=m­µ£°p¦£ªª=`­««~¬¢=_~±§¡± ORV
NKSKO=m­µ£°p¦£ªª=p¡°§®²±=^¬¢=b¶£¡³²§­¬=m­ª§¡· OSM
NKSKO=^¬~ª·¸§¬¥=m­µ£°p¦£ªª=`­««~¬¢±Lp¡°§®²± OSN
NKSKP=e­µ=^²²~¡©£°±=r±£=m­µ£°p¦£ªª OSO

OK=j~ªµ~°£=m£°±§±²£¬¡£=j£²¦­¢± OSQ
OKN=o³¬=o£¥§±²°·=h£· OSQ
OKO=p¡¦£¢³ª£¢=q~±©± OSR
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OKP=p²~°²³®=c­ª¢£° OSS
OKQ=t§¬ª­¥­¬=o£¥§±²°·=b¬²°§£± OST
OKR=f«~¥£=c§ª£=b¶£¡³²§­¬=l®²§­¬± OSU
OKS=^¡¡£±±§ §ª§²·=m°­¥°~«± OSV
OKT=^®®f¬§²|aii± OTN
OKU=aii=p£~°¡¦=l°¢£°=e§¨~¡©§¬¥ OTO
OKV=`lj=¦§¨~¡©§¬¥ OTQ
OKNM=p£°´§¡£ OTT

p³««~°· OUO

`¦~®²£°=UW=`­¢£=f¬¨£¡²§­¬=~¬¢=e­­©§¬¥ OUP
NK=s§°²³~ª=j£«­°· OUQ

NKN=m°­¡£±±=j£«­°·=`­«®­¬£¬²±=Er±£°=p®~¡£F OUT
NKO=h£°¬£ª=j£«­°·=`­¬²£¬²±=Eh£°¬£ª=p®~¡£F OUU

OK=r±£°=j­¢£=^¬¢=h£°¬£ª=j­¢£ OUV
OKN=t§¬¢­µ±=^mf=`~ªª=cª­µ OVN

PK=`­¢£=f¬¨£¡²§­¬=q£¡¦¬§¯³£± OVP
PKN=o£«­²£=aii=f¬¨£¡²§­¬ OVR
PKO=aii=f¬¨£¡²§­¬=r±§¬¥=^m`=E^m`=f¬¨£¡²§­¬F OVU
PKP=aii=f¬¨£¡²§­¬=r±§¬¥=p£²t§¬¢­µ±e­­©b¶EF PMM
PKQ=aii=f¬¨£¡²§­¬=r±§¬¥=q¦£=^®®ª§¡~²§­¬=`­«®~²§ §ª§²·=p¦§« PMO

PKQKN=`°£~²§¬¥=^=p¦§« PMP
PKQKO=p¦§«=^°²§¤~¡²± PMU
PKQKP=e­µ=^²²~¡©£°±=r±£=p¦§«± PMV
PKQKQ=^¬~ª·¸§¬¥=q¦£=p¦§«=a~²~ ~±£ PNM

PKR=o£«­²£=b¶£¡³²~ ª£Lp¦£ªª¡­¢£=f¬¨£¡²§­¬ PNN
PKS=e­ªª­µ=m°­¡£±±=f¬¨£¡²§­¬=Em°­¡£±±=e­ªª­µ§¬¥F PNP

QK=e­­©§¬¥=q£¡¦¬§¯³£± PNU
QKN=f^q=e­­©§¬¥ PNU
QKO=f¬ª§¬£=e­­©§¬¥=Ef¬ª§¬£=m~²¡¦§¬¥F POM
QKP=f¬J«£«­°·=m~²¡¦§¬¥=r±§¬¥=p¦§« POO

RK=^¢¢§²§­¬~ª=o£±­³°¡£± POS
p³««~°· POT

`¦~®²£°=VW=j~ªµ~°£=l ¤³±¡~²§­¬=q£¡¦¬§¯³£± POU
NK=p§«®ª£=b¬¡­¢§¬¥ PPM

NKN=`~£±~°=`§®¦£° PPM
NKNKN=t­°©§¬¥=l¤=`~£±~°=`§®¦£° PPM
NKNKO=a£¡°·®²§¬¥=`~£±~°=`§®¦£°=f¬=m·²¦­¬ PPO

NKO=_~±£SQ=b¬¡­¢§¬¥ PPP
NKOKN=q°~¬±ª~²§¬¥=a~²~=q­=_~±£SQ PPP
NKOKO=b¬¡­¢§¬¥=^¬¢=a£¡­¢§¬¥=_~±£SQ PPQ
NKOKP=a£¡­¢§¬¥=`³±²­«=_~±£SQ PPS
NKOKQ=f¢£¬²§¤·§¬¥=_~±£SQ PPV

NKP=ulo=b¬¡­¢§¬¥ PQM
NKPKN=p§¬¥ª£=_·²£=ulo PQN
NKPKO=c§¬¢§¬¥=ulo=h£·=q¦°­³¥¦=_°³²£Jc­°¡£ PQQ
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NKPKP=krii=f¥¬­°§¬¥=ulo=b¬¡­¢§¬¥ PQR
NKPKQ=j³ª²§J ·²£=ulo=b¬¡­¢§¬¥ PQT
NKPKR=f¢£¬²§¤·§¬¥=ulo=b¬¡­¢§¬¥ PQV

OK=j~ªµ~°£=b¬¡°·®²§­¬ PRM
OKN=f¢£¬²§¤·§¬¥=`°·®²­=p§¥¬~²³°£±=r±§¬¥=p§¥¬±°¡¦ PRM
OKO=a£²£¡²§¬¥=`°·®²­=`­¬±²~¬²±=r±§¬¥=c§¬¢`°·®²O PRQ
OKP=a£²£¡²§¬¥=`°·®²­=p§¥¬~²³°£±=r±§¬¥=v^o^ PRQ
OKQ=a£¡°·®²§¬¥=f¬=m·²¦­¬ PRS

PK=`³±²­«=b¬¡­¢§¬¥Lb¬¡°·®²§­¬ PRT
QK=j~ªµ~°£=r¬®~¡©§¬¥ PSO

QKN=j~¬³~ª=r¬®~¡©§¬¥ PSP
QKNKN=f¢£¬²§¤·§¬¥=q¦£=lbm PSP
QKNKO=a³«®§¬¥=m°­¡£±±=j£«­°·=t§²¦=p¡·ªª~ PST
QKNKP=c§¶§¬¥=q¦£=f«®­°²=q~ ª£ PSU

QKO=^³²­«~²£¢=r¬®~¡©§¬¥ PSV
p³««~°· PTO

`¦~®²£°=NMW=e³¬²§¬¥=j~ªµ~°£=r±§¬¥=j£«­°·=c­°£¬±§¡± PTP
NK=j£«­°·=c­°£¬±§¡±=p²£®± PTQ
OK=j£«­°·=^¡¯³§±§²§­¬ PTQ

OKN=j£«­°·=^¡¯³§±§²§­¬=r±§¬¥=a³«®f² PTR
PK=s­ª~²§ª§²·=l´£°´§£µ PTU

PKN=f¬±²~ªª§¬¥=s­ª~²§ª§²· PTU
PKNKN=s­ª~²§ª§²·=p²~¬¢~ª­¬£=b¶£¡³²~ ª£ PTU
PKNKO=s­ª~²§ª§²·=p­³°¡£=m~¡©~¥£ PTV

PKO=r±§¬¥=s­ª~²§ª§²· PUM
QK=b¬³«£°~²§¬¥=m°­¡£±±£± PUO

QKN=m°­¡£±±=l´£°´§£µ PUP
QKNKN=b¶~«§¬§¬¥=²¦£=|bmol`bpp=p²°³¡²³°£ PUQ
QKNKO=r¬¢£°±²~¬¢§¬¥=^¡²§´£m°­¡£±±i§¬©± PUU

QKO=i§±²§¬¥=m°­¡£±±£±=r±§¬¥=®±±¡~¬ PVM
QKOKN=a§°£¡²=h£°¬£ª=l ¨£¡²=j~¬§®³ª~²§­¬=EahljF PVN
QKOKO=r¬¢£°±²~¬¢§¬¥=m­­ª=q~¥=p¡~¬¬§¬¥ PVO

QKP=a£²£°«§¬§¬¥=m°­¡£±±=o£ª~²§­¬±¦§®± PVR
QKQ=m°­¡£±±=i§±²§¬¥=r±§¬¥=®±¶´§£µ PVS

RK=i§±²§¬¥=m°­¡£±±=e~¬¢ª£± PVU
SK=i§±²§¬¥=aii± QMM

SKN=a£²£¡²§¬¥=~=e§¢¢£¬=aii=r±§¬¥=ª¢°«­¢³ª£± QMQ
TK=a³«®§¬¥=~¬=b¶£¡³²~ ª£=~¬¢=aii QMR
UK=i§±²§¬¥=k£²µ­°©=`­¬¬£¡²§­¬±=~¬¢=p­¡©£²± QMT
VK=f¬±®£¡²§¬¥=o£¥§±²°· QMV
NMK=f¬´£±²§¥~²§¬¥=p£°´§¡£ QNN
NNK=b¶²°~¡²§¬¥=`­««~¬¢=e§±²­°· QNP
p³««~°· QNR

`¦~®²£°=NNW=a£²£¡²§¬¥=^¢´~¬¡£¢=j~ªµ~°£=r±§¬¥=j£«­°·=c­°£¬±§¡± QNS
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NK=a£²£¡²§¬¥=`­¢£=f¬¨£¡²§­¬ QNT
NKN=d£²²§¬¥=s^a=f¬¤­°«~²§­¬ QNU
NKO=a£²£¡²§¬¥=f¬¨£¡²£¢=`­¢£=r±§¬¥=s^a QOM
NKP=a³«®§¬¥=q¦£=m°­¡£±±=j£«­°·=o£¥§­¬ QOO
NKQ=a£²£¡²§¬¥=f¬¨£¡²£¢=`­¢£=r±§¬¥=«~ª¤§¬¢ QOP

OK=f¬´£±²§¥~²§¬¥=e­ªª­µ=m°­¡£±±=f¬¨£¡²§­¬ QOQ
OKN=e­ªª­µ=m°­¡£±±=f¬¨£¡²§­¬=p²£®± QOQ
OKO=a£²£¡²§¬¥=e­ªª­µ=m°­¡£±±=f¬¨£¡²§­¬ QOS
OKP=e­ªª­µ=m°­¡£±±=f¬¨£¡²§­¬=s~°§~²§­¬± QOU

PK=a£²£¡²§¬¥=^mf=e­­©± QPN
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https://youtu.be/ueM1dCk3o58
https://youtu.be/ueM1dCk3o58
https://youtu.be/ueM1dCk3o58
https://youtu.be/ueM1dCk3o58
https://youtu.be/ueM1dCk3o58
https://youtu.be/ueM1dCk3o58
https://youtu.be/ueM1dCk3o58
https://youtu.be/ueM1dCk3o58


f¬²°­¢³¡²§­¬=²­=j~ªµ~°£=^¬~ª·±§± `¦~®²£°=N

x=NR=z

q¦£=¤­ªª­µ§¬¥=~°£=±­«£=­¤=²¦£=²­­ª±=~¬¢=m·²¦­¬=®~¡©~¥£±=²¦~²=µ§ªª= £=³±£¢=§¬=²¦§±
 ­­©K=q­=§¬±²~ªª=²¦£±£=²­­ª±=~¬¢=m·²¦­¬=®~¡©~¥£±I=°³¬=²¦£±£=¡­««~¬¢±=§¬=²¦£
²£°«§¬~ªW

A=±³¢­=~®²J¥£²=§¬±²~ªª=®·²¦­¬J«~¥§¡
A=±³¢­=~®²J¥£²=§¬±²~ªª=³®¶
A=±³¢­=®§®=§¬±²~ªª=®£¤§ª£
A=±³¢­=~®²J¥£²=§¬±²~ªª=·~°~
A=±³¢­=®§®=§¬±²~ªª=·~°~J®·²¦­¬
A=±³¢­=~®²J¥£²=§¬±²~ªª=±±¢££®
A=±³¢­=~®²J¥£²=§¬±²~ªª= ³§ª¢J£±±£¬²§~ª=ª§ ¤¤§J¢£´=®·²¦­¬=®·²¦­¬J¢£´
y=ª§ ¤³¸¸·J¢£´
A=±³¢­=®§®=§¬±²~ªª=±±¢££®
A=±³¢­=~®²J¥£²=§¬±²~ªª=µ§°£±¦~°©
A=±³¢­=~®²J¥£²=§¬±²~ªª=²±¦~°©

fk£²p§«=Ehttp://www.inetsim.org/index.htmlF=§±=~=®­µ£°¤³ª=³²§ª§²·=²¦~²=~ªª­µ±SK
±§«³ª~²§¬¥=´~°§­³±=f¬²£°¬£²=±£°´§¡£±=E±³¡¦=~±=akpI=~¬¢=eqqmF=²¦~²=«~ªµ~°£
¤°£¯³£¬²ª·=£¶®£¡²±=²­=§¬²£°~¡²=µ§²¦K=i~²£°I=·­³=µ§ªª=³¬¢£°±²~¬¢=¦­µ=²­
¡­¬¤§¥³°£=fk£²p§«=²­=±§«³ª~²£=±£°´§¡£±K=q­=§¬±²~ªª=fk£²p§«I=³±£=²¦£=¤­ªª­µ§¬¥
¡­««~¬¢±K=q¦£=³±£=­¤=fk£²p§«=µ§ªª= £=¡­´£°£¢=§¬=¢£²~§ª=§¬=Chapter 3I=a·¬~«§¡
^¬~ª·±§±K=f¤=·­³=¦~´£=¢§¤¤§¡³ª²§£±=§¬±²~ªª§¬¥=fk£²p§«I=°£¤£°=²­=²¦£=¢­¡³«£¬²~²§­¬
Ehttp://www.inetsim.org/packages.htmlFW

A=±³¢­=±³
@=£¡¦­=?¢£ =¦²²®WLLµµµK§¬£²±§«K­°¥L¢£ §~¬L= §¬~°·L?=[=y
L£²¡L~®²L±­³°¡£±Kª§±²K¢L§¬£²±§«Kª§±²
@=µ¥£²=Jl=J=¦²²®WLLµµµK§¬£²±§«K­°¥L§¬£²±§«J~°¡¦§´£J±§¥¬§¬¥J©£·K~±¡
º=y
~®²J©£·=~¢¢=J
@=~®²=³®¢~²£
@=~®²J¥£²=§¬±²~ªª=§¬£²±§«

v­³=¡~¬=¬­µ=§±­ª~²£=r ³¬²³=sj=µ§²¦§¬=·­³°=ª~ = ·=¡­¬¤§¥³°§¬¥=²¦£=´§°²³~ªTK
~®®ª§~¬¡£=²­=³±£=e­±²J­¬ª·=¬£²µ­°©=«­¢£K=l¬=sjµ~°£I= °§¬¥=³®=²¦£=k£²µ­°©
^¢~®²£°=p£²²§¬¥±=~¬¢=¡¦­­±£=e­±²J­¬ª·=«­¢£=~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥=c§¥³°£K
p~´£=²¦£=±£²²§¬¥±=~¬¢=°£ ­­²K
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http://www.inetsim.org/index.html
http://www.inetsim.org/index.html
http://www.inetsim.org/index.html
http://www.inetsim.org/index.html
http://www.inetsim.org/index.html
http://www.inetsim.org/index.html
http://www.inetsim.org/index.html
http://www.inetsim.org/index.html
http://www.inetsim.org/index.html
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http://www.inetsim.org/packages.html


f¬²°­¢³¡²§­¬=²­=j~ªµ~°£=^¬~ª·±§± `¦~®²£°=N

x=NS=z

f¬=s§°²³~ª_­¶I=±¦³²=¢­µ¬=r ³¬²³=sj=~¬¢=²¦£¬= °§¬¥=³®=p£²²§¬¥±K=p£ª£¡²=k£²µ­°©
~¬¢=¡¦~¬¥£=²¦£=~¢~®²£°=±£²²§¬¥±=²­=e­±²J­¬ª·=^¢~®²£°=~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥
¢§~¥°~«X=¡ª§¡©=­¬=lhK

l¬=s§°²³~ª_­¶I=±­«£²§«£±=µ¦£¬=·­³=¡¦­­±£=²¦£=e­±²J­¬ª·=~¢~®²£°
­®²§­¬I=²¦£=§¬²£°¤~¡£=¬~«£=«§¥¦²=~®®£~°=~±=k­²=±£ª£¡²£¢K=f¬=²¦~²=¡~±£I=·­³
¬££¢=²­=¤§°±²=¡°£~²£=~²=ª£~±²=­¬£=¦­±²J­¬ª·=§¬²£°¤~¡£= ·=¬~´§¥~²§¬¥=²­=c§ª£º
m°£¤£°£¬¡£±=º=k£²µ­°©=º=e­±²J­¬ª·=¬£²µ­°©±=º=^¢¢=¦­±²J­¬ª·=¬£²µ­°©K
`ª§¡©=­¬=lhX=²¦£¬= °§¬¥=³®=²¦£=p£²²§¬¥±K=p£ª£¡²=k£²µ­°©=~¬¢=¡¦~¬¥£=²¦£
~¢~®²£°=±£²²§¬¥±=²­=e­±²J­¬ª·=^¢~®²£°I=~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥
±¡°££¬±¦­²K=`ª§¡©=­¬=lhK



f¬²°­¢³¡²§­¬=²­=j~ªµ~°£=^¬~ª·±§± `¦~®²£°=N

x=NT=z

k­µ=µ£=µ§ªª=~±±§¥¬=~=±²~²§¡=fm=~¢¢°£±±=­¤=192.168.1.100=²­=²¦£=r ³¬²³=i§¬³¶UK
sjK=q­=¢­=²¦~²I=®­µ£°=­¬=²¦£=i§¬³¶=sjI=­®£¬=²¦£=²£°«§¬~ª=µ§¬¢­µI=²·®£=²¦£
¡­««~¬¢=ifconfigI=~¬¢=¬­²£=¢­µ¬=²¦£=§¬²£°¤~¡£=¬~«£K=f¬=«·=¡~±£I=²¦£=§¬²£°¤~¡£
¬~«£=§±=ens33K=f¬=·­³°=¡~±£I=²¦£=§¬²£°¤~¡£=¬~«£=«§¥¦²= £=¢§¤¤£°£¬²K=f¤=§²=§±
¢§¤¤£°£¬²I=·­³=¬££¢=²­=«~©£=¡¦~¬¥£±=²­=²¦£=¤­ªª­µ§¬¥=±²£®±=~¡¡­°¢§¬¥ª·K=l®£¬=²¦£
¤§ª£=/etc/network/interfaces=³±§¬¥=²¦£=¤­ªª­µ§¬¥=¡­««~¬¢W

A=±³¢­=¥£¢§²=L£²¡L¬£²µ­°©L§¬²£°¤~¡£±

^¢¢=²¦£=¤­ªª­µ§¬¥=£¬²°§£±=~²=²¦£=£¬¢=­¤=²¦£=¤§ª£=E«~©£=±³°£=·­³=°£®ª~¡£=ens33
µ§²¦=²¦£=§¬²£°¤~¡£=¬~«£=­¬=·­³°=±·±²£«F=~¬¢=±~´£=§²W

auto ens33

iface ens33 inet static

address 192.168.1.100

netmask 255.255.255.0

q¦£=/etc/network/interfaces=¤§ª£=±¦­³ª¢=¬­µ=ª­­©=ª§©£=²¦£=­¬£=±¦­µ¬=¦£°£K
k£µª·=~¢¢£¢=£¬²°§£±=~°£=¦§¥¦ª§¥¦²£¢=¦£°£W

# interfaces(5) file used by ifup(8) and ifdown(8)

auto lo

iface lo inet loopback

~³²­=£¬±PP
§¤~¡£=£¬±PP=§¬£²=±²~²§¡
~¢¢°£±±=NVOKNSUKNKNMM
¬£²«~±©=ORRKORRKORRKM

q¦£¬=°£±²~°²=²¦£=r ³¬²³=i§¬³¶=sjK=^²=²¦§±=®­§¬²I=²¦£=fm=~¢¢°£±±=­¤=²¦£=r ³¬²³
sj=±¦­³ª¢= £=±£²=²­=192.168.1.100K=v­³=¡~¬=´£°§¤·=²¦~²= ·=°³¬¬§¬¥=²¦£
¤­ªª­µ§¬¥=¡­««~¬¢W

$ §¤¡­¬¤§¥
ens33 Link encap:Ethernet HWaddr 00:0c:29:a8:28:0d

inet addr:NVOKNSUKNKNMM Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fea8:280d/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:21 errors:0 dropped:0 overruns:0 frame:0

TX packets:49 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:5187 (5.1 KB) TX bytes:5590 (5.5 KB)



f¬²°­¢³¡²§­¬=²­=j~ªµ~°£=^¬~ª·±§± `¦~®²£°=N

x=NU=z

q¦£=¬£¶²=±²£®=§±=²­=¡­¬¤§¥³°£=fk£²p§«=±­=²¦~²=§²=¡~¬=ª§±²£¬=²­=~¬¢=±§«³ª~²£=~ªª=²¦£VK
±£°´§¡£±=­¬=²¦£=¡­¬¤§¥³°£¢=fm=~¢¢°£±±=192.168.1.100K=_·=¢£¤~³ª²I=§²=ª§±²£¬±=­¬
²¦£=ª­¡~ª=§¬²£°¤~¡£=E127.0.0.1FI=µ¦§¡¦=¬££¢±=²­= £=¡¦~¬¥£¢=²­=192.168.1.100K
q­=¢­=²¦~²I=­®£¬=²¦£=¡­¬¤§¥³°~²§­¬=¤§ª£=ª­¡~²£¢=~²=/etc/inetsim/inetsim.conf
³±§¬¥=²¦£=¤­ªª­µ§¬¥=¡­««~¬¢W

$ ±³¢­=¥£¢§²=L£²¡L§¬£²±§«L§¬£²±§«K¡­¬¤

d­=²­=²¦£=service_bind_address=±£¡²§­¬=§¬=²¦£=¡­¬¤§¥³°~²§­¬=¤§ª£=~¬¢=~¢¢=²¦£
£¬²°·=±¦­µ¬=¦£°£W

service_bind_address   192.168.1.100

q¦£=~¢¢£¢=£¬²°·=E¦§¥¦ª§¥¦²£¢F=§¬=²¦£=¡­¬¤§¥³°~²§­¬=¤§ª£=±¦­³ª¢=ª­­©=ª§©£=²¦§±W

# service_bind_address

#

# IP address to bind services to

#

# Syntax: service_bind_address <IP address>

#

# Default: 127.0.0.1

#

#service_bind_address 10.10.10.1

±£°´§¡£| §¬¢|~¢¢°£±±=NVOKNSUKNKNMM

_·=¢£¤~³ª²I=fk£²p§«D±=akp=±£°´£°=µ§ªª=°£±­ª´£=~ªª=²¦£=¢­«~§¬=¬~«£±=²­
127.0.0.1K=f¬±²£~¢=­¤=²¦~²I=µ£=µ~¬²=²¦£=¢­«~§¬=¬~«£=²­=°£±­ª´£=²­
192.168.1.100=E²¦£=fm=~¢¢°£±±=­¤=i§¬³¶=sjFK=q­=¢­=²¦~²I=¥­=²­
²¦£=dns_default_ip=±£¡²§­¬=§¬=²¦£=¡­¬¤§¥³°~²§­¬=¤§ª£=~¬¢=~¢¢=~¬=£¬²°·=~±=±¦­µ¬
¦£°£W

dns_default_ip  192.168.1.100

q¦£=~¢¢£¢=£¬²°·=E¦§¥¦ª§¥¦²£¢=§¬=²¦£=¤­ªª­µ§¬¥=¡­¢£F=§¬=²¦£=¡­¬¤§¥³°~²§­¬=¤§ª£
±¦­³ª¢=ª­­©=ª§©£=²¦§±W

# dns_default_ip

#

# Default IP address to return with DNS replies

#

# Syntax: dns_default_ip <IP address>

#

# Default: 127.0.0.1

#

#dns_default_ip 10.10.10.1

¢¬±|¢£¤~³ª²|§®=NVOKNSUKNKNMM



f¬²°­¢³¡²§­¬=²­=j~ªµ~°£=^¬~ª·±§± `¦~®²£°=N

x=NV=z

l¬¡£=²¦£=¡­¬¤§¥³°~²§­¬=¡¦~¬¥£±=~°£=¢­¬£I=p~´£=²¦£=¡­¬¤§¥³°~²§­¬=¤§ª£=~¬¢=ª~³¬¡¦
²¦£=fk£²p§«=«~§¬=®°­¥°~«K=s£°§¤·=²¦~²=~ªª=²¦£=±£°´§¡£±=~°£=°³¬¬§¬¥=~¬¢=~ª±­=¡¦£¡©
µ¦£²¦£°=²¦£=inetsim=§±=ª§±²£¬§¬¥=­¬=192.168.1.100I=~±=¦§¥¦ª§¥¦²£¢=§¬=²¦£
¤­ªª­µ§¬¥=¡­¢£K=v­³=¡~¬=±²­®=²¦£=±£°´§¡£= ·=®°£±±§¬¥=`qoiH`W

$ ±³¢­=§¬£²±§«
INetSim 1.2.6 (2016-08-29) by Matthias Eckert & Thomas Hungenberg

Using log directory: /var/log/inetsim/

Using data directory: /var/lib/inetsim/

Using report directory: /var/log/inetsim/report/

Using configuration file: /etc/inetsim/inetsim.conf

=== INetSim main process started (PID 2640) ===

Session ID: 2640

Listening on: NVOKNSUKNKNMM
Real Date/Time: 2017-07-08 07:26:02

Fake Date/Time: 2017-07-08 07:26:02 (Delta: 0 seconds)

 Forking services...

 * irc_6667_tcp - started (PID 2652)

 * ntp_123_udp - started (PID 2653)

 * ident_113_tcp - started (PID 2655)

 * time_37_tcp - started (PID 2657)

 * daytime_13_tcp - started (PID 2659)

 * discard_9_tcp - started (PID 2663)

 * echo_7_tcp - started (PID 2661)

 * dns_53_tcp_udp - started (PID 2642)

 [..........REMOVED.............]

 * http_80_tcp - started (PID 2643)

 * https_443_tcp - started (PID 2644)

 done.

Simulation running.

^²=±­«£=®­§¬²I=·­³=¬££¢=²¦£=~ §ª§²·=²­=²°~¬±¤£°=¤§ª£±= £²µ££¬=²¦£=¦­±²=~¬¢=²¦£NMK
´§°²³~ª=«~¡¦§¬£K=q­=£¬~ ª£=²¦~²=­¬=sjµ~°£I=®­µ£°=­¤¤=²¦£=´§°²³~ª=«~¡¦§¬£=~¬¢
 °§¬¥=³®=²¦£=p£²²§¬¥±K=p£ª£¡²=l®²§­¬±=º=d³£±²=f±­ª~²§­¬=~¬¢=¡¦£¡©= ­²¦=b¬~ ª£
¢°~¥=~¬¢=¢°­®=~¬¢=b¬~ ª£=¡­®·=~¬¢=®~±²£K=p~´£=²¦£=±£²²§¬¥±K

l¬=s§°²³~ª ­¶I=µ¦§ª£=²¦£=´§°²³~ª=«~¡¦§¬£=§±=®­µ£°£¢=­¤¤I= °§¬¥=³®=p£²²§¬¥±=º
d£¬£°~ª=º=^¢´~¬¡£¢=~¬¢=«~©£=±³°£=²¦~²= ­²¦=p¦~°£¢=`ª§® ­~°¢=~¬¢=a°~¥=D¬D
a°­®=~°£=±£²=²­=_§¢§°£¡²§­¬~ªK=`ª§¡©=­¬=lhK



f¬²°­¢³¡²§­¬=²­=j~ªµ~°£=^¬~ª·±§± `¦~®²£°=N

x=OM=z

^²=²¦§±=®­§¬²I=²¦£=i§¬³¶=sj=§±=¡­¬¤§¥³°£¢=²­=³±£=e­±²J­¬ª·=«­¢£I=~¬¢=fk£²p§«=§±NNK
±£²=³®=²­=±§«³ª~²£=~ªª=²¦£=±£°´§¡£±K=q¦£=ª~±²=±²£®=§±=²­=²~©£=~=±¬~®±¦­²=E¡ª£~¬
±¬~®±¦­²F=~¬¢=¥§´£=§²=~=¬~«£=­¤=·­³°=¡¦­§¡£=±­=²¦~²=·­³=¡~¬=°£´£°²=§²= ~¡©=²­=²¦£
¡ª£~¬=±²~²£=µ¦£¬=°£¯³§°£¢K=q­=²~©£=~=±¬~®±¦­²=­¬==sjµ~°£=µ­°©±²~²§­¬I=¡ª§¡©=­¬
sj=º=p¬~®±¦­²=º=q~©£=p¬~®±¦­²K=l¬=s§°²³~ª ­¶I=²¦£=±~«£=¡~¬= £=¢­¬£= ·
¡ª§¡©§¬¥=­¬=j~¡¦§¬£=º=q~©£=p¬~®±¦­²K

^®~°²=¤°­«=²¦£=¢°~¥=~¬¢=¢°­®=¤£~²³°£I=§²=§±=~ª±­=®­±±§ ª£=²­=²°~¬±¤£°=¤§ª£±
¤°­«=²¦£=¦­±²=«~¡¦§¬£=²­=²¦£=´§°²³~ª=«~¡¦§¬£=³±§¬¥=±¦~°£¢=¤­ª¢£°±X=°£¤£°=²­
²¦£=¤­ªª­µ§¬¥=¤­°=s§°²³~ª_­¶=Ehttps://www.virtualbox.org/manual/
ch04.html#sharedfoldersF=~¬¢=²­=²¦£=¤­ªª­µ§¬¥=¤­°=sjµ~°£=Ehttps://
docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.

using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.htmlFK

RKQ=p£²²§¬¥=r®=^¬¢=`­¬¤§¥³°§¬¥=t§¬¢­µ±=sj
_£¤­°£=±£²²§¬¥=³®=²¦£=t§¬¢­µ±=sjI=·­³=¤§°±²=¬££¢=²­=§¬±²~ªª=~=t§¬¢­µ±=­®£°~²§¬¥=±·±²£«
Et§¬¢­µ±=TI=t§¬¢­µ=UI=~¬¢=±­=­¬F=­¤=·­³°=¡¦­§¡£=§¬=²¦£=´§°²³~ª§¸~²§­¬=±­¤²µ~°£=E±³¡¦=~±
sjµ~°£=­°=s§°²³~ª_­¶FK=l¬¡£=·­³=¦~´£=t§¬¢­µ±=§¬±²~ªª£¢I=¤­ªª­µ=²¦£±£=±²£®±W

a­µ¬ª­~¢=m·²¦­¬=¤°­«=https://www.python.org/downloads/K=_£=±³°£=²­NK
¢­µ¬ª­~¢=m·²¦­¬=OKTK¶=E±³¡¦=~±=OKTKNPFX=«­±²=­¤=²¦£=±¡°§®²±=³±£¢=§¬=²¦§±= ­­©=~°£
µ°§²²£¬=²­=°³¬=­¬=²¦£=m·²¦­¬=OKT=´£°±§­¬=~¬¢=«~·=¬­²=°³¬=¡­°°£¡²ª·=­¬=m·²¦­¬=PK
^¤²£°=·­³D´£=¢­µ¬ª­~¢£¢=²¦£=¤§ª£I=°³¬=²¦£=§¬±²~ªª£°K=j~©£=±³°£=·­³=¡¦£¡©=²¦£
­®²§­¬=²­=§¬±²~ªª=®§®=~¬¢=^¢¢=®·²¦­¬K£¶£=²­=m~²¦I=~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥
±¡°££¬±¦­²K=f¬±²~ªª§¬¥=®§®=µ§ªª=«~©£=§²=£~±§£°=²­=§¬±²~ªª=~¬·=²¦§°¢J®~°²·=m·²¦­¬
ª§ °~°§£±I=~¬¢=~¢¢§¬¥=m·²¦­¬=²­=²¦£=®~²¦=µ§ªª=«~©£=§²=£~±§£°=²­=°³¬=m·²¦­¬=¤°­«
~¬·=ª­¡~²§­¬K
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mini: mbPO executable (GUI) Intel 80386, for MS Windows
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notepad.exe: mbPOH executable (GUI) x86-64, for MS Windows
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$=®·²¦­¬
Python 2.7.12 (default, Nov 19 2016, 06:48:10)

[[[=§«®­°²=«~¥§¡
[[[=«=Z=«~¥§¡K­®£¬E«~¥§¡Kj^df`|klkbF
[[[=«Kª­~¢EF
[[[=¤²·®£=Z=«K¤§ª£E°Dª­¥K£¶£DF
[[[=®°§¬²=¤²·®£
PE32 executable (GUI) Intel 80386, for MS Windows
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¦~±¦=­¤=²¦£=±~«®ª£=¡~¬=¦£ª®=§¬=§¢£¬²§¤·§¬¥=µ¦£²¦£°=²¦£=¬£µª·=¢°­®®£¢L¡­®§£¢
±~«®ª£=§±=²¦£=±~«£=~±=²¦£=­°§¥§¬~ª=±~«®ª£=­°=~=¢§¤¤£°£¬²=­¬£K=q¦§±=§¬¤­°«~²§­¬=¡~¬
~±±§±²=·­³=§¬=¢£¡§¢§¬¥=µ¦£²¦£°=²¦£=~¬~ª·±§±=¬££¢±=²­= £=®£°¤­°«£¢=­¬=~=±§¬¥ª£
±~«®ª£=­°=«³ª²§®ª£=±~«®ª£±K
c§ª£=¦~±¦=§±=¤°£¯³£¬²ª·=³±£¢=~±=~¬=§¬¢§¡~²­°=²­=±¦~°£=µ§²¦=­²¦£°=±£¡³°§²·
°£±£~°¡¦£°±=²­=¦£ª®=²¦£«=§¢£¬²§¤·=²¦£=±~«®ª£K
c§ª£=¦~±¦=¡~¬= £=³±£¢=²­=¢£²£°«§¬£=µ¦£²¦£°=²¦£=±~«®ª£=¦~±= ££¬=®°£´§­³±ª·
¢£²£¡²£¢= ·=±£~°¡¦§¬¥=­¬ª§¬£=­°=±£~°¡¦§¬¥=²¦£=¢~²~ ~±£=­¤=«³ª²§=^¬²§J´§°³±
±¡~¬¬§¬¥=±£°´§¡£=ª§©£=s§°³±q­²~ªK

OKN=d£¬£°~²§¬¥=`°·®²­¥°~®¦§¡=e~±¦=r±§¬¥=q­­ª±
l¬=~=i§¬³¶=±·±²£«I=¤§ª£=¦~±¦£±=¡~¬= £=¥£¬£°~²£¢=³±§¬¥=²¦£=md5sumI=sha256sumI=~¬¢
sha1sum=³²§ª§²§£±W

$=«¢R±³«=ª­¥K£¶£
6e4e030fbd2ee786e1b6b758d5897316  log.exe

$=±¦~ORS±³«=ª­¥K£¶£
01636faaae739655bf88b39d21834b7dac923386d2b52efb4142cb278061f97f  log.exe

$=±¦~N±³«=ª­¥K£¶£
625644bacf83a889038e4a283d29204edc0e9b65  log.exe



p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=PM=z

c­°=t§¬¢­µ±I=´~°§­³±=²­­ª±=¤­°=¥£¬£°~²§¬¥=¤§ª£=¦~±¦£±=¡~¬= £=¤­³¬¢=­¬ª§¬£K=e~±¦j·c§ª£±
Ehttp://www.nirsoft.net/utils/hash_my_files.htmlF=§±=­¬£=±³¡¦=²­­ª=²¦~²=¥£¬£°~²£±
¦~±¦=´~ª³£±=¤­°=±§¬¥ª£=­°=«³ª²§®ª£=¤§ª£±I=~¬¢=§²=~ª±­=¦§¥¦ª§¥¦²±=§¢£¬²§¡~ª=¦~±¦£±=µ§²¦=±~«£
¡­ª­°±K=f¬=²¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²I=§²=¡~¬= £=±££¬=²¦~²=log.exe=~¬¢=bunny.exe=~°£=²¦£
±~«£=±~«®ª£±= ~±£¢=­¬=²¦£§°=¦~±¦=´~ª³£±W

v­³=¡~¬=¥£²=~=ª§±²=~¬¢=¡­«®~°§±­¬=­¤=´~°§­³±=¦~±¦§¬¥=²­­ª±=¦£°£W=https://
en.wikipedia.org/wiki/Comparison_of_file_verification_softwareK
c££ª=¤°££=²­=¡¦­­±£=²¦£=­¬£±=²¦~²= £±²=±³§²=·­³°=¬££¢±=~¤²£°=~=¡~°£¤³ª
°£´§£µK

OKO=a£²£°«§¬§¬¥=`°·®²­¥°~®¦§¡=e~±¦=§¬=m·²¦­¬
f¬=m·²¦­¬I=§²=§±=®­±±§ ª£=²­=¥£¬£°~²£=¤§ª£=¦~±¦£±=³±§¬¥=²¦£=hashlib=«­¢³ª£I=~±=±¦­µ¬=¦£°£W

$=®·²¦­¬
Python 2.7.12 (default, Nov 19 2016, 06:48:10)

>>> §«®­°²=¦~±¦ª§ 
>>> ¡­¬²£¬²=Z=­®£¬E°?ª­¥K£¶£?I?° ?FK°£~¢EF
>>> ®°§¬²=¦~±¦ª§ K«¢RE¡­¬²£¬²FK¦£¶¢§¥£±²EF
6e4e030fbd2ee786e1b6b758d5897316

>>> ®°§¬²=¦~±¦ª§ K±¦~ORSE¡­¬²£¬²FK¦£¶¢§¥£±²EF
01636faaae739655bf88b39d21834b7dac923386d2b52efb4142cb278061f97f

>>> ®°§¬²=¦~±¦ª§ K±¦~NE¡­¬²£¬²FK¦£¶¢§¥£±²EF
625644bacf83a889038e4a283d29204edc0e9b65

PK=j³ª²§®ª£=^¬²§Js§°³±=p¡~¬¬§¬¥
p¡~¬¬§¬¥=²¦£=±³±®£¡²= §¬~°·=µ§²¦=«³ª²§®ª£=~¬²§J´§°³±=±¡~¬¬£°±=¦£ª®±=§¬=¢£²£°«§¬§¬¥
µ¦£²¦£°=«~ª§¡§­³±=¡­¢£=±§¥¬~²³°£±=£¶§±²=¤­°=²¦£=±³±®£¡²=¤§ª£K=q¦£=±§¥¬~²³°£=¬~«£=¤­°=~
®~°²§¡³ª~°=¤§ª£=¡~¬=®°­´§¢£=~¢¢§²§­¬~ª=§¬¤­°«~²§­¬=~ ­³²=²¦£=¤§ª£=~¬¢=§²±=¡~®~ §ª§²§£±K=_·
´§±§²§¬¥=²¦£=°£±®£¡²§´£=~¬²§´§°³±=´£¬¢­°=µ£ ±§²£±=­°=±£~°¡¦§¬¥=¤­°=²¦£=±§¥¬~²³°£=§¬=±£~°¡¦
£¬¥§¬£±I=·­³=¡~¬=·§£ª¢=¤³°²¦£°=¢£²~§ª±=~ ­³²=²¦£=±³±®£¡²=¤§ª£K=p³¡¦=§¬¤­°«~²§­¬=¡~¬=¦£ª®=§¬
·­³°=±³ ±£¯³£¬²=§¬´£±²§¥~²§­¬=~¬¢=¡~¬=°£¢³¡£=²¦£=~¬~ª·±§±=²§«£K
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PKN=p¡~¬¬§¬¥=²¦£=p³±®£¡²=_§¬~°·=µ§²¦=s§°³±q­²~ª
s§°³±q­²~ª=Ehttp://www.virustotal.comF=§±=~=®­®³ª~°=µ£ J ~±£¢=«~ªµ~°£=±¡~¬¬§¬¥=±£°´§¡£K
f²=~ªª­µ±=·­³=²­=³®ª­~¢=~=¤§ª£I=µ¦§¡¦=§±=²¦£¬=±¡~¬¬£¢=µ§²¦=´~°§­³±=~¬²§J´§°³±=±¡~¬¬£°±I=~¬¢=
²¦£=±¡~¬=°£±³ª²±=~°£=®°£±£¬²£¢=§¬=°£~ª=²§«£=­¬=²¦£=µ£ =®~¥£K=f¬=~¢¢§²§­¬=²­=³®ª­~¢§¬¥=¤§ª£±
¤­°=±¡~¬¬§¬¥I=²¦£=s§°³±q­²~ª=µ£ =§¬²£°¤~¡£=®°­´§¢£±=·­³=²¦£=~ §ª§²·=²­=±£~°¡¦=²¦£§°=¢~²~ ~±£
³±§¬¥=¦~±¦I=roiI=¢­«~§¬I=­°=fm=~¢¢°£±±K=s§°³±q­²~ª=­¤¤£°±=~¬­²¦£°=³±£¤³ª=¤£~²³°£=¡~ªª£¢
s§°³±q­²~ª=d°~®¦I= ³§ª²=­¬=²­®=­¤=²¦£=s§°³±q­²~ª=¢~²~±£²K=r±§¬¥=s§°³±q­²~ª=d°~®¦I=·­³=¡~¬
´§±³~ª§¸£=²¦£=°£ª~²§­¬±¦§®= £²µ££¬=²¦£=¤§ª£=²¦~²=·­³=±³ «§²=~¬¢=§²±=~±±­¡§~²£¢=§¬¢§¡~²­°±
±³¡¦=~±=¢­«~§¬±I=fm=~¢¢°£±±£±I=~¬¢=roi±K=f²=~ª±­=~ªª­µ±=·­³=²­=®§´­²=~¬¢=¬~´§¥~²£=­´£°=£~¡¦
§¬¢§¡~²­°X=²¦§±=¤£~²³°£=§±=£¶²°£«£ª·=³±£¤³ª=§¤=·­³=µ~¬²=²­=¯³§¡©ª·=¢£²£°«§¬£=²¦£=§¬¢§¡~²­°±
~±±­¡§~²£¢=µ§²¦=~=«~ª§¡§­³±= §¬~°·K=c­°=«­°£=§¬¤­°«~²§­¬=­¬=s§°³±q­²~ª=d°~®¦I=°£¤£°=²­=²¦£
¢­¡³«£¬²~²§­¬W=https://support.virustotal.com/hc/en-us/articles/115005002585-
VirusTotal-GraphK

q¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²=±¦­µ±=²¦£=¢£²£¡²§­¬=¬~«£±=¤­°=~=«~ªµ~°£= §¬~°·I=~¬¢=§²=¡~¬= £
±££¬=²¦~²=²¦£= §¬~°·=µ~±=±¡~¬¬£¢=µ§²¦=ST=^¬²§J´§°³±=£¬¥§¬£±X=SM=­¤=²¦£«=¢£²£¡²£¢=²¦§±
 §¬~°·=~±=«~ª§¡§­³±K=f¤=·­³=µ§±¦=²­=³±£=²¦£=s§°³±q­²~ª=d°~®¦=­¬=²¦£= §¬~°·=²­=´§±³~ª§¸£
§¬¢§¡~²­°=°£ª~²§­¬±¦§®±I=¨³±²=¡ª§¡©=­¬=²¦£=s§°³±q­²~ª=d°~®¦=§¡­¬=~¬¢=±§¥¬=§¬=µ§²¦=·­³°
s§°³±q­²~ª=E¡­««³¬§²·F=~¡¡­³¬²W
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=PO=z

s§°³±q­²~ª=­¤¤£°±=¢§¤¤£°£¬²=®°§´~²£=E®~§¢F=±£°´§¡£±=Ehttps://support.
virustotal.com/hc/en-us/articles/115003886005-Private-ServicesFI
µ¦§¡¦=~ªª­µ=·­³=²­=®£°¤­°«=²¦°£~²=¦³¬²§¬¥=~¬¢=¢­µ¬ª­~¢=±~«®ª£±
±³ «§²²£¢=²­=§²K

PKO=n³£°·§¬¥=e~±¦=s~ª³£±=r±§¬¥=s§°³±q­²~ª
m³ ª§¡=^mf
=s§°³±q­²~ª=~ª±­=®°­´§¢£±=±¡°§®²§¬¥=¡~®~ §ª§²§£±=´§~=§²±=®³ ª§¡=^mf=Ehttps://www.
virustotal.com/en/documentation/public-api/FX=§²=~ªª­µ±=·­³=²­=~³²­«~²£=¤§ª£
±³ «§±±§­¬I=°£²°§£´£=¤§ª£Lroi=±¡~¬=°£®­°²±I=~¬¢=°£²°§£´£=¢­«~§¬Lfm=°£®­°²±K

q¦£=¤­ªª­µ§¬¥=§±=~=m·²¦­¬=±¡°§®²=²¦~²=¢£«­¬±²°~²£±=²¦£=³±£=­¤=s§°³±q­²~ªD±=®³ ª§¡=^mfK=q¦§±
±¡°§®²=²~©£±=²¦£=¦~±¦=´~ª³£=EjaRLpe^NLpe^ORSF=~±=§¬®³²=~¬¢=¯³£°§£±=²¦£=s§°³±q­²~ª
¢~²~ ~±£K=q­=³±£=²¦£=¤­ªª­µ§¬¥=±¡°§®²I=·­³=¬££¢=²­=³±£=~=m·²¦­¬=OKTK¶=´£°±§­¬X=·­³=«³±²
 £=¡­¬¬£¡²£¢=²­=²¦£=§¬²£°¬£²=~¬¢=«³±²=¦~´£=~=s§°³±q­²~ª=®³ ª§¡=^mf=©£·=Eµ¦§¡¦=¡~¬= £
­ ²~§¬£¢= ·=±§¥¬§¬¥=³®=¤­°=~=s§°³±q­²~ª=~¡¡­³¬²FK=l¬¡£=·­³=¦~´£=²¦£=^mf=©£·I=¨³±²=³®¢~²£
²¦£=api_key=´~°§~ ª£=µ§²¦=·­³°=^mf=©£·W

q¦£=¤­ªª­µ§¬¥=±¡°§®²=~¬¢=«­±²=­¤=²¦£=±¡°§®²±=µ°§²²£¬=§¬=²¦§±= ­­©=~°£=³±£¢
²­=¢£«­¬±²°~²£=²¦£=¡­¬¡£®²X=²¦£·=¢­=¬­²=®£°¤­°«=§¬®³²=´~ª§¢~²§­¬=­°=£°°­°
¦~¬¢ª§¬¥K=f¤=·­³=µ§±¦=²­=³±£=²¦£«=¤­°=®°­¢³¡²§­¬I=·­³=±¦­³ª¢=¡­¬±§¢£°
«­¢§¤·§¬¥=²¦£=±¡°§®²=²­=¤­ªª­µ=²¦£= £±²=®°~¡²§¡£±=«£¬²§­¬£¢=¦£°£W=https://
www.python.org/dev/peps/pep-0008/K

import urllib

import urllib2

import json

import sys

hash_value = sys.argv[1]

vt_url = "https://www.virustotal.com/vtapi/v2/file/report"

~®§|©£·=Z=?Y³®¢~²£=·­³°=~®§=©£·=¦£°£[?
parameters = {'apikey': api_key, 'resource': hash_value}

encoded_parameters = urllib.urlencode(parameters)

request = urllib2.Request(vt_url, encoded_parameters)

response = urllib2.urlopen(request)

json_response = json.loads(response.read())

if json_response['response_code']:

    detections = json_response['positives']

    total = json_response['total']

    scan_results = json_response['scans']

    print "Detections: %s/%s" % (detections, total)
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=PP=z

    print "VirusTotal Results:"

    for av_name, av_data in scan_results.items():

        print "\t%s ==> %s" % (av_name, av_data['result'])

else:

    print "No AV Detections For: %s" % hash_value

o³¬¬§¬¥=²¦£=®°£¡£¢§¬¥=±¡°§®²= ·=¥§´§¬¥=§²=~¬=jaR=¦~±¦=­¤=~= §¬~°·=±¦­µ±=²¦£=~¬²§´§°³±
¢£²£¡²§­¬±=~¬¢=²¦£=±§¥¬~²³°£=¬~«£±=¤­°=²¦£= §¬~°·K

$=«¢R±³«=RPQMK£¶£
5340fcfb3d2fa263c280e9659d13ba93 5340.exe

$=®·²¦­¬=´²|¦~±¦|¯³£°·K®·=RPQM¤¡¤ P¢O¤~OSP¡OUM£VSRV¢NP ~VP
Detections: 44/56

VirusTotal Results:

  Bkav ==> None

  MicroWorld-eScan ==> Trojan.Generic.11318045

  nProtect ==> Trojan/W32.Agent.105472.SJ

  CMC ==> None

  CAT-QuickHeal ==> Trojan.Agen.r4

  ALYac ==> Trojan.Generic.11318045

  Malwarebytes ==> None

  Zillya ==> None

  SUPERAntiSpyware ==> None

  TheHacker ==> None

  K7GW ==> Trojan ( 001d37dc1 )

  K7AntiVirus ==> Trojan ( 001d37dc1 )

  NANO-Antivirus ==> Trojan.Win32.Agent.cxbxiy

  F-Prot ==> W32/Etumbot.K

  Symantec ==> Trojan.Zbot

  [.........Removed..............]

q¦£=­²¦£°=~ª²£°¬~²§´£=§±=²­=³±£=mb=~¬~ª·±§±=²­­ª±=±³¡¦=~±=®£±²³¢§­=Ehttps://www.winitor.
com/F=­°=mmbb=Ehttps://www.mzrst.com/FK=r®­¬=ª­~¢§¬¥=²¦£= §¬~°·I=²¦£=¦~±¦=´~ª³£=­¤=²¦£
 §¬~°·=§±=~³²­«~²§¡~ªª·=¯³£°§£¢=¤°­«=²¦£=s§°³±q­²~ª=¢~²~ ~±£=~¬¢=²¦£=°£±³ª²±=~°£=¢§±®ª~·£¢I
~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²W
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=PQ=z

l¬ª§¬£=±¡~¬¬£°±=±³¡¦=~±=s§°p`^k=Ehttp://www.virscan.org/FI=g­²²§
j~ªµ~°£=p¡~¬=Ehttps://virusscan.jotti.org/FI=~¬¢=lmpt^qD±
j£²~¢£¤£¬¢£°=Ehttps://www.metadefender.com/#!/scan-fileF=~ªª­µ=·­³
²­=±¡~¬=~=±³±®£¡²=¤§ª£=µ§²¦=«³ª²§®ª£=~¬²§J´§°³±=±¡~¬¬§¬¥=£¬¥§¬£±I=~¬¢=±­«£
­¤=²¦£«=~ª±­=~ªª­µ=·­³=²­=¢­=¦~±¦=ª­­©³®±K

q¦£°£=~°£=~=¤£µ=¤~¡²­°±L°§±©±=²­=¡­¬±§¢£°=µ¦£¬=±¡~¬¬§¬¥=~= §¬~°·=µ§²¦=^¬²§Js§°³±=±¡~¬¬£°±
­°=µ¦£¬=±³ «§²²§¬¥=~= §¬~°·=²­=­¬ª§¬£=~¬²§J´§°³±=±¡~¬¬§¬¥=±£°´§¡£±W

f¤=~=±³±®£¡²= §¬~°·=¢­£±=¬­²=¥£²=¢£²£¡²£¢= ·=²¦£=^¬²§Js§°³±=±¡~¬¬§¬¥=£¬¥§¬£±I=§²
¢­£±=¬­²=¬£¡£±±~°§ª·=«£~¬=²¦~²=²¦£=±³±®£¡²= §¬~°·=§±=±~¤£K=q¦£±£=~¬²§J´§°³±
£¬¥§¬£±=°£ª·=­¬=±§¥¬~²³°£±=~¬¢=¦£³°§±²§¡±=²­=¢£²£¡²=«~ª§¡§­³±=¤§ª£±K=q¦£=«~ªµ~°£
~³²¦­°±=¡~¬=£~±§ª·=«­¢§¤·=²¦£§°=¡­¢£=~¬¢=³±£=­ ¤³±¡~²§­¬=²£¡¦¬§¯³£±=²­= ·®~±±
²¦£±£=¢£²£¡²§­¬±I= £¡~³±£=­¤=µ¦§¡¦=±­«£=­¤=²¦£=~¬²§J´§°³±=£¬¥§¬£±=«§¥¦²=¤~§ª=²­
¢£²£¡²=²¦£= §¬~°·=~±=«~ª§¡§­³±K
t¦£¬=·­³=³®ª­~¢=~= §¬~°·=²­=~=®³ ª§¡=±§²£I=²¦£= §¬~°·=·­³=±³ «§²=«~·= £=±¦~°£¢
µ§²¦=²¦§°¢=®~°²§£±=~¬¢=´£¬¢­°±K=q¦£=±³±®£¡²= §¬~°·=«~·=¡­¬²~§¬=±£¬±§²§´£I
®£°±­¬~ªI=­°=®°­®°§£²~°·=§¬¤­°«~²§­¬=±®£¡§¤§¡=²­=·­³°=­°¥~¬§¸~²§­¬I=±­=§²=§±=¬­²
~¢´§±~ ª£=²­=±³ «§²=~= §¬~°·=²¦~²=§±=®~°²=­¤=~=¡­¬¤§¢£¬²§~ª=§¬´£±²§¥~²§­¬=²­=®³ ª§¡
~¬²§J´§°³±=±¡~¬¬§¬¥=±£°´§¡£±K=j­±²=µ£ J ~±£¢=~¬²§J´§°³±=±¡~¬¬§¬¥=±£°´§¡£±=~ªª­µ
·­³=²­=±£~°¡¦=²¦£§°=£¶§±²§¬¥=¢~²~ ~±£=­¤=±¡~¬¬£¢=¤§ª£±=³±§¬¥=¡°·®²­¥°~®¦§¡=¦~±¦
´~ª³£±=EjaRI=pe^NI=­°=pe^ORSFX=±­=~¬=~ª²£°¬~²§´£=²­=±³ «§²²§¬¥=²¦£= §¬~°·=§±=²­
±£~°¡¦= ~±£¢=­¬=²¦£=¡°·®²­¥°~®¦§¡=¦~±¦=­¤=²¦£= §¬~°·K
t¦£¬=·­³=±³ «§²=~= §¬~°·=²­=²¦£=­¬ª§¬£=~¬²§´§°³±=±¡~¬¬§¬¥=£¬¥§¬£±I=²¦£=±¡~¬
°£±³ª²±=~°£=±²­°£¢=§¬=²¦£§°=¢~²~ ~±£I=~¬¢=«­±²=­¤=²¦£=±¡~¬=¢~²~=§±=®³ ª§¡ª·=~´~§ª~ ª£
~¬¢=¡~¬= £=¯³£°§£¢=ª~²£°K=^²²~¡©£°±=¡~¬=³±£=²¦£=±£~°¡¦=¤£~²³°£=²­=¯³£°·=²¦£=¦~±¦
­¤=²¦£§°=±~«®ª£=²­=¡¦£¡©=µ¦£²¦£°=²¦£§°= §¬~°·=¦~±= ££¬=¢£²£¡²£¢K=a£²£¡²§­¬=­¤
²¦£§°=±~«®ª£=«~·=¡~³±£=²¦£=~²²~¡©£°±=²­=¡¦~¬¥£=²¦£§°=²~¡²§¡±=²­=~´­§¢=¢£²£¡²§­¬K

QK=b¶²°~¡²§¬¥=p²°§¬¥±
p²°§¬¥±=~°£=^p`ff=~¬¢=r¬§¡­¢£J®°§¬²~ ª£=±£¯³£¬¡£±=­¤=¡¦~°~¡²£°±=£« £¢¢£¢=µ§²¦§¬=~=¤§ª£K
b¶²°~¡²§¬¥=±²°§¬¥±=¡~¬=¥§´£=¡ª³£±=~ ­³²=²¦£=®°­¥°~«=¤³¬¡²§­¬~ª§²·=~¬¢=§¬¢§¡~²­°±=~±±­¡§~²£¢
µ§²¦=~=±³±®£¡²= §¬~°·K=c­°=£¶~«®ª£I=§¤=~=«~ªµ~°£=¡°£~²£±=~=¤§ª£I=²¦£=¤§ª£¬~«£=§±=±²­°£¢=~±=~
±²°§¬¥=§¬=²¦£= §¬~°·K=l°I=§¤=~=«~ªµ~°£=°£±­ª´£±=~=¢­«~§¬=¬~«£=¡­¬²°­ªª£¢= ·=²¦£=~²²~¡©£°I=²¦£¬
²¦£=¢­«~§¬=¬~«£=§±=±²­°£¢=~±=~=±²°§¬¥K=p²°§¬¥±=£¶²°~¡²£¢=¤°­«=²¦£= §¬~°·=¡~¬=¡­¬²~§¬
°£¤£°£¬¡£±=²­=¤§ª£¬~«£±I=roi±I=¢­«~§¬=¬~«£±I=fm=~¢¢°£±±£±I=~²²~¡©=¡­««~¬¢±I=°£¥§±²°·
©£·±I=~¬¢=±­=­¬K=^ª²¦­³¥¦=±²°§¬¥±=¢­=¬­²=¥§´£=~=¡ª£~°=®§¡²³°£=­¤=²¦£=®³°®­±£=~¬¢=¡~®~ §ª§²·
­¤=~=¤§ª£I=²¦£·=¡~¬=¥§´£=~=¦§¬²=~ ­³²=µ¦~²=«~ªµ~°£=§±=¡~®~ ª£=­¤=¢­§¬¥K

http://www.virscan.org/
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=PR=z

QKN=p²°§¬¥=b¶²°~¡²§­¬=r±§¬¥=q­­ª±
q­=£¶²°~¡²=±²°§¬¥±=¤°­«=~=±³±®£¡²= §¬~°·I=·­³=¡~¬=³±£=²¦£=±²°§¬¥±=³²§ª§²·=­¬=i§¬³¶=±·±²£«±K
q¦£=±²°§¬¥±=¡­««~¬¢I= ·=¢£¤~³ª²I=£¶²°~¡²±=²¦£=^p`ff=±²°§¬¥±=²¦~²=~°£=~²=ª£~±²=¤­³°=¡¦~°~¡²£°±
ª­¬¥K=t§²¦=²¦£=-a=­®²§­¬=§²=§±=®­±±§ ª£=²­=£¶²°~¡²=±²°§¬¥±=¤°­«=²¦£=£¬²§°£=¤§ª£K=q¦£=¤­ªª­µ§¬¥
^p`ff=±²°§¬¥±=£¶²°~¡²£¢=¤°­«=²¦£=«~ª§¡§­³±= §¬~°·=±¦­µ=°£¤£°£¬¡£=²­=~¬=fm=~¢¢°£±±K=q¦§±
§¬¢§¡~²£±=²¦~²=µ¦£¬=²¦§±=«~ªµ~°£=§±=£¶£¡³²£¢I=§²=®°­ ~ ª·=£±²~ ª§±¦£±=~=¡­¬¬£¡²§­¬=µ§²¦=²¦~²
fm=~¢¢°£±±W

$=±²°§¬¥±=J~=ª­¥K£¶£
!This program cannot be run in DOS mode.

Rich

.text

`.rdata

@.data

L$"%

h4z@

NOUKVNKPQKNUU
%04d-%02d-%02d %02d:%02d:%02d %s

f¬=²¦£=¤­ªª­µ§¬¥=£¶~«®ª£I=²¦£=^p`ff=±²°§¬¥±=£¶²°~¡²£¢=¤°­«=~=«~ªµ~°£=¡~ªª£¢=p®· ­²=¥§´£=~¬
§¬¢§¡~²§­¬=­¤=§²±=alp=~¬¢=h£·=ª­¥¥§¬¥=¡~®~ §ª§²§£±W

$=±²°§¬¥±=J~=±®· ­²K£¶£
!This program cannot be run in DOS mode.

.text

`.bss

.data

.idata

.rsrc

]_^[

©£·ª­¥K²¶²
%s (Changed window

h£·ª­¥¥£°=p²~°²£¢
HH:mm:ss]

[dd:MMM:yyyy,

p·¬cª­­¢§¬¥W=B±=®­°²W=B§=¢£ª~·W=B§=²§«£±WB§K
 ª~= ª~= ª~~~~±¢~±¢
m­°²±¡~¬¬£°=±²~°²§®W=B±=®­°²W=B§=¢£ª~·W=B±±£¡K
m­°²±¡~¬¬£°=±²~°²§®W=B±=®­°²W=B§=¢£ª~·W=B±±£¡K=ª­¥¥§¬¥=²­W=B±
kuang

sub7

%i.%i.%i.0

scan

redirect %s:%i > %s:%i)

h£·ª­¥¥£°=ª­¥¥§¬¥=²­=B±
h£·ª­¥¥£°=~¡²§´£=­³²®³²=²­W=a``=¡¦~²



p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=PS=z

h£·ª­¥¥£°=~¡²§´£=­³²®³²=²­W=B±
£°°­°=~ª°£~¢·=ª­¥¥§¬¥=©£·±=²­=B±=³±£=?±²­®©£·ª­¥¥£°?=²­=±²­®
±²~°²©£·ª­¥¥£°
passwords

j~ªµ~°£=±®£¡§«£¬±=~ª±­=³±£=r¬§¡­¢£=EO= ·²£±=®£°=¡¦~°~¡²£°F=±²°§¬¥±K=q­=¥£²=³±£¤³ª
§¬¤­°«~²§­¬=¤°­«=²¦£= §¬~°·I=±­«£²§«£±=·­³=¬££¢=²­=£¶²°~¡²= ­²¦=^p`ff=~¬¢=r¬§¡­¢£=±²°§¬¥±K
q­=£¶²°~¡²=r¬§¡­¢£=±²°§¬¥±=³±§¬¥=²¦£=±²°§¬¥±=¡­««~¬¢I=³±£=²¦£=-el ­®²§­¬K

f¬=²¦£=¤­ªª­µ§¬¥=£¶~«®ª£I=²¦£=«~ªµ~°£=±~«®ª£=¢§¢=¬­²=°£´£~ª=³¬³±³~ª=^p`ff=±²°§¬¥±I= ³²
£¶²°~¡²§¬¥=²¦£=r¬§¡­¢£=±²°§¬¥±=±¦­µ£¢=°£¤£°£¬¡£±=²­=²¦£=¢­«~§¬=¬~«£I=~¬¢=²¦£=o³¬=°£¥§±²°·
©£·=Eµ¦§¡¦=§±=¤°£¯³£¬²ª·=³±£¢= ·=«~ªµ~°£=²­=±³°´§´£=²¦£=°£ ­­²FX=~¬¢=§²=~ª±­=¦§¥¦ª§¥¦²±=~
«~ªµ~°£D±=®­±±§ ª£=¡~®~ §ª§²·=²­=~¢¢=~=®°­¥°~«=²­=²¦£=¤§°£µ~ªª=µ¦§²£ª§±²W

$=±²°§¬¥±=J~=J£ª=«³ª²§K£¶£
AppData

44859ba2c98feb83b5aab46a9af5fefc

¦~§¶¶¢°£©²K¢·¬¢¬±K¦³
True

p­¤²µ~°£yj§¡°­±­¤²yt§¬¢­µ±y`³°°£¬²s£°±§­¬yo³¬
Software\

.exe

SEE_MASK_NOZONECHECKS

¬£²±¦=¤§°£µ~ªª=~¢¢=~ªª­µ£¢®°­¥°~« "

l¬=t§¬¢­µ±I=®£±²³¢§­=Ehttps://www.winitor.comF=§±=~=¦~¬¢·=²­­ª=²¦~²=¢§±®ª~·±= ­²¦=^p`ff
~¬¢=r¬§¡­¢£=±²°§¬¥±K=®£±²³¢§­=§±=~¬=£¶¡£ªª£¬²=mb=~¬~ª·±§±=²­­ª=¤­°=®£°¤­°«§¬¥=§¬§²§~ª
«~ªµ~°£=~±±£±±«£¬²=­¤=~=±³±®£¡²= §¬~°·I=~¬¢=§±=¢£±§¥¬£¢=²­=°£²°§£´£=´~°§­³±=®§£¡£±=­¤=³±£¤³ª
§¬¤­°«~²§­¬=¤°­«=~=mb=£¶£¡³²~ ª£K=s~°§­³±=­²¦£°=¤£~²³°£±=­¤=²¦§±=²­­ª=µ§ªª= £=¡­´£°£¢=§¬
±³ ±£¯³£¬²=±£¡²§­¬±K

q¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²=±¦­µ±=±­«£=­¤=²¦£=^p`ff=~¬¢=r¬§¡­¢£=±²°§¬¥±=ª§±²£¢= ·=®£±²³¢§­X=§²
~±±§±²±=·­³= ·=¦§¥¦ª§¥¦²§¬¥=±­«£=­¤=²¦£=¬­²~ ª£=±²°§¬¥±=§¬=²¦£= ª~¡©ª§±²£¢=¡­ª³«¬I=µ¦§¡¦
~ªª­µ±=·­³=²­=¤­¡³±=­¬=²¦£=§¬²£°£±²§¬¥=±²°§¬¥±=§¬=²¦£= §¬~°·W

https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=PT=z

q¦£=±²°§¬¥±=³²§ª§²·=®­°²£¢=²­=t§¬¢­µ±= ·=j~°©=o³±±§¬­´§¡¦=Ehttps://
technet.microsoft.com/en-us/sysinternals/strings.aspxF=~¬¢=mmbb
Ehttps://www.mzrst.com/F=~°£=±­«£=­¤=²¦£=­²¦£°=²­­ª±=²¦~²=¡~¬= £=³±£¢=²­
£¶²°~¡²= ­²¦=^p`ff=~¬¢=r¬§¡­¢£=±²°§¬¥±K

QKO=a£¡­¢§¬¥=l ¤³±¡~²£¢=p²°§¬¥±=r±§¬¥=cilpp
j­±²=­¤=²¦£=²§«£±I=«~ªµ~°£=~³²¦­°±=³±£=±§«®ª£=±²°§¬¥=­ ¤³±¡~²§­¬=²£¡¦¬§¯³£±=²­=~´­§¢
¢£²£¡²§­¬K=f¬=±³¡¦=¡~±£±I=²¦­±£=­ ¤³±¡~²£¢=±²°§¬¥±=µ§ªª=¬­²=±¦­µ=³®=§¬=²¦£=±²°§¬¥±=³²§ª§²·=~¬¢
­²¦£°=±²°§¬¥=£¶²°~¡²§­¬=²­­ª±K=c§°£b·£=i~ ±=l ¤³±¡~²£¢=p²°§¬¥=p­ª´£°=EcilppF=§±=~=²­­ª=¢£±§¥¬£¢
²­=§¢£¬²§¤·=~¬¢=£¶²°~¡²=­ ¤³±¡~²£¢=±²°§¬¥±=¤°­«=«~ªµ~°£=~³²­«~²§¡~ªª·K=f²=¡~¬=¦£ª®=·­³
¢£²£°«§¬£=²¦£=±²°§¬¥±=²¦~²=«~ªµ~°£=~³²¦­°±=µ~¬²=²­=¦§¢£=¤°­«=±²°§¬¥=£¶²°~¡²§­¬=²­­ª±K
cilpp=¡~¬=~ª±­= £=³±£¢=¨³±²=ª§©£=²¦£=±²°§¬¥±=³²§ª§²·=²­=£¶²°~¡²=¦³«~¬J°£~¢~ ª£=±²°§¬¥±=E^p`ff
~¬¢=r¬§¡­¢£FK=v­³=¡~¬=¢­µ¬ª­~¢=cilpp=¤­°=t§¬¢­µ±=­°=i§¬³¶=¤°­«=https://github.
com/fireeye/flare-flossK

f¬=²¦£=¤­ªª­µ§¬¥=£¶~«®ª£I=°³¬¬§¬¥=~=cilpp=±²~¬¢~ª­¬£= §¬~°·=­¬=~=«~ªµ~°£=±®£¡§«£¬=¬­²
­¬ª·=£¶²°~¡²£¢=²¦£=¦³«~¬J°£~¢~ ª£=±²°§¬¥±= ³²=~ª±­=¢£¡­¢£¢=²¦£=­ ¤³±¡~²£¢=±²°§¬¥±=~¬¢
£¶²°~¡²£¢=±²~¡©=±²°§¬¥±=«§±±£¢= ·=²¦£=±²°§¬¥±=³²§ª§²·=~¬¢=­²¦£°=±²°§¬¥=£¶²°~¡²§­¬=²­­ª±K=q¦£
¤­ªª­µ§¬¥=­³²®³²=±¦­µ±=°£¤£°£¬¡£=²­=~¬=£¶£¡³²~ ª£I=b¶¡£ª=¤§ª£I=~¬¢=o³¬=°£¥§±²°·=©£·W

A=¡¦«­¢=H¶=¤ª­±±
A=KL¤ª­±±=RPQMK£¶£
FLOSS static ASCII strings

!This program cannot be run in DOS mode.

Rich

.text

`.rdata
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=PU=z

@.data

[..removed..]

cilpp=¢£¡­¢£¢=NR=±²°§¬¥±
kb71271.log

R6002

- floating point not loaded

\Microsoft

µ§¬ª­¥¢~²£K£¶£
¼²~±·¢PK¶ª±
[....REMOVED....]

cilpp=£¶²°~¡²£¢=NP=±²~¡©=±²°§¬¥±
BINARY

ka4a8213.log

afjlfjsskjfslkfjsdlkf

'Clt

~tasyd3.xls

"%s"="%s"

regedit /s %s

xehbv|`roobkq|rpboyp­¤²µ~°£yj§¡°­±­¤²yt§¬¢­µ±y`³°°£¬²s£°±§­¬yo³¬z
[.....REMOVED......]

f¤=·­³=~°£=­¬ª·=§¬²£°£±²£¢=§¬=²¦£=¢£¡­¢£¢L±²~¡©=±²°§¬¥±=~¬¢=µ~¬²=²­=£¶¡ª³¢£
²¦£=±²~²§¡=±²°§¬¥±=E^p`ff=~¬¢=r¬§¡­¢£F=¤°­«=²¦£=cilpp=­³²®³²I=²¦£¬
®°­´§¢£=§²=²¦£=--no-static-strings=±µ§²¡¦K=a£²~§ª£¢=§¬¤­°«~²§­¬=~ ­³²
²¦£=µ­°©§¬¥±=­¤=cilpp=~¬¢=§²±=´~°§­³±=³±~¥£=­®²§­¬±=§±=~´~§ª~ ª£
~²=https://www.fireeye.com/blog/threat-research/2016/06/
automatically-extracting-obfuscated-strings.htmlK

RK=a£²£°«§¬§¬¥=c§ª£=l ¤³±¡~²§­¬
b´£¬=²¦­³¥¦=±²°§¬¥=£¶²°~¡²§­¬=§±=~¬=£¶¡£ªª£¬²=²£¡¦¬§¯³£=²­=¦~°´£±²=´~ª³~ ª£=§¬¤­°«~²§­¬I
­¤²£¬=«~ªµ~°£=~³²¦­°±=­ ¤³±¡~²£=­°=~°«­°=²¦£§°=«~ªµ~°£= §¬~°·K=l ¤³±¡~²§­¬=§±=³±£¢= ·
«~ªµ~°£=~³²¦­°±=²­=®°­²£¡²=²¦£=§¬¬£°=µ­°©§¬¥±=­¤=²¦£=«~ªµ~°£=¤°­«=±£¡³°§²·=°£±£~°¡¦£°±I
«~ªµ~°£=~¬~ª·±²±I=~¬¢=°£´£°±£=£¬¥§¬££°±K=q¦£±£=­ ¤³±¡~²§­¬=²£¡¦¬§¯³£±=«~©£=§²=¢§¤¤§¡³ª²=²­
¢£²£¡²L~¬~ª·¸£=²¦£= §¬~°·X=£¶²°~¡²§¬¥=²¦£=±²°§¬¥±=¤°­«=±³¡¦= §¬~°·=°£±³ª²±=§¬=´£°·=¤£µ£°
±²°§¬¥±I=~¬¢=«­±²=­¤=²¦£=±²°§¬¥±=~°£=­ ±¡³°£¢K=j~ªµ~°£=~³²¦­°±=­¤²£¬=³±£=®°­¥°~«±=±³¡¦
~±=m~¡©£°±=~¬¢=`°·®²­°±=²­=­ ¤³±¡~²£=²¦£§°=¤§ª£=²­=£´~¢£=¢£²£¡²§­¬=¤°­«=±£¡³°§²·=®°­¢³¡²±=±³¡¦
~±=~¬²§J´§°³±=~¬¢=²­=²¦µ~°²=~¬~ª·±§±K

https://www.fireeye.com/blog/threat-research/2016/06/automatically-extracting-obfuscated-strings.html
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=PV=z

RKN=m~¡©£°±=~¬¢=`°·®²­°±
^=m~¡©£°=§±=~=®°­¥°~«=²¦~²=²~©£±=²¦£=£¶£¡³²~ ª£=~±=§¬®³²I=~¬¢=§²=³±£±=¡­«®°£±±§­¬=²­
­ ¤³±¡~²£=²¦£=£¶£¡³²~ ª£D±=¡­¬²£¬²K=q¦§±=­ ¤³±¡~²£¢=¡­¬²£¬²=§±=²¦£¬=±²­°£¢=µ§²¦§¬=²¦£
±²°³¡²³°£=­¤=~=¬£µ=£¶£¡³²~ ª£=¤§ª£X=²¦£=°£±³ª²=§±=~=¬£µ=£¶£¡³²~ ª£=¤§ª£=E®~¡©£¢=®°­¥°~«F=µ§²¦
­ ¤³±¡~²£¢=¡­¬²£¬²=­¬=²¦£=¢§±©K=r®­¬=£¶£¡³²§­¬=­¤=²¦£=®~¡©£¢=®°­¥°~«I=§²=£¶£¡³²£±=~
¢£¡­«®°£±±§­¬=°­³²§¬£I=µ¦§¡¦=£¶²°~¡²±=²¦£=­°§¥§¬~ª= §¬~°·=§¬=«£«­°·=¢³°§¬¥=°³¬²§«£=~¬¢
²°§¥¥£°±=²¦£=£¶£¡³²§­¬K

^=`°·®²­°=§±=±§«§ª~°=²­=~=m~¡©£°I= ³²=§¬±²£~¢=­¤=³±§¬¥=¡­«®°£±±§­¬I=§²=³±£±=£¬¡°·®²§­¬=²­
­ ¤³±¡~²£=²¦£=£¶£¡³²~ ª£D±=¡­¬²£¬²I=~¬¢=²¦£=£¬¡°·®²£¢=¡­¬²£¬²=§±=±²­°£¢=§¬=²¦£=¬£µ
£¶£¡³²~ ª£=¤§ª£K=r®­¬=£¶£¡³²§­¬=­¤=²¦£=£¬¡°·®²£¢=®°­¥°~«I=§²=°³¬±=~=¢£¡°·®²§­¬=°­³²§¬£=²­
£¶²°~¡²=²¦£=­°§¥§¬~ª= §¬~°·=§¬=²¦£=«£«­°·=~¬¢=²¦£¬=²°§¥¥£°±=²¦£=£¶£¡³²§­¬K

q­=¢£«­¬±²°~²£=²¦£=¡­¬¡£®²=­¤=¤§ª£=­ ¤³±¡~²§­¬I=ª£²D±=²~©£=~¬=£¶~«®ª£=­¤=~=«~ªµ~°£=±~«®ª£
¡~ªª£¢=p®· ­²=E¬­²=®~¡©£¢FX=£¶²°~¡²§¬¥=±²°§¬¥±=¤°­«=p®· ­²=±¦­µI=°£¤£°£¬¡£±=²­=±³±®§¡§­³±
£¶£¡³²~ ª£=¬~«£±=~¬¢=fm=~¢¢°£±±£±I=~±=±¦­µ¬=¦£°£W

$=±²°§¬¥±=J~=±®· ­²K£¶£
[....removed....]

EDU_Hack.exe

Sitebot.exe

Winamp_Installer.exe

PlanetSide.exe

DreamweaverMX_Crack.exe

FlashFXP_Crack.exe

Postal_2_Crack.exe

Red_Faction_2_No-CD_Crack.exe

Renegade_No-CD_Crack.exe

Generals_No-CD_Crack.exe

Norton_Anti-Virus_2002_Crack.exe

Porn.exe

AVP_Crack.exe

zoneallarm_pro_crack.exe

[...REMOVED...]

209.126.201.22

209.126.201.20



p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=QM=z

q¦£=p®· ­²=±~«®ª£=µ~±=²¦£¬=°³¬=²¦°­³¥¦=~=®­®³ª~°=®~¡©£°=rmu=Ehttps://upx.github.io/
FI=µ¦§¡¦=°£±³ª²£¢=§¬=~=¬£µ=®~¡©£¢=£¶£¡³²~ ª£=¤§ª£=Espybot_packed.exeFK=q¦£=¤­ªª­µ§¬¥
¡­««~¬¢=­³²®³²=±¦­µ±=²¦£=±§¸£=¢§±¡°£®~¬¡·= £²µ££¬=²¦£=­°§¥§¬~ª=~¬¢=²¦£=®~¡©£¢
 §¬~°·K=rmu=³±£±=¡­«®°£±±§­¬I= £¡~³±£=­¤=µ¦§¡¦=²¦£=±§¸£=­¤=²¦£=®~¡©£¢= §¬~°·=§±=ª­µ£°=²¦~¬
²¦£=­°§¥§¬~ª= §¬~°·W

$=³®¶=J­=±®· ­²|®~¡©£¢K£¶£ ±®· ­²K£¶£
                       Ultimate Packer for eXecutables

                          Copyright (C) 1996 - 2013

UPX 3.91 Markus Oberhumer, Laszlo Molnar & John Reiser Sep 30th 2013

File size Ratio Format Name

-------------------- ------ ----------- -----------

44576 -> 21536 48.31% win32/pe ±®· ­²|®~¡©£¢K£¶£
Packed 1 file.

$ ª±=J~ª
total 76

drwxrwxr-x 2 ubuntu ubuntu 4096 Jul 9 09:04 .

drwxr-xr-x 6 ubuntu ubuntu 4096 Jul 9 09:04 ..

-rw-r--r-- 1 ubuntu ubuntu QQRTS Oct 22 2014 ±®· ­²K£¶£
-rw-r--r-- 1 ubuntu ubuntu ONRPS Oct 22 2014 ±®· ­²|®~¡©£¢K£¶£

o³¬¬§¬¥=²¦£=±²°§¬¥±=¡­««~¬¢=­¬=²¦£=®~¡©£¢= §¬~°·=±¦­µ±=­ ±¡³°£¢=±²°§¬¥±=~¬¢=¢­£±=¬­²
°£´£~ª=«³¡¦=´~ª³~ ª£=§¬¤­°«~²§­¬X=²¦§±=§±=­¬£=­¤=²¦£=°£~±­¬±=µ¦·=~²²~¡©£°±=­ ¤³±¡~²£=²¦£§°
¤§ª£±W

$=±²°§¬¥±=J~=±®· ­²|®~¡©£¢K£¶£
!This program cannot be run in DOS mode.

UPX0

UPX1

.rsrc

3.91

UPX!

t ;t

/t:VU

]^M

9-lh

:A$m

hAgo .

C@@f.

Q*vPCi

%_I;9

PVh29A

[...REMOVED...]
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=QN=z

rmu=§±=~=¡­««­¬=®~¡©£°I=~¬¢=«~¬·=²§«£±=·­³=µ§ªª=¡­«£=~¡°­±±=«~ªµ~°£
±~«®ª£±=®~¡©£¢=µ§²¦=rmuK=f¬=«­±²=¡~±£±I=§²=§±=®­±±§ ª£=²­=³¬®~¡©=²¦£
±~«®ª£=³±§¬¥=²¦£=-d=­®²§­¬K=^¬=£¶~«®ª£=¡­««~¬¢=§±=upx -d -o
spybot_unpacked.exe spybot_packed.exeK

RKO=a£²£¡²§¬¥=c§ª£=l ¤³±¡~²§­¬=r±§¬¥=b¶£§¬¤­=mb
j­±²=ª£¥§²§«~²£=£¶£¡³²~ ª£±=¢­=¬­²=­ ¤³±¡~²£=¡­¬²£¬²I= ³²=±­«£=£¶£¡³²~ ª£±=«~·=¢­=§²=²­
®°£´£¬²=­²¦£°±=¤°­«=£¶~«§¬§¬¥=²¦£§°=¡­¢£K=t¦£¬=·­³=¡­«£=~¡°­±±=~=±~«®ª£=²¦~²=§±=®~¡©£¢I
²¦£°£=§±=~=¦§¥¦=¡¦~¬¡£=­¤=§²= £§¬¥=«~ª§¡§­³±K=q­=¢£²£¡²=®~¡©£°±=­¬=t§¬¢­µ±I=·­³=¡~¬=³±£=~
¤°££µ~°£=²­­ª=±³¡¦=~±=b¶£§¬¤­=mb=Ehttp://exeinfo.atwebpages.com/FX=§²=¦~±=~¬=£~±·J²­J³±£
drfK=^²=²¦£=²§«£=­¤=µ°§²§¬¥=²¦§±= ­­©I=§²=³±£±=«­°£=²¦~¬=QIRMM=±§¥¬~²³°£±=E±²­°£¢=§¬
userdb.txt=§¬=²¦£=±~«£=¢§°£¡²­°·F=²­=¢£²£¡²=´~°§­³±=¡­«®§ª£°±I=®~¡©£°±I=­°=¡°·®²­°±
³²§ª§¸£¢=²­= ³§ª¢=²¦£=®°­¥°~«K=f¬=~¢¢§²§­¬=²­=¢£²£¡²§¬¥=m~¡©£°±I=~¬­²¦£°=§¬²£°£±²§¬¥=¤£~²³°£
­¤=b¶£§¬¤­=mb=§±=²¦~²=§²=¥§´£±=§¬¤­°«~²§­¬L°£¤£°£¬¡£±=­¬=¦­µ=²­=³¬®~¡©=²¦£=±~«®ª£K

i­~¢§¬¥=²¦£=®~¡©£¢=p®· ­²=«~ªµ~°£=±~«®ª£=§¬²­=b¶£§¬¤­=mb=±¦­µ±=²¦~²=§²=§±=®~¡©£¢=µ§²¦
rmuI=~¬¢=§²=~ª±­=¥§´£±=~=¦§¬²=­¬=µ¦§¡¦=¡­««~¬¢=²­=³±£=²­=¢£¡­«®°£±±=²¦£=­ ¤³±¡~²£¢=¤§ª£X
²¦§±=¡~¬=«~©£=·­³°=~¬~ª·±§±=«³¡¦=£~±§£°W

http://exeinfo.atwebpages.com/
http://exeinfo.atwebpages.com/
http://exeinfo.atwebpages.com/
http://exeinfo.atwebpages.com/
http://exeinfo.atwebpages.com/
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=QO=z

l²¦£°=`if=~¬¢=drf=²­­ª±=²¦~²=¡~¬=¦£ª®=·­³=µ§²¦=®~¡©£°=¢£²£¡²§­¬±
§¬¡ª³¢£=q°fa=Ehttp://mark0.net/soft-trid-e.htmlFI=qofak£²=Ehttp://
mark0.net/soft-tridnet-e.htmlFI=a£²£¡²=f²=b~±·=Ehttp://ntinfo.biz/FI
oad=m~¡©£°=a£²£¡²­°=Ehttp://www.rdgsoft.net/FI=®~¡©£°§¢K®·=Ehttps://
github.com/sooshie/packeridFI=~¬¢=mb§a=Ehttp://www.softpedia.com/
get/Programming/Packers-Crypters-Protectors/PEiD-updated.shtmlFK

SK=f¬±®£¡²§¬¥=mb=e£~¢£°=f¬¤­°«~²§­¬
t§¬¢­µ±=£¶£¡³²~ ª£±=«³±²=¡­¬¤­°«=²­=²¦£=mbL`lcc=Em­°²~ ª£=b¶£¡³²~ ª£L`­««­¬=l ¨£¡²=c§ª£
c­°«~²FK=q¦£=mb=¤§ª£=¤­°«~²=§±=³±£¢= ·=²¦£=t§¬¢­µ±=£¶£¡³²~ ª£=¤§ª£±=E±³¡¦=~±=.exeI=.dllI
.sysI=.ocxI=~¬¢=.drvF=~¬¢=±³¡¦=¤§ª£±=~°£=¥£¬£°~ªª·=¡~ªª£¢=m­°²~ ª£=b¶£¡³²~ ª£=EmbF=¤§ª£±K=q¦£
mb=¤§ª£=§±=~=±£°§£±=­¤=±²°³¡²³°£±=~¬¢=±³ J¡­«®­¬£¬²±=²¦~²=¡­¬²~§¬=²¦£=§¬¤­°«~²§­¬=°£¯³§°£¢
 ·=²¦£=­®£°~²§¬¥=±·±²£«=²­=ª­~¢=§²=§¬²­=«£«­°·K

t¦£¬=~¬=£¶£¡³²~ ª£=§±=¡­«®§ª£¢I=§²=§¬¡ª³¢£±=~=¦£~¢£°=Emb=¦£~¢£°FI=µ¦§¡¦=¢£±¡°§ £±=§²±
±²°³¡²³°£K=t¦£¬=²¦£= §¬~°·=§±=£¶£¡³²£¢I=²¦£=­®£°~²§¬¥=±·±²£«=ª­~¢£°=°£~¢±=²¦£=§¬¤­°«~²§­¬
¤°­«=²¦£=mb=¦£~¢£°=~¬¢=²¦£¬=ª­~¢±=²¦£= §¬~°·=¡­¬²£¬²=¤°­«=²¦£=¤§ª£=§¬²­=²¦£=«£«­°·K=q¦£=mb
¦£~¢£°=¡­¬²~§¬±=§¬¤­°«~²§­¬=±³¡¦=~±=µ¦£°£=²¦£=£¶£¡³²~ ª£=¬££¢±=²­= £=ª­~¢£¢=§¬²­=«£«­°·I
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https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.mzrst.com/
https://www.mzrst.com/
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https://www.mzrst.com/
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x=QQ=z

f¬=²¦£=¤­ªª­µ§¬¥=£¶~«®ª£I=²¦£=±®· ­²=±~«®ª£=µ~±=ª­~¢£¢=§¬=®£±²³¢§­K=`ª§¡©§¬¥=­¬=²¦£
ª§ °~°§£±= ³²²­¬=§¬=®£±²³¢§­=¢§±®ª~·±=~ªª=²¦£=aii=¤§ª£±=²¦£=£¶£¡³²~ ª£=¢£®£¬¢±=­¬=~¬¢=²¦£
¬³« £°=­¤=§«®­°²£¢=¤³¬¡²§­¬±=§«®­°²£¢=¤°­«=£~¡¦=aiiK=q¦£±£=~°£=²¦£=aii=¤§ª£±=²¦~²=µ§ªª= £
ª­~¢£¢=§¬²­=²¦£=«£«­°·=µ¦£¬=²¦£=®°­¥°~«=§±=£¶£¡³²£¢W

`ª§¡©§¬¥=­¬=²¦£=§«®­°²±= ³²²­¬=§¬=®£±²³¢§­=¢§±®ª~·±=²¦£=^mf=¤³¬¡²§­¬±=§«®­°²£¢=¤°­«=²¦­±£
aii±K=f¬=²¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²I=²¦£=«~ªµ~°£=§«®­°²±=¬£²µ­°©J°£ª~²£¢=^mf=¤³¬¡²§­¬±
E±³¡¦=~±=connectI=socketI=listenI=sendI=~¬¢=±­=­¬F=¤°­«=wsock32.dllI=§¬¢§¡~²§¬¥=²¦~²
²¦£=«~ªµ~°£I=³®­¬=£¶£¡³²§­¬I=µ§ªª=«­±²=ª§©£ª·=¡­¬¬£¡²=²­=²¦£=f¬²£°¬£²=­°=®£°¤­°«=±­«£
¬£²µ­°©=~¡²§´§²·K=®£±²³¢§­=¦§¥¦ª§¥¦²±=²¦£=^mf=¤³¬¡²§­¬±=²¦~²=~°£=¤°£¯³£¬²ª·=³±£¢= ·
«~ªµ~°£±=§¬=²¦£= ª~¡©ª§±²£¢=¡­ª³«¬K=f¬=±³ ±£¯³£¬²=¡¦~®²£°±I=²¦£=²£¡¦¬§¯³£±=²­=§¬±®£¡²=^mf
¤³¬¡²§­¬±=µ§ªª= £=¡­´£°£¢=§¬=«­°£=¢£²~§ªW
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x=QR=z

p­«£²§«£±I=«~ªµ~°£=¡~¬=ª­~¢=~=aii=£¶®ª§¡§²ª·=¢³°§¬¥=°³¬²§«£=³±§¬¥=^mf=¡~ªª±=±³¡¦
~±=LoadLibrary()=­°=LdrLoadDLL()I=~¬¢=§²=¡~¬=°£±­ª´£=²¦£=¤³¬¡²§­¬=~¢¢°£±±=³±§¬¥
²¦£=GetProcessAdress()=^mfK=f¬¤­°«~²§­¬=~ ­³²=²¦£=aii±=ª­~¢£¢=¢³°§¬¥=°³¬²§«£=µ§ªª
¬­²= £=®°£±£¬²=§¬=²¦£=§«®­°²=²~ ª£=­¤=²¦£=mb=¤§ª£=~¬¢=²¦£°£¤­°£=µ§ªª=¬­²= £=¢§±®ª~·£¢= ·=²¦£
²­­ª±K

f¬¤­°«~²§­¬=~ ­³²=~¬=^mf=¤³¬¡²§­¬=~¬¢=µ¦~²=§²=¢­£±=¡~¬= £=¢£²£°«§¬£¢
¤°­«=jpak=Ej§¡°­±­¤²=a£´£ª­®£°=k£²µ­°©FK=b¬²£°=²¦£=^mf=¬~«£=§¬=²¦£
±£~°¡¦= ~°=Ehttps://msdn.microsoft.com/en-us/default.aspxF=²­=¥£²
¢£²~§ª£¢=§¬¤­°«~²§­¬=~ ­³²=²¦£=^mfK

f¬=~¢¢§²§­¬=²­=¢£²£°«§¬§¬¥=²¦£=«~ªµ~°£=¤³¬¡²§­¬~ª§²·I=§«®­°²±=¡~¬=¦£ª®=·­³=¢£²£¡²=µ¦£²¦£°
~=«~ªµ~°£=±~«®ª£=§±=­ ¤³±¡~²£¢K=f¤=·­³=¡­«£=~¡°­±±=~=«~ªµ~°£=µ§²¦=´£°·=¤£µ=§«®­°²±I=²¦£¬
§²=§±=~=±²°­¬¥=§¬¢§¡~²§­¬=­¤=~=®~¡©£¢= §¬~°·K

q­=¢£«­¬±²°~²£=²¦~²I=ª£²D±=¡­«®~°£=²¦£=§«®­°²±= £²µ££¬=²¦£=³¬®~¡©£¢=±~«®ª£=­¤=±®· ­²=~¬¢
²¦£=®~¡©£¢=±®· ­²=±~«®ª£K=q¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²=±¦­µ±=NNM=§«®­°²±=§¬=²¦£=³¬®~¡©£¢
±®· ­²=±~«®ª£W

https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx
https://msdn.microsoft.com/en-us/default.aspx


p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=QS=z

l¬=²¦£=­²¦£°=¦~¬¢I=²¦£=®~¡©£¢=±~«®ª£=­¤=±®· ­²=±¦­µ±=­¬ª·=NO=§«®­°²±W

p­«£²§«£±=·­³=«§¥¦²=µ~¬²=²­=³±£=m·²¦­¬=²­=£¬³«£°~²£=aii=¤§ª£±=~¬¢=§«®­°²£¢=¤³¬¡²§­¬±
E®°­ ~ ª·=²­=µ­°©=µ§²¦=~=ª~°¥£=¬³« £°=­¤=¤§ª£±FX=²¦§±=¡~¬= £=¢­¬£=³±§¬¥=b°­=`~°£°°~D±=®£¤§ª£
«­¢³ª£=Ehttps://github.com/erocarrera/pefileFK=q¦£=§¬±²~ªª~²§­¬=­¤=²¦£=®£¤§ª£=«­¢³ª£=­¬
r ³¬²³=i§¬³¶=sj=µ~±=¡­´£°£¢=§¬=Chapter 1I=f¬²°­¢³¡²§­¬=²­=j~ªµ~°£=^¬~ª·±§±K=f¤=·­³=~°£
³±§¬¥=~¬·=­²¦£°=­®£°~²§¬¥=±·±²£«I=²¦£¬=§²=¡~¬= £=§¬±²~ªª£¢=³±§¬¥=®§®=Epip install
pefileFK=q¦£=¤­ªª­µ§¬¥=m·²¦­¬=±¡°§®²=¢£«­¬±²°~²£±=²¦£=³±£=­¤=²¦£=®£¤§ª£=«­¢³ª£=²­
£¬³«£°~²£=²¦£=aii±=~¬¢=²¦£=§«®­°²£¢=^mf=¤³¬¡²§­¬±W

import pefile

import sys

mal_file = sys.argv[1]

pe = pefile.PE(mal_file)

if hasattr(pe, 'DIRECTORY_ENTRY_IMPORT'):

    for entry in pe.DIRECTORY_ENTRY_IMPORT:

        print "%s" % entry.dll

        for imp in entry.imports:

            if imp.name != None:

                print "\t%s" % (imp.name)

            else:

                print "\tord(%s)" % (str(imp.ordinal))

        print "\n"

q¦£=¤­ªª­µ§¬¥=§±=²¦£=°£±³ª²=­¤=°³¬¬§¬¥=²¦£=®°£¡£¢§¬¥=±¡°§®²=~¥~§¬±²=²¦£=spybot_packed.exe
±~«®ª£X=¤°­«=²¦£=­³²®³²I=·­³=¡~¬=±££=²¦£=ª§±²=­¤=aii±=~¬¢=§«®­°²£¢=¤³¬¡²§­¬±W

$=®·²¦­¬=£¬³«|§«®­°²±K®·=±®· ­²|®~¡©£¢K£¶£
KERNEL32.DLL

  LoadLibraryA

https://github.com/erocarrera/pefile
https://github.com/erocarrera/pefile
https://github.com/erocarrera/pefile
https://github.com/erocarrera/pefile
https://github.com/erocarrera/pefile
https://github.com/erocarrera/pefile
https://github.com/erocarrera/pefile
https://github.com/erocarrera/pefile
https://github.com/erocarrera/pefile
https://github.com/erocarrera/pefile
https://github.com/erocarrera/pefile
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x=QT=z

  GetProcAddress

  VirtualProtect

  VirtualAlloc

  VirtualFree

  ExitProcess

ADVAPI32.DLL

  RegCloseKey

CRTDLL.DLL

  atoi

[...REMOVED....]

SKO=f¬±®£¡²§¬¥=b¶®­°²±
q¦£=£¶£¡³²~ ª£=~¬¢=aii=¡~¬=£¶®­°²=¤³¬¡²§­¬±I=µ¦§¡¦=¡~¬= £=³±£¢= ·=­²¦£°=®°­¥°~«±K
q·®§¡~ªª·I=~=aii=£¶®­°²±=¤³¬¡²§­¬±=E£¶®­°²±F=²¦~²=~°£=§«®­°²£¢= ·=²¦£=£¶£¡³²~ ª£K=^=aii
¡~¬¬­²=°³¬=­¬=§²±=­µ¬=~¬¢=¢£®£¬¢±=­¬=~=¦­±²=®°­¡£±±=¤­°=£¶£¡³²§¬¥=§²±=¡­¢£K=^¬=~²²~¡©£°
­¤²£¬=¡°£~²£±=~=aii=²¦~²=£¶®­°²±=¤³¬¡²§­¬±=¡­¬²~§¬§¬¥=«~ª§¡§­³±=¤³¬¡²§­¬~ª§²·K=q­=°³¬=²¦£
«~ª§¡§­³±=¤³¬¡²§­¬±=µ§²¦§¬=²¦£=aiiI=§²=§±=±­«£¦­µ=«~¢£=²­= £=ª­~¢£¢= ·=~=®°­¡£±±=²¦~²=¡~ªª±
²¦£±£=«~ª§¡§­³±=¤³¬¡²§­¬±K=aii±=¡~¬=~ª±­=§«®­°²=¤³¬¡²§­¬±=¤°­«=­²¦£°=ª§ °~°§£±=Eaii±F=²­
®£°¤­°«=±·±²£«=­®£°~²§­¬±K

f¬±®£¡²§¬¥=²¦£=£¶®­°²£¢=¤³¬¡²§­¬±=¡~¬=¥§´£=·­³=~=¯³§¡©=§¢£~=­¤=²¦£=aiiD±=¡~®~ §ª§²§£±K=f¬=²¦£
¤­ªª­µ§¬¥=£¶~«®ª£I=ª­~¢§¬¥=~=aii=~±±­¡§~²£¢=µ§²¦=«~ªµ~°£=¡~ªª£¢=o~«¬§²=§¬
®£±²³¢§­=±¦­µ±=§²±=£¶®­°²£¢=¤³¬¡²§­¬±I=¥§´§¬¥=~¬=§¬¢§¡~²§­¬=­¤=§²±=¡~®~ §ª§²§£±K=t¦£¬=~
®°­¡£±±=ª­~¢±=²¦§±=aiiI=~²=±­«£=®­§¬²I=²¦£±£=¤³¬¡²§­¬±=µ§ªª= £=¡~ªª£¢=²­=®£°¤­°«=«~ª§¡§­³±
~¡²§´§²§£±W
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x=QU=z

b¶®­°²=¤³¬¡²§­¬=¬~«£±=«~·=¬­²=~ªµ~·±=¥§´£=~¬=§¢£~=­¤=~=«~ªµ~°£D±
¡~®~ §ª§²§£±K=^¬=~²²~¡©£°=«~·=³±£=°~¬¢­«=­°=¤~©£=£¶®­°²=¬~«£±=²­=«§±ª£~¢
·­³°=~¬~ª·±§±=­°=²­=²¦°­µ=·­³=­¤¤=²°~¡©K

f¬=m·²¦­¬I=²¦£=£¶®­°²£¢=¤³¬¡²§­¬±=¡~¬= £=£¬³«£°~²£¢=³±§¬¥=²¦£=®£¤§ª£=«­¢³ª£I=~±=±¦­µ¬=¦£°£W

$=®·²¦­¬
Python 2.7.12 (default, Nov 19 2016, 06:48:10)

>>> §«®­°²=®£¤§ª£
>>> ®£=Z=®£¤§ª£KmbE?°«¬K¢ªª?F
>>> §¤=¦~±~²²°E®£I=Dafob`qlov|bkqov|bumloqDFW
...     ¤­°=£¶®=§¬=®£Kafob`qlov|bkqov|bumloqK±·« ­ª±W
...         ®°§¬²=?B±?=B=£¶®K¬~«£
...

AddDriverPath

AddRegistryforME

CleanupDevice

CleanupDevice_EX

CreateBridgeRegistryfor2K

CreateFolder

CreateKey

CreateRegistry

DeleteDriverPath

DeleteOemFile

DeleteOemInfFile

DeleteRegistryforME

DuplicateFile

EditRegistry

EnumerateDevice

GetOS

[.....REMOVED....]

SKP=b¶~«§¬§¬¥=mb=p£¡²§­¬=q~ ª£=^¬¢=p£¡²§­¬±
q¦£=~¡²³~ª=¡­¬²£¬²=­¤=²¦£=mb=¤§ª£=§±=¢§´§¢£¢=§¬²­=±£¡²§­¬±K=q¦£=±£¡²§­¬±=~°£=§««£¢§~²£ª·
¤­ªª­µ£¢= ·=²¦£=mb=¦£~¢£°K=q¦£±£=±£¡²§­¬±=°£®°£±£¬²=£§²¦£°=¡­¢£=­°=¢~²~=~¬¢=²¦£·=¦~´£=§¬J
«£«­°·=~²²°§ ³²£±=±³¡¦=~±=°£~¢Lµ°§²£K=q¦£=±£¡²§­¬=°£®°£±£¬²§¬¥=¡­¢£=¡­¬²~§¬±=§¬±²°³¡²§­¬±
²¦~²=µ§ªª= £=£¶£¡³²£¢= ·=²¦£=®°­¡£±±­°I=µ¦£°£~±=²¦£=±£¡²§­¬=¡­¬²~§¬§¬¥=¢~²~=¡~¬=°£®°£±£¬²
¢§¤¤£°£¬²=²·®£±=­¤=¢~²~I=±³¡¦=~±=°£~¢Lµ°§²£=®°­¥°~«=¢~²~=E¥ª­ ~ª=´~°§~ ª£±FI=§«®­°²L£¶®­°²
²~ ª£±I=°£±­³°¡£±I=~¬¢=±­=­¬K=b~¡¦=±£¡²§­¬=¦~±=~=¢§±²§¬¡²=¬~«£=²¦~²=¡­¬´£·±=²¦£=®³°®­±£=­¤
²¦£=±£¡²§­¬K=c­°=£¶~«®ª£I=~=±£¡²§­¬=µ§²¦=¬~«£=.text=§¬¢§¡~²£±=¡­¢£=~¬¢=¦~±=~¬=~²²°§ ³²£=­¤
read-executeX=~=±£¡²§­¬=µ§²¦=¬~«£=.data=§¬¢§¡~²£±=¥ª­ ~ª=¢~²~=~¬¢=¦~±=~¬=~²²°§ ³²£=­¤
read-writeK
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x=QV=z

a³°§¬¥=²¦£=¡­«®§ª~²§­¬=­¤=²¦£=£¶£¡³²~ ª£I=¡­¬±§±²£¬²=±£¡²§­¬=¬~«£±=~°£=~¢¢£¢= ·=²¦£
¡­«®§ª£°±K=q¦£=¤­ªª­µ§¬¥=²~ ª£=­³²ª§¬£±=±­«£=­¤=²¦£=¡­««­¬=±£¡²§­¬±=§¬=~=mb=¤§ª£W

p£¡²§­¬=k~«£ a£±¡°§®²§­¬
.text=­°=CODE `­¬²~§¬±=£¶£¡³²~ ª£=¡­¢£K
.data=­°=DATA q·®§¡~ªª·=`­¬²~§¬±=°£~¢Lµ°§²£=¢~²~=~¬¢=¥ª­ ~ª=´~°§~ ª£±K

Krdata `­¬²~§¬±=°£~¢J­¬ª·=¢~²~K=p­«£²§«£±=§²=~ª±­=¡­¬²~§¬±=§«®­°²=~¬¢=£¶®­°²
§¬¤­°«~²§­¬K=

.idata
f¤=®°£±£¬²I=¡­¬²~§¬±=²¦£=§«®­°²=²~ ª£K=f¤=¬­²=®°£±£¬²I=²¦£¬=²¦£=§«®­°²=§¬¤­°«~²§­¬=§±=±²­°£¢
§¬=.rdata=±£¡²§­¬K

.edata
f¤=®°£±£¬²I=¡­¬²~§¬±=£¶®­°²=§¬¤­°«~²§­¬K=f¤=¬­²=®°£±£¬²I=²¦£¬=²¦£=£¶®­°²=§¬¤­°«~²§­¬=§±
¤­³¬¢=§¬=.rdata=±£¡²§­¬K

.rsrc
q¦§±=±£¡²§­¬=¡­¬²~§¬±=²¦£=°£±­³°¡£±=³±£¢= ·=²¦£=£¶£¡³²~ ª£=±³¡¦=~±=§¡­¬±I=¢§~ª­¥±I=«£¬³±I
±²°§¬¥±I=~¬¢=±­=­¬K

q¦£±£=±£¡²§­¬=¬~«£±=~°£=«~§¬ª·=¤­°=¦³«~¬±=~¬¢=~°£=¬­²=³±£¢= ·=²¦£=­®£°~²§¬¥=±·±²£«I
µ¦§¡¦=«£~¬±=§²=§±=®­±±§ ª£=¤­°=~¬=~²²~¡©£°=­°=~¬=­ ¤³±¡~²§­¬=±­¤²µ~°£=²­=¡°£~²£=±£¡²§­¬±=µ§²¦
¢§¤¤£°£¬²=¬~«£±K=f¤=·­³=¡­«£=~¡°­±±=±£¡²§­¬=¬~«£±=²¦~²=~°£=¬­²=¡­««­¬I=²¦£¬=·­³=±¦­³ª¢
²°£~²=²¦£«=µ§²¦=±³±®§¡§­¬I=~¬¢=¤³°²¦£°=~¬~ª·±§±=§±=°£¯³§°£¢=²­=¡­¬¤§°«=«~ª§¡§­³±¬£±±K

f¬¤­°«~²§­¬=~ ­³²=²¦£±£=±£¡²§­¬±=E±³¡¦=~±=±£¡²§­¬=¬~«£I=µ¦£°£=²­=¤§¬¢=²¦£=±£¡²§­¬I=~¬¢=§²±
¡¦~°~¡²£°§±²§¡±F=§±=®°£±£¬²=§¬=²¦£=±£¡²§­¬=²~ ª£=§¬=²¦£=mb=¦£~¢£°K=b¶~«§¬§¬¥=~=±£¡²§­¬=²~ ª£=µ§ªª
¥§´£=§¬¤­°«~²§­¬=~ ­³²=²¦£=±£¡²§­¬=~¬¢=§²±=¡¦~°~¡²£°§±²§¡±K

t¦£¬=·­³=ª­~¢=~¬=£¶£¡³²~ ª£=§¬=®£±²³¢§­=~¬¢=¡ª§¡©=­¬=±£¡²§­¬±I=§²=¢§±®ª~·±=²¦£=±£¡²§­¬
§¬¤­°«~²§­¬=£¶²°~¡²£¢=¤°­«=²¦£=±£¡²§­¬=²~ ª£=~¬¢=§²±=~²²°§ ³²£±=E°£~¢Lµ°§²£=~¬¢=±­=­¬FK=q¦£
¬£¶²=±¡°££¬±¦­²=¤°­«=®£±²³¢§­=±¦­µ±=²¦£=±£¡²§­¬=§¬¤­°«~²§­¬=¤­°=~¬=£¶£¡³²~ ª£I=~¬¢=±­«£
°£ª£´~¬²=¤§£ª¢±=¤°­«=²¦£=±¡°££¬±¦­²=~°£=£¶®ª~§¬£¢=¦£°£W

c§£ª¢ a£±¡°§®²§­¬

k~«£±
a§±®ª~·±=±£¡²§­¬=¬~«£±K=f¬=²¦§±=¡~±£I=²¦£=£¶£¡³²~ ª£=¡­¬²~§¬±=¤­³°=±£¡²§­¬±=E.textI
.dataI=.rdata=~¬¢=.rsrcFK

s§°²³~ªJp§¸£ f¬¢§¡~²£±=²¦£=±§¸£=­¤=²¦£=±£¡²§­¬=µ¦£¬=ª­~¢£¢=§¬²­=«£«­°·K

s§°²³~ªJ^¢¢°£±± q¦§±=§±=²¦£=°£ª~²§´£=´§°²³~ª=~¢¢°£±±=E²¦~²=§±I=­¤¤±£²=¤°­«=²¦£= ~±£=~¢¢°£±±=­¤=²¦£=£¶£¡³²~ ª£F
µ¦£°£=²¦£=±£¡²§­¬=¡~¬= £=¤­³¬¢=§¬=«£«­°·K

o~µJ±§¸£ f¬¢§¡~²£±=²¦£=±§¸£=­¤=²¦£=±£¡²§­¬=­¬=²¦£=¢§±©K
o~µJ¢~²~ f¬¢§¡~²£±=²¦£=­¤¤±£²=§¬=²¦£=¤§ª£=µ¦£°£=²¦£=±£¡²§­¬=¡~¬= £=¤­³¬¢K

b¬²°·J®­§¬² q¦§±=§±=²¦£=os^=E°£ª~²§´£=´§°²³~ª=~¢¢°£±±F=µ¦£°£=²¦£=¡­¢£=±²~°²±=£¶£¡³²§¬¥K=f¬=²¦§±=¡~±£I=²¦£
£¬²°·=®­§¬²=§±=§¬=²¦£=.text=±£¡²§­¬I=µ¦§¡¦=§±=¬­°«~ªK=
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±~«®ª£=¡­¬²~§¬±=²¦£=¤­ªª­µ§¬¥=¢§±¡°£®~¬¡§£±W
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q¦£=£¬²°·=®­§¬²=§±=§¬=²¦£=UPX1=±£¡²§­¬I=§¬¢§¡~²§¬¥=²¦~²=£¶£¡³²§­¬=µ§ªª=±²~°²=§¬=²¦§±
±£¡²§­¬=E¢£¡­«®°£±±§­¬=°­³²§¬£FK
q·®§¡~ªª·I=raw-size=~¬¢=²¦£=virtual-size=±¦­³ª¢= £=~ª«­±²=£¯³~ªI= ³²=±«~ªª
¢§¤¤£°£¬¡£±=~°£=¬­°«~ª=¢³£=²­=±£¡²§­¬=~ª§¥¬«£¬²K=f¬=²¦§±=¡~±£I=raw-size=§±=0I
§¬¢§¡~²§¬¥=²¦~²=²¦§±=±£¡²§­¬=µ§ªª=¬­²=²~©£=³®=±®~¡£=­¬=²¦£=¢§±©I= ³²=virtual-size
±®£¡§¤§£±=²¦~²I=§¬=«£«­°·I=§²=²~©£±=³®=«­°£=±®~¡£=E~°­³¬¢=127 kbFK=q¦§±=§±=~
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import pefile
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import sys

pe = pefile.PE(sys.argv[1])

for section in pe.sections:

    print "%s %s %s %s" % (section.Name,

                           hex(section.VirtualAddress),

                           hex(section.Misc_VirtualSize),

                           section.SizeOfRawData)

print "\n"

q¦£=¤­ªª­µ§¬¥=§±=²¦£=­³²®³²=~¤²£°=°³¬¬§¬¥=²¦£=®°£¡£¢§¬¥=m·²¦­¬=±¡°§®²W

$=®·²¦­¬=¢§±®ª~·|±£¡²§­¬±K®·=­ª§ K£¶£
UPX0 0x1000 0x1f000 0

UPX1 0x20000 0xe000 53760

.rsrc 0x2e000 0x6000 24576

®£±¡~¬¬£°= ·=j§¡¦~£ª=i§¥¦=~¬¢=dª£¬¬=mK=b¢µ~°¢±=§±=~¬=£¶¡£ªª£¬²=²­­ª=²­
¢£²£¡²=±³±®§¡§­³±=mb=¤§ª£±= ~±£¢=­¬=²¦£=mb=¤§ª£=~²²°§ ³²£±X=§²=³±£±=¦£³°§±²§¡±
§¬±²£~¢=­¤=³±§¬¥=±§¥¬~²³°£±=~¬¢=¡~¬=¦£ª®=·­³=§¢£¬²§¤·=®~¡©£¢= §¬~°§£±
£´£¬=§¤=²¦£°£=~°£=¬­=±§¥¬~²³°£±=¤­°=§²K=^=¡­®·=­¤=²¦£=±¡°§®²=¡~¬= £
¢­µ¬ª­~¢£¢=¤°­«=https://github.com/hiddenillusion/AnalyzePE/
blob/master/pescanner.pyK
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£¶~«§¬§¬¥=²¦§±=¤§£ª¢=¡~¬=¥§´£=~¬=§¢£~=­¤=µ¦£¬=²¦£=«~ªµ~°£=µ~±=¤§°±²=¡°£~²£¢K=q¦§±
§¬¤­°«~²§­¬=¡~¬= £=³±£¤³ª=§¬= ³§ª¢§¬¥=~=²§«£ª§¬£=­¤=²¦£=~²²~¡©=¡~«®~§¥¬K=f²=§±=~ª±­=®­±±§ ª£
²¦~²=~¬=~²²~¡©£°=«­¢§¤§£±=²¦£=²§«£±²~«®=²­=®°£´£¬²=~¬=~¬~ª·±²=¤°­«=©¬­µ§¬¥=²¦£=~¡²³~ª
²§«£±²~«®K=^=¡­«®§ª£=²§«£±²~«®=¡~¬=±­«£²§«£±= £=³±£¢=²­=¡ª~±±§¤·=±³±®§¡§­³±=±~«®ª£±K
q¦£=¤­ªª­µ§¬¥=£¶~«®ª£=±¦­µ±=~=«~ªµ~°£= §¬~°·=µ¦­±£=²§«£±²~«®=µ~±=«­¢§¤§£¢=²­=~=¤³²³°£
¢~²£=§¬=OMOMK=f¬=²¦§±=¡~±£I=£´£¬=²¦­³¥¦=²¦£=~¡²³~ª=¡­«®§ª~²§­¬=²§«£±²~«®=¡­³ª¢=¬­²= £
¢£²£¡²£¢I=±³¡¦=¡¦~°~¡²£°§±²§¡±=¡~¬=¦£ª®=·­³=§¢£¬²§¤·=~¬­«~ª­³±= £¦~´§­°W
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¡¦~¬¥£=«§¬³²£=~±®£¡²±=­¤=«~ªµ~°£I=µ¦§¡¦=¡¦~¬¥£±=²¦£=¦~±¦=´~ª³£=¡­«®ª£²£ª·K=q¦£
¤­ªª­µ§¬¥=±£¡²§­¬±=¢£±¡°§ £=±­«£=­¤=²¦£=²£¡¦¬§¯³£±=²¦~²=¡~¬=¦£ª®=§¬=¡­«®~°§¬¥=~¬¢
¡ª~±±§¤·§¬¥=²¦£=±³±®£¡²= §¬~°·W



p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=RR=z

TKN=`ª~±±§¤·§¬¥=j~ªµ~°£=r±§¬¥=c³¸¸·=e~±¦§¬¥
c³¸¸·=¦~±¦§¬¥=§±=~=¥°£~²=«£²¦­¢=²­=¡­«®~°£=¤§ª£±=¤­°=±§«§ª~°§²·K=±±¢££®=Ehttp://ssdeep.
sourceforge.netF=§±=~=³±£¤³ª=²­­ª=²­=¥£¬£°~²£=²¦£=¤³¸¸·=¦~±¦=¤­°=~=±~«®ª£I=~¬¢=§²=~ª±­=¦£ª®±
§¬=¢£²£°«§¬§¬¥=®£°¡£¬²~¥£=±§«§ª~°§²·= £²µ££¬=²¦£=±~«®ª£±K=q¦§±=²£¡¦¬§¯³£=§±=³±£¤³ª=§¬
¡­«®~°§¬¥=~=±³±®£¡²= §¬~°·=µ§²¦=²¦£=±~«®ª£±=§¬=~=°£®­±§²­°·=²­=§¢£¬²§¤·=²¦£=±~«®ª£±=²¦~²=~°£
±§«§ª~°X=²¦§±=¡~¬=¦£ª®=§¬=§¢£¬²§¤·§¬¥=²¦£=±~«®ª£±=²¦~²= £ª­¬¥=²­=²¦£=±~«£=«~ªµ~°£=¤~«§ª·=­°
²¦£=±~«£=~¡²­°=¥°­³®K

v­³=¡~¬=³±£=±±¢££®=²­=¡~ª¡³ª~²£=~¬¢=¡­«®~°£=¤³¸¸·=¦~±¦£±K=f¬±²~ªª~²§­¬=­¤=±±¢££®=­¬=r ³¬²³
i§¬³¶=sj=µ~±=¡­´£°£¢=§¬=Chapter 1I=q­=¢£²£°«§¬£=~=¤³¸¸·=¦~±¦=­¤=~=±~«®ª£I=°³¬=²¦£
¤­ªª­µ§¬¥=¡­««~¬¢W

$ ±±¢££®=´£°§K£¶£
ssdeep,1.1--blocksize:hash:hash,filename

49152:op398U/qCazcQ3iEZgcwwGF0iWC28pUtu6On2spPHlDB:op98USfcy8cwF2bC28pUtsRp

tDB,"/home/ubuntu/Desktop/veri.exe"

q­=¢£«­¬±²°~²£=²¦£=³±£=­¤=¤³¸¸·=¦~±¦§¬¥I=ª£²D±=²~©£=~¬=£¶~«®ª£=­¤=~=¢§°£¡²­°·=¡­¬±§±²§¬¥=­¤
²¦°££=«~ªµ~°£=±~«®ª£±K=f¬=²¦£=¤­ªª­µ§¬¥=­³²®³²I=·­³=¡~¬=±££=²¦~²=~ªª=²¦°££=¤§ª£±=¦~´£
¡­«®ª£²£ª·=¢§¤¤£°£¬²=jaR=¦~±¦=´~ª³£±W

$ ª±
aiggs.exe jnas.exe veri.exe

$ «¢R±³«=G
48c1d7c541b27757c16b9c2c8477182b aiggs.exe

92b91106c108ad2cc78a606a5970c0b0 jnas.exe

ce9ce9fc733792ec676164fc5b2622f2 veri.exe

q¦£=®°£²²·=«~²¡¦§¬¥=«­¢£=E-p=­®²§­¬F=§¬=±±¢££®=¡~¬= £=³±£¢=²­=¢£²£°«§¬£=®£°¡£¬²~¥£
±§«§ª~°§²·K=c°­«=²¦£=¤­ªª­µ§¬¥=­³²®³²I=­³²=­¤=²¦£=²¦°££=±~«®ª£±I=²µ­=±~«®ª£±=¦~´£=VVB
±§«§ª~°§²·I=±³¥¥£±²§¬¥=²¦~²=²¦£±£=²µ­=±~«®ª£±=®°­ ~ ª·= £ª­¬¥=²­=²¦£=±~«£=«~ªµ~°£=¤~«§ª·W

$=±±¢££®=J® =G
aiggs.exe matches jnas.exe (VV)
jnas.exe matches aiggs.exe (VV)

^±=¢£«­¬±²°~²£¢=§¬=²¦£=®°£¡£¢§¬¥=£¶~«®ª£I=¡°·®²­¥°~®¦§¡=¦~±¦£±=µ£°£=¬­²=¦£ª®¤³ª=§¬
¢£²£°«§¬§¬¥=²¦£=°£ª~²§­¬±¦§®= £²µ££¬=²¦£=±~«®ª£±I=µ¦£°£~±=²¦£=¤³¸¸·=¦~±¦§¬¥=²£¡¦¬§¯³£
§¢£¬²§¤§£¢=²¦£=±§«§ª~°§²·= £²µ££¬=²¦£=±~«®ª£±K

http://ssdeep.sourceforge.net
http://ssdeep.sourceforge.net
http://ssdeep.sourceforge.net
http://ssdeep.sourceforge.net
http://ssdeep.sourceforge.net
http://ssdeep.sourceforge.net
http://ssdeep.sourceforge.net
http://ssdeep.sourceforge.net


p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=RS=z

v­³=«§¥¦²=¦~´£=~=¢§°£¡²­°·=¡­¬²~§¬§¬¥=«~¬·=«~ªµ~°£=±~«®ª£±K=f¬=²¦~²=¡~±£I=§²=§±=®­±±§ ª£=²­
°³¬=ssdeep=­¬=¢§°£¡²­°§£±=~¬¢=±³ ¢§°£¡²­°§£±=¡­¬²~§¬§¬¥=«~ªµ~°£=±~«®ª£±=³±§¬¥=²¦£
°£¡³°±§´£=«­¢£=E-rF=~±=±¦­µ¬=¦£°£W

$=±±¢££®=Jª°®~=±~«®ª£±L
samples//aiggs.exe matches samples//crop.exe (0)

samples//aiggs.exe matches samples//jnas.exe (99)

samples//crop.exe matches samples//aiggs.exe (0)

samples//crop.exe matches samples//jnas.exe (0)

samples//jnas.exe matches samples//aiggs.exe (99)

samples//jnas.exe matches samples//crop.exe (0)

v­³=¡~¬=~ª±­=«~²¡¦=~=±³±®£¡²= §¬~°·=µ§²¦=~=ª§±²=­¤=¤§ª£=¦~±¦£±K=f¬=²¦£=¤­ªª­µ§¬¥=£¶~«®ª£I=²¦£
±±¢££®=¦~±¦£±=­¤=~ªª=²¦£= §¬~°§£±=µ£°£=°£¢§°£¡²£¢=²­=~=²£¶²=¤§ª£=Eall_hashes.txtFI=~¬¢=²¦£¬
²¦£=±³±®£¡²= §¬~°·=Eblab.exeF=§±=«~²¡¦£¢=µ§²¦=~ªª=²¦£=¦~±¦£±=§¬=²¦£=¤§ª£K=c°­«=²¦£=¤­ªª­µ§¬¥
­³²®³²I=§²=¡~¬= £=±££¬=²¦~²=²¦£=±³±®£¡²= §¬~°·=Eblab.exeF=§±=§¢£¬²§¡~ª=²­=jnas.exe=ENMMB
«~²¡¦F=~¬¢=¦~±=VVB=±§«§ª~°§²·=µ§²¦=aiggs.exeK=v­³=¡~¬=³±£=²¦§±=²£¡¦¬§¯³£=²­=¡­«®~°£=~¬·
¬£µ=¤§ª£=µ§²¦=²¦£=¦~±¦£±=­¤=®°£´§­³±ª·=~¬~ª·¸£¢=±~«®ª£±W

$ ±±¢££®=G=[=~ªª|¦~±¦£±K²¶²
$ ±±¢££®=J«=~ªª|¦~±¦£±K²¶²= ª~ K£¶£
/home/ubuntu/blab.exe matches all_hashes.txt:/home/ubuntu/aiggs.exe (VV)
/home/ubuntu/blab.exe matches all_hashes.txt:/home/ubuntu/jnas.exe (NMM)

f¬=m·²¦­¬I=²¦£=¤³¸¸·=¦~±¦=¡~¬= £=¡­«®³²£¢=³±§¬¥=®·²¦­¬J±±¢££®=Ehttps://pypi.python.
org/pypi/ssdeep/3.2FK=q¦£=§¬±²~ªª~²§­¬=­¤=²¦£=®·²¦­¬J±±¢££®=«­¢³ª£=­¬=r ³¬²³=i§¬³¶=sj
µ~±=¡­´£°£¢=§¬=Chapter 1I=f¬²°­¢³¡²§­¬=²­=j~ªµ~°£=^¬~ª·±§±K=q­=¡~ª¡³ª~²£=~¬¢=¡­«®~°£=¤³¸¸·
¦~±¦£±I=²¦£=¤­ªª­µ§¬¥=¡­««~¬¢±=¡~¬= £=³±£¢=§¬=²¦£=±¡°§®²W

A=®·²¦­¬
Python 2.7.12 (default, Nov 19 2016, 06:48:10)

>>> §«®­°²=±±¢££®
>>> ¦~±¦N=Z=±±¢££®K¦~±¦|¤°­«|¤§ª£ED¨¬~±K£¶£DF
>>> ®°§¬²=¦~±¦N
384:l3gexUw/L+JrgUon5b9uSDMwE9Pfg6NgrWoBYi51mRvR6JZlbw8hqIusZzZXe:pIAKG91Dw

1hPRpcnud

>>> ¦~±¦O=Z=±±¢££®K¦~±¦|¤°­«|¤§ª£ED~§¥¥±K£¶£DF
>>> ®°§¬²=¦~±¦O
384:l3gexUw/L+JrgUon5b9uSDMwE9Pfg6NgrWoBYi51mRvR6JZlbw8hqIusZzZWe:pIAKG91Dw

1hPRpcnu+

>>> ±±¢££®K¡­«®~°£E¦~±¦NI=¦~±¦OF
99

>>>

https://pypi.python.org/pypi/ssdeep/3.2
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=RT=z

TKO=`ª~±±§¤·§¬¥=j~ªµ~°£=r±§¬¥=f«®­°²=e~±¦
f«®­°²=e~±¦§¬¥=§±=~¬­²¦£°=²£¡¦¬§¯³£=²¦~²=¡~¬= £=³±£¢=²­=§¢£¬²§¤·=°£ª~²£¢=±~«®ª£±=~¬¢=²¦£
±~«®ª£±=³±£¢= ·=²¦£=±~«£=²¦°£~²=~¡²­°=¥°­³®±K=f«®­°²=¦~±¦=E­°=§«®¦~±¦F=§±=~=²£¡¦¬§¯³£=§¬
µ¦§¡¦=¦~±¦=´~ª³£±=~°£=¡~ª¡³ª~²£¢= ~±£¢=­¬=²¦£=ª§ °~°·L§«®­°²£¢=¤³¬¡²§­¬=E^mfF=¬~«£±=~¬¢
²¦£§°=®~°²§¡³ª~°=­°¢£°=µ§²¦§¬=²¦£=£¶£¡³²~ ª£K=f¤=²¦£=¤§ª£±=µ£°£=¡­«®§ª£¢=¤°­«=²¦£=±~«£=±­³°¡£
~¬¢=§¬=²¦£=±~«£=«~¬¬£°I=²¦­±£=¤§ª£±=µ­³ª¢=²£¬¢=²­=¦~´£=²¦£=±~«£=§«®¦~±¦=´~ª³£K=a³°§¬¥
·­³°=«~ªµ~°£=§¬´£±²§¥~²§­¬I=§¤=·­³=¡­«£=~¡°­±±=±~«®ª£±=²¦~²=¦~´£=²¦£=±~«£=§«®¦~±¦
´~ª³£±I=§²=«£~¬±=²¦~²=²¦£·=¦~´£=²¦£=±~«£=§«®­°²=~¢¢°£±±=²~ ª£=~¬¢=~°£=®°­ ~ ª·=°£ª~²£¢K

c­°=¢£²~§ª£¢=§¬¤­°«~²§­¬=­¬=§«®­°²=¦~±¦§¬¥I=~¬¢=¦­µ=§²=¡~¬= £=³±£¢=²­
²°~¡©=²¦°£~²=~¡²­°=¥°­³®±I=°£~¢=https://www.fireeye.com/blog/threat-
research/2014/01/tracking-malware-import-hashing.htmlK

t¦£¬=·­³=ª­~¢=~¬=£¶£¡³²~ ª£=§¬²­=®£±²³¢§­I=§²=¡~ª¡³ª~²£±=²¦£=§«®¦~±¦=~±=±¦­µ¬=¦£°£W

f¬=m·²¦­¬I=§«®¦~±¦=¡~¬= £=¥£¬£°~²£¢=³±§¬¥=²¦£=®£¤§ª£=«­¢³ª£K=q¦£=¤­ªª­µ§¬¥=m·²¦­¬=±¡°§®²
²~©£±=²¦£=±~«®ª£=~±=§¬®³²=~¬¢=¡~ª¡³ª~²£±=§²±=§«®¦~±¦W

import pefile

import sys

pe = pefile.PE(sys.argv[1])

print pe.get_imphash()

q¦£=­³²®³²=~±=~=°£±³ª²=­¤=°³¬¬§¬¥=²¦£=®°£¡£¢§¬¥=±¡°§®²=~¥~§¬±²=~=«~ªµ~°£=±~«®ª£=§±=±¦­µ¬
¦£°£W

$=®·²¦­¬=¥£²|§«®¦~±¦K®·=RPQMK£¶£
278a52c6b04fae914c4965d2b4fdec86

v­³=±¦­³ª¢=~ª±­=²~©£=~=ª­­©=~²=http://blog.jpcert.or.jp/2016/05/
classifying-mal-a988.html=µ¦§¡¦=¡­´£°±=¢£²~§ª±=­¤=³±§¬¥=§«®­°²=^mf
~¬¢=²¦£=¤³¸¸·=¦~±¦§¬¥=²£¡¦¬§¯³£=E§«®¤³¸¸·F=²­=¡ª~±±§¤·=«~ªµ~°£=±~«®ª£±K
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=RU=z

q­=¢£«­¬±²°~²£=²¦£=³±£=­¤=§«®­°²=¦~±¦§¬¥I=ª£²D±=²~©£=²¦£=£¶~«®ª£=­¤=²µ­=±~«®ª£±=¤°­«=²¦£
±~«£=²¦°£~²=~¡²­°=¥°­³®K=f¬=²¦£=¤­ªª­µ§¬¥=­³²®³²I=²¦£=±~«®ª£±=¦~´£=¢§¤¤£°£¬²=¡°·®²­¥°~®¦§¡
¦~±¦=´~ª³£±=EjaRFI= ³²=²¦£=§«®~±¦=­¤=²¦£±£=±~«®ª£±=~°£=§¢£¬²§¡~ªX=²¦§±=§¬¢§¡~²£±=²¦~²=²¦£·
µ£°£=®°­ ~ ª·=¡­«®§ª£¢=¤°­«=²¦£=±~«£=±­³°¡£=~¬¢=§¬=²¦£=±~«£=«~¬¬£°W

$=«¢R±³«=G
3e69945e5865ccc861f69b24bc1166b6 maxe.exe

1f92ff8711716ca795fbd81c477e45f5 sent.exe

$=®·²¦­¬=¥£²|§«®¦~±¦K®·=±~«®ª£±L«~¶£K£¶£
b722c33458882a1ab65a13e99efe357e

$=®·²¦­¬=¥£²|§«®¦~±¦K®·=±~«®ª£±L±£¬²K£¶£
b722c33458882a1ab65a13e99efe357e

c§ª£±=¦~´§¬¥=²¦£=±~«£=§«®¦~±¦=¢­£±=¬­²=¬£¡£±±~°§ª·=«£~¬=²¦£·=~°£=¤°­«=²¦£
±~«£=²¦°£~²=¥°­³®X=·­³=«§¥¦²=¦~´£=²­=¡­°°£ª~²£=§¬¤­°«~²§­¬=¤°­«=´~°§­³±
±­³°¡£±=²­=¡ª~±±§¤·=·­³°=«~ªµ~°£K=c­°=£¶~«®ª£I=§²=§±=®­±±§ ª£=²¦~²=²¦£
«~ªµ~°£=±~«®ª£±=µ£°£=¥£¬£°~²£¢=³±§¬¥=~=¡­««­¬= ³§ª¢£°=©§²=²¦~²=§±
±¦~°£¢=~«­¬¥=¥°­³®±X=§¬=±³¡¦=¡~±£±I=±~«®ª£±=«§¥¦²=¦~´£=²¦£=±~«£
§«®¦~±¦K

TKP=`ª~±±§¤·§¬¥=j~ªµ~°£=r±§¬¥=p£¡²§­¬=e~±¦
p§«§ª~°=²­=§«®­°²=¦~±¦§¬¥I=±£¡²§­¬=¦~±¦§¬¥=¡~¬=~ª±­=¦£ª®=§¬=§¢£¬²§¤·§¬¥=°£ª~²£¢=±~«®ª£±K
t¦£¬=~¬=£¶£¡³²~ ª£=§±=ª­~¢£¢=§¬=®£±²³¢§­I=§²=¡~ª¡³ª~²£±=²¦£=jaR=­¤=£~¡¦=±£¡²§­¬=E.textI
.dataI=.rdataI=~¬¢=±­=­¬KFK=q­=´§£µ=²¦£=±£¡²§­¬=¦~±¦£±I=¡ª§¡©=­¬=±£¡²§­¬±=~±=±¦­µ¬=¦£°£W

f¬=m·²¦­¬I=®£¤§ª£=«­¢³ª£=¡~¬= £=³±£¢=²­=¢£²£°«§¬£=²¦£=±£¡²§­¬=¦~±¦£±=~±=±¦­µ¬=¦£°£W

>>> §«®­°²=®£¤§ª£
>>> ®£=Z=®£¤§ª£KmbE?RPQMK£¶£?F
>>> ¤­°=±£¡²§­¬=§¬=®£K±£¡²§­¬±W
...     ®°§¬²=?B±y²B±?=B=E±£¡²§­¬Kk~«£I=±£¡²§­¬K¥£²|¦~±¦|«¢REFF
...

.text b1b56e7a97ec95ed093fd6cfdd594f6c



p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=RV=z

.rdata a7dc36d3f527ff2e1ff7bec3241abf51

.data 8ec812e17cccb062515746a7336c654a

.rsrc 405d2a82e6429de8637869c5514b489c

t¦£¬=·­³=~°£=~¬~ª·¸§¬¥=~=«~ªµ~°£=±~«®ª£I=·­³=±¦­³ª¢=¡­¬±§¢£°
¥£¬£°~²§¬¥=²¦£=¤³¸¸·=¦~±¦I=§«®¦~±¦I=~¬¢=±£¡²§­¬=¦~±¦£±=¤­°=²¦£=«~ª§¡§­³±
 §¬~°·=~¬¢=±²­°£=²¦£«=§¬=~=°£®­±§²­°·X=²¦~²=µ~·I=µ¦£¬=·­³=¡­«£=~¡°­±±=~
¬£µ=±~«®ª£I=§²=¡~¬= £=¡­«®~°£¢=µ§²¦=²¦£±£=¦~±¦£±=²­=¢£²£°«§¬£=±§«§ª~°§²·K

TKQ=`ª~±±§¤·§¬¥=j~ªµ~°£=r±§¬¥=v^o^
^=«~ªµ~°£=±~«®ª£=¡~¬=¡­¬²~§¬=«~¬·=±²°§¬¥±=­°= §¬~°·=§¬¢§¡~²­°±X=°£¡­¥¬§¸§¬¥=²¦£=±²°§¬¥±=­°
 §¬~°·=¢~²~=²¦~²=~°£=³¬§¯³£=²­=~=«~ªµ~°£=±~«®ª£=­°=~=«~ªµ~°£=¤~«§ª·=¡~¬=¦£ª®=§¬=«~ªµ~°£
¡ª~±±§¤§¡~²§­¬K=p£¡³°§²·=°£±£~°¡¦£°±=¡ª~±±§¤·=«~ªµ~°£= ~±£¢=­¬=²¦£=³¬§¯³£=±²°§¬¥±=~¬¢=²¦£
 §¬~°·=§¬¢§¡~²­°±=®°£±£¬²=§¬=²¦£= §¬~°·K=p­«£²§«£±I=«~ªµ~°£=¡~¬=~ª±­= £=¡ª~±±§¤§£¢= ~±£¢=­¬
¥£¬£°~ª=¡¦~°~¡²£°§±²§¡±K

v^o^=Ehttp://virustotal.github.io/yara/F=§±=~=®­µ£°¤³ª=«~ªµ~°£=§¢£¬²§¤§¡~²§­¬=~¬¢
¡ª~±±§¤§¡~²§­¬=²­­ªK=j~ªµ~°£=°£±£~°¡¦£°±=¡~¬=¡°£~²£=v^o^=°³ª£±= ~±£¢=­¬=²£¶²³~ª=­°= §¬~°·
§¬¤­°«~²§­¬=¡­¬²~§¬£¢=µ§²¦§¬=²¦£=«~ªµ~°£=±®£¡§«£¬K=q¦£±£=v^o^=°³ª£±=¡­¬±§±²=­¤=~=±£²=­¤
±²°§¬¥±=~¬¢=~=_­­ª£~¬=£¶®°£±±§­¬I=µ¦§¡¦=¢£²£°«§¬£±=§²±=ª­¥§¡K=l¬¡£=²¦£=°³ª£=§±=µ°§²²£¬I=·­³
¡~¬=³±£=²¦­±£=°³ª£±=²­=±¡~¬=¤§ª£±=³±§¬¥=²¦£=v^o^=³²§ª§²·=­°=·­³=¡~¬=³±£=yara-python=²­
§¬²£¥°~²£=µ§²¦=·­³°=²­­ª±K=q¦§±= ­­©=¢­£±=¬­²=¡­´£°=~ªª=²¦£=¢£²~§ª±=­¬=µ°§²§¬¥=·~°~=°³ª£±= ³²
§²=§¬¡ª³¢£±=£¬­³¥¦=§¬¤­°«~²§­¬I=~¬¢=§²±=³±£=²­=¥£²=·­³=±²~°²£¢K=c­°=¢£²~§ª±=­¬=µ°§²§¬¥=v^o^
°³ª£±I=°£~¢=²¦£=v^o^=¢­¡³«£¬²~²§­¬=Ehttp://yara.readthedocs.io/en/v3.7.0/
writingrules.htmlFK

TKQKN=f¬±²~ªª§¬¥=v^o^
v­³=¡~¬=¢­µ¬ª­~¢=~¬¢=§¬±²~ªª=v^o^=¤°­«=Ehttp://virustotal.github.io/yara/FK
f¬±²~ªª~²§­¬=­¤=v^o^=­¬=r ³¬²³=i§¬³¶=sj=µ~±=¡­´£°£¢=§¬=Chapter 1I=f¬²°­¢³¡²§­¬=²­
j~ªµ~°£=^¬~ª·±§±K=f¤=·­³=µ­³ª¢=ª§©£=²­=§¬±²~ªª=v^o^=­¬=~¬·=­²¦£°=­®£°~²§¬¥=±·±²£«
²¦£¬=°£¤£°=²­=²¦£=§¬±²~ªª~²§­¬=¢­¡³«£¬²~²§­¬W=http://yara.readthedocs.io/en/v3.3.0/
gettingstarted.html=
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x=SM=z

TKQKO=v^o^=o³ª£=_~±§¡±
l¬¡£=§¬±²~ªª£¢I=²¦£=¬£¶²=±²£®=§±=²­=¡°£~²£=v^o^=°³ª£±X=²¦£±£=°³ª£±=¡~¬= £=¥£¬£°§¡=­°=´£°·
±®£¡§¤§¡I=~¬¢=²¦£·=¡~¬= £=¡°£~²£¢=³±§¬¥=~¬·=²£¶²=£¢§²­°K=q­=³¬¢£°±²~¬¢=²¦£=v^o^=°³ª£
±·¬²~¶I=ª£²D±=²~©£=~¬=£¶~«®ª£=­¤=~=±§«®ª£=v^o^=°³ª£=²¦~²=ª­­©±=¤­°=±³±®§¡§­³±=±²°§¬¥±=§¬=~¬·
¤§ª£I=~±=¤­ªª­µ±W

rule suspicious_strings

{

strings:

    $a = "Synflooding"

    $b = "Portscanner"

    $c = "Keylogger"

condition:

    ($a or $b or $c)

}

q¦£=v^o^=°³ª£=¡­¬±§±²±=­¤=²¦£=¤­ªª­µ§¬¥=¡­«®­¬£¬²±W

o³ª£=§¢£¬²§¤§£°W=q¦§±=§±=~=¬~«£=²¦~²=¢£±¡°§ £±=²¦£=°³ª£=Esuspicious_strings=§¬
²¦£=®°£¡£¢§¬¥=£¶~«®ª£FK=q¦£=°³ª£=§¢£¬²§¤§£°±=¡~¬=¡­¬²~§¬=~¬·=~ª®¦~¬³«£°§¡
¡¦~°~¡²£°=~¬¢=²¦£=³¬¢£°±¡­°£=¡¦~°~¡²£°I= ³²=²¦£=¤§°±²=¡¦~°~¡²£°=¡~¬¬­²= £=~=¢§¥§²K
q¦£=°³ª£=§¢£¬²§¤§£°±=~°£=¡~±£J±£¬±§²§´£=~¬¢=¡~¬¬­²=£¶¡££¢=NOU=¡¦~°~¡²£°±K
p²°§¬¥=a£¤§¬§²§­¬W=q¦§±=§±=²¦£=±£¡²§­¬=µ¦£°£=²¦£=±²°§¬¥±=E²£¶²I=¦£¶~¢£¡§«~ªI=­°
°£¥³ª~°=£¶®°£±±§­¬±F=²¦~²=µ§ªª= £=®~°²=­¤=²¦£=°³ª£=~°£=¢£¤§¬£¢K=q¦§±=±£¡²§­¬=¡~¬= £
­«§²²£¢=§¤=²¦£=°³ª£=¢­£±=¬­²=°£ª·=­¬=~¬·=±²°§¬¥±K=b~¡¦=±²°§¬¥=¦~±=~¬=§¢£¬²§¤§£°
¡­¬±§±²§¬¥=­¤=~=$=¡¦~°~¡²£°=¤­ªª­µ£¢= ·=~=±£¯³£¬¡£=­¤=~ª®¦~¬³«£°§¡=¡¦~°~¡²£°±
~¬¢=³¬¢£°±¡­°£±K=c°­«=²¦£=®°£¡£¢§¬¥=°³ª£I=²¦§¬©=­¤=$aI=$bI=~¬¢=$c=~±=´~°§~ ª£±
¡­¬²~§¬§¬¥=´~ª³£±K=q¦£±£=´~°§~ ª£±=~°£=²¦£¬=³±£¢=§¬=²¦£=¡­¬¢§²§­¬=±£¡²§­¬K
`­¬¢§²§­¬=p£¡²§­¬W=q¦§±=§±=¬­²=~¬=­®²§­¬~ª=±£¡²§­¬I=~¬¢=²¦§±=§±=µ¦£°£=²¦£=ª­¥§¡=­¤=²¦£
°³ª£=°£±§¢£±K=q¦§±=±£¡²§­¬=«³±²=¡­¬²~§¬=~=_­­ª£~¬=£¶®°£±±§­¬=²¦~²=±®£¡§¤§£±=²¦£
¡­¬¢§²§­¬=³¬¢£°=µ¦§¡¦=²¦£=°³ª£=µ§ªª=«~²¡¦=­°=¬­²=«~²¡¦K



p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=SN=z

TKQKP=o³¬¬§¬¥=v^o^
l¬¡£=·­³=¦~´£=²¦£=°³ª£=°£~¢·I=²¦£=¬£¶²=±²£®=§±=²­=³±£=²¦£=·~°~=³²§ª§²·=²­=±¡~¬=²¦£=¤§ª£±=³±§¬¥
²¦£=v^o^=°³ª£±K=f¬=²¦£=®°£¡£¢§¬¥=£¶~«®ª£I=²¦£=°³ª£=ª­­©£¢=¤­°=²¦°££=±³±®§¡§­³±=±²°§¬¥±
E¢£¤§¬£¢=§¬=$aI=$b=~¬¢=$cFI=~¬¢= ~±£¢=­¬=²¦£=¡­¬¢§²§­¬I=²¦£=°³ª£=«~²¡¦£¢=§¤=~¬·=­¤=²¦£=²¦°££
±²°§¬¥±=§±=®°£±£¬²=§¬=~=¤§ª£K=q¦£=°³ª£=µ~±=±~´£¢=~±=suspicious.yaraI=~¬¢=°³¬¬§¬¥=²¦£=·~°~
~¥~§¬±²=~=¢§°£¡²­°·=¡­¬²~§¬§¬¥=«~ªµ~°£=±~«®ª£±=°£²³°¬£¢=²µ­=«~ªµ~°£=±~«®ª£±=«~²¡¦§¬¥
²¦£=°³ª£W

$=·~°~=J°=±³±®§¡§­³±K·~°~=±~«®ª£±L
suspicious_strings samples//spybot.exe

suspicious_strings samples//wuamqr.exe

q¦£=®°£¡£¢§¬¥=v^o^=°³ª£I= ·=¢£¤~³ª²I=µ§ªª=«~²¡¦=­¬=^p`ff=±²°§¬¥±I=~¬¢=§²=®£°¤­°«±=²¦£
¡~±£J±£¬±§²§´£=«~²¡¦K=f¤=·­³=µ~¬²=²¦£=°³ª£=²­=¢£²£¡²= ­²¦=^p`ff=~¬¢=r¬§¡­¢£=Eµ§¢£
¡¦~°~¡²£°F=±²°§¬¥±I=²¦£¬=·­³=±®£¡§¤·=²¦£=ascii=~¬¢=wide=«­¢§¤§£°=¬£¶²=²­=±²°§¬¥K=q¦£
nocase=«­¢§¤§£°=µ§ªª=®£°¤­°«=~=¡~±£J§¬±£¬±§²§´£=«~²¡¦=E²¦~²=§±I=§²=µ§ªª=«~²¡¦=p·¬¤ª­­¢§¬¥I
±·¬¤ª­­¢§¬¥I=±v¬¤ª­­¢§¬¥I=~¬¢=±­=­¬FK=q¦£=«­¢§¤§£¢=°³ª£=²­=§«®ª£«£¬²=¡~±£J§¬±£¬±§²§´£
«~²¡¦=~¬¢=²­=ª­­©=¤­°=^p`ff=~¬¢=r¬§¡­¢£=±²°§¬¥±=§±=±¦­µ¬=¦£°£W

rule suspicious_strings

{

strings:

    $a = "Synflooding" ascii wide nocase

    $b = "Portscanner" ascii wide nocase

    $c = "Keylogger"   ascii wide nocase

condition:

    ($a or $b or $c)

}

o³¬¬§¬¥=²¦£=®°£¡£¢§¬¥=°³ª£=¢£²£¡²£¢=²¦£=²µ­=£¶£¡³²~ ª£=¤§ª£±=¡­¬²~§¬§¬¥=^p`ff=±²°§¬¥±I=~¬¢
§²=~ª±­=§¢£¬²§¤§£¢=~=¢­¡³«£¬²=Etest.docF=¡­¬²~§¬§¬¥=r¬§¡­¢£=±²°§¬¥±W

$=·~°~=±³±®§¡§­³±K·~°~=±~«®ª£±L
suspicious_strings samples//test.doc

suspicious_strings samples//spybot.exe

suspicious_strings samples//wuamqr.exe

q¦£=®°£¡£¢§¬¥=°³ª£=«~²¡¦£±=~¬·=¤§ª£=¡­¬²~§¬§¬¥=²¦­±£=^p`ff=~¬¢=r¬§¡­¢£=±²°§¬¥±K=q¦£
¢­¡³«£¬²=Etest.docF=²¦~²=§²=¢£²£¡²£¢=µ~±=~=ª£¥§²§«~²£=¢­¡³«£¬²=²¦~²=¦~¢=²¦­±£=±²°§¬¥±=§¬
§²±=¡­¬²£¬²K



p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=SO=z

f¤=·­³°=§¬²£¬²§­¬=§±=²­=ª­­©=¤­°=±²°§¬¥±=§¬=~¬=£¶£¡³²~ ª£=¤§ª£I=·­³=¡~¬=¡°£~²£=~=°³ª£=~±=±¦­µ¬
 £ª­µK=f¬=²¦£=¤­ªª­µ§¬¥=°³ª£I=²¦£=$mz=~²=0=§¬=²¦£=¡­¬¢§²§­¬=±®£¡§¤§£±=v^o^=²­=ª­­©=¤­°=²¦£
±§¥¬~²³°£=4D 5A=E¤§°±²=²µ­= ·²£±=­¤=mb=¤§ª£F=~²=²¦£= £¥§¬¬§¬¥=­¤=²¦£=¤§ª£X=²¦§±=£¬±³°£±=²¦~²=²¦£
±§¥¬~²³°£=²°§¥¥£°±=­¬ª·=¤­°=mb=£¶£¡³²~ ª£=¤§ª£±K=q£¶²=±²°§¬¥±=~°£=£¬¡ª­±£¢=§¬=¢­³ ª£=¯³­²£±I
µ¦£°£~±=¦£¶=±²°§¬¥±=~°£=£¬¡ª­±£¢=§¬=¡³°ª·= °~¡£±=~±=§¬=²¦£=$mz=´~°§~ ª£W

rule suspicious_strings

{

strings:

    $mz = {4D 5A}

    $a = "Synflooding" ascii wide nocase

    $b = "Portscanner" ascii wide nocase

    $c = "Keylogger" ascii wide nocase

condition:

    ($mz at 0) and ($a or $b or $c)

}

k­µI=°³¬¬§¬¥=²¦£=®°£¡£¢§¬¥=°³ª£=­¬ª·=¢£²£¡²£¢=²¦£=£¶£¡³²~ ª£=¤§ª£±W

$=·~°~=J°=±³±®§¡§­³±K·~°~=±~«®ª£±L
suspicious_strings samples//spybot.exe

suspicious_strings samples//wuamqr.exe

TKQKQ=^®®ª§¡~²§­¬±=­¤=v^o^
i£²D±=²~©£=~¬­²¦£°=£¶~«®ª£=­¤=²¦£=±~«®ª£=²¦~²=µ~±=®°£´§­³±ª·=³±£¢=§¬=p£¡²§­¬=SKRI=b¶~«§¬§¬¥
mb=°£±­³°¡£±K=q¦£=±~«®ª£=E5340.exeF=±²­°£¢=~=¢£¡­·=£¶¡£ª=¢­¡³«£¬²=§¬=§²±=°£±­³°¡£=±£¡²§­¬X
±­«£=«~ªµ~°£=®°­¥°~«±=±²­°£=~=¢£¡­·=¢­¡³«£¬²=²­=®°£±£¬²=§²=²­=²¦£=³±£°=³®­¬=£¶£¡³²§­¬K
q¦£=¤­ªª­µ§¬¥=v^o^=°³ª£=¢£²£¡²±=~¬=£¶£¡³²~ ª£=¤§ª£=¡­¬²~§¬§¬¥=~¬=£« £¢¢£¢=j§¡°­±­¤²
l¤¤§¡£=¢­¡³«£¬²=§¬=§²K=q¦£=°³ª£=µ§ªª=²°§¥¥£°=§¤=²¦£=¦£¶=±²°§¬¥=§±=¤­³¬¢=~²=~¬=­¤¤±£²=¥°£~²£°=²¦~¬
1024= ·²£±=§¬=²¦£=¤§ª£=E²¦§±=±©§®±=²¦£=mb=¦£~¢£°FI=~¬¢=²¦£=filesize=±®£¡§¤§£±=²¦£=£¬¢=­¤=²¦£
¤§ª£W

rule embedded_office_document

{

meta:

description = "Detects embedded office document"

strings:

    $mz = { 4D 5A }

    $a = { D0 CF 11 E0 A1 B1 1A E1 }

condition:

    ($mz at 0) and $a in (1024..filesize)

}



p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=SP=z

o³¬¬§¬¥=²¦£=®°£¡£¢§¬¥=·~°~=°³ª£=¢£²£¡²£¢=­¬ª·=²¦£=±~«®ª£=²¦~²=¡­¬²~§¬£¢=²¦£=£« £¢¢£¢
£¶¡£ª=¢­¡³«£¬²W

$=·~°~=J°=£« £¢¢£¢|¢­¡K·~°~=±~«®ª£±L
embedded_office_document samples//5340.exe

q¦£=¤­ªª­µ§¬¥=£¶~«®ª£=¢£²£¡²±=~=«~ªµ~°£=±~«®ª£=¡~ªª£¢=VMMO=o^q=³±§¬¥=²¦£=±£°§~ª=¬³« £°
­¤=§²±=¢§¥§²~ª=¡£°²§¤§¡~²£K=o^q=VMMO=³±£¢=~=¢§¥§²~ª=¡£°²§¤§¡~²£=µ§²¦=~=±£°§~ª=¬³« £°=45 6E 96
7A 81 5A A5 CB B9 9F B8 6A CA 8F 7F 69=Ehttps://blog.cylance.com/another-
9002-trojan-variantFK=q¦£=±£°§~ª=¬³« £°=¡~¬= £=³±£¢=~±=~=±§¥¬~²³°£=²­=¢£²£¡²=±~«®ª£±=²¦~²
¦~´£=²¦£=±~«£=¢§¥§²~ª=¡£°²§¤§¡~²£W

rule mal_digital_cert_9002_rat

{

meta:

    description = "Detects malicious digital certificates used by RAT 9002"

    ref = "http://blog.cylance.com/another-9002-trojan-variant"

strings:

    $mz = { 4D 5A }

    $a = { 45 6e 96 7a 81 5a a5 cb b9 9f b8 6a ca 8f 7f 69 }

condition:

    ($mz at 0) and ($a in (1024..filesize))

}

o³¬¬§¬¥=²¦£=°³ª£=¢£²£¡²£¢=~ªª=±~«®ª£±=µ§²¦=²¦£=±~«£=¢§¥§²~ª=¡£°²§¤§¡~²£I=~¬¢=~ªª=­¤=²¦£±£
±~«®ª£±=²³°¬£¢=­³²=²­= £=o^q=VMMO=±~«®ª£±W

$=·~°~=J°=¢§¥§|¡£°²|VMMOK·~°~=±~«®ª£±L
mal_digital_cert_9002_rat samples//ry.dll

mal_digital_cert_9002_rat samples//rat9002/Mshype.dll

mal_digital_cert_9002_rat samples//rat9002/bmp1f.exe

v^o^=°³ª£=¡~¬=~ª±­= £=³±£¢=²­=¢£²£¡²=®~¡©£°±K=f¬=p£¡²§­¬=RI=a£²£°«§¬§¬¥=¤§ª£=­ ¤³±¡~²§­¬I=µ£
ª­­©£¢=~²=¦­µ=²­=¢£²£¡²=®~¡©£°±=³±§¬¥=²¦£=b¶£§¬¤­=mb=²­­ªK=b¶£§¬¤­=mb=³±£±=±§¥¬~²³°£±=±²­°£¢
§¬=~=®ª~§¬=²£¶²=¤§ª£=¡~ªª£¢=userdb.txtK=q¦£=¤­ªª­µ§¬¥=§±=~¬=£¶~«®ª£=±§¥¬~²³°£=¤­°«~²=³±£¢
 ·=b¶£§¬¤­=mb=²­=¢£²£¡²=²¦£=rmu=®~¡©£°W

[UPX 2.90 (LZMA)]

signature = 60 BE ?? ?? ?? ?? 8D BE ?? ?? ?? ?? 57 83 CD FF EB 10 90 90 90

90 90 90 8A 06 46 88 07 47 01 DB 75 07 8B 1E 83 EE FC 11 DB 72 ED B8 01 00

00 00 01 DB 75 07 8B 1E 83 EE FC 11 DB 11 C0 01 DB

ep_only = true
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p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=SQ=z

q¦£=ep_only=true=§¬=²¦£=®°£¡£¢§¬¥=±§¥¬~²³°£=«£~¬±=²¦~²=b¶£§¬¤­=mb=±¦­³ª¢=­¬ª·=¡¦£¡©=¤­°
²¦£=±§¥¬~²³°£=~²=²¦£=®°­¥°~«D±=~¢¢°£±±=­¤=£¬²°·=®­§¬²=Eµ¦§¡¦=§±=µ¦£°£=²¦£=¡­¢£=±²~°²±
£¶£¡³²§¬¥FK=q¦£=®°£¡£¢§¬¥=±§¥¬~²³°£=¡~¬= £=¡­¬´£°²£¢=²­=~=v^o^=°³ª£K=q¦£=¬£µ=´£°±§­¬±=­¤
v^o^=±³®®­°²=²¦£=mb=«­¢³ª£I=µ¦§¡¦=~ªª­µ±=·­³=²­=¡°£~²£=°³ª£±=¤­°=mb=¤§ª£±= ·=³±§¬¥
~²²°§ ³²£±=~¬¢=¤£~²³°£±=­¤=²¦£=mb=¤§ª£=¤­°«~²K=f¤=·­³=~°£=³±§¬¥=¬£µ£°=´£°±§­¬±=­¤=v^o^I=²¦£
b¶£§¬¤­=mb=±§¥¬~²³°£=¡~¬= £=²°~¬±ª~²£¢=²­=~=v^o^=°³ª£=~±=±¦­µ¬=¦£°£W

import "pe"

rule UPX_290_LZMA

{

meta:

    description = "Detects UPX packer 2.90"

    ref = "userdb.txt file from the Exeinfo PE"

strings:

    $a = { 60 BE ?? ?? ?? ?? 8D BE ?? ?? ?? ?? 57 83 CD FF EB 10 90 90 90

90 90 90 8A 06 46 88 07 47 01 DB 75 07 8B 1E 83 EE FC 11 DB 72 ED B8 01 00

00 00 01 DB 75 07 8B 1E 83 EE FC 11 DB 11 C0 01 DB }

condition:

    $a at pe.entry_point

}

f¤=·­³=~°£=³±§¬¥=­ª¢£°=´£°±§­¬±=­¤=v^o^=Eµ¦§¡¦=¢­=¬­²=¦~´£=±³®®­°²=¤­°=²¦£=mb=«­¢³ª£FI
²¦£¬=³±£=²¦£=¤­ªª­µ§¬¥=°³ª£W

rule UPX_290_LZMA

{

meta:

    description = "Detects UPX packer 2.90"

    ref = "userdb.txt file from the Exeinfo PE"

strings:

    $a = { 60 BE ?? ?? ?? ?? 8D BE ?? ?? ?? ?? 57 83 CD FF EB 10 90 90 90

90 90 90 8A 06 46 88 07 47 01 DB 75 07 8B 1E 83 EE FC 11 DB 72 ED B8 01 00

00 00 01 DB 75 07 8B 1E 83 EE FC 11 DB 11 C0 01 DB }

condition:

    $a at entrypoint

}

k­µI=°³¬¬§¬¥=~=·~°~=°³ª£=­¬=²¦£=±~«®ª£±=¢§°£¡²­°·=¢£²£¡²£¢=²¦£=±~«®ª£±=²¦~²=µ£°£=®~¡©£¢
µ§²¦=rmuW

$=·~°~=³®¶|²£±²|¬£µK·~°~=±~«®ª£±L
UPX_290_LZMA samples//olib.exe

UPX_290_LZMA samples//spybot_packed.exe



p²~²§¡=^¬~ª·±§± `¦~®²£°=O

x=SR=z

r±§¬¥=²¦£=®°£¡£¢§¬¥=«£²¦­¢I=~ªª=²¦£=®~¡©£°=±§¥¬~²³°£±=§¬=b¶£§¬¤­=mbD±=userdb.txt=¡~¬= £
¡­¬´£°²£¢=²­=v^o^=°³ª£±K

mb§a=§±=~¬­²¦£°=²­­ª=²¦~²=¢£²£¡²±=®~¡©£°±=E²¦§±=²­­ª=§±=¬­=ª­¬¥£°=±³®®­°²£¢FX
§²=±²­°£±=²¦£=±§¥¬~²³°£=§¬=~=²£¶²=¤§ª£I=UserDB.txtK=m·²¦­¬
±¡°§®²±=peid_to_yara.py=µ°§²²£¬= ·=j~²²¦£µ=o§¡¦~°¢=E®~°²=­¤=j~ªµ~°£
^¬~ª·±²D±=`­­© ­­©F=~¬¢=a§¢§£°=p²£´£¬D±=peid-userdb-to-yara-
rules.py=Ehttps://github.com/DidierStevens/DidierStevensSuite/
blob/master/peid-userdb-to-yara-rules.pyF=¡­¬´£°²=UserDB.txt
±§¥¬~²³°£±=²­=v^o^=°³ª£±K

v^o^=¡~¬= £=³±£¢=²­=¢£²£¡²=®~²²£°¬±=§¬=~¬·=¤§ª£K=q¦£=¤­ªª­µ§¬¥=v^o^=°³ª£=¢£²£¡²±
¡­««³¬§¡~²§­¬=­¤=¢§¤¤£°£¬²=´~°§~¬²±=­¤=²¦£=d¦M±²o^q=«~ªµ~°£W

rule Gh0stRat_communications

{

meta:

Description = "Detects the Gh0stRat communication in Packet Captures"

strings:

$gst1 = {47 68 30 73 74 ?? ?? 00 00 ?? ?? 00 00 78 9c}

$gst2 = {63 62 31 73 74 ?? ?? 00 00 ?? ?? 00 00 78 9c}

$gst3 = {30 30 30 30 30 30 30 30 ?? ?? 00 00 ?? ?? 00 00 78 9c}

$gst4 = {45 79 65 73 32 ?? ?? 00 00 ?? ?? 00 00 78 9c}

$gst5 = {48 45 41 52 54 ?? ?? 00 00 ?? ?? 00 00 78 9c}

$any_variant = /.{5,16}\x00\x00..\x00\x00\x78\x9c/

condition:

any of ($gst*) or ($any_variant)

}

o³¬¬§¬¥=²¦£=®°£¡£¢§¬¥=°³ª£=­¬=~=¢§°£¡²­°·=¡­¬²~§¬§¬¥=¬£²µ­°©=®~¡©£²=¡~®²³°£±=E®¡~®±FI
¢£²£¡²£¢=²¦£=d¦­±²o^q=®~²²£°¬=§¬=±­«£=­¤=²¦£=®¡~®±=~±=±¦­µ¬=¦£°£W

$=·~°~=¥¦­±²|¡­««³¬§¡~²§­¬±K·~°~=®¡~®±L
Gh0stRat_communications pcaps//Gh0st.pcap

Gh0stRat_communications pcaps//cb1st.pcap

Gh0stRat_communications pcaps//HEART.pcap

^¤²£°=·­³=~¬~ª·¸£=²¦£=«~ªµ~°£I=·­³=¡~¬=¡°£~²£=±§¥¬~²³°£±=²­=§¢£¬²§¤·=§²±=¡­«®­¬£¬²±X=²¦£
¤­ªª­µ§¬¥=±¦­µ±=~¬=£¶~«®ª£=v^o^=°³ª£=²­=¢£²£¡²=²¦£=¢°§´£°=~¬¢=²¦£=aii=¡­«®­¬£¬²±=­¤
a~°©«£¥§=o­­²©§²W

rule Darkmegi_Rootkit

{

meta:
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Description = "Detects the kernel mode Driver and Dll component of

Darkmegi/waltrodock rootkit"

strings:

$drv_str1 = "com32.dll"

$drv_str2 = /H:\\RKTDOW~1\\RKTDRI~1\\RKTDRI~1\\objfre\\i386\\RktDriver.pdb/

$dll_str1 = "RktLibrary.dll"

$dll_str2 = /\\\\.\\NpcDark/

$dll_str3 = "RktDownload"

$dll_str4 = "VersionKey.ini"

condition:

(all of them) or (any of ($drv_str*)) or (any of ($dll_str*))

}

q¦£=®°£¡£¢§¬¥=°³ª£=µ~±=¡°£~²£¢=~¤²£°=~¬~ª·¸§¬¥=~=±§¬¥ª£=±~«®ª£=­¤=a~°©«£¥§X=¦­µ£´£°I
°³¬¬§¬¥=²¦£=®°£¡£¢§¬¥=°³ª£=­¬=~=¢§°£¡²­°·=¡­¬²~§¬§¬¥=«~ªµ~°£=±~«®ª£±=¢£²£¡²£¢=~ªª=²¦£
a~°©«£¥§=°­­²©§²=±~«®ª£±=«~²¡¦§¬¥=²¦£=®~²²£°¬W

$=·~°~=¢~°©«£¥§K·~°~=±~«®ª£±L
Darkmegi_Rootkit samples//63713B0ED6E9153571EB5AEAC1FBB7A2

Darkmegi_Rootkit samples//E7AB13A24081BFFA21272F69FFD32DBF-

Darkmegi_Rootkit samples//0FC4C5E7CD4D6F76327D2F67E82107B2

Darkmegi_Rootkit samples//B9632E610F9C91031F227821544775FA

Darkmegi_Rootkit samples//802D47E7C656A6E8F4EA72A6FECD95CF

Darkmegi_Rootkit samples//E7AB13A24081BFFA21272F69FFD32DBF

[......................REMOVED..............................]

v^o^=§±=~=®­µ£°¤³ª=²­­ªX=¡°£~²§¬¥=v^o^=°³ª£±=²­=±¡~¬=~=°£®­±§²­°·=­¤=©¬­µ¬=±~«®ª£±=¡~¬
§¢£¬²§¤·=~¬¢=¡ª~±±§¤·=±~«®ª£±=¦~´§¬¥=²¦£=±~«£=¡¦~°~¡²£°§±²§¡±K

q¦£=±²°§¬¥±=²¦~²=·­³=³±£=§¬=²¦£=°³ª£=«§¥¦²=¡°£~²£=¤~ª±£=®­±§²§´£±K=f²=§±=~
¥­­¢=§¢£~=²­=²£±²=·­³°=±§¥¬~²³°£±=~¥~§¬±²=©¬­µ¬=¥­­¢=¤§ª£±=~¬¢=~ª±­=²­
²¦§¬©=­¤=±§²³~²§­¬±=²¦~²=«§¥¦²=²°§¥¥£°=¤~ª±£=®­±§²§´£±K=q­=µ°§²£=±­³¬¢
v^o^=°³ª£±I=°£~¢=https://www.bsk-consulting.de/2015/02/16/write-
simple-sound-yara-rules/K=c­°=¥£¬£°~²§¬¥=v^o^=°³ª£±I=·­³=«§¥¦²
¡­¬±§¢£°=³±§¬¥=cª­°§~¬=o­²¦D±=·~°d£¬=Ehttps://github.com/Neo23x0/
yarGenF=­°=g­£=p£¡³°§²·D±=v^o^=°³ª£=¥£¬£°~²­°=Ehttps://www.yara-
generator.net/FK
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^¬~ª·±§±I=·­³=µ§ªª=ª£~°¬=¦­µ=²­=¢£²£°«§¬£=²¦£= £¦~´§­°=­¤=«~ªµ~°£= ·=£¶£¡³²§¬¥=§²=µ§²¦§¬=~¬
§±­ª~²£¢=£¬´§°­¬«£¬²K



P
a·¬~«§¡=^¬~ª·±§±

a·¬~«§¡=~¬~ª·±§±=E £¦~´§­°~ª=~¬~ª·±§±F=§¬´­ª´£±=~¬~ª·¸§¬¥=~=±~«®ª£= ·=£¶£¡³²§¬¥=§²=§¬=~¬
§±­ª~²£¢=£¬´§°­¬«£¬²=~¬¢=«­¬§²­°§¬¥=§²±=~¡²§´§²§£±I=§¬²£°~¡²§­¬I=~¬¢=£¤¤£¡²=­¬=²¦£=±·±²£«K=f¬
²¦£=®°£´§­³±=¡¦~®²£°I=·­³=ª£~°¬£¢=²¦£=²­­ª±I=¡­¬¡£®²±I=~¬¢=²£¡¦¬§¯³£±=²­=£¶~«§¬£=²¦£
¢§¤¤£°£¬²=~±®£¡²±=­¤=²¦£=±³±®£¡²= §¬~°·=µ§²¦­³²=£¶£¡³²§¬¥=§²K=f¬=²¦§±=¡¦~®²£°I=µ£=µ§ªª= ³§ª¢=­¬
²¦~²=§¬¤­°«~²§­¬=²­=¤³°²¦£°=£¶®ª­°£=²¦£=¬~²³°£I=®³°®­±£I=~¬¢=¤³¬¡²§­¬~ª§²·=­¤=²¦£=±³±®£¡²
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°£¥§±²°·I=~¬¢=¬£²µ­°©=~¡²§´§²·F=§¬=±£®~°~²£=±£¡²§­¬±I=~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²K
^ª±­I=¬­²£=²¦~²=²¦£=¬³« £°=­¤=£´£¬²±=§±=«³¡¦=ª£±±= £¡~³±£=§²=~®®ª§£¢=®°£¢£¤§¬£¢=¤§ª²£°±=²¦~²
°£¢³¡£¢=«­±²=­¤=²¦£=³¬µ~¬²£¢=¬­§±£W
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x=TR=z

q¦£=`ps=¤§ª£=¡­¬²~§¬±=~ªª=²¦£=£´£¬²±=E®°­¡£±±I=¤§ª£I=°£¥§±²°·I=~¬¢=¬£²µ­°©=~¡²§´§²·F=±­°²£¢= ·
²¦£=²§«£ª§¬£=E²¦£=­°¢£°=§¬=µ¦§¡¦=²¦£=£´£¬²±=­¡¡³°°£¢FI=~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²W

q¦£=²£¶²=¤§ª£=~¬¢=²¦£=`ps=¤§ª£=¡~¬=¥§´£=¢§¤¤£°£¬²=®£°±®£¡²§´£±K=f¤=·­³=~°£=§¬²£°£±²£¢=§¬=²¦£
±³««~°·=­¤=£´£¬²±= ~±£¢=­¬=²¦£=¡~²£¥­°·=²¦£¬=·­³=¡~¬=ª­­©=~²=²¦£=²£¶²=¤§ª£X=§¤=·­³=~°£
§¬²£°£±²£¢=§¬=²¦£=±£¯³£¬¡£=­¤=£´£¬²±=§¬=²¦£=­°¢£°=§¬=µ¦§¡¦=§²=­¡¡³°°£¢=²¦£¬=·­³=¡~¬=´§£µ=²¦£
`ps=¤§ª£K

PKQ=`~®²³°§¬¥=k£²µ­°©=q°~¤¤§¡=t§²¦=t§°£±¦~°©
t¦£¬=²¦£=«~ªµ~°£=§±=£¶£¡³²£¢I=·­³=µ§ªª=µ~¬²=²­=¡~®²³°£=²¦£=¬£²µ­°©=²°~¤¤§¡=¥£¬£°~²£¢=~±=~
°£±³ª²=­¤=°³¬¬§¬¥=²¦£=«~ªµ~°£X=²¦§±=µ§ªª=¦£ª®=·­³=³¬¢£°±²~¬¢=²¦£=¡­««³¬§¡~²§­¬=¡¦~¬¬£ª
³±£¢= ·=²¦£=«~ªµ~°£=~¬¢=µ§ªª=~ª±­=¦£ª®=§¬=¢£²£°«§¬§¬¥=¬£²µ­°©J ~±£¢=§¬¢§¡~²­°±K=t§°£±¦~°©
Ehttps://www.wireshark.org/F=§±=~=®~¡©£²=±¬§¤¤£°=²¦~²=~ªª­µ±=·­³=²­=¡~®²³°£=²¦£=¬£²µ­°©
²°~¤¤§¡K=f¬±²~ªª~²§­¬=­¤=t§°£±¦~°©=­¬=²¦£=i§¬³¶=sj=µ~±=¡­´£°£¢=§¬=Chapter 1I=f¬²°­¢³¡²§­¬=²­
j~ªµ~°£=^¬~ª·±§±FK=q­=§¬´­©£=t§°£±¦~°©=­¬=i§¬³¶I=°³¬=²¦£=¤­ªª­µ§¬¥=¡­««~¬¢W

A=±³¢­=µ§°£±¦~°©

q­=±²~°²=¡~®²³°§¬¥=²¦£=²°~¤¤§¡=­¬=~=¬£²µ­°©=§¬²£°¤~¡£I=¡ª§¡©=­¬=`~®²³°£=º=l®²§­¬±=E=l°=®°£±±
`²°ª=H=hFI=±£ª£¡²=²¦£=¬£²µ­°©=§¬²£°¤~¡£I=~¬¢=¡ª§¡©=­¬=p²~°²W

https://www.wireshark.org/
https://www.wireshark.org/
https://www.wireshark.org/
https://www.wireshark.org/
https://www.wireshark.org/
https://www.wireshark.org/
https://www.wireshark.org/
https://www.wireshark.org/
https://www.wireshark.org/
https://www.wireshark.org/
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x=TS=z

PKR=p§«³ª~²§¬¥=p£°´§¡£±=µ§²¦=fk£²p§«
j­±²=«~ªµ~°£I=µ¦£¬=£¶£¡³²£¢I=°£~¡¦=­³²=²­=²¦£=§¬²£°¬£²=E¡­««~¬¢=~¬¢=¡­¬²°­ª=±£°´£°FI=~¬¢
§²=§±=¬­²=~=¥­­¢=§¢£~=²­=~ªª­µ=²¦£=«~ªµ~°£=²­=¡­¬¬£¡²=²­=§²±=`O=±£°´£°I=~¬¢=~ª±­=±­«£²§«£±
²¦£±£=±£°´£°±=«~·= £=³¬~´~§ª~ ª£K=a³°§¬¥=«~ªµ~°£=~¬~ª·±§±I=·­³=¬££¢=²­=¢£²£°«§¬£=²¦£
 £¦~´§­°=­¤=²¦£=«~ªµ~°£=µ§²¦­³²=~ªª­µ§¬¥=§²=²­=¡­¬²~¡²=²¦£=~¡²³~ª=¡­««~¬¢=~¬¢=¡­¬²°­ª=E`OF
±£°´£°I= ³²=~²=²¦£=±~«£=²§«£I=·­³=¬££¢=²­=®°­´§¢£=~ªª=²¦£=±£°´§¡£±=°£¯³§°£¢= ·=²¦£=«~ªµ~°£
±­=²¦~²=§²=¡~¬=¡­¬²§¬³£=§²±=­®£°~²§­¬K

fk£²p§«=§±=~=¤°££=i§¬³¶J ~±£¢=±­¤²µ~°£=±³§²£=¤­°=±§«³ª~²§¬¥=±²~¬¢~°¢=§¬²£°¬£²=±£°´§¡£±=E±³¡¦
~±=akpI=eqqmLeqqmpI=~¬¢=±­=­¬FK=q¦£=±²£®±=²­=§¬±²~ªª=~¬¢=¡­¬¤§¥³°£=fk£²p§«=­¬=²¦£=i§¬³¶
sj=µ£°£=¡­´£°£¢=§¬=Chapter 1I=f¬²°­¢³¡²§­¬=²­=j~ªµ~°£=^¬~ª·±§±K=l¬¡£=fk£²p§«=§±=ª~³¬¡¦£¢I
§²=±§«³ª~²£±=´~°§­³±=±£°´§¡£±I=~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥=­³²®³²I=~¬¢=§²=~ª±­=°³¬±=~=¢³««·
±£°´§¡£=²¦~²=¦~¬¢ª£±=¡­¬¬£¡²§­¬±=¢§°£¡²£¢=~²=¬­¬±²~¬¢~°¢=®­°²±W

$ ±³¢­=§¬£²±§«
INetSim 1.2.6 (2016-08-29) by Matthias Eckert & Thomas Hungenberg

Using log directory: /var/log/inetsim/

Using data directory: /var/lib/inetsim/

Using report directory: /var/log/inetsim/report/

Using configuration file: /etc/inetsim/inetsim.conf

Parsing configuration file.

Configuration file parsed successfully.

=== INetSim main process started (PID 2758) ===

Session ID: 2758

Listening on: 192.168.1.100

Real Date/Time: 2017-07-09 20:56:44

Fake Date/Time: 2017-07-09 20:56:44 (Delta: 0 seconds)
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 Forking services...

  * irc_6667_tcp - started (PID 2770)

  * dns_53_tcp_udp - started (PID 2760)

  * time_37_udp - started (PID 2776)

  * time_37_tcp - started (PID 2775)

  * dummy_1_udp - started (PID 2788)

  * smtps_465_tcp - started (PID 2764)

  * dummy_1_tcp - started (PID 2787)

  * pop3s_995_tcp - started (PID 2766)

  * ftp_21_tcp - started (PID 2767)

  * smtp_25_tcp - started (PID 2763)

  * ftps_990_tcp - started (PID 2768)

  * pop3_110_tcp - started (PID 2765)

  [...............REMOVED.

..............]

  * http_80_tcp - started (PID 2761)

  * https_443_tcp - started (PID 2762)

 done.

Simulation running.

^®~°²=¤°­«=±§«³ª~²§¬¥=±£°´§¡£±I=fk£²p§«=¡~¬=ª­¥=¡­««³¬§¡~²§­¬±I=~¬¢=§²=¡~¬=~ª±­= £
¡­¬¤§¥³°£¢=²­=°£±®­¬¢=²­=eqqmLeqqmp=°£¯³£±²±=~¬¢=°£²³°¬=~¬·=¤§ª£±= ~±£¢=­¬=²¦£
£¶²£¬±§­¬±K=c­°=£¶~«®ª£I=§¤=«~ªµ~°£=°£¯³£±²±=~¬=£¶£¡³²~ ª£=E.exeF=¤§ª£=¤°­«=²¦£=`O=±£°´£°I
fk£²p§«=¡~¬=°£²³°¬=~=¢³««·=£¶£¡³²~ ª£=¤§ª£=²­=²¦£=«~ªµ~°£K=q¦~²=µ~·I=·­³=¥£²=²­=©¬­µ
µ¦~²=«~ªµ~°£=¢­£±=µ§²¦=²¦£=£¶£¡³²~ ª£=¤§ª£=~¤²£°=¢­µ¬ª­~¢§¬¥=§²=¤°­«=²¦£=`O=±£°´£°K

q¦£=¤­ªª­µ§¬¥=£¶~«®ª£=¢£«­¬±²°~²£±=²¦£=³±£=­¤=fk£²p§«K=f¬=²¦§±=£¶~«®ª£I=~=«~ªµ~°£
±~«®ª£=µ~±=£¶£¡³²£¢=­¬=²¦£=t§¬¢­µ±=sjI=~¬¢=²¦£=¬£²µ­°©=²°~¤¤§¡=µ~±=¡~®²³°£¢=³±§¬¥
t§°£±¦~°©=­¬=²¦£=i§¬³¶=sj=µ§²¦­³²=§¬´­©§¬¥=fk£²p§«K=q¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²=¢§±®ª~·±=²¦£
²°~¤¤§¡=¡~®²³°£¢= ·=t§°£±¦~°©K=f²=±¦­µ±=²¦~²=²¦£=§¬¤£¡²£¢=t§¬¢­µ±=±·±²£«=E192.168.1.50F
§±=²°·§¬¥=²­=¡­««³¬§¡~²£=µ§²¦=²¦£=`O=±£°´£°= ·=¤§°±²=°£±­ª´§¬¥=²¦£=`O=¢­«~§¬I= ³²= £¡~³±£
­³°=i§¬³¶=sj=¢­£±=¬­²=¦~´£=~=akp=±£°´£°=°³¬¬§¬¥I=²¦~²=¢­«~§¬=¡­³ª¢=¬­²= £=°£±­ª´£¢=E~±
§¬¢§¡~²£¢= ·=²¦£=m­°²=r¬°£~¡¦~ ª£=«£±±~¥£FW
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x=TU=z

q¦§±=²§«£I=²¦£=«~ªµ~°£=µ~±=£¶£¡³²£¢I=~¬¢=²¦£=¬£²µ­°©=²°~¤¤§¡=µ~±=¡~®²³°£¢=­¬=²¦£=i§¬³¶
sj=µ§²¦=fk£²p§«=°³¬¬§¬¥=E±§«³ª~²§¬¥=±£°´§¡£±FK=c°­«=²¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²I=§²=¡~¬= £
±££¬=²¦~²=²¦£=«~ªµ~°£=¤§°±²=°£±­ª´£±=²¦£=`O=¢­«~§¬I=µ¦§¡¦=§±=°£±­ª´£¢=²­=²¦£=i§¬³¶=sjD±=fm
~¢¢°£±±=­¤=192.168.1.100K=l¬¡£=°£±­ª´£¢I=§²=²¦£¬=«~©£±=~¬=eqqm=¡­««³¬§¡~²§­¬=²­
¢­µ¬ª­~¢=~=¤§ª£=Esettings.iniFW

c°­«=²¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²I=§²=¡~¬= £=±££¬=²¦~²=²¦£=eqqm=°£±®­¬±£=µ~±=¥§´£¬= ·=²¦£
eqqm=±£°´£°=±§«³ª~²£¢= ·=fk£²p§«K=f¬=²¦§±=¡~±£I=²¦£=User-Agent=¤§£ª¢=§¬=²¦£=eqqm=°£¯³£±²
±³¥¥£±²±=²¦~²=²¦£=±²~¬¢~°¢= °­µ±£°=¢§¢=¬­²=§¬§²§~²£=²¦£=¡­««³¬§¡~²§­¬=~¬¢=±³¡¦=~¬
§¬¢§¡~²­°=¡~¬= £=³±£¢=²­=¡°£~²£=¬£²µ­°©=±§¥¬~²³°£±W

_·=±§«³ª~²§¬¥=²¦£=±£°´§¡£±I=§²=µ~±=®­±±§ ª£=²­=¢£²£°«§¬£=²¦~²=²¦£=«~ªµ~°£=¢­µ¬ª­~¢±=~=¤§ª£
¤°­«=²¦£=`O=±£°´£°=~¤²£°=£¶£¡³²§­¬K=^=²­­ª=±³¡¦=~±=fk£²p§«=~ªª­µ±=~=±£¡³°§²·=~¬~ª·±²=²­
¯³§¡©ª·=¢£²£°«§¬£=²¦£=«~ªµ~°£D±= £¦~´§­°=~¬¢=¡~®²³°£=§²±=¬£²µ­°©=²°~¤¤§¡=µ§²¦­³²=¦~´§¬¥=²­
«~¬³~ªª·=¡­¬¤§¥³°£=~ªª=²¦£=±£°´§¡£±=E±³¡¦=~±=akpI=eqqm=~¬¢=±­=­¬FK

^¬­²¦£°=~ª²£°¬~²§´£=²­=fk£²p§«=§±=c~©£k£²Jkd=Ehttps://github.com/
fireeye/flare-fakenet-ngFI=µ¦§¡¦=~ªª­µ±=·­³=²­=§¬²£°¡£®²=~¬¢=°£¢§°£¡²
~ªª=­°=±®£¡§¤§¡=¬£²µ­°©=²°~¤¤§¡= ·=±§«³ª~²§¬¥=¬£²µ­°©=±£°´§¡£±K

https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
https://github.com/fireeye/flare-fakenet-ng
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x=TV=z

QK=a·¬~«§¡=^¬~ª·±§±=p²£®±
a³°§¬¥=¢·¬~«§¡=~¬~ª·±§±=E £¦~´§­°~ª=~¬~ª·±§±FI=·­³=µ§ªª=¤­ªª­µ=~=±£¯³£¬¡£=­¤=±²£®±=²­
¢£²£°«§¬£=²¦£=¤³¬¡²§­¬~ª§²·=­¤=²¦£=«~ªµ~°£K=q¦£=¤­ªª­µ§¬¥=ª§±²=­³²ª§¬£±=²¦£=±²£®±=§¬´­ª´£¢=§¬
²¦£=¢·¬~«§¡=~¬~ª·±§±W

o£´£°²§¬¥=²­=²¦£=¡ª£~¬=±¬~®±¦­²W=q¦§±=§¬¡ª³¢£±=°£´£°²§¬¥=·­³°=´§°²³~ª=«~¡¦§¬£±
²­=~=¡ª£~¬=±²~²£K
o³¬¬§¬¥=²¦£=«­¬§²­°§¬¥L¢·¬~«§¡=~¬~ª·±§±=²­­ª±W=f¬=²¦§±=±²£®I=·­³=µ§ªª=°³¬=²¦£
«­¬§²­°§¬¥=²­­ª±= £¤­°£=£¶£¡³²§¬¥=²¦£=«~ªµ~°£=±®£¡§«£¬K=q­=¥£²=²¦£=«­±²=­³²=­¤
²¦£=«­¬§²­°§¬¥=²­­ª±=¡­´£°£¢=§¬=²¦£=®°£´§­³±=±£¡²§­¬I=·­³=¬££¢=²­=°³¬=²¦£«=µ§²¦
~¢«§¬§±²°~²­°=®°§´§ª£¥£±K
b¶£¡³²§¬¥=²¦£=«~ªµ~°£=±®£¡§«£¬W=f¬=²¦§±=±²£®I=·­³=µ§ªª=°³¬=²¦£=«~ªµ~°£=±~«®ª£
µ§²¦=~¢«§¬§±²°~²­°=®°§´§ª£¥£±K
p²­®®§¬¥=²¦£=«­¬§²­°§¬¥=²­­ª±W=q¦§±=§¬´­ª´£±=²£°«§¬~²§¬¥=²¦£=«­¬§²­°§¬¥=²­­ª±
~¤²£°=²¦£=«~ªµ~°£= §¬~°·=§±=£¶£¡³²£¢=¤­°=~=±®£¡§¤§£¢=²§«£K
^¬~ª·¸§¬¥=²¦£=°£±³ª²±W=q¦§±=§¬´­ª´£±=¡­ªª£¡²§¬¥=²¦£=¢~²~L°£®­°²±=¤°­«=²¦£
«­¬§²­°§¬¥=²­­ª±=~¬¢=~¬~ª·¸§¬¥=²¦£«=²­=¢£²£°«§¬£=²¦£=«~ªµ~°£D±= £¦~´§­°=~¬¢
¤³¬¡²§­¬~ª§²·K

RK=m³²²§¬¥=§²=^ªª=q­¥£²¦£°W=^¬~ª·¸§¬¥=~
j~ªµ~°£=b¶£¡³²~ ª£
l¬¡£=·­³=¦~´£=~¬=³¬¢£°±²~¬¢§¬¥=­¤=²¦£=¢·¬~«§¡=~¬~ª·±§±=²­­ª±=~¬¢=±²£®±=§¬´­ª´£¢=§¬
¢·¬~«§¡=~¬~ª·±§±I=²¦£±£=²­­ª±=¡~¬= £=³±£¢=²­¥£²¦£°=²­=¥ª£~¬=«~¶§«³«=§¬¤­°«~²§­¬=¤°­«=²¦£
«~ªµ~°£=±~«®ª£K=f¬=²¦§±=±£¡²§­¬I=µ£=µ§ªª=®£°¤­°«= ­²¦=±²~²§¡=~¬¢=¢·¬~«§¡=~¬~ª·±§±=²­
¢£²£°«§¬£=²¦£=¡¦~°~¡²£°§±²§¡±=~¬¢= £¦~´§­°=­¤=~=«~ªµ~°£=±~«®ª£=Esales.exeFK
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RKN=p²~²§¡=^¬~ª·±§±=­¤=²¦£=p~«®ª£
i£²D±=±²~°²=²¦£=£¶~«§¬~²§­¬=­¤=²¦£=«~ªµ~°£=±~«®ª£=µ§²¦=±²~²§¡=~¬~ª·±§±K=f¬=±²~²§¡=~¬~ª·±§±I
±§¬¡£=²¦£=«~ªµ~°£=±~«®ª£=§±=¬­²=£¶£¡³²£¢I=§²=¡~¬= £=®£°¤­°«£¢=­¬=£§²¦£°=²¦£=i§¬³¶=sj=­°
²¦£=t§¬¢­µ±=sjI=³±§¬¥=²¦£=²­­ª±=~¬¢=²£¡¦¬§¯³£±=¡­´£°£¢=§¬=Chapter 2I=p²~²§¡=^¬~ª·±§±K=t£
µ§ªª=±²~°²= ·=¢£²£°«§¬§¬¥=²¦£=¤§ª£=²·®£=~¬¢=²¦£=¡°·®²­¥°~®¦§¡=¦~±¦K=_~±£¢=­¬=²¦£=¤­ªª­µ§¬¥
­³²®³²I=²¦£=«~ªµ~°£= §¬~°·=§±=~=POJ §²=£¶£¡³²~ ª£=¤§ª£W

$ ¤§ª£=±~ª£±K£¶£
sales.exe: mbPO executable (GUI) Intel 80386, for MS Windows

$ «¢R±³«=±~ª£±K£¶£
51d9e2993d203bd43a502a2b1e1193da sales.exe

q¦£=^p`ff=±²°§¬¥±=£¶²°~¡²£¢=¤°­«=²¦£= §¬~°·=³±§¬¥=²¦£=±²°§¬¥±=³²§ª§²·=¡­¬²~§¬±=°£¤£°£¬¡£±=²­=~
±£²=­¤= ~²¡¦=¡­««~¬¢±I=µ¦§¡¦=ª­­©±=ª§©£=~=¡­««~¬¢=²­=¢£ª£²£=¤§ª£±K=q¦£=±²°§¬¥±=~ª±­=±¦­µ=~
°£¤£°£¬¡£=²­=~= ~²¡¦=¤§ª£=E_melt.batFI=µ¦§¡¦=§¬¢§¡~²£±=²¦~²=³®­¬=£¶£¡³²§­¬I=²¦£=«~ªµ~°£
®°­ ~ ª·=¡°£~²£±=~= ~²¡¦=E.batF=¤§ª£=~¬¢=£¶£¡³²£±=²¦­±£= ~²¡¦=¡­««~¬¢±K=q¦£=±²°§¬¥±=~ª±­
¦~´£=°£¤£°£¬¡£±=²­=²¦£=RUN=°£¥§±²°·=©£·X=²¦§±=§±=§¬²£°£±²§¬¥= £¡~³±£=«­±²=«~ªµ~°£=~¢¢±=~¬
£¬²°·=§¬=²¦£=RUN=°£¥§±²°·=©£·=²­=®£°±§±²=­¬=²¦£=±·±²£«=~¤²£°=°£ ­­²W

!This program cannot be run in DOS mode.

Rich

.text

`.rdata

@.data

.rsrc

[....REMOVED....]

:over2

f¤=¬­²=£¶§±²=?
?=d­q­=­´£°N
¢£ª=?
d­q­=­´£°O
W­´£°N
¢£ª=?
|«£ª²K ~²
[....REMOVED....]

p­¤²µ~°£yj§¡°­±­¤²yt§¬¢­µ±y`³°°£¬²s£°±§­¬yo³¬
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x=UN=z

b¶~«§¬§¬¥=²¦£=§«®­°²±=±¦­µ±=°£¤£°£¬¡£±=²­=¤§ª£=±·±²£«J~¬¢=°£¥§±²°·J°£ª~²£¢=^mf=¡~ªª±I
§¬¢§¡~²§¬¥=²¦£=«~ªµ~°£D±=~ §ª§²·=²­=®£°¤­°«=¤§ª£=±·±²£«=~¬¢=°£¥§±²°·=­®£°~²§­¬±I=~±
¦§¥¦ª§¥¦²£¢=§¬=²¦£=¤­ªª­µ§¬¥=­³²®³²K=q¦£=®°£±£¬¡£=­¤=^mf=¡~ªª±=WinExec=~¬¢
ShellExecuteAI=±³¥¥£±²=²¦£=«~ªµ~°£D±=¡~®~ §ª§²·=²­=§¬´­©£=­²¦£°=®°­¥°~«±=E¡°£~²£=~=¬£µ
®°­¡£±±FW

kernel32.dll

  [.....REMOVED......]

  SetFilePointer

  SizeofResource

  t§¬b¶£¡
  t°§²£c§ª£
  lstrcatA

  lstrcmpiA

  lstrlenA

  `°£~²£c§ª£^
  `­®·c§ª£^
  LockResource

  CloseHandle

shell32.dll

  SHGetSpecialFolderLocation

  SHGetPathFromIDListA

  p¦£ªªb¶£¡³²£^

advapi32.dll

==o£¥`°£~²£h£·^
==o£¥p£²s~ª³£b¶^
==o£¥`ª­±£h£·

n³£°·§¬¥=²¦£=¦~±¦=´~ª³£=¤°­«=²¦£=s§°³±q­²~ª=¢~²~ ~±£=±¦­µ±=RU=~¬²§´§°³±=¢£²£¡²§­¬±I=~¬¢
±§¥¬~²³°£=¬~«£±=±³¥¥£±²=²¦~²=µ£=~°£=®°­ ~ ª·=¢£~ª§¬¥=µ§²¦=~=«~ªµ~°£=±~«®ª£=¡~ªª£¢
m­§±­¬f´·K=q­=®£°¤­°«=²¦£=¦~±¦=±£~°¡¦=¤°­«=s§°³±q­²~ªI=·­³=¬££¢=§¬²£°¬£²=~¡¡£±±I=~¬¢=§¤=·­³
µ~¬²=²­=³±£=²¦£=s§°³±q­²~ª=®³ ª§¡=^mfI=²¦£¬=·­³=¬££¢=~¬=^mf=©£·I=µ¦§¡¦=¡~¬= £=­ ²~§¬£¢= ·
±§¥¬§¬¥=³®=¤­°=~=s§°³±q­²~ª=~¡¡­³¬²W

$ ®·²¦­¬=´²|¦~±¦|¯³£°·K®·=RN¢V£OVVP¢OMP ¢QP~RMO~O N£NNVP¢~
Detections: RULSQ
VirusTotal Results:

  Bkav ==> None

  MicroWorld-eScan ==> Backdoor.Generic.474970

  nProtect ==> Backdoor/W32.Poison.11776.CM

  CMC ==> Backdoor.Win32.Generic!O

  CAT-QuickHeal ==> Backdoor.Poisonivy.EX4

  ALYac ==> Backdoor.Generic.474970

  Malwarebytes ==> None

  Zillya ==> Dropper.Agent.Win32.242906
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  AegisLab ==> Backdoor.W32.Poison.deut!c

  TheHacker ==> Backdoor/Poison.ddpk

  K7GW ==> Backdoor ( 04c53c5b1 )

  K7AntiVirus ==> Backdoor ( 04c53c5b1 )

  Invincea ==> heuristic

  Baidu ==> Win32.Trojan.WisdomEyes.16070401.9500.9998

  Symantec ==> Trojan.Gen

  TotalDefense ==> Win32/Poison.ZR!genus

  TrendMicro-HouseCall ==> TROJ_GEN.R047C0PG617

  Paloalto ==> generic.ml

  ClamAV ==> Win.Trojan.Poison-1487

  Kaspersky ==> Trojan.Win32.Agentb.jan

  NANO-Antivirus ==> Trojan.Win32.Poison.dstuj

  ViRobot ==> Backdoor.Win32.A.Poison.11776

  [..................REMOVED...........................]

RKO=a·¬~«§¡=^¬~ª·±§±=­¤=²¦£=p~«®ª£
q­=³¬¢£°±²~¬¢=²¦£=«~ªµ~°£D±= £¦~´§­°I=²¦£=¢·¬~«§¡=~¬~ª·±§±=²­­ª±=¢§±¡³±±£¢=§¬=²¦§±=¡¦~®²£°
µ£°£=³±£¢I=~¬¢=²¦£=¤­ªª­µ§¬¥=¢·¬~«§¡=~¬~ª·±§±=±²£®±=µ£°£=¤­ªª­µ£¢W

_­²¦=²¦£=t§¬¢­µ±=sj=~¬¢=²¦£=i§¬³¶=sj=µ£°£=°£´£°²£¢=²­=²¦£=¡ª£~¬=±¬~®±¦­²±KNK
l¬=t§¬¢­µ±=sjI=m°­¡£±±=e~¡©£°=µ~±=±²~°²£¢=µ§²¦=~¢«§¬§±²°~²­°=®°§´§ª£¥£±=²­OK
¢£²£°«§¬£=®°­¡£±±=~²²°§ ³²£±I=~¬¢=²¦£=k­°§ £¬=m·²¦­¬=±¡°§®²=µ~±=£¶£¡³²£¢=Eµ¦§¡¦
§¬=²³°¬=±²~°²£¢=m°­¡£±±=j­¬§²­°F=²­=§¬±®£¡²=²¦£=«~ªµ~°£D±=§¬²£°~¡²§­¬=µ§²¦=²¦£
±·±²£«K
l¬=²¦£=i§¬³¶=sjI=fk£²p§«=µ~±=ª~³¬¡¦£¢=²­=±§«³ª~²£=¬£²µ­°©=±£°´§¡£±I=~¬¢PK
t§°£±¦~°©=µ~±=£¶£¡³²£¢=~¬¢=¡­¬¤§¥³°£¢=²­=¡~®²³°£=²¦£=¬£²µ­°©=²°~¤¤§¡=­¬=²¦£
¬£²µ­°©=§¬²£°¤~¡£K
t§²¦=~ªª=²¦£=«­¬§²­°§¬¥=²­­ª±=°³¬¬§¬¥I=²¦£=«~ªµ~°£=µ~±=£¶£¡³²£¢=µ§²¦QK
~¢«§¬§±²°~²­°=®°§´§ª£¥£±=E°§¥¦²=¡ª§¡©=º=o³¬=~±=^¢«§¬§±²°~²­°F=¤­°=~°­³¬¢=QM
±£¡­¬¢±K
^¤²£°=QM=±£¡­¬¢±I=k­°§ £¬=µ~±=±²­®®£¢=­¬=²¦£=t§¬¢­µ±=sjK=fk£²p§«=~¬¢RK
t§°£±¦~°©=µ£°£=±²­®®£¢=­¬=²¦£=i§¬³¶=sjK
o£±³ª²±=¤°­«=²¦£=«­¬§²­°§¬¥=²­­ª±=µ£°£=¡­ªª£¡²£¢=~¬¢=£¶~«§¬£¢=²­=³¬¢£°±²~¬¢SK
²¦£=«~ªµ~°£D±= £¦~´§­°K
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x=UP=z

^¤²£°=®£°¤­°«§¬¥=¢·¬~«§¡=~¬~ª·±§±I=²¦£=¤­ªª­µ§¬¥=§¬¤­°«~²§­¬=~ ­³²=²¦£=«~ªµ~°£=µ~±
¢£²£°«§¬£¢=¤°­«=¢§¤¤£°£¬²=«­¬§²­°§¬¥=²­­ª±W

r®­¬=£¶£¡³²§¬¥=²¦£=«~ªµ~°£=±~«®ª£=Esales.exeFI=~=¬£µNK
®°­¡£±±I=iexplorer.exeI=µ~±=¡°£~²£¢=µ§²¦=~=®°­¡£±±=fa=­¤=1272K=q¦£=®°­¡£±±
£¶£¡³²~ ª£=§±=ª­¡~²£¢=§¬=²¦£=%Appdata%=¢§°£¡²­°·K=q¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²=§±=²¦£
­³²®³²=¤°­«=m°­¡£±±=e~¡©£°=±¦­µ§¬¥=²¦£=¬£µª·=¡°£~²£¢=®°­¡£±±W

_·=£¶~«§¬§¬¥=²¦£=k­°§ £¬=ª­¥±I=§²=¡~¬= £=¢£²£°«§¬£¢=²¦~²=²¦£=«~ªµ~°£=¢°­®®£¢=~OK
¤§ª£=¡~ªª£¢=iexplorer.exe=§¬=²¦£=%AppData%=¢§°£¡²­°·K=q¦£=¬~«£=­¤=²¦£=¤§ª£
Eiexplorer.exeF=§±=±§«§ª~°=²­=²¦£=¤§ª£=¬~«£=­¤=²¦£=f¬²£°¬£²=b¶®ª­°£°
Eiexplore.exeF= °­µ±£°K=q¦§±=²£¡¦¬§¯³£=§±=~=¢£ª§ £°~²£=~²²£«®²= ·=²¦£=~²²~¡©£°
²­=«~©£=²¦£=«~ª§¡§­³±= §¬~°·=ª­­©=ª§©£=~=ª£¥§²§«~²£=£¶£¡³²~ ª£W

[`°£~²£c§ª£] sales.exe:3724 > %AppData%\iexplorer.exe

^¤²£°=¢°­®®§¬¥=²¦£=¤§ª£I=²¦£=«~ªµ~°£=£¶£¡³²£¢=²¦£=¢°­®®£¢=¤§ª£K=^±=~=°£±³ª²=­¤=²¦~²I=~=¬£µ
®°­¡£±±=iexplorer.exe=µ~±=¡°£~²£¢K=q¦§±=µ~±=²¦£=®°­¡£±±=²¦~²=µ~±=¢§±®ª~·£¢= ·=²¦£
m°­¡£±±=e~¡©£°W

[`°£~²£m°­¡£±±] sales.exe:3724 > "%AppData%\iexplorer.exe"

q¦£=«~ªµ~°£=²¦£¬=¢°­®±=~¬­²¦£°=¤§ª£=¡~ªª£¢=MDMF5A5.tmp_melt.batI=~±=±¦­µ¬=§¬=²¦£
¤­ªª­µ§¬¥=­³²®³²K=^²=²¦§±=®­§¬²I=§²=¡~¬= £=¢£¢³¡£¢=²¦~²=²¦£==_melt.bat=±²°§¬¥=²¦~²=µ£=¤­³¬¢
¢³°§¬¥=±²~²§¡=~¬~ª·±§±=§±=¡­¬¡~²£¬~²£¢=µ§²¦=~¬­²¦£°=±²°§¬¥=¡~ªª£¢=MDMF5A5.tmpI=µ¦§¡¦=§±
³±£¢=²­=¥£¬£°~²£=~=¤§ª£=¬~«£I MDMF5A5.tmp_melt.batK=l¬¡£=²¦£=¤§ª£¬~«£=§±=¥£¬£°~²£¢I
²¦£=«~ªµ~°£=¢°­®±=~=¤§ª£=µ§²¦=²¦§±=¬~«£=­¬=²¦£=¢§±©W

[`°£~²£c§ª£] sales.exe:3724 > %LocalAppData%\Temp\MDMF5A5.tmp_melt.bat
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x=UQ=z

f²=²¦£¬=£¶£¡³²£±=²¦£=¢°­®®£¢= ~²¡¦=E.batF=±¡°§®²= ·=§¬´­©§¬¥=¡«¢K£¶£W

[`°£~²£m°­¡£±±] sales.exe:3724 > "%WinDir%\system32\¡«¢K£¶£ /c
%LocalAppData%\Temp\jajcR^RK²«®|«£ª²K ~²"

^±=~=°£±³ª²=­¤=cmd.exe=£¶£¡³²§¬¥=²¦£= ~²¡¦=±¡°§®²I= ­²¦=²¦£=­°§¥§¬~ª=¤§ª£=Esales.exeF=~¬¢
²¦£= ~²¡¦=±¡°§®²=EMDMF5A5.tmp_melt.batF=µ£°£=¢£ª£²£¢I=~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥=¡­¢£
±¬§®®£²K=q¦§±= £¦~´§­°=¡­¬¤§°«±=²¦£=¢£ª£²£=¤³¬¡²§­¬~ª§²·=­¤=²¦£= ~²¡¦=E.batF=¤§ª£=E§¤=·­³
°£¡~ªªI= ~²¡¦=¡­««~¬¢±=²­=¢£ª£²£=¤§ª£±=µ£°£=¤­³¬¢=¢³°§¬¥=²¦£=±²°§¬¥=£¶²°~¡²§­¬=®°­¡£±±FW

[a£ª£²£c§ª£] cmd.exe:3800 > %UserProfile%\Desktop\sales.exe
[a£ª£²£c§ª£] cmd.exe:3800 > %LocalAppData%\Temp\MDMF5A5.tmp_melt.bat

q¦£=«~ª§¡§­³±= §¬~°·=²¦£¬=~¢¢±=²¦£=®~²¦=­¤=²¦£=¢°­®®£¢=¤§ª£I=~±=~¬=£¬²°·=§¬=²¦£=RUN=°£¥§±²°·
©£·=¤­°=®£°±§±²£¬¡£I=µ¦§¡¦=~ªª­µ±=²¦£=«~ªµ~°£=²­=±²~°²=£´£¬=~¤²£°=²¦£=±·±²£«=°£ ­­²±W

[o£¥p£²s~ª³£] iexplorer.exe:1272 >
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\o³¬yehij=h£·=Z
`Wyr±£°±y²£±²y^®®a~²~yo­~«§¬¥y§£¶®ª­°£°K£¶£

c°­«=²¦£=¬£²µ­°©=²°~¤¤§¡=¡~®²³°£¢= ·=t§°£±¦~°©I=§²=¡~¬= £=±££¬=²¦~²=²¦£=«~ªµ~°£PK
°£±­ª´£±=²¦£=`O=¢­«~§¬=~¬¢=£±²~ ª§±¦£±=~=¡­¬¬£¡²§­¬=­¬=®­°²=80W

q¦£=q`m=±²°£~«=­¤=²¦£=®­°²=UM=¡­««³¬§¡~²§­¬I=~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²I=§±=¬­²
±²~¬¢~°¢=eqqm=²°~¤¤§¡X=²¦§±=±³¥¥£±²±=²¦~²=²¦£=«~ªµ~°£=®°­ ~ ª·=³±£±=~=¡³±²­«=®°­²­¡­ª=­°
£¬¡°·®²£¢=¡­««³¬§¡~²§­¬K=f¬=«­±²=¡~±£±I=²¦£=«~ªµ~°£=³±£±=~=¡³±²­«=®°­²­¡­ª=­°=£¬¡°·®²±
§²±=¬£²µ­°©=²°~¤¤§¡=²­= ·®~±±=¬£²µ­°©J ~±£¢=±§¥¬~²³°£±K=v­³=¬££¢=²­=®£°¤­°«=¡­¢£=~¬~ª·±§±
­¤=«~ª§¡§­³±= §¬~°§£±=²­=¢£²£°«§¬£=²¦£=¬~²³°£=­¤=²¦£=¬£²µ­°©=²°~¤¤§¡K=f¬=²¦£=³®¡­«§¬¥
¡¦~®²£°±I=·­³=µ§ªª=ª£~°¬=²¦£=²£¡¦¬§¯³£±=²­=®£°¤­°«=¡­¢£=~¬~ª·±§±=§¬=­°¢£°=²­=¥~§¬=~¬=§¬±§¥¦²
§¬²­=²¦£=§¬¬£°=µ­°©§¬¥±=­¤=~=«~ªµ~°£= §¬~°·W
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x=UR=z

`­«®~°§¬¥=²¦£=¡°·®²­¥°~®¦§¡=¦~±¦=­¤=²¦£=¢°­®®£¢=±~«®ª£=Eiexplorer.exeF=~¬¢=²¦£
­°§¥§¬~ª= §¬~°·=Esales.exeF=±¦­µ±=²¦~²=²¦£·=~°£=§¢£¬²§¡~ªW

$ «¢R±³«=±~ª£±K£¶£=§£¶®ª­°£°K£¶£
51d9e2993d203bd43a502a2b1e1193da sales.exe

51d9e2993d203bd43a502a2b1e1193da iexplorer.exe

q­=±³««~°§¸£I=µ¦£¬=«~ªµ~°£=§±=£¶£¡³²£¢I=§²=¡­®§£±=§²±£ª¤=§¬²­=²¦£=%AppData%=¢§°£¡²­°·=~±
iexplorer.exe=~¬¢=²¦£¬=¢°­®±=~= ~²¡¦=±¡°§®²=µ¦­±£=¨­ =§±=²­=¢£ª£²£=²¦£=­°§¥§¬~ª= §¬~°·
~¬¢=§²±£ª¤K=q¦£=«~ªµ~°£=²¦£¬=~¢¢±=~¬=£¬²°·=§¬²­=²¦£=°£¥§±²°·=©£·=±­=²¦~²=§²=¡~¬=±²~°²=£´£°·
²§«£=²¦£=±·±²£«=±²~°²±K=q¦£=«~ª§¡§­³±= §¬~°·=®­±±§ ª·=£¬¡°·®²±=§²±=¬£²µ­°©=²°~¤¤§¡=~¬¢
¡­««³¬§¡~²£±=µ§²¦=²¦£=¡­««~¬¢=~¬¢=¡­¬²°­ª=E`OF=±£°´£°=­¬=®­°²=UM=³±§¬¥=~=¬­¬J±²~¬¢~°¢
®°­²­¡­ªK

_·=¡­« §¬§¬¥= ­²¦=±²~²§¡=~¬¢=¢·¬~«§¡=~¬~ª·±§±I=§²=µ~±=®­±±§ ª£=²­=¢£²£°«§¬£=²¦£
¡¦~°~¡²£°§±²§¡±=~¬¢=²¦£= £¦~´§­°=­¤=²¦£=«~ª§¡§­³±= §¬~°·K=q¦£±£=~¬~ª·±§±=²£¡¦¬§¯³£±=~ª±­
¦£ª®£¢=§¬=§¢£¬²§¤·§¬¥=²¦£=¬£²µ­°©=~¬¢=¦­±²J ~±£¢=§¬¢§¡~²­°±=~±±­¡§~²£¢=µ§²¦=²¦£=«~ªµ~°£
±~«®ª£K

f¬¡§¢£¬²=°£±®­¬±£=²£~«±=³±£=²¦£=§¬¢§¡~²­°±=¢£²£°«§¬£¢=¤°­«=²¦£=«~ªµ~°£
~¬~ª·±§±=²­=¡°£~²£=²¦£=¬£²µ­°©=~¬¢=¦­±²J ~±£¢=±§¥¬~²³°£±=²­=¢£²£¡²
~¢¢§²§­¬~ª=§¬¤£¡²§­¬±=­¬=²¦£=¬£²µ­°©K=t¦£¬=®£°¤­°«§¬¥=«~ªµ~°£=~¬~ª·±§±I
¬­²£=¢­µ¬=²¦­±£=§¬¢§¡~²­°±=²¦~²=¡~¬=¦£ª®=·­³=­°=·­³°=§¬¡§¢£¬²=°£±®­¬±£
²£~«=²­=¢£²£¡²=§¬¤£¡²£¢=¦­±²±=­¬=·­³°=¬£²µ­°©K

SK=a·¬~«§¡Ji§¬©=i§ °~°·=EaiiF=^¬~ª·±§±
^=a·¬~«§¡Ji§¬©=i§ °~°·=EaiiF=§±=~=«­¢³ª£=²¦~²=¡­¬²~§¬±=¤³¬¡²§­¬±=E¡~ªª£¢=£¶®­°²£¢=¤³¬¡²§­¬±
­°=£¶®­°²±F=²¦~²=¡~¬= £=³±£¢= ·=~¬­²¦£°=®°­¥°~«=E±³¡¦=~±=~¬=b¶£¡³²~ ª£=­°=aiiFK=^¬
£¶£¡³²~ ª£=¡~¬=³±£=²¦£=¤³¬¡²§­¬±=§«®ª£«£¬²£¢=§¬=~=aii= ·=§«®­°²§¬¥=§²=¤°­«=²¦£=aiiK

q¦£=t§¬¢­µ±=­®£°~²§¬¥=±·±²£«=¡­¬²~§¬±=«~¬·=aii±=²¦~²=£¶®­°²=´~°§­³±=¤³¬¡²§­¬±=¡~ªª£¢
^®®ª§¡~²§­¬=m°­¥°~««§¬¥=f¬²£°¤~¡£±=E^mf±FK=q¦£=¤³¬¡²§­¬±=¡­¬²~§¬£¢=§¬=²¦£±£=aii±=~°£=³±£¢
 ·=²¦£=®°­¡£±±£±=²­=§¬²£°~¡²=µ§²¦=²¦£=¤§ª£=±·±²£«I=®°­¡£±±I=°£¥§±²°·I=¬£²µ­°©I=~¬¢=²¦£
¥°~®¦§¡~ª=³±£°=§¬²£°¤~¡£=EdrfFK
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x=US=z

q­=¢§±®ª~·=²¦£=£¶®­°²£¢=¤³¬¡²§­¬±=§¬=`cc=b¶®ª­°£°=²­­ªI=ª­~¢=²¦£=mb=¤§ª£=²¦~²=£¶®­°²=¤³¬¡²§­¬±
~¬¢=¡ª§¡©=­¬=b¶®­°²=a§°£¡²­°·K=q¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²=±¦­µ=±­«£=­¤=²¦£=¤³¬¡²§­¬±
£¶®­°²£¢= ·=Kernel32.dll=E§²=§±=~¬=­®£°~²§¬¥=±·±²£«=aii=~¬¢=§±=ª­¡~²£¢=§¬
²¦£=C:\Windows\System32=¢§°£¡²­°·FK=l¬£=­¤=²¦£=¤³¬¡²§­¬±=£¶®­°²£¢= ·=Kernel32.dll=§±
CreateFileX=²¦§±=^mf=¤³¬¡²§­¬=§±=³±£¢=²­=¡°£~²£=­°=­®£¬=~=¤§ª£W

f¬=²¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²I=§²=¡~¬= £=±££¬=²¦~²=notepad.exe=§«®­°²±=±­«£=­¤=²¦£=¤³¬¡²§­¬±
£¶®­°²£¢= ·=kernel32.dllI=§¬¡ª³¢§¬¥=²¦£=CreateFile=¤³¬¡²§­¬K=t¦£¬=·­³=­®£¬=­°=¡°£~²£
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²¦£=±~«£=²§«£I=·­³=µ§ªª=¬­²=°£¡£§´£=~¬·=£°°­°K=q¦£=°£~±­¬=¤­°=²¦§±=§±=²¦~²=µ¦£¬
rundll32.exe=´~ª§¢~²£±=²¦£=¡­««~¬¢Jª§¬£=±·¬²~¶=E±²£®=N=«£¬²§­¬£¢=§¬=²¦£=p£¡²§­¬
SKOKN=t­°©§¬¥=­¤=°³¬¢ªªPOK£¶£FI=§²=¤~§ª±=²¦£=±·¬²~¶=¡¦£¡©K=^±=~=°£±³ª²I=rundll32.exe=£¶§²±
µ§²¦­³²=ª­~¢§¬¥=²¦£=aiiK

v­³=¬££¢=²­=«~©£=±³°£=²¦~²=²¦£=¡­««~¬¢Jª§¬£=±·¬²~¶=§±=¡­°°£¡²=²­=ª­~¢=~=aii=±³¡¡£±±¤³ªª·K
q¦£=¡­««~¬¢=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥=­³²®³²=±¦­³ª¢=°³¬=²¦£=aii=±³¡¡£±±¤³ªª·K=f¬=²¦£
¤­ªª­µ§¬¥=¡­««~¬¢I=test=§±=~=¢³««·=¬~«£I=~¬¢=²¦£°£=§±=¬­=±³¡¦=£¶®­°²=¤³¬¡²§­¬I=§²=§±=¨³±²
³±£¢=²­=«~©£=±³°£=²¦£=¡­««~¬¢Jª§¬£=±·¬²~¶=§±=¡­°°£¡²K=_£¤­°£=°³¬¬§¬¥=²¦£=¤­ªª­µ§¬¥
¡­««~¬¢I=²¦£=´~°§­³±=«­¬§²­°§¬¥=²­­ª±=²¦~²=µ£=¡­´£°£¢=§¬=²¦§±=¡¦~®²£°=Em°­¡£±±=e~¡©£°I
k­°§ £¬I=t§°£±¦~°©I=f¬£²±§«F=µ£°£=±²~°²£¢W

C:\>rundll32.exe C:\samples\aa.dll,test

^¤²£°=°³¬¬§¬¥=²¦£=¡­««~¬¢I=²¦£=¤­ªª­µ§¬¥=£°°­°=µ~±=°£¡£§´£¢I= ³²=²¦£=aii=µ~±
±³¡¡£±±¤³ªª·=£¶£¡³²£¢K=f¬=²¦§±=¡~±£I= £¡~³±£=²¦£=±·¬²~¶=§±=¡­°°£¡²I=rundll32.exe=ª­~¢£¢=²¦£
aii=E±²£®=OI=«£¬²§­¬£¢=§¬=²¦£=p£¡²§­¬=SKOKN=t­°©§¬¥=­¤=°³¬¢ªªPOK£¶£FK=^±=~=°£±³ª²I=§²±=DLL
entry point=¤³¬¡²§­¬=µ~±=¡~ªª£¢=Eµ¦§¡¦=§¬=²³°¬=¡~ªª£¢=DLLMainI=¡­¬²~§¬§¬¥=²¦£=«~ª§¡§­³±
¡­¢£FK=q¦£¬=rundll32.exe=²°§£±=²­=¤§¬¢=²¦£=~¢¢°£±±=­¤=²¦£=£¶®­°²=¤³¬¡²§­¬=test=Eµ¦§¡¦=§±
±²£®=PI=«£¬²§­¬£¢=§¬=²¦£=p£¡²§­¬=SKOKN=t­°©§¬¥=­¤=°³¬¢ªªPOK£¶£FK=p§¬¡£=§²=¡~¬¬­²=¤§¬¢=²¦£=~¢¢°£±±
­¤=testI=²¦£=¤­ªª­µ§¬¥=£°°­°=µ~±=¢§±®ª~·£¢K=b´£¬=²¦­³¥¦=²¦£=£°°­°=«£±±~¥£=µ~±=¢§±®ª~·£¢I
²¦£=aii=µ~±=±³¡¡£±±¤³ªª·=ª­~¢£¢=E²¦~²D±=£¶~¡²ª·=µ¦~²=µ£=µ~¬²£¢=¤­°=«­¬§²­°§¬¥=§²±
~¡²§´§²·FW
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x=VN=z

r®­¬=£¶£¡³²§­¬I=²¦£=«~ªµ~°£=£±²~ ª§±¦£±=~¬=eqqm=¡­¬¬£¡²§­¬=µ§²¦=²¦£=`O=¢­«~§¬=~¬¢
¢­µ¬ª­~¢±=~=¤§ª£=EThanksgiving.jpgFI=~±=±¦­µ¬=§¬=²¦£=¤­ªª­µ§¬¥=t§°£±¦~°©=­³²®³²W

Example 2 � Analyzing a DLL Containing Exports

f¬=²¦§±=£¶~«®ª£I=µ£=µ§ªª=ª­­©=~²=~¬­²¦£°=«~ª§¡§­³±=aii=Eobe.dllFK=q¦£=¤­ªª­µ§¬¥
±¡°££¬±¦­²=±¦­µ±=²µ­=¤³¬¡²§­¬±=EDllRegisterServer
~¬¢=DllUnRegisterServerF=£¶®­°²£¢= ·=²¦£=aiiW

q¦£=aii=±~«®ª£=µ~±=°³¬=µ§²¦=²¦£=¤­ªª­µ§¬¥=¡­««~¬¢K=b´£¬=²¦­³¥¦=obe.dll=µ~±=ª­~¢£¢
§¬²­=²¦£=«£«­°·=­¤=rundll32.exeI=§²=¢§¢=¬­²=²°§¥¥£°=~¬·= £¦~´§­°K=q¦§±=§±= £¡~³±£=aiiD±
£¬²°·=®­§¬²=¤³¬¡²§­¬=¢­£±=¬­²=§«®ª£«£¬²=~¬·=¤³¬¡²§­¬~ª§²·W

C:\>rundll32.exe c:\samples\obe.dll,test

l¬=²¦£=­²¦£°=¦~¬¢I=°³¬¬§¬¥=²¦£=±~«®ª£=µ§²¦=²¦£=DllRegisterServer=¤³¬¡²§­¬=~±=±¦­µ¬
 £ª­µI=²°§¥¥£°£¢=~¬=eqqmp=¡­««³¬§¡~²§­¬=²­=²¦£=`O=±£°´£°K=c°­«=²¦§±I=§²=¡~¬= £=¢£¢³¡£¢
²¦~²=DLLRegisterServer=§«®ª£«£¬²±=²¦£=¬£²µ­°©=¤³¬¡²§­¬~ª§²·W

C:\>rundll32.exe c:\samples\obe.dll,DllRegisterServer
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x=VO=z

q¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²=±¦­µ±=²¦£=¬£²µ­°©=²°~¤¤§¡=¡~®²³°£¢= ·=t§°£±¦~°©W

v­³=¡~¬=µ°§²£=~=±¡°§®²=²­=¢£²£°«§¬£=~ªª=²¦£=£¶®­°²£¢=¤³¬¡²§­¬±=E~±=¡­´£°£¢
§¬=Chapter 2I=p²~²§¡=^¬~ª·±§±F=§¬=~=aii=~¬¢=¡~ªª=²¦£«=§¬=±£¯³£¬¡£=µ¦§ª£
°³¬¬§¬¥=²¦£=«­¬§²­°§¬¥=²­­ª±K=q¦§±=²£¡¦¬§¯³£=¡~¬=¦£ª®=§¬=³¬¢£°±²~¬¢§¬¥
²¦£=¤³¬¡²§­¬~ª§²·=­¤=£~¡¦=£¶®­°²£¢=¤³¬¡²§­¬K=aiio³¬¬£°=Ehttps://github.
com/Neo23x0/DLLRunnerF=§±=~=m·²¦­¬=±¡°§®²=²¦~²=£¶£¡³²£±=~ªª=£¶®­°²£¢
¤³¬¡²§­¬±=§¬=~=aiiK

Example 3 � Analyzing a DLL Accepting Export Arguments

q¦£=¤­ªª­µ§¬¥=£¶~«®ª£=±¦­µ±=¦­µ=·­³=¡~¬=~¬~ª·¸£=~=aii=²¦~²=~¡¡£®²±=£¶®­°²=~°¥³«£¬²±K
q¦£=aii=³±£¢=§¬=²¦§±=£¶~«®ª£=µ~±=¢£ª§´£°£¢=´§~=®­µ£°®­§¬²I=~±=¢£±¡°§ £¢=§¬=²¦§±
ª§¬©W=https://securingtomorrow.mcafee.com/mcafee-labs/threat-actors-use-
encrypted-office-binary-format-evade-detection/K

q¦£=aii=ESearchCache.dllF=¡­¬±§±²±=­¤=~¬=£¶®­°²=¤³¬¡²§­¬I=_flushfile@16I=µ¦­±£
¤³¬¡²§­¬~ª§²·=§±=²­=¢£ª£²£=~=¤§ª£K=q¦§±=£¶®­°²=¤³¬¡²§­¬=~¡¡£®²±=~¬=~°¥³«£¬²I=µ¦§¡¦=§±=²¦£=¤§ª£=²­
¢£ª£²£W

q­=¢£«­¬±²°~²£=²¦£=¢£ª£²£=¤³¬¡²§­¬~ª§²·I=~=²£±²=¤§ª£=Efile_to_delete.txtF=µ~±=¡°£~²£¢I
~¬¢=²¦£=«­¬§²­°§¬¥=²­­ª±=µ£°£=ª~³¬¡¦£¢K=q¦£=²£±²=¤§ª£=µ~±=®~±±£¢=~¬=~°¥³«£¬²=²­=²¦£=£¶®­°²
¤³¬¡²§­¬=_flushfile@16=³±§¬¥=²¦£=¤­ªª­µ§¬¥=¡­««~¬¢K=^¤²£°=°³¬¬§¬¥=²¦£=¤­ªª­µ§¬¥
¡­««~¬¢I=²¦£=²£±²=¤§ª£=µ~±=¢£ª£²£¢=¤°­«=²¦£=¢§±©W

rundll32.exe c:\samples\SearchCache.dll,_flushfile@16

C:\samples\file_to_delete.txt
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x=VP=z

q¦£=¤­ªª­µ§¬¥=§±=²¦£=­³²®³²=¤°­«=²¦£=k­°§ £¬=ª­¥±=±¦­µ§¬¥=rundll32.exe=¢£ª£²§¬¥=²¦£=¤§ª£
(file_to_delete.txt)W

Processes Created:

[CreateProcess] cmd.exe:1100 > "rundll32.exe

c:\samples\SearchCache.dll,_flushfile@16 C:\samples\file_to_delete.txt"

[Child PID: 3348]

File Activity:

xa£ª£²£c§ª£z=°³¬¢ªªPOK£¶£WPPQU=[=`Wy±~«®ª£±y¤§ª£|²­|¢£ª£²£K²¶²

q­=¢£²£°«§¬£=²¦£=®~°~«£²£°±=~¬¢=²¦£=²·®£=­¤=®~°~«£²£°±=~¡¡£®²£¢= ·=~¬
£¶®­°²=¤³¬¡²§­¬I=·­³=µ§ªª=¬££¢=²­=®£°¤­°«=¡­¢£=~¬~ª·±§±K=v­³=µ§ªª= £
ª£~°¬§¬¥=¡­¢£=~¬~ª·±§±=²£¡¦¬§¯³£±=§¬=²¦£=³®¡­«§¬¥=¡¦~®²£°±K

SKP=^¬~ª·¸§¬¥=~=aii=µ§²¦=m°­¡£±±=`¦£¡©±
j­±²=­¤=²¦£=²§«£I=ª~³¬¡¦§¬¥=~=aii=µ§²¦=rundll32.exe=µ§ªª=µ­°©=¤§¬£I= ³²=±­«£=aii±
¡¦£¡©=§¤=²¦£·=~°£=°³¬¬§¬¥=³¬¢£°=~=®~°²§¡³ª~°=®°­¡£±±=E±³¡¦=~±=explorer.exe=­°
iexplore.exeF=~¬¢=«§¥¦²=¡¦~¬¥£=²¦£§°= £¦~´§­°=­°=²£°«§¬~²£=²¦£«±£ª´£±=§¤=²¦£·=~°£
°³¬¬§¬¥=³¬¢£°=~¬·=­²¦£°=®°­¡£±±=E§¬¡ª³¢§¬¥=rundll32.exeFK=f¬=±³¡¦=¡~±£±I=·­³=µ§ªª=¦~´£
²­=§¬¨£¡²=²¦£=aii=§¬²­=²¦£=±®£¡§¤§¡=®°­¡£±±=²­=²°§¥¥£°=²¦£= £¦~´§­°K

^=²­­ª=±³¡¦=~±=o£«­²£aii=Ehttp://securityxploded.com/remotedll.phpF=~ªª­µ±=·­³=²­
§¬¨£¡²=~=aii=§¬²­=~¬·=°³¬¬§¬¥=®°­¡£±±=­¬=²¦£=±·±²£«K=f²=~ªª­µ±=·­³=²­=§¬¨£¡²=~=aii=³±§¬¥
²¦°££=¢§¤¤£°£¬²=«£²¦­¢±X=²¦§±=§±=³±£¤³ª= £¡~³±£=§¤=­¬£=«£²¦­¢=¤~§ª±I=·­³=¡~¬=²°·=~¬­²¦£°
«£²¦­¢K

q¦£=aii=Etdl.dllF=³±£¢=§¬=²¦£=¤­ªª­µ§¬¥=£¶~«®ª£I=§±=~=¡­«®­¬£¬²=­¤=qapp=o­­²©§²K=q¦§±
aii=¢­£±=¬­²=¡­¬²~§¬=~¬·=£¶®­°²±X=~ªª=­¤=²¦£=«~ª§¡§­³±= £¦~´§­°=§±=§«®ª£«£¬²£¢=§¬=²¦£
aiiD±=entry point=¤³¬¡²§­¬K=o³¬¬§¬¥=²¦£=aii=³±§¬¥=²¦£=¤­ªª­µ§¬¥=¡­««~¬¢=¥£¬£°~²£¢
~¬=£°°­°=±²~²§¬¥=²¦~²=²¦£=aii=§¬§²§~ª§¸~²§­¬=°­³²§¬£=¤~§ª£¢I=²¦§±=§±=~¬=§¬¢§¡~²§­¬=²¦~²=²¦£=DLL
entry point=¤³¬¡²§­¬=µ~±=¬­²=±³¡¡£±±¤³ªª·=£¶£¡³²£¢W

http://securityxploded.com/remotedll.php
http://securityxploded.com/remotedll.php
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q­=³¬¢£°±²~¬¢=²¦£=¡­¬¢§²§­¬=²¦~²=²°§¥¥£°£¢=²¦£=£°°­°I=±²~²§¡=¡­¢£=~¬~ª·±§±=E°£´£°±£
£¬¥§¬££°§¬¥F=µ~±=¡~°°§£¢=­³²K=^¤²£°=~¬~ª·¸§¬¥=²¦£=¡­¢£I=§²=µ~±=¤­³¬¢=²¦~²=²¦£=aiiI=§¬=§²±
£¬²°·=®­§¬²=¤³¬¡²§­¬I=®£°¤­°«£¢=~=¡¦£¡©=²­=¢£²£°«§¬£=§¤=§²=§±=°³¬¬§¬¥=³¬¢£°=spoolsv.exe
E²¦£=®°§¬²=±®­­ª£°=±£°´§¡£FK=f¤=§²=§±=°³¬¬§¬¥=³¬¢£°=~¬·=­²¦£°=®°­¡£±±I=²¦£=aii=§¬§²§~ª§¸~²§­¬
¤~§ª±W

c­°=¬­µI=¢­¬D²=µ­°°·=~ ­³²=¦­µ=²­=®£°¤­°«=¡­¢£=~¬~ª·±§±K=v­³=µ§ªª=ª£~°¬
²¦£=²£¡¦¬§¯³£±=²­=®£°¤­°«=¡­¢£=~¬~ª·±§±=§¬=²¦£=³®¡­«§¬¥=¡¦~®²£°±K

q­=²°§¥¥£°=²¦£= £¦~´§­°I=«~ª§¡§­³±=aii=¦~¢=²­= £=§¬¨£¡²£¢=§¬²­=²¦£=spoolsv.exe=®°­¡£±±
³±§¬¥=²¦£=o£«­²£aii=²­­ªK=^¤²£°=§¬¨£¡²§¬¥=²¦£=aii=§¬²­=spoolsv.exeI=²¦£=¤­ªª­µ§¬¥
~¡²§´§²§£±=µ£°£=¡~®²³°£¢= ·=²¦£=«­¬§²­°§¬¥=²­­ª±K=q¦£=«~ªµ~°£=¡°£~²£¢=~=¤­ª¢£°=EresycledF
~¬¢=~=¤§ª£=autorun.inf=­¬=²¦£=C:\=¢°§´£K=f²=²¦£¬=¢°­®®£¢=~=¤§ª£=boot.com=§¬=²¦£=¬£µª·
¡°£~²£¢=¤­ª¢£°=C:\resycledW

[`°£~²£c§ª£] spoolsv.exe:1340 > C:\~³²­°³¬K§¬¤
[`°£~²£c­ª¢£°] spoolsv.exe:1340 > C:\°£±·¡ª£¢
[`°£~²£c§ª£] spoolsv.exe:1340 > C:\°£±·¡ª£¢y ­­²K¡­«

q¦£=«~ªµ~°£=~¢¢£¢=²¦£=¤­ªª­µ§¬¥=°£¥§±²°·=£¬²°§£±X=¤°­«=²¦£=~¢¢£¢=£¬²°§£±=·­³=¡~¬=²£ªª=²¦~²
²¦£=«~ªµ~°£=§±=±²­°§¬¥=±­«£=£¬¡°·®²£¢=­°=¡­¬¤§¥³°~²§­¬=¢~²~=§¬=²¦£=°£¥§±²°·W

[o£¥p£²s~ª³£] spoolsv.exe:1340 > HKCR\extravideo\CLSID\(Default) =
{6BF52A52-394A-11D3-B153-00C04F79FAA6}

[o£¥p£²s~ª³£] spoolsv.exe:1340 > HKCR\msqpdxvx\msqpdxpff = 8379
[o£¥p£²s~ª³£] spoolsv.exe:1340 > HKCR\msqpdxvx\msqpdxaff = 3368
[o£¥p£²s~ª³£] spoolsv.exe:1340 > HKCR\msqpdxvx\msqpdxinfo
=}gx~yc~dedomcyjloumllqYPbc

[o£¥p£²s~ª³£] spoolsv.exe:1340 > HKCR\msqpdxvx\msqpdxid =
qfx|uagbhkmohgn""YQVSVW_,(+

[o£¥p£²s~ª³£] spoolsv.exe:1340 > HKCR\msqpdxvx\msqpdxsrv = 1745024793
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q¦£=¤­ªª­µ§¬¥=±¡°££¬±¦­²=±¦­µ±=«~ªµ~°£D±=`O=¡­««³¬§¡~²§­¬=­¬=®­°²=80W
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#include <stdio.h>

int main() {

   char *string = "This is a simple program";

   printf("%s",string);

   return 0;

}
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�w�h�i�c�h� �w�e� �u�s�e�d� �i�n� �o�u�r� �p�r�o�g�r�a�m�,� �i�s� �s�t�o�r�e�d� �i�n� �t�h�e� .data � �s�e�c�t�i�o�n� �a�t� �t�h�e� �f�i�l�e� �o�f�f�s�e�t� 0x1E00 �.� �T�h�i�s
�s�t�r�i�n�g� �i�s� �n�o�t� �a� �c�o�d�e�,� �b�u�t� �i�t� �i�s� �t�h�e� �d�a�t�a� �r�e�q�u�i�r�e�d� �b�y� �t�h�e� �p�r�o�g�r�a�m�.� �I�n� �t�h�e� �s�a�m�e� �m�a�n�n�e�r�,
�t�h�e� .rdata � �s�e�c�t�i�o�n� �c�o�n�t�a�i�n�s� �r�e�a�d�-�o�n�l�y� �d�a�t�a� �a�n�d� �s�o�m�e�t�i�m�e�s� �c�o�n�t�a�i�n�s� �i�m�p�o�r�t�/�e�x�p�o�r�t
�i�n�f�o�r�m�a�t�i�o�n�.� �T�h�e� .rsrc � �s�e�c�t�i�o�n� �c�o�n�t�a�i�n�s� �r�e�s�o�u�r�c�e�s� �u�s�e�d� �b�y� �t�h�e� �e�x�e�c�u�t�a�b�l�e�.� 

�T�h�e� �c�o�n�t�e�n�t� �o�f� �t�h�e� .text � �s�e�c�t�i�o�n� �i�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�T�h�e� �s�e�q�u�e�n�c�e� �o�f� �b�y�t�e�s� �(35 � �b�y�t�e�s� �t�o� �b�e� �s�p�e�c�i�f�i�c�)� �d�i�s�p�l�a�y�e�d� �i�n� �t�h�e� .text � �s�e�c�t�i�o�n� �(�s�t�a�r�t�i�n�g� �f�r�o�m
�t�h�e� �f�i�l�e� �o�f�f�s�e�t� 0x400 �)� �i�s� �t�h�e� �m�a�c�h�i�n�e� �c�o�d�e�.� �T�h�e� �s�o�u�r�c�e� �c�o�d�e� �t�h�a�t� �w�e� �h�a�d� �w�r�i�t�t�e�n� �w�a�s
�t�r�a�n�s�l�a�t�e�d� �i�n�t�o� �m�a�c�h�i�n�e� �c�o�d�e� �(�o�r� �m�a�c�h�i�n�e� �l�a�n�g�u�a�g�e� �p�r�o�g�r�a�m�)� �b�y� �t�h�e� �c�o�m�p�i�l�e�r�.� �T�h�e� �m�a�c�h�i�n�e
�c�o�d�e� �i�s� �n�o�t� �e�a�s�y� �f�o�r� �h�u�m�a�n�s� �t�o� �r�e�a�d�,� �b�u�t� �t�h�e� �p�r�o�c�e�s�s�o�r� �(�C�P�U�)� �k�n�o�w�s� �h�o�w� �t�o� �i�n�t�e�r�p�r�e�t� �t�h�o�s�e
�s�e�q�u�e�n�c�e�s� �o�f� �b�y�t�e�s�.� �T�h�e� �m�a�c�h�i�n�e� �c�o�d�e� �c�o�n�t�a�i�n�s� �i�n�s�t�r�u�c�t�i�o�n�s� �t�h�a�t� �w�i�l�l� �b�e� �e�x�e�c�u�t�e�d� �b�y� �t�h�e
�p�r�o�c�e�s�s�o�r�.� �T�h�e� �c�o�m�p�i�l�e�r� �s�e�g�r�e�g�a�t�e�d� �t�h�e� �d�a�t�a� �a�n�d� �t�h�e� �c�o�d�e� �i�n� �d�i�f�f�e�r�e�n�t� �s�e�c�t�i�o�n�s� �o�n� �t�h�e� �d�i�s�k�.
�F�o�r� �t�h�e� �s�a�k�e� �o�f� �s�i�m�p�l�i�c�i�t�y�,� �w�e� �c�a�n� �t�h�i�n�k� �o�f� �a�n� �e�x�e�c�u�t�a�b�l�e� �a�s� �c�o�n�t�a�i�n�i�n�g� �c�o�d�e� �(.text �)� �a�n�d
�d�a�t�a� �(.data �,� .rdata �,� �a�n�d� �s�o� �o�n�)�:
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