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Explore the concepts, tools, and techniques to analyze and
investigate Windows malware
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Linux VM Windows VM
1P:192.168.1.x
IP:192.168.1.100 Gw:192.168.1.100

Dns: 192.168.1.100
Linux & windows VMs running in host-only mode

Physical Machine
(host machine) running
Ubuntu Linux
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Windows VMs

WINDOWS 7 WINDOWS 8
[ ]|
A AR

IP: 192.168.1.100 [

IP:192.168.1.x
Gw: 192.168.1.100
Dns: 192.168.1.100

Physical Machine
(host machine)
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All VMs running in host-only network configuration
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Hardware Options |

Virtual Machine Settings

Device Status

| Device Summary
= Memory 1GB
& Processors 1

(# Hard Disk (SCSI) 25 GB
(2 CD/DVD (IDE)  Auto detect
B Networlc Adapter Host-only

ill Sound Card Auto detect
@ USB Controller  Present
@ Display Auto detect

¥ Connected
W Connect at power on

Network Connection
 Bridged: Connected directly to the physical network
O Replicate physical network connection state
) NAT: Used to share the host's IP address
| @ Host-only: A private network shared with thehost |

© Customn: Specific virtual network
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Syst
[E Disp
B stor

@ USB

$8 Audio

@ Serial Ports

= General Network

em

Lay

Adapter 1 ' Adapter 2 Adapter 3 Adapter4

age & Enable Network Adapter /

Metwork

b Advanced

Attached to: |Hust~unlv Adapter '|

Name: | vboxnetD
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auto ens33

iface ens33 inet static
address 192.168.1.100
netmask 255.255.255.0

qif£/etc/network/interfaces=o§f:t | -32¢:——U2--C40L2 ] £=——£-t | - 1= £°£K
KEE - ~CCEG-L£2°8£+-~£- | §¥ 198 1 2£.¢= 1 £°£)]

# interfaces(5) file used by ifup(8) and ifdown(8)
auto lo
iface lo inet loopback

~32._.=f£-+PP

8o~j £=£-+PP=8-£2=+2~2§;
~¢¢° £++=NVOKNSUKNKNVM
=£2 «~+C=0ORRKORRKORRKM

Qy£-=°E12~022 1 frr 3-23:1§-3s J (22 [ §1:R-§212 L £-fm~C COLtt=-02 [ £:r 323
S Pt;-38C: £:4£22-:192.168.1.100kVv-3:j~—=" £°80-22] 2= .2935-§-¥2 1 £
0-8— 1§—¥sj - << <<~ ¢l

$ 8mj--n8¥

ens33 Link encap:Ethernet HWaddr 00:0c:29:a8:28:0d

inet addr:NVOKNSUKNKNMM Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fea8:280d/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:21 errors:0 dropped:0 overruns:0 frame:0

TX packets:49 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:5187 (5.1 KB) TX bytes:5590 (5.5 KB)

X:NT=z
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20 £ j~Ab2L%0~i££127 . 0.0 AFl7ju 3 §j §-—EEC+2—= £ ] —¥£¢2-2192.168.1. 100K
q-:C-2] 2I--@f~2 ] £:] —0¥3°~28—~an§PfA- | 2f ¢:~2=/etc/inetsim/inetsim.conf
S48-¥=2 ] £:0-- §-¥ — << <<~ Gl

$ +3¢- =¥£C¢82=L£2{L§-£2+8«L§-£2+8«K| - -

d-=2-21f:service_bind_address:if%8-—=§-:2] £ —-0¥3°~2——0PL~~C~C C2 | £
£-2° -t - E°LN

service_bind_address 192.168.1.100
Q} E~COECE-2 - £ 1§ 1Y V2L OFe§e2 | £=] — 0§30~ ~nffo4 | - 332 _Q-a§0F:2 1§+

# service_bind_address

z IP address to bind services to

z Syntax: service_bind_address <IP address>
z Default: 127.0.0.1

zservice_bind_address 10.10.10.1

+£°7 §{ £] §-¢| ~¢¢° ££+=NVOKNSUKNKNVM

_ -G£k Epitakp=tE®” £o2 gL+ -8" £2~R82 R £:0 — << ~§mi~<c £ 12—

127 .0.0. 1ff=2E~C=—0=2 § 2= a1 ~—22 | £2C - << ~§mmm~<< £2-=°£+-87 £2—

192.168.1. 1002} £fme~C ¢tz §-3T=S J Fleq-:G-2] 22

2£-dns_defaul t_ip=£iB-—§-=2] £2j ——0§¥3°~ 8- —0Pf -~ G~C C-~£ =20 - ~t4 | - U
1E°El

1

dns_default_ip 192.168.1.100

O} E~CCLCE~2 - | §¥ ) 0¥ 120 052 | £0-22- 1§-¥e) — CLFf =2 ) £2 ——0§¥3° 25— —0fef
+1_33¢:a__Q-§0F:2 1 G4

# dns_default_ip

z Default IP address to return with DNS replies
z Syntax: dns_default_ip <IP address>

z Default: 127.0.0.1

zdns_default_ip 10.10.10.1

¢-#| ¢Ea~322 | §R=NVOKNSUKNKNVM

x:NU=z



f_'2°‘¢3i2§'_':2_:_i ~au~0£:/\_|~a_i§i ~ :~®2£°:N

0 £2 ) £ —of¥30 25—~z § ¥t~ G - £ lsp~ £:2 1 £7] — 0¥ 3°~2 - 0 Gr~3 b
21 EFICE2PYccacc~§B° - YO el SN - 2§ ~262 ) E2bE0” §j £ Fr0B ¥ iRt 1 £{O
L £21 £028 £z i nets I m§2§+2E§-¥- 192 . 168 . 1. 100/~ §¥ 1 agy 126 ¢:§—2 1 £

03— | 1§-¥:) - CEkv -3 —=42-R2 ) £4£°7 §j £ - R °£++§-¥"qoiH |

$ £3¢-=8-£2+8«

INetSim 1.2.6 (2016-08-29) by Matthias Eckert & Thomas Hungenberg
Using log directory: /var/log/inetsin/

Using data directory: /var/lib/inetsin/

Using report directory: /var/log/inetsim/report/
Using configuration file: /etc/inetsim/inetsim.conf
=== INetSim main process started (PID 2640) ===
Session ID: 2640

Listening on: NVOKNSUKNKNVM

Real Date/Time: 2017-07-08 07:26:02

Fake Date/Time: 2017-07-08 07:26:02 (Delta: 0 seconds)
Forking services...

* irc_6667_tcp - started (PID 2652)

ntp_123 udp - started (PID 2653)

ident_113 tcp - started (PID 2655)

time_37_tcp - started (PID 2657)

daytime_13 tcp - started (PID 2659)
discard_9 tcp - started (PID 2663)

echo_7_tcp - started (PID 2661)

dns_53_tcp_udp - started (PID 2642)
.......... REMOVED. - . ..........]

http_80 tcp - started (PID 2643)

* https_443_tcp - started (PID 2644)

done.
Simulation running.

ok b ok X ok %

X =
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Customize Python 2.7.13
Select the way you want features to be installed.

Click on the jcons in the tree below to change the way
features will be installed.

~—@-| Register Extensions -
@] Td{Tk o
——@-| Documentation

----- 2-| Utility Seripts |
] pip f— =
1 3 -] Test suite

“~i3-] Add python.exe to Path —
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https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://www.virtualbox.org/manual/ch04.html#sharedfolders
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://docs.vmware.com/en/VMware-Workstation-Pro/14.0/com.vmware.ws.using.doc/GUID-AACE0935-4B43-43BA-A935-FC71ABA17803.html
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/
https://www.python.org/downloads/

f_|20_¢3i2§__|:2_:_i ~au~0£:/\_|~a_i§i ~ :~®2£°:N

O ™ -—o§¥3°fs . -3 §n G- LS J 203§ —#2)- = =f2YL -°Cr| ~ 0§30~~~ CEN
Q-G-8 28-S J U~ E-S§°23 2 (= *§-¥:3@2 ) £-KE2 - "OPE ¥ s | ——2E
21 fr@—42)-— - <<~ CENt~" £22 ) £4£228-¥4=~C=°F  —-2F2 ] Gi-t2f 844§« §B~02 -2 L £
- £°EC 52} £EP2-Yr@m~ G~ Y34 ¥ei 530S £ {28

Pk ™ ——08¥3°£2 1 £-fmi~C COL 4021 £ 8 C - put=S J 2-:192. 168 . 1. xEj § ~—4£:—-=fm
~CCOE++EY{£@%192.168.1.100: £]~3+£21 £ §31:=S jJ §r:+£2:2_:3+£:2 1 2:fmF=
+£2:3Q: - -3°:a£0~32Y2f || ~- -~ 02 frakp=t£° T £°:2-2 | £-fm~C C L1401 §-3:S §
E2]~2:6+-192.168 . 1. 100F-~t=t § - Ju—=8—=2 ] £0-38— 18—¥=+ i °EE~+ ] -&=q § &
- S BO28 - e§h0f BPL k-2 ) 204 N UEETE 3262 ) £1 ] - H2PER0 YO ~ccz— 2 ) £
Tti-¢- IJ-i:Sj |-~A8z_p=2 : £=—|£2|_1—°©:2°—~un§ i :ugaaz f£-0_32£¢=2 : °_3Y¥ : =2 : £:1 §_|31'[:3j K

i Local Area Connection r = : =
&,!'. Internet Protocal Version 4 (TCP/IPv4) Properties. |
W |« Local Area Connection Properties

General |
Networking

You can get IP settings assigned automatically if your network supports
Connect using: this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

| _E_‘ Intel(R) PRO/M 000 MT Network Connection

7 Obtain an 1P address automatically

I: (@) Use the following IP address:
This connection uses the following items: 11 sk TR T
1 ¥4 Client for Microsoft Networks —
= Subnet mask: 255 .255 .255 . 0

O B qos Packet Scheduler
O ‘gFuls and Printer Sharing for Microsoft Netwd Default gateway: 192 (168 . 1 . 100
[0 -L- Internet Protocol Version 6 (TCP/PvE)
¥ L Internet Protocol Version 4 (TCP/1Pv4)

Z Obtain DNS server address automatically
L) L Link-Layer Topology Discovery Mapper /O

[0 -L- Link-Layer Topology Discovery Responder @ Use the following DNS server addresses:
Preferred DNS server: 192 168 . 1 . 100
Alternate DNS server:
Install Uninstall
Description = . . Z :
Validate settings upon exit
Transmission Control Protocol/internet Protocol - e Advanced...
wide area network protocol that provides commi
across diverse interconnected networks.
[ ok || conet |

Ok M-puEz-— -2828£:§§-30S J 02 £ EE-C- S J -C:c~OF+3°L2 £ - 5j—
i << <<3=8j 2L =L~ -2 OV =S  £{O0-02 P £ £ AT Ren -3 E2
@§-¥zj - << <c~Cletzt  — U=§-2 1 §et | oL £t 1 -2

C:\Users\test>ping 192.163.1.100

Pinging 192.168.1.1080 with 32 bytes of data:

Reply from 192,168.1.1e@: bytes=32 time<ims TTL=64
192.168.1.1680: bytes=32 time<ims TTL=64
192,168.1.180: bytes=32 time<ims TTL=64

Reply from 192.168.1.100: bytes=32 time<ims TTL=64

X=ON:=z
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= Local Group Policy Editor
File Action View Help
s #@ = B=lT

= Security Center
1 Shutdown Options

B Smart Card Turn off Windows Setting State Commend
@ Sound Recorder Defender (&1 Turn on definition updates through both WSUS and Windo... Not configured No
=1 Tablet PC [ Turn on definition updates through both WSUS and the Mi... Not configured No
12 Task Scheduler Edit policy setting £ Check for New Signatures Before Scheduled Scans Not configured No
- Windows Anytime Upgrade Requirements: Not configured No
2 Windows Calendar Atlg No
3 Windows Color System " i : Defl No
= Windows Customer Experience Impi Des — 7 No
8 Windows Defender] e Tu & Tumn off Windows Defender l Previous Setting ” Next Setting

1 Windows Error Reporting Defl ) é :

2 Windaws Explorer Prol ) Not Configured ~Lomment: -

3 Windows Installer Gl @) Enabled  -<f— -

A Windows Logon Options Ify¢ (© Disabled Supported on: At Jeast Windows Vista =

[ Windows Mail sett =

1 Windows Media Center 7| pefl: options: Help:

1 Windows Media Digital Rights Man: and

3 Windows Media Player be 4 Tumns off Windows Defender Real-Time Protection, and no | ~

7 Windows Messenger ord more scans are scheduled.
1 Windows Mobility Center uny

1f you enable this policy setting, Windows Defender does

1 Windows Reliability Analysis not run, and computers will not be scanned for spyware or

1 Windows Remote Management (Wi

=|| con other potentially unwanted software.
1 Windows Remote Shell sett
3 Windows SideShow Winl If you disable or do not configure this policy setting, by
“1 Windows System Resource Manage and default Windows Defender runs and computers are scanned
1 Windows Update scal for spyware and other potentially unwanted software.
<& All Settings and
4 & User Configuration unvwg
1 Software Settings 1 -
= Windows Settings —
e Sl [0k || cance | [ apply
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o NS~ ~ft+~%l-https://avcaesar.malware. lu/

o J~°lhttps://malwr.com/

o S§°3ip}~°Lflchttps://virusshare.com/
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$=«CRE3 «=2- ¥KE(E
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Filename * MD5 SHA1 SHA-256
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Python 2.7.12 (default, Nov 19 2016, 06:48:10)

>>> §«® °2=| ~+|28§

>>> j--2£-2=7=-RE-E°?2-¥KEE?] ?° ?FK° £~CEF

>>> @F §-2=| ~+| 28§ K«CREj--2£-2FK| £1¢8¥£+2 EF
6e4e030fbd2ee786e1b6b758d5897316

>>> @F §-2=| ~+| 28§ Kt| ~ORSEj - -2 £-2FK| £]¢8¥£+2 EF
01636Taaae739655b188b39d21834b7dac923386d2b52efhb4142cb278061F97F
>>> @F §-2=| ~+, 28§ Kt| ~NEj - 2 £-2FK| £1¢8¥£+2 EF
625644bact83a889038e4a283d29204edc0e9b65
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z] Search or scan a URL, IP address, domain, or file hash /\{ PYRR- Signin
_O‘ 60 engines detected this file °
O SHA-256 €6c9d204f39b8828c1b40a43b2cc3657a44bb44bed7f1a098c41837eb99ec69a
:v‘ File name VirusShare_60e29751634c36ca26fd6acef4d9554e
b, File size 4353KB VirusTotal Graph e

To—— Lastanalysis  2018-06-05 15:30:00 UTC

—>(60/67 ) @

Detection Details Relations )i Behavior community @)

Ad-Aware A\ Generickeylogger2.98176F51 AegisLab A 32WspyBotnic
AhnLab-v3 A Win32/IRCBotworm.Gen AlYac A\ GenericKeylogger2.98176F51
Antiy-AVL A\ Worm[P2P/Win32.5pyBot Arcabit A\ GenericKeylogger2.98176F51
Avast A Win32:IRCBot-SQ [Trj] AVG A Win32:IRCBot-SQ [Trj]
Avira A TR/Drop.Agent.CR AVware A Trojan.Win32.Ircbot!cobra (v)
Baidu A Win32Worm Agent.br BitDefender A\ GenericKeylogger2.98176F51
Bkav A W325pybotGPWorm CAT-QuickHeal A Wormspybot
ClamAV A Vinspywareot-2 cMC A GenericWin32.60e29751631MD
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q § £0-2- U§¥1 | IR~ G — 12202  £24 °§@24= U °§RE 1§02 [ 842 ——O-~°£-S1EC
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import urllib
import urllib2
import json
import sys

hash_value = sys.argv[1]
vt_url = "https://www.virustotal .com/vtapi/v2/file/report"
~®8| CE- =Z=?Y3 @¢~2 £=. - 3° =~@B=CE- =! £° £[ ?
parameters = {"apikey": api_key, "resource”: hash_value}
encoded_parameters = urllib.urlencode(parameters)
request = urllib2_Request(vt_url, encoded_parameters)
response = urllib2.urlopen(request)
json_response = json.loads(response.read())
if json_response["response_code"]:

detections = json_response["positives”]

total = json_response["total "]

scan_results = json_response[“scans”"]

print "Detections: %s/%s" % (detections, total)
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print "VirusTotal Results:"
for av_name, av_data in scan_results.items():
print "\ths ==> %s" % (av_name, av_data["result"])
else:
print "No AV Detections For: %s"™ % hash_value

03—|—|§—|¥:2 : £:®°£i£¢§—|¥:i i °§®2: . :¥§’ §—|¥:§2:~_|:j aR: : ~ : -~ §_|~o e : _ Hi_:z : £:~_|2§' §o3i
CE2E {2t G2 | £ E Y230 finmec £ £ §0 -

$=«CR+3 «<=RPQWKETE
5340fctb3d2fa263c280e9659d13ba93 5340.exe

$=@ 2! --="2| ! ~!| T3£°. K® =RPQWkj 1 P¢Ca~OSPj OUMEVSRVENP ~VP
Detections: 44/56
VirusTotal Results:
Bkav ==> None
MicroWorld-eScan ==> Trojan.Generic.11318045
nProtect ==> Trojan/W32.Agent.105472.SJ
CMC ==> None
CAT-QuickHeal ==> Trojan.Agen.r4
ALYac ==> Trojan.Generic.11318045
Malwarebytes ==> None
Zillya ==> None
SUPERANtiSpyware ==> None
TheHacker ==> None
K7GW ==> Trojan ( 001d37dcl )
K7AntiVirus ==> Trojan ( 001d37dcl )
NANO-Antivirus ==> Trojan.Win32.Agent.cxbxiy
F-Prot ==> W32/Etumbot.K
Symantec ==> Trojan.Zbot
| Removed.............. 1

Q! £2-21 £0:R2L0 2" £:64:2iBifrmbyz R 4542 24243 | k:@F£23¢5-EhtEps s //www . wini tor .
com/F=-°=mmbb=Ehttps://www.mzrst.com/MH:r®@-—=2-~C§-¥:2 1 £ §-~°- |2 £z ]~ 17 ~A3E—n2 1 £
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pestudio 8.54 - Malware Initial Assessment - www.winitor.com

File Help
K

=% c\users\test\desktop\spybot.exe engine (56) positiv (51) date (dd.... age (days)
4 indicators (7/16) AlYac GenericKeylogger.2. 9817651 16.01.2017 160
b} AVG Worm/Spybot 16.01.2017 160
o dos-stub (64 bytes) AVware Trojan.Win32.Ircbotcobra (v) 16.01.2017 160
o file-header (20 bytes) Ad-Aware GenericKeylogger 2.98176F51 16.01.2017 160
7 optional-header (224 bytes) AcgisLab W32.W.SpyBot.nic 16.01.2017 160
7 directories (2/15) AhnLab-v3 Win32/IRCBot.worm. Gen 16.01.2017 160
o sections (5) Antiy-AVL Worm[P2P}/Win32.SpyBot 16.01.2017 160
: !ibm’iis (2/A 7)1 - Arcabit GenericKeylogger.2.98176F51 16.01.2017 160
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IThis program cannot be run in DOS mode.
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IThis program cannot be run in DOS mode.
-text
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%s (Changed window
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pestudio 8.54 - Malware Initial Assessment - www.winitor.com

File Help
X892
=& c\users\test\desktop\multi.exe type size  loca.. blacklisted (61) item (372)
+ indicators (3/9) unicode 7 - x AppData
M virustotal (n/a) unicode 45 - x Software\Microsoft\Windows\CurrentVersion\Run
o dos-stub (64 bytes) unicode 38 x netsh firewall delete allowedprogram "
o file-header (20 bytes) unicode 4 x _exe
o optional-header (224 bytes) unicode 30 x cmd.exe /c ping 0 -n 2 & del *
o d|re-ctor|es (5/15) unicode 35 x netsh firewall add allowedprogram "
o S.ECtIC.)HS (3 unicode 13 x Execute ERROR
o !'b'a”es (? unicode 14 X Download ERROR
o
imports (1) unicode 5 x start
O exports (n/a)
Xports (n/a) unicode 12 X Update ERROR
0 exceptions (n/a) .
unicode 7 X [ENTER]
o tls-callbacks (n/a) " . .
ascii 40 - - 'This program cannot be run in DOS mode.

¥ resources (1)

] strings (61/372) ascii 5 - - text

6 debug (n/a) ascii 7 - - @.reloc

[ manifest (invoker) asdii 4 - - 3)

Q) } £:+2°5-¥ 4328082 -Q 2L C2—=§ G- k= - J ~°0:03++§--"§j VEhttps://
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FLOSS static ASCII strings
IThis program cannot be run in DOS mode.
Rich
-text
T.rdata
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\Microsoft
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BINARY
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regedit /s %s
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o " cCbi®-°tolhttp: //www.ntcore.com/exsuite.php
o mb:=f-2£°~~24l:http://www.andreybazhan.com/pe-internals.html
o mmbbE®R3®® - Fhttps://www.mzrst.com/

o mb_°-putEme-tft§-—~3http : //www. smidgeonsoft. prohosting.com/pebrowse-
pro-file-viewer_html

QU E+3 4E BE-24E [ Bt U§P | - £t - < Fr-02 | £§cc@®-2—2mn§REz~22° 2L 4:21 ~2:-Of-34£03a
0-2<c AU~ £~ ~R - 28N 2 843 1 o~+@E+23¢8-Ehttps - //www . wini tor . comF-°mmbb

E®3@® - l-https://www.mzrst.com/F:j~—=~41§+22 - -3z 182 § L[ @3- °§—¥=§—2£ °£+2§-¥=~°280~j 24:0° - <<
21 £:mb=0§2EK

SKN=-f—1®£ j 28~¥-CPEL-aL®E~CLE |+~ C-f«<®-"2%

4388 |2 e AP~ £ 2L~ 2R § 2 ) EDREIE Y20 « 1o E2 - 2Ol Gt~ - —RE DO <<t 3 I
§-2£°~ -kl AU~EE 3£~ - 2CERECH-—2 | £:053 1 B~ @-2£C: -2} £-BE~2-¥

£+ 126 <<l TG O - UL @24 << — 125 403 2|2 ~2AE /NGO~ - YO~ << << § e -2 %0~ £
EAMPFIoE 3§E G002 ) £+£5-2E°~ - —t§med - ~~<<§i= N §-C=0§ ~°-Fai IFOPEHDIE| 32~ E4ec@®-°2
G2 2N EAE B 2 ti2 . @~ 00— <z ~2§-Bhza | 11422 ~2:0°— " §CE QUL E 2031 222 |
O £03 12— —#2 ] 2 (£ 32~ AEfec®- 2% <2 £ H 423 - A | H4F~£r | £ C§cO- 20
132§t - @24

C- £ ~«<®?LIo~ < RU~EL[E 32~ 3Lz u~—24:2—2) °£~2f -~ -~ =G SOl -~ §-C - Ut [§2 ] ~—=31E
~—="\mf:=CreateFile Q- }8j | $+£®-"2£¢8—kernel 32 . d | Ik:q-=j~#2] £= \mfl=§2:n§°+2= ] ~+=2—
a-~C¢:kernel32.d 1 1§-2--4=«cf << -° - :~=C2  £~=j 22 1 £-CreateFi le ()03

Frt@F {20-¥2 ) £ 4228 ~2imt e R U~ EAE£B@ i G2} EAMFD3 242§ 2P @240~ <
2V e 45— E§ i ~32:2] £203 2B i G ~B R 1t cc AU~ Gop L ] 22
~2§ i §@~2£:¢3°§—¥=52+-£ £ i 32— —,K:q : £RE-CERE-CE i §E+8-§-C- IJ_i:EﬂE 32~ Aft~Of-+2_ °f ¢=§
21 Ec@-022~ Afz0:2] ExmbeafPEs4293{23°F

x=QP=z


http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.ntcore.com/exsuite.php
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
http://www.andreybazhan.com/pe-internals.html
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
http://www.smidgeonsoft.prohosting.com/pebrowse-pro-file-viewer.html
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.winitor.com
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/
https://www.mzrst.com/

P22 2 48 > 1-62£°:0

f2 ] £0- 8 SV~ BPEIR  £r40 - 234~ @AE I~ ~CE G RE+23 ¢k ~ 8 0§ Y-~ 1 £

8 °~§ft: 322 fr@EH23CE-2CH@RA~- 12 ) £ra i I PE+2 N EETE {32~ *LCEOE G-~ C2NE
A3 £0:-tec®-"2E G031 B tfec®— 2L G0~ <cf~j hzall kg EAE~"E2  Era B0l 22§ £
B ~GECH2-2 ) £recEiac—0 -2 £ ) £° YO~ fHE I F2£ T

pestudio 8.54 - Malware Initial Assessment - www.winitor.com

File Help
8%
=8 c\users\test\desktop\spybot.exe library (7) blacklist (2) type imports (110) description
4 indicators (8/17) wsock32.dll x Implicit 69 Windows Socket 32-Bit DLL
¥ virustotal (n/a) winmm.dll x Implicit 3 MCI API DLL
0 dos-stub (64 bytes) user32.dll = Implicit 27 Multi-User Windows USER API Client DLL
o file-header (20 bytes) shell32.dll - Implicit 3 Windows Shell Common DIl
= optional-header (224 bytes) kernel32.dll - Implicit 138 Windows NT BASE API Client DLL
o directories (2/15) crtdlldll - Implicit 69 Microsoft C Runtime Library
0 sections (5) advapi32.dil = Implicit 21 Advanced Windows 32 Base APL
| [ <—

T Of -2 £« ®-2 B2 §iREFZS CE-C8RP~- 12 | £ MNMfr03 1 8- < ®-"2£ 00— <<2 | -2
ai #hef==2] £20-3— §—¥et | EE—t § - 2022 ] £2 <R U~"£§<<®-"2t==£2| U - ° O £32£ C=~mf03 - 28—t

E+3j |=~t-connectl-socketl-l istenlsendl-~—¢=t—-—F1°-<«<:wsock32 . d I 1§~ ¢§j ~2§-¥2] 2

2 B < PAU~CEBR- £ E | 38—l U8 <« —+20£2 - = j - 7 =E£ 222 | £f2£°~£2 - °-RE - <<t - £
—£21-°0-~ %" §2- (-@E+23 C§—= | §¥ | 0¥ | 2422} =/ mf-0S o Bt | ~2:~°£0°F 3£ 3+£¢: -
<PU~EE2 £ A~ OKH2E Q| 0B« ft3 2E 3£2 | ~®2E°22 [ £2£ | f SE££2-5-1RE 2= mf
03 8-t £5] -7 £°EC§nrac - E-CE2-E

pestudio 8.54 - Malware Initial Assessment - www.winitor.com

File Help
xB?
clusers\test\desktop\spybot.exe symbol (110) blacklisted (110) anony... anti-debug (110) library (7)
i indicators (8/17) connect x - - wsock32.dll
»1 virustotal (n/a) gethostbyaddr x - - wsock32.dll
o dos-stub (64 bytes) gethostbyname x - = wsock32.dll
0 file-header (20 bytes) getpeername x = - wsock32.dll
o optional-header (224 bytes) getsockname x = - wsock32.dll
O directories (2/15) htonl X - - wsock32.dll
o s.echc.)ns (5) htons X - - wsock32.dll
o |brar|es (2/7) inet_addr x - = wsock32.dll
o |mpors (74/110)| <_ Tz A = - - wsock32.dll
o exports (n/a)
expor 5 /e joctlsocket x = = wsock32.dll
O exceptions (n/a) A
listen X - - wsock32.dll
O tls-callbacks (n/a)
- ntohs X - - wsock32.dll
¥ resources (3) 32l
s strings (163/605) = : = = HEaee
- o select X - - wsock32.dll
i debug (n/a)
send X - - wsock32.dll
socket X - - wsock32.dll
-

x=QQ=z
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pestudio 8.54 - Malware Initial Assessment - www.winitor.com

File Help
xE?

2% c\users\test\desktop\spybot.exe < symbol (110) blackliste.. anonymo... anti-deb... library (7)
4 indicators (wait..) WSACleanup x - - wsock32.dll
M virustotal (n/a) WSAGetLastError x wsock32.dll
0 dos-stub (64 bytes) WSAStartup x wsock32.dll
o file-header (20 bytes) _ WSAFDIsSet x wsack32.dll
0 optional-header (224 bytes) accept x wsock32.dll
0 directories (2/15) bind x wsock32.dll
o sections (5) closesocket x wsock32.dll
o libraries (2/7) connect x wsock32.dll
o D gethostbyaddr x wsock32.dll
o exports (n/a) gethostbyname X wsock32.dll

x=QR=z
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pestudio 8.54 - Malware Initial Assessment - www.winitor.com
File Help
A H?
=4 c\users\test\desktop\spybot_packed.exe | symbol (12) blackliste... anonymo... anti-deb... library (7)
w4 indicators (7/13) LoadLibraryA x kernel32.dll
M virustotal (n/a) GetProcAddress x kernel32.dll
0 dos-stub (64 bytes) VirtualProtect x kemel32.dll
-0 file-header (20 bytes) VirtualAlloc x kemnel32.dll
0 optional-header (224 bytes) VirtualFree x kernel32.dll
o directories (2/15) ExitProcess x kernel32.dll
0 sections (3) ShellExecuteA x shell32.dll
0 libraries (2/7) mciSendStringA x winmm.dll
0 B bind x wsock32.dll
o E‘-“fpc"'t% lf'l."‘l?i‘ ‘ RegCloseKey - - - advapi32.dll
0 i*tfpltu‘c-ff /o) atoi - - - crtdlldll

P <<EZccEts - ~Breci¥ 12 223 - 28 -2 f B EO-2Ema T | RE G <@ 2£ G031 -t
FRO- ~ 22zt -O Ui =Y ac £Or-UEF2 S £rC-frSHi¥eh® -2 ~°£O R
«-C32Ehttps://github.com/erocarrera/pefi lef-q } £§-12~2~2§— 02 ] £:RL0§ <<~ C33L:—
r 3-23:i§-3(:s j:u~:j-"£°£¢§-=Chapter 1I-f-2°-¢3{2§-~2-2 J ~A~"£:N~2- 1§#cfo= - -3:~°F
34§ -2 £ QEC-2¥et - 426 |2} fif2 i £x512-2LC:3H§-¥-R@Epip install
pefilek:q§£:0-2— 18—¥m - 2] ==t *§R2=CE << ——12°~2£ 42 | £:3+£-—0:2 | £-RF0§PE << — C33£-2-
£-S«E2E2] f-al 1502 ] £8«®-"2£C="mf03 -] 28—

import pefile
import sys

mal_file = sys.argv[1]
pe = pefile.PE(mal_fFile)
if hasattr(pe, "DIRECTORY_ENTRY_IMPORT"):
for entry in pe.DIRECTORY_ENTRY_IMPORT:
print "%s" % entry.dll
for imp in entry.imports:
if imp.name != None:
print "\t%s" % (imp.name)
else:
print "\tord(%s)" % (str(imp.ordinal))
print "\n"

Q § £:0-20- | A§—¥8t=2 ] £0£ 4382003 §-¥2 1 £-R°L  £C8—¥o1 °§®2:~¥ 8122 £:spybot_packed.exe
t~<RPEN - <2} £2-32R32|= - -3z ~—t££2 | £ 2 ma 1 1108« ®-"2£C03-] 28 ——4]

$=® 2| - a=£-3 «| §«® °2+K® =+® -2| ®~j CECKETE
KERNEL32.DLL
LoadLibraryA
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GetProcAddress
VirtualProtect
VirtualAlloc
VirtualFree
ExitProcess

ADVAPI132.DLL
RegCloseKey

CRTDLL.DLL
atoi
[---REMOVED....]

SKO=f~2®E j 3-¥-D®-°2+

QI EETE32~ f:Cal 17— £ ®-"2034 8-t} §j 1 5i— £-32£C: -=-2 ] £°:R° - ¥ ~<<Hf
q-®8j~2- -~al 1:£]®-°2t03 - 8- ~EL®-24F2 § ~2:~°£:8«<®-"2£¢= -2 £:££]32~ ffNal i
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02 UYL~ <@L |- ~G§-Yrra i [~ | §2E G2 =< 21~ "F= | 2L =0~ << ~§25

RE23 ¢t ! - UL @ 2L G0% 1 [ 28—t Y5 §-Yrm§ 0§ ~2 -~z 024 ~@~ §HAEH N £
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pestudio 8.54 - Malware Initial Assessment - www.winitor.com

File Help
xa®
=1 c\users\test\desktop\rmn.dll index name (22) address blackliste.. duplicate.. anonymo.. gap (0) forwarde..
a indicators (6/15) 22 RemoveDevice 0x000019F0 -
¥ virustotal (n/a) 21 RegisterColnstaller_EX 0x00002E20
-0 dos-stub (184 bytes) 20 RegisterColnstaller 0x00001A...
o file-header (20 bytes) 19 KillProcess 0x00001480
o optional-header (224 bytes) 18 InstallDrvFiles 0x00002F00
-0 directories (5/15) 17 GetProcessID 0x000014...
o sections (6) 16 GetOS 0x00002470
° libraries (1/4) 15 EnumerateDevice 0x000019E0

O imports (73/120) . .
14 EditRegistry 0x000017E0
o rts (22 «
13 DuplicateFile 0x000019B0
0 exceptions (n/a)
prionsn 12 DeleteRegistryforME 0x000022E0
o tls-callbacks (n/a)
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Python 2.7.12 (default, Nov 19 2016, 06:48:10)

>>> 8«® °2=REn83f

>>> RE=Z=REn82 £KnhE?° «-K¢22a?F

>>> 8o=| ~+~22°ERE| =Daf ob" gl ov| bkqov| burm oqDFW

.- a- ° =£{/®=8§-=REKaf ob™ gl ov| bkqov| bum ogK+: « -2+W
®F §-2 =?B+?=B=£@K~~«£

AddDriverPath
AddRegistryforME
CleanupDevice
CleanupDevice_EX
CreateBridgeRegistryfor2k
CreateFolder
CreateKey
CreateRegistry
DeleteDriverPath
DeleteOemFile
DeleteOemInfFile
DeleteRegistryforME
DuplicateFile
EditRegistry
EnumerateDevice
GetOS

[----. REMOVED. . ..]

SKP=b{[~<<§—-§-¥=mb=p£ j2——=q~ 2£-"-C=pE£ R+

q 1 E~i23~Aj - —2£—2-0:2 | £:mb=n§PE8+:C8 7 §CLCE~2—=4£ {8 —tzq § £2£§ B- 1~ £« < £C§~2E2 -
0-B8_PEC: -21£xmb=] £~CLq § £2E4E 8- E@°ELE £ | £°2] -G£ = ~2~~— €2 L £ -2 ] ~7 £:8]
<«<fac—0-:~22°F 32f 4243 Lot ~CL U R2EK=Q § £t £ 8-~ ER° L1 ~28-¥1 | - L7 —~2~§-4:8-12°3 28—t
21~2 e E-£NE 32EC: -2 £:R° - jE-Cl- 0 | E°E~22 | £-t£ [ -7 —2~§8- ¥ C 2~ —°£@®°ELE 2
C8u0E 22 - @E+=—-0=C~2~=23 | -~ ~CLU RE-R° - ¥ ~<<:C2~F¥3- ~A7 8~ 3L+« ®-"2ALT®-"2
2~ Af+|=°£+-3° £t~ Crt—z—fzb~j | £ B | =€ 2~ £2 | ~22j - £ - 1221 £:@3°R-££5-0
20 £4E 8- —K-C- L ~<<@PE |-~ £ | B——=U§2 | -m~<«<Er . teXth{-C8 2£1:j - CE~— (=] ~4=~—=~22°F 32f:-q
read-executel~+£jR8-—=u§? | -~~«E: datad-C8j 2L+ Y- ~AC~2~~—Cz ] ~~—~22°F 32f:-p
read-writel
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File Help

xB8%?
58 c\users\test\deskto property value value value value

« indicators (3/17) | name text .rdata .data rsrc

Wvirustotal (0/2) | virtual-size 000005932 (22834) 0x00000C84 (3252) 0+0000FC1C (64540) 0x00012062 (73826)

dos-stub (144 by | yirtyal-address  0x00001000 000007000 0400008000 0+00018000

o file-header (20 by} ra-size 00000500 (23040) 0x00000E00 (3584) 0+00000E00 (3584) 0+00012200 (74240)

© optional-header (f 1o\, gata 0x00000400 0x00005E00 0x00006C00 0x00007A00

o directories G3/15) | psinterToRelocati... 0x00000000 000000000 0+00000000 0+00000000

° PointerToLinenu... 0x00000000 000000000 0+00000000 0+00000000

© libraries (2) NumberOfReloca... 0x00000000 0x00000000 0x00000000 0x00000000

@ imports (40/70) . berOflinenu... 0x00000000 0x00000000 0x00000000 0x00000000

: e‘:ports /e ) md5 B1BS56E7A97ECISEDO93FD6CFDD594F6C A7DC36D3F527FF2E1FF7BEC3241ABF51 B8EC812E17CCCB062515746A7336C654A 405D2A82E6429DEB637869C5514B489C

. :::Tb“;(ljn: cave 0x000000CE (206) 0x0000014C (332) 0x00000000 (0) 0x0000019E (414)

P [ 6.595 5022 2131 6.580
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File Help
xH?

=) c\users\test\desktop\olib.exe
a indicators (5/19)

M virustotal (n/a)

5 dos-stub (144 bytes)

o file-header (20 bytes)

S optional-header (224 bytes)
o directories (2/15)
i)

< libraries (2)

S imports (7/7)

o exports (n/a)

5 exceptions (
o tls-callbacks

& resources (10/11
= strings (9/786)

property

name

virtual-size
virtual-address
raw-size

raw-data
PointerToRelocations
PointerTolinenumbers
NumberOfRelocations
NumberOfLinenumbers
md5

cave

entropy

entry-point

value

UPX0 UPX1 rsrc

0x0001F000 (126976) 0x0000E000 (57344) 0x00006000 (24576)

0x00001000 0x00020000 0x0002E000

0:00000000 ()
0x00000400 0x00000400 0x0000D600

0x00000000 0x00000000 0x00000000

0x00000000 0x00000000 0x00000000

0x00000000 0x00000000 0x00000000

0x00000000 0x00000000 0x00000000

n/a F119B6D7AB6C5393A98882E653711E43 6565582E0719707A3AC6CC57D11ACD71

0x00000000 (0)
n/a

value

0x00000000 (0)
7.890

« —

value

0x00000000 (0)
5675
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import sys

pe = pefile.PE(sys.argv[1])
for section in pe.sections:
print "%s %s %s %s' % (section.Name,
hex(section._VirtualAddress),
hex(section_Misc_VirtualSize),
section.SizeOfRawData)
print "\n"

O} £20-88_ |U§ Y2 ] £2 32D 3202 203§ Y2 | £:@°F  £C§-¥em - 21 -4 °§@2

$=® 2| - -=C8+t®F ~- | +£j 2§- -+K® =-28§ KETE
UPX0 0x1000 0x1f000 O

UPX1 0x20000 0xe000 53760

.rsrc 0x2e000 0x6000 24576

®Ftj~——£%= - P §j 1 E= M = C=dE~—m-D ¢ U~ C=§t=~—=£ ] | ERE ~2:2— 82
CEL2£i2:431@8§-3t=mb=u§E+= ~+£CG=——=2] £zmb=0§PE-~22°8 32£+(:§2-3+£ 4= 1 £3°828 ¢
§t2f~C— 034t §Y 23 Lt Oz~ | £ - - 38CL£ 200 - -@~jOLC- §-~°8Et

£ £=80=2 : £o£~ L —248¥ 23 100§ N2 —@® - =—0=2 : £1i%®@%j~: £
C-1-?-~C£¢0°~<<=https://github.com/hiddenil lusion/AnalyzePE/
blob/master/pescanner . pyk

SKQ=bf[~<<§—§-¥=2 1 £~ —<«<®§~B- =i << £1+2~«<®

q ) Embs } £~CE£°=j —~2~§—t8-0- << ~28— =22 ] AR §o8E s  £2 J £7 §0~C - sp~=j — << @PECEN
£9~<<§-8-¥=2 1 §+:08F3¢ = | ~—=¥§ ™ £-~—8CE~—0z | | £-2 | Er<c AU~ £ ~208°422 °£2£ ¢k § &
§a0-°<c~RB-—zj~—z £:34£03%z BPCEY~2 << £E:-0:2 | £:~22~ O f ~<<@~F¥ f:-F28~P+ @118 3F
20 2: 222 OF °zcc— CR8EE2 ) £25 e Et2~cc®2—R°E ” £mimimR - $2:0° - <czOm— U§¥2 ] £~ 232
Bec£12~<<®Nzj — << RFPE2 << £12~<< B j~—mt—<<£B<<ftz £-3+£G2—2j2~++80 - =+3+@8 j §— B+t ~<«< RPEH

q E0-0- U ¥E£ [ ~<«< @1 | - Ut~ << AU~E: §0~° - 1§ —1E A << £ 42~ Rr L~ << — C{§E ¢ 2z~ 323°F
C~2£8--0MOMK=F—=2 ] §t=j ~tEI-E ™ £-22 ] -3¥ ] 2] £:~) 23~ - <@~ -8« £12~«<@rj -32¢n-% £
CEL 2L Q=43 §=j § ~°~j2£°8t 28 tmj ~—= | £3®= - -3§CL£-200 - i ~B-3 £]1~78-°

pestudio 8.54 - Malware Initial Assessment - www.winitor.com

File Help
Pl ?
=Hd c\users\test\desktop\veri.exe property value
i indicators (wait..) signature 0x00004550
»1 virustotal (n/a) machine Intel
0 dos-stub (192 bytes) sections 7
o sEnE 0x5E12A429 (Mon Jan 06 08:36:17 2020) |
e ﬁPﬁD"a_"headf[ (224 bytes)  TpoiNterTosymbolTable 0x00000000

X-RN:=z


https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py
https://github.com/hiddenillusion/AnalyzePE/blob/master/pescanner.py

p2~2§ i N~a, i§i

> 1-62£°:0

f=sm - 2] =z =322 CE2E° «8£2 | £7 - << RFEA << £12~<<®-34§-¥=2 | £0-2— U§-¥m - 2| -

j—<<<<~—CH

>>> 8«® °2=REn82f
>>> §«® °2=2§«f
>>> RE=Z=@E082 £KnbE?" £° SKETE?F

>>> 2 §«E£+2 ~«®=Z=REKcf i b| ebaboKq8«£fa~2 £p2 ~«®

>>> @F §2

=2 §«£K+2 ° 02 8«EE?BvJIB«JIBC=BeV\Bj V\Bp?| 2 §«£K? - j ~22 §«EE2 §«£+2 ~«®FF

2020-01-06 08:36:17

NBGFAR & §-~°8ft= ] ~ £t — << BFPEA << £+2~<< @1 £2:2 g3 =£:NVINVVOI= << ~0§ ¥
§22] ~°C2-2Q£2£ (22} £-~( 23~ - < RFPE << £2~<<Bcfom - ~32~°F£:8—" £128¥~28-¥=~
<« BU~E: §0~0 - 24£2:2-220 B G ~2L |2 ] £O£ G4~ | B 1 :@-+4§ §B§2.:20~2-. _3=~of

- _O8-¥~2Zaf¥® & §-~°-f=q )£ 3-¥®-1%=~2~http://www.hexacorn.com/
blog/2014/12/05/the-not-so-boring-land-of-borland-executables-
part-1/-¥§" £+:§-0-"<c~2——r— 7] - UfP<c~- = £-@-+4§ 3£2-¥f2

20 £ - < @ff~28- 72 << £ 42~ << @0 - <<:~AFMR I § §-~° -

SKR=bY~<<§-§—¥=mb=0£+-3°j £+

QY E0E+-3% 4L BPEC: -2 EETE B2~ SEPE4D| |t~ < BBl CE A Yl G 2§ ¥ ~F
420 G2 28430 [ £4E % —E L rSrCF-0n—ef £ {32~ LREl: | i2E|-~22~{ O£ +:42-°F

§1-° -2t 3| Dotin G O §~0- G| - - 20— | S<cEmtl (G —§¥30~2 =G 2§21 £
°Lt-3° | £4E | Bl £~ <<§§ ¥} 0430 {£rj LT £~BT RS~ 800 <P —32iz .|
T T g T T g n = S S

28 £2 OB - << @ - S~ DO YO~ cci~B2 } O£t (2] - ® - OFY 1250 -2

Oft-3°jf=e~jCL°Ehttp://www.angusj . com/resourcehacker /F§t~¥°£~2:2— 82 -f {|~«<§~£|

T L 20~ 222 N £ -3 £ - <<~ 3HRE | §0~° - e N E2~Of i £ ~<<®Pf=-0= §4~°-2] 2
A _O+OL-~=D T j£208PE-— -2 | £-C8+OE~-28 £-] — U2 | E-0§PE-£NPE 48— 8t | —¥E£C2-=_x s _exefl
~tzt ] - == £l

%3 Recent Places

(25 Libraries

Organize ~ Include in library ~ Share with ~ Burn New folder
3 Favorites

B Deskiop

}a Downloads :EEII_E

bricxls.exe

x-R0:=z



http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.hexacorn.com/blog/2014/12/05/the-not-so-boring-land-of-borland-executables-part-1/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/
http://www.angusj.com/resourcehacker/

p2..2§ i N~a, i’§i = : ~®2£°=0

I —~C8-¥cc~j§-3t= §0~° - §°£+-3°£:] ~jOL 4 | - uL2 | °LE°£+-3° j£4:Ef | -—l=_§—~° - = C=fj-—
d°-3@F:q § £- < PU~EARE j§<<£=34£42 | £-§ —~=—0= J §j O-+-02D T £2E2—¥8” £2 £-~@BE~"~—j£--n
~£j£%t | EEF

iIe Edit Aiu z. -
D BB |20 M > 00,0

b)) BINARY
4}, 1con
2 1:1033

“r 8:1033
b7}y Icon Group

2] <«

QI EENE[32~ AaRbzj- 2§tz §o0 - G-2~)r-£r-02 ]} focz ] ~o0fE4§¥-~23°F=-0:D0 CF 11 EO
Al BLl 1A Elf:ql§tstE Sf-jfi-uz -2£4:°FROFE-24:2 ) FofEx4§¥~~23°F0- O J §°—4-02 | oo £
G- 3<cE~20REN ! 22~ OF +1§22 8 §hej £ |42 £ GO E | — - £ j£24 | £E28-22 ) 208430 £24£ {25
F@-—£8]3%- 121 £2cc2U~"£8HLTE | S2£CH2 1 £2 ~O¥°-3ClnC2 1§40 £ - - £ j£%4 1 £E£2:51
CEH@R~- £G2-2] £:34£ 42205 £°45 -

File Edit View Action Help
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File Help
x 87
B c\users\test\desktop\5340.exe property value
w indicators (3/17) md5 5340FCFB3D2FA263C280E9659D13BA93
M virustotal (wait.) shal BIOD3DA7EES8A574757DFD60CS312962AC3B3CAE
1 dos-stub (144 bytes) imphash 278A52C6BO4FAE914C4965D2BAFDECEG |

o file-header (20 bytes) cpu 32-bit
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import sys
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File Help

xae
) c\users\test\desktop\5340.exe property value value value value
w indicators (3/17) name text rdata data rsrc
M virustotal (n/a) virtual-size 0x00005932 (22834) 0x00000CB4 (3252) 0x0000FCLC (64540) 000012062 (73826)
© dos-stub (144 bytes) virtual-address  0x00001000 0x00007000 0x00008000 0x00018000
© file-header (20 bytes) raw-size 0x00005A00 (23040) 0x00000E00 (3584) 0x00000E00 (3584) 0x00012200 (74240)
© optional-header (224 bytes) raw-data 0x00000400 0x00005E00 0x00006C00 0x00007A00
© directories (3/15) PointerToRelocat... 0x00000000 0x00000000 0x00000000 0x00000000
c PointerToLinenu... 0x00000000 0x00000000 0x00000000 0x00000000
© lraries (2) NumberOfReloc... 0x00000000 0x00000000 0x00000000 0x00000000
o imports (40/70) Number() 0400000000 0400000000 0400000000 0400000000
© exports (n/a) mds B1BS6E7A97ECOSEDO93FD6CFDDS4F6C_A7DC36D3F527FF2ELFF7BEC3241ABFS1 _ 8ECBI2E17CCCBO62515746A7336C654A 405DZABZE6429DE8637869C551...I
© exceptions (n/a) o 0x000000CE (206) 0:0000014C 332) 0x00000000 (0) 0x0000019F (414)
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rule suspicious_strings

{ -
strings:
$a = ""Synflooding"
$b = "Portscanner"
$c = "Keylogger"
condition:
($a or $b or $c)
}
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suspicious_strings samples//spybot._exe
suspicious_strings samples//wuamqgr .exe
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rule suspicious_strings

{ -
strings:
$a = "Synflooding" ascii wide nocase
$b = "Portscanner™ ascii wide nocase
$c = "Keylogger" ascil wide nocase
condition:
($a or $b or $c)
}
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suspicious_strings samples//test.doc
suspicious_strings samples//spybot.exe
suspicious_strings samples//wuamgr .exe
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rule suspicious_strings

{ -
strings:
$mz = {4D 5A}
$a = "Synflooding"™ ascii wide nocase
$b = "Portscanner™ ascii wide nocase
$c = "Keylogger'"™ ascii wide nocase
condition:
($mz at 0) and ($a or $b or $c)
}
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suspicious_strings samples//spybot._exe
suspicious_strings samples//wuamgr .exe
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rule embedded_office_document

{

meta:

description = "Detects embedded office document"

strings:

$mz = { 4D 5A }

$a = { DO CF 11 EO A1 B1 1A E1 }
condition:

($mz at 0) and $a in (1024._filesize)

}

x=50:z




P22 2 48 > 1-62£°:0

03§-¥:2 : £:®0£i£¢§_|¥: - ~0~°BAL- Q2L j2£ -3 22 : Frt~<<®3E2 : ~2: ——2~§-£¢=2 : f-f« E£CCEC
ENif:C-j3«<£E?

$=- ~°~=J°=£« ECCEC| ¢- | K ~° ~=t~«@RE£+L
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rule mal_digital_cert_9002_rat

{
meta:
description = "Detects malicious digital certificates used by RAT 9002"
ref = "http://blog.cylance.com/another-9002-trojan-variant"
strings:
$mz = { 4D 5A }
$a = { 45 6e 96 7a 81 5a a5 cb b9 9f b8 6a ca 8F 7f 69 }
condition:
($mz at 0) and ($a in (1024._filesize))
3
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mal_digital_cert_9002_rat samples//ry.dll
mal_digital_cert_9002_rat samples//rat9002/Mshype.dll
mal_digital_cert_9002_rat samples//rat9002/bmplf._exe
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[UPX 2.90 (LZMA)]

signature = 60 BE ?? ?? ?? ?? 8D BE ?? ?? ?? ?? 57 83 CD FF EB 10 90 90 90
90 90 90 8A 06 46 88 07 47 01 DB 75 07 8B 1E 83 EE FC 11 DB 72 ED B8 01 00
00 00 01 DB 75 07 8B 1E 83 EE FC 11 DB 11 CO 01 DB

ep_only = true
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import "'pe"

rule UPX_290_ LZMA
{

meta:

description = "Detects UPX packer 2.90"
ref = "userdb.txt file from the Exeinfo PE"

strings:

$a = { 60 BE ?? ?? ?? ?? 8D BE ?? ?? ?? ?? 57 83 CD FF EB 10 90 90 90
90 90 90 8A 06 46 88 07 47 01 DB 75 07 8B 1E 83 EE FC 11 DB 72 ED B8 01 00
00 00 01 DB 75 07 8B 1E 83 EE FC 11 DB 11 CO 01 DB }

condition:
$a at pe.entry_point

}
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rule UPX_290 LZMA

{
meta:

description = "Detects UPX packer 2.90"

ref = "userdb.txt file from the Exeinfo PE"
strings:

$a = { 60 BE ?? ?? ?? ?? 8D BE ?? ?? ?? ?? 57 83 CD FF EB 10 90 90 90
90 90 90 8A 06 46 88 07 47 01 DB 75 07 8B 1E 83 EE FC 11 DB 72 ED B8 01 00
00 00 01 DB 75 07 8B 1E 83 EE FC 11 DB 11 CO 01 DB }

condition:
$a at entrypoint

}
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UPX_290_LZMA samples//olib.exe
UPX_290 LZMA samples//spybot_packed.exe
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blob/master/peid-userdb-to-yara-rules.pyFj--"£°%UserDB.txt
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rule GhOstRat_communications

{

meta:

Description = "Detects the GhOstRat

strings:

$gstl = {47 68 30 73 74 ?7?
$gst2 = {63 62 31 73 74 ?7?
$gst3 = {30 30 30 30 30 30
$gst4 = {45 79 65 73 32 ?7?

$gst5 = {48 45 41 52 54 7?7

$any_variant = /_{5,16F\x00\x00. .

condition:

?7?
?7?
30
?7?
?7?

00
00
30
00
00

any of ($gst*) or ($any_variant)
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00 ??
00 ??
?? ??
00 ??
00 ??

?7?
?7?
00
?7?
?7?

00 00 78
00 00 78
00 ?? ??
00 00 78
00 00 78

\X00\x00\x78\x9c/

communication in Packet Captures"

9c}
9c}
00 00 78 9c}
9c}
9c}
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CE2E2£¢2 1 £rd ! —+20 N F@~22E 0~k — << £r 02 | £ ~@bs~tet | - U= 1 £°F)

GhOstRat_communications pcaps//GhOst.pcap
GhOstRat_communications pcaps//cblst._pcap
GhOstRat_communications pcaps//HEART.pcap
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rule Darkmegi_Rootkit

{

meta:

X=SR:=z
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Description = "Detects the kernel mode Driver and DIl component of
Darkmegi/waltrodock rootkit"

strings:

$drv_strl = "com32.dIl"

$drv_str2 = /H:\\RKTDOW~1\\RKTDRI~1\\RKTDRI~1\\objfre\\i1386\\RktDriver.pdb/
$dll_strl = "RktLibrary.dll"

$dil_str2 = /\\\\.\\NpcDark/

$dil_str3 = "RktDownload"

$dll_str4 = "VersionKey.ini"

condition:

(all of them) or (any of ($drv_str*)) or (any of ($dll_str¥))
¥
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Darkmegi_Rootkit samples//63713BOED6E9153571EB5AEACIFBB7A2
Darkmegi_Rootkit samples//E7AB13A24081BFFA21272F69FFD32DBF-
Darkmegi_Rootkit samples//0FC4C5E7CD4D6F76327D2F67E82107B2
Darkmegi_Rootkit samples//B9632E610F9C91031F227821544775FA
Darkmegi_Rootkit samples//802D47E7C656A6E8F4EA72A6FECDI95CF
Darkmegi_Rootkit samples//E7AB13A24081BFFA21272F69FFD32DBF
REMOVED. - - - o e e e e e e e e e e e 1
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VAON:°3BE L’ £~C-https: //www . bsk-consul ting.de/2015/02/16/write-
simple-sound-yara-rules/l:C-°"¥£-£°~28-¥v/NON33L |- - -3z« §¥ ]2

j —18CL£ 3 +§¥:c?-°§~—=0-2] It=- ~°dE~Ehttps: //github . com/Neo23x0/
yarGenF=-°:0-£:p£{3°§ - lt=vNO N3 ENAE £ °~2-Ehttps: //www. yara-
generator.net/H
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Linux VM Windows VM

-

IP: 192.168.1.100 IP: 192.168.1.x
Gw: 192.168.1.100
Dns: 192.168.1.100

Linux & Windows VMs running in host-only mode |

Physical Machine
(host machine) running
Ubuntu Linux
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[ Process Hacker [NONAME\test]+ (Administrator) =
Hacker View Tools Users Help
% Refresh £ Options | {H} Find handles or DLLs 2% System information | ] [J 3¢ Search Processes
P
Yooesses |Sendoes | Networs| Disk i wininit.exe (364) Properties
Name PD|
i General [Statistics | | Threads | Token | Modules | Memory | Envi | Handles | GPU | Disk and Network [ Comment|
4 System Idle Process 0
i File
45 System 4 Windows Start-Up Application
Esmss.exe 232 @ Verified) Microsoft Windows
[l Interrupts Version: 6.1.7600.16385
. Image file name:
"
BESEHG 316 C:\Windows\System32\wininit.exe
4l csrss.exe 3567
& conhost.exe 68 Process
4@ wininit.exe 364 Command line: wininit.exe
41 services.exe 460 Current directory:  C:\Windows\system32\
4a@lsvchost.exe 576 Started: 3 days and 5 hours ago (8:50:35 AM 7/9/2017)
1 WmiPrvSE.exe 1448 PEB address: 0x7ffdbo0o
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File Edit Event Filter Tools Options Help
sH| ABE | vAS® | B A5 |
Time of Day  Process Name PID Operation Path
0:04:30.7830867 .. [0 wmiprvse. exe 2660 @ RegCloseKey HKCR\CLSIDY{D2D588B5-D081-11D0-99E0-00C04FC2FBEC}
0:04:30. 7831292 _ [W7 svchost exe 886 ﬁRengenKey HKU\S-1-5-18_Classes
9:04:30.7831323 ... (W svchost.exe 896 ﬂRegOpenKey HKLM
0:04:30. 7831359 __ [ svchost exe 896 ﬁRegDpenKey HKCR
0:04:30.7831395 ... (M svchost exe 896 ﬁRengseKey HKLM
0:04:30.7831418 .. [T svchost exe 896 @ RegOpenKey HKCR\Clsid{674B6698-EE92-11D0-AD71-00C04FDSFDFFimplemented Catego.
0-04:30 7831450 __ [ svchost exe 896 ﬁﬂegcmseKey HKCR
9:04:30.7631466 ... [ svchost.exe 896 @ RegCloseKey HKCR\CLSIDV674B6698-EE92-11D0-AD71-00C04FDSFDFFimplemented Cate..
0:04:30.7916790 ... [@Tisass exe 468 @i RegOpenKey HKLM\SAM\SAMIDOMAINS\Account\Groups\000003E8
9:04:30.7916869 .. [@TIsass.exe 468 @ RegOpenkey HKLM\SAM\SAMIDOMAINS\Account\Aliases\000003E8
0:04:30.7916911 ... MIsass.exe 468 @ RegOpenkey HKLM\SAM\SAMIDOMAINS\AccountiUsers\000003E8
0:04:30.7916979 _ [@7Isass exe 468 ﬁRegQuesyVa\ue HKLM\SAM\SAM\Domains\Account\Users\000003ES\W
0:04:30.7917022 .. (M Isass.exe 468 ﬁRengseKey HKLMISAM\SAM\Domains\AccountiUsers\000003E8
0:04:30. 7919684 __ [T wmiprvse exe 2660 B\Cleateﬁle C:\Windows\System32\wbem\wbemprox dll
0-04:30 7920198 __ [ wmiprvse exe 2660 E\QueryBasiclnfmmaﬁonFHe C:AWindows\System32\wbemiwbemprox dil
0:04:30.7920226 ... [ wmiprvse.exe 2660 @\Closeﬁle C:\Windows\System32\wbem\wbemprox.dil
0:04:30 7920765 [ wmiprvse exe 2660 H\Cleateﬁle C:AWindows\System32wbemwbemprox_dil
0:04:30.7921268 .. [ wmiprvse.exe 2660 B.CleateFdeMapping C:\Windows\System32\wbemiwbemprox.dil
9:04:30.7921381 ... M wmipvse.exe 2660 @CieateFlleMappﬁng C:\Windows\System32\wbemiwbemprox.dlil
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File Edit Event Filter Tools Options Help
=6 | ABE | $A& | B | &5 | BEEEZDE

Time of Day Process Name PID Operation Path Result
0-04-30.8070550 .. [ svchost exe 896 ﬁRegCJDseKey HKLM\Syslem\CunenlContm\Sei’\Gonlro\\NIs\Cus{omLocate SUCCESS
9.04:30.8070567 ... [ svchost.exe 896 @ RegOpenkey P
9:04:30.8070588 ... [l svchost exe 896 ﬂRegOpenKey
0:04:30.8070614 ... [0 svchost exe 896 @ RegQueryValue
g g:gg gg;gg;g %zﬁ:gz{::: ggg Egggszﬁlf:z Display entries matching these conditions: /
9:04:30.8077271 ... M svchost.exe 896 @ RegOpenkey [Pmcess Name = His e ] svchost.exel ~ | then |Incude ~
0:04:30.8077333 . [ svchost exe 896 ﬂRegOpenKey
9:04:30.8077395 ... [ svchost exe 896 @ RegCloseKey o m‘
9:04:30.8077432 ... [@|svchostexe 896 ﬁRegOpenKey —_—————
0:04:30.8077494 ... [ svchost exe 896 ﬁRegC\aseKe'y
9.04:30.8077517 ... [ svchost.exe 896 @ RegCloseKey Column Relation Value Action o
9:04:30.8078152 . [ svchost exe 896 @ RegOpenkey V1@ Process Name is svchost.exe Include E
9:04:30.8076215 ... [M]svchost.exe 896 ﬁRegOpenKey ercess Name is Procmon exe Exclude
9:04:30.8078277 ... [M|svchostexe 896 ﬁ RegCloseKey 8 Process Name is Procexp exe Exclude
0:04:30.8078308 ... (M svchost exe 896 @ RegQueryValue °Plocass Name is Autoruns.exe Exclude
0:04:30.8078343 ... [@svchost exe 896 ﬂRegC}oseKe'y ep N 2 Syst Exclud
0:04:30.8079170 ... [svchost.exe 396 [ ReadFile rocessfame 15 ysien uee
9:04:30.8079401 ... M svchost.exe 596 [gh ReadFile [¥1 Operation begs il RN Exchude Y
9:04:30.8141776 . [ svchost exe 896 ﬁRegOpenKey
9:04:30.8141809 ... [T svchost exe 896 @ RegOpenkey OK ] [ Cancel ] \ Apply ‘
9:04:30.8141859 ... [M7] svchost.exe 896 ﬂ RegOpenKey if
9:04:30.8141913 __ [ svchost exe 8696 ﬂRegClaseKey HRCM SUCCESS
9:04:30.8141940 ... (W] svchost.exe 896 MKSV HKCR\Clsid{674B6698-EE92-11D0-AD71-00C04FDSFDFFImplemented Catego...SUCCESS
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/7 Favorites Name Date modified Type Size
Beskiog A Noriben.py 6/19/201512:27 ..  Python File 49 KB
I Dl £ Noriben 18 Feb 17 19 28 55 391000.p.. 2/18/2017 7:29PM  ProcMon Log File 28,672 KB
= Recent Places £ Procmon.exe 5/26/2015 938 AM  Application 1,999 KB
README.md 4/28/201510:17..  MD File 9 KB
“| Libraries B P ) )
B ot B Administrator: CA\Windows\system32\cmd.exe - python Noriben.py
gr}Music = =
i :\noribens>python Noriben.py <=
{ R Python module "requests" not found. Internet functionality is now disabled.
B videos [ Noriben v1.6.2 ]=
[ @bbaskin 1=
+& Homegroup 1] Filter file ProcmonConfiguration.PMC not found. Continuing without filters.
Features: (Debug: False YARA: False VirusTotal: False)
B Computer Using procmon EXE: procmon.exe
Procmon session saved to: Noriben_18_Feb_17_ 19_28 55_391ee@.pml
= Launching Procmon ...
I Heovatk Procmon is running. Run your executable now.
When runtime is complete, press CTRL+C to stop logging.
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Sandbox Analysis Report generated by Noriben v1.7.2
Developed by Brian Baskin: brian @@ thebaskins.com @bbaskin
The Tlatest release can be found at https://github.com/Rurik/Noriben

Execution time: 28.87 seconds
Processing time: 0.20 seconds
Analysis time: 1.51 seconds

Processes Created:

[CreateProcess] notepad++.exe:3884 > "%ProgramFiles%\Notepad++\updater\gup.exe -v7.32" [Child PID: 3752]
File Activit

Registry Activity:

[RegDeTletevalue] notepad++.exe:3884 > HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\ProxyBypass
[RegDeTetevalue] notepad++.exe:3884 > HKcU\Software\Microsoft\windows\Currentversion\Internet Settings\zZoneMap\IntranetName
[Regsetvalue] notepad++.exe:3884 > HKCU\Software\Microsoft\Windows\currentversion\Internet Settings\ZoneMap\UNCAsIntranet = 0
[RegSetvalue] notepad++.exe:3884 > HKCU\Software\Microsoft\Windows\Currentversion\Internet Settings\zZoneMap\AutoDetect = 1
[RegDeTletevalue] notepad++.exe:3884 > HKCU\Software\Microsoft\Windows\Currentversion\Internet Settings\ZoneMap\ProxyBypass
[RegDeTletevalue] notepad++.exe:3884 > HKCU\Software\Microsoft\Windows\Currentversion\Internet Settings\ZoneMap\IntranetName
[RegSetvValue] notepad++.exe:3884 > HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\UNCAsIntranet = 0
[Regsetvalue] notepad++.exe:3884 > HKCU\Software\Microsoft\Windows\Currentversion\Internet Settings\zZoneMap\AutoDetect = 1

x=TQ=z



a-~«§jN 2 18t =1 ~@2E°=P

Q1 £ PSAREsj — 2§t} £ £-2EQRP — | £IRE LY - |- Cinf2p L -0 - it —O2£ ¢ -
21 2 e fEE2 ) fr O QLo 18] 122N FoE £24 | SOOL GFlamtit ] - U~ee2 ] £20-20 1§ -Ye | °EE 1] -2

1 h0:16:23," gistry,RegDeleteValue, pad++.exe,3884,HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\ProxyBypass
10:16:23,Registry,RegDeleteValue, p .exe,3884,HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\IntranetName
10:16:23,Registry,RegSetValue, pad++.exe,3884,HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\UNCAsIntranet, = 0
10:16:23,Registry,RegSetValue,notepad++.exe,3884,HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\AutoDetect, = 1
10:16:23,Registry,RegDeleteValue,| pad++.exe,3884,HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\ProxyBypass
10:16:23,Registry,RegDeleteValue,notepad++.exe,3884,HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\IntranetName
10:16:23,Registry,RegSetValue,notepad++.exe,3884,HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\UNCAsIntranet, = 0
10:16:23,Registry,RegSetValue,notepad++.exe,3884,HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\AutoDetect, = 1
10:16:23,Pr CreatePr: pad++.exe,3884,%ProgramFiles%\Notepad++\updater\gup.exe -v7.32,3752
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Capture Analyze Statistics Telephony Wireless Tools Help
3) ; 2 O G BE R =B qaaq =
LIF8OM N A Q & & I
W[ Apply a display filter ... <Ctri-/> =
(] = € Wireshark + Capture Interfaces =
| | input | outpur | options
Interface Traffic Link-layer Header Promis Snaplen { Buffer (M Monito| Capture Filter
ens33 ) Ethemnet [l default 2 =
1 any Linux cooked default 2
| |» Loopback: o Ethemet default 2
nflog Linux netfilter log messages default 2
e — T kg =
usbmon1 DLT -1 default 2
usbmon2 DLT-1 default 2
Cisco remote capture: cisco Remote capture dependent DLT
Random packet generator: randpkt Generator dependent DLT
SSH remote capture: ssh Remote capture dependent DLT
Al ¥
V| Enable promiscuous mode on all interfaces | Manage Interfaces... |
Capture filter for selected interfaces: ] [Enter a capture filter -] | compile BPFs |
[ stat || close || Help |
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INetSim 1.2.6 (2016-08-29) by Matthias Eckert & Thomas Hungenberg
Using log directory: /var/log/inetsin/

Using data directory: /var/lib/inetsin/

Using report directory: /var/log/inetsim/report/

Using configuration file: /etc/inetsim/inetsim.conf
Parsing configuration file.

Configuration file parsed successfully.

=== INetSim main process started (PID 2758) ===
Session ID: 2758

Listening on: 192.168.1.100

Real Date/Time: 2017-07-09 20:56:44

Fake Date/Time: 2017-07-09 20:56:44 (Delta: O seconds)
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Forking services...

* Irc_6667_tcp - started (PID 2770)
* dns_53_tcp_udp - started (PID 2760)
time_37_udp - started (PID 2776)
time_37_tcp - started (PID 2775)
dummy_1 udp - started (PID 2788)
smtps_465_tcp - started (PID 2764)
dummy_1 tcp - started (PID 2787)
pop3s_995 tcp - started (PID 2766)
ftp_21 tcp - started (PID 2767)
smtp_25 tcp - started (PID 2763)
ftps_990 tcp - started (PID 2768)
pop3_110_ tcp - started (PID 2765)
............... REMOVED .

% o % % % ok X %

™=

* http_80_tcp - started (PID 2761)
* https_443 tcp - started (PID 2762)
done.
Simulation running.

NR~2:0° - <<t§ << 3 2-¥=1£°7 § £4I-fKE2pSactj —R- ¥ — << <3 fj -t G§2 j —=~Pt—: £
j—¥3°L¢2-°£1R-~C2—ceqqmleqqmp="L 3£+2t=~—(C"£23°~~— . 0L+ ~+£C-—2 )£
ENR2E-4§—t-C—- £ ~<<®PEIfo= < AU~£-°F 3L +24~—:£(E£ (32~ 3fE _exefnffn’-«2 £ 0+£°7 £°]
fIKE2Pgccsj—°E23°ie@ B cccc - £TE [ 32~ ALDPE2-:21 £2ec~2PU~°Ffeqy 2~ |= - ~3¥E22—:0-— UL
) 2 AU~EC-£4U§2 § 2 ELE 32~ L0§PL~02L ¢ — U 8- ~G§-¥§20° —«cz2 ] £27 0=+£°7 £

O} £ S~ @R £ — 20242 8 £:3 480 E2Pcchefni2 oL~ e @PE i ce~ApL~F

QA L~ |26 G2} E GG LS oG8 Ermf2 A~ 62 ~a08 2 ~E23°E G345
L1 ~00r 2 £ 1§30, U2 Y ~ 3257 0§ YA EZDS<ckoq)  Ex0— A§-Yt| *EE it | ~2:C§H@A~ - 421 £
20001 ~@23°LC: - EPEEI -0t ] -t ] 220 £5-0F (26 ¢S G - ket - 126 £192 . 168 1. 5OF
§4:2° - §¥22j — << << 38 ~2£:H§2 : =2 : F£=7Q=£°7 £°n - mnfO42:0£4 27 §¥2 : £ 0=¢-<«<~§|= 32 £i~3+f
~3%: 530 G- Etr2 ]~ EraKPAES” EO B2} 2 m cc b -G 027 £
§-C§i2£C= -2 E£m-2r°L~j |~ 2E-<<Er+~¥EF

Fle Edt View Go Capture Analyze Statistics Telephony

AdE @ EERGE R JL‘;
(WTApply a display filter G
No. Time Source Destination Protocol Length Info.
53.174453370 192.168.1.50 192.168.1.100 DNS 82 Standard query 0xdb99 A rnd0e9.googlepages.con
6 3.174473089 192.168.1.100 192.168.1.50 110 Desthatwn unreachable (Port unreachab'l.e
7 3.175928441 192.168.1.50 192.168.1.100 pa
8 3.175942095 192.168.1.100 192.168.1.50
9 3.176474369 192.168.1.50 192.168.1.100

Eaaat

o
=

10 3.176482649 192.168.1.100 192.168.1.50 110 Destl.natmn unreachable (Port unreachable
11 3.178283604 192.168.1.50 192.168.1.100 82 Standard query 0x7190 A rnd009.googlepages.comn
12 3.178291685 192.168.1.100 192.168.1.50 110 Destination unreachable (Port unreachable

x=TT=z
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Q1 88 «<El2 ] £r AU~ £ U~ELE | 32£C - ¢=2 | £:-£2 U - °0-2°~u0§ = U~ | ~R23°L£ ¢z -2 £ 1§31

S § 182 FEZPE<cz3 § b 4§« 328X+ £°7 §i £4HC0— <2 | £0-8- U§—¥etj °EE -t | -2§2=j~—= £
£ | 22 1 £ AU~E0§°12:0£ 187 £422 1 £:7 0=C - << ~§l= | §j | $2°££-27 £¢62-22 1 £:1§-3-s_§ [+=fm
~CC°L++:-0:192 .168 . 1. 100k B =i £-°£+-2" £¢:§2:2 ] £~ ~OE -~ QM= — << << 3§ ~2§ -2
¢-p—-?—~C~0@Pffsettings. inifl

[OE y 5 3~ Expression.
No. Time Source Destination Protocol Length Info
514.687164101 192.168.1.50 192.168.1.100 DNS 82 Standard query 0xdb99 A rnd0@09.googlepages.com
614.741586271 192.168.1.100 192.168.1.50 DNS 98 Standard query response 0xdb99 A rnd009.googlepages.com A 192.168.1.100
7 14.744866993 192.168.1.50 192.168.1.100 TCP 66 49166 — 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK PERM=1
814.744944799 192.168.1.100 192.168.1.50 TCP 66 80 - 49166 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460 SACK PERM=1 WS=1..
914.747176177 192.168.1.50 192.168.1.100 TCP 6049166 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
10 14.747225954 192.168.1.50 192.168.1.100 HTTP 158 GET /setting.ini HTTP/1.1
11 14.747243298  192.168.1.100 192.168.1.50 TCP 5480 - 49166 [ACK] Seq=1 Ack=105 Win=29312 Len=0

CO- <<} L0 | 1§-¥et [ OE Lt ] ~2|§2rj e E+EE-2122] froqOM="E+®-—tE Y8 £ -21E
QoM=L £°4§<«c322£¢: - FE2picctf-2 1 §i=j~£I21 £:User-Agentuifa¢§-21 fzeqqm=f 3£42
ABYYLR24:21 22N 242 0~0C: O UHECEC—2G§252£2 £5] - << B ~2m e Gt 3] 1o
§08j~2-0cj~—= £:3+EQ2—2] E~2£E2| L -"0:+§¥~~23°L ]

GET /setting.ini HTTP/1.1
User-Agent: AutoIt

Host: rnd009.googlepages.com
Cache-Control: no-cache

HTTP/1.1 200 OK

Date: Tue, 11 Jul 2017 05:18:16 GMT
Content-Length: 258

Content-Type: text/html

Connection: Close

Server: INetSim HTTP Server

-8 BB Y2 N Lo £O7 § i £482 U~ @ - 41§ A£2-zCE2L << §-E2 | ~22] £k AU~EC - U 8- ~C+~0§3E
0°-<<2 1 £ 7 0:2£°7 £0:~RE L £ 32— (N2 —8:43 | i~tfKE2P§ <=~ Ut~2 £ 382 - -~ R - 1222
_3§ i ©2-=CE£2£° ((§—|£:2 : £:((JH~°£Di: £ : ~ §—°:~—1¢:i ~®23°£:§2i:ﬂ£2u_°©:2°~un§ i :I“l§2 : _32- : ~ §_|¥:2_
<<~ 3~A. 2 oYL~ Aa2 1o f 07§ £1:E4 3 T -~+akpl-eqqm—Cat-z-—F
N—-2] fo~pof o 28" £22_fkf2pf«c§t=c~OE kE2)k d-Ehttps: //github.com/
fireeye/flare-fakenet-ngFl=ju ] §j § =~22- otz - - 322-§-2£° | £@2%~—C="£¢E°F 2
~88:_°=AQRE j 0§ =~E£2 U - °©=2°~08= - =+§<<c 328 ¥-f2 U - O£ §j£K
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o Nl §¥2 0 £0f43824nq | 81807 27 £4:] L 28¥2 [ £:C 2 P£R- 2400 - <2 | £
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JPU~EDIES2~ £
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<A~ LA~ << @2 | 4 B U £ UL 0 -0 <<= =242~ CaC - o~ A - 4842
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RN=2~2§ =N —~2 - k=028 £-0~ << @RE
i £24242~°222 ] oL [ cc§m28- 202 | £ <k AU~ Ert~ << @AE LR } 422 j e R - 48H{f et 22 R - 384
i £2 ) B cc AU~ Ert~<<@PEf 2L £ | 2L G122~ £:RE -« E£G=-—~£R N £02 1 2 §-30=s J=-°
20 - §0- S J 13452 1 £2- a4 @26 | 1§ 3E4zj " £°£C5=Chapter 2l:p2~2j=N—-2- L
LE242~02 - 2QE2E° «c§§¥e2 ) E0fPE2 - Bz G2 ] £21° - Q2-YO~@1§j=) ~4 1}z ~+£ Q=2 ] £0-_ 1§
-32Q322 ) frecAU~Fr §~0 - §t:~:PO) ETE[ 32~ 2EE)

$ o83 L=+~ L£+KETE
sales.exe: nbPO executable (GUI) Intel 80386, for MS Windows

$ «CR+3 «=+~2£+KETE
51d9e2993d203bd43a502a2blel1193da sales.exe

QiENp 208 ¥ £ 20~ 2£G0° - << 2| £2 §~0 - s34§¥e2 | £4208- Y 4:32882 - o — 2§ Luf °L — j £ 42—~
120z 2§ 1oj— <<~ ClpL } §j § B —O+4OL~| — << <<~ G2 = LAL2L0PL - | £-42°8Ntr~P -zt | — U=~
CERECEnjE2-~ ~2j 1:0EE melt.batFl-pe}§j 808 2E12 ] 28R £ 3%8- 2 £:<<PU~°E
®°- ~ 2.zj°£2f4:~ ~2j 1E_batFoPE~—CL££[32£42] —1£: ~2j 2] - << <<~ CH=q | £-+2°8-¥4~P4—
1~ ECEOECE R £4:2-2 £-RUN=CE¥§+2° - 2OF - -2 | §2:84:8-2£ 0 £428-¥ £ ~Btfrc— 122U~ E~CC~—
£-2° - §—=2 ] £-RUN=CE¥§+2° - 2OF - 2-:@E 4§42 - =2 ] £+ - $2f <c=~02£0=°F -2

IThis program cannot be run in DOS mode.
Rich

-text

T .rdata

@.data

.rsrc

[-...REMOVED....]

zover2

fo=5-2 :£ﬂ§i2 =7

?=d-q-=-"£°N

cE2=?
d-q-=-"£°0
W’ £°N
cE2=?

| «E32K ~2

[-...REMOVED....]
p- 02 u~° £yj §j °- £- 02yt §-C¢- pty 3°°£-2S£°£§- y0%

x=UM-z
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DY ~<<§§-¥:2 1 £5cc®-24zt } — U= £0E L | £42-0E=4 - 126 < ] GOENEH2° - JPLR-2E G e ~224

§108j ~28¥:2 ) Frec A~ F i~ 82 - 2-:@E°0- O <<0REt - +26 <<z GO EYEH2® - - @F 25—tk

16y a8y 120 0=§—e2 | 028 | 1§-¥- 323 | £@°L 4L £=-u\mfsj 22+ i nExec=—¢

She I IEXeCUteAl#3¥¥E+2:2 ) £2c~AU~Flts | ~B~ 2 2§ —OF -2} £°:0° -¥o~cct:E | *E~2£r~E£ U
®°-j£+4Fl

kernel32.dll
[-.... REMOVED. ... .. ]
SetFilePointer
SizeofResource
t 8-bY£j
t°82£c8aE
IstrcatA
IstrcmpiA
IstrienA
TOf~2£Cc8ALEN
T-® c82EN
LockResource
CloseHandle

shell32._dl1
SHGetSpecialFolderLocation
SHGetPathFromIDLiStA
p: £aabﬂ£| 32£/\

advapi32.dll
==0f£¥ °£~2£hE- 7
==0£¥p£2s~233 £b~
==0£¥ 2-+£hf.

N3£° - §-¥:2 : £- : ~t : :7 ~ABLC g2 : £-5§°34Q-2~2:C~2~ ~+£+ : —|.1i=RU=~—|2§' §°34:CL2E j25-—t-—C
Y ~2BOL i~ F et BYYE 22 2o £~OF:@0— ~ 2. :CE~A§¥r§2 oA~ E st~ ®RE: | ~REC
M-§t-—f -feQ-=®E°0-C<cz2 N £l 4 L4 £~ 100 (= S§°B4(-2~A]z - ~B:-EEC-2E0£2~] £+t C oz - -3
U—22-34£2 1 £:58°34(-2-2Q3 %jAMfl21 £== - —3mfE G-/ "MFOL - [ 1§ 1oj—= £ 2~§-£0: -
Y §-¥3R- =S8 31 -2~ - 32

$ ®2!-a= 2| ~£! | T3£°. K& =RNCVEOVWPEOMP ¢QP~RMO~O NENNVP¢~
Detections: RULSQ
VirusTotal Results:
Bkav ==> None
MicroWorld-eScan ==> Backdoor.Generic.474970
nProtect ==> Backdoor/W32.Poison.11776.CM
CMC ==> Backdoor.Win32.Generic!0
CAT-QuickHeal ==> Backdoor .Poisonivy.EX4
ALYac ==> Backdoor.Generic.474970
Malwarebytes ==> None
Zillya ==> Dropper.Agent._Win32.242906

x=UN:=z
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AegisLab ==> Backdoor _W32_Poison.deut!c

TheHacker ==> Backdoor/Poison.ddpk

K7GW ==> Backdoor ( 04c53c5bl )

K7AntiVirus ==> Backdoor ( 04c53c5bl )

Invincea ==> heuristic

Baidu ==> Win32._.Trojan._WisdomEyes.16070401.9500.9998
Symantec ==> Trojan.Gen

TotalDefense ==> Win32/Poison.ZRlgenus
TrendMicro-HouseCall ==> TROJ_GEN.R047COPG617
Paloalto ==> generic.ml

ClamAV ==> Win.Trojan.Poison-1487

Kaspersky ==> Trojan.Win32_Agentb.jan

NANO-Antivirus ==> Trojan.-Win32_Poison.dstuj

ViRobot ==> Backdoor.Win32.A.Poison.11776

REMOVED. - - i i e e e e eeee e e e s 1

RKO=a1 - 7 ~<<§j =N~ - +§+=—0=2 ] £:p~<«<®PE

Q-3 CE 2 G2 Y frec-AU~Elr £1~§-°12} £:¢ - amcc§jimmA- 1§12 2k ( | SHECH2 ) s |~
PLECEBE Gl G2 £0-8 | 1§-Yo - ~~cc§j i - £it42£ @1z UEE 0B UEC

N 2820 £ r§- G- S J =C2 ) £:1§-3YS J TUECE L™ £02£¢2-2 ) £ 3E~—t~~@ § - 24

Of B="E§-C- s J 1-mo- jEre~{ 00 pu~2~"2£ U R b :~C <<§-§420~2-°:R°F " PEYE+2-
CEEC <«<§~F-@° - | E+4-~22F 32£4 |-~ (28 £2IK-0F £-m -2} ot 8@ U~+E£TE | 32ECE L 1 §j !
§230 s 2~O2L GO j£445 J -2~ F2-§tOE 22 | £r < AU~ E G20~ -~ N 2 U £
t-12f«<k

PK B =21 £ §-31:S J I-FKE2PSecspl~2~3 N £¢2—4§<c3a2L==£2] 1 - O£ §j £l
L -0 U~ENE 32 GGz —0§¥BOL G2 -5 ~R23°£2 | £:£21 1 -°0:2°~0§ -2 | £
~£2|1-°©=§-2£ 0~ £

QK t§2 : -~Aa-=2 : £:((__|§2_o§_|¥:2__ai:03_|_|§_,¥|:2 : £:<<J|~1"'o£:|-l"i:£ﬂ£ i 32£¢:u§2 :
~ <<§§2°~2-°:R°F” PEYELEORY § 25190020 B i~/ << §§42°~2- °Fa0- O~ -3 G=QM
tj—CH

RE AN2ECQME | - =G4l -8 E~rpl~+2-@BEC——2 ) - §-C - put=S J (FKE2p§<c=~—C
8Lt} O UL E+2-BREC— =2 } £21§-3=s J K

Sk O£+3824:0° - <2 | £r<c ——§2- °§¥2— —At: U £°F: -3E 2L Gz~ Q£ ~<<§-£C2-3 - C £+~
20 frccA~°lts £1~"§-°%

x=U0=z
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PN2ECIRE DO <c§¥rC - iR - 4§12 § £r-2_ | 1§ef0— 0 cc~Rmim ~322] Frec AP~

CE2E° <«<§-E£C0° - <<= Q{0 £ 2= << — 2 °§¥2— 24

N r®-—-£9£]3%8-¥2 ] £rc~PA~°£t~« @ Esales . exefl-~=£ L
®°-jfttl-iexplorer.exel:pu~£j " E2£C- U2 | -~R@°- jErt=-faz-1=1272f:q § £®°- £+t
EIEj32~ 3£5+2- j2£¢8-=2 ] E%Appdata%-C8°Lj2-° - f=q § £0-%8— US—¥t [ °EE~t ] —26+2 1 £
-32R32:0° - << M- j £t @~ 0L =t | — U8 ¥2 | £:mE U2 - °E2£C-R° - j £

i svchost.exe 796 4onam PETI P PO
siSearchindexerexe 2160 [Pliexplorer.exe (1272) Properties =R R~
¢ msdtc.exe 2240 General |Statistics | Performance | Threads | Token | Modules | Memory [ Environment | Handles [Job | GPU [ Disk and Network | Comment
i’ wmpnetwk.exe 3444 File ,
= N/A
= svchost.exe 3488 RV

i lsass.exe 468 Version: N/A
='Ism.exe 476 Image file name: -
@ winlogon.exe 412 C:\Users\test\AppData\Roaming\iexplorer.exe [ J
4 “jexplorer.exe 1432 L/
Process

Zlvmtoolsd.exe
Eljusched.exe
<@ cmd.exe
4 P python.exe
47 Procmon.exe
7 Procmon.
‘= ProcessHac
[Pliexplorer.exe

Command line: "C:\Users\test\AppData\Roaming\iexplorer.exe"
Current directory:  C:\Users\test\Desktop\

Started: 17 seconds ago (10:19:00 AM 7/12/2017)

PEB address: 0x7ffdf000

Parent: Non-exstent process (3724)

Mitigation policies: ~ None Details

.exe 924

Protection: None [ permissions | [ Terminate

Ok _ -£f~<<§-8-¥21 £2k-°§ £-B-¥t|=§2=j~—= £-CL2L°«§-£G2] ~22] £2<c~PU~£:C°-RBREC—~
o j~22EC-iexplorer . exe:$—2] £-%AppData-¢C8°L j2-° - f=q | £r~<<£=-02 ] £200F
Eiexplorer . exef8+:4§<«§8~°2-22 1 £2080f - ~<c £2-02 | £-f—2£ °~£2:D @2 -°£°
Eiexplore.exeF: °-Ju£%f=qi8t=2Ej | -8 3E8t~CLY £°2£:~22f @2 -:2]£:~22~{OF°
22 ~OF2 | £:<<~B§8-314 §0~° - - —O-OL-~L¥E8«<2E-L £ 32~ 2f)l
[ °£~2£c82£] sales.exe:3724 > %AppData%\iexplorer.exe
NR2E:C°-RR§-¥:2 | £0PE 2 | £2c< A U~°E-LE [ 32£C=2 | £:C° -RBE C=0PE N2~ £ 4382202 ] 2|z~ £ L
®°-jEr=iexplorer . exe:\~+ £2£Cf-q | S ~4-2 | £-R° - j£4272 | 2 U~£:C8tRP~- £C= -2 1 £
me-jftt=e~joL°l
[ °£~2£nf-j£++] sales.exe:3724 > "hAppData%\iexplorer.exe"
Q) <P U~£2 ] £-:C°-®t~—-2] £°08L-{ ~2£C-=MDMF5A5 . tmp_mel t.batl~t=t ] -ju-5-=2 1 £
0-88_ 1§ ¥—B2R3BHYN22 §:R-§2|§2 |~z £:CEC3jE£C2]~221£= melt.bat=+2°§-¥2] 2 f0-3-C
3844228 jo~B - 4880 — 2 2L 2L G2 U2 | -2 ) £°:42°8-¥ 2L C:MDMF5A5 _ tmpl=p § §j § =8¢
3+£C2—¥EL£° 2L~ f~«E] MDMF5AS . tmp_me lt.bath B —j£2 ] £0PE 1 ~<«< £8+=¥E~£°2£ ¢
20 £ AU~ £:C - @t=~0§PE U §2 § 2 | St ~<< £2— 2 | £:C 8O

[°£~2£c8£] sales.exe:3724 > %lLocalAppData%\Temp\MDMF5A5.tmp_melt.bat
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22 E£E 326421 £:C°-RREC: ~2j 1-E.batF2{°i®% -§-7 -C§-¥:j < CLETEN

[ °£~2£nf-j£++] sales.exe:3724 > "%WinDir%\system32\j «¢KEJE /c
%LocalAppData%\Temp\j aj cCR*"RK2 «®| «£22K ~2"

N~ f+3%2:_nzemd . exe£E 38 ¥R ] £: ~2j 14 °4@2: -2]2] £--°¥§-~2auPfFsales . exeF~—(C
21£: ~2j 14 °§R2EMDMF5AS . tmp_mel t. batFuEECEAE2E Clotat | - JU-§—=2 | £-28— I§-¥: - CE
+-§R®LA=q § &t £]~ §-°7j 08«2 £:CLAL2L 0B~ - —~A42 . =—p=2 1 £- ~2 1-F_ batFoPLEfu-- -3
CEj~z <2 17] - << <<~ G2 CEAELPEF UL £0-B =03 8¥2 | £:42°8-¥£ 20~ 8- =@ - j£42Fll

[a£2£2£c8§2£] cmd.exe:3800 > %UserProfile%\Desktop\sales.exe

[a£2£2£c82£] cmd.exe:3800 > %LocalAppData%\Temp\MDMF5A5.tmp_melt._bat
Qe Aj§-31: §0~° -2  £i~C 12} £:R~2 ] =02 ] £:C°-@BECnEPL |-~t=~—2f—2° - §=2 § £-RUN=CL¥§+2° -
OF - :0-°=RE°+8+2£ 1 £I=pu 1 §j § 20— JUL2 | Erk B U~CE£2—42~02f 7 £ =~02f 02 R ot - +2f <<=°F - 24|

[o£¥p£2s~23£] iexplorer.exe:1272 >
HKLM\SOFTWARE\Mi crosoft\Windows\CurrentVersion\o3 -~yehi j =hf.- =Z
TWr ££°+y2 £42 Yy ®Ra~2 ~y0- ~«§-¥y8ERR - ° £° KE(E

Ph C°-cc?d E£rnf2|U—202°~008j:~23EG: - 4R~ ~— ErtEE—2 ) 228 frec~A~°F
°ft-8" £4:21 £ 050 - < ~§rmGaFr2~ 3t £z ]~ % -0 °2:80)

7.637377173  192.168.1.50 192.168.1.100 DNS .. Standard query 0xf27d A www.webserver.proxydns.com <=

7.693976873  192.168.1.100 192.168.1.50 DNS .. Standard query response 0xf27d A www.webserver.proxydns.com A 192.168.1.100
7.865797192  192.168.1.50 192.168.1.100 DNS .. Standard query ©xf573 PTR 100.1.168.192.in-addr.arpa

7.883967058 192.168.1.100 192.168.1.50 DNS .. Standard query response 0xf573 PTR 100.1.168.192.in-addr.arpa PTR www.inetsim..
7.894688526 192.168.1.50 192.168.1.100 TCP .. 49173 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK PERM=1

7.894767035 192.168.1.100 192.168.1.50 TCP .. 80 = 49173 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460 SACK PERM=1 WS=128
7.894902252  192.168.1.50 192.168.1.100 TCP . 49173 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0

7.894984480 192.168.1.50 192.168.1.100 TCP .. 49173 - 80 [PSH, ACK] Seq=1 Ack=1 Win=65536 Len=256

7.895002820 192.168.1.100 192.168.1.50 TCP .. 80 - 49173 [ACK] Seq=1 Ack=257 Win=30336 Len=0

q1EQ " M2 f~<cz—02 § £-®-2UM: j — << <3~ l=~t=t | - U802 | £:0-88— | 18—¥t | OLE~1 | -2 84— -2
12~~~ C:eqqm=2°~uf 2 | §++3¥¥L+24:2 ] 2220 frec AU~L£R° - ~ 2.:34ft~ 32— «c:®°-2-j-%-°
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3 Data Directories [] T
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— ggelso“'tce D[")'eg‘c‘t"Y 0000008E 000901FB 008D 000BIALE ‘ CreateFileMappingNumaW
M= elocation Directory —
|— & Debug Directory 0000008F \ 00041414 008E 000BIA3S \ CreateFileMappingW
{— %, Address Converter
| % Dependency Walker 00000090 |0008D261 | oogr 000B9A48 | CreatefileTransactedA
B i 00000091 000322D6 0090 000BYASE CreateFileTransactedW
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— @ Dos Header
@ NtHeaders szAnsi (nFunctions) Dword Dword Dword Dword Dword
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Sl KERNEL32.dll 72 0000A288  FFFFFFFF  FFFEFFFF  0000A26C 12
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— E@Resource Directory
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— E2Debug Directory
| 9 Address Converter 00009784 00000528 00009FCO 00009FC2
— %, Dependency Walker
[E %Heﬁditorw Dword Dword Word szAnsi
[~ N ldentina 0000ABA4 TTE2ACAF 054A IstrempiW
— 9 Import Adder
— % Quick Disassembler 0000ABBO 77E30288 045A SetErrorMode
— %, Rebuilder
L § resource Eawr 0000ABCO 77E2E9B5 0090 CreateFilew I
— BUPX Uity 0000ABCE 77E29CDE 03C0 ReadFile
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<AU~ER- ~ 843 F42 L2 - °003 8-~ U2 | 852 | £-DLLMa i n-03-2§-—|2-§-2£°~j2
82321 £27 0=t£°7 £°-348-¥-eqqm=-"=cqm-®°-2-j -8

File Settings ?
: |
% @ @
Module Name Imports OFTs TimeDateSta... | ForwarderCh... | Name RVA FTs (IAT)
s 00001FC4 N/A 00001CF4 00001CF8 00001CFC  |00001D00 00001D04
— @ Dos Header
@ Nt Headers szAnsi (nFunctions) Dword Dword Dword Dword Dword
@ File Header
2 Optional Header KERNEL32.dll 9 0000312C 00000000 00000000 00003250 00003010
 Data Directories [x] L
| sodtion Heatss USER32.dll 1 ~ 000031A8 00000000 00000000 0000326C 0000308C
= Estmpat Decoioy, ADVAPIZ2.dII 3 0000311C 00000000 00000000 | 000032AA 00003000
| EResource Directory i —
{— E3Relocation Directory MSVCRT.dI 20 00003154 100000000 00000000 00003362 00003038
|— 4 Address Converter = A = : 5
| 4, Dependency Walker WININET.dll |13 1000031B0 00000000 00000000 000033C4 00003094
(— @ Hex Editor [ D o
{— 4 Identifier -
L G impoetmiioe OFTs FTs (IAT) Hint Name
— % Quick Disassembler
— % Rebuilder
— % Resource Editor Dword Dword Word szAnsi
— 9 UPX Utility
00003384 00003384 0092 InternetOpenA
000033A0 000033A0 0093 InternetOpenUrlA
0000338A 0000338A 0069 InternetCloseHandle

x=UV:=z
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C:\>rundll132.exe C:\samples\aa.dll

T L -303 = al 1mU§2 ) 2 £:R°L {ECE-¥t - =2~(|2 ] £-a | H= U -2:£0£ ] 32£-43 j£4103%. |2
21 et~ B <<z - =B U§m 2L £§7 £r~m - s£°° -2 § £~ ——en-2 ] §=Gt=2 N 2z 1 1 £

rundl 132 _exe=" A¢~2£+2 ] £7] - <« <<~ CJ§=£x4 - 2~E+2E@N=<<£E-2§-~£C§-:2 ] £:p£ 8-~
SKOKN="EE- 0§ ~¥=-0="3 P OKE [ EFI-§2-0~§22=2 | £t - =2~T=j } £ Ot~ £13%2-rund 1 132 . exe-£§¢
g2 ] -322-~¢s-¥2 1 £-al if

V-3:£E 02— cc~OF43°F:21 2221 £2 — cc <G J8Ext - 2542 —°°F 22— ~Coa ] 143 jE403%
Q-G | - U872 | £20-80 U§¥e-32R32:4 | -38¢:°3 2 L £:a 1 143 j£4403%. [:f 22 1 £

0-2- U§—¥: | - < <Gl te st~ 03« < - i~ Eli G2 | £°£:84:m 213§ | L [®- 2034 28— —|-§2:8+"3+2
B+£C2— << ~OF+3°E2 | £7] — << <<~ CJ8Et - 2284 - L j A= £u-C£:0Baf¥e2 | £ru-20- | 18-¥
j-<<<<c—Cl2] £27 ~°§-Btrcc —§2- 0§22 2o fo T £OL Q82 ] Bt | ~@2£°EM° - j £~ OF°|
K-°§ £-I-€§°Lt ] ~°Ol-f~£28<<FrUE£°E+2~2£ ¢

C:\>rundl132_exe C:\samples\aa.dll,test

N2EO0B—f-¥2 1 1 — << <<~ Q|2 ] £0-88— US—¥-£0° -z u~+="E{ £§  £¢CI= 322  L-ab iz~

13§ jE+4038. L (£ 32L CF 2§ §tmj~£l: £§~32£2] £x4 - =2~84=j-°°£j2:rund 1 132 . exe*-~CL£C2 | £
ai 1200l << £~ ~£¢§-2 ] £2pf § 28-—=SKOKN=E - °C§—¥=-1:°3 ¢ P OKE T EFf=N 1=~ £4382|:§24=D | L
entry point3-j&B-——pu~=~2L£CEL}§j § §-23° == ~PE£C-DLLMa i nl=j - —2~§-§-¥=2 | £2<<~#§(§-31
i-CEFzq M E~=rund 1 132 exe2°8E+2-0§-G2 ) £:~C ¢ Oft4=-0:2 ) £-£®- 203 - —-testEpL 1§j 15
+2£®=Pl=<<£-2§-—~£¢=8==2 | £-p£j2-—=SKOKN=E - °C§~¥=-0=°3 (2 POKENERK-pS—  £82 | ~———20§-¢=2 | £-~C C°£++
—orteStl2) £ U ¥eE 0 — O~ G5B~ £ T £-e2 ] -3 12 L0 _Cn e it -YE 1~ G~ £
21l s3] j£41038 - A ~CLCE2 ] 2L~ 2 - 1 j | 2 UL JL~—2L G20- Oz << - —§2- °§-¥-§2+

~j287 82

C:\>rundll32,exe C:\samples\aa.dll

RunDLL ==

0 Error in c\samples\aa.dll
B Missing entry: test

x=VM-z
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r®-—-£9£i3%8--2 | £ AU~£-£12~ Bt £—eqqm=j-~—£iB-—u§2 ]2 1 £~ 0:C-<«<~§~-—C
¢-p-2-~C+~PEEThanksgiving . jpgFl-~tt] - ju—-§-72 | £:0-8- U§-¥=-E§°F+ | ~°0--32032|

No. Time Source Destination Protocol  Length Info

642.475022 192.168.1.50 192.168.1.100 DNS 76 Standard query 0xdb99 A www.giftnews.org

742.480775 192.168.1.100 192.168.1.50 DNS 92 Standard query response 0xdb99 A www.giftnews.org A 192.168.1.100

842.489943 192.168.1.50 192.168.1.100 TCP 66 49166 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1

942.489975 192.168.1.100 192.168.1.50 TCP 66 80 - 49166 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460 SACK_PERM=1 WS=128
42.490120 192.168.1.50 192.168.1.100 TCP 60 49166 - 80 [ACK] Seq=1 Ack=1 Win=65536 Len=0
42.490245 192.168.1.50 192.168.1.100 HTTP 226 GET /festival/Thanksgiving.jpg HTTP/1.1
42.490252 192.168.1.100 192.168.1.50 TCP 5480 - 49166 [ACK] Seq=1 Ack=173 Win=30336 Len=0

Example 2 — Analyzing a DLL Containing Exports

f=22 ) S~ <@L U £ U§P2 - - O~2:—-2 | £°:<<~§§-3t=a T T-Eobe . d | IFl=q | £:0-23— pa§—¥
+j°EE~t] -2t ] -2 -03- 8-~ EDI IRegisterServer
~¢:DIIUnRegisterServerF£®-°2£¢: -21£aiil

| CFF Explorer VI - [obe.dl] -
File Settings ?
B e |
g S 5
Ordinal Function RVA | Name Ordinal | Name RVA Name
(S File: obe dll
@ Do Header N/A 00004EFC 00004F0A 00004F04 00004F26
W R s (nFunctions) Dword Word Dword szAnsi
3 File Header —
3 Optional Header 00000001 000011A0 0000 00006914 DiIRegisterServer
@ Data Directories [x]
@ Section Headers [x] 00000002 00001170 0001 00006926 DllUnregisterServer
& Export Directory

' Erai F ot~ @A~ R} 2 ) £20-88_ 1§ - < <<~ Cih” £-2 8 ~3¥ 4 iobe . d I i~ ~CEC
§2-2 £recEec—2 - 2-0rrund 1 132 . exel§:¢i:a—22200¥E o £1~ §-o%q s £j~3+E:ali il
£2°. :®—§—|2:U3—| i 2§——|:¢—£i3—|—2:§((®a£((£—|2:~—| -84 i 2§——|~a§2 -0

C:\>rundl132_exe c:\samples\obe.dll,test

B -2] £:-2] £°: ] ~Cl-°38-¥2 | £:4~«<®%E-u§2 ] 21 £-D 1 IRegisterServer:n3-j2-—~tt | - U~
- 2L EC-—meqampsj — << << 3§ ~28-—2-2 1 £- 7 0=4£° 7 £%4eC° - << | §tl:§%j —= £-CEC3EC
21~2DLLRegisterServer$«@PE«f~2+2 ] £--£21- 00328 -~2§2. |

C:\>rundl132_exe c:\samples\obe.dll,DIIRegisterServer

x=VN:=z
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Q) o3 a§—¥et OEE -t b -2t ) - a2 ] £e-F2 )1 - 202 ~0n§ = ~B23°L£¢: - §°E+ ] ~°0

556.677039135 192.168.1.50 192.168.1.100 DNS 74 Standard query 0xa207 A inocnation.com
656.713504929 192.168.1.100 192.168.1.50 DNS 90 Standard query response 0xa207 A inocnation.com A 192.168.1.100
756.716057362 192.168.1.50 192.168.1.100 TCP 66 49166 - 443 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK PERM=1
856.716088408 192.168.1.100 192.168.1.50 TCP 66 443 - 49166 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1460 SACK PERM=1 WS=..
956.716266092 192.168.1.50 192.168.1.100 TCP 6049166 — 443 [ACK] Sea=1 Ack=1 Win=65536 Len=0
56.717887835 192.168.1.50 192.168.1.100 TLSv1 176 Client Hello
56.717897210 192.168.1.100 192.168.1.50 TCP 54 443 - 49166 [ACK] Seq=1 Ack=123 Win=29312 Len=0
56.721129298 192.168.1.100 192.168.1.50 TLSv1 1359 Server Hello, Certificate, Server Key Exchange, Server Hello Done
56.732013311 192.168.1.50 192.168.1.100 TLSv1 188 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
56.732221314  192.168.1.100 192.168.1.50 TLsvi 113 Change Cipher Spec, Encrypted Handshake Message

V=32~ °R2E~1 °§@22-C£2E° << §nE P22 L £ - 2£ €03 | B ~tE~4=] - £°£C
§-=Chapter 2l:p2~2j=N-~2- 1§tFf—~a il 1=—C:j 282 f«c§—tf 3E-iE U RE

OB §a¥2 | £rec—§2- 82— Ao [ §12E | | § 3Er | £0RK3 0L 12 B ¥

21 030 8- a~22 . sp:f~ 1:E®-2£C-03-( B-~f-al 103-—£°Ehttps://github.
com/Ne023x0/DLLRunnerF8~m-2] ——=£{ °§®2:2 ] 2-££]32£+-~-L£{R-2LC
13j2-—t§-~ai ik

Example 3 — Analyzing a DLL Accepting Export Arguments

q £0-2- S ¥E [~ @t | — Lt | - = - =B~ R Bl 172 ] 25~ [ E@2L - "2~ ¥ 3« £ 24
qiEal 13£08-2 ) £ ~<«<®PE: U ~4=CER ™ £°£C=7 §~@- UL ®-§-2-~2=CL£L{ °§ £48—2]8+
®¥-OlEhttps://securingtomorrow.mcafee.com/mcafee-labs/threat-actors-use-
encrypted-office-binary-format-evade-detection/k

g}fraiitSearchCache.dl 1Fj-—#§t2t:-0:~—£®-°203-j%-=l-_Flushfile@16l-pu} £

13 2= —~A2 - 42 EAE2E oL ) § L@ 02031 2§ i | E@R ¥ B e £l 1 1642 ) £xnfREr2—
CEE2E)

Fle  Settngs 7
Semrcachean |
8 S
Ordinal Function RVA | Name Ordinal | Name RVA Name
[File: SearchCache.dil
L @ Dos Homer N/A 00003FD4 00003FEE 00003FE4 00004018
@ Nt Headers (nFunctions) Dword Word Dword szAnsi
@ File Header
@ Optional Header 00000001 00003AB3 0000 00005600 CHFafe
@ Data Directories [x]
| @ section Headers [q 00000002 00003ACO 0001 00005607 ErrorReport
— SExport Diectory 00000003 00003AA4 0002 00005613 Jaddfae
|— &Import Directory
I CaRelocation Directory 00000004 00003347 0003 [00005618 | fushfie@1s

Q-:CE<«<c—12°~2£:2 £:CLAE2E 03 8- ~~2R2 - |-=2£ 120§ fFFi le_to_delete. txthpu~t=j°£2£CI
G2 ] £rec——§2- 42— Az £OFA~3 o 1 £0Kq | £2£+20PE U~ @~ £ G-~ ¥ B < £ 2222 L £:£ [@-°2
034j8-—=_Flushfi le@16-31§-¥:2 ] £:0-3— | 1§¥: | - < <<~ CfN2E 003 =§-¥=2 | £:0-28- §—¥
j—<<<<~—C2 ] £2£ 420 f 2| 1 ~+=CLAE2E C=n°— << | £2C 5O

rundl132_exe c:\samples\SearchCache.dll,_flushfile@16
C:\samples\file_to_delete._txt

x:V0:z
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Q § £0-80— A§¥:84-2 | £:-32R32:0° - <2 1 £: K-8 £-:8-¥iot | - uS-¥rund 1 132 - exe=CEAEZ-¥2 | £:0PF
(File_to_delete.txt)l

Processes Created:

[CreateProcess] cmd.exe:1100 > "rundl132.exe

c:\samples\SearchCache.dll,_ _flushfile@1l6 C:\samples\file_to_delete.txt"
[Child PID: 3348]

File Activity:
XafE2£2£Cc82£2=°3 ¢33 POKETEWPPQU=[ =" W+~«@F £+yn823£| 2- | CEA£2 £K2 2

-G £2E° <<§Er2 Y £2R~~cc£2£ 04202 ] £2 - RE=-0-@~"~ << £2£°4:~] | ERPEQ: -2
EY®-°2:03 12|z - ~BrUPRAELC2—RED- <3| - CE~A - 45HEV- Bz §e £
AE~O—§¥rj — G L2 £§42E | 1§ BEe§-2 ] £:30)] - <c§-¥sj | ~BRE°H

SKP=N—a~2- ¥~ R I -m°-jE£+x=" [ £]0x

P -#E-02 £ £IA~3n ¥e~all e rund 1132 . exes - 00§ —£l: 3%t-«£:ail it

i 1£i0=802 ] £ - :~°£:°03 1§ ¥:3 - C £°:~@~% | 38~"-Q° - j££+-E+3 | -~t=explorer . exe:=-°
iexplore.exef-—C:cc§¥ 2 | —¥E21£8% £]~7 8- 2L «c§a2£2 | £ctf? L4002 £ :~°F

0B § B G E0  - 1-2 ) £2:@° - £+£7E5 23 CE-¥rund 1 132 . exeff~=#3 1xj~£tlz - ~3: 1~ £
2_§~'Ej22 A 1:§-2-2 ) £H@F 808200 - | E4#2—208WYE 2 £ £1~78-%f

N2-_a33i ~0f«-2fai i:Ehttp://securityxploded.com/remotedl I . phpF~2- 1= - -322-
§—'Ejz~al 15§-2-:~— - 93§ ¥R - j£4t— =2 | £ot - 2L «cfef2=~P0 itz - =328 "Ej2~a i 1:348-¥
20 °LE-CRmE E—2<cF2 ] — C )2 | §4:84:34£03%  £i~3+£:80-——f<<£2] - G0~z - —-31j~—2° -~ -21£°
«<£2] -

qifaiittdl . dIFE3E¢E-2 ) £20-8— US-¥-E£ [ ~<«<RPEI§t~ | —~<«<®-=£~2-m=qapp-0--20§-q | &
al1:0-£1:-2) =28 - :£@- 24~ —02 | £2<< 8- £~ §-{t§ <@L < £2£CH-2 | £
aliltentry pointo3-jR8-—f03--§-¥2 ] £-a i 1=318-¥2 ] £20-3- U§—¥ - < <<~ C¥E-£°2£C
~r£ 00012282 1 2221 £ | §§§8~, 28" -3A-£0~PLECI2 | §-§t~—§ €8 ~28-—2 ] 221 £:DLL
entry point=3-jR-—cpu~--2:43 L4038 L £ 32L ¢

C:\>rundll32.exe c:\samples\tdl.dll,test

RunDLL =

€ There was a problem starting c\samples\tdldil

A dynamic link library (DLL) initialization routine failed.

x-VP:z
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10001BF7 push edi ; char *

10001BF8 call _stricmp \
10001BFD test eax, eax
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10001C01 jnz loc_10001CF9
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#include <stdio.h>

int mainQ) {
char *string = "This is a simple program";
printf("%s",string);
return O;

}
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The above program was passed through a compiler to generate an «

frint_string.exe ). Opening the compiled executable file in the PE Int
Ottp:/  / www.andreybazhan. com/pe-internals. html ) displays the fivetestections (
srdata ,data ,rsrc , anmloc ) generated by the compiler. Information ab

sections was prohaged ifStatic AnaHyesris, we will mainly focus on tweg
sectiomst: andata . The contentdatd tBection is shown in the followin:
screenshot:

In the preceding screenshot, you c alhissea®sitiple protremstring

which we used in our program,.ddasteeedion altethe OxlEO®ffTais
string is not a code, but it is the data required by the program. In
thedata section contains read-only data andismqmoetiexgsorctontains
informationrsrthesection contains resources used by the executable

The content.tedt theection is shown in the following screenshot:

The sequence &% Ibyttes (o be specific) disgppiaysgectnothéstarting from
the file @k8®k]} is tihachine. clode source code that we had written wa:
translated into machine code (or machine language program) by the
code is not easy for humans to read, but the processor (CPU) know
sequences of bytes. The machine code contains instructions that w
processor. The compiler segregated the data and the code in differ
For the sake of simplicity, we can think of an exetedtabbanéds contai
datadata ,rdata , and so on):

[ 101
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