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NEWS

Northrop Grumman, Raytheon 
eye electro-optical sensors with 
built-in machine learning
BY John Keller

ARLINGTON, Va. – Two U.S. prime defense systems integra-
tors are moving forward with a military research project to 
develop a new kind of camera and digital signal processing 
to enable intelligent electro-optical sensors for tactical mil-
itary applications.

Officials of the U.S. Defense Advanced Research Projects 
Agency (DARPA) in Arlington, Va., have awarded orders col-
lectively worth $25 million to the Northrop Grumman Corp. 
Mission Systems segment in Linthicum Heights, Md., and to the 
Raytheon Intelligence & Space segment in El Segundo, Calif., 
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NEWS

BlackHorse Solutions and Georgia Tech seek 
new cyber security anti-hacker measures
BY John Keller

ARLINGTON, Va. – U.S. military researchers are asking BlackHorse 
Solutions Inc., a Parsons Company in Herndon, Va., to develop 
ways to detect, manage, and defeat cyber hackers and help build-in 
cyber security as part of the computer design process.

Officials of the U.S. Defense Advanced Research Projects Agency 
(DARPA) in Arlington, Va., has announced a $11.7 million con-
tract to BlackHorse Solutions for the Signature Management Using 
Operational Knowledge and Environments (SMOKE) project.

SMOKE seeks also to measure the risk of cyber threats 
in real-time; and find new ways for red-team ethical hackers 
to maintain their evasiveness as they help train cyber security 
experts root-out malicious cyber behavior.

BlackHorse Solutions joins Georgia Tech Research Corp. in 
Atlanta on the DARPA SMOKE trusted computing project. 
BlackHorse won its contract in September, while Georgia Tech 
won a $22.7 million contract in October.

Cyber security experts from BlackHorse Solutions and 
Georgia Tech will develop data-driven tools to automate the 
planning and execution of threat-emulated cyber infrastructure 
necessary for military network security assessments.

Military computer networks are under persistent threat from 
malicious cyber hackers, so network security experts must be able 
to assess their cyber vulnerabilities and defenses by using red 
team ethical hackers and blue team cyber defenders.
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Cyber security enters the realm of zero trust, as military forces seek to safeguard 
sensitive military technologies from enemy cyber hackers and spoofers.

BY Jamie Whitney 

Founding father, inventor, author, and 
statesman Benjamin Franklin intro-
duced several lasting thoughts and 

inventions in his storied lifetime. In his adopted 
home of Philadelphia, Franklin told fellow res-
idents they would be wise to support his vol-
unteer fire company — the first in what would 
become the United States — in 1736. Franklin 
sold his idea with a pithy saying: “An ounce of 
prevention is worth a pound of cure.”

Perhaps nowhere is this saying more apropos 
than in keeping vital equipment,  systems, and 
secrets secured. After all, robust cyber security 
can keep nefarious actors at bay, but so long as 

systems remain connected to one another, cor-
porate and state-sponsored spies will attempt 
to learn their secrets, vulnerabilities, and ways to 
destroy or takeover components, networks, and 
even entire weapons systems.

In October, President Joseph Biden Jr. 
released his administration’s 48-page National 
Security Strategy (NSS), in which the president 
lays out a multi-point plan to keep the United 
States ahead of rival and semi-adversarial 
nations like Russia and the People’s Republic 
of China (PRC) while ensuring the nation can 
keep itself rolling technologically if those rivals 
— China in particular — become adversarial.

Trusted  
computing  
for national defense
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 Army cyber security 
experts check the status of 
an Army network. Army photo
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Security priorities
The NSS document notes that “Our starting premise is that a 
powerful U.S. military helps advance and safeguard vital U.S. 
national interests by backstopping diplomacy, confronting aggres-
sion, deterring conflict, projecting strength, and protecting the 
American people and their economic interests. Amid intensify-
ing competition, the military’s role is to maintain and gain warf-
ighting advantages while limiting those of our competitors. The 
military will act urgently to sustain and strengthen deterrence, 
with the PRC as its pacing challenge. We will make disciplined 
choices regarding our national defense and focus our attention 
on the military’s primary responsibilities: to defend the home-
land, and deter attacks and aggression against the United States, 
our allies and partners, while being prepared to fight and win the 
Nation’s wars should diplomacy and deterrence fail.”

The PRC looms large in President Biden’s NSS, as the docu-
ment says that China is the “only competitor” in the world with 
both the intent and power to reshape the international order.

“Beijing has ambitions to create an enhanced sphere of influ-
ence in the Indo-Pacific and to become the world’s leading 
power,” the NSS says. “[China] is using its technological capacity 
and increasing influence over international institutions to create 
more permissive conditions for its own authoritarian model, and 
to mold global technology use and norms to privilege its inter-
ests and values. Beijing frequently uses its economic power to 
coerce countries. It benefits from the openness of the interna-
tional economy while limiting access to its domestic market, and 
it seeks to make the world more dependent on the PRC while 
reducing its own dependence on the world.”

Pillars of security
The 2018 U.S. Department of Defense (DOD) cyber strategy 
embraced Benjamin Franklin’s “ounce of prevention” as the military 
intended to help all networks, including those outside the branch, 
when malicious attacks happened; update critical infrastructure 
networks; and streamline public-private information sharing.

“We can’t do this mission alone,” wrote the DOD. “So, the 
DOD must expand its cyber-cooperation by:
•	 building dependable partnerships with private-sector entities 

who are vital to helping support military operations;
•	 sharing information with other federal agencies, our own 

agencies, and foreign partners and allies who have advanced 
cyber capabilities. This will increase effectiveness;

•	 looking for crowdsourcing opportunities such as hack-a-
thons and bug bounties to identify and fix our own vulner-
abilities; and

•	 upholding cyberspace behavioral norms during peacetime.
“I think we’ve thwarted a good number of attacks by our 

intelligence sharing and your sharing of information about 
things going on in your network,” David McKeown, DOD’s 
chief information security officer and deputy chief information 
officer for cyber security told their industrial/commercial part-
ners at a March 2022 town hall.

Trust issues
One way industry and the DOD are keeping defense and indus-
trial secrets under wraps is to embrace a “zero trust” environ-
ment with networked systems. In August, DOD acting deputy 
chief information officer Lily Zeleske spoke at an industry event 

Naval Information Warfare Center Pacific’s warehouse manager 
Paul Cox and lead logistician Sara Singer-Seviern inventory 
outbound information systems equipment. Navy photo
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hosted by Worldwide Technology and Intel, where she noted an 
enterprise modernization approach is a priority.

“Our ability to deliver information at resilience and speed, 
as well as [delivering] secure information to our people, is para-
mount to staying ahead of adversaries,” Zeleske said, and noted 
that funding the technologies within budget constraints achieves 
a balance between cost and mission effectiveness. “We’re working 
for the public and for the country. I emphasize that resources and 
costs are critical, but the mission is just as critical, so it is a bal-
ance between cost effectiveness and mission effectiveness for us.”

One way to make commercial IT components and systems 
secure from state actors who can buy them off the shelf and 
probe for vulnerabilities is to embrace a “zero trust” strategy. 
Zero trust architecture (ZTA) removes the implicit trust that 
a user should get access to the system solely because they, for 
example, know the correct passcode. The DOD has set a target 
of 2027 to implement ZTA across itself and its services, accord-
ing to Richard Jaenicke, who is the marketing manager of Green 
Hills Software (GHS) in Santa Barbara, Calif.

“Zero trust assumes your perimeter and networks have been 
breached and implements a high-level policy to ‘never trust, always 
verify,’” Jaenicke says. “In an enterprise setting, that includes con-
tinuous validation of users and devices. In embedded systems, 
zero trust includes not implicitly trusting each application but 
limiting access and communication to the least privilege neces-
sary to get the job done.

He continues, “A proven security solution that provides the foun-
dation for a ZTA in an embedded system is a separation kernel, where 
applications run in partitions isolated by the separation kernel. A 
separation kernel is very small in size because it implements only the 
four fundamental security policies required to support higher secu-
rity functionality running in user mode. Those four security policies 
are data isolation, control of information flow, resource sanitization, 
and fault isolation. A separation kernel uses a static configuration 
file to define permitted applications and communications patterns 

using the principle of least privilege. Because the separation kernel 
is the only software running in kernel mode, it cannot be bypassed 
or tampered with. The small size enables it to be scrutinized and 
evaluated to the highest security levels.”

Jaenicke explains that to achieve zero trust, the separation 
kernel needs to load properly. “That requires establishing a chain 
of trust back to a hardware root of trust, where each link in the 
chain authenticates the next piece of software before loading it.”

The NSA-defined Separation Kernel Protection Profile 
(SKPP) provides the security assurance and security functional 
requirements for a separation kernel to meet their definition of 
high robustness. That protection profile is based on a mix of 
Common Criteria objectives from Evaluation Assurance Levels 
(EAL) 6 and 7, with EAL 7 being the highest level.

At the system level, Raise the Bar (RTB) is a set of cyber 
security standards published by the National Cross Domain 
Strategy and Management Office (NCDSMO) in the NSA. 
First published in 2018, the RTB standards are a set of security 
guidelines and requirements for cross domain solutions (CDS) 
deployed by the U.S. government to protect National Security 
Systems (NSS). The RTB standards go well beyond the Risk 
Management Framework (RMF) controls that many govern-
ment agencies implement. RTB standards ensure systems are at 
low risk of failing, even under persistent attack.”

Scott Miller, a scientist with Mercury Systems in Andover, 
Mass., explains that by seeking out potential vulnerabilities, it 
is possible to not only eliminate them, but utilize them to send 
enemies on something of a digital snipe hunt.

“The increase in connected technologies definitely presents 
new cyber security challenges, but there are ways to identify the 
exploitable vulnerabilities,” Mercury’s Miller says.  “Although not 
encouraged as a primary strategy, ‘security through obscurity’ 

Naval Information Warfare Systems Center engineers check a 
fleet-bound OE570D UHF antenna onboard Naval Information 
Warfare Systems Command’s Old Town San Diego campus. Navy photo

The Air Force IT and Cyberpower Education and Training event 
took place in Montgomery, Ala. in August. Military and industry 
collaboration is instrumental in achieving cyber security goals, 
industry experts say. Air Force photo
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can mitigate risk as a secondary one, if it is thought that code 
may bear vulnerabilities. This strategy requires a careful balance, 
though, as broad exposure is often the most effective path to 
discovery and remediation of vulnerabilities.

Miller continues, “The controversial strategy of employing 
disinformation, where software systems intentionally misreport 
their configuration, can be effective in confounding adversaries 
who are selecting attacks know to be effective against particu-
lar software versions or configurations. But it can also confound 
patching and maintenance efforts to make the right decisions 
contrary to what the software self-reports.”

Limitations in trust
While the “zero trust” movement gains traction in the DOD and 
its industry partners. Dominic Perez, the chief technology officer 
(CTO) for Curtiss-Wright Defense Solutions in Ashburn, Va., 
explains that the concept is less a panacea for cyber security — 
it’s more an architecture.

On top of that, Perez says that even the name is somewhat of 
a misnomer, as “the first thing you’re doing is establishing trust, 
and what you’re doing is reestablishing trust whenever certain 

attributes of the communication session or the user change or 
appear to have changed. And I think most people have encoun-
tered something like this; you get a new phone and you log on 
to your bank’s website and it asks you those security questions 
that it probably hasn’t asked you for many months because it 
has noticed something different about this session.

“I think people should just caution that zero trust is going to solve 
all of their security problems,” he continues. “It is a powerful tool and 
a powerful concept, and we have lots of partners that enable various 
pieces of the zero-trust ecosystem like Cisco and Aruba and Palo 
Alto, but it’s not going to by itself solve all of your security issues.”

On the move
Like the commercial off-the-shelf (COTS) revolution that has 
fueled field-replicable and upgradable hardware components, the 
National Security Agency (NSA) looked to commercial solutions 
for cyber security. The NSA’s Commercial Solutions for Classified 
(CSfC) program allows agencies and military services to com-
municate securely using a diverse set of commercial products.

NSA experts say the CSfC program provides NSA designed 
and approved solutions, leveraging a cadre of vetted, trusted 
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system integrators; NIAP-validated components; and collab-
orative protection profile requirements, validated against the 
international Common Criteria; enables clients to keep pace 
with technological progress; and employs the latest capabilities

The CSfC program also helps reduce the time it takes to 
build, evaluate, and deploy solutions by using mature technol-
ogies already available to the commercial sector. Potential cost 
savings may be realized through marketplace competition and 
rapidly deployable, scalable commercial products.

Other CSfC benefits include open, non-proprietary interop-
erability and security standards; situational awareness about 
components use and location, as well as documented incident 
handling procedures; and technical expertise NSA’s team of sys-
tem engineers, threat analysts, and cyber experts.

With the NSA’s CSfC, Curtiss-Wright Defense Solutions’ 
Perez says that warfighters — including those at the front lines 
— can use wireless technologies that civilians have taken for 
granted for decades now.

Cyber security was the impetus to keep DOD systems off the 
airwaves and keeping systems tethered together with Ethernet 
cables to allow information sharing between computers.

“From the advent of Wi-Fi at the tail end of the ‘90s until 
just a few years ago, no one in the military would be allowed 
to use WiFi,” Perez points out. “But with the NSA CSfC pro-
gram, we are able to deploy WiFi and other wireless commer-
cial technologies like 4G LTE, and even 5G now in a secure 
manner. What that really does is it dramatically speeds-up the 
deployment of a secure network.

“In [Curtiss-Wright’s] PacStar group, 
we are focused on enabling these for-
ward operators — either in the tents that 
they’re setting up or the vehicles that 
they’re deploying with — to set up net-
works quickly,” Perez continues. “‘Quickly’ 
used to be measured in days then, now is in 
hours or less. They need to be able to set 
up a network when they come to a stop. 
And our secure wireless command post 
lets them do that. In less than a half an 
hour, they can have 100 users online, and 
they’d barely be getting open the boxes of 
Ethernet cabling if they were using a tra-
ditional cabling solution.”

In addition to rapid deployment, 
Curtiss-Wright’s Perez says that going 
wireless affords the DOD with signifi-
cant cost savings as many of the miles of 

Ethernet cable used in the field, which was rarely if ever reused, 
can be eliminated.

Reliability in redundancy
With Wi-Fi making use of radio frequency (RF) technology, 
all sorts of sensitive and classified information is flying through 
the air. How do the DOD and their industry partners keep it 
out of the hands of bad actors who wish to obtain it? In short, 
trustworthy hardware and redundancy in encryption.

Curtiss-Wright’s Perez explains that redundancy is achieved 
by using multiple equipment manufacturers with different ways 
of encryption.

“So, let’s just say one layer is a VPN developed by Cisco and 
another layer is a VPN developed by Aruba,” Perez says. “By 
running the traffic between the first tunnel and then taking the 
tunnel traffic and running it through the second tunnel, they 
have prevented a lot of the vulnerabilities that might be present 
in just one of those solutions.”

Perez’s colleague Steve Edwards, who is Curtiss-Wright’s 
director of secure embedded solutions, likened the redundancy 
to overlapping pieces of Swiss cheese.

“So, each of those solutions on their own have certain vul-
nerabilities, but because they’re independently developed, they’re 
going to have different vulnerabilities from each other,” Edwards 
says. “And so the idea is you layer them on top of one another. 
It’s like putting two pieces of Swiss cheese together. The holes 
don’t line up, so you’ve actually reduced your vulnerability sur-
face quite a bit by doing [this].”

A Marine Corps anti-tank missileman aims a Javelin shoulder-fired anti-tank missile 
aboard the Wasp-class amphibious assault ship USS Kearsarge (LHD 3). Navy photo
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The CWDS duo notes that in some instances, the NSA will 
grant certification from the same company so long as the sys-
tems were not co-developed the same way.

“There are a significant number of additional requirements 
in order to become registered with the NSA for one of these 
encryption solutions,” CWDS’ Perez explains. “However, the 
premise is the dual layer of encryption... [Our] persistent storage 
division has actually gone and gotten a waiver because we were 
able to show that our two layers are developed independently. 
So, the NSA says, ‘OK, it says Curtiss-Wright on the box for 
both of them,’ but one came from an internal development, and 
then one is an open source program that we manage and make 
it meet requirements. So, while the premise is that you need two 
different vendors, there are just a couple of waivers that the NSA 
has given out for that. And Curtiss-Wright has one of those.”

Eyes on supplies
One way industry and the warfighters that use connected tech-
nology can get some peace of mind is by assuring their source for 
components and software aren’t built with back doors built-in by 
countries and companies who may not be entirely trustworthy.

President Biden has made domestic chip and other technol-
ogy manufacturing a priority in his first two years in office as a 
way to reduce dependency on overseas sources in the wake of 
the COVID-19 pandemic.

“The software cyber security problem is hard enough; but 
consider if you can’t trust the hardware executing the software. 
This is why DARPA ERA and the CHIPS bill is so import-
ant — these seek to preclude the need to consider intentional 
manipulation of component hardware designs from which mod-
ules are composed,” says Mecury’s Miller. “However, much like 
social engineering produces an ‘accidental insider,’ accidental 
hardware vulnerabilities will remain a concern.”

At a groundbreaking at a new Intel manufacturing facility 
in Ohio in September, President Biden noted that decades ago, 
the United States produced more than 30 percent of the world’s 
computer chips. With much of its manufacturing needs sent 
overseas, Biden said that figure dropped to approximately 10 
percent. The president also said that the shortage of semicon-
ductors drove approximately one third of inflation.

The president told the Ohio crowd that in addition to Intel, 
Micron in Boise, Idaho; GlobalFoundries in Santa Clara, and 
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Qualcomm in San Diego, Calif.; and Wolfspeed in Durham, 

N.C. were investing billions into manufacturing chips at home 

for consumer goods.

The president also explained to the crowd that earlier in 2022, 

he had visited the Lockheed-Martin Javelin missile plant in Troy, 

Ala. Those missiles were among the materiel assistance the U.S. has 

provided to Ukraine as it battles an invasion by neighboring Russia.

“We need semiconductors not only for those Javelin mis-

siles, but also for the weapons systems of the future that are only 

going to be more reliant on computer chips,” President Biden 

said. “This goes well beyond commercial need. Unfortunately, 

we produce zero — zero — of these advanced chips in America. 

Zero. And China is trying to move way ahead of us in manu-

facturing them.”

China has loomed large in the minds of security-minded 

professionals looking to prevent the Asian power from building 

exploitable weaknesses into hardware.

Emil Kheyfets, who is the director of mil-aero business devel-

opment at Aitech in Chatsworth, Calif., explains that “It is a 

big concern, especially since infiltration can come from exter-

nal and internal system resources. To highlight the magnitude 

of it, note that DoD programs prohibit the use of Chinese EEE 

parts to prevent internal infiltration. Protection of all external 

interfaces, as found in the [Aitech’s] AiSecure architecture, is 

crucial to combat infiltration of secure systems.”

Adversarial ambitions
Of course, keeping prying eyes off data is job number one, as 

Benjamin Franklin notes. But what happens if nations like China 

and Russia overcome physical security at sensitive sights, bypass 

physical barriers, or defeat cyber security systems? And if they 

do, what would an adversary seek to do with access to the sen-

sitive systems that warfighters count on? According to E. Egon 

Rinderer, the CTO of Shift5 in Arlington, Va., it’s not what 

Hollywood puts on the screen.

Rinderer explains that a “Die Hard” 

scenario is unlikely to play out where a 

person or country gets control of a vehicle 

remotely and crash it.

“What I want to do is simply keep your 

entire fleet on the ground when you need it 

in the air,” Rinderer says, speaking as a hos-

tile actor. “Or I want to stop an entire bri-

gade of ground vehicles as soon as they roll 

across the boundary, invisible GPS bound-

ary that represents my border. The way that 

I’m going to do that, I’m going to do very 

sophisticated attacks that get me persistence on those platforms 

very quietly. And supply chain is a great way to do that. I can 

bake something in at a hardware level that’s completely hidden, 

isn’t doing anything. It’s completely dormant as well and it has 

some sort of wake-up effect at some point, which you may or 

may not ever see. But I need to be able to detect if that thing 

behaves differently than it should.”

Shift5 provides a system-monitoring platform in rail, defense, 

and aerospace vehicles that logs every “conversation” between 

components and flags abnormalities it discovers.

For instance, Rinderer provides an example where five vehi-

cles in a fleet of 300 are flagged as having computing processes 

acting differently than the other 295. By finding commonalities 

between the “abnormal” vehicles, like they’re the only in the fleet 

that have had a particular component replaced with something 

new, it can be effectively audited down to the bus level to see 

if there’s been a security breach. In addition, Rinderer provides 

an example of vehicles traveling to a particular area known for 

attempts to break in to systems.

“Maybe those five vehicles all transit the Strait of Hormuz 

through a known offensive cyber operations hotspot,” says Shift5’s 

Rinderer. “And since coming back now they’re exhibiting that 

behavior they’re affected...We conduct what’s called full take data 

capture. I want every single frame of data that’s put on that bus by 

any device. So, we watch things passively at the bus level because 

it’s, number one, ubiquitous, and number two, it’s unobtrusive. 

And so, what I can do is I can say, okay, great, we’re watching 

everything. We detected this anomaly on these five vehicles ever 

since they transit in this area. Take me to the first occurrence of 

that anomaly, and then I want to see all the bus messages that led 

to that.”With an eye on supply chains, manufacturing, deployed 

systems — and the redundant systems that protect them – today’s 

cyber security experts are bringing more than an ounce of preven-

tion to today’s technologies. With proactive monitoring, perhaps 

that “pound of cure” will come in a little lighter, too. �Í

WHO’S WHO IN TRUSTED COMPUTING

Amazon Web Services 
Seattle 
https://aws.amazon.com

CRU Data Security Group 
Vancouver, Wash. 
https://cdsg.com

Curtiss-Wright Corp. 
Defense Solutions 
Ashburn, Va. 
https://www.curtisswright.com/

Green Hills Software 
Santa Barbara, Calif. 
https://ghs.com/

Intel Corp. 
Santa Clara, Calif. 
https://www.intel.com/

Microsoft Corp. 
Redmond, Wash. 
https://www.microsoft.com/
en-us/

Northrop Grumman Corp. 
Falls Church, Va. 
https://www.
northropgrumman.com

Shift5 
Arlington, Va. 
https://www.shift5.io/
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Data storage making 
the transition to 
network-based systems
Network-attached secure data storage architectures not only can  
help warfighters get broad access to mission-critical data, but also help to 
keep data safe from hackers and other cyber security threats

BY John Keller 

Rugged data storage technologies for aerospace and 

defense applications are making the transition from 

point-to-point interconnects to fast network-centric 

architectures that offer quicker data access to warfighters than 

they have today, and new shared-data applications such as arti-

ficial intelligence (AI) in intelligence gathering and retrieval.

Driving this trend to networked data storage are increases 

in network performance — particularly fast Ethernet — which 

is growing rapidly from 25 gigabits per second to 100 gigabits 

per second, and beyond.

“I’m seeing a move away from 

block-based direct-attached 

storage for external disk arrays,” 

says Amos Deacon III, presi-

dent of data storage specialist 

Phoenix International Systems in 

Orange, Calif. “We see a lot of mov-

ing to file-level storage in the realm of 

network-attached storage.”

The switch to networked storage represents a fundamental 

shift away from industry stalwarts like Serial Attached SCSI 

(SAS), Serial AT Attachment (SATA), and Fibre Channel con-

nects to networked approaches that overwhelmingly rely on 

Ethernet, Deacon says.

“Traditionally we have had SAS and Fibre Channel connections 

in block based systems, and yet we are moving toward Ethernet 

for file-level data,” Deacon says. File level data transfer typically 

is used in Ethernet-based data storage systems that move data as 

packets. “There typically is a lot of overhead involved,” Deacon says.

This approach, while it has more overhead, is more simple 

to implement than other data-transfer approaches like Internet 

Small Computer Systems Interface (iSCSI), Fibre Channel, or 

SAS. “It comes down to simplicity and access,” Deacon says. 

“More people can access it. Block level is a direct connect, and 

you have to be on that storage network to access it, while file 

level is a regular Ethernet network.”

The high performance of Ethernet networking also is over-

coming traditional network overhead problems. “Historically, 

block level is a lot lower latency because of the overheads involved, 

but that is starting to overcome because of the performance on the 

network-attached devices. Now 

we’re talking about 25-, 40-, and 

100-Gigabit Ethernet. That’s 

giving the network attached 

devices much higher perfor-

mance,” Deacon says. “A lot of 

that inherent latency goes away.”

Speed and performance can go 

a long way in new applications that 

involve AI. “Typically if you have a 

real-time environment you would want that data transfer to 

happen instantaneously, especially in an AI environment where 

you need to make decisions based on the data as it comes in. 

That typically has been a block-based direct-connect environ-

ment,” Deacon says.

Is all that speed and performance really necessary in today’s 

aerospace and defense applications? Perhaps not today, but it will 

in the future. “The performance that is available now with 100 

Gigabit Ethernet is more than what 90 percent of the people 

out there need,” Deacon points out. “There are specific applica-

tions that require super-high-speed capability, but I think it is 

the actual application that determines where that goes.”

 This DIGISTOR FIPS-certified self-encrypting 

solid-state drive has a tamper-evident coating 

for additional assurance of data integrity.
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Today’s high-performance data storage is seeing enhanced 

performance not only from Ethernet networking, but 

also because of Non-Volatile Memory Express, 

better-known as NVMe. “We are now see-

ing some of that change because of the 

performance that is now capable 

with the NVMe storage 

device,” Deacon says. 

“In block-level storage 

you go through a host 

adapter for the CPU to talk 

to the storage, but with NVMe 

you don’t have that intermediate step 

because the storage device talks directly 

to the CPU.”

NVMe data storage
Solid-state storage media today over-

whelmingly leans toward NVMe, where the biggest advantage 

is pure speed, which for the vast majority of systems designers 

outweighs NVMe’s drawbacks in power consumption, thermal 

management, and ruggedization.

NVMe’s speed is the biggest reason that it has surpassed in 

popularity other solid-state storage media such as Serial AT 

Attachment (SATA) and Serial Attached SCSI (SAS). SATA 

is a computer bus interface that connects host bus adapters to 

data storage devices like hard disk drives, optical drives, and 

solid-state drives.

NVMe typically is six times faster than SATA and SAS. 

Moreover, the NVMe design approach enables data storage 

media such as solid-state drives to access processors via the PCI 

Express databus, rather than through relatively slow specialized 

data storage interfaces. It also enables host hardware and software 

to capitalize on levels of parallelism possible in modern solid-state 

drives. NVMe essentially connects data storage directly to sys-

tem processors, and avoids through-

put bottlenecks of data 

storage interfaces.

NVMe can increase 

data read and write 

speeds over SATA by 

four to five times — 

sometimes even more. As an 

example, SATA reaches its upper-speed 

limits at about 600 megabytes per sec-

ond, while NVMe can sustain read and 

write performance of more than 3 to 3.5 

gigabytes per second. One prin-

ciple behind NVMe is 

switching from serial to 

parallel data interfaces to 

increase data throughput.

NVMe technology can 

record several streams of video 

or other sensor data simultaneously. 

Aerospace and defense applications 

increasingly rely on speed and the ability 

to record multiple data streams simultane-

ously. For I/O-intensive applications like 

artificial intelligence (AI) NVMe devices 

speed-up workflows.

The PCI Express interface for NVMe 

is gaining widespread popularity in aero-

space and defense applications. NVMe 

data storage bypasses the SATA interface 

and goes directly to PCI Express to boost throughput speeds.

In addition to its big advantages in speed, NVMe also is smaller 

than SATA and SAS, which lends itself to today’s demands for 

small size and light weight in aerospace and defense systems. 

NVMe solid-state drives are much smaller than SATA drives and 

weigh about four times less, which makes them suitable not only 

for laptop computers, but also for size- and weight-sensitive mili-

tary applications. In addition, systems designers can attach NVMe 

memory components directly to motherboards and single-board 

computers, which also can cut down on size and weight.

NVMe, however, has disadvantages for military and aerospace 

systems designers. Compared with its predecessors, SATA and 

SAS, NVMe is more expensive, more difficult to ruggedize, con-

sumes more power, and can be a challenge to keep cool enough 

for maximum performance.

NVMe memory is not as rugged as SATA and SAS data stor-

age, which can increase the challenge of packaging NVMe for 

mobile military appli-

cations that must 

operate in extreme 

temperatures, shock, 

and vibration.

One of the most 

serious weaknesses of 

NVMe for rugged military appli-

cations is its relatively weak ability to 

operate in cold and hot temperatures. 

Compounding the picture is the relatively 

high power consumption of NVMe vs 

 The DIGISTOR SHIPS QX448 ingestion 

frame, typically mounted in a PC or custom 

device, can house as many as four SHIPS 

modules in a standard 5.25-inch bay.

 The DIGISTOR 

SHIPS Q80 storage 

module use NVMe technology 

to provide rugged removability for use in 

PCs, laptops, and other devices that 

need to store encrypted data securely.
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