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Foreword

F)r both good and ill, modern society around the world has been trans-
formed by the Internet. But the Internet was not the first data commu-
nications network, not by a long shot. So what was it about the Internet that
enabled the revolution? In a very basic way, it was the use of TCP/IP. TCP/

IP enabled the Internet to be the first data network where the use could be
driven by the users and not controlled by the carriers. TCP/IP is an end-to-
end protocol. The network is there to carry the bits from any device at the
edge of the network to any other device. This stands in stark contrast to X.25,
frame relay, ATM, and other carrier-managed data networks, where the car-
rier determined who you could talk to, and in an even starker contrast to the
phone network, where the carrier determined what you could do.

This end-to-end architecture has resulted in an amazing proliferation of appli-
cations because the network does not get in the way of individual entrepre-
neurs developing the next great thing and running it over the Internet. It also
did not get in the way of millions of people putting up their own Web pages,
or, with somewhat more controversy, swapping music and movie files. Even
if you take into account the Internet boom and subsequent bust, the Internet,
and TCP/IP, are here to stay. And, while here, they will continue to radically
change the way we interact with employers, service providers, each other,
and the world at large.

You can easily go through life without having to understand how this Internet
thing works because it will continue to work even if you do not understand

it. I do not have any meaningful understanding of the Theory of Relativity yet
make use of its implications every day.

TCP/IP For Dummies, 6th Edition, is for those of you who aren’t just curious
about how things work, but who want to actually understand what’s behind
the curtain. (Hint: It’s not the Wizard of Oz.)

Scott Bradner
University Technology Security Officer, Harvard University



Introduction

TCP/IP is the glue that holds together the Internet and the World Wide
Web. To be well connected (network-wise, that is), sooner or later you
have to become familiar with TCP/IP applications and services. If you want to
understand what TCP/IP is, what it’s for, why you need it, and what to do with
it, and you just don’t know where to start — this book is for you.

If you're on a network, whether you know it or not, odds are, you're working
with TCP/IP and its many pieces and parts. We help you understand how it all
fits together. We also give you plenty of hands-on tips so that you can get all
those pieces and parts set up and running.

We take the mystery out of TCP/IP by giving you down-to-earth explanations
for all the buzzwords and technical jargon that TCP/IP loves.

This isn’t a formal tutorial; skip around and taste TCP/IP in little bites. If you
need to impress your boss and colleagues with buzzwords, you can find out
just enough to toss them around intelligently with the technocrats at meet-
ings and parties. Or, you can go further and discover how to set up and use
the most important features and tools. If you want the full TCP/IP banquet,
you can explore the technical tasks that take place behind the scenes to
make the Internet and the Web work. It’s right here in your hands.

About This Book

We hope you find TCP/IP For Dummies, 6th Edition, to be a fun and fast way
to dive into the guts of the Internet. The book is both an introduction to

the basics and a reference to help you work with Internet applications and
tools on all kinds of connected computers. We added and updated the latest
Internetworking protocols and servers — with examples from Microsoft
Windows Server 2008, Windows 7, Windows Vista, Windows XP, Linux, Unix,
and Mac OS X. Here are just a few of the subjects we describe:

v Uncover the relationships among TCP/IP, the Net, and the Web.

»* Get up and running and keep running on the Internet, whether you have
a small network or a big enterprise network and whether it’s wired or
wireless.
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v~ Install and configure TCP/IP client and server applications and services.
1 Phone home without the phone or the bill, thanks to VolP.
v Build and enforce security everywhere on your network.
» Get in on all the newest Internet security protocols and trends.
+ Boldly go to the next generation: IPv6.
This book is loaded with information. But don’t try to read it from cover to

cover in one sitting — you may hurt yourself. If your head explodes and bits
and bytes go flying, please don’t blame us.

Conventions Used in This Book

\NG/
Vg\\\

All commands that you need to enter yourself appear either in bold, like this,
or on a separate line, like this:

COMMAND to type

To enter this command, you type COMMAND to type exactly as you see it
here and then press Enter.

When you type commands, be careful to use the same upper- and lowercase
letters that we show you. (Some computer systems are fussy about this issue.)

When we want you to move through a series of menus or buttons, we say
“Click” once and then point to the next place with a command arrow ().

Whenever we show you something that’s displayed onscreen (such as an
error message or a response to your input), it looks like this:

A TCP/IP message on your screen

Foolish Assumptions

In writing this book, we tried not to make too many assumptions about you.
We figure that you’'ve done a little Web browsing and e-mailing. Our only
assumption is that you’re not really a dummy — you're just trying something
new. Good for you!
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How This Book Is Organized

This book contains five parts, each of which contains several chapters. We
don’t expect you to read the whole book from cover to cover, but please feel
free to do so. Instead, you can glance at the table of contents for the topic
you're interested in and go from there. The layout of the book is easy to
follow. Here’s a quick look at what you can find in each major part.

Part I: TCP/IP from Names to Addresses

Part I starts at the beginning with the buzzwords and how TCP/IP and the
Internet are joined at the hip. You also find out that, contrary to its name,
TCP/IP is so much more than just two protocols. We give you a quick look
at the most important protocols, and you get to see all the lingo that should
take you far through this century.

You'll find that as much as people like names, computers like numbers even
more. After you get some of the buzzwords under your belt, the chapters in
Part I explain what an Internet protocol (IP) address is, how to build one, how
to use it, and how to be frugal and save enough Internet addresses for some-
one else. We clue you in on different ways to make IP addresses go further. No
worries — the Internet won'’t get full.

Part II: Getting Connected

After you know how IP addresses are constructed, we move on to setting up
your TCP/IP network, both wired and wireless, to connect to the world (the
Internet). In this part of the book, we show you how hardware and software
work together to make a network. We discuss just the minimum hardware
you need to understand.

Then we throw in IPv6, which puts you ahead of most people in understand-
ing the next generation of Internet addresses. If you're not ready to go where
no one (well, hardly anyone) has gone before, don’t worry — you can skip
Chapter 9 entirely.
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Part I1I: Configuring Clients and
Servers: Web, E-Mail, and Chat

TCP/IP is a big set of protocols, services, and applications. Whether you're
aware of it or not, you use TCP/IP applications and services to do everything
from reading news to exchanging e-mail and online conversations with your
friends to copying good stuff like games, technical articles, and even TCP/IP
itself. This section explains how these applications and services work behind
the scenes with client/server technology. The numerous hands-on sections
help you configure popular applications and services for both clients and
servers.

Security is one of the stars of Part Ill. Hackers love to try to break into your
Web, e-mail, and chat applications, and we love to show you how to thwart
their every move. We throw in a quick-start security guide to get you going.
If you're interested in online shopping or banking, we walk you through a
secure Internet credit card transaction.

Part IU: Even More TCP/IP Applications
and Services

“How could there possibly be more?” you might ask. Well, we told you that
TCP/IP consists of much more than just a couple of protocols — for example,
there’s Mobile IP, for when you take your laptop to your favorite café rather
than to your office. If you have a smartphone or organizer, such as a Palm

or BlackBerry, you need to know this stuff. But wait! There’s more. How
about saving big bucks on phone calls? With or without a phone? Voice over
Internet Protocol, or just VoIP, lets you make calls, even international ones,
for free. Finally, Part IV covers remote access applications, from sharing files
to working on someone else’s computer when you’re 5,000 miles away.

Part U: Network Troubleshooting
and Security

Part V delves into some advanced topics. If you're a system or network
administrator, you may need to know more than just the basics about net-
work hardware. We hope that after you install and configure TCP/IP and your
network applications, nothing ever goes wrong for you, but stuff happens.
Part V steps you through a basic troubleshooting procedure so that you can
figure out what went wrong and where. Then you can fix it.
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The rest of Part V is devoted to security. You find practical security tips, and
you can delve deeper, to see how to use encryption, authentication, digital
certificates, and signatures. You get hands-on advice for setting up a software
firewall and the Kerberos authentication server.

Part Ul: The Part of Tens

You may already know that every For Dummies book has one of these parts.
In it, you can find security tips, Internet traffic factoids, advice about places
to go and things to do (even if you never leave your computer), and more
security pointers. And all this happens in, roughly, sets of ten.

Icons Used in This Book

Signals nerdy technofacts that you can easily skip without hurting your TCP/IP
education. But if you're even a part-time techie, you probably love this stuff.

Indicates nifty shortcuts that make your life easier.

Lets you know that a loaded gun is pointed directly at your foot. Watch out!

Marks information that’s important to commit to memory. To siphon off the
most important information in each chapter, just skim through these icons.

Marks important TCP/IP security issues. Lots of security icons are in this book.
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Where to Go from Here

Check out the table of contents or the index and decide where you want to
start. If you're an information technology manager, you’re probably interested
in buzzwords and you know why everyone is on the TCP/IP bandwagon. If
you're a system or network administrator, start with Chapter 2 or 4, where

we describe the major protocols and what they do. Chapters 12, 14, 20, and 21
talk about Internet security — a topic that’s for everyone concerned that their
personal data is at risk.

Or, you can just turn the pages one by one. We don’t mind. Really.
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In this part . . .

ou can’t play the game if you don’t know the rules.

And TCP/IP is the set of rules, or protocols, for net-
works. TCP/IP is the software underpinning of the Internet
and its World Wide Web. TCP/IP also includes services
and applications that work with the protocols. Before we
get into the hairy details of the protocols themselves, we
give you some background on the people and committees
who decide the direction of TCP/IP’s growth. Did you
know that you can be part of these groups? We tell you
how. You also become familiar with TCP/IP and Internet
buzzwords.

Part I then delves into the ingredients of the TCP/IP suite:
the protocols and services themselves and IP addressing.
You see how the protocols fit into the layers of the TCP/IP
network model, and you take a look at the most important
ones. TCP/IP is a suite because it consists of more proto-
cols than the two it’s named for, plus a set of services and
applications. The TCP/IP protocols, services, and applica-
tions in the suite work together just like the rooms in a
hotel suite or the pieces in a furniture suite work together.
The set of protocols is also referred to as a stack.

From there, we go into Internet addressing.

People love names. Computers love numbers. You’'ll hear
this in each part of this book.

If your computer is named Woodstock, for example, the
Internet may think of it as 198.162.1.4. You get to see how
to build and understand these numeric addresses. Also, if
you're worried because you think that the Internet is run-
ning low on addresses, Part | eases your worries by cluing
you in to a couple of different ways to make IP addresses
go further: subnetting and NAT (Network Address
Translation).

Bear in mind that TCP/IP stays alive by morphing
regularly — at times, daily. So, the list of protocols we
describe here — the Internet’s rules — will be even longer
by the time you read this book.




Chapter 1
Understanding TCP/IP Basics

In This Chapter
Protocols in this chapter: IP, TCP, IPSec, PPTP, L2TP
Introducing TCP/IP
Defining a protocol
Understanding RFCs — the protocol documentation
Differentiating between intranets, extranets, and Virtual Private Networks (VPNs)
Figuring out who’s in charge of TCP/IP and the Internet
Investigating different types of networks that rely on TCP/IP software

ou bought or borrowed this book, or maybe you’re just flipping through
it to pick up some information and tips about TCP/IP and its pieces
and parts. Transmission Control Protocol/Internet Protocol, or TCP/IP, is the
internationally accepted software for networking in general and, specifically,
for making the Internet’s services possible.

As you read this book, you get a behind-the-scenes look at how TCP/IP makes
the Internet work. You also see how to use TCP/IP to set up your own home,
office, or even international network. This chapter gets started by defining

a protocol in general and TCP/IP protocols specifically. Proposals known

as Requests for Comment, or RFCs, document how TCP/IP should function.
You may wonder who’s in charge of defining these protocols that rule the
Internet. The answer is: lots of people who join international committees.
This chapter describes the main Internet governing committees and what
they do.

The Internet is one giant worldwide network that consists of tens of thou-
sands of other networks. We give you an idea in this chapter of the different
kinds of networks that connect via TCP/IP into the Internet.
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“Tee cee pee eye pee”

The TCP/IP pronunciation guide

Pronouncing TCP/IP is easy — you just say the  Skip the silly jokes, please. We've made them
name of each letter and ignore the slash (/). all. By the way, some people find five letters
Ready? It sounds like this: too much to pronounce, so they just say “IP” to

refer to the whole thing.

Following Rules for the Internet:
TCP/IP Protocols

A protocol is a set of behavior-related rules that people follow. Some proto-
cols are formally defined. For example, when people meet and greet each
other, they might say, “Enchante de faire votre conaissance” or “How do you
do”? We also hear our niece, Emily, and her friends saying “Hey, dude!” All
these examples are widely accepted behaviors for people to start communi-
cating — they are protocols. The more formal greetings are written down in
etiquette books. “Hey, dude” has become accepted (at least by people much
younger than we are) because of its wide use. Common ways of connecting
aren’t enough, though. After you meet, you need a common language in order
to communicate. Just as people connect and communicate in accepted ways,
computers connect and communicate with each other and with you. In the
world of computers and networks, TCP/IP is a common language used for
both connection and communication.

Although TCP/IP sounds like it consists of just two protocols, it’s a whole

set of protocols for connecting computers to the Internet. This set of proto-
cols is the TCP/IP stack, or protocol suite. We describe in Chapter 2 the most
well-known protocols in the TCP/IP stack. Before we get to the protocols
themselves, the following sections look at who’s in charge of the Internet and
who decides what gets to be a standard part of the TCP/IP protocol suite. You
also get familiar with Requests for Comments (RFCs), the documents that
describe TCP/IP standards.

Who's in charge of the Internet
and TCP/IP?

You're in charge. Or, you might say that everyone is, and no one is, in charge
of the Internet and TCP/IP. No one person, organization, corporation, or gov-
ernment owns or controls the TCP/IP protocols or the Internet. Moreover, no
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one person, organization, corporation, or government finances the TCP/IP
protocols or the Internet. To say that no one controls TCP/IP and the Internet
doesn’t mean, however, that protocols magically appear with no control or
that the Internet just does whatever it wants.

This list describes some of the important organizations and committees that
steer TCP/IP and Internet policies:

v+~ Internet Society (ISOC): The Internet Society (www.isoc.org) guides
the future of the Internet by overseeing Internet standards, public policy,
education, and training. [ISOC members include corporations, interna-
tional and governmental organizations, and individuals. The Internet
Activities Board (refer to third bullet), the Internet Engineering Task
Force (refer to fourth bullet), and the Internet Research Task Force are
all part of the ISOC.

v Internet Corporation for Assigned Names and Numbers (ICANN): The
nonprofit corporation ICANN, at www . icann.org, is in charge of assign-
ing Internet addresses. ICANN, pronounced “eye can,” is run by an inter-
national board of directors and funded by the Internet community.

+~ Internet Activities Board (IAB): IAB, at www. iab. org, defines the
architecture for the Internet. The IAB — just say its letters, “i-a-b” — also
oversees the Internet’s protocols (TCP/IP). The IAB contains subcom-
mittees of volunteers who set standards and work on new solutions to
Internet growth problems.

v Internet Engineering Task Force (IETF): IETF, at www.ietf.org,is a
community of more than 70 informal committees responsible for keep-
ing the Internet up and running every day. The IAB supervises the IETF,
which is pronounced simply “i-e-t-f.” You can join the IETF working
groups to help draft and develop standards for TCP/IP protocols.

Figure 1-1 shows how these Internet management groups are organized.

ICANN
Internet Corporation for
Assigned Names & Numbers

1S0C
Internet Society

I
I
Figure 1-1: | | |
ISOC and IAB IANA CCNSO GNSO
ICANN are Internet Architecture Board Internet Assigngd Country Code Names Generic Nar.nes.SupporT
influential Numbers Authority Support Organization Organization
I I
Internet |
steering IETF IRTF Central Domain
groups. |Internet Engineering Internet Research Accredited Registrars
Task Force Task Force Database Root Server
I

11
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Checking out RFCs: The written rules

TCP/IP protocols are written down in special Request for Comments (RFC)
documents. An RFC (pronounced “r-f-c”) document is available for everyone
to read and comment on — it’s part of the democracy of the Internet.

Toasting the RFC Editor

Surprise! The RFC Editor isn’t just one person. It consists of a small group of
people who work for the Internet Society. The RFC Editor Web site, at www .
rfc-editor.org, keeps the official index of all RFCs ever written. You can
find any RFC there. We find this site to be one of the most useful when we
want information about what’s going on with TCP/IP. You can search RFCs by
number, author, title, or keyword. For example, click the link Search for an
RFC and Its Meta-Data and then search for the keyword security. Notice how
many pages it takes to display the results. And the list of results only grows —
an RFC is never removed. It may be declared obsolete, but it stays available.

Knowing who writes RFCs

If you come up with an idea for a new or an improved capability for TCP/IP,
you write your proposal as an RFC and submit it to an Internet committee for
review. Working groups from various committees collaborate on most RFCs.
You can join these working groups if you want to help but don’t want to write
a whole RFC on your own. For example, to join an IETF working group, send
an e-mail to Iptel-request@ietf.org.

Understanding RFC categories
Three categories of RFCs are on the standards track:

v~ Standard (STD): An approved technical standard
v~ Draft standard: On its way to being adopted as a standard
v Proposed standard: On its way to being adopted as a draft standard

Here are some other RFC categories:
” Best current practices (BCP): Guidelines and recommendations, such as
RFC 4107, “Guidelines for Cryptographic Key Management”

+* Experimental (EXP): Part of a research or development project, such as
RFC 5335, “Internationalized Email Headers”

v~ Historic: Refers to the fact that most historic RFCs are former standards
that are now obsolete and have been replaced by more current RFCs

v Informational (FYD): Provides general information, such as RFC 4677, “The
Tao of IETF — A Novice’s Guide to the Internet Engineering Task Force”
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If you have time and a sense of humor, check out the RFCs written on April 1,
but do not take them seriously!

Examining Other Standards
Organizations That Add to the Rules

Although the Internet corporations, committees, and groups listed in the pre-
ceding section specify the rules for using TCP/IP, other groups set standards
for related technologies, as described in this list:

1~ Institute of Electrical and Electronics Engineers (IEEE): The IEEE (pro-
nounce it “eye-triple-e”) sets hardware standards, such as the hardware
that connects Local Area Networks (LANs) and Wireless Local Area
Networks (WLANS).

v+ World Wide Web Consortium (W3C): Although the Web is part of the
Internet and follows TCP/IP standards, the W3C (say the letters and
number “w-c-3") sets standards related to Web services.

v International Organization for Standardization (ISO): ISO (“eye-so™)
sets all kinds of standards, not just for networks. One of its standards
indicates how the computers that run your car should interconnect.

+* Open Systems Interconnection (OSI): The OSI (“o-s-i”) sets network-
ing protocol standards similar to TCP/IP, but different. At one time, OSI
thought that its protocols would replace TCP/IP, but as hard as its mem-
bers worked, it didn’t happen.

v Free Software Foundation (FSF) General Public License (GPL): The FSF
set up the GNU (pronounced “guh-new”) project to create and distribute
free software. GNU software, licensed under the GPL, is the reason that
the Linux operating system is available for free or for a very low cost.
GNU also provides lots of network tools and utilities as well as complete
TCP/IP stacks.

Distinguishing Between the Internet,
an Internet, and an Intranet

Yes, we realize that you already know what the Internet is. But just so that

we’re all using the same definition, the Internet is the worldwide collection of
interconnected computer networks that use the TCP/IP protocol. These net-
works reach every continent — even Antarctica — and nearly every country.

13
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The Internet also consists of much more than its network connections. It’s all
the individual computers connected to those individual networks, plus all the
users of those computers, all the information accessible to those users, and
all the knowledge those people possess. The Internet is just as much about
people and information as it is about computers and computer networks.

Although the Internet is public, many organizations (companies and universi-
ties, for example) have their own, private internets that may connect to it. An
internet is built the same way as the Internet, except that an internet is pri-
vate. You might even have an internet in your home.

Both the Internet and internets run on TCP/IP protocol software. In this book,
we distinguish the Internet from an internet by capitalizing the Internet.

The difference between an internet and an intranet is just terminology. The
term intranet is fairly recent. Old-timers (such as the authors of this book)
grew up with “an internet” and now we use both terms. The important con-
cept is that all kinds of “nets” run with TCP/IP.

Extending Intranets to Extranets

Intranets are the building blocks of extranets. If part of your intranet is avail-
able to people outside your organization, such as customers and suppliers,
the part you share with the outside world is an extranet. An extranet has
these characteristics:

v It consists of multiple, interconnected intranets/internets.

v An organization’s extended family of partners work together
electronically.

v It might not exist physically — it’s a virfual network.

Because an infranet is a private network within an organization or a depart-
ment, you might find a few different intranets in a large institution. A univer-
sity on the east coast, for example, might have one intranet for its medical
school, another intranet for its college of liberal arts, and a third intranet for
its business school. That university may also network those intranets into an
even bigger intranet. Then, so that the university community can reach the
rest of the world, the university intranet needs to be connected to the (capi-
tal /) Internet.

When that university needs to share data with a different university on the

west coast, the two universities can link their respective intranets to create
an extranet. Figure 1-2 shows how the east and west coast universities form
an extranet.
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An extranet consists of as many intranets as you need in order to communi-

cate with your partners.

Introducing Virtual Private Networks

A Virtual Private Network, or VPN (“v-p-n”), is a private network that runs over
public facilities, such as the Internet. Although it may seem like a contradic-
tion to run a private network over the (very) public Internet, it works. In the
olden days of computers (which is often six months ago, but we’re talking as
long as five years ago), if you wanted to work away from your office, you usu-
ally used a very slow modem to dial in across your phone line to the office
computer. This method was slow and not secure because bad people could
steal the data you were sending and receiving across the telephone lines.

Nowadays, most telecommuters connect to their offices through VPNs. They
let you work as though you’re on-site when you’re not. You run VPN client
software to establish a secure connection over the Internet to your organiza-
tion’s network. It’s just like being in the office.

A VPN
v Is safe and secure because it scrambles (encrypts) data before sending it
over the public lines

1 Uses special tunneling and security protocols on the public network

See the section about the IPSec, PPTP, and L2TP protocols in Chapter 22
for more information.

15
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v Saves money for a large organization’s networks because sharing the
public Internet is cheaper than leasing private telecommunication lines

3 v Connects both intranets and extranets

The extranet shown earlier, in Figure 1-2, is also a VPN.

Exploring Geographically
Based Networks

Whether you're sending e-mail or browsing the Web, your data gets broken
up into small pieces called packets. In other words, your data is “packetized”
before it goes onto a network. Packets of data travel over many different
kinds of geographical distances, ranging from local to global and beyond to
space. TCP/IP doesn’t care about earthly distance — just that your data gets
where it’s going. In this section, get ready for a lot of jargon-y terms that look
a lot alike. If you aren’t interested in network architecture, feel free to skip
this section and save your brain from getting muddled.

Networks connected by wires and cables

Networks come in different shapes and sizes. Two main architectures for net-
works — LANs (Local Area Networks) and WANs (Wide Area Networks) — are
usually based on these factors:

v The distance the network covers

v Architecture and connection media

v Speed

v Purpose

(For example, does the network connect a city, a campus, or just a
bunch of storage devices?)

Exploring LANs
Pronounce LAN as a word — “lan” (rhymes with “pan”). The computers and
other devices in a LAN communicate over small geographical areas, such as
these:

+* Your home office — or even the whole house

v One wing of one floor in a building
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v Maybe the entire floor, if it’s a small building

v Several buildings on a small campus

Incorporating WANs

Imagine a company that has several buildings in different towns and prov-
inces, or even in different countries. Does that mean that all the people who
work in the company can’t be on the same network because a LAN is limited
by distance? Of course not. The Internet is worldwide and beyond, so you
can even bounce data off satellites in outer space, to create a WAN.

A WAN (“wan”) spans geographical distances that are too large for LANs.
Figure 1-3 shows two LANs connected to form a WAN.

Wireless networks

You don’t need cables and wires to connect the computers that comprise a
network. You can go wireless, and cables can be expensive. (Air, a wireless
connection media, is free — at least for now.) Just as cabled LANs and WANs
exist, wireless LANs (WLANSs) and wireless WANs (WWANS) also exist.

You pronounce WLAN as the letter w followed by the word LAN: “double-you-
lan.” Pronounce WWAN as the letter w followed by the word WAN: (“double-
you wan”).

Although the following network technologies differ, your packets of data can
fly through the air faster than Superwoman:

1 WLAN: Uses radio waves to connect computers and networks. It shows
up in homes, cafés, malls — even whole cities.

1 WWAN: WWANSs are based on telecommunications (mobile cellular
networks) and use Worldwide Interoperability for Microwave Access
(WiMAX) technology. A WWAN lets anyone with a computer work any-
where within a mobile phone network.

The geography of TCP/1P

TCP/IP fits everywhere. Regardless of your geographical network technology,
in the end it’s TCP/IP that carries your data, such as e-mail or Web pages,
to you.

17
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Chapter 2

Layering TCP/IP Protocols

In This Chapter

Taking a quick look at some network hardware

Examining the TCP/IP layered approach

Watching packets munch through the TCP/IP layers

Discovering that TCP/IP consists of much more than just two protocols
Investigating the major protocols and services that make up TCP/IP

f you already read Chapter 1, you know that a protocol is the set of agreed-

on practices, policies, and procedures used for communication. In this
book, we look at TCP/IP as the protocol set for communication between two
or more computers. Remember that TCP/IP is a large suite of components
that work together. In this chapter, we first describe the layered TCP/IP orga-
nization and then the protocols themselves.

TCP/IP technology is designed to allow all parts of your network to work
together, regardless of which suppliers you bought them from. To make your
network parts cooperate, TCP/IP divides network functions (for example,
sending data or connecting different computer hardware) into layers and
defines how those layers should interact.

Taking a Timeout for Hardware

There’s no point in having software if you have no hardware on which to

run it. Although TCP/IP protocols are software, we need to discuss network
connection media and Ethernet — the most widely used local-area network
(LAN) technology on the Internet. Talking about software without occasion-
ally mentioning hardware is almost impossible, so we mention Ethernet in the
following sections of this chapter and in other chapters in this book.
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Starting with network connection media

Suppose that you want to connect all your networked devices — comput-
ers, printers, mobile phone, television, and game system — on your home
network. Connection media and devices include much more than cables and
wires. You can connect devices by using wireless access points, fiber optics,
microwaves, infrared signals, and signals beamed to and from satellites.

The most important connection device is the network interface card (or NIC,
also known as a network adapter or a network card). This computer circuit
board (or card, for short) lets your computer be connected to a network by
cables or air. The NIC converts data into electrical signals. Most computers
come with a NIC, either wireless or wired or both, already installed inside
the case. The NIC’s manufacturer hardcodes on every NIC a unique hardware
address known as the Media Access Control (MAC). Some protocols access
this address. Figure 2-1 shows an example of a NIC with its MAC highlighted.
Your card may look a little different, but all NICs function exactly the same.

I )
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Figure 2-1:
Every

NIC hasa
unique MAC
address.
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Colliding with Ethernet

Ethernet is by far the most widely used LAN technology. (See the nearby side-
bar, “How fast can Ethernet go?”) Ethernet hardware ranges from fat, orange
cables to plain old air. Ethernet allows any device on a network, from a giant
corporate database server to the cash register in the local delicatessen, to
send and receive packetized data.
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How fast can Ethernet go?

The IEEE defines different kinds of Ethernet,
depending on the connection media and the
speed at which Ethernet moves the network
data. In an Ethernet LAN, devices connect to
the bus, not to each other. When the first edi-
tion of this book was written, Ethernet transmit-

network per second. That's equal to 125 mega-
bytes. Fast, huh? Ethernet can now move data
at 10 gigabits per second. If you do the math,
you see lots of zeros. Wait — there’s more! An
IEEE group working on faster Ethernet is devel-
oping standards for 40 gigabits per second and

ted 1 gigabit (1 billion bits) of data across the 100 gigabits per second.

Ethernet uses the Carrier Sense Multiple Access/Collision Detection (CSMA/
CD) technique. This very long name has a simple meaning: When a network
device realizes that a packet collision has occurred, it knows when to wait
and retry. With Ethernet, the data from the small deli’s cash register is just
as important as anything that the headquarters’ big server has to send. All
devices on the network are equal. You see in Figure 2-2 a basic LAN con-
nected by Ethernet. Each device on the network, including the printer, has a
NIC and TCP/IP software running.

Collision

©) ©O)

Oh! Sorry

]

I'El)lhtlrys in 2 Il try in 234
___ milliseconds

milliseconds

v

Any
desktop

(Mac Pro)

printer

Figure 2-2:
Ethernet
watches for
collisions in
a very small
LAN.

Ethernet
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Stacking the TCP/IP Layers

|
Figure 2-3:
Check

out these
“yummy”
layers.
|

TCP/IP software organizes the protocols in layers so that five layers are
stacked up in the TCP/IP model. We love desserts and snacks, so we like to
describe TCP/IP as a five-layer cake. Figure 2-3 gives you an idea of how the
layers are structured.

Application SSH DNS

FTP HTTP SMTP telnet

Internet (Network)

IP ARP RARP ICMP

Data Link Ethernet

w

Physical Wires, Radio Waves

Technically, the five layers in the “cake” comprise a stack, and the protocols
that sit in these layers comprise a protocol stack.

Each layer of the stack depends on the layers below it; that is, each layer ser-
vices the layer above or below it. When two computers communicate, each
computer has its own set of layers. When you send a message to another
computer on the network, your information starts at the top layer of your
computer, travels down all the layers to the bottom of the stack, and then
jumps to the other computer. When your information arrives on the other
computer, it starts at the bottom layer and moves up the stack to the applica-
tion in the top layer.

Each layer has a special function: The lower layers are hardware oriented,
and the highest layer provides user services, such as e-mail, file transfers,
and general network monitoring. Look at Figure 2-4 to see how data moves
through these layers.

In the following sections, we examine each layer, starting with Layer 1, at the
bottom of the cake.
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How many TCP/IP stacks exist?

The answer is “only one, yet many.” Or, “It
depends.” Only one set of standards exists for
a TCP/IP stack. Those standards come from
RFCs, described in Chapter 1. On the other
hand, the protocols, services, and applica-
tions are software programs. Somebody has to
write the programs to implement TCP/IP soft-
ware. And — oh, boy! — are there ever a lot of
somebodies. A TCP/IP stack usually is supplied
with your computer. If you buy a computer that
runs a version of Microsoft Windows, a team
of Microsoft programmers most likely wrote
the programs that make your computer’s stack
run. If your computer is a Mac, Apple Computer
programmers wrote the stack. It doesn't matter

who wrote the TCP/IP stack. What's important
is that the programs work the way they’re sup-
posed to, according to the RFCs.

Most Linux and Unix operating systems (and
there are so many) have built-in TCP/IP proto-
col stacks.

If you don’t like the way your stack is pro-
grammed, you can swap in another stack. Even
better, you can download and swap in a free
stack, or just part of a stack, from the Internet.
If you search for the phrase free software TCP/
IP at www . google . com, you see a long list of
TCP/IP programs.
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I - AT Network Network AR
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Layer 1: The physical layer

The physical layer at the bottom of the stack is pure hardware, including the
cable or satellite (or other) connection medium and the network interface
card. This layer is where electrical signals move around (and we try not to
think too hard about how it works). Protocols in the two bottom hardware
layers aren’t part of the TCP/IP stack. The physical layer transforms data
into bits that move across the network media. The protocols in the physical
layer include protocols related to cables, or to air, in the case of wireless. The
physical layer also has protocols for connection methods.
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Layer 2: The data link layer

This layer is another one that we don’t want to strain our brains trying to
figure out — again, hardware is involved. This layer splits data into packets
to be sent across the connection medium, and then wiring, such as Ethernet
or token ring, gets involved. The data link layer moves data up through the
higher layers for transportation across networks and through tunnels to
Virtual Private Networks (VPNs).

The data link layer also includes protocols that work with your Media Access
MBER Control (MAC) address and your network interface card (NIC).
A MAC address is a hardwired special address on your NIC. Every NIC has a
unique MAC address.

For example, after the information is on the wire (or in the air, in the case

of wireless), the data link layer handles any interference. If heavy sunspot
activity occurs, the data link layer works hard to ensure that the interference
doesn’t garble the electric signals.

Layer 3: The internet layer

The bottom two layers are hardware related, whereas TCP/IP is software.
Layer 3 (sometimes called the nefwork layer) is the first place where a TCP/
IP protocol fits into the networking equation: IP is this TCP/IP protocol. This
layer receives packets from the data link layer (Layer 2) and sends them to
the correct network address. If more than one possible route (or path) is
available for the data to travel, the internet layer works out the best route.
Without it, the data couldn’t reach the correct location. We explain the IP pro-
tocol, and others, in the later section “Internet layer protocols.”

Layer 4: The transport layer

Although the internet layer routes your information to its destination, it can’t
guarantee that the packets holding your data will arrive in the correct order
or won'’t pick up any errors during transmission. That’s one of the transport
layer’s jobs. TCP works at the transport layer to ensure that the packets
have no errors and that all packets arrive and are reassembled in the correct
order. Without this layer, you couldn’t trust your network. UDP also works at
the transport layer and shares one function with TCP: to move your data up
to the next layer. However, sometimes network services would rather be fast
than correct, so UDP does no error checking on your packets, saving trans-
port time. (We explain in more detail what TCP and UDP do in the section
“Transport layer protocols,” later in this chapter.)
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Layer 5: The application layer

The TCP/IP protocols that sit on Layer 5 receive packets from the lower pro-
tocols, de-packetize them back into their original form, and let the various
TCP/IP applications and services manage the data according to the original
user request, such as, “Please browse the Web.” Layer 5

v~ Establishes and coordinates a session, which is a connection between
two computers: Before two computers can transmit data between them-
selves, they must establish a session. The session announces that a
transmission is about to occur and, at the end of it, determines whether
the transmission was successful.

1 Works with operating systems to convert files from one format to
another, if the server and client use different formats: Without file
format conversion, file transfers could happen only between computers
that have the same file format.

1 Sets up the environment so that applications can communicate with
each other and with users: Requests for service and data start at the
application layer and move down through the remaining four layers
before going out across a network. The application layer is also where
secure protocols for specific applications, such as Web browsing and
e-mail, reside.

Chewing through Network Layers:
A Packet’s Journey

TCP/IP slices your network message into packets (little bites) and sends them
out to the network. When the packets arrive at their destination, TCP/IP reas-
sembles them into your original message. We use the life span of a packet to
explain the layers in the network model.

A packet’s life begins when an application creates it. Each packet then travels
down the layers of the sending host (computer), across the network cables,
up the layers of the destination host, and into the appropriate application.

As the packets travel down the layers of the sending host, headers containing
control and formatting information and directions are added. When the pack-
ets reach the destination host, that information is read and stripped as the
packets move upward through each layer. For example, if you FTP a file from
Computer A to Computer B, the data in the file is packetized at the applica-
tion layer and sent through all layers on Computer A. By the time the packets
are sent out across the wire, they have gained some “weight” (all that added
network information). After the roly-poly packets reach the destination host,
they start to slim down; when they arrive at the top layer and deposit your
file, they’re positively svelte again.
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|
Figure 2-5:
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Figure 2-5 shows a Web browser request that uses the Hypertext Transfer
Protocol (HTTP) to start at the application layer. The packet travels from
the application layer on Computer A (Sarah’s computer) onto the network
and then up to the application layer on Computer B (Emily’s computer). You
can see how the packet gains weight at each of Computer A’s layers and then
goes on a diet (so to speak) as it moves up through computer B’s layers.
Yo-yo dieting may be unhealthy for humans, but it works well for packets on
the network.

The TCP/IP stack (or suite) is a large collection of protocols, named after the
two original pieces: TCP and IP. You may say, “A suite is too big. Can I just have
the protocols [ need?” Nope. (Sorry.) The protocols in the TCP/IP suite move
the data from one layer to another and interact with each other. You can’t have
a truly functional network by using just one of the TCP/IP protocols.

Figure 2-3, earlier in this chapter, shows the TCP/IP five-layer “cake” with
some protocols drawn on the individual layers. You don’t need every pro-
tocol on the stack to run a network application, but you need at least some-
thing from each layer in the stack. So, even though you may not use every
protocol on each layer, you definitely need more than one.
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Now that you've gotten used to the idea that TCP/IP includes numerous pro-
tocols in its stack, you're about to find out that TCP/IP is even more than the
stack. TCP/IP also includes services and applications. The stack alone would
be useless if there were no services and applications to take advantage of
them. Most of these services and applications sit at the top layer of the TCP/
IP “cake,” and Parts IIl and IV of this book describe them in detail. The follow-
ing section uses FTP as an example of a TCP/IP component that functions as
protocol, service, and application.

Understanding TCP/1P:
More than just protocols

Many pieces of the TCP/IP suite have multiple functions: protocols, applica-
tions, and services. As we talk about all the useful things you can do with
TCP/IP, we let you know whether you’re using a TCP/IP protocol, a service,
or an application — and highlight the places where the same name applies to
one or more of these concepts.

The layered design of TCP/IP works the same way as a new cake recipe does.
Suppose that you're a pastry chef and you create a new recipe for the cake
components — the layers, the frosting, and the decorations. If you decide
that you want to change the frosting to chocolate, you can simply swap out
the vanilla recipe — no problem. You don’t have to change the layers or the
decorations. At the same time, you're thinking about using a new serving
plate to show off your fabulous cake. When your cake is done baking, you
serve your clients (friends and customers, for example), and they happily
consume the result of your tasty baking service.

The layered design of TCP resembles baking a cake: You can easily add new
components. If you're a programmer who dreams up a new network service
(such as applying the frosting) and then you design the client and server
applications, you can simultaneously design a new protocol to add to the
TCP/IP suite. The protocol enables the server application to offer the service
and lets the client application consume that service. This level of simplicity
is a key advantage of TCP/IP.

Determining whether your network has a
protocol, an application, or a service

In a network, you find the protocol/application/service relationship so tightly
bound together that you might have difficulty determining what’s what. We
use the File Transfer Protocol, or FTP, as an example. It’s not only a protocol —
it’s also a service and an application. (Don’t worry about FTP itself at this
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point — it’s just an example. If you need to find out how to use it, check out
Chapter 18.) In the following list, we show you how the FTP service, applica-
tion, and protocol work together to move files on the network:

v FTP is a service for copying files: You connect to a remote computer
running the FTP service, and you can then pull files from, or push files
WBER to, that computer.

Pull is a more technical term for download, and you may have already
realized that push is a technical synonym for upload.

v FTP is also an application for copying files: You run a client application
on your local computer to contact the FTP server service on the remote
computer. The client application is either FTP or your Web browser. The
browser uses the FTP protocol behind the scenes for downloads. The
server application is known as the file transfer protocol daemon, or FTPD.
(The term daemon comes from Unix — think of friendly demons haunt-
ing the computer to act on your behalf.) You tell the client what you
want to do — pull or push files — and it works with the service to copy
the files.

v Finally, FTP is a protocol for copying files: The client and server appli-
cations both use this to communicate, to ensure that the new copy of
the file is, bit for bit and byte for byte, identical to the original.

FTP is an application, a service, and a protocol. Suppose that you need to
copy a file from a remote computer. Without the application, your computer
doesn’t know that you want to copy. Without the service, your computer
doesn’t make a connection to the remote computer that has the files you
need. Without the protocol, the client and server can’t communicate.

\3 . . .
P Most of the time, you know from the context whether someone is referring to
the service, the application, or the protocol. If you can’t quite tell, maybe it
doesn’t matter.

Plowing through the Protocol List
(In Case You Thought Only Two Existed)

Hold on tight — here come the pieces in the TCP/IP protocol suite, listed by
layer. We start at the bottom with Layer 1, the physical layer, and move to the
top application layer, which has the highest number of protocols.
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Physical layer protocols

The protocols in this hardware layer aren’t strictly TCP/IP protocols. Instead,
they define how the hardware should be used to run a network. For example,
the IEEE standards for Ethernet LAN (Local-Area Network) speeds and cables
are in the physical layer. Don’t worry about this concept too much. Save your
brainpower for reading about the upper-layer protocols.

Data link layer protocols

The data link layer moves data through the higher layers for transporta-
tion across networks and through tunnels to VPNs. The data link layer also
includes MAC protocols that understand your network interface card.

Internet layer protocols

The internet layer is the third layer in our imaginary layer cake. IP is the most
important protocol in not only the network layer but also the TCP/IP stack.
Without IP, TCP wouldn’t know where to send anything.

1P: Internet Protocol

The Internet Protocol, IP, is responsible for basic network connectivity. IP
resembles a plate in a basic place setting: When you're eating, you need a
plate to hold your food. When you’re networking, you need a place to put
(send and receive) data — and that place is a network address.

The core of IP works with Internet addresses. (You can find the details about
these addresses in Chapters 4 and 9.) Every computer on a TCP/IP network
must have a numeric address. The IP protocol understands how and where to
send messages to these addresses. In fact, all the other protocols — except
for ARP and RARP — depend on IP to move information from one computer
to another.

Although IP can take care of addressing, it can’t do everything to ensure
that your information reaches its destination correctly and in one piece. IP
doesn’t know (or care) when a packet of data gets lost and doesn’t arrive, so
you need some other protocols to ensure that no packets and data are lost
and that the packets are in the right order.

Two versions of IP exist: IP version 4 (IPv4) and IP version 6 (IPv6). When very
large networks, such as the Internet, found IPv4 too restrictive, especially in
terms of addressing and security, IPv6 (described next) was developed. Both
versions of IP are in use across the Internet. Some sites use both. A common
practice is to say “IP” to mean either IPv4 or IPv6, or both.
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1Pv6: Internet Protocol version 6

[Pv6 is a bigger and better version of IPv4 that adds features. The IPv4
information (with certain modifications) also holds true for IPv6. (If IP is an
Internet plate, IPv6 is an Internet serving platter.)

Chapter 9 describes how IPv6 differs from IPv4 and how to use both versions
together.

ARP: Address Resolution Protocol

ARP is the salad plate of the network place setting. With its load of addresses
for the devices on the network, ARP works closely with IP, the dinner plate.
When all you know about the remote computer is its TCP/IP address, the
Address Resolution Protocol (ARP) finds the computer’s NIC hardware
address. Every NIC comes with a unique MAC address built into it. You
cannot change it. ARP is the coordinator between a NIC’s hard-coded MAC
address and an IP address. By the way, ARP is a protocol, a service, and an
application, although you rarely see the application.

RARP: Reverse Address Resolution Protocol

When a computer knows only its own MAC address, the Reverse Address
Resolution Protocol (RARP) lets it find out the IP address it has been
assigned. In addition to being a protocol, RARP is also a service. These days,
the use of the Dynamic Host Configuration Protocol (DHCP) has mostly
replaced RARP. In our dinner analogy, RARP is the salad fork that goes with
the ARP salad plate. Okay, we realize we're stretching the analogy a bit.

ICMP: Internet Control Message Protocol

ICMP reports problems and relays other network-specific information, such
as an error status, from network devices. IP detects the error and sends it

to ICMP. (It reminds us of a crystal goblet in our imaginary TCP/IP dinner-
ware set.) The goblet “pings” when you hit it. In addition to being a protocol,
ICMP is a service and an application, although the application is named ping.
Chapter 22 describes how ping helps you.

Mobile 1P

The proposed Mobile IP standard describes how you can connect your
mobile device to the Internet from various locations, such as your office,
hotel room, and car, while keeping the same IP address.

1PSec: 1P Security Protocols

The IPSec protocols provide security services for other TCP/IP protocols
and applications. For example, as the security protocol for VPNs, [PSec
includes some strong encryption (coding) techniques to protect your data in
the public and private world of VPNs. [PSec also ensures that the computer
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accessing your private network across the public Internet is truly a part of
your network and not a pretender trying to sneak into your VPN. We describe
VPNs in Chapter 1, and you can read more about IPSec in Chapter 22.

L2TP: Layer 2 Tunneling Protocol

L2TP uses IPSec to encrypt messages moving through VPN tunnels. (Chapter
1 introduces virtual private networks, or VPNs.) L2TP often replaces Point-to-
Point Tunneling Protocol (PPTP), an older encryption protocol.

CIDR: Classless Inter-Domain Routing

CIDR is the beverage at the network table that helps addressing flow
smoothly. Before IPv6 was developed, people worried that the Internet
would run out of addresses. CIDR allows the more efficient allocation of IP
addresses for the Internet and also helps in routing packets. (Chapter 8 has
more information about using CIDR.)

Transport layer protocols

The protocols in the transport layer include TCP and UDP and some of the
routing protocols.

TCP: Transmission Control Protocol

If IP is the network “plate,” TCP is the network “spoon.” After food is plopped
on your plate, you need something to send it into your mouth without spill-
ing it into your lap. Sure, you could use a fork, but try eating soup with a fork.
You can probably eat peas from your knife without dropping any, but a spoon
is the most reliable implement for most Western foods.

When your packets travel across a network, IP doesn’t promise that the pack-
ets will arrive in order. In fact, IP doesn’t even guarantee that all your packets
will arrive. One or more packets may get dropped while on their trip from the
source to the destination. I[P doesn’t care — TCP takes care of it. Figure 2-6
shows how an e-mail message is “packetized,” or sent across the Internet and
reassembled.

Just like a spoon, TCP ensures that nothing is dropped, no matter what kind
of data you're sending. TCP uses IP to deliver packets reliably to those upper-
layer applications. Two of the most important TCP functions are

v Error checking: Ensures that every packet arrives undamaged

1 Sequence numbering: Puts the packets back into the right order. Refer
to Figure 2-6 to see packet sequencing.



32

Part I: TCP/IP from Names to Addresses

|
Figure 2-6:
TCP
sequences
packets
correctly.
|

Mail to
L.B.P.

(@)

Guten Tag

Bonjour

%. QQgR P
Oear 7, Humpty's message broken
e
‘ into packets

Mail from
Humpty

Guten Tag

Bonjour

After a packet arrives at the correct IP address, TCP goes to work. It estab-
lishes a dialogue between the sending and receiving computers to commu-
nicate about the data that’s being transmitted. TCP is said to be connection
oriented because it tells the network to resend lost data.

Theoretically, you can have TCP without IP. A network mechanism other than
[P can deliver the data to an address, and TCP can still verify and sequence
that data. But in practice, TCP is always used with IP.

UDP: User Datagram Protocol

UDP provides functions similar to TCP. The big difference is reliability. As
mentioned, TCP does the best job of moving packets across a network. In
our dinnerware analogy, where IP is the network plate and TCP is the net-
work spoon, UDP is your Internet fork: Using it gets most of your food to
your mouth, even if you drop some bites. Although it’s not as reliable as
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TCP, UDP nevertheless moves a lot of data safely across the network. UDP
uses IP to deliver packets to upper-layer applications and provides a flow of
data among computers. The reason that UDP is less reliable than TCP as a
transport protocol is that UDP provides neither error checking nor sequence
numbering.

UDP is said to be connectionless because it doesn’t provide for resending data
in case of error. Figure 2-7 illustrates one difference between UDP and TCP.
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Another difference between TCP and UDP is that many TCP implementations
are polite: They don’t intrude on a congested network — they wait before
sending their packets. UDP, on the other hand, has no worries about network
congestion. It rudely sends packets across even the most congested network.
Some of the services and applications that use UDP include:

v Domain Name System (DNS)

v Network File System (NFS)

v SNMP (Simple Network Management Protocol)
V¥ Various online games

v Voice over IP (VolP)
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Some protocols use both TCP and UDP. DNS runs on top of either TCP or UDP

depending on packet delivery needs. For short messages, DNS uses UDP. For
longer requests that require absolutely reliable delivery, DNS uses TCP.

TCP versus UDP: Connection oriented versus connectionless?
TCP/IP communicates among the layers in two different ways:

1 Connection-oriented communication is reliable and easy to understand.

When two computers are communicating with each other, they con-
nect: Each one understands what the other one is doing. The sending
computer lets the receiving computer know that data is on the way.

The receiver then ACKs (acknowledges) or NACKs (denies or negatively
acknowledges) receipt of the data. A receiver NACKs if the error check-
ing shows a problem. A sender that receives neither an ACK nor a NACK
assumes that the data was lost and automatically resends the data.

This process of ACKing and NACKing is known as handshaking.

Suppose that you send a fax to your friend Ken in Tokyo. If you want to
be sure that he receives the fax, you might call and say, “I'm faxing you
the baseball results now. Call me when they come through.” After Ken
receives the fax and ensures that it’s readable, he calls you and says,
“Thanks. I'm thrilled to hear that the Red Sox finally won the World
Series.” That’s how TCP behaves.

v+ Connectionless communication occurs when you send a fax without

first notifying your friend and, for some reason, it never reaches its
destination. Ken doesn’t know to expect anything, so he doesn’t know
that anything is lost. When data are sent via the connectionless method,
the computers involved know nothing about each other or the data. If
you’re on the receiving end, no one tells you that you're about to receive
anything. If you're sending data, no one bothers to mention whether
they received the document or whether it was garbled. That’s how UDP
behaves.

With this information in mind, you might wonder why any applications use
connectionless mode. But there’s a time and place for everything. First, com-
munication is faster without the ACKs and NACKs. Second, not every network

message needs to be as accurate as your e-mail messages. Finally, because
some applications do their own error checking and reliability processing,
they don’t need the connection-oriented overhead of TCP.

Figure 2-8 shows the packet beginning its trip at the physical layer. When the
packet reaches the internet layer, one of two things happens:

v The packet takes the TCP path.
v The packet takes the UDP path.

The double-headed arrow shows that packets move up and down the layers.
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Routing protocols: Interior and exterior
Routing is the process of moving packets between networks.

TCP/IP is a banquet of protocols, services, and applications. IP is the network
“plate” that holds your food: That is to say, IP is underneath the data. The
other protocols represent various pieces of your network dinnerware. Under
your network “place settings” is a network tablecloth of sorts, spread with
gateways and routers, which use a mixture of gateway and router protocols.
A router is a physical device that connects networks to allow data to move
between them. A gateway translates information from one format to another.
Several routing protocols are defined in the TCP/IP suite.

Some of these routing protocols are:

” Border Gateway Protocol (BGP): The core routing protocol for the
Internet. BGP keeps track of the network numbers that connect to the
Internet. BGP runs over TCP.

v Interior Gateway Protocol (IGP): A protocol used by routers to
exchange network information.

v Open Shortest Path First (OSPF): When networks change — perhaps a
segment becomes unavailable because a cable breaks — whole pieces of
the Internet would become available without OSPF. OSPF calculates an
alternate route that a packet should follow when a path fails. This ability
to recalculate a route is called dynamic routing. OSPF runs directly over IP.

TLS: Transport Layer Security

The TLS protocol provides privacy for client/server communication, such as
online shopping, Voice over IP (VoIP), and Web browsing. TLS prevents eaves-
dropping and tampering with the communication between the client and
server. TLS is similar to SSL. Though TLS is the Internet standard, SSL is more
frequently used, even though it’s vendor proprietary.
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RSUP: Resource Reservation Protocol

Packets need to be delivered as quickly as possible and always in the cor-
rect order to provide the best experience when you're using multimedia
applications, such as videoconferencing, on the network. Otherwise, you see
strange pauses or blank spots. The Resource Reservation Protocol (RSVP)
was created to provide for high quality of service (QoS). We realize that the
RSVP acronym doesn’t match the protocol’s name. It’s RSVP (from the French
phrase Respondez s’il vous plait, or “Respond, if you please”) because you
reserve network resources in advance in the same way you reserve a seat at a
party by replying to the invitation.

Application layer protocols

The application layer protocols, applications, and services provide a user
interface to the rest of the TCP/IP stack.

DN'S: Domain Name Service

The Domain Name Service is critical to the operation of the Internet (and to
any other large network). DNS translates the names that we humans love,
such as RFC-Editor.org, into the numbers that machines like. Thanks to DNS,
you can type www . sorbonne. fr rather than 195.220.107. 2 in your Web
browser. DNS servers are distributed throughout the Internet.

More than just the service that makes the name-to-number translation work,
DNS refers to the entire system of DNS servers and databases. In that case, the
name changes slightly to Domain Name System.

Chapter 4 discusses DNS in more depth, and Chapter 10 adds details about
how DNS translates names and addresses.

DNSSEC: Domain Name System Security Extensions

DNS alone is not particularly secure. DNSSEC is a suite of proposed standards
to add extensions to the original DNS Protocol. Chapter 10 describes DNS
security.

FTP: File Transfer Protocol

The File Transfer Protocol (FTP) helps you copy files between two comput-
ers. You use FTP to either pull the files from the remote computer or push
them to the remote computer. Keep in mind that FTP is also the name of an
application and a service, so we tell you about it again (and again) elsewhere
in this book. Check out Chapter 18 for more on FTP and other file sharing
protocols.
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Telnet

The telnet protocol lets you connect to a remote computer and work as
though you were sitting in front of that computer, no matter how far away
the computer may be. By using telnet, you can lounge around in Tahiti and
work on a remote computer in Antarctica as though you were there and sur-
rounded by penguins — without suffering even a shiver. In addition to being
a protocol, telnet is a service and an application — three for the price of one.
If you've only ever used a graphical operating system, such as a flavor of
Microsoft Windows, you might not understand the value of telnet. But your
friendly neighborhood Linux, Unix, and Mac OS X often telnet to remote com-
puters to run applications that might not exist on their computers.

Making telnet a verb (refer to the previous sentence) is easy and comfortable
to do. (Grammarians — and editors — would cringe.) Remember that verbing
weirds language.

Chapter 20 explains telnet — the protocol, the application, and the service —
and describes telnet security.

TFTP: Trivial File Transfer Protocol

The Trivial File Transfer Protocol (TFTP) is a specialized form of FTP. One
common use is to copy and install a computer’s operating system from a
TFTP server’s files. RFC2349 states that “The basic TFTP protocol has no
security mechanism.” TFTP servers are available (many of them free) from
various sources that claim to add security to the basic TFTP protocol. We
haven’t tried any of these extended TFTP servers, so be careful.

SNMP: Simple Network Management Protocol

SNMP functions as the maitre d’ at your network feast, overseeing the entire
dining experience. The Simple Network Management Protocol (SNMP) is
used to

v+ Monitor and manage networks and the devices connected to them

v Analyze network performance

You can get a network monitoring (or management) system from your choice
of vendors or use an open source version. These products can show the state
of your network by using some attractive graphics.

SMTP: Simple Mail Transfer Protocol

The Simple Mail Transfer Protocol (SMTP) is the protocol for transferring
e-mail messages among computers. Messages can move directly from the
sender’s computer to the recipient’s computer, or proceed through interme-
diary computers in a process known as store and forward. In Chapter 13, you
can read more about mail protocols and technologies.
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POP3: Post Office Protocol version 3

The Post Office Protocol (POP3, or often just POP) provides basic client/
server features that help you download your e-mail from a mail server to
your computer. POP3 is designed to allow home users to move their e-mail
from their Internet service provider’s (ISP’s) computers to their own. You
need a POP3 mail client to communicate with a POP3 mail server. Again, you
can read more about mail protocols and technologies in Chapter 13. POP3

is your network corkscrew because it gets your e-mail wine out of the bottle
and into your wine glass.

IMAPY: Internet Message Access Protocol version 4, revision 1

IMAP4 is the fancy decanter that holds the wine better than the bottle does,
but still helps you get the e-mail wine into your wine glass. The Internet
Message Access Protocol (abbreviated as IMAP4rev] or IMAP4 or just IMAP)
provides more sophisticated client/server capabilities than POP3 does. You
need an IMAP4 client to communicate with an IMAP4 mail server, but it gives
you more choices for handling your e-mail.

POP3 and IMAP4 don’t interoperate. You can’t use a POP3 client with an
IMAP4 server or use an IMAP4 client with a POP3 server, but these days most
clients and servers speak both protocols.

Chapter 13 has more information about mail protocols.

LDAP: Lightweight Directory Access Protocol

The Lightweight Directory Access Protocol (LDAP) is a way to look up

and possibly change information such as usernames, passwords, e-mail
addresses, and lots more in an X.500-compatible directory service. (Whew!
That’s a mouthful.) You pronounce it “el-dap,” which rhymes with “cap.”

Many people refer to the directory service as an LDAP server, but keep

in mind the A in the name. LDAP is the method that applications use to
access the directory to reach the data it holds. This communications pro-
tocol doesn’t mention managing the directory server product or the data.
Microsoft and Apple build directory servers into their operating systems
(Active Directory for Windows and Open Directory for Mac OS X, respec-
tively), and many stand-alone LDAP server products — both freeware and
commercial — are available.

By the way, it’s the access protocol that is lightweight — not the directory
service or the data in it.

NTP: Network Time Protocol

The time-of-day clocks that computers maintain are synchronized by the
Network Time Protocol (NTP). Time-stamping is important in all sorts of
applications, providing everything from document creation dates to network
routing date-and-time information to banking transactions and stock transfers.
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Using NTP, you can configure a computer to set its clock, and keep it accurate,
by retrieving current time data from a time server computer, such as time.
microsoft.com or a member of the NTP pool.

HTTP: HyperText Transfer Protocol

The HyperText Transfer Protocol (HTTP) is the key protocol for transfer-
ring data across the World Wide Web. HTTP transfers HyperText Markup
Language (HTML) and other components from the Web servers (on the
Internet, your intranet, or extranet) to your browser client. (You can find lots
more information about the Web in Chapter 11.) With all the different Web
languages, HTTP works like a large pitcher filled with Sangria — many differ-
ent, delicious ingredients that combine to make something wonderful.

HTTPS: HTTP over Secure Sockets Layer

HTTPS is a secure version of HTTP that encrypts sensitive data, such as your
credit card information, whenever you buy something over the Internet.

Technically, HTTPS isn’t a separate protocol. It’s HTTP with security turned
on. Although most of the protocols we are talking about can be used with
security turned on, few get special names for their secure versions.

Another secure form of HTTP is the Secure HyperText Transfer Protocol
(S-HTTP), but it’s older and rarely used. HTTPS is much more popular.

BOOTP: Boot Protocol

Not every computer has an operating system preinstalled — sometimes you
have to install it yourself. If the computer has no disks for storage (some-
times it happens for good reasons), you can download the operating system
into memory from another computer on the network. The diskless computer
uses the Boot Protocol (BOOTP) to load its operating system, and other
applications, over the network.

BOOTP has no security. Dynamic Host Configuration Protocol (DHCP) has fea-
tures that have mostly replaced BOOTP.

PPTP: Point-to-Point Tunneling Protocol

The Point-to-Point Tunneling Protocol (PPTP) helps you create a VPN on the
public Internet. Using PPTP, you can have a secure link to your organization’s
network — as though you were inside the building and on the LAN — even
though you’re connected to the Internet by way of an ISP. (It’s like having

a secret tunnel into the office.) When you use PPTP, your communication
traffic can even be encrypted to ensure that no miscreants can see your data.
You get all the benefits of a global private network with none of the hassles of
launching your own satellites, laying your own undersea cables, or working
with any of the pieces we describe in Chapter 5. Think of PPTP as your net-
work napkin because it augments the tablecloth provided by the router proto-
cols mentioned earlier in this section.
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QNING/ L2tP (see the section “L2TP: Layer 2 Tunneling Protocol,” earlier in this chap-
& ter) has mostly replaced PPTP for VPN security in most networks because

PPTP doesn’t provide encryption for security. It relies on the protocol being
tunneled to provide privacy.

DHCP: Dynamic Host Configuration Protocol

If IP is your fine dinner plate at the network banquet, DHCP is your recy-
clable paper plate. DHCP is a client/server solution for sharing numeric IP
addresses. A DHCP server maintains a pool of shared addresses — and those
addresses are recyclable. When a DHCP client wants to use a TCP/IP applica-
tion, that client must first request an IP address from the DHCP server. The
server checks the shared supply and if all the addresses are in use, the server
notifies the client that it must wait until another client finishes its work and
releases a TCP/IP address. If an address is available, the DHCP server sends a
response to the client that contains the address.

This shared-supply approach makes sense in environments in which com-
puters don’t use TCP/IP applications all the time or in which not enough
addresses are available for all the computers that want them. Flip to Chapters
4 and 5 for more detailed information about DHCP.

SSL: Secure Sockets Layer

SSL (the Secure Sockets Layer) version 2 is an older protocol developed by
Netscape Corporation that allows applications to encrypt data that goes from
a client, such as a Web browser, to the matching server. (Encrypting your data
means converting it to a secret code. We introduce encryption in Chapter 12.)
When you buy that Lamborghini over the Web, no one other than the dealer
can read your credit card number. SSL version 3 allows the server to authen-
ticate that the client is who it says it is. While SSL is the more frequently used
protocol, the TLS protocol is the standard that has replaced SSL in some
newer applications.

1PP: Internet Printing Protocol

As the time of this book’s publication, no standard for printing exists. You
may now need to use different printing methods depending on how your
printer is attached and the maker of your printer. The goal of the applica-
tion layer IPP is to standardize most Internet printing tasks. In other words,
regardless of who makes your printer and how it’s attached, you need to
know only one way to

v Print
v Cancel a print job

v Discover the printer’s status

v+ Find out what a printer can do (print in color or draft quality, for
example)
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Before IPP, a proposed standard, can become a standard, it needs to include
strict authentication and security.

Kerberos Network Authentication Service

Kerberos is the three-headed dog that guards the entrance to hell. Oy, is it a
TCP/IP service? If your network security is hellish, Kerberos is both. The TCP/
[P service Kerberos is designed to allow users, computers, and services to
identify themselves to each other without lying. Without this identity-checking
process, called authentication, a computer or service could potentially say that
it is anything or anyone, and TPC/IP would accept the identification without
checking. In this age of computer hacking and intrusions, trusting that net-
work services and computers are who they say they are can be dangerous.

Kerberos is a trusted impartial authentication service — or maybe it’s just
paranoid. It assumes that unauthorized programs try to read and modify
packets that are traveling along a network. This paranoia is what makes
Kerberos impartial: It doesn’t depend on other programs, the host’s operat-
ing system, the physical security of the network, or IP addresses to do its
work. Instead, it works alone with its own, validated tickets. (See Chapter 21
for details on the Kerberos service.) Kerberos is the default authentication
mechanism in the Microsoft Windows 2000 operating system.

Kerberos is the bouncer at an exclusive party — it guards the door and kicks
out anyone who isn’t invited.

IMPP: Instant Messaging and Presence Protocol

Although instant messaging (IM) is a handy application for people to send

quick messages back and forth across the Internet, IM vendors have tradi-

tionally used different, proprietary protocols that don’t work together. The
goal of IMPP is for different IM applications to be able to talk to each other
easily across the Internet.

S1P: Session Initiation Protocol

SIP is a protocol for connecting multimedia sessions — such as voice, chat,
games, and video.

And many, many more

You can find many more existing pieces of TCP/IP, and new ones are being
developed right now. The ones we describe in this chapter are some of the
most important and most commonly used.
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Chapter 3
Serving Up Clients and Servers

In This Chapter

Understanding the definition of client/server architecture

Looking at both sides of the client/server equation

Exploring how TCP/IP takes advantage of client/server computing and vice versa
Finding out how an old technology — peer-to-peer computing — became new again

‘ lient/server solutions comprise the foundation of most TCP/IP services

and applications. As you take a look at what client/server means to a
network computer user, you see that TCP/IP is an excellent protocol choice
for client/server computing because TCP/IP allows so many different comput-
ers and network devices to communicate as both clients and servers.

The client/server (C/S) distributed style of computing spreads computing
from central data centers to desktops, laptops, handheld devices, and even
cars regardless of where people are located.

Contrary to popular belief, software, not hardware, defines client/server. In
the client/server game, a client application on one computer requests ser-
vices from another computer running server software. The client and server
software can run on any kind of hardware. Sometimes they even run on the
same computer! You might even use a gigantic supercomputer running client
software to request services from a tiny little PC by way of a network proto-
col, such as TCP/IP.

In this chapter, we discuss client/server (C/S) basic concepts, including both
server side and client side software.

Understanding the Server Side

Although we write that the client/server computing style is defined by
software, you hear most people refer to computer hardware as clients and
servers. In this section, we extend the definition to include more informal
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definitions of clients and servers. Even though the word client comes first in
client/server, we need to start with the definition of the server.

Examining the server’s job

A server is software that provides a resource or a service to share with cli-
ents. In this chapter, when we write about the technically correct definition of
server, we use the term server software to avoid confusion with hardware.

When we write about servers, we'’re using the term to mean computers that
run server software. Servers may be specialized or multipurpose. A special-
ized server provides just one element, whereas a multipurpose server pro-
vides more than one. Another way to think about the difference is that multi-
purpose servers can be reached using several different TCP/IP protocols.

People often call the computer that’s running the software the server.

Identifying types of servers

Specialized servers include the ones in this list:

1 Web server: Software that accepts requests from browser clients to
deliver Web objects, such as home pages, documents, graphics, and
applets. Also known as a web application server. Popular Web serv-
ers include Apache HTTP Server, Microsoft proprietary IIS (Internet
Information Services, formerly named Internet Information Server),
Google Web Server, and lighttpd.

1+ Commerce server: A type of Web application server that enables you to
conduct business over the Web. The server software includes security
features, such as TLS (Transport Layer Security), so that you can use
your credit card without worrying. You still have to worry about your
bills, though. Some people still refer to the security protections by the
older name SSL (Secure Sockets Layer) even though TLS has replaced it.

v~ File server: A computer or group of linked computers (a cluster) that
shares disk space. One advantage of having a file server is that the
shared files still look like they’re on your own computer.

The computers that borrow the file server’s disk space are the clients.
These clients may use an operating system that’s different from the
server’s. When you have various operating systems, you have various
file formats. The server’s job is to hide those format differences.

v+ Compute server: A computer that runs a program for you and sends the
results back to you. For example, analyzing weather patterns requires
enormous amounts of computer power. The meteorologists’ client
workstations often aren’t capable of solving the complex mathematics
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involved, so they send the problem from their workstations to a super-
computer, which completes the calculations and sends back the results.
That supercomputer is the compute server.

Using dedicated servers

Often you dedicate a server computer to one task only. For example, you
don’t usually run a file server together with an e-commerce server. Reasons
to use dedicated servers include

1 Management: Different servers require different system administra-
tion tasks. For example, a file server might require a large disk farm and
nightly backups, whereas a compute server, which needs only weekly
backups, may require more fine-tuning and a more powerful CPU.

v Performance: Running different server programs on a single computer
can slow down all the servers.

v Security: Some of the tasks involved in protecting the servers are quite
different. For example, protecting an e-commerce server requires that
you set up secure transactions and protect customer information.

On the other hand, you can have good reasons for running multiple servers
on the same computer. For example, if your mail server is also running Web
server software, you can read your mail with a Web browser in addition to
the mail client you would normally use.

Understanding the Client Side

A\

If you read the previous section about servers, you know that a client/server
network relies on specialized central points — namely, servers — to provide
services. Having all these services available unless something needs service,
however, doesn’t make sense. That needy something is the client. A network
contains many, many more clients than servers because a single server can
satisfy hundreds (sometimes thousands) of client requests.

Defining a client
It’s this simple: A client is software that asks for and receives a resource or
service from a server. Clients do all sorts of work — anything they want. We

could write a whole book on the types of clients that are out there.

People often call a computer that runs client software the client.

b5
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Clients, clients everywhere

For each server we describe in the previous section, you have a choice of
many different clients. Consider these examples:

” Browser: Likely the most often used clients on the Internet, this client
software receives services from a Web server.

v E-mail: If you and someone else in your household access the same
e-mail server, one of you might use Microsoft Office Outlook for
your e-mail client and the other might use Mozilla Thunderbird.

1 Mobile: When companies want employees to be able to work anywhere,
at any time, they make their mission-critical applications accessible by
way of wireless handheld devices. The BlackBerry, smartphone, two-way
pager, and personal digital assistant (PDA) are examples of mobile cli-
ents. Most contain a wireless internet browser, or WIB (also known as a
mobile browser, microbrowser, or minibrowser), that knows how to use
Wireless Application Protocol (WAP) to find information and display it
on the small screen. These clients communicate over cellular networks
or wireless LANs. The data is in Extensible Hypertext Markup Language
(XHTML), Wireless Markup Language (WML), or even just the standard
HyperText Markup Language (HTML), used for normal Web browsers.
Many organizations also interconnect their e-mail and voice messaging
systems with inbound and outbound fax services to create unified mes-
saging solutions.

Answering the Question “Are
Vou Being Served?”

Because of the software that any computer is (or isn’t) running, the computer
can be

v Either a client or a server

» Both a client and a server

v Neither a client nor a server

The computer can also change as often as necessary to provide and access
any number of services.

Figure 3-1 shows an example of multiple roles: One computer provides a
shared printer and is thus a print server. The same computer is also a file
server and accesses some files from another computer, which means that it’s
also a client of a file server.
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Supporting TCP/IP with Client/Server
and Vice Versa

Not only is TCP/IP a major enabler of client/server computing, it’s also one
of the biggest users of it. The layered and modular design of TCP/IP makes it
easy to design and implement new network services.

TCP/IP is a key element of many, but not all, client/server solutions. Other
network protocols can be used on the network at the same time as TCP/IP.

TCP/IP is accepted as the protocol that links computers to not just each other
but also all the different computers and servers in the world, from the small-
est palmtop to the mightiest mainframe. TCP/IP makes all of them candidates
for clients or servers.

Recognizing Other Internetworking
Styles: Peer-to-Peer Computing

Although TCP/IP itself is built on a client/server architecture and enables
most client/server computing, other internetworking architectures also run
across TCP/IP networks. Peer-to-peer (P2P) is an older networking style that
has become new again as the Internet has become accessible to much of the
world’s population. Everything that’s old becomes new again.

b7
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Years ago, peer-to-peer networks were everywhere. They provided an easy
way for a few cooperating users to share files and other computer resources.
These users were considered a workgroup. In a peer-to-peer network, no com-
puter is better than any other. A peer-to-peer network requires no dedicated
servers.

Determining whether peer-to-peer
workgroups are still handy

Although small workgroups are convenient, peer-to-peer networking has its
downsides:

+* Decrease in speed: It slows down when too many users (more than 15)
try to share.

+ Unreliable resource access: Imagine that your colleague’s computer has
a file that many people share. And then suppose that one day your col-
league’s computer has a disk failure! The result: A critical file resource is
lost to many users.

v Disintegration into a collection of separate computers: When resources
in a workgroup are limited, the workgroup can disintegrate into a col-
lection of separate computers. Suppose that members of your work-
group use so much of your computer’s shared disk space that no space
remains for your files. You then have to decide whether to turn off disk
sharing or disconnect the network cable.

P2P applications — P2P
across the Internet

The earlier P2P section talks about the P2P computing style. P2P sharing appli-
cations have sprouted all over the Internet. Although these users don’t com-
prise a neatly formed private workgroup, they usually number in the millions.
Figure 3-2 shows the architecture for a large, Internet-wide, P2P application.

Our teenage niece was once a big fan of P2P applications for sharing music.
Little did she know that P2P software is subject to its fair share of worms and
viruses. Read Chapter 12 for the minimum amount of information you need

to know about these security nightmares. P2P programs can also bring lots of
adware to your computer along with the videos and music you're download-
ing. One of our computers became almost useless because of the amount of
adware that made its way on there. The computer ground along slower than
slow, and we almost cried from seeing all the pop-up ads, pop-under ads, and
ads that were all over our screen. You would think we would know better.
Unfortunately, when your teenage niece is using your computer, stuff happens.
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Here’s a list of possible solutions, in case this situation happens to you:

v Make your teenager use the computers at the public library. They don’t
let you download stuff.

v~ If you're really nice, get your teen a computer of her own.

v Threaten all sorts of dire consequences if the computer gets clogged
again — if that method works with your teenager.

Network administrators can use applications to manage network traffic, such
as PacketHound from Palisade Systems, Inc., at www.palisadesystems.
com, to block Gnutella (a popular file-sharing network) traffic from a network.
Reasons to do this might include

v An effective but brute force way for an organization to protect against
employees possibly violating copyright laws is to block all unauthorized
P2P sharing.

v Overenthusiastic file sharers can clog an organization’s network band-
width. Blocking P2P downloading activity relieves network stress.

Depending on the P2P program you use, security may be extremely lax or non-
existent.
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Chapter 4

Nice Names and Appetizing
Addresses

In This Chapter
Protocols in this chapter: IP, IPv6, TCP, DHCP, DNS, ARP, UDP
Knowing what your host’s name is?
Understanding why hosts have names and numbers
Working with classful addressing
Examining the parts of an IP address
Finding out where IP addresses come from
Using the ipconfig or ifconfig command to find out about your network connection
Clearing up the difference between a private network and a global public network
Getting started with the Domain Name System (DNS)
Investigating other types of addresses

f your computer is already on a network and you always call computers

by name and you're not interested in what TCP/IP is doing to your com-
puter’s name behind the scenes, you can breathe easy in this chapter. The
only thing you need to know now is another term for a computer — a host —
and what it means. In other words, you can move on to some other chapter, if
you want. This chapter is high-tech.

However, if you need to get your computer on the network or the Internet,
or if you want to know the meaning of all those strings of numbers and dots
you see when you use an application such as FTP or telnet, stay right here.
Most of the information in this chapter is aimed at you — especially if you're
a beginning network administrator.
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What Did You Say Your Host's Name [s?

If your computer uses TCP/IP, your computer must have a name. You can
choose it yourself for your home computer. Most likely, your work organiza-
tion has a naming policy that helps you select a name or limits your choices.
In some cases, a system manager or network administrator gets to have all
the fun and assign a name to your computer for you.

The network used for the examples in this book consists of a few hosts. Some
of them are named this way:

woodstock baldEagle hawk tweety pinkflamingo

Your host or computer — we use the names interchangeably from now on —
has a name and a number. The name alone may not be unique, but in Chapter
10, you discover that each host on an internet also has a longer unique name.
For now, we’ll stick with just simple host names. Your computer’s number is
an address. Chapter 2 discusses the unique MAC address hardcoded onto
your NIC, whether your computer participates in a network or not. This chap-
ter delves into the IP addresses that internets, including the Internet, use to
identify hosts.

Playing the numbers game

Your computer has a number, known as your host’s IP address, and the greater
part of this chapter is devoted to its format. Your computer may have more
than one IP address, depending on how many networks it’s connected to.

Your computer’s name and IP address can change. Your computer can take
on nicknames, change names, and have multiple identities.

You could have a network where all the computers had numeric addresses
and no names, but it would make life difficult, (almost impossible) for most of
us. Here are two reasons why names are important:

1 Name recognition: Humans like to name things (dogs, cats, goldfish)
and can remember those names. Computers like dealing with numbers
and only numbers

v+~ Ease of use: Knowing a particular computer’s name makes it easier to
connect to a specific computer when you need to use the services it
offers. For example, you can connect to 192.168.253.9, but remem-
bering and typing pinkflamingo is much easier.

Table 4-1 lists the host names and IP addresses in our TCP/IP For Dummies
network.
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Table 4-1 Computers in Our Network
Host Name IP Address

woodstock 192.168.253.5

baldEagle 192.168.253.6

hawk 192.168.253.7

tweety 192.168.253.8
pinkflamingo 192.168.253.9

Identifying a computer as uniquely yours

Suppose that your computer name isn’t unique on your network or the
Internet. Let’s compare two companies named Lotus: One makes cars; the
other makes software. If you try to connect by way of FTP to a computer
named lotus, would you find files related to cars or software?

TCP/IP and the Internet require that every computer on the network (and
in the world) be uniquely identified by both name and address. To identify
a computer named lotus, for example, you need more names — kind of like
first, middle, and last, and maybe more.

A computer’s full name is its fully qualified domain name, or FQDN. (Go ahead —
try to say it three times fast.) The FQDN for the computer named lotus might be

lotus.wileiden.com
Here’s a breakdown:

v Computer name: lotus
v Organization name: wileiden

+ Internet top-level domain: com (short for commercial organization)
Here’s another example:

lotus.carcollege.edu
And here’s what’s in it:

v Computer name: lotus
v Organization name: carcollege

1+ Internet top-level domain: edu (short for educational institution)
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Translating names into numbers

A numeric IP address identifies hosts on a network. Yes, you usually type the
host’s name, but somewhere along the way a TCP/IP service resolves that
name into the numeric IP address.

1 Host just a few translations: On a small network, your computer may
have a hosts file, which translates host names into IP addresses. This
simple text file lists a computer’s name and its IP address. Chapter 10
gives you some advice about how and when to build a hosts file.

v Translate big-time with DNS: On a big network (none bigger than the
Internet), where the hosts file is enormous, the DNS performs the name/
address resolution. Later in this chapter, you can read a brief introduc-
tion to DNS. The hosts file and DNS are discussed in detail in Chapter 10.

Taking a Closer Look at 1P Addresses
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The address where you live is made up of several parts. It can include many
elements that identify you — your street name, post office box, city, region
(province, state, canton, or county), country, and postal code, for example.
The same is true of your computer (host). The difference is that you know
your home address — it consists mostly of text with a few numbers — but
you may or may not know your computer’s IP address, which comprises
numbers and dots.

Two versions of IP are now in use: IPv4 and IPv6. Although IPv6 is the next gen-
eration of IP addressing, IPv4 is still much more widely used. You can use both
[Pv4 and IPv6 together. Frequently, people refer to both v4 and v6 as simply

IP. In this chapter, we explain IPv4 addressing; Chapter 9 talks about IPv6. But
don’t head to Chapter 9 yet, unless you already understand IPv4 addresses,
because

v IPv6 addressing builds on the IPv4 foundation.
v IPv4 and IPv6 will exist together for a long time to come.

v If you're not ready for IPv6, you can use a workaround if you have an IP
address shortage.

The IP address (to be specific, the IPv4 address) is a set of numbers separated
by dots. It identifies one host. Every device on the TCP/IP network (that is,
every network interface on the network — some devices may have more than
one) needs a unique IP address. If your host is on a TCP/IP network, that host
has an IP address, even if you always call your computer by name.
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You may have noticed this numeric address showing up in messages and won-
dered what it was. For example, telnet reports the IP address as it tries to con-
nect to the remote host. Here’s a brief sample; you connect to f1yingpenguin
by name, and telnet announces the f1lyingpenguin IP address:

% telnet flyingpenguin
Trying 0.241...
Connected to flyingpenguin.

Savoring Classful Addressing

If you've seen a few numeric IP addresses, you've most likely seen classful
addresses. Classful addresses have four numbers separated by dots, such as
the address for £1yingpenguin, in the preceding section. This IP addressing
format is the conventional addressing method used by IPv4.

Note: This chapter talks about IPv4 classful addressing. Chapter 8 juices
up addressing with details on classless addressing and Class Inter-Domain
Routing (CIDR) protocol, and Chapter 9 serves up IPv6 addressing.

An [Pv4 address is a 32-bit number that has two sections: the network number

and the host number. (You can’t see the division. Read the section in Chapter

5 about subnet masks.) Addresses are written as four fields, 8 bits apiece, sep-
arated by dots. Each field can be a number ranging from 0 to 255. This style of
writing an address is dotted decimal notation.

All hosts on the same network must use the same network number. Each host
or network interface on the same network must have a unique host number.
The following excerpt is from a hosts file, which translates names into num-
bers and vice versa. The last two digits of each address, the host numbers, are
unique. The rest of each address comprises the network number. Notice that
the network number is the same for every host because all the hosts are on
the same network:

# Cardinal Consulting, Inc. LAN

# IP address Name Comment
192.168.40.55 flyingpenguin #Candace-Linux
192.168.40.56 bluebird #MarshallVista
192.168.40.61 oldestbird #VMS server
192.168.40.63 bigbird #Unix server
192.168.40.64 mazarin #Windows 2008 server
192.168.40.65 macbird #Mac OS X
192.168.40.72 uselessbird #ancient 386
192.168.40.75 pinkflamingo #Candace-XP

An IP address has four parts, and those parts divide into two pieces: the net-
work piece and the host piece.
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Figure 4-1 shows how the size of the network and hosts parts differ, based on

the class of the network. The hosts in the Cardinal Consulting, Inc. LAN are

part of a Class C network. (See the next section for more on network classes.)

A|Network...|H08t | ....... | ....... |

B|Network...| ....... |Host | ....... |

C|Network...| ....... | ....... |Host....|

Class A address 1.1.1.1
Class B address 130.103.40.210
Class C address 192.9.200.15

In the figure, the parts of the address that represent the network comprise
the network prefix.

The basic structure of an IP address consists of two sections: the network ID
and the host ID. Where this 32-bit address is divided depends on the network
class.

Recognizing the Parts of an 1P Address

If you've read this far, you know that a classful IPv4 address has four parts
and looks like this:

partl.part2.part3.partd

The Internet is divided into classes because Internet addresses were handed
out in specific groups called classes.

The meaning of these parts depends on your network class. TCP/IP has four
classes of networks, as described in the following sections. Although only
three classes are now widely used, the fourth has a special purpose. Whether
your organization connects to the Internet or is a private intranet, the first
three classes work the same way.
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Class A is for a few enormous networks

Theoretically, only 127 Class A networks can exist on the Internet, but each
one of those can have a huge number of hosts: about 17 million apiece
(16,777,216, to be exact). Only a few very large organizations need Class A
networks. By the way, no Class A network starts with the number 0, and the
entire Class A network numbered 127 is reserved, leaving only 126 Class A
networks.

Class B is for lots of big networks

Although Class B networks aren’t nearly as enormous as Class A networks,
they’re still hefty. Each Class B network can have about 65,000 hosts — the
size needed by large universities and larger companies. The Internet can sup-
port as many as 16,384 Class B networks.

Class C is for millions of small networks

Class C networks are much smaller than Class A and B networks, and the
Internet has more than 2 million (2,097,152) of them. Most networks con-
nected to the Internet are Class C. Each one can have only 254 hosts.

Class D is for multicasting

Class D networks are completely different from the other classes — they’re
used for multicasting, which is a special way of transmitting information from
a server to a set of clients all at the same time. Multicasting is the technology
that supports such cool applications as audio- and video-conferencing and
radio and television stations that exist only on the Internet.

Days or weeks before a “broadcast,” the sponsoring organization announces
(by way of e-mail or Usenet news) the Class D network address that the
server will use for the transmission. (Radio and television stations are
assigned permanent addresses so that they can transmit constantly if they
choose to.) Plenty of channels are available because Class D addresses range
from 224.0.0.0 to 239.255.255.255. At the assigned date and time for the broad-
cast, you tune (configure) your client software to the proper Class D address.
The broadcast works just like ordinary radio and television except that it’s on
the Internet.
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Real-time applications require special-purpose, multicast-aware routers so
that the packets always arrive in the proper order and none is missing. These
routers on the Internet form the IP multicast backbone, or MBone.

Biting Down on Bits and Bytes

You might wonder who first determined the number of hosts in Class A, B,
and C networks, and you might wonder why only 127 Class A networks exist
when (almost) a zillion class C networks exist.

It all has to do with the arrangement of the bits inside the addresses. For
example, Class A addresses use the first field as the network section and the
next three fields as the host section. The more fields a section has, the larger
the number that results. Because Class A has only one field in the network
section, it can have only a small number of networks. But the three fields in
the hosts part allow each of those 127 networks to have a ton of computers.

Table 4-2 shows how the four fields of the IP address are assigned to the net-
work section and host section.

Table 4-2 The Two Sections of the IP Address
Network Class Network Section Host Section

A field1 field2.field3.field4
B field1.field2 field3.field4

C field1.field2.field3 field4

Danger — math ahead! If you already understand binary numbers and how to
convert from decimal to binary, skip ahead to the next section. If you don’t
understand binary numbers, this section takes you back to school. Get ready
to look at place values in a whole new way.

Figure 4-2 takes the number 127 apart to show how it’s constructed in

binary. A computer looks at the number 127 as an arrangement of Os and 1s.
Computers ultimately do everything in binary, or base 2. So if you look at the
place value columns in Figure 4-2, you don’t see the familiar 1s, 10s, 100s, and
so on, from the decimal system. Rather, you see the 1s, 2s, 4s, 8s, 16s, 32s, 64s,
128s, and so on. (Remember: In binary, the only possible values in a column
are 0 or 1. Also remember that a byte contains 8 bits.) In the decimal system, it
takes three columns — the 1s column, the 10s column, and the 100s column —
to represent the number 127. To get to 127, therefore, a binary number has 7
columns: the 1s, 2s, 4s, 8s, 16s, 32s, and 64s.
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In a computer, each place-value column in a
binary number is represented by a bit. In the
early days of computers, you could look inside
the cabinet and see circular magnets, or cores;
each magnet was a bit. A core magnetized in
one direction (clockwise, for example) meant
that the bit was set to 1. A core magnetized in
the other direction (counterclockwise) meant
that the bit was set to 0. Modern transistors and
semiconductors have replaced the magnets so
that seeing what's going on inside is more dif-
ficult— but the computer still uses bits of 1 and
0. All numbers inside the computer, from 0 to
1,000,000,000,000 and higher, are made from
bits. The computer keeps adding the 1s and 0s
until it reaches the total, such as 127.

If every bit of the Class A network piece were
set to 0 or 1, that would result in a higher
number than the 127 allowed by the Internet.
Figure it out:

128+64+32+16+8+4+2+1

Classy bits

But TCP/IP requires that the high-order bit
for a Class A network is always 0. According
to this rule, when you add up the bits, you get
0+64+32+16+8+4+2+1 for the number of Class
A networks that a 32-bit address allows. To
determine how many networks and hosts were
allowable for each Internet class, the maximum
value was calculated for the field combinations
of each section. The rules for Class B state that
the first two high-order bits must be 1 and 0. For
Class C, the first two high-order bits must be 1
and 1.

The high-order bits are the bits at the end of
the number. Which end they're on depends on
whether your computer reads from right to left
or from left to right. If a computer reads from
right to left, as does a PC, the high-order bits
are the ones on the far left end.

Class A Network
— 128 64 32 16 8 2 1 Place value columns
Figure 4-2:
Binary 0 1 1 1 1 1 1 Bitvalues (either 1 or 0)
numbers are _
as easy as High Low
1-2-3. order order
Oops — bit bit
make that
0-1-0. 127= 1 + 2 + 4 + 8 + 16 + 32 + 64
|
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Obtaining an 1P Address

|
Figure 4-3:
This private
network
doesn't
need
globally
unique IP
addresses.
|

Before you obtain an IP address for your network, we first have to ask
whether you want a private address or a global Internet address.

The answer depends on whether you need an address for a private network
or a global public network, such as the Internet.

Choosing whether to go
public or stay private

A private network is also known as a nonroutable network because it isn’t con-
nected to the Internet — at least not directly. The TCP/IP For Dummies network
is a private network hidden behind a firewall. None of our computers con-
nects to the Internet. We can use any IP addresses on our private network we
want because the Internet doesn’t know anything about them, and it doesn’t
care. However, the Internet powers that be have reserved a set of addresses
just for private networks. These addresses, which can be within the range of
192.168.0.0 to 192.168.255.255, appear often in the examples in this book.

Figure 4-3 displays a private network. That network’s router connects the

network to an ISP, and the ISP connects to the Internet. So we have Internet
access without having to put ourselves “out there” publicly.

— ~
[ Private, non-routable \
| local addresses |
| Mac 192.168.1.2 |
|
PC 192.168.1.4 |
|
I PC 192.168.1.6 |
l )

~N O —

Outside Inside

Any device connected directly to the Internet must have a unique IP address.
If you aren’t directly connected to the Internet, for example, your computers
connect to your ISP (Internet service provider), and you can still get a global,
unique IP address if you need it.
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The IP address powers that be

The Internet Assigned Numbers Authority
(IANA) manages the worldwide assignment of
IP addresses. IANA delegates its responsibility
by passing out massive blocks of addresses to
the Regional Internet Registries, or RIRs.

RIRs hand out IP addresses in their respective
regions. As of this writing, these five RIRs serve
different regions:

AfriNIC: Africa
APNIC: Asia Pacific

ARIN: North America and several Caribbean
and North Atlantic islands

LACNIC: Latin America and the rest of the
Caribbean

RIPE NCC: Europe, the Middle East, and parts
of central Asia

Check out how to request an IP addresses from
one of the organizations by reading the docu-
ment at www.arin.net/registration/
guidelines/ipv4_initial_alloc.

01

html.

Obeying the network police

If you work in an organization that uses a private network — granted, it might
be much bigger than the private network shown earlier (refer to Figure 4-3),
don’t think that you can pick any address you like for your computer.

Large organizations employ network administrators (known affectionately
as the network police) who tell you what to use for an address so that yours
doesn’t conflict with anyone else’s. Your network police officer is there to
ensure that no one “squats” at a network address that’s already in use. If the
network police force doesn’t do its job and you set up your computer to use
an existing address, don’t come complaining to us that you never receive
your e-mail or that you're receiving someone else’s junk mail.

If your organization uses the Dynamic Host Configuration Protocol (DHCP),
the DHCP server software automatically assigns an IP address to your host.
We hand over the DHCP details in Chapter 5.

Obtaining a globally unique 1P address

On the Internet, where many thousands of networks are interconnected, the
assignment of the network number portion of the IP address keeps the orga-
nizations clearly identified and separate.

To connect your network to the Internet, you need an official block of
addresses and a registered domain name (to append to your computers’
names to create their fully qualified domain names).
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Now, if you need a global IP address, you won’t go to IANA (described in the
nearby sidebar, “The IP address powers that be”) unless you're a giant tele-
com company. Most organizations receive global addresses from an Internet
Service Provider (ISP), such as Comcast, Verizon, Deutsche Telekom, NTT
Communications, and many more around the world.

Acquiring a static address

When you have a static address, your IP address is always the same. When
your computer starts up, it immediately knows your address. Your address
never changes. But static addresses have some problems, such as

v More work for the network administrator. Even in a small home net-
work, extra work can be annoying because you have to set up each com-
puter’s address separately. If something changes in your network, you
have to change all the addresses.

v~ Possible waste: If your computer goes off the network, its IP address
isn’t needed and is therefore wasted. It might not seem like a problem in
a small office/home office (SOHO), but imagine a large corporation with
thousands of static addresses. If half its computers don’t need to be net-
worked all the time, its addresses go to waste part of the time.

Getting dynamic addresses with DHCP

DHCP gives network administrators a break. If you hate the idea of doing the
math, you can let DHCP help. DHCP is the TCP/IP protocol that automatically
assigns and tracks IP addresses while the network administrator does some-
thing else (like take a stroll on the beach).

Besides giving network administrators a rest, DHCP saves waste. A computer
gets an IP address only when it needs one. To find out how DHCP works, see
Chapter 5.

Finding out your 1P address

Most likely, you know the name of your computer, but if you don’t, you

can easily find out its name and address by using the ipconfig command
(Windows) or the ifconfig command (Mac OS X, Linux, and Unix). The ipcon-
fig and ifconfig commands provide lots of information about your computer’s
network settings. Using the command works a little differently depending on
your operating system, but the results are the same.
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Using ipconfig in Windows to digest network information
Whatever flavor of Windows you like to munch, you need to run ipconfig in a

command window. (It has no cute little icon.) Follow these steps to run ipconfig:
. Click the Start button to open the Start menu.

. Click Run.

. Type command or cmd in the Run box.

. Type ipconfig in the black command window.

G o W N e

. If you want to see much more than your computer’s IP address, such
as whether it’s static or dynamically allocated by a DHCP server, type
ipconfig /all.

Figure 4-4 shows the output from a basic ipconfig command. You can find out
a lot about your computer’s network configuration by using the ipconfig
command.

Windows 1P Configuration

Ethernet adapter Local Area Connection:

Media State . . . . . . . . . . . : Media disconnected

Ethernet adapter Wireless Network Connection:

—
ﬁgure4-4: Connection-specific DNS Suffix . : home
Theoutpgt IP Address. - . - - - - - - . . . :192.168.1.2

from a basic

ipconfig Subnet Mask . . . . . . . . . . . I 255.255.255.0
command. Default Gateway . . . . . . . . . I 192.168.1.1

—

Using ifconfig in Mac 0S X

Follow these steps to find your computer’s IP address in Mac OS X:
1. Use Finder to open the Applications folder.
2. Go to Utilities.

3. Open a terminal window.
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4. Type ifconfig at the prompt in the terminal window.

When you see en0 (wired) or enl (wireless), you're looking at
information about your NIC.
@ 5. Find your IP address on the line labeled with inet.
A
In Mac OS X, Linux, and Unix, if you want to see all the information, rather
than use the /all option, as in Windows, use —a instead:

ifconfig -a

Using ifconfig on Linux or Unix
To find your IP address on Linux or Unix, you do basically the same thing as on

Mac OS X: Open a terminal window and follow the Mac OS X instructions in the
preceding section. Linux and Unix typically use eth0 or eth1 as your NIC.

Resolving Names and Addresses

with DN'S

In this section, you discover another TCP/IP service: the Domain Name
System (DNS, pronounced by saying the letters “D N S”). But when you fish
for information with the DNS rod and reel, you're fishing around not just
on your own intranet but also on the Internet. All servers connected to the
Internet use DNS to translate Internet host names into IP addresses.

Understanding the minimum amount
of information about DN'S

A name service resolves (translates) a computer name into a numeric

address. The Domain Name System, which is the name service for the

MBER Internet, translates computer names into TCP/IP numeric addresses.
Another way to say that DNS translates or resolves names and numeric
addresses is to say that DNS maps names to addresses.

If your organization’s network is connected to the Internet, you must use DNS.
If your organization has a private intranet, you can either use DNS to provide
the name service for your network or create a hosts file with the names and
addresses of the devices on your intranet.
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DNS was created specifically to handle the requirement that every computer
needs to be uniquely named on the network. By adding some pieces to your
computer name to make it unique, DNS solves the problem of duplicate com-
puter names.

Using DN'S to “Do Nifty Searches”

In techie terms, DNS is the name-and-address resolution service used on

the Internet. In more straightforward terms, DNS is a kind of directory ser-
vice. It searches for the numeric Internet address for a computer name and
vice versa. (Of course, if we could remember those complicated numeric
addresses, we wouldn’t need a name-and-address resolution service, but
brain cells being what they are, we’d rather think of a computer as bigbird
rather than as 192.168.0.1.)

As mentioned earlier in this chapter, hosts on a TCP/IP network have both a
name and a numeric IP address. When you use a name, either the hosts file
(see Chapter 6) or DNS must translate the names into numbers behind the
scenes.

Let’s look at the mythical address abc.university.edu. Remember that
the first piece of this address, abc, is the computer’s name; the last piece of
the address, on the right, edu, represents a domain name — a DNS top-level
domain name. The intermediate piece (university) is a secondary domain
name, which represents such elements as organization names.

Describing Fully Qualified Domain
Nawmes (FODN's)

Various products and applications use the term domain to mean different
things. The Internet is so huge that it organizes its participating computers
into groups of administrative units; these units are domains. DNS defines
domain in the context of a large network, such as the Internet. The domains
themselves are organized hierarchically into a tree structure, as shown in
Figure 4-5. The next sections explain more about the ICANN (see Chapter 1)
domain labeling system.
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|
Figure 4-5:
Internet
domains are
hierarchical.
|
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Branching out into domains

o

The Internet’s “tree” (refer to Figure 4-5) is upside down: The root is at the
top, and branches extend from the top-level domains, or TLDs. Your computer
sits in the leaves, at the edge of this hierarchy of domains. There are two
types of TLDs:

v Generic top-level domain (gTLD): These domains have the generic orga-
nization types listed in Table 4-3. You might recognize the suffix in the
first column as the last part of many Internet and Web addresses.

v Country code top-level domain (ccTLD): A country code domain
ends with a two-character country code specified by the International
Standards Organization (ISO). We last counted almost 300 country code
domains, including those reserved for future use. Not all are indepen-
dent countries. Antarctica, for example, and certain protectorates and
territories also have ccTLDs. Table 4-4 lists a few of these country code
top-level domains.
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Table 4-3 Generic Top-Level Domain Names

Domain Suffix What It's Used For

.com Commercial enterprise

.net Network service

.org Organization

.edu Educational institution

.gov United States government

.mil Military service

.aero Air transport industry

.biz Business

.coop Cooperative organizations

.info Unrestricted

.museum Museum

.name Individual

.pro Accountant, lawyer, physician, or other professional

Table 4-4 A Few Country Code Top-Level Domain Names

Country Code Country It Represents

ac Ascension Island

ca Canada

cz Czech Republic

uk United Kingdom (The I1SO code is gb, but the popularly used
domain is uk.)

uz Uzbekistan

If you're using the United States’ domain structure as a model, be aware that
the subdomains may (or may not) have different names. In Australia, they use
the same style as in the U.S. (com. au or edu. au, for example). But in the U.K,,
some administrative domains are named differently, as in co . uk (corporation)
and ac.uk (academic community), and some stay the same, as in gov.uk

(government).

67
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Stalking new domains

The Internet’s current system of generic top-level domains (gTLDs) is about
to change. The 21 generic top-level domain names are still available, but orga-
nizations can apply to have their own gTLDs. For example, the Octal Octopus
Corporation, LLC might apply for its own gTLD. If ICANN approves the
application, we must change the top level of the tree shown in Figure 4-5 to
add Octal Octopus Corporation. If your friend Olive works at Octal Octopus
Corporation and her computer’s name is molluska, whenever you send her
e-mail, you send it to olive@molluska.OctalOctopusCorporation.
These new gTLDs are allowed to be as long as 64 characters.
WING/

§g~ If you decide that you want to have a gTLD of your very own, start saving up.
To apply and register costs about US$185,000. (We guarantee that you’ll never
see a gTLD named Wilensky or Leiden.)

Determining Whether the Internet
Will Ever Fill Up

Theoretically, the Internet could fill up in two ways:

»* Run out of addresses.

MBER +»* Run out of bandwidth.
Bandwidth is the amount of data you can send through a network connection.
It’s usually measured in bits per second, or bps.

Choking on bandwidth

You can think of bandwidth as a superhighway. More data flows through the
highway as more lanes are added. Data slows down on the information super-
highway because there’s not enough bandwidth. Just as a chain is no stron-
ger than its weakest link, a data pathway is no faster than its slowest network
segment.

The way to ensure that enough bandwidth is available to keep the Internet
from slowing to a crawl is to keep adding more and increasingly powerful rout-
ers and servers and to upgrade the transmission. Of course, this process is
for telecom companies and nations to figure out and pay for. Some doomsay-
ers predict that the Internet will slow to a turtle’s pace in a couple of years
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because of limited bandwidth. An Internet that sluggish isn’t likely to happen,
however, as long as the big Internet companies and countries keep spending
billions to improve its backbone and skeleton.

Panicking about not having
enough addresses

The days of panicking that the Internet would run out of addresses have
come and gone. IPv6 increases the Internet address space enormously and
also seriously decreases the inefficient IPv4 allocation of addresses. Two
more technologies, Network Address Translation (NAT) and Classless Inter-
Domain Routing (CIDR), are helping to solve potential IP address shortages.
Chapter 5 introduces you to NAT, and Chapter 8 includes CIDR information.

Dishing Up More Kinds of Addresses

An [P address is not the only address that identifies your host. Every host
with a NIC also has a hardware address (one per NIC), called a Media Access
Control (MAC). In addition to IP addresses and MAC hardware addresses, net-
work services and protocols also use an identifier — a port number — similar
to an address.

MAC: Media Access Control

The NIC manufacturer hard-codes a unique hardware address, a Media
Access Control (MAC), on every NIC. The ARP (Address Resolution Protocol)
translates IP addresses to MAC addresses. Because your MAC address is a
unique hardware ID, ARP is the way a message travels from an IP address
through the lower layers of the TCP/IP layer cake and winds up at a specific
hardware device. Earlier in this chapter, you can find sections on using the
ipconfig and ifconfig commands. In Figure 4-6, the ipconfig/all command
lists the MAC address as the physical address. This address doesn’t look any-
thing like an IP address. The format for your MAC address is six sets of two
characters separated by colons.

The computer in Figure 4-6 runs Mac OS X, which uses both IPv4 and IPv6.
The dotted decimal notation, such as inet 127.0.0.1, represents the
IPv4 addresses, explained in this chapter. The double colon (::) notation,
such as inet6 fe80::20a:95ff:fe9d:68, represents the IPv6 addresses,
explained in Chapter 9.
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marscand% ifconfig -a

l00: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 16384
inet 127.0.0.1 netmask 0xff000000
inet6 ::1 prefixlen 128
inet6 fe80::1%I00 prefixlen 64 scopeid 0x1

gif0: flags=8010<POINTOPOINT,MULTICAST> mtu 1280

Ethernet stf0: flags=0<> mtu 1280
NIC flags:8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500

inet6 fe80::20a:95ff:fe9d:6816%en0 prefixlen 64 scopeid 0x4

inet 10.0..1.1.99.ne.tm?sk 0xffffff00 broadcast 10.0.1.255 MAC address for
— ether 00:0a:95:9d:68:16 Eth tNIC
Figure 4-6: media: autoselect (100baseTX <full-duplex>) status: active erne
The manu- supported media: none autoselect 10baseT/UTP <half-duplex>
facturer 10baseT/UTP <full-duplex> 10baseT/UTP <full-duplex,hw-loopback>
100baseTX <half-duplex> 100baseTX <full-duplex> 100baseTX
hard-codes <full-duplex,hw-loopback>
a unique flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 2030
MAC . . lladdr 00:0a:95:ff:fe:9d:68:16
address on FireWire media: autoselect <full-duplex> status: inactiv |
NIC it controller MAC
ever\r/nakes (Media Access Control)
: for FireWire NIC
—
Port numbers

Port numbers function as addresses for network services. If you remember the
TCP/IP layer cake from Chapter 2, IP (in the internet layer) passes data to the
transport layer, and the transport protocol (either TCP or UDP) passes the data
to the correct network service. Port numbers identify the network services.
Table 4-5 lists a few well-known port numbers and their accompanying service
or protocol. Programmers use these port numbers to write new TCP/IP services
and applications.

Table 4-5 Sample Port Numbers
Port Service or Protocol

20, 21 FTP (File Transfer Protocol)

22 SSH - Secure Shell (secure remote login)

23 telnet

53 DNS (Domain Name Service)

80 HTTP (HyperText Transfer Protocol)

143 IMAP (Internet Message Access Protocol)

194 IRC (Internet Relay Chat)

546, 547 DHCP (Dynamic Host Configuration Protocol
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Figure 4-7 shows the FTP service receiving a request by way of Port 21.

FTP Server
FTP client
— FTP connection request

Figure 4-7: \C Port 21
FTP needs
to know the
port number
to transfer

an FTP Server sends data Port 20
request.
|
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Chapter 5

Need More Addresses?
Try Subnetting and NAT

In This Chapter
Protocols in this chapter: IP, DHCP, NAT, NAT-PT
Using IP addresses economically
Understanding subnets and why they wear masks
Letting DHCP do the work and save on IP addresses
Understanding how NAT helps ease an IP address shortage
Drinking in NAT security
Using NAT to move between IPv4 and IPv6

l CP/IP is like a restaurant. When the restaurant runs out of a popular dish,
it substitutes another one on the menu. When IP runs out of addresses, it
also substitutes other dishes.

The Internet is running out of 32-bit IPv4 addresses! You must have heard that
before, maybe many times. But is that shortage still a problem? Maybe not; the
TCP/IP restaurant has a delicious addition to the menu: Have a look at IPv6 in
Chapter 9 to see how the next generation of IP — and its 128 bits — will hold
us for a long time, provide a massive boost in address space, and offer built-in
security. Yum. But many organizations and people haven’t moved to IPv6 yet.
So, we need some other items on the menu to keep surviving with the limited
number of IPv4 addresses still available while the great migration goes on.

In this chapter, we describe some ways to conserve IPv4 addresses without
giving up any Internet connectivity.

So take heart as you peruse some appetizing subnet techniques and a tasty
short menu of protocols to help satisfy the Net’s short-term appetite for
addresses.
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Working with Subnets and Subnet Masks
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Subnets divide one network into multiple smaller networks, normally inter-
connected by network devices called routers. (See Chapter 7 for more about
routers.)

Not every network environment requires subnets. For example, if your orga-
nization’s network has 254 or fewer hosts — and the network lives in one
building (what a concept), there’s no reason to subnet it. But if your organi-
zation’s network expands into multiple locations, the network administrator
needs to look at a couple of options:

v Ask for another entire network number for every new facility — which
is greedy if your existing network still has enough unassigned host num-
bers to go around.

v Split your existing network into pieces (subnetworks — subnets for
short), one piece for each location.

Class C networks are the smallest. When you get a Class C network, you get
254 addresses whether you need them or not. Imagine The Crepe Place in
Paris (TCPiP), a restaurant with 3 branches. Each branch has a separate
Class C network, but there are only 100 network devices in each branch res-
taurant. That means in each branch, 154 addresses go unused. That’s greedy
(or at least wasteful)!

When subnets are necessary and the network administrator (this may mean
you!) uses good common sense to subdivide the network, subnets yield some
advantages over one large network:

+* Smaller networks are easier to manage and troubleshoot, even though
there are more pieces.

v Network traffic overall is reduced and performance may improve
because most traffic is local to its location’s subnet.

v Network security can be applied more easily at the interconnections
between the subnets. (For some exhausting details about network secu-
rity, read Chapters 20 and 21.)

Figure 5-1 shows a main network with two subnets. Whether wired or wire-
less, each network and each host has an address. Look carefully at field3 in
each address; can you find some subtle differences?

Part of the address for a subnet includes the address for the main network:
192.168
and borrows some bits from the host part to extend the network section. The

borrowed bits enable each subnet to have its own unique network address:
192.168.1,192.168.2, and so on.
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What are routers? And how big do they get?

A routeris a computer that runs software that
figures how a packet should be forwarded on
the route to its destination. A router works at
the internet layer of the TCP/IP layer cake, and
connects to at least two networks. Most routers
are in homes and offices and send Web, e-mail,
and other Internet messages from the local
area network (LAN) through your broadband
connection (such as cable or DSL modem) to
your ISP. Your ISP sends your routed messages
outto the Internet. A combination cable modem/
router connects the home LAN to the ISP. Some
of the fancier routers combine routing functions
with a DHCP server and a firewall. Chapters 4
and 5 contain information about DHCP. Chapter
12 gives you an introduction to firewalls.

The routers at the biggest ISPs that connect the
Internet backbones (major Internet segments)
have huge capacity. Cisco Systems Inc., for
example, makes most of the Internet routers,
including one that's so powerful, it's listed in
the Guinness World Records. This enormously
powerful router can move up to 92 Thps (tera-
bits, thatis, trillion bits) of data per second. Just
one of these routers on the Internet will allow 1
billion people to play an online game, and use
real-time voice-and-chat — all at the same
time. (For that matter, it would let everyone
who's ever read any edition of this book watch
a video simultaneously.) Whew! Luckily, most
of us don't really need a router that costs half a
billion U.S. dollars.

Mainframe
|
192.168.1.1 192.168.1.2
Wireless
192.168.10.15 192.168.10.16 Routor

| f
Figure 5-1:
Each sub-

network
has its own

address.

Subnet 2
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Because the subnet addresses come from the main network’s address, you
don’t have to ask a registrar to assign them. These addresses already belong
to your organization; you've just decided to use them differently.

Defining subnet masks

When the network administrator borrows bits from the main network
address’s host section, TCP/IP needs to know which bits of the host section
are borrowed to be used as the network address. The administrator uses a
subnet mask to borrow those host bits. A subnet mask is 32 bits that overlay
an IP address.

An IPv6 subnet mask is 128 bits, but IPv6 subnet masks are only rarely needed.

The mask sets all the bits for the network address to 1, and all the bits for
the host address to 0. The mask tells the router, “Look only at the bits that lie
under the 1s. Forget about any bits that lie under the 0s.” Because the router
can skip the masked-out bits (that is, the zeroed-out bits), it can send packets
on their way faster than if it had to look at the entire address.

Before defining a subnet mask, the network administrator needs to figure out
how many subnets to create and how many hosts will be in each subnet. This
determines how many bits should be set to 1.

The more bits used for the subnet mask, the fewer hosts can be on each
subnet created.

Why a network has a mask
when it has no subnets

Your network always has a subnet mask even if it doesn’t use subnets. Most
TCP/IP implementations supply a default subnet mask, which says, “Hi. 'm
a network that’s not subnetted.” Figure 5-2 shows the default subnet mask
for each class of network. Most TCP/IP vendors automatically set the default
subnet mask for you.

Regardless of your operating system, you can see the mask when you look at
your network properties.

The subnet mask must be the same for each computer on that part of the
network; otherwise the computers don’t understand that they’re on the same
subnet.
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|
Figure 5-2:
Each class
hasa
default sub-
net mask.
|

A 255.0.0.0

| 11111111 | 00000000 | 00000000 | 00000000 |
B 255.255.0.0

11111111 11111111 00000000 | 00000000 |
c 255.255.255.0

l11ann111| 11110011 11111111 | 00000000 |

The subnet mask is applied to the IP address in every message in order to
separate the network number and the host number. For example, when your
computer examines the address 192.9.200.15 and applies the default subnet
mask of 255.255.255.0, it sees the network number 192.9.200 and the host
number 15.

Okay, how do you know this works? Hold on to your techie hats. It’s done by
converting nice decimal numbers, such as 255, to not-so-nice binary numbers,
such as 11111111. Then, after all the numbers are converted to binary, they
get ANDed. AND is a binary mathematical operation. If you aren’t fed up AND
bored by now, read the upcoming sidebar “Boolean arithmetic: AND.” Just
remember: Although this stuff may seem incomprehensible to you, your com-
puter lives, breathes, and eats binary — and thinks this is Really Fun!

(The authors of this book cannot be held responsible for any medical or
mental complications that result from reading the Boolean arithmetic sidebar.)

Subnetting 101

Say, for example, that you're going to split one Class C network with 256
addresses into two equal subnets of 128 addresses each. First order of busi-
ness: Change the Class C default subnet mask of 255.255.255.0 — along some
very specific lines . . .

For this example, you use network number 192.9.202, which means the

256 addresses are numbered 192.9.202.0 through 192.9.202.255. To split

the network into two parts — giving one part addresses 0 to 127 and

giving the other addresses 128 to 255 — you need the custom subnet mask
255.255.255.128. The 0 becomes 128 because you borrow the high-order
bit from field4. (In binary, 128 is 10000000. Refer to the “Classy bits” side-
bar in Chapter 4 if you need help with the math.)

/7
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Boolean arithmetic: AND

In the AND operation, regardless of the value in the data bit, a mask bit of 0 yields a result of 0.
And a mask bit of 1 preserves the value in the data bit, also regardless of the value in the data bit.
Another way to say this is that the result bit is a 1 if and only if both the data bit and the mask bit
contain 1. Otherwise the result bit is 0. This table demonstrates:

0 1 0 1 Data
AND 0 0 1 1 Mask
0 0 0 1 Result

Here's an overview of how a subnet mask is used to obtain the network number part of an IP
address. In your computer, the fields of the dotted decimal IP address 192.9.200.15 are already in
binary as

11000000 00001001 11001000 00001111

The fields of the dotted decimal subnet mask 255.255.255.0 are also already in binary:
11111111 11111111 11111111 00000000

The AND operation yields the network number 192.9.200, as shown here:

11000000 00001001 11001000 00001111 IP address: 192.9.200.15

11111111 11111111 11111111 00000000 Subnet mask: 255.255.255.0

11000000 00001001 11001000 00000000 Result: 192.9.200.0

To get the host number, your computer inverts the bits of the subnet mask — each 1 becomes a 0
and each 0 becomes a 1 — and does another AND. Easy as pi, right?

11000000 00001001 11001000 00001111 IP address: 192.9.200.15
00000000 00000000 00000000 11111111 Subnet mask: 0.0.0.255
00000000 00000000 00000000 00001111 Result: 0.0.0.15

In the 192.9.202 network, there are 128 addresses that happen to have the
high-order bit of £ie1d4 set to 0 and another 128 addresses that happen

to have the high-order bit set to 1. If you thought the custom subnet mask
would be 255.255.255.1, you were close, but that mask borrows the low-order
bit of £ield4. It puts all the even-numbered addresses (0, 2, 4, 6, and so on
up to 254) in one subnet and all the odd-numbered addresses (1, 3, 5, 7, and
so on up to 255) in the other.

Before subnetting this example network, it was easy to say that all the hosts
were in the 192.9.202 network. The good news: After subnetting, they still are.
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Probably the most common example of subnetting is splitting a Class B
network into 256 Class C networks. To accomplish this, every host sets its
subnet mask to 255.255.255.0.

<P If you're a network administrator and you hate this math, Google “free subnet
calculators” for some handy tools to ease the pain. Also read about IPv6 in
Chapter 9, and rejoice: The expanded address size removes the need for
subnetting.

<P If you don’t know your subnet mask and you want to know it, the ipconfig
or ifconfig command is an easy way to find out. (Use ipconfig if you're
running some form of Windows. Use i fconfig if you're running some form of
Linux or Unix.) Chapter 4 illustrates using the basic command to see your IP
address. If you add the following command option, as shown in Figure 5-3, you
can see your subnet mask:

/all
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Letting the DHCP Protocol
Do the Work for Vou

If you could use some help with the complexities of subnetting, DHCP
(Dynamic Host Configuration Protocol) provides some. It’s the TCP/IP pro-
tocol that automatically assigns and keeps track of IP addresses and subnet
masks while the network administrator takes a stroll on the beach. DHCP has
three major benefits:
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v DHCP gives out IP addresses only when they’re needed
v DHCP automatically recycles IP addresses

v DHCP reduces network administrators’ workloads

So here’s a look at how gnarly subnetting can be, and how DHCP can help you
through the maze.

One administrator’s nightmare
is another’s fantasy

Imagine you're the person in charge of the White Pages of the telephone
book. What a hard job it must be! You have to be sure that every customer’s
name and number are in the book correctly and in alphabetical order. When
people move into your area and get phone service, you have to assign every
one of them a number and list it in the directory. If people discontinue ser-
vice, you have to remove their names and numbers. If you live where people
move frequently, you spend all your time keeping that directory up to date.

Now fantasize that the telephone company gets a new system that’s magi-
cal — and whenever someone needs to be assigned a telephone number, you
don’t have to do anything. The telephone system magically assigns a number
automatically. If someone no longer needs a number, the telephone system
automatically removes it and later recycles the number to someone else. And
forget about keeping the telephone book up to date. The telephone system
magically does that, too. In fact, there’s no permanent telephone book. If
someone wants to call Emily, she picks up the telephone and says, “Please
connect me to Emily’s telephone, wherever that is.” This system would make
your life as a telephone administrator so easy that you could work at the
beach with a novel in one hand and a cold drink in the other.

Fantasy? Yes, for telephone administrators — but not necessarily for network
administrators. People communicate on a network — big or small, Internet or
intranet — via computer names and IP addresses. The network administrator
keeps these names and addresses up to date in a hosts file or a DNS data-
base. Maintaining this information is tedious and time-consuming in a volatile
network environment, just as it is in a real-life telephone company.

In IPv6, DHCP changes its name to DHCPv6. Chapter 9 gives you the lowdown
on IPv6.
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Understanding how the DHCP protocol
works — it’s client/server again

DHCP does its magic by using a well-established approach to networked
computers: client/server networking. The DHCP server holds pools of IP
addresses to lease to clients. When you turn on your computer (a DHCP
client), it contacts your network’s DHCP server and asks to lease an address.
The client and server negotiate the lease and — voila! You have an IP address
to use for the duration of the lease.

Here’s how it works:

1. You turn on your computer.

TCP/IP starts, but remember, you're leasing. You have no permanent IP
address.

2. Your DHCP client software asks to lease an IP address.

This request is called a DHCP discover message. The DHCP discover
message contains the name of your computer and its MAC hardware
address. Your hardware address comes on your NIC (network interface
card), so the DHCP software already knows where to look for it.

3. Your DHCP client keeps broadcasting its lease request until a DHCP
server responds.

The response is usually so quick, you don’t notice any wait time. A DHCP
server is software that usually runs on a large host. The server software
provides DHCP services, such as storing a large pool of IP addresses

in a central database and leasing you an IP address. If there’s no DHCP
server — maybe an earthquake destroyed it — your computer keeps
trying, but never gets its address. In that case, you can’t use any TCP/IP
applications or services.

4. All the available DHCP servers answer your message by offering your
proposed IP address, the servers’ IP address, a subnet mask, and the
duration of the lease in hours.

The server’s response is called a DHCP offer message. Your computer
grabs an [P address so no one else can take it while you're negotiating.

The client and server negotiate in Figure 5-4.
5. Your DHCP client takes the first offer and broadcasts its acceptance.

The client responds to the server’s offer message with a DHCP request
message. The request message asks the DHCP server to verify the
address it offered. Then the other servers can cancel their offers.
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Step 4

Steps 2and 3

DHCP client

server

6. Your selected DHCP server makes your IP address permanent and sends
you an “acknowledged” message (DHCPACK).

7. Congratulations! You have an IP address.

Figure 5-5 congratulates the DHCP client on obtaining an IP address.

DHCP client

You can use TCP/IP applications and services as long as you want — or until
your lease expires.

Being evicted after your lease expires

Usually a DHCP server renews your lease with no problem. In fact, you don’t
have to do anything. The entire process is automatic and doesn’t interfere
with what you’re doing.

If the DHCP server dies during your lease, you keep your IP address until its
lease expires. You won’t be able to renew the lease. When your lease expires,
so does your ability to use TCP/IP services and applications.
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Because any DHCP server on the network can renew your lease, your net-
work administrator should configure more than one DHCP server. That way, a
lone DHCP server is not the single point of failure on a network.

Sharing Addresses with Network
Address Translation (NAT)

A\

NAT (also called IP NAT) consists of two parts:

v A pass-through between your private intranet and the outside world
(public Internet)

v A translator to and from private IP addresses to global IP addresses

NAT allows multiple computers on one intranet to share one officially regis-
tered IP address. Only one computer on the intranet must have a registered
[P address to get to the Internet; the device that has the official IP address is
called a NAT router. Requests from the hosts on your intranet go through the
NAT router on their way to and from the Internet.

Using IPv6 removes the need for NAT because IPv6 provides so many
addresses that there’s no need to share. If you're running IPv6, pat yourself
on the back, have a piece of layer cake, and skip the sections about NAT. If
you stay with this chapter, you get a glimpse of how NAT works behind the
scenes, how to ensure your NAT configuration is secure, and how NAT and
DHCP work together.

Understanding how NAT works

When packets move from inside your intranet through the NAT router, those
packets seem to come directly from the router; they have the router’s exter-
nal address. Here’s how it works. When a request comes from one of the
hosts on your intranet, the NAT router replaces that host’s local IP address
with its own global address. The NAT software then sends the message out to
the world on behalf of the local requester. When a response comes back, the
NAT router reverses the procedure and removes its own IP address from the
message and restores the originating computer’s address. Figure 5-6 shows
NAT running on a router.

NAT comes in two flavors:

v~ Static NAT requires you to assign a permanent public address to each
host on your private intranet.

+* Dynamic NAT automatically assigns public addresses on an as-needed
basis.
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Securing NAT

Using Dynamic NAT has the added benefit of adding security to your network
because your internal addresses are not available to the outside world. It’s
impossible for a hacker/cracker to see the address of your computer when
it’s hidden in a private network behind a NAT router.

Your private hosts can only see the NAT router. They can’t see the Internet.
For example, when you browse the Web, all your requests go through the
NAT router with the NAT router’s address. When there is any kind of incom-
ing request to your private host, Internet routers cannot see your host. As
far as the Internet is concerned, your IP address doesn’t exist. Any incoming
requests for your host see only the NAT router’s address. You are invisible.

Although NAT offers a side benefit in the security it provides, it’s not a substi-
tute for the bare-bones minimum security features listed in Chapter 12.

Using NAT and DHCP to work together

The computer acting as a NAT router can also be the DHCP server that
leases IP addresses to the other computers on the intranet. The computer
that serves as the NAT router might also be a DHCP client, getting its official
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tions.
|

IP address from the ISP. Microsoft’s Internet Connection Sharing (a feature

of older Windows operating systems, such as Windows 98 Second Edition,
Windows 2000, and Windows XP Professional) functions as a DHCP server
and NAT router. The network we use for most of this book’s examples uses
NAT and DHCP. Instead of requesting a Class C network for our small intra-
net, we have one computer with an IP address assigned by our ISP. Figure 5-7
shows a piece of our intranet and how a Web-browser request goes through
our NAT router and out to the Internet.

tweety
Windows Vista
DHCP client
192.168.0.2
bluejay | Internet
Windows XP Pro via ISP
DHCP client
192.168.0.3
DHCP server
flying penguin uses 192.168.0.1
Linux for itself
DHCP client and leases _
192.168.0.4 IP addresses DHCP clientN " dummies.com
to computers gets official Web site
on the house IP address
intranet from ISP
More DHCP
clients E
Home Internet

Here the router, with multiple NICs inside, serves three roles:

v NAT router: Again, this is the computer that has the official I[P address.

v+ DHCP Client: It gets our official IP address from our ISP. One NIC con-
nects us to our ISP through a cable modem.

1 DHCP server: It leases IP addresses to the other computers on our
in-house intranet. The other NIC goes to a hub that connects all the in-
house computers.
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The browser request follows these steps:

1. Marshall, on tweety, types a URL, such as www.dummies . com, in his
browser. The packet includes tweety’s address, and it goes to the combi-
nation router/DHCP server. The router removes tweety’s IP address from

the packet and inserts its own address.

2. The router sends tweety’s browser request to the www.dummies . com

Web site.

3. The www.dummies . com server packages up a response to send to the
router. The router’s IP address is part of the packet. The router receives
the response packet. The router also removes its own IP address and

replaces the address with tweety’s IP address.

4. The router forwards the response to tweety.

Swallowing NAT incompatibilities

Thank goodness the TCP/IP Restaurant at the End of the Universe allows
address substitutions. A NAT router works by rewriting IP addresses in the
packet header. NAT assumes that IP addresses only occur in the Internet layer
of the TCP/IP model. NAT’s assumption is usually true, but not always. Figure 5-8

shows the fields in an IP packet header.

| 32 bits
Version | IHL | Type of service Total length
Identification Flags| Fragment offset
'I'|r|1i1veeto Protocol Header checksum

Source address 206.46.232.39

Destination address

Options (+ padding)

Data (variable)
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Some applications also include IP addresses in applications. NAT doesn’t
look beyond the IP packet header. The problem arises when some applica-
tions repeat the IP address in its data. FTP, the File Transfer Application, is
an application that embeds the IP address in its data. NAT never sees the IP
addresses that FTP includes. When you download a file, the FTP message
specifies one destination address, and NAT rewrites and specifies a different
address. Result (oops): You don’t get your file.

This incompatibility between the IP address embedded in application-layer
data and the rewritten address provided by the NAT router affects other
applications besides FTP. Applications that have compatibility difficulties
with NAT include IPSec (the most effective security protocol for VPNs), video
games (such as Halo), and the Internet Relay Chat (IRC) protocol.

There are various workarounds to solve these NAT/application address com-
patibilities, but remember that I[Pv6 is coming. IPv6 makes NAT processing
unnecessary in most situations. If you're already using IPv6, the workarounds
are yesterday’s news; if you're not there yet, read on.

Digesting NAT-PT (Network Address
Translation-Protocol Translation)

NAT-PT does what NAT does — it hides a private network behind a NAT
router, and the router substitutes a global IP address for the addresses of the
computers in the private network — but it doesn’t stop there. NAT-PT lets IPv6
hosts communicate with IPv4 hosts and vice versa. Of course, you have to

put a dual-stack router (a router that understands both IPv4 and IPv6) on the
boundary between the IPv4 network and the IPv6 network to get NAT-PT to
work. (Chapter 2 includes a brief definition of routers and routing protocols.)

When IPv6 packets go to IPv4 hosts, NAT-PT overwrites the IPv6 address with
an IPv4 address. When IPv4 packets go to IPv6 hosts, NAT-PT overwrites the
[Pv4 address with an [Pv6 address. You can see how NAT-PT works in Figure
5-9. Don’t worry about the weird-looking address that has a colon (:).That is
an [Pv6 address. You can read about the IPv6 addressing format in Chapter 9.

NAT-PT is especially useful for an organization that has started to move to
[Pv6 and has a mix of [Pv4 and IPv6 computers on its networks.
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Partll
Getting Connected

The 5th Wave By Rich Tennant

“Wou the guy having trouble staying connected
to the network?”



In this part . . .

part Il ranges from getting started with easy TCP/IP
installations to such serious technical topics as IPv6
and routing protocols. Feel free to skip the technical
parts — you probably need them only if you're managing
a very large organizational network.

Part Il shows you hands-on, in six easy steps, how to
configure TCP/IP on lots of different operating systems,
including Linux, Mac OS X, Windows 7, Windows Vista,
Windows Server 2008, and Unix. Then you become
familiar with the files created by installing and configuring
TCP/IP. You find out what those files are for, what they
look like inside, and when you may need to change them.

Then it’s on to setting up a wireless network for a small
office or home office (SOHO). The minimum hardware
details are painless, and we give you four easy steps to
setting up your wireless network. Security is everywhere
in this part and in this book. After you have a wireless
network, we show you how to secure your hardware so
that no one can break in.

Then it’s back to IP addressing. You find out that you
don’t always need to assign an address the hard way —
that is, manually. You can let a handy protocol and
service, the Dynamic Host Control Protocol (DHCP), lease
you an address just for the asking. If you want to be on the
cutting edge, Part Il takes you into the world of IPv6, the
next generation.

Keep in mind that people like names and computers like
numbers. Venture into DNS (the Domain Name Service) to
see why people can be happy with names and our com-
puters can still use numbers. We show you how DNS and
special hosts files make the conversion from names to
numbers for us.

Finally, we get seriously technical with routing protocols,
router jargon, and ways to secure routers.




Chapter 6

Configuring a TCP/IP Network —
the Software Side

In This Chapter
Protocols in this chapter: IPv4, IPv6, DNS, DHCP
Installing no more
Checking on IPv4 and IPv6
Configuring TCP/IP in six steps
Setting up clients and servers
Investigating the network files that hold TCP/IP information
Seeing that once again, “people like names, computers like numbers”

Resetting a corrupted TCP/IP stack on Microsoft Windows systems

FP/IP is software, and just like any software, it has to be installed. This
chapter describes the steps needed to get TCP/IP up and running. If
you're lucky, you might have no steps. Yet. After TCP/IP is installed — that’s
the time you have to get to work and configure your system. Read on to see
what to do, and to examine the contents of some network files that work for
you behind the scenes.

QQ,N\BER If you're using an operating system or TCP/IP product that’s different from the

& ones that our examples show, your files may vary slightly from what you see
in the figures in this book. Don’t worry. The steps you follow to set up your
system are the same, regardless of how a window or command line may look.
The files may be in a slightly different location, but the general content and
the purpose of those files are the same, regardless of what folder or directory
they’re stored in. The principle of RTFM — Read the Fishy Manual that came
with your TCP/IP product — always applies.

Installing TCP/1P? Probably Not

First of all, do you need to install TCP/IP? Most computers come from
the factory with basic TCP/IP already installed. So your first step is
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to check whether TCP/IP is installed; if it is, be sure you find out what version
of IP (IPv4 or IPv6) is on your computer (more about that in a minute).

Detecting whether TCP/IP is installed

There are lots of ways to find out whether TCP/IP is installed on your com-
puter, but here is the easiest way (in your authors’ opinion anyway). Do

you remember the ifconfig and ipconfig commands from Chapter 4? If not,
take a look, because the existence of those commands tells you whether TCP/
IP is already installed. If you can’t find those commands, we’re so sorry —
because that means you don’t have TCP/IP, and you need to check out the
section “Installing TCP/IP from Scratch,” later in this chapter. If you do have
those commands, Whoopee!; TCP/IP is already installed . . . “piece of cake”—
TCP/IP layer cake that is.

Use the ipconfig command on any flavor of Windows. Use the ifconfig com-
mand on Linux, Unix, and Mac OS X. Figure 6-1 shows the output of the Mac OS
X command ifconfig -a (equivalent to ipconfig/ all in Windows).

% ifconfig -a
100: flags=8049<UP,LOOPBACK,RUNNING ,MULTICAST> mtu 16384
inet 127.0.0.1 netmask Oxff000000
ineté ::1 prefixlen 128
inet6 fe80::1%100 prefixlen 64 scopeid Ox1
gif0: flags=8010<POINTOPOINT,MULTICAST> mtu 1280
|Pv6 address stf0: flags=0<> mtu 1280
en0: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
inet6 fe80::20a:95FF:fe9d:6816%en0 prefixlen 64 scopeid 0x4
|IPv4 address ———> inet 10.0.1.199 netmask OxFFFFFFO0 broadcast 10.0.1.255

r—————————————»»ether 00:0a:95:9d:68:16
media: autoselect (100baseTX <full-duplex>) status: active

MAC (NIC hardware)  supported media: none autoselect 10baseT/UTP <half-duplex>
address 10baseT/UTP <full-duplex> 10baseT/UTP <full-duplex,hw-loopback>
100baseTX <half-duplex> 100baseTX <full-duplex> 100baseTX
<full-duplex, hw-loopback>
fw0: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 2030
Iladdr 00:0a:95:ff:fe:9d:68:16
media: autoselect <full-duplex> status: inactive

Determining whether it’s
1Pv4, 1Pv6, or both

If TCP/IP is already installed (and it usually is), you need to discover which
version of IP is running: IPv4 or the newer IPv6. Chapter 9 has more detail
about IPv6 than you want to know. In a nutshell, IPv6 is the next generation of
IP. It allows for billions more IP addresses to service all the computers, smart
phones, video games, MP3 players, and all sorts of devices that have made
computing so pervasive. To figure out which version of IP you have, look at
the IP address in the ipconfig or ifconfig output. If the address is extra long
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(128 bits if you do the math), you have IPv6. If the address looks “normal” —
that is, 4 sets of numbers in dotted decimal notation (for example,
192.168.5.1) — then you’re running IPv4.

Savoring TCP/IP right out of the box

Although almost all computers come with TCP/IP software, differences
between operating systems exist. For example, your new computer might be
supplied with IPv4 or IPv6 or both. This section lists several factoids about
Mac, Windows, Linux, and Unix:

v Mac OS X:
¢ All Mac OS X systems have TCP/IP preinstalled.

¢ All Mac OS X systems have both versions of IP installed (IPv4 and
IPv6) and active.

v Windows Vista, Windows 7, and Microsoft Windows Server 2008:

e All Windows Vista, Windows 7, and Windows Server 2008 systems
have TCP/IP preinstalled.

¢ All Windows Vista, Windows 7, and Windows Server 2008 systems
have a dual stack of both IPv4 and IPv6 preinstalled (both versions
of IP, just like Mac OS X).

¢ You can’t uninstall IPv6 in Windows Vista, Windows 7, and
Windows Server 2008, but you can disable it if you want to use
[Pv4 only.

Figure 6-2 shows an example from Windows Server 2008. In the
Network and Sharing Center, open the Network Connections folder,
select the properties of an adapter, select the Configuration tab,
and look for the IPv6 information.
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v Linux and Unix:

e Most Linux and Unix distributions are IPv6 ready — all the IPv6
software is there, but you may or may not have to set up IPv6,
depending on the distribution you’re using.

¢ Recent Linux and Unix distributions allow you to run IPv4 and IPv6
at the same time.

e The IPv6 module may or may not be automatically loaded at
startup.

e If the IPv6 module is not automatically loaded, you can load it
manually.

Six Steps to a Complete
TCP/1P Configuration

3

If your computer comes with TCP/IP already installed, it doesn’t necessarily
mean that the installation has all the settings you need. For example, if you're
the administrator for a large server, you probably need to assign a static
address for your server and configure various services. If you're setting up

a small business network, you’ll probably want a DHCP server to lease
addresses automatically to your clients. Even in a small home network, you
need to decide on a couple of options. Plan ahead.

Follow the same steps in this software chapter whether you’re working on a
wired or wireless network. The software-side steps are the same. When you
get to hardware and security, there are variations for wired versus wireless.

Follow these steps to configure TCP/IP:

1. Decide whether your computer is a client or a server.

Setting up a client is much simpler than setting up a server because you
don’t need to configure server services — you’ll be getting those from
the server.

2. Gather client information.

The installation procedure for your operating system usually asks you
for the hostname. After you provide that vital bit of information, the
installation program sets the domain name and IP address automatically.
The bottom line is that if you're configuring a TCP/IP client, it’s all been
done for you automatically. Cheers.

3. Set up your NIC(s).

Installing the operating system usually takes care of this step too.
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4. Decide on a static IP address or a DHCP leased address.

5. Choose how your host will translate names into addresses — either
with a hosts file or with DNS (Domain Name Service).

6. Gather server (or multifunction router) information.

If your computer is a server or a router, you need to continue with
optional configurations.

We discuss these steps in detail in the following sections.

Step 1: Determining whether your
computer is a client or server or both

First of all, we don’t recommend setting up a host to be both a client and
server. Just because something is possible doesn’t mean you should do it. A
computer that tries to do everything has more congestion than Marshall’s
sinuses.

If you're going to be a client, you’ll use services but not provide them. All you
have to do is set up your NIC and your IP address. If you're a DHCP client,
you don’t even need to set up your IP address; the DHCP server leases you an
address automatically.

If you're setting up TCP/IP as a server, you need to know what service(s) to
provide. Is your server going to be an HTTP server, FTP server, DHCP server,
or what (the list goes on)?

Step 2: Gathering client information

Client information includes how the client will get its I[P address and how a
client will get other hosts’ addresses, either from a private list of hosts or
from a DNS server.

Step 3: Setting up your NIC (s)
This step should already be done for you. But just in case it’s not, read on.

Your computer connects to a network through a NIC. (You already know this,
right?) If you connect to more than one LAN, you need a NIC for each connec-
tion. In most cases, your computer recognizes your NIC when you install the

operating system. If you add a NIC after installing the operating system, your
computer (Windows, Mac, and most Linuxes and Unixes) recognizes the new
NIC automatically.
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“NIC"names

The figures in this book show Ethernet network
adapters because all the NIC cards on our net-
work, regardless of the operating system, are
Ethernet adapters. While Ethernet is by far the
most popular network architecture, don't be
surprised if you run into others (such as FDDI
and token-ring). The handy-dandy command —
okay, two versions of a command — to use
when you want to see your NIC (and find out
whether it's Ethernet or another connection) is
ipconfig or ifconfig. There are examples of the
ifconfig and ipconfig commands in Chapter 4.
The ifconfig or ipconfig output varies depending
on your operating system:

v 0n Microsoft Windows operating systems,
the ipconfig output shows your NIC as

“Ethernet adapter Local Connection” for a
wired network or “Ethernet adapter
Wireless Network Connection”.

+* Mac 0S X shows your Ethernet adapter(s)
as “en0, en1” and so on for each NIC in
your computer.

v Linux and Unix show your Ethernet
adapter(s) as “eth0, eth1” continuing on for
each NIC in your computer.

If you're on a large network that uses FDDI, look
for “fddi0, fddi1”, and so on.

If you're a token-ring user, some of the names
you see in the ifconfig output are “tr0” for IBM
AlX, “tra0” for other Unix distributions.

3

Each Linux and Unix distribution seems to work a little differently when you
add a NIC. Red Hat Linux, for example, has a program called Kudzu, which
detects NICs. Then you configure the network settings for that new NIC. The
procedure is similar with Ubuntu Linux. Usually Ubuntu recognizes the NIC
and you configure the NIC settings by running System=>Admin>Networking.
Our advice is RTFM (Read the Funky Manual) to see how to add a NIC to your
specific Linux or Unix distribution.

If you use more than one NIC, you need to set up protocols, services, and
applications for each LAN.

To avoid confusion, it’s a good idea to rename each local area connection.
Choosing descriptive names for each connection makes sense, such as
ROOMI1LAN and ROOMZ2LAN. Sometimes organizations have naming
standards, and you have to name your local area connections something
that is not meaningful like LANO. Sorry:.

Step 4: Deciding on a static 1P address
or a DHCP leased address

Usually small servers in small networks, such as a SOHO (small office home
office), and all clients use DHCP addresses, which is the default in a TCP/IP
setup. You don’t have to do anything to assign the IP addresses. The whole
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process is automatic. Hooray! If you're configuring a larger server, of course,
you have to fill in a static IP address for whatever interface you’re using.
Also, sometimes you might have a special reason to assign a static IP address
manually for a client or small server.

You can get your official IP address from your ISP. If you're an ISP, you can get
[P addresses from these Internet Registries:

v In America, from ARIN (American Registry for Internet Numbers) at
www.arin.net/registration/index.html

v In Europe, from RIPE NCC (Réseaux IP Européen) at www.ripe.net/rs/

v In Asia and Australia, from APNIC (Asia Pacific Registry) at www .
apnic.net

Step 5: Choosing how your host will
translate names into 1P addresses

If you're on a small private intranet, you might be fine with a simple hosts
file (which you can read about in the section “The local hosts file,” later in
this chapter). If you're joining a large network, you need DNS to resolve
names and addresses; without it, you’ll be constantly busy updating your
hosts file. Be sure to get the IP address of the DNS server from your network
administrator. If you need a reminder about DNS, Chapter 4 introduces you
to DNS. Chapter 10 contains technical details about DNS and how to set it
up. If you decide to use DNS, you can still keep a local hosts file with name/
address translations for the sites you visit most often.

Step 6: Gathering server information

Configure the server software (such as e-mail, DHCP, NAT, FTP, Web, or DNS)
that you provide. Chapters 9 through 20 help you set up servers.

Setting TCP/IP Client Properties

The operating system may vary, but the client configuration process is pretty
much the same. Remember, you may not need to do anything. The sections
and examples that follow show a few of the different steps and looks that you
might encounter when you configure your client system.
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“There’s more than one way to
do it"— unknown Unix sage

There are as many ways to get to your Linux
and Unix networking configuration windows as
there are distributions of these operating sys-
tems. (Has anyone actually counted these?)
Besides graphical interfaces, you can also use
command-line interfaces to get started with
your networking set up work. Here are just a
few ways to get to a graphical Networks
window:

v With Ubuntu Linux, the distribution we use
for the Linux examples in this book, choose
System=>Administration=>Networking.

v RedHat Linux comes with the redhat-
config-network utility, which provides

both a graphical and a command-line inter-
face.

v On Suse Linux, you can use the YAST or
YAST2 utilities configure network.

v The Gnome graphical interface runs on
most Linux systems and uses gnome-
network-preferences.

v The KDE graphical interface also runs on
most Linux and Unix systems. Select the
Network Settings option in the KDE Control
Center. Select the Network Interfaces tab
to manage TCP/IP configuration.

“&N\BER
<
< Whenever you configure TCP/IP settings, be sure to log in to an account with
Administrator privileges.
<P Keep in mind that if you want to change client properties after you configure

TCP/IP, you do so in the same window where you set them. For example, if you
want to change a DHCP address to a static IP address, open the window where
you originally accepted DHCP, uncheck the DHCP option, and fill in the IP
address you want the client to use.

Configuring TCP/IP on a Mac 0S X client

Follow these steps to set up and configure TCP/IP on your Mac OS X client:
1. Choose System Preferences from the Apple Menu at the upper-left of
the screen.
2. Click the Network icon=>Location pop-up menu and choose Automatic.

3. Access the Configure pop-up menu and choose your connection
media, such as Built-in Ethernet.
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4. If the lock icon (bottom left) is locked, make sure that you click the
icon and enter your password to unlock it.

This allows you to save the changes you make in the following steps.

5. Click the TCP/IP tab, and from the Configure pop-up menu, choose
Manually or Using DHCP, depending on how you plan to get the IP
address.

Figure 6-3 shows the configuration window.

6. If you're adding the address manually, type the subnet mask (if your
network uses one).

7. If you’re not using DHCP to get an address, type your IP address in
the IP Address box.

8. Click the Apply Now button.
To test your configuration, try using a beloved command of network

administrators: the ping command. Ping checks for a host’s availability on
the network. To test your own connection, use the command

ping localhost
Figure 6-4 shows that localhost (Woodstock) is alive and well on the network.

If the ping command doesn’t give you a reply, your network configuration has
a problem. Check out the troubleshooting tips in Chapter 22.
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Router: 10.0.1.1
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IPvG Address: fe80:0000:0000:0000:020a:95ff.fe9d:6816

{ Configure IPVG. .. -;

[ H Click the lock to prevent further changes. [ Assistme... |
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|
Figure 6-4:
The ping
command
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network
configura-
tion.
|
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The ping command is available on all the operating systems used in this book.
It runs from a terminal or command window.

Configuring TCP/IP on a
Linux or Unix client

When you install Linux or Unix, the operating system installation procedure
assumes that you're also setting up networking — and asks you to provide
the following information:

v The network interface that you want to use
v Whether you want a DHCP server to assign your IP address

v Your IP address and subnet mask (if you didn’t choose DHCP in the
preceding step above)

v The host name

1 Whether you want to use DNS to translate names into IP addresses: If
you don’t choose DNS, you have to put entries in the hosts file (which is
coming up later in this chapter).

The operating-system installation procedure also sets up networking files. If
you choose not to set up networking during the installation procedure, you
can use the upcoming steps to set up and configure TCP/IP at any time on
your Linux client.

Don’t panic if your installation screens look different from ours. Our computer
is running Ubuntu Linux software with the popular Gnome interface. Although
every Linux vendor designs its screens differently, the steps to follow for
setting up TCP/IP and your network are essentially the same.
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Follow these steps to configure TCP/IP on a Linux or Unix client:

1.
2.

3.

Log on with the root password and select System from the main menu.

Choosing Administration then Networking opens the Networking
Settings Window.

Choose either Wireless or Wired Network Connection and select the
Properties tab to see the settings for your Ethernet connection.

The NIC information shows the DHCP client.

Figure 6-5 shows the automatic DHCP setting. If you want to set a static
IP address, click on the drop-down Automatic Configuration box to input
your IP address.

. If you want to set a static IP address, fill in the IP address, subnet

mask, and gateway address (if you have one) in the Settings for
Interface window.

Figure 6-6 shows you how manual IP settings look.
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As you can see from the Mac example (from the previous section) and this
Linux example, setting up a client is a simple procedure — even though
the setup windows look different. Client setup works the same way in
Microsoft Windows XP and Windows Vista, although getting to the actual
setup window is different for each variation of Windows; see the next two
sections for details.

Configuring a TCP/IP client
on Windows Vista

Follow these steps to get started setting up your network client on Microsoft
Windows Vista (see Figure 6-7):

1. Click Start=>Control Panel.

2. Choose Network and Internet=>Network and Sharing Center.
3. Click Manage Network Connections.
4.

You probably want to add a DHCP address, which is already there. If
not, enter your IP address.
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Configuring a TCP/IP client
on Windows XP
1. Click My Network Places from the Start Menu.
The My Network Places window opens, as shown at the top of Figure 6-8.
2. Click on the Network Setup Wizard.
The Wizard searches for network hardware, and then opens the dialog
box shown at the bottom of Figure 6-8.
3. Choose the network connection you want to set up (or change).
4. Follow the Network Setup Wizard’s directions.
Fill in the computer’s name and description. The Network Setup Wizard
continues to guide you through various screens until your network’s set
up. Mostly you just have to click “Next” until you're done with the
Wizard.
A\

It’s always a good idea to answer “Yes” to any query that asks whether you
want to create a backup disc.
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Setting TCP/IP Server Properties

Setting up a server starts out with the same steps as setting up a client,
but you’ll need to go beyond the default client setup steps described in the
preceding section. Server software has lots more work to do than client
software. A server reacts to requests from multiple clients. For example, a
Web server receives requests from Web browsers and sends the requested
information back to the browser. The Web server provides services to
browser clients using the HyperText Transport Protocol (HTTP) or the
Secure HyperText Transport Protocol (S-HTTP).

The most popular Web-server software is Apache (Chapter 11 has details).
After you set up the basics, such as IP address, your next steps depend on
what kind of server you're configuring. Figure 6-9 demonstrates how to get
started on Windows Server 2008.

The simplest way to get started setting up TCP/IP on Windows Server 2008 is
to follow these steps:

1. Click the Network icon at the far right of the taskbar. This takes you to
the Network and Sharing Center.

The Network and Sharing Center shows a map of your network and lists
various server setup tasks (refer to Figure 6-9).
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N Another way to start working with TCP/IP on Windows Server 2008, is to

click Start=>Control Panel. What you do next depends on which view
you’re using:

e If you're in the Control Panel Home view, click Network and Sharing
Center=>View Network Status and Tasks.

¢ If you're in the Classic View, click Network and Sharing Center.
2. Choose Set Up a Connection or Network from the Task Center.

The Set Up a Connection or Network Wizard appears (refer to
Figure 6-9).

Now you’re ready to get down to business and configure the specific services
you want to offer. Chapters 10, 11, 13, 15, 18, 19, and 20 describe different
kinds of servers, how those servers work behind the scenes, and how to set
them up.
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Installing TCP/IP from Scratch

Installing TCP/IP software separately from your operating system is a rare
task. In fact, some operating systems try to protect you from having to
reinstall them. Microsoft Windows XP, for example, considers TCP/IP a core

[Chewt ] cancel
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component of the operating system and won’t let you uninstall it. When
you're looking at the NIC properties, look carefully at the Uninstall button
next to TCP/IP. The button is not enabled.

QNING/ Before you have a big layer cake to celebrate the fact that you will never have
R to install TCP/IP from scratch on Microsoft Windows (yeah, right), think again:
It’s always possible that some software component may become corrupted
and impossible to repair. If the corrupted software is TCP/IP, then yes, in
unusual cases, you do have to install TCP/IP from the beginning.

If you run the netsh utility in a command window, you can delete and reinstall
TCP/IP on Microsoft Windows XP and Vista. The only reason to do this is if
your TCP/IP stack is corrupted and you have to reinstall the protocols.

netsh interface ip reset [log]

The [1og] option is not required. This option is a file specification that tells
netsh where to create a log file of the command’s activities. If you don’t fill in

?‘“\NG ’ this option, netsh doesn’t log its activities.
\y

Don’t omit the log file. It might come in handy later for debugging.

Behind the scenes, the netsh utility is changing the following Windows
Registry keys:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DHCP\Parameters

On Windows Server 2008, you can use netsh for these ticklish procedures:

v Uninstall [Pv4:

netsh interface ipv4 uninstall
v Install [Pv4:

netsh interface ipv4 install
v Reset your IPv6 configuration:

netsh interface ipv6 reset

If you decide to disable IPv6 in Windows Server 2008 and/or Vista, you do
that by opening a command prompt and using the reg add (add to Registry)
command to set IPv6 to disabled:

reg add hklm\system\currentcontrolset\services\tcpipb\parameters/v
DisabledComponents /t REG_DWORD /d 255
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< If you are running any applications that depend on IPv6, those applications
will break if you disable IPv6, even though you still have IPv4 running.

Feasting on Network Files

Your operating system automatically creates most of the network files that
TCP/IP needs. Nevertheless, you may need to edit these files based on your
network setup. For example, you might want to make your account available
to someone who’s working on another computer.

Linux, Unix, and Mac OS X usually store these files in a directory called /etc
or sometimes in a subdirectory of /etc. Microsoft Windows operating sys-
tems store some of the files as files and others as Registry entries. Regardless
of where and how the information is stored, the purpose of these files is the
same — to tell TCP/IP to function the way you want it to.

The local hosts file

We start with the most fundamental file that you need for communicating
with other computers on your network — the local hosts file. (In Chapter 4,
we added the word host to your networking vocabulary — the host computer
on the network.) If you think it’s host as in “Be our guest,” take a look at the
security chapters: Chapters 12, 20, and 21.

<P A hosts file can improve network performance because you don’t have to go
out to the network, ask for a translation, and have the translation sent back to
you. You know the address of where you're going lickety-split, in a trice, tout
de suite.

When you access another host by name on the Internet or any intranet/
internet, your computer needs to know the remote host’s IP address. You can
get remote host addresses from DNS (see Chapters 4 and 10) or from your
computer’s local hosts file. This file is extremely convenient. It lists the
names and addresses of other hosts known by your computer. If you list your
frequently accessed computers in the hosts file, your own host won’t have to
access a host on the network to ask for a name/address translation.

On the other hand, when you need to know about thousands of hosts on

the Internet, maintaining the local file is really too cumbersome a mechanism.
Imagine having to spend all that time updating it as computers come and

go — or relocate — on the Internet! In that case, you need DNS to locate
remote hosts. (See the handy sidebar for more about that.)
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Let DNS share the job with a hosts file

TCP/IP allows you to use a combination of DNS
and a hosts file to find remote hosts by putting
the most frequently accessed hosts into your
hosts file. That way, you won't have the perfor-
mance overhead of accessing a DNS name
server on the network to get an address for the
hosts that you connect to on a regular basis. Let
DNS help you find addresses for hosts that you

access only occasionally. This is really the best
of both worlds: performance and reliability.
When a host name needs to be translated
to an IP address, the application looks first at
the local hosts file. If the application can't find
the translation it needs, it then goes across the
network to a DNS server for the translation.

The location and name of the hosts file depend on the operating system and
version of TCP/IP you use. Table 6-1 lists the hosts file locations for a few

implementations of TCP/IP.

Table 6-1 Popular Locations for Hosts Files
Location Operating Systems Vendor
/etc/hosts Linux, UNIX Various
c:\windows\system32\ Windows XP, Vista, Microsoft
drivers\etc\hosts Server 2008

/etc/hosts Mac 0S X Apple

Discovering another appetizing use for your local hosts file

Your hosts file lets you redirect IP addresses to another location. Looking at
Candace’s local hosts file in Figure 6-10, you see that the file is full of redirec-
tions to the IP address, 127.0.0.1. This address is the localhost — your own
computer. It functions like a trash can. You throw out any messages from
annoying sites if you redirect them to yourself (localhost). Candace’s hosts
file has loads of redirections created by a wonderful, free program, Spybot —
Search & Destroy (www .safer-networking.org). Spybot finds and
destroys spyware. (Spyware is one of the malware threats we describe in

Chapter 12.)

Any line in the local hosts file that starts with # is a comment.
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Improving the digestion of your local hosts file

Listing the computers in most frequently used order is a good idea. TCP/IP
searches the hosts file sequentially from top to bottom until it finds the com-
puter it’s looking for, so if you have a large hosts file, ordering the computers
appropriately gives you a performance advantage. That’s why Candace lists
google and her e-mail provider at the top.

The trusted hosts file, hosts.equiv

On Mac OS X, Linux, and Unix operating systems, the file /etc/hosts.
equiv lists the other hosts on the network that your computer trusts; this is
your trusted hosts file. This file is easy to create with any text editor. It has
only one column — the host name of each computer you trust.

Be very careful with the hosts.equiv file. Any remote computer listed in
this file is a trusted host — and all of its users can log on to your computer
without having to know a password.

Don’t look for hosts.equiv on a Microsoft Windows operating system.
Instead of using a trusted hosts file, you set up trust relationships when
you set up security policies for your computer or Active Directory for
your domain. Trust relationships are between domains as opposed to
individual hosts.
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Freddie’s nightmare: Vour
personal trust file

You should be aware of a special (and dangerous) file that exists on a per
user basis on Mac OS X, Linux, and Unix. You and all the other users on a
computer can create a personal trust file in your home directories. This file is
named .rhosts, pronounced “dot are hosts.” And yes, the dot is part of the
filename.

The . rhosts file holds two pieces of information: the host name and the
account name. Here are the contents of our niece Sarah’s . rhosts file in her
home directory on computer elmst:

# host wuser comment
mainst emily # Let in Emily from mainst

The file allows her sister, Emily (from computer mainst), to have the run of
computer elmst without a password. If you live on Elm Street or elsewhere
in cyberspace, don’t let personal trust become a nightmare. Please be careful
about letting evil players into your computer.

Most network administrators, like Freddie, consider . rhosts files to be
potential security problems. These files list frusted remote users — those who
are permitted to log on to your account without entering a password. Logging
on without a password allows users to copy any files from your directories
and to remotely execute any command on your computer.

This is scary. Why would 1 ever want .rhosts?

If you do a lot of work on various hosts, it’s quite convenient to rlogin as
yourself on all the computers on which you have accounts. Your account may
be Marshall on one computer, Wilensky on another, and Mwil on a third —
with three different passwords. If all of these computers have a . rhosts

file that lets you in from anywhere, you can skip remembering all those
passwords.

Surprise! The curse of the network administrator lives

If Emily has been wandering all over computer elmst because Sarah lets
her, Emily may get a big surprise one day when she tries to log on remotely
and permission is denied. Network administrators frequently hunt down
and kill these . rhosts files. After Sarah’s . rhosts file is gone, Emily
needs to know a valid password in order to log on, unless she gets Sarah
to re-create the file.
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The services file

The services file lists the network services being used on your computer.
TCP/IP automatically maintains this file as you enable or disable new ser-
vices. Most of these services are daemons (described in the next section) —
although, in a Microsoft file, daemon names don’t end in “d”. Each line in the
file has the following columns:

v Service name

v Port number

v Protocol (separated from the port number by a /)

v Aliases (other, optional names for the service)
The following example shows an excerpt from a Windows Server 2008 ser-
vices file. If the Status column is blank, the service is not started. The entire

services file lists about 300 services. An enterprise-class server must do a lot
of work because a Windows XP Pro system has only about 115 services.

# Copyright (c) 1993-2004 Microsoft Corp.

#

# This file contains port numbers for well-known services defined by IANA
#

# Format:

#

# <service name> <port number>/<protocol> [aliases...] [#<comment>]

#

echo 7/tcp

echo 7 /udp

discard 9/tcp sink null

discard 9/udp sink null

systat 11/tcp users #Active users

systat 11/udp users #Active users

daytime 13/tcp

daytime 13/udp

gotd 17/tcp quote #Quote of the day

gotd 17/udp quote #Quote of the day

chargen 19/tcp ttytst source #Character generator

chargen 19/udp ttytst source #Character generator

ftp-data 20/tcp #FTP, data

ftp 21/tcp #FTP. control

ssh 22/tcp #SSH Remote Login Protocol

telnet 23/tcp

smtp 25/tcp mail #Simple Mail

ldap 389/tcp #Lightweight Directory Access
Protocol

https 443 /tcp MCom #HTTP over TLS/SSL

https 443 /udp MCom #HTTP over TLS/SSL

111



7 ’2 Part ll: Getting Connected

People like names, and computers like numbers

You've heard it before, and you’ll hear it again.
Many applications, services, and protocols are
named the same. Take FTP, for example, which
is the name of an application, a service, and a
protocol.

Applications communicate with services via a
port id number. ID numbers 1 through 255 are
reserved for the most commonly used services,
such as telnet and FTP. You can create port
numbers as needed. If you write your own TCP/

IP application and service, you simply use a
port number greater than 255.

When an application, such as FTP, says to TCP/
IP, “Here | am, ready to work,” TCP/IP doesn't
really care about the application’s name.
Instead, TCP/IP sees only these numbers:

v The IP address of the host that provides the
service

v The port number through which the appli-
cation intends to communicate

A\\S

You can find the services file in /etc/services in Mac OS X, Linux, and Unix.
The file location for Microsoft Windows operating systems is C : \WINDOWS\
system32\drivers\etc\services.

It’s a little more work to see the services on Microsoft Vista. Choose
Starte>Control Panel=>System and Maintenancer>Administrative Toolsw>

Services.

With so many services, how does an application know which one it should
use? See the nearby sidebar for details.

Daemons Aren’t Devils

There’s nothing devilish about daemons. A daemon is a program that auto-
matically runs in the background, where users can’t get their hands on it.
Daemons manage most of the services shown in the services file (described

previously).

Relishing your daemons

The inetd program (pronounced “eye net dee”) is the father of all daemons.
It manages the other daemons (and there are lots). Many programs spawn
other programs called children. The inetd program works so hard managing
its children that it’s often called the “superserver.” The following list
describes a few other TCP/IP daemons that you should know about:
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is running
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v routed: The routed daemon manages routing tables (which we explain in
Chapter 8). No, don'’t say “row-ted” or even “roo-ted.” It’s either “rowt
dee” or “root dee.” The routed daemon uses RIP, the Routing Information
Protocol (which we also explain in Chapter 8).

+* named: The named daemon is pronounced “name dee.” (Are you getting
the hang of it yet?) This handy daemon runs on your name server to
manage DNS and to do the host name/IP address resolution that we
cover in Chapters 4 and 10.

+* Other handy-dandy daemons: All other daemons have names that end
with d and are pronounced by saying the name of the service followed
by “dee.” We list some of the more famous daemons in Table 6-2, along
with the services they provide.

Finding the daemons on your computer

In Figure 6-11, the ps command (process status) shows some popular
daemons running on a UNIX system. You can also use the ps command on
Mac OS X and Linux. Look for the daemons in the last column of each line.
The rest of the information for each daemon is performance information.

If you have a problem using one of the services in Table 6-2, a quick trouble-
shooting technique is to check and see whether the daemon is started. On
Windows NT and 2000, use the Services applet to see whether it’s running.

On Linux and Unix, you can do this with the ps command, one of the tools
that we cover in Chapter 20. Look for the name of the daemon in the ps output
(refer to Figure 6-11). If you don’t see the daemon required for the service,
that’s the problem. To use the service, you need to get the daemon started in
whatever way your operating system allows.

$ ps auwx

USER PID %CPU %MEM  VSZ RSS TT STAT STARTED TIME COMMAND

root 65 0.0 0.0 1160 992 ?? Ss  Thul2PM 1:31.58 named
root 68 0.0 0.0 52 108 ?? Ss  Thul2PM 0:08.83 rwhod
root 70 0.0 0.0 60 108 ?? Is  Thul2PM 5:13.29 nfsiod 4
root 77 0.0 0.0 56 16?7 I Thul2pPM 1:47.96 nfsiod 4
root 78 0.0 0.0 56 16 ?? I Thul2pPM 0:48.53 nfsiod 4
root 79 0.0 0.0 56 16 ?? I Thul2PM 0:20.84 nfsiod 4
root 80 0.0 0.0 444 132 ?? Ss  Thul2PM 0:17.39 inetd

root 22947 0.0 0.0 96 72?7 1 10:28PM 0:00.48 rlogind
root 15491 0.0 0.0 120 172 2?7 I 1:00PM 0:00.35 telnetd
root 20008 0.0 0.0 224 556 ?? S 3:03PM 0:00.40 ftpd
root 20033 0.0 0.0 28 232 7 S 3:03PM 0:00.07 ntalkd
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Table 6-2 Popular Services and Their Daemons
Service Daemon

chat (internet relay chat) ircd

ftp ftpd

telnet telnetd

rlogin rlogind

rsh rshd

rexec rexecd

talk talkd

NFS client nfsiod

NFS server nfsd




Chapter 7

Networking SOHO with Wireless

In This Chapter
Protocols in this chapter: I[P, DHCP, IEEE security protocols (WEP, TKIP, WPA, WPA2)
Plunging into the joys of Wi-Fi
Setting up SOHO (Small Office/Home Office) hardware
Chewing up wireless security tips

Spreading broadband out with WiMAX (Worldwide Interoperability for
Microwave Access)

Wreless networking is networking without using wires, satellite, regular
cable, or fiber optic cable. Okay. Of course you know that, but we felt

we had to say it so everyone who’s reading this chapter uses the same defini-
tion as a starting point. So, the transmission medium is air in this chapter.
According to our definition, wireless networking could be semaphore signals
or carrier pigeons, but let’s not get too silly.

Aside from computer networking, wireless applications include cell phones,
satellite phones, wireless radio, remote controls for TV and other appliances,
pagers, point of sale devices, and more. Even if you've never knowingly used
a computer in your life, you've probably got some wireless applications in
your house: a baby monitor, security camera, remote controls for TV, video
games, cordless phones, printers, and toasters, just to name a few. One of our
favorites is the remote control for our ceiling fans.

You’ve probably noticed that we often say “cables or air” when we refer to
transmission media. In earlier editions, we simply said “cables” because
Wi-Fi (pronounced “why-fye” — the “-” is silent) was not widespread. Wi-Fi
is a networking technology that provides high-speed network connections
without the use of physical cables.

In this chapter, we discuss how to set up the hardware and software compo-
nents of a small office/home office (SOHO) and how to keep your wireless
connections secure.

The Wi-Fi Alliance owns the Wi-Fi registered trademark. The Wi-Fi Alliance
specifies that the IEEE’s 802.11 standard should be the basis of any Wi-Fi
technology that uses the registered trademarked name.
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Gulping the Minimum Hardware Details
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The bare minimum wireless networking hardware includes computers with
NICs, a broadband connection, cables and air (for wireless connections), and
a wireless router with NICs.

Believe it or not, you need a wired component to set up your wireless network.
We know, it’s weird. Stay tuned till later in this chapter.

It’s possible for SOHO networks to have more hardware components, but let’s
keep it simple. In the following sections, we describe NICs and routers in
more detail.

NICs

You've read about computers with NICs in Chapters 4 and 6. You can’t do a
lot to set up a NIC. Remember that a NIC comes from the factory with a MAC
address already hard-coded.

Most computers have the NIC built in. If you have an older computer, you may
need to purchase a NIC for it. In Figure 7-1, you can’t see the NICs. Trust us —
they’re inside the computers. Figure 7-1 shows a wireless NIC in a laptop
communicating with a router and a wired NIC communicating with a router.

N\ / wireless NIC
NIC
(Inside computer)

°c@o ®®

/
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Rowter or rooter? Doesn’t matter

According to Webster's, a router (pronounced
“rowter”) is a woodworking tool. A router (pro-
nounced “rooter”) is a sports fan with a bet on
the big game; it's also a horse that's trained for
distance races. In networking, however, you

can pronounce it any way you want, so pick a
side and join the battle. People pronounce it
both ways, and some are willing to fight for their
choice. We prefer to remain nootral.

Routers

Routers connect networks. If you want your SOHO network to connect to the
Internet, you need inside routers that connect your intranets, and at least
one router that faces the outside world. Your outside router gets all network
messages from your inside routers and forwards those messages out to the
Internet. Your outside router also receives all network messages for your
intranets and sends them to your inside routers for delivery.

<P Your inside and outside router can be one and the same router in a small
network like the one shown in Figure 7-2. Three NICs are inside the little
router, one to face the outside world (the Internet) and two more for each
of the inside intranets (subnets).
One logical network 130.103
Kff f
g' )
Server Laptop Printer
130.103.1.1  130.103.1.2 130.103.1.3 130.103.1.4 -, /ff
| AN
. Subnet 1 Y
Figure 7-2: ,
This router ,~" Wireless router
gives ’
Internet
access to
both sub-
nets and $
connects Gaming console PC
13010321  130.1032.2  e.g. Xbox 360 130.103.2.4
the subnets 130.103.23
to each
other Subnet 2
|
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Software routers

While most routers are dedicated hardware
devices (also known as specialized computers)
running specialized software, you can use a
general-purpose computer to perform like a
router. Using a regular computer as a router
works best if only a few networked computers
share a connection to the Internet via cable
modem or DSL. You can use the one computer
attached to the network device as your router.
You need to add some kind of Internet sharing

software to this computer. Microsoft’s ICS
(Internet Connection Sharing) is one example of
Internet sharing software. Software packages
are available for other operating systems as
well. The routing software checks to see
whether packets should stay on the local net or
go out to the Internet.

Remember: The routing computer must have
two or more NICs and must be connected to
two or more network segments.

Each router has two or more NICs, one for each network it’s connecting. The
router also has two or more IP addresses for the same reason.

Setting Up a Home Wireless
Network in Four Steps

Setting up a SOHO network is as easy as 1, 2, 3, oh yes, and 4. Or, if you want
to do nothing, your ISP is more than willing to do all the work for you. For
you do-it-yourselfers, we show you the four steps:

1. Choose your wireless hardware.

2. Connect your wireless router.

3. Set up your wireless router for your network.

4. Connect your computers to your router.

We describe each of these steps in detail in the following sections.

Step 1: Choose your wireless hardware

First, you need a broadband network connection, such as cable modem or
DSL (Digital Subscriber Line). If you don’t already have a broadband connec-
tion, contact your ISP. After you have your broadband connection, you only
need two (plus) pieces of hardware to get started with a wireless network:
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v The wireless NIC inside your computer
v The wireless router

v~ Believe it or not, a wired connection between your wireless router and
one computer (just to get started, you don’t need to maintain the wired
connection after you're set up).

If you want wired Internet connections as well as wireless, most desktop
computers come with a wired NIC. You might have to buy a wireless NIC to
put inside as well. Most laptops come with two NICs — one for wireless and
one for wired connections.

When you subscribe to an ISP, they usually provide all the wireless gear you
need. Of course, you usually have to pay, but when our ISP was running

a special deal, they gave us the router for free. We already had the NICs we
needed inside the computers.

The IEEE (see Chapter 1) defines four wireless networking technologies.
Whatever gear you buy, NICs and routers should conform to the same
standard:

v 802.11b: The original Wi-Fi runs at 11 megabits (millions of bits) per
second, just about the same as the original Ethernet.

v 802.11a: Created along with 802.11b, but finished after .11b. The 802.11a
standard is incompatible with both .11b and .11g. You don’t want this in
a SOHO network.

1~ 802.11g: A 54 megabit version. 802.11g offers the fastest performance for
SOHO and is compatible with 802.11b.

v+ 802.11n: As of this writing, .11n is the newest standard for Wi-Fi gear.
It’s fast — over 100 megabits (1 gigabit) per second and has a longer-dis-
tance range than 11.g. Because 802.11n is new, products that comply
with it are still expensive.

Most routers implement all the preceding IEEE standards.

A wireless router can do more than just hang around being a router. For
example, our home wireless router is also a base station (a wireless access
point), a cable modem, a DHCP server, and a firewall. That’s a lot for a device
no bigger than a hard-cover novel. (The router shown in Figure 7-3 looks
much like the router we use for our home office connection.) A wireless
router works by converting the signals from your Internet connection into
radio waves.

119
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Step 2: Connect your wireless router

Step 2 is really several baby steps. Here’s what you need to do to connect
your wireless router:

1. Plug the router’s power cable into an electrical outlet.

Isn’t it odd that we call them wireless, but still need cables? If the router
has a separate power switch, use it to turn the router on.

\3
P Your ISP will be happy to connect and set up your wireless router and

connect your computers (as described in this and the following two
sections), usually for free, when you subscribe.

2. Plug one end of an RJ-45 Ethernet cable into one of the router’s LAN
ports. Plug the other end of the cable into a nearby computer’s
Ethernet NIC.

RJ-45 cable is the most common form of Ethernet cable. Figure 7-4 shows
you what an RJ-45 cable looks like.
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3. Connect the appropriate cable to the router’s WAN port and the wall
jack that connects to your ISP.

Here’s how to decide what cable you need:

¢ If you have DSL service and your router has a built-in DSL. modem,
you use a telephone cable to connect the router to the wall jack.

¢ If you have cable Internet service and your router has a built-in
cable modem, you use a coaxial (“co-ax”) cable to connect the
router to the wall jack.

¢ [f your router does not have a built-in modem, you use an RJ-45
Ethernet cable to connect the router to the modem. Some other
kind of cable connects the modem to the wall jack.

® You also use an RJ-45 Ethernet cable to connect your router to
another router. (One router’s WAN port connects to a LAN port on
the other router.)

¢ In some cases, you use a USB cable.

Step 3: Set up your wireless router

This step may seem complicated. That’s because it is. It’s also required. The
good news is that you should only have to do it once, or (at most) once in a
blue moon.
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Start with the wired side
Gather this information from the router’s documentation and your ISP:

v The router’s default intranet [P address. In many cases, it is 192.168.0.1
or 192.168.1.1.

v The router’s default administration username and password. In many
cases, the username is admin or nothing. The password might be
password.

v The username, password, and connection method that your router must
use to authenticate with your ISP. It might be something like PPPoE
0 (Point-to-Point Protocol over Ethernet).
<\
Don’t try to guess these answers. You'd just waste a lot of time and maybe get
needlessly annoyed before gathering the right information anyway.

Now you’re ready to configure the router’s connection to your ISP and the
Internet. Here goes:

1. Open a Web browser on the computer and surf to the router’s intranet
IP address.

The router’s built-in Web server gives you a login page.

2. Enter the default administration name and password to log in to the
router’s administration interface.

After you've surfed to your router, you can check the status. Figure 7-5
shows the status display of an ActionTec router in our For Dummies test
network. Depending on your router’s supplier, your display will differ
slightly. However, the basic information remains the same.

3. Set the date, time, and time zone if your router gives you the option.

\§ . s :
P Don’t worry if your router doesn’t let you control these settings. They

may come automatically from your ISP after the router is connected to
the Internet.

4. Enter the username, password, and the connection method that your
router needs to authenticate itself with your ISP.

Without these, the router cannot obtain an IP address and connect to
the Internet.

Typically, your router gets an IP address from your ISP via DHCP. That’s right;
your router is a DHCP client. Figure 7-5 shows that this router gets its IP
address from DHCP. Later on we show you that it’s also a DHCP server. Many
ISPs use a basic security control. Their DHCP server only responds to
requests from registered MAC addresses, so they have to know your router’s
MAC address.
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If you have arranged with your ISP for a static IP address, enter the informa-

tion they gave you:

v The IP address itself

v The routing prefix (also known as a subnet mask)

v The default gateway
v The addresses of DNS servers

As soon as you have this information in place correctly, your computer —
the one wired directly to the router — can access the Internet! If it can’t,
then either your settings are wrong for username, password, and connection
method or your ISP may be experiencing trouble.

Now for the wireless side

Gather these default values from the router’s documentation, or if you use an
ISP to install your router, get these values from the ISP:

v The SSID (service set identifier), also called the wireless network name.

It’s usually the manufacturer’s name.

v Is the SSID being broadcast or not? It often is.

1 Is the wireless network enabled or disabled? Most of the time, it’s

enabled.
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These days, most wireless routers come pre-configured to provide an open,
public wireless network. That helps you get up and running quickly, but
there is no security. Anyone can get on your wireless network! People called
wardrivers drive around with their laptops booted up looking for available
networks. If you broadcast your SSID and have no security on your network,
these wardrivers park and connect to your network. Often these people are
harmless. They just want to borrow a little of your bandwidth to access the
Internet. However . . .

Beware the malicious wardriver! If one of these troublemakers uses your
network to hack into a site and do damage, the origin of the hacking will trace
back to your network. Uh-oh.

A little later, we tell you how to tighten security and limit who can use your
wireless network.

Step 4: Connect your computers

Here’s how to connect your computers, based on whether their NICs are
wired or wireless:

v~ If a computer has a wired NIC, plug one end of an RJ-45 Ethernet cable
into one of the router’s LAN ports and the other end into the computer’s
Ethernet NIC. Make sure the computer is set to be a DHCP client.

v~ If a computer has a wireless NIC, whether inside or attached to the
computer, there is no cable to connect. Use the software that’s built into
the operating system (or that came with the NIC) to specify the SSID you
want to connect to; then set the computer as a DHCP client.

In either case, the computer is ready to go as soon as it gets an IP address
from the DHCP server inside the router.

The wired side of your network provides a little security because strangers
can’t easily plug network cables into your router without your knowledge.
The wireless side, however, is a totally different story — Insecure City. So, in
the following section, we look at how you can tighten things down.

Securing Your Network

After you've set up your wireless network, it’s time to enable security. You
need to protect both the wired side and the wireless side.
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Securing the wired side

From a computer with a wired connection to the router, open a Web browser
and return to the router’s administration interface. (Use the router’s default
intranet IP address, and then enter the default username and password.)
Consult the router’s documentation to find the specific ways to accomplish
these tasks.

Change the administrator’s name (if possible) and the password. Don’t forget
either of those!

By default, you can only access the router’s administration interface from

a wired connection. However, you may find it more convenient to use a
wireless connection. If you choose to lift the restriction, however, remember:
Doing so means that anyone on the Internet can manage your router if they
know — or guess — the password!

Securing the wireless side

Always remember that if you change the router’s wireless settings, you must
make matching changes on the computers! If you don’t, they can’t reconnect
to the network.

Your router’s documentation will help you find the specific ways for your
hardware to accomplish the following tasks:

v Change the SSID from the default value. Pick something that doesn’t
identify you or your location.

v Disable broadcasting the SSID. This is not a real security protection —
it’s “security by obscurity” — but it does make it a bit harder for people
to connect to your wireless network.

v Restrict use of the wireless network to those NICs whose MAC
addresses are recorded on the router. This technique is called MAC
filtering.

+ Enable wireless security. You have several 802.11i security protocols to
choose from. Use the strongest combination possible, keeping in mind
the phrase “lowest common denominator.” That is, use the strongest
combination that all the computers and wireless devices have in
common. These protocols depend on some form of encryption. (You can
read about encryption in Chapters 12 and 21.) Basically, encryption
translates your data into a secret code so snoopers can’t read it. On the
receiving end, the secret code is decrypted back into readable form. So
here’s the list of protocols, from strongest to weakest:
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Figure 7-6:
It's time to
replace the
old printer

in order to
upgrade
wireless
network
security.
|

e WPA2: Wi-Fi Protected Access version 2. The latest and strongest
wireless security protocol. You may need to buy the newest
hardware to enable this WPA2.

o WPA: Wi-Fi Protected Access is much more intelligent than previous
wireless security protocols.

¢ TKIP (pronounced “tee-kip”) Temporal Key Integrity Protocol was a
solution to replace WEP. TKIP eventually became the first version
of WPA.

e WEP: Wired Equivalency Privacy, the original wireless security
protocol, comes in different strengths: 64-bit, 128-bit, and 256-bit,
the higher the better.

Hackers find WEP extremely easy to break, and there are programs
for cracking WEP posted on the Web. Bottom line: WPA2 is best,
WPA/TKIP is okay, and WEP is better than nothing.

The router in the For Dummies SOHO network uses WEP, as

you can see in the router’s administration interface in Figure 7-6.
Unfortunately, you may want to use a strict level of security,

such as WPA2, but if even one device on your network doesn’t
support your preferred security choice, you must use the lowest
common denominator. In the case of the network in Figure 7-6, we
unwillingly use WEP. All of the devices on our wireless network are
state of the art except for one ancient wireless printer. Because
that printer only supports WEP, we’re stuck with lax security until
we replace the old printer.

Basic Security Sellings

1f you want ta sehip a wireless notwark, we recommend that yau da the fallowing:

Advanced Sncurity

Settings

Logout

1.Turn Wireless ON

Wireless: & On O Of

2.Change the 551D setting to any name or code you want

(5510 is the same thing a5 the name of your Wireless Network.)

SSID: E?‘.MI

3.Channel

Ta change the channal of the frequency hand at which the Router communicates, please enter it belaw, Then click
apply ta save your seftings.:

NOTE: [n the United States, use channels 1-11.

thannel:  [Rudomae x|

4.Click on the button next to WEP

(We rocammand wsing WER hecauss it anceypts your wirsless traffic.)

& WEP  OH

5.8elect s WEP Key

NOTE: « To create & 84/40 WEP Hex Key, you need to enter & combination of 10 degts, You can choose any letter from
A<F ur any number from 0-9. Sample HEX WEP Key: OFB310FF28
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Figure 7-8:
This
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|
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Figure 7-7 shows three wireless networks, two with security enabled, one
that is wide open. The MAHGUEST network is a public network at a wireless

hotspot. It has no security or

encryption enabled. Public networks open to

all are by their very nature not very secure. Candace uses this particular

hotspot often, but you can be
the MAHGUEST network.

sure she does not shop or bank online from

Figure 7-8 shows another network at the same location as MAHGUEST. We
don’t know the name of the network because its SSID is not broadcast. This
network also uses the TKIP security protocol. Interestingly, whether secure
or not secure, you can see the MAC addresses of both networks.
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Each wireless vendor provides an interface for checking and troubleshooting
network connections. Figures 7-7 and 7-8 were snapped from an Intel interface.
Different NICs will have different interfaces, and your screen may look
different from Figure 7-7, but the data collected will be the same.

Broadband for Everyone? We Hope

WiMAX (Worldwide Interoperability for Microwave Access), pronounced
“why max,” is wireless over very long distances up to a couple of thousand
miles. It’s based on the IEEE 802.16 standard, also called Broadband Wireless
Access. Although WiMAX is still in the early stages and is not widely used,
WiMAX could become important for home networkers who live in rural
areas. Cable and DSL providers have ignored rural areas for a long time, and
rural users have been stuck with dial-up or satellite networking. WiMAX
means people out in the countryside (Hi, Dad!) will be able to have wireless
broadband connections.

Depending on your needs, you can have different types of mobility:

v Using wireless hotspots
v Paying for broadband wireless service within a cellular area

v Going anywhere you want to connect to the Internet

We describe these different levels in the following sections.

Level 1: Using wireless hotspots

You must go to them. Wireless hotspots let you go out of range of your home
base station to use the hotspot’s Internet connection. Sometimes you must
pay to connect to the hotspot. Sometimes these are free. Sometimes you have
to pay. If Candace goes to the Lexington library to connect via their wireless
hotspot, there’s no charge. She doesn’t even need to bring a computer. The
library supplies one if you want. (It’s a fantastic library. Shameless plug for
the Cary Memorial Library in Lexington, MA.)

There are a couple of cafés that Candace spends too much time in that also
are free wireless hotspots. Although you do need to buy a cup of coffee or tea
or whatever is your beverage, so is it technically free? We think so, but not
everyone agrees. You can also get free Wi-Fi with your fast food. McDonald’s
has Wi-Fi hotspots on every continent except Antarctica. Well, DUH! There
are no golden arches in Antarctica. However, Antarctica has other Wi-Fi
hotspots so you can stay in touch with the rest of the world while dining with
the penguins. (Hey — we said dining with the penguins, not on the penguins!)
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Level 2: Paying for broadband
wireless service

Some cellular providers let you subscribe on a daily/weekly/monthly basis
for wireless access anywhere they provide cell phone service. Your NIC needs
to be a broadband cellular modem. Most newer NICs support wired, wireless,
and cellular connections in one NIC. This kind of service is similar to smart
phones, such as the iPhone and the G1 by Google that let you access the
Internet. Marshall has one of these phones so he can perform very important
activities: play online games and access e-mail.

Level 3: Going anywhere you want to
connect to the Internet with WiMAX

The dream of WiMAX technology is to let you connect to the Internet no
matter where you are on the planet (and beyond — maybe even the
Restaurant at the End of the Universe).

The reality is that WiMAX access is scattered around here and there,