Basics of Web Scraping Session

Veri Kazima Etik Midir?

Pinar Dag



Neden veri kaziyoruz?

-Kazimak demek veri ihtiyacimiz var demek
-Veriye erisimde sorun yasiyoruz demek
-Veriyi dogrulamaya ihtiyaciniz var demek

ve dogru bilgiyi kazimaya ihtiyaciniz var
demek.
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Web kazimanin iyi taraflari

Analiz ve gorsellestirme icin kullanilabilir

Arastirmalarin gelismesine yardimci olabilir

Piyasa analizinde ve fiyat karsilastirmasinda kullanilabilir.
Gazetecilige yardimci olur

Hikaye fikirleri gelistirmeyi saglar

Toplu veriler hakkinda kaba bir fikir edinmemize yardimci olur
Temel veri sistemlerini arastirmak / anlamak icin fayda saglar
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101 data journalism web-scraping exercises in

Python:

& Fransizca dilinden ge

0

Journalism

stanfordjournalism/search-script-scrape

search-script-scrape - 101 real world web scraping exercises in
Python 3 for data journalists


https://github.com/stanfordjournalism/search-script-scrape

intihal tesvik edebilir

Web kazimanin kotu taraflari

Spam icin kullanilir

Kimlik hirsizh@i icin kullanilabilir

Stop Web Scraping

STOP CONTENT THEFT AND DOWNTIME FROM WEB e . .
SCRAPING BOTS How to use Terms & Conditions for web scraping protection

Tired of watching thieves at work and feeling powerless to stop

them? Web scraping bots steal whatever content they’ve been Is your website the target of web scrapers? You're not alone!

programmed to fetch — articles, prices, promotions, and API data thd Billion-dollar businesses are built on the back of people like you,
should only be available to legitimate customers or authorized by companies that scrape and use your data for all sorts of
partners~ purposes.

Terms and
conditions

The good news is that you can protect even non-copyrighted
Distil Networks puts an immediate stop to content theft, competitive] content, like prices or customer reviews, via your website terms

data mining, negative SEO attacks, as well as application denial of and conditions.

service due to aggressive web scraping.


https://www.distilnetworks.com/web-scraping/
https://datadome.co/website-terms-conditions-scraping-protection/

Web Kazimanin Ekonomisi

Web kazima yapan sirketlerin% 38'i icerik elde etmek i¢in
bunu yapiyor

Gayrimenkul siteleri bir numarall web kazima kurbani
Web kazima hizmetleri saatte 3,33 dolara mal oluyor
Ortalama web kazima projesi yaklasik olarak 135 dolar.
Ortalama web kaziyici yillik 58.000 $ kazaniyor

WHITE

The 2016 Economics of
Web Scraping Report



https://resources.distilnetworks.com/white-paper-reports/2016-economics-of-web-scraping-report

Web'de kazimaya yonelik hangi
sektorler en fazla korumaya ihtiyag
duyuyor?

Dijital yayincilar ve dizinler

Seyahat Protect your site against
Emlak
E-ticaret Web Scraping

Yasal bir uygulama gelistirin
Hizmet reddi (DoS)
saldirilarini engelle




ETIK TARAFI
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Bu verileri alabilir miyim?

Bu verileri yeniden vavinlayabilir
miyim?

Web sitesinin sunucularini asirl
yUklOyor muyum?

Bu verileri ne icin kullanabilirim?

Flickr user: Greg Emel


https://www.flickr.com/photos/hillsdalehouse/129004099/in/photolist-dxghSP-mtumZG-4TgmQW-4HN39F-7MyWku-mtsoFT-5k8UJW-7VK4ZE-8VWbd7-4Xi7yy-kQZwx-mtspRZ-b5JU9i-ceun7y-pdxfdh-4Tg5wm-aSMkZk-2xwRtt-y8jt1-gx5n45-nGSjMK-cpbqB-4vJe9L-ejFGYZ-dtWMnL-aD9L2T-bq4J4M-4TgyQ7-4TgxKJ-4TchYD-4Tchuv-4TgwrQ-4TcgGD-4Tcgm2-4Tc8vD-4TgmoS-4TgjAq-4TggcL-4TbZtz-cr16Nh-douz7A-C4YtE-bX7YiT-douzqh-4NSVS8-fgT1Qv-4Tgkm1-g4Cxb-4qBR3j-6aJifh
http://robertorocha.info/on-the-ethics-of-web-scraping/
http://robertorocha.info/on-the-ethics-of-web-scraping/
http://robertorocha.info/on-the-ethics-of-web-scraping/
http://robertorocha.info/on-the-ethics-of-web-scraping/
http://robertorocha.info/on-the-ethics-of-web-scraping/
http://robertorocha.info/on-the-ethics-of-web-scraping/

Question Asked a year ago

Oliver C. Stringham
AF 8 .l 7.9 - Rutgers, The State University of New Jersey
Is it legal to use web scraped data for research?

Many websites say in their terms that use of anything (text, pictures, etc) on
their site is prohibited because it is their intellectual property. Does anyone know
if it is actually illegal or legal to web scrape data from websites to use in
research? Do | need to get permission from each individual website | want to
scrape? Does the data need to be "anonymous” when published (i.e. someone
can't determine which website it came from)?

Research Ethics Web Scraping

Share v 616 Reads



Web kazima icin etik nedir?

Telif hakki gibi, kurallar, protokoller ve en 1yi uygulamalar1 saglama

Kimliginizi belirtiyor musunuz?

Indirme asamalarimiz belgeliyor musunuz?

Analiz asamalarinizi gériiniir kiliyor musunuz?

Arastirmaniz tekrarlanabilir mi?

Y ontemleriniz ve siirecleriniz gizli mi yoksa 6zel mi?

Kaynaklarmizi nasil koruyor ve belgeliyorsunuz?

Kaynaklarimiza kredi veriyorsunuz?

Articles:
a. To Scrape or Not to Scrape: Technical and Ethical Challenges of Collecting Data off the Web
b.  On the ethics of web scraping from a data journalism perspective
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http://www.storybench.org/to-scrape-or-not-to-scrape-the-technical-and-ethical-challenges-of-collecting-data-off-the-web/
http://gijn.org/2015/08/12/on-the-ethics-of-web-scraping-and-data-journalism/

Etik Veri Kaziyici Nasil Olunur?

@ Govenli | https://www.turkiye.gov.tr % © ® @ 4 0O % 4,0 @ ¢ ogoRB ?

Hos geldiniz, sunulan hizmetlerden faydalanmak cin sisteme iris yapmalisinz. sisteme Giris </

robots.txt dosyasini okuyunuz (varsa eger)

[Z) e-izmetier
Sitenin Terms of Use kismini okuyunuz (Mevcutsa) 3 o i
o  Medya alaninda ¢alisan avukata danisiniz Kiecesn
Verileri nasil koruyacaginizi diisiiniin Qe - A
Sitenin yapl.s.lr}a fhk}(at efhn _‘. LS @ = Sl
Kurulusla goriistiiniiz mi & C () | & Guvenli | https.,,www.turklye.gov.tr,f‘robots.txt

siteyi yoneten?Gortisiliniiz

https://en.cbar.az/robots.txt

& c 0 @ Guvenli | https://en.cbar.az/robots.txt

User-agent: *

Disallow:

7| &

-~

@tﬁrkive.gov.tr

<

User-agent: *
Allow: /
Sitemap: https://www.turkiye.gov.tr/sitemap.xml

User-agent: *
Disallow: /wp-admin/
Allow: /wp-admin/admin-ajax.php


https://en.cbar.az/robots.txt
https://en.cbar.az/robots.txt

https://facebook.com/robots.txt

- Cc 0O ‘ e Ml ttps://facebook.com/robots.txi} ﬁ‘ o~ 7

# Notice: Crawling Facebook is prohibited unless you have express written
# permission. See: http://www.facebook.com/apps/site_scraping_tos_terms.php

User-agent: Applebot
Disallow: /ajax/

Disallow: /album.php
Disallow: /checkpoint/
Disallow: /contact_importer/
Disallow: /feeds/

Disallow: /file_download.php
Disallow: /hashtag/
Disallow: /l.php

Disallow: /live/

Disallow: /moments_app/
Disallow: /p.php

Disallow: /photo.php
Disallow: /photos.php
Disallow: /sharer/

User-agent: baiduspider
Disallow: /ajax/

Disallow: /album.php
Disallow: /checkpoint/
Disallow: /contact_importer/
Disallow: /feeds/

Disallow: /file_download.php
Disallow: /hashtag/
Disallow: /l.php

Disallow: /live/

Disallow: /moments_app/
Disallow: /p.php

Disallow: /photo.php
Disallow: /photos.php
Disallow: /sharer/

User-agent: Bingbot
Disallow: /ajax/

Disallow: /album.php
Disallow: /checkpoint/
Disallow: /contact_importer/
Disallow: /feeds/

Diczllow: /file downlozad. nhn


https://facebook.com/robots.txt

“Kazima, web siteleri tarafindan belirlenen tim
kurallara riayet edildigi suirece ve kazima verileri
1y1 miyetlerle kullanildik¢a, ver1 kazima etiktir.”

source


https://support.google.com/webmasters/answer/6062598?hl=tr&ref_topic=6061961

Kaynak/Kitap/Proje

http://www.qarethjames.net/a-quide-to-web-scrapping-tools/

https://onlinejournalismblog.com/2013/09/18/ethics-in-data-journalism-mass-data-gathering-scr
aping-foi-and-deception/

http://datajournalismhandbook.org/1.0/en/qetting data_3.html
https://docs.qooqle.com/presentation/d/11C18k19aeiGHLCUEtV_2yYOhbbbS48kVoSuYKZZHezQ/edi
t#slide=id.q10d633bbc3 1 14

https://www.promptcloud.com/blog/is-data-scraping-ethical
https://towardsdatascience.com/ethics-in-web-scraping-b96b18136f01
https://www.avva.ora.tr/konular/40-ders-5-pdfden-ve-webden-veri-kazima-.html

httD://robertorocha.info/on—the-ethics—of—web-scraoinq/



http://www.verigazeteciligi.com/veri-gazeteciligi-ve-web-kazimanin-etigi-uzerine/
http://www.garethjames.net/a-guide-to-web-scrapping-tools/
https://onlinejournalismblog.com/2013/09/18/ethics-in-data-journalism-mass-data-gathering-scraping-foi-and-deception/
https://onlinejournalismblog.com/2013/09/18/ethics-in-data-journalism-mass-data-gathering-scraping-foi-and-deception/
http://datajournalismhandbook.org/1.0/en/getting_data_3.html
https://docs.google.com/presentation/d/1IC18k19qejGHLCuEtV_2yY0hbbbS48kVoSuYKZZHezQ/edit#slide=id.g10d63abbc3_1_14
https://docs.google.com/presentation/d/1IC18k19qejGHLCuEtV_2yY0hbbbS48kVoSuYKZZHezQ/edit#slide=id.g10d63abbc3_1_14
https://www.promptcloud.com/blog/is-data-scraping-ethical
https://towardsdatascience.com/ethics-in-web-scraping-b96b18136f01
https://www.avvg.org.tr/konular/40-ders-5-pdfden-ve-webden-veri-kazima-.html
http://robertorocha.info/on-the-ethics-of-web-scraping/
http://www.udu.co/blog/what-is-web-scraping-is-it-ethical
https://www.targetinternet.com/what-is-data-scraping-and-how-can-you-use-it/
http://www.verigazeteciligi.com/veri-gazeteciligi-ve-web-kazimanin-etigi-uzerine/

Source

Kaynak/Kitap/Proje

e (Catalog of Web Scraping tools
https://docs.google.com/spreadsheets/d/1A_9wWBEmMc8VPEHUM2R-7jdPU9FWY8dSfNsfliQ6cz638/edit#qid=0

Tools used or demonstrated in this Workshop
e Webscraper.io - http://webscraper.io/ (script and crawl a website)
e OpenRefine - hitp://openrefine.org (scripting, cleaning, parsing, utility data
tool)
o Regular Expressions
o GREL
o Jsoup
e TAGS - hitps://tags.hawksey.info/ (Twitter Stream collector)
e Splunk - Academic Program (Twitter Stream collector / Search and
Discover )

Ethics
e To Scrape or Not to Scrape: Technical and Ethical Challenges of Collecting Data
off the Web
e htip://qijn.ora/2015/08/12/on-the-ethics-of-web-scraping-and-data-journalism/



https://docs.google.com/spreadsheets/d/1A_9wBEmc8VP6HUm2R-7jdPU9FWY8dSfNsfIjQ6cz638/edit#gid=0
https://docs.google.com/spreadsheets/d/1A_9wBEmc8VP6HUm2R-7jdPU9FWY8dSfNsfIjQ6cz638/edit#gid=0
http://webscraper.io/
http://openrefine.org
https://tags.hawksey.info/
https://www.splunk.com/en_us/solutions/industries/higher-education/academic-licenses.html
http://www.storybench.org/to-scrape-or-not-to-scrape-the-technical-and-ethical-challenges-of-collecting-data-off-the-web/
http://gijn.org/2015/08/12/on-the-ethics-of-web-scraping-and-data-journalism/
https://docs.google.com/presentation/d/1QVUR3B4QDgM5fLBtFditwKyGwij0hM1qDCUL56vs34k/edit#slide=id.gbc7372d34_0_197

Data, presentation, and
handouts are shareable
under CC BY-NC license:
https://creativecommons.org/
licenses/by-nc/4.0/
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