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Introduction

Red Hat is the number-one Linux vendor on the planetnEhough offtial figures have
never been released, as thstfiopen source, one-billion dollar company, Red H guiise
successful in enterprise Linux. More and more compamnesnastalling Red Hat servers
every day, and with that, there’s an increasing need farHRa&t skills. That is why | wrote
this book.

This book is a complete guide that contains real-worldgxXas of how Red Hat
Enterprise Linux should be administered. It targebs@ad audience of both beginning and
advanced Red Hat Enterprise Linux administrators whed a reference guide to learn
how to perform complicated tasks.

This book was also written as a study guide, whichhy there are many exercises
included in the book. Within each chapter, youlidistep-by-step exercises that lead you
through specifi procedures. Also, in Appendix A at the end of telb, you'll find lab
exercises that help you wrap up everything you've leaindgtie chapter.

Red Hat offers two certifations that are relevant for system administrators: Rad
Certified System Administrator (RHCSA) and Red Hat CexdifEngineer (RHCE). This
book does not prepare for either the Red Hat RHCSA or REXGHENS, but it does cover
most of the objectives of both exams. For those intede taking RHCSA and RHCE
exams, it is recommended that you also attend aHRa&dtiraining course, where the learner
risks meeting the author of this book who has been aHrRadCertifed Instructor for
many years now.

Who Should Read This Book?

This book was written for Red Hat administrators. Dle@k is for beginning administra-
tors as well as those who already have a couple of ydamsperience working with Red
Hat systems. For the advanced administrators,wtrigen as a reference guide that helps
them set up services such as web servers, DNS and DéiGRering, and more. It also
contains advanced information, such as a long chapt@eoiormance optimization.

What You Need

To work with this book, you need a dedicated conepwn which you can install Red Hat
Enterprise Linux. If this is not feasible, a virtuahohine can be used as an alternative,
however this is absolutely not recommended, as youtwimable to do all the exercises on
virtualization. To install Red Hat Enterprise Linaxd use it as a host for KVM virtualiza-
tion, make sure that your computer meets the followingimirm criteria:

= 64-bit CPU with support for virtualization.

= Atleast 2GB of RAM is recommended. (It will probably skowith 1GB, but this is not
recommended.)
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= A DVDdrive.
= Ahard disk that is completely available and at leasEB0On size.
= A network card and connection to a network switch.

What Is Covered in This Book?

Red Hat Linux Enterprise 6 Administratios organized to provide the knowledge
that you’ll need to administer Red Hat Enterprisawx 6. It includes the following
chapters:

Part I: Getting Familiar with Red Hat Enterprise Linux

Chapter 1, “Getting Started with Red Hat Enterprise Linux” This chapter introduces Red
Hat Enterprise Linux and explains its particulars. Walso learn about the value added
by this commercial Linux distribution as comparedr®e Linux distributions. In the sec-
ond part of this chapter, you'll learn how to instelkd Hat Enterprise Linux. You'll also
get a quick introduction to the workings of the graphicser interface.

Chapter 2, “Finding Your Way on the Command Line” This chapter introduces you to
working on the command line, the most important ireeefyou’ll use to manage your Red
Hat Enterprise Linux server.

Part Il: Administering Red Hat Enterprise Linux

Chapter 3, “Performing Daily System Administration Tasks” In this chapter, you'll learn
about some common system administration tasks. ikisdes mounting and unmount-
ing file systems, setting up and managing a printing envimrtimand scheduling jobs with
cron. You'll also learn how to do process administrateomd make backups.

Chapter 4, “Managing Software” In this chapter, you'll learn how to install software
You'll also read how to manage software, which inclugesrying software packages to
find out everything you need to know about installefiveare. You'll also read how to set
up the repositories that you'll need for an easy waygball and manage software.

Chapter 5, “Configuring and Managing Storage” This chapter teaches you how to set up
storage. It includes information about managing p#orig, logical volumes, and encrypted
volumes. You'll also learn how to set up automaticumong of volumes throughistab and
how to create and manage swap space.

Chapter 6, “Connecting to the Network” Here you'll learn how to connect your server to
the network. The chapter addresses setting up the netiwtaface, both from the com-
mand line and from the comgfiration fles. You'll set up normal network connections, and
you will also learn how to create a bonded netwantleiface. Finally, you'll learn how to
test your network using common utilities such as pind dig.
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Part Ill: Securing Red Hat Enterprise Linux

Chapter 7, “Working with Users, Groups, and Permissions” To manage who can do what
on your system, you'll need to create users and lpemtin groups. In this chapter, you'l
learn how to do that and how to add users to primadysetondary groups. You'll also
learn how to work with basic and advanced permissionssehdp access control lists.

Chapter 8, “Understanding and Configuring SELinux” This chapter teaches you how
to make your Red Hat Enterprise Linux server readlgure using SELinux. You'll learn
about the different modes that are available and howettdils system context labels and
Booleans to tune SELinux exactly to your needs.

Chapter 9, “Working with KVM Virtualization” Red Hat Enterprise Linux offers virtu-
alization capabilities by default. In this chapter, Yidaarn how to set these up using KVM
virtualization. You'll learn what your server needshte a KVM host, and you’'ll read how
to create and manage virtual machines.

Chapter 10, “Securing Your Server with iptables” iptables is a kernel-provided éwall,
which blocks or allows access to services ogunfed to listen at speadifports. In this
chapter, you'll learn how to set up the iptablesviall from the command line.

Chapter 11, “Setting Up Cryptographic Services” In this chapter, you'll learn how to set
up cryptographic services on Red Hat Enterprise Lintou’ll learn how to confjure SSL
certificates and have them signed by a certificate authootyll also learn how to use
GPG for fle and email encryption and security.

Part IV: Networking Red Hat Enterprise Linux

Chapter 12, “Configuring OpenLDAP” If you really need to manage more than just a
few users, using a directory service such as OpenLDAP edrahdy. In this chapter, you'll
learn how to set up OpenLDAP on your server. You3balearn how to add user objects to
the OpenLDAP server and how to cagufre your server to authenticate on OpenLDAP.

Chapter 13, “Configuring Your Server for File Sharing” This chapter teaches you how to
set up your server forl&é sharing. You'll learn about commorefisharing solutions, such as
FTP, NFS, and Samba. You'l also learn how to connecervers offering these services
from Red Hat Enterprise Linux.

Chapter 14, “Configuring DNS and DHCP” In this chapter, you'll read how to set up a
Dynamic Host Confuration Protocol (DHCP) server to automate prowdiomputers

in your network with IP addresses and related infoiiamatYou'll also learn how to set up
Domain Name System (DNS) on your servers, auriing them as primary and secondary
servers, as well as cache-only servers.

Chapter 15, “Setting Up a Mail Server” Postfi is the default mail server on Red Hat
Enterprise Linux. In this chapter, you'll learn how get up Postfito send and receive
email on your server. You'll also learn how to setlgvecot to make email accessible for
clients using POP or IMAP.
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Chapter 16, “Configuring Apache on Red Hat Enterprise Linux” In this chapter, you'l
learn how to set up Apache on your server. You'll leaow to confgure basic hosts,
virtual hosts, and SSL secured hosts. The chaptertedshes you how to set upefibased
or LDAP-based user authentication.

Part V: Advanced Red Hat Enterprise Linux Configuration

Chapter 17, “Monitoring and Optimizing Performance” For your server to function prop-
erly, it is important that it performs well. In thibapter, you'll learn how to analyze server
performance and how toxfit if there are problems. You'll also read some kiabout
setting up the server in a way that minimizes the chahbawng performance-related
problems.

Chapter 18, “Introducing Bash Shell Scripting” Every Linux administrator should at least
know the basics of shell scripting. This chapter teacheshpauit works. You'll learn how
to set up a shell script and how to use common shelltgegigtructures to handle jobs in
the most ideal manner.

Chapter 19, “Understanding and Troubleshooting the Boot Procedufe Many tasks are
executed sequentially when your server boots. In¢hépter, you'll learn about everything
that happens during server startup, including GRUB guréition and the way Upstart is
used. You'll also learn how to troubleshoot commaués that you may encounter while
booting your server.

Chapter 20, “Introducing High-Availability Clustering”  In a mission-critical environ-
ment, the Red Hat High Availability add-on can beaduable addition to your datacen-
ter. In this chapter, you'll learn how to design antwge high availability on Red Hat
Enterprise Linux.

Chapter 21, “Setting Up an Installation Server’ In a datacenter environment, you don't
want to set up every server manually. This is why ikessense to set up an installation
server. This chapter teaches you how to automate thallismtson of Red Hat Enterprise

Linux completely. It includes setting up a networktal&ation server and corguring a

TFTP server that hands out boot images to clients tagbopm a PXE boot. You'll also

learn how to create a kickstart cogifration fle, which passes all parameters that are to be
used for the installation.

Glossary This contains defiitions of the relevant vocabulary terms in this book.

How to Contact the Author

If you want to provide feedback about the contentshaf book or if youre seeking a helping
hand in setting up an environment oxiffig problems, you can contact me directly. The easi-
est way to get in touch with me is by sending an enoaiht 1@sandervanvugt.nl. You can


mailto:mail@sandervanvugt.nl
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also visit my website aiww.sandervanvugt.com. If you're interested in the person behind the
book, youre also more than welcome to visit my hobbyasitew. sandervanvugt.org.

Sybex strives to keep you supplied with the latestd@oid information you need for
your work. Please check their websitevaii. sybex.com, where we’ll post additional
content and updates that supplement this book if tled aeises. Enter search terms in the
Search box (or type the book’s ISBN: 978-1-118-30129aé} click Go to get to the book’s
update page.


http://www.sandervanvugt.com
http://www.sandervanvugt.org
http://www.sybex.com
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Red Hat Enterprise Linux is in use at most Fortun@ 66m-
panies, and it takes care of mission-critical tasks anynof
them. This chapter introduces Red Hat EnterpriseiXirt
begms with a brief history, where you'll learn about Wwinin general and the role of Red
Hat in the Linux story. Following that, it provides @verview of Red Hat Enterprise
Linux (RHEL) and its related products. Finally, ydudarn how to install RHEL so that
you can start building your RHEL skills.

Linux, Open Source, and Red Hat

If you want to work with Red Hat, it helps to underdiaalittle bit about its background.
In this introduction, you'll learn about the rise N X, the Linux kernel and open source,
and the founding of Red Hat.

Origins of Linux

The late 1960s and early 1970s were the dawn of the modenputing era. It was the
period of proprietary stacks, where a vendor woulddail'closed” computer system and
create the operating software to run on it. Computers ememely expensive and rare
among businesses. In that period, scientists werdmbiling for the best way to operate a
computer, and that included developing the best prograng language. It was normal for
computer programmers to address the hardware directhg wery complex assembly pro-
gramming languages.

An important step forward was the development of the garmrrpose programming
language C by Dennis Richie at Bell Telephone Laboratonid®969. This language was
developed for use with the UNIX operating system.

The UNIX operating system was thesti operating system where people from different
companies tried to work together to build instead of petmg with each other, keeping
their efforts secret. This spirit brought UNIX to sciditti government, and higher-
education institutions. There it also became the basith®rise of another phenomenon,
the Internet Protocol (IP) and the Internet. One oftthge contributors to the success of
UNIX was the spirit of openness of the operating systeweryone could contribute to it,
and the specifiations were freely available to anyone.
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Because of the huge success of UN X, companies startedicgparts of this operat-
ing system in the 1970s. They succeeded fairly well, thrad was the beginning of the
development of differentdivors of UNIX, such as BSD, Sun Solaris, and HP Ah&tead
of working together, these UNIXdlors worked beside one another, with each sponsoring
organization trying to develop the best version f@pacifc solution.

As a reaction to the closing of UNIX, Richard Stallm@rMIT announced in 1984 the
GNU operating system project. The goal of this projeaswo develop “a suffient body of
free software [...] to get along without any softwarettisanot free.”

During the 1980s, many common Unix commands, toold, aplications were devel-
oped until, in 1991, the last gap walgefil in with the launch of the Linux kernel by a stu-
dent at the University of Helsinki in Finland, Linus Vatds. The interesting fact about the
Linux kernel is that it was never developed to be pdithe GN U project. Rather, it was an
independent initiative. Torvalds just needed a Ig=to ensure that the Linux kernel would
be free software forever, and he chose to use the GN U Gensdrkd Ricense (GPL) for
this purpose. The GPL isa@pyleft licensewhich means that derived works can be distrib-
uted only under the same license terms. Using GPL maulesiible to publish open source
software where others could freely add to or modifesimf code.

Torvalds also made an announcement on Usenet, apagrylar news network that was
used to communicate information about certain projactée early 1990s. In his Usenet
message, Torvalds asked others to join him workinghenLinux kernel, a challenge that
was very soon taken up by many programmers around thie wo

Distributions

With the adoption of the Linux kernelnfally everything that was needed to create a com-
plete operating system was in place. There were n@&4Y utilities to choose from, and
those tools, together with a kernel, made a complete dipgraystem. The only thing
enthusiastic users still needed to do was to gathisrsbftware, compile it from source
code, and install the working parts on a computer. Beedhis was a rather complicated
task, some initiatives started soon to provide readiysstall Linux distributions. Among
the first was MCC Interim Linux, a distribution made awdile for public download

in February 1992, shortly after the release of the Linuxé&kitself. In 1993, Patrick
Volkerding released a distribution called Slackwarejsaribution that could be
downloaded to Gppy disk images in the early days. Ittigl @vailable and actively being
developed today.

In 1993, Marc Ewing and Bob Young founded Red Hat, tis# fiinux distributor
operating as a business. Since then, Red Hat has adqthier companies to integrate
specifc Linux-related technologies.

Red Hat went public in 1999, thus becoming thstfLinux-based company on Wall
Street. Because of the publicity stemming from its IP@d Rlat and Linux received great
exposure, and many companies started using it for théarprise IT environments. It was
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initially used for applications, such as intranet welvees running Apache software. Soon
Linux was also used for corenfancial applications.

Today Linux in general and Red Hat Linux in particuleeat the heart of the IT orga-
nization in many companies. Large parts of the Inteopafrate on Linux, using popular
applications such as the Apache web server or the Squid/seoxer. Stock exchanges use
Linux in their real-time calculation systems, and Rtgnux servers are running essential
business applications on top of Oracle and SAP. Linuxlaegely replaced UNI1X, and Red
Hat is a leading force in Linux.

One reason why Red Hat has been so successful since tineinggis the level of sup-
port the company provides. Red Hat offers three typasipport, and this gives companies
the confdence they need to run vital business applicationisionx.

The three types of Linux support provided by Red Hataasr®ollows:

Hardware Support Red Hat has agreements with every major server hardveaidor to
make sure that whatever server a customer buys, the aedwendor will assist them in
fixing hardware issues, when Red Hat is installed on it.

Software Support Red Hat has agreements with every major enterprite/aoe vendor to
make sure that their software runs properly on top efRled Hat Linux operating system
and that the enterprise software is also guaranteedrt on Red Hat Linux by the vendor
of the operating system.

Hands-on Support This means that if a customer is experiencing probleacemplish-
ing tasks with Red Hat software, the Red Hat Globalp®uporganization is there to help
them by fking bugs and providing technical assistance.

It is also important to realize that Red Hat is dpmuch more than just gathering the
software pieces and putting them together on the insiallanedia. Red Hat employs
hundreds of developers who work on developing nelwt&ms that will run on Red Hat
Enterprise Linux in the near future.

Fedora

Even as Red Hat is actively developing softwarbégart of Red Hat Linux, it still is
largely involved in the open source community. The mgtortant approach to do this
is by sponsoring the Fedora project. Fedora is a freeeylable Linux distribution that is
completely comprised of open source software, and Rat is providing the funds and
people to tackle this project. Both Red Hat and Fedoedrae of charge; with Red Hat
you pay only for updates and support.

Fedora is used as a development platform for thetlated greatest version of Linux,
which is provided free of charge for users who are intede#is such, Fedora can be used
as a test platform for features that will eventuaklyibcluded in Red Hat Enterprise Linux.
If you want to know what will be included in future vienss of Red Hat Linux, Fedora is
the best place to look. Also, Fedora makes an exceallenice to install on your personal
computer, because it offers all the functions you wouldeexfrom a modern operating
system—even some functions that are of interest tmlyome users.
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Red Hat Enterprise Linux and Related
Products

Red Hat offers several products, of which Red Hat EmteefLinux and JBoss are the most
important solutions. There are other offerings in the poo@datalog as well. In the follow-
ing sections, you can read about these products lagidtlypical application.

Red Hat Enterprise Linux Server Edition

The core of the Red Hat offering is Red Hat Enterpriseiki This is the basis for two
editions: a server edition and a workstation editibhe RHEL Server edition is the highly
successful Red Hat product that is used in compan@srak the globe.

) At the time of this writing, the current RHEL release is version 6.2.
drs

A

With the Red Hat Enterprise Linux Server edition, thisra major new release about
every three to four years. In between the major updalese are minor ones, represented
by the number after the dot in the version number. Afrarh these releases, Red Hat pro-
vides patches toXibugs and to apply security updates. Typicallysthpatches are applied
by using the Red Hat Network, a cereifi collection of repositories where Red Hat makes
patches available after verifying them.

To download and install repositories from the Red Hatvidek (RHN), a current
subscription is required. Without a current subsaéoipt you can still run RHEL, but no
updates will be installed through RHN. As an alternativeonnecting each server directly
to RHN, Red Hat provides a solution called SatellBatellite works as a proxy to RHN,
and just the Satellite server is configured to fetgHates from RHN, after which the Red
Hat nodes in the network connect to Satellite to sstkeir updates. Be aware that there
is also a product called RHN Proxy, which is a resdhing proxy, whereas Satellite is a
versioning and deployment tool.

Red Hat Enterprise Linux for Free

If you want updates and support, you have to pay for Red Hat Enterprise Linux, so how
come people have to buy licenses for GPL software that is supposed to be available for
free? Well, the fact is that the sources of all the software in RHEL are indeed available for
free. As with any other Linux vendor, Red Hat provides source code for the software in
RHEL. What customers typically buy, however, is a subscription to the compiled version
of the software that is in RHEL. In the compiled version, the Red Hat logo is included.
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Thisis more than just alogo; it's the guarantee of quality that customers expect from the
leader in Linux software.

Still, the fact is that the sources of the software contained in RHEL are available

for free. Some Linux distributions have used these sources to create their own dis-
tributions. The two most important distributions are CentOS (short for Community
Enterprise Operating System) and Scientific Linux. Because these distributions are
built upon Red Hat Linux with the Red Hat logo removed, the software is basically
the same. However, small binary differences do exist, such as the integration of
the software with RHN. The most important difference, however, is that these dis-
tributions don’t offer the same level of support asin in RHEL. So, you're better off
going for the real thing.

You can download a free version of RHEL with 30 days of access to RHN at
www . redhat.com. Alternatively, you can download CentOS at www.centos.org or
Scientific Linux at www.scientificlinux.org.

Red Hat Enterprise Linux Workstation Edition

The other product that falls under Red Hat Enterpriseikiis the Workstation edition.
This solution is based on the same code as RHEL Sehla, the same license conditions
apply for RHEL Workstation as for RHEL Server, and ywed a current subscription to
access and install updates from RHN. To date, Redliatx Workstation hasn't experi-
enced the same level of success as Red Hat Linux Eigerperver.

Red Hat Add-Ons

RHEL includes everything most people need to run a Liserver. Some components
require an extra effort, though, and for that reasowy Hre offered as add-ons in RHEL.
The two most signifiant kinds of add-on are the Enterprise File SystenmSpéihd Red Hat
Cluster Services.

Enterprise File System (XFS) The Enterprise File System offers full scalability for large
environments where manyds or very large lies have to be handled on larde 8ystems.
Even though ext4, the defaultefisystem in Red Hat Enterprise Linux, has been oigdth
significantly over time, it still doesnttfiwell in environments that have very spexBtorage
needs, such as the need to stream multimekia dir to handle hundreds of thousands of
files per day.

Red Hat Cluster Services (RHCS) RHCS offers high-availability clustering to vital ser-
vices in the network. In an RHCS cluster, you run splexed cluster software on multiple
nodes that are involved in the cluster, and that saféwaonitors the availability of vital
services. If anything goes down with such a service, RatiCluster Services takes over
and makes sure that the service is launched on another node


http://www.redhat.com
http://www.centos.org
http://www.scientificlinux.org
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Red Hat Directory Server

In a corporate environment where many user accountstioaye managed, it doesnt make
sense to manage these accounts in stand-alone datahasds/mual servers. One solution
is to have servers handle their authentication on exkeirectory servers. An example of this
approach is to connect RHEL to Microsoft Active [@ir@ry, an approach that is used fre-
quently by many Red Hat customers. Another approachuseé Red Hat Directory Server, a
dedicated LDAP directory service that can be useddesnd manage corporate identities.

Red Hat Enterprise Virtualization

Red Hat Enterprise Virtualization (RHEV) providesiatualization platform that can be
compared with other solutions, such as VMware vSpher&H EV, several dedicated serv-
ers running the KVM hypervisor are managed through RHEWM management server
for the virtual environment. In the RHEV infrastructufelly installed RHEL servers

as well as dedicated on-iron hypervisors (the RHEV-&i) be used. A major reason why
companies around the world are using RHEV is becaudéitsache same functionality as
VMware vSphere, but for a fraction of the price.

JBoss Enterprise Middleware

JBoss Enterprise Middleware is an application layet tlaan be installed on top of any
operating system, including RHEL. The platform is usethudd custom-made applica-
tions which can offer their services to perform any tasksganuthink of. JBoss is an open
platform, and therefore its adoption level is high. Red Hla¢ had huge success selling
JBoss solutions on top of Red Hat Enterprise Linux.

Red Hat Cloud

Red Hat Cloud is the solution where everything comes tagetn the lower layers of the
cloud infrastructure, Red Hat can offer Platform asrwiSe services that are based on
RHEV or any other virtualization platform. At the Paager, Red Hat Cloud helps deploy
virtual machines on demand easily. In the higher lagétbe cloud, combined with JBoss
Enterprise Middleware, Red Hat Cloud delivers softevas a service, thus helping custom-
ers build a complete cloud infrastructure on top of Ried software.

Installing Red Hat Enterprise Linux
Server

There is a version of RHEL Server for almost any haréwaatform. That means you can
install it on a mainframe computer, a mid-range syst@nRC-based server hardware using
a 64- or 32-bit architecture. Currently, the 64-bit vensof Red Hat Enterprise Linux is
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the most used version, and that is why, in this chigptu can read about how to install
this software version on your computer. The exact vargau need is Red Hat Enterprise
Linux Server for 64-bit x86_64. If you don't have thaftsvare yet, you can download a
free evaluation copy aiww. redhat.com.

The ideal installation is on server-grade hardware. ev@w, you don't have to buy
actual server hardware if you just want to learn howbrk with Red Hat Enterprise
Linux. Basically, any PC will do as long as it meets fillowing minimum requirements:

= A CPU capable of handling 64-bit instructions
= 1GBof RAM

= 20GB of available hard disk space

= ADVD drive

= A network card

)/ Make sure your computer meets these minimum requirements. To work
A&TE your way through the exercises in this book, I'll assume you have a com-
puter or virtual machine that meets them.

You can run Red Hat Enterprise Linux with less thhis, but if you do, you'll miss
certain functionality. For instance, you can insRHEL on a machine that has 512MB of
RAM, but you'll lose the graphical user interface. Yoauld also install RHEL on a 32-bit
CPU or on a VMware or VirtualBox virtual machine, buitlwn these environments you
cannot confjure KVM virtualization. Because this book includesn® exercises that work
directly on the hard disk of your computer and you derdint to risk destroying all of your
data by accident, it is strongly recommended that go not install a dual-boot RHEL and
other OS confuration.

P machine is the second-best choice. RHEL can be installed in most virtual
environments. If you want to run it on your own computer, VMware Worksta-
tion (fee-based software) or VMware Player (free software but with fewer
options) works fine. You can download this software from www.vmware. com.
Alternatively, you can use VirtualBox, a free virtualization solution provided
by Oracle. You can download it from www.virtualbox.org.

é/ If you don’t have a dedicated computer on which to install RHEL, a virtual

You'll be working with Red Hat Enterprise Linux inggaphical environment in this
book. RHEL offers some very good graphical tools, arrdhfow, you'll need a graphical
environment to run them. A typical Linux server thadyides services in a datacenter does
not offer a graphical environment. Rather, it runsonsole mode. That is because servers
in a datacenter normally are accessed only remokélg.administrator of such a server can
still use graphical tools with it but will start themesvan SSH session, accessing the server
remotely. Later in this book, you will learn how tonfigure such an environment.

In Exercise 1.1, you will install Red Hat Linux on yoeomputer.


http://www.redhat.com
http://www.vmware.com
http://www.virtualbox.org
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EXERCISE 1.1

Installing Linux on Your Machine

This procedure describes how to install Red Hat Enterprise Linux on your computer. This
is an important exercise, because you will use it to set up the demo system that you'll
use throughout this book. It isimportant that you perform the steps exactly as described
here, to match the descriptions in later exercises in this book.

To perform this exercise successfully, you'll need to install on a physical computer that
meets the following requirements:

= An entire computer that can be dedicated to using Red Hat Enterprise Linux
= A minimum of 1GB of RAM (2GB is recommended)

= Adedicated hard disk of 40GB or more

= A DVDdrive

= Anetworkcard

Apart from these requirements, other requirements relate to KVM virtualization as well.
The most important of these is that the CPU on your computer needs virtualization sup-
port. If you can enable virtualization from the computer BIOS, you are probably OK. Read
Chapter 6, “Connecting to the Network,” for more details about the requirements for vir-
tualization.

1. Putthe RHEL 6 installation disc in the optical drive of your computer, and boot from
the installation disc. If the DVD drive is not in the default boot order on your com-
puter, you'll have to go into the setup and instruct your computer to boot from the
optical drive. After booting from the installation DVD successfully, you'll see the Wel-
come to Red Hat Enterprise Linux screen.

Fruas [Tall too mlEt opl loes
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EXERCISE 1.1 (continued)

2. From the graphical installation screen, select Install Or Upgrade An Existing
System. In case you're experiencing problems with the graphical display, you
can choose to install using the basic video driver. However, in most cases that
isn’t necessary. The other options are for troubleshooting purposes only and
will be discussed in later chapters in this book.

3. After beginning the installation procedure, a Linux kernel is started, and the
hardware is detected. This normally takes about a minute.

4. Oncethe Linux kernel has been loaded, you will see a nongraphical screen that tells
you that a disc was found. (Nongraphical menus like the one in the following image
are referred to as ncurses interfaces. Ncurses refers to the programming library that
was used to create the interface.)

To heglin testisy the wedis hefore
Installstion press OE.

Chaase Skip to skip the media test
and start the Installstion.

From this screen, you can start a check of the integrity of the installation
media. Don’t do this by default; the media check can easily take 10 minutes or
more! Pressthe Tab key once to navigate to the Skip button, and press Enter
to proceed to the next step.

5. If the graphical hardware in your computer is supported, you'll next see a
graphical screen with only a Next button on it. Click this button to continue.
If you don’t see the graphical screen at this point, restart the installation pro-
cedure by rebooting your computer from the installation disc. From the menu,
select Install System With Basic Video Driver.
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EXERCISE 1.1 (continued)
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On the next screen, you can select the language you want to use during the instal-
lation process. This is just the installation language. At the end of the installation,
you'll be offered another option to select the language you want to use on your Red

Hat server. Many languages are supported; in this book I'm using English.

6.
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EXERCISE 1.1 (continued)

7. After selecting the installation language, on the next screen, select the appropri-
ate keyboard layout, and then click Next to continue.

8. Onceyou've selected the keyboard layout you want to use, you need to select
the storage devices with which you are working. To install on a local hard drive
in your computer, select Basic Storage Devices. If you're installing RHEL in an
enterprise environment and want to write all files to a SAN device, you should
select the Specialized Storage Devices option. If you're unsure about what to
do, select Basic Storage Devices and click Next to proceed.
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9. After you have selected the storage device to be used, the installation program may
issue awarning that the selected device may contain data. This warning is displayed
to prevent you from deleting all the data on the selected disk by accident. If you're
sure that the installer can use the entire selected hard disk, click Yes, and discard any
data before clicking Next to continue.
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EXERCISE 1.1 (continued)

Storage Device Warning

‘:'I_ab The storage device below may contain data.
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10. On the next screen, you can enter the hostname you want to use on the computer. Also

11.

on this screen is the Configure Network button, which you’ll use to change the current
network settings for the server. Start by entering the hostname you want to use. Typi-
cally, thisis a fully qualified domain name that includes the DNS suffix. If you don’t
have a DNS domain in which to install the server, you can use example.com. This name
is available for test environments, and it won’t be visible to others on the Internet.

After setting the hostname, you have to click the Configure Network button on the same
screen to change the network settings. If you don’t do this, your server will be configured
to get the network configuration from a DHCP server. There’s nothing wrong with that if
you're installing a personal desktop where it doesn’t matter if the IP address it is using
changes, but for serversin general, it's better to work with a fixed IP address. To set this
fixed address, click Configure Network now.
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EXERCISE 1.1 (continued)

12. You'll see the Network Connections window. This window comes from the
NetworkManager tool, and it allows you to set and change all different kinds of net-
work connections. In this window, select the Wired tab and, on that tab, click the
System ethO network card. Notice that depending on the hardware you are using, a
different name may be used. Next click Edit to change its properties.
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13. You'll now see the properties of the ethO network card. First make sure that the
option Connect Automatically is selected. If it isn’t, your network card won't be acti-
vated when you boot the server.
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EXERCISE 1.1 (continued)

14.
15.

16.
17.

18.

Editimg Sysbem ethd
Cormection name: | Systerm ethi
= Coreel gainmaticaly

“Wirsd | 8021w Secunty | IPv4 Selings | Peb Settings
Me=thod: | Manual -
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Select the IPv4 Settings tab, and in the Method drop-down list, select Manual.

Click Add to enter the IP address you want to use. You need at least an IP address and
a netmask. Make sure that the address and netmask you're using here do not conflict
with anything else that is in use on the network to which you are connecting. In this
book I'll assume your server uses the IP address 192.168.0.70. If you want to commu-
nicate with other computers and the Internet, you’ll have to enter the address of the
gateway and the address of at least one DNS server. You need to consult the docu-
mentation of the network to which you're connecting to find out which addresses to
use here. For the moment, you don’t have to enter anything here.

After entering the required parameters, click Apply to save and apply these settings.

Click Close to close the NetworkManager window. Back on the main screen where
you set the hostname, click Next to continue.

At this point, you’ll configure the time settings for your server. The easiest way to
do thisis just to click the city nearest to your location on the world map that is dis-
played. Alternatively, you can choose the city that is nearest to you from the drop-
down list.
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EXERCISE 1.1 (continued)
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19. You'll also need to specify whether your computer is using UTC for its internal clock.
UTCis Coordinated Universal Time, atime standard by which the world regulates
clocks and time. It is one of several successors to Greenwich Mean Time, without
Daylight Saving Time settings. Most servers have their hardware clocks set to UTC,
but most PCs don’t. If the hardware clock is set to UTC, the server uses the time zone
settings to calculate the local software time. If your computer has its hardware clock
set to UTC, select the option System Clock Uses UTC, and click Next to continue. If
not, deselect this option and proceed with the installation.

20. Nextyou'll specify the password that is to be used by the user root. The root account
is used for system administration tasks, and its possibilities are nearly unlimited.
Therefore, you should set the root password to something that’s not easy for pos-
sible intruders to guess.
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EXERCISE 1.1 (continued)
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21. The next screen you'll see is used to specify how you’d like to use the storage
devices on which you'll install Red Hat Enterprise Linux. If you want to go for the
easiest solution, select Use All Space. This will remove everything currently installed
on the selected hard disk (which typically isn’'t a bad idea anyway). Table 1.1 gives an
overview of all the available options.
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EXERCISE 1.1 (continued)

TABLE 1.1: Available storage options
Option Description
Use All Space Wipes everything that is currently on your computer’s hard disk to use

Replace Existing
Linux System(s)

Shrink Current
System

Use Free Space

Create Custom
Layout

all available disk space. This is typically the best option for a server.

Removes existing Linux systems only if found. This option doesn’t
touch Windows or other partitions if they exist on your computer.

Tries to shrink existing partitions so that free space is made available
to install Linux. Using this option typically results in a dual-boot com-
puter. Using a dual-boot computer is a bad idea in general, and more
specifically, this option often has problems shrinking NTFS partitions.
Don’t use it.

Use this option to install Linux in the free, unpartitioned disk space on
your computer. This option assumes that you've used external tools to
make disk space available.

The most difficult but also the most flexible option available. Using
this option assumes you’ll manually create all the partitions and logi-
cal volumes that you want to use on your computer.

22. To make sure you're using a setup that allows you to do all exercises that
come later in this book, you'll need to select the Create Custom Layout option.

23. After selecting the Create Custom Layout option, click Next to continue. You’ll now
see awindow in which your hard drive is shown with a name like sda or hda on old
IDE-based computers below it. Under that appears one more item with the name
Free that indicates all available disk space.
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EXERCISE 1.1 (continued)
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24. To configure your hard disk, you first have to create two partitions. Click Create to
start the Create Storage interface. For the first partition, you’ll select the Standard
Partition option. Select this option, and click Create.
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EXERCISE 1.1 (continued)

25. You'll now see the Add Partition interface in which you have to specify the proper-
ties of the partitions you want to create. The first partition is a rather small one that is

used for booting only. Make sure to use the following properties:

Mount Point: /boot

File System Type: ext4

Size: 200 MB

Additional Size Options: Fixed size
Force to be a primary partition
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26. After creating the boot partition, you’ll need to create a partition that’s going to be
used as an LVM physical volume. From the main partitioning screen, click Create, and
in the Create Storage options box, select LVM Physical Volume. Next click Create.
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EXERCISE 1.1 (continued)
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o At this point, the purpose is to get you up and running as fast as possible.
ITE Therefore, you’ll read how to configure your disk, without overwhelming

you with too many details on exactly what it is you're doing. In Chapter 5,
“Configuring and Managing Storage,” you'll read more about partitions
and logical volumes and what exactly they are.

27. In the Add Partition window, you now have to enter the properties of the physical vol-
ume you've just created. Use the following values:

File System Type: Physical Volume (LVM)
Size: 40000

Additional Size Options: Fixed size
Force to be a primary partition
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EXERCISE 1.1 (continued)
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28. At this point, you have created an LVM physical volume, but you can’t do anything
useful with it yet. You now need to create a volume group on top of it. To do this, click
Create, and under the Create LVM option, select LVM Volume Group. Next click Create.
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are what you’re going to put your files on, and you’ll need three of them:

= One 20GB volume that contains the root directory
= One512MB volume to use for a swap
= One 2GB volume that contains the /var directory

To start creating the logical volumes, click Add.
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30. You need to add three logical volumes using the following parameters:

The root volume:

Mount Point: /

File System Type: Ext4
Logical Volume Name: root
Size: 20000

The swap volume:

File System Type: swap
Logical Volume Name: swap
Size: 512

The var volume:

Mount Point: /var

File System Type: Ext4
Logical Volume Name: var
Size: 2000

i fan

25

EXERCISE 1.1 (continued)

29. You'll now see the properties of the LVM volume group. The only relevant parameter
is the name, which is set to vg_yourhostname, which is perfectly fine. Change noth-
ing, and click Add to add logical volumes in the volume group. The logical volumes
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EXERCISE 1.1 (continued)
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Once you've finished configuring storage devices on your computer, the disk layout
should look like this:
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EXERCISE 1.1 (continued)

31. Now click Next to continue. In the Format Warning window that you now see, click
Format to start the formatting process. Next, confirm that you really want to do this
by selecting the Write Changes To Disk option.

32. Atthis point, the partitions and logical volumes have been created, and you're ready
to continue with the installation procedure. On the following screen, the installer asks
what you want to do with the boot loader. Select the default option, which installs it
on the master boot record of your primary hard drive, and click Next.

33. You now have to specify what type of installation you want to perform. The
only thing that counts at this moment is that you’ll need to select the Desktop
option. If you don’t, you'll end up with a server that, by default, doesn’t have
a graphical environment, and that is hard to fix if you're just taking your first
steps into the world of Red Hat Enterprise Linux. After selecting the Desktop
option, click Next to continue.
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34. The installation process is now started, and the files will be copied to your computer.
This will take about 10 minutes on an average system, so it’'s now time to have a cup
of coffee.

35. Once theinstallation has completed, you’'ll see the Congratulations message telling
you that your server is ready. On this screen, click Reboot to stop the installation pro-
gram and start your server.
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EXERCISE 1.1 (continued)
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36. Once the server has successfully started for the first time, you'll see the Wel-
come screen that guides you through the remainder of the installation proce-
dure. From this screen, click Forward. Next you’ll see the License Information
screen in which you have to agree to the license agreement. After doing so,
click Forward to proceed.

39. Now you’ll see the Set Up Software Updates screen where you can connect to
the Red Hat Network.

a. |If you have credentials for Red Hat Network, you can connect now.

b. If you don’'t and just want to install a system that cannot download patches
and updates from Red Hat Network, select the No, | Prefer To Register At A
Later Time option, and click Forward.

In this book, RHN access is not required, so select No, | Prefer To Register At A Later
Time. You'll see awindow informing you about all the good things you’ll miss with-
out RHN. In this window, click No Thanks, I'll Connect Later to confirm your selection.
Now click Forward once more to proceed to the next step.
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EXERCISE 1.1 (continued)

Set Up Software Updates
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é If you don’t connect your server to RHN, you cannot update it. This means

P it’s not a good idea to use this server as a production system and provide
services to external users; you'll be vulnerable if you do. If you need to
configure a Red Hat system that does provide public services, you have to
purchase a subscription to Red Hat Enterprise Linux. If you don’t want to
do that, use Scientific Linux or CentOS instead.

40. At this point, you’'ll need to create a user account. In this book, we’ll create
the user “student,” with the full name “student” and the password “redhat”
(all lowercase). You can safely ignore the message that informs you that you've
selected a weak password.
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EXERCISE 1.1 (continued)

Create User
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41. During the installation, you already indicated your time zone and whether your
server isusing UTC on the hardware clock. At this point, you need to finalize
the Date And Time settings.

a.

b.

Specify the current time.
Indicate whether you want to synchronize the date and time over the network.

Because time is an essential factor for the functioning of many services on your
server, itis avery good idea to synchronize time with an NTP time server on the
Internet. Therefore, on the Date And Time screen, select Synchronize Date And
Time Over The Network. This will show a list containing three NTP servers on
the Internet. In many cases, it doesn’t really matter which NTP servers you're
using, as long as you're using some NTP servers, so you can leave the serversin
this list.
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EXERCISE 1.1 (continued)

d. Open Advanced Options, and select the Speed Up Initial Synchronization and
Use Local Time Source options. The first option makes sure that, if a difference
is detected between your server and the NTP time server it is synchronizing
with, your server will synchronize its time as fast as it can. If you are installing
your server in a VMware virtual environment, it isimportant to use this option to
prevent problems in time synchronization. The second option tells your server to
use the local hardware clock in your server as a backup option. It isa good idea
to enable this option on all servers in your network, because it creates a backup
in case the connection to the Internet is lost for along period of time.

e. After enabling the advanced options, click Forward to continue.
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42. Inthe final part of the configuration, you can enable the Kdump settings.
Kdump refers to crash dump. It allows a dedicated kernel to activate on the
rare occasion that your server crashes. To use this feature, you need at least
2GB of available RAM. If you're using less, you'll see an error message indi-
cating that you have insufficient memory to configure Kdump. You can safely
ignore this message.
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EXERCISE 1.1 (continued)

43. On the next and final screen of the installation program, click Finish. This completes
the installation procedure and starts your system. You’ll now see a login window
where you can select the user account you’ll use to log in.
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Exploring the GNOME User Interface

Now that your server is installed, it’s time to gebiafamiliar with the GNOME user
interface. As indicated, on most servers, the graglhiser interface (GUI) is not enabled.
However, to get familiar with RHEL, it is a good ideEause the GNOME interface anyway.

To make yourself known to your Red Hat server, yan choose between two options.
The best option is to click the name of the user accolailt you've created while installing
the server and enter the password of that user. k¥ #apick the username—a list of all
user accounts that exist on your server is displayethergraphical login screen. Selecting
a username from the graphical login screen conneatswith normal user credentials to
the server. That means you'll enter the server as amaleged user, who faces several
restrictions on the server.

Alternatively, from the graphical login screen, yownadick Other to enter the name of
another user you want to use to log in. You can follbvg sapproach if you want to log in
as user root. Because there are no limitations to wheatisker root can do, it is a very bad
idea to log in as root by default. So, at this poinitkcthe name of the user that you've
created, and enter the password. After successfukatittation, this shows the default
GNOME desktop with its common screen elements, as shovrgure 1.1.

FIGURE 1.1 The default GNOME graphical desktop
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In the GNOME desktop, there are a few default elements witichwou should be
familiar. First, in the upper-left part of the desktopere is the GNOME menu bar. There
are three menu options: Applications, Places, and System.

Exploring the Applications Menu

In the Applications menu, you'llfid a limited number of common desktop applications.
The most useful applications are in the System Tools snbhmehe Terminal Application is
the single most important application in the graphical tigslbecause it gives you access
to a shell window in which you can enter all the commaraisliyneed to confjure your
server (see Figure 1.2). Because it is so importast ijood idea to add the icon to start
this application to the panel. The panel is the bar whigtddfault, is at the top of the
graphical screen. The following procedure describes hodotthis:

1. Open the Applications menu, and select System T&olg.see the contents of the Sys-
tem Tools submenu.

Right-click the Terminal icon, and select Add This Lauerciio Panel.
3. You'll now see a launcher icon that enables you to dteetTerminal application in a
quick and easy way from the panel.

FIGURE 1.2 The Terminal application gives access to a shell interface.
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Another rather useful application in the System Tools sutuntd the Applications menu
is the file browser. Selecting this application starts Nasitihe default fe browser on a
Red Hat system. Nautilus organizes your computer aedd, which allow you to browse
the content of your computer in a convenient way.

After opening Nautilus, you'll see the contents of ytnome directory, as shown in
Figure 1.3. This is your personal folder where you camesyour fles so that other users
have no access. By using the Places sidebar, you can reatégather folders on your com-
puter, or by using the Network option, you can evewnigege to folders that are shared by
other computers on the network.

FIGURE 1.3 After opening Nautilus, you’ll get access to your home folder.
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The file system is among the most useful places that yaéliis Nautilus. This gives you
access to the root of the Linuxefisystem, which allows you to see all the folders that exist
your computer. Be aware that, as an ordinary userowithoot permissions, you won't have
access to all folders ords. To get access to everything, you should run Nleudis root.

From Nautilus, you can access propertieslesfand folders by right-clicking them. This
gives you access to the most important propertiesydic permissions that are assigned
to a file or folder. However, this is not the way that you wonddmally change permis-
sions or other fe attributes. In subsequent chapters of this bool]ljjearn how to per-
form these tasks from the command line.

Exploring the Places Menu

Now let’s get back to the main menus in the GNOME interfadeere you'll notice that
the name of the second menu is Places. This menugindlaows more or less the same
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options as Places in Nautilus; that is, it includegfadl options you need to connect to cer-
tain folders or computers easily on the network. It atesuides a Search For Files option,
which may be useful for locatingdis on your computer. However, you will probably not
be interested in the Search For Files option once goldcome familiar with the powers of
the Find command.

Exploring the System Menu

The third of the default GNOME menus, the System memesgiou access to the most inter-
esting items. First you'll find the Preferences submerhichvhas tools such as the Screensaver
and Display tools. You'l use the Display Preferences wingsee Figure 1.4) to change the
settings of the graphical display. This is useful infaguring external monitors or projectors

or just to correct the screen resolution if the defeegblution doesn't work for you.

FIGURE 1.4 The Display Preferences menu helps you optimize properties of the
graphical display hardware.
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In the Screensaver tool, you can set the propertiéseo§creensaver, which by default
activates after fie minutes of inactivity. It will lock the screen Hoat you get access to it
again only after entering the correct password. Thi®ry useful in terms of security, but
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it can also be annoying. To disable the automatic logkinthe screensaver, select
System» Preference® Screensaver and make sure the option Lock Screen When
Screensaver Is Active option is unchecked.

In the Administration submenu under System, you'llgetess to some common admin-
istration utilities. These are tlsystem-cond utilities that allow you to perform common
administration tasks in a convenient way. These too&eehore to system administration
tasks than the tools in any of the other GNOME submenus.

) You’'ll learn how to use the system-config utilities in later chapters.
TE

The upper-right part of the GNOME panel displays somesdhpt give access to com-
mon tools, including the Network Manager utility, whiglves you easy access to the
screens that help you cogtire the network cards in your computer. You'll alsalfthe
name of the current user in the upper-right cornehefdcreen. You can click on it and
then Account Information to get access to personfarimation about this user, as well as
the option to change the user’s password (see Figure 1.5).

FIGURE 1.5 Clickthe name of the current user to get access to account information
about that user.
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The menu associated with the current user also givesagoess to the Lock Screen tool.
Use it whenever you walk away from the server to lockdésgktop in order to make sure
that no one can access thlesion the server without your supervision. Another usefal
is Switch User, which allows you to switch between tviffedent user accounts that are
both logged in.

The last part of the screen gives access to all opercapiphs. Just click the applica-
tion that you want to use to access it again. A vesgful element in this taskbar is the
Workspace Switcher (see Figure 1.6). This screen is one ¢fth&orkspaces that are acti-
vated by default. If you want to open many applicatios, can use multiple workspaces
to work in a more organized way. You can put spedfplication windows on those work-
spaces where you really need them. By default, Red Heargrise Linux shows two work-
spaces, but you can increase the number of workspacesamaunt that is convenient for
you. To activate another workspace, just click the mimaf the workspace as it is shown
in the taskbar.

FIGURE 1.6 Increasing the number of workspaces

M spplications Faces System ) o [ § 0 F vedpaiiozic student

&l Workspace Switcher Preferences _— x
Switchar
" Show gnly e current works pace

& Show all woekspacesin (1 0] mows
Warknpates

Burmber of workspeoes: | Jis

KSR RS

Workspao= 1

Workspace 2

Workspace 3

Wnrkspace 4

[ Bhow workspace names in switcher

Help | [ Do

5 lwegere| (1% | warkspace Swichar#v..



Summary 39

Summary

In this chapter, you became familiar with Red HatdEptise Linux (RHEL). You learned
about what Linux is and where it comes from. You r&aat Linux comes from a tradition
of open source software, and it is currently in usenost of the Fortune 500 companies.
Next you will read about the Red Hat company and iitelpct offerings.

You then learned how to install Red Hat Enterpriseulxi on your computer. If all went
well, you now have a usable version of RHEL that isikable to you while working your
way through this book.

Finally, the chapter introduced you to the GNOME graphidesktop. You learned that
using it makes the process of learning Linux easier. Yoo sdsv where some of the most
interesting applications are located in the differenhuseof the GNOME interface.
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Although Red Hat Enterprise Linux provides the sgste

config tools as a convenient way to change parameters on your
server, as a Linux administrator you will need torlwérom

the command line from time to time. Even today, the tna@vanced management jobs are
issued from the command line. For this reason, thépotér introduces you to the basic

skills needed to work with the command line.

Working with the Bash Shell

To communicate commands to the operating system kerméhtarface is needed that sits
between the kernel and the end user issuing these commBmdsnterface is known as
theshell Several shells are available on RHHBash(short for the Bourne Again Shell)

is the one that is used in most situations. This ahsee it is compatible with the Bourne
shell, which is commonly found on UNIX servers. You shquldwever, be aware that
Bash is not the only shell that can be used. A parsabli other shells follows:

tcsh A shell with a scripting language that works like the @gramming language. It is
very popular with C programmers.

zsh A shell that is compatible with Bash but offers even moaéuees.

sash This stands for stand-alone shell. This is a minimaldfeashell that runs in almost
all environments. Therefore, it is very well suited fostgyn troubleshooting.

Getting the Best of Bash

Basically, from the Bash environment, an administrasavorking with commands. An
example of such a commandilis, which can be used to display a list dé$iin a given
directory. To make working with these commands as eappasble, Bash has some use-
ful features to offer. Some of the most used Bash featamesutomatic completion and the
history mechanism.

é In this chapter, you need a Terminal window to enter the commands with
P which you’d like to work. To open a Terminal window, from the Applica-
tions menu in the GNOME interface, select System Tools > Terminal.
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Some shells offer the option to complete a command autoailgtiBash also has this
feature, but it goes beyond the option of simply compgetommands. Bash can complete
almost everything, not just commands. It can alsopglete flenames and shell variables.

Variables

A shell variable is a common value that is used often by the shell and commands that
work from that shell, and it is stored with a given name. An example of such a variable is
PATH, which stores a list of directories that should be searched when a user enters a com-
mand. To refer to the contents of a variable, prepend a $ sign before the name of the vari-
able. For example, the command echo $PATH would display the contents of the current
search path that Bash is using.

To use this nice feature of completion, use the Tab Aeyexample of how this works
follows. In this example, theat command is used to display the contents of an ASE&xit t
file. The name of thisl&, which is in the current directory, tgis_is_a_file. To open
this file, the user can typaat thi and then immediately hit the Tab key. If there is jusé
file that starts with the lettersi, Bash will automatically complete the name of the. fif
there are more options, Bash will complete the name ofildhas far as possible. This hap-
pens, for example, when in the current directory therefile avith the namehis_is_a_
text_file andthisAlsoIsAFile. Since both fes start withthis, Bash completes only up
to this and doesn't go any further. To display a list of poéisies, you can then hit the
Tab key again. This allows you to enter more informatnanually. Of course, you can
then use the Tab key to use the completion feature again.

Useful Bash Key Sequences

Sometimes, you will enter a command from the Bashroamd line and nothing, or some-
thing totally unexpected, will happen. If that occuitss good to know that some key
sequences are available to perform basic Bash managemest ltesle is a short list of the
most useful of these key sequences:

Ctr+C  Use this key sequence to quit a command that isesgonding (or simply is tak-
ing too long to complete). This key sequence works in rsosharios where the command
is active and producing screen output.

Ctr+D  This key sequence is used to send the endl@{EOF) signal to a command. Use
this when the command is waiting for more input. Ithirilicate this by displaying the sec-
ondary prompt.

Ctrl+R  This is the reverse search feature. When used, itop#éh the reverse-i-search
prompt. This feature helps you locate commands you bagd previously. The feature
is especially useful when working with longer commantbge the first characters of the
command, and you will immediately see the last commgndused that started with the
same characters.
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Ctr+Z Some people use Ctrl+Z to stop a command. In fadés stop your command,
but it does not terminate it. A command that isina@ted with Ctrl+Z is just halted until
it is started again with theg command as a foreground job or with fgecommand as a

background job.

Ctr+A  The Ctrl+A keystroke brings the cursor to the begmnaf the current command
line.

Ctrl+B  The Ctrl+B keystroke moves the cursor to the end efcirrent command line.

Working with Bash History

Another useful aspect of the Bash shell is the history featline history mechanism helps
you remember the last commands you used. By defawdtlagt 1,000 commands of any
user are remembered. History allows you to use the updamah arrow keys to navigate
through the list of commands that you used previpd&u can see an overview of these
remembered commands when using the history commandtierBash command line.
This command shows a list of all of the recently useehimands. From this list, a com-
mand can also be restarted. For example, if you seermands in the list of commands,
you can easily rerun this command by using its number gestby an exclamation mark,
or !5 in this example.

Using ! to Run Recent Commands

You can also repeat commands from history using !. Using !, you can repeat the most
recent command you used that started with the same string. For example, if you recently
used useradd 1inda to create a user with the name linda, just entering the characters !us
would repeat the same command for you.

File Edit View Search Feming Help
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As an administrator, you sometimes need to manage thenends that are in the his-
tory list. There are two ways of doing this.

=  First you can manage the filbash_history (note that the name of this file starts with
a dot), which stores all of the commands you have bsédre. Every user has such
a file, which is stored in the home directory of the ulfeffor example, you want to
delete this file for the user joyce, just remove it wile commandm /home/joyce/.
bash_history. Notice that you must be at the root to do thiac8ithe name of the file
begins with a dot, it is a hidden file, and normaérs cannot see hidden files.

= Asecond way of administering history files, which carabeomplished by regular users,
is by using the history command. The most important optiiered by this Bash inter-
nal command is the optiofc. This will clear the history list for the user who useist
command. So, ugeistory -c to make sure that your history is cleared. In that,case
however, you cannot use the up arrow key to accessnards used previously.

ING saved. Even passwords that are typed in plain text are saved in the com-
mand history. For this reason, | recommend never typing a plain-text pass-
word on the command line because someone else might be able to see it.

@:ﬂ In the command history, everything you enter from the command line is

Performing Basic File System
Management Tasks

Essentially, everything on your RHEL server is stoired text or ASCII fie. Therefore,
working with files is a very important task when administering Linknxthis section, you
learn about fe system management basics.

Working with Directories

Since fles are normally organized within directories, it is onfant that you know how to
handle these directories. This involves a few commands.

cd Use this command to change the current working direcMityen using:d, make sure
to use proper syntax. First, names of commands arettdiries are case-sensitive; there-
fore, /bin is not the same aBIN. Next, you should be aware that Linux uses a forward
slash instead of a backslash. So, ase/bin and notcd \bin to change the current direc-
tory to /bin.

pwd Thepwd command stands for Print Working Directory. You a#ten see your cur-
rent directory from the command line, but not alwdfshe latter is the casewd offers
help.
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mkdir If you need to create a new directory, amkdir. With Linux mkdir, it is possible to
create a complete directory structure in one commaitguke-p option, something that
you cannot do on other operating systems. For exantpdecammanchkdir/some
/directory will fail if /some does not exist beforehand. In that case, you can fkdi to
create/some as well if it doesn't already exist. Do this by usitgikdir -p /some
/directory command.

rmdir Thermdir command is used to remove directories. Be awanragher, that it is
not the most useful command available, because itwaitk only on directories that are
already empty. If the directory still hasefs and/or subdirectories in it, use -r instead,
as explained below.

Working with Files

An important command-line task is managing thesfin the directories. A description of
the four important commands used for this purpose falow

Using Is to List Files

To manage fes on your server, you mustdt know what fes are available. For this pur-
pose, thels command is used. If you just useto show the contents of a given directory,
it will display a list of fles. These fes, however, also have properties. For example, every
file has a user who is the owner of tHe,fsome permissions, a size that is stored in tae fi
system, and more. To see this information, Use1.

1s has many other options as well. One useful optiofl.iF he example that follows
shows clearly why this option is so useful. Wildcards camuged when working with the
1s command. For examplés * will show a list of all fies in the current directorys /
etc/*a.* will show a list of all fies in the directoryetc that have an followed by a. (dot)
somewhere in theléname, ands [abc]* will show a list of all fles where the name starts
with eithera, b, or c in the current directory. Now without the optied, something strange
will happen. If a directory matches the wildcard paittehe entire contents of that directory
are displayed as well. This isn't very useful, and foattreason, thed option should always
be used with thés command when using wildcards.

When displaying fes usingls, note that someléis are created as hiddele$. These are
files where the name starts with a dot. By default, hidides are not shown. To display
hidden fles, use th@s -a command.

o A hidden file is one where the name starts with a dot. Most configuration
ITE files that are stored in user home directories are created as hidden files.
This prevents the user from deleting the file by accident.

Removing Files with rm

Cleaning up the ¢ system is a task that also needs to be performedregular basis.
Therm command is used for this purpose. For examplerusgtmp/somefile to remove
somefile from the/tmp directory. If you are at the root and have all thepgsmopermissions
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for this file (or if youare the root), you will succeed without any problem. Siremoving
files can be delicate (imagine removing the wroteg)j the shell will ask your permission
by default (see Figure 2.1). Therefore, it may be necessapysh thesm command a little.
You can do this by using thef (force) switch. For example, usa -f somefile if the
command states that somkftannot be removed for some reason.

b In fact, on Red Hat, the rm command is an alias for the command rm -1,

ITE which makes rminteractive and prompts for confirmation for each file that
is going to be removed. This means that any time you use rm, the option -1
is used automatically. You’ll learn how to create an alias later in this chapter.

FIGURE 2.1 By default, rm asks for confirmation before it removes files.
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Therm command can also be used to wipe entire directaucstres. In this case, the
-r option has to be used. When this option is combiv& the-f option, the command
becomes very powerful. For example, use-rf /somedir/#*to clear out the entire con-
tents of/somedir. This command doesn't remove the directory itsebfwbver. If you want
to remove the directory in addition to the contentshaf directory, usem -rf /somedir.

You should be very careful when usingthis way, especially since a small typing mis-
take can result in very serious consequences. Imafpnexample, that you typen -rf
/ somedir (with a space betweehandsomedir) instead ofrm -rf /somedir. As a result,
therm command will fist remove everything i, and when it is fiished with that, it will
removesomedir as well. Note that the second part of the commaradtsally no longer
required once the first part of the command has comgblet

Copying Files with cp

If you need to copy s from one location on thddisystem to another location, use the
cp command. This straightforward command is easy to Beeexample, usep ~/* /
tmp to copy all fles from your home directory (which is referred to wtible ~ sign) to the
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directory/tmp. If subdirectories and their contents need to beuohll in the copy com-
mand, use the optiosr. You should, however, be aware tl@tnormally does not copy
hidden fles where the name starts with a dot. If you need py ¢tvdden fies as well, make
sure to use a pattern that starts with(dot). For example, usep ~/.* /tmp to copy all
files where the name starts with a dot from your homectry to the directorytmp.

Moving Files with mv

An alternative method for copyindds is to move them. In this case, tHe s removed
from its source location and placed in the targeatan. For example, use ~/somefile
/tmp/otherfile to move the fenamesomefile to /tmp. If a subdirectory with the name
otherfile exists in/tmp, somefile will be created in this subdirectory. If, howeven
directory with this name exists iftmp, the command will save the contents of the original
file somefile under its new nameiherfile, in the directory/tmp.

Themv command is not just used to movedi You can also use it to rename directories or
files, regardless of whether there are alag iin those directories. For example, if you need to
rename the directorysomedir to /somethingelse, usemv /somedir /somethingelse.

Viewing the Contents of Text Files

When administering your RHEL server, you will veryeaftfind that you are modifying
configuration fles, which are all ASCII textlés. Therefore, the ability to browse the con-
tent of these fes is very important. Different methods exist to perfahis task.

cat This command displays the contents ofl@lliy dumping it to the screen. This can be
useful if the contents of thddido not fi on the screen. You will see some text scrolling by,
and as the fial result, you will see only the last lines of tHe being displayed on the screen.

tac This command does the same thingassbut inverts the result; that is, not only is the
name oftac the opposite o¢at, but the result is the opposite as well. This commaiid w
dump the contents of a file to the screen, but with thielilae first and theifst line last.

tail This command shows only the last lines of a telet ff no options are used, this
command will show the last 10 lines of a tex¢.fiThe command can also be moelifito

show any number of lines on the bottom ofla.fFor exampletail -n 2 /etc/passwd

will show you the last two lines of the cogfiration fle where usernames are stored. The
option to keeptail open on a given loglé is also very useful for monitoring what happens
on your system. For example, if you usei1 -f /var/log/messages, the most generic log
file on your system is opened, and when a new linegiidem to the bottom of thatl§, you

will see it immediately, as shown in Figure 2.2.

head This command is the oppositeafil. It displays the fist lines of a text [e.

less The last command used to monitor the contents dffies isless. This command
will open a plain-text fe viewer. In the viewer, you can browse the file usingRage
Down key, Page Up key, or spacebar. It also offers a Beagability. From within théess
viewer, use/sometext to find sometext in the fie. To quitless, useq.

more This command is similar tbess but not as advanced.
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FIGURE 2.2 With tail -f, you can follow lines as they are added to your text file.

File Edit  Yiew Sesch Fomined Help
| root@hnl |2 tail -f fvar/log/eessoges ia
May 13 B2:29:32 hnl pas; gde-passWord[26572]: WARNING: unable 1o log session

May 13 82:29:32 hnl seahorse-daeson[26661]: init gpgee version 1.1.8 h
Moy 13 B2:29:32 hnl pulsesodio]26735]: pld.c: Stale PID Tile, over<riilng. |

May 13 B2:29:33 hnl pulseaudio[26735]: alsa-sink.c: ALSA woke us up to write nn'-:
data To the deyice, but There was actually nothing To writel ]
May 13 B2:29:33 hnl pulseaudino[26735]: alsa-sink.c: Most likely this is a bug inf
the ALSA driver ‘snd ensl3i?l'. Please reporT This issue 1o The ALSA l1l?'|'l?'|l.'I[IE’5-||"
May 13 82:29:33 hnl pulseaudin|26735): alsa-=sink.c: wWe were woken up with POLLOULS
T ‘-?{ -« howeyss @ subsequent spd poe avallll =eturned @ or another value = win |I;
avail.

May 13 B2:29:33 hnl dbas: [systes] Rejected send ®essans, 2 Batched rules; THpa=g8
"gethod return®; sender=":1.12% |uid=B pid=21%3 coms="Fusrssbin/bluetoothd| inie

face="Tunset]® sesbar="|unsat]” srror nawe="lunset]” sequasted <eply=0 destinat|s
1on=":1.57" |uid=8 pid=26738 coms="hluetooth-applet}] [
Hay 13 B2:29:33 hnl pulsesudio[26735]: alsa-source.c: ALSA woke us up To read na |
Iv data from the device, but there was actually nothing to sead! [
May 13 62:29;33 hnl pulseaudio[26735]: alsa-source,c: Most 1lkaly this Ls a bug |}
in the ALSA driver 'snd ensl371l', Please report this issue to the aLS5A developeri)
LN

May 13 82:29:33 hnl pulseaodio|26735]: alsa-source.c: We were ‘woken up with POLL |
I ?E{ -+ however A suhsaquent snd poe avalll] returned @ or anothes valoe = |1|'l| |
avail.

Creating Empty Files

It is often useful to create files on a file system sTiia useful test to check to see whether
a file system is writable. Theouch command helps you do this. For example, tseh
somefile to create a zero-bytddiwith the nameaomefile in the current directory.

It was never the purpose oéuch to create emptylés. The main purpose of theuch
command is to open adiso that the last access date and time of theiplayed byis is
modified to the current date and time. For exampdach * will set the time stamp to the
present time on alllés in the current directory. touch is used with the name of defithat
doesnt exist as its argument, it will create this s an emptylg.

@ Real World Scenario

Unleashing the Power of Linux Using the Command Lin e

The ability to use pipes and redirects to combine Linux commands in an efficient way can
save administrators lots of time. Imagine that you need to create a list of all existing users
on your server. Because these users are defined in the /etc/passwd file, it would be easy
to do if you could just get them out of this file. The starting point is the command cat
/etc/passwd, which dumps all the content of /etc/passwd to the screen. Next pipe it to
cut -d : -f 1to filter out the usernames only. You can even sort it if you want, creating
a pipe to the sort command. In upcoming sections, you'll learn how to use these com-
mands and how to use pipes to connect them.
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Piping and Redirection

The piping and redirection options are among the mostepfukfeatures of the Linux
command linePipingis used to send the result of a command to anothmantand, and
redirectionsends the output of a command tola.fl his fle doesn't necessarily need to be
a regular fie, but it can also be a devicéefias you will see in the following examples.

Piping
The goal of piping is to execute a command and send alyeud of that command to

the next command so that it can do something witlbée the example described in
Exercise 2.1.

EXERCISE 2.1

Discovering the Use of Pipes

In this exercise, you'll see how a pipe is used to add functionality to a command. First
you’'ll execute a command where the output doesn’t fit on the screen. Next, by piping this
output through less, you can see the output screen by screen.

1. Open ashell,and use su -to become the root. Enter the root password when
prompted.

2. Typethecommand ps aux. Thiscommand provides a list of all the processes that
are currently running on your computer. You'll notice that the list doesn’t fit on the
screen.

3. To make sure you can see the complete result page by page, use ps aux | less.The
output of ps is now sent to Tess, which outputs it so that you can browse it page by

page.

Another very useful command that is often used inpa gonstruction igrep. This
command is used as dtér to show just the information that you want to aed noth-
ing else. Imagine, for example, that you want to checktivér a user with the name linda
exists in the user databagetc/passwd. One solution is to open théefiwith a viewer like
cat or Tess and then browse the contents of tHe fo check whether the string you are
seeking is present in thddi However, that’'s a lot of work. A much easier sauatis to pipe
the contents of thelé to the fiter grep, which would select all of the lines that contain the
string mentioned as an argumentgeép. This command would reacht /etc/passwd |
grep linda.

In Exercise 2.2, | will show you how to ugeep and pipes together.



Piping and Redirection 51

EXERCISE 2.2

Using grep in Pipes

In this procedure, you'll use the ps aux command again to show a list of all processes on
your system, but this time you’ll pipe the output of the command through the grep utility,
which selects the information you're seeking.

1. Type ps auxto display the list of all the processes that are running on your computer.
As you see, it’'s not easy to find the exact information you need.

2. Now useps aux | grep blueto select only the lines that contain the text blue.
You'll now see two lines, one displaying the name of the grep command you used
and another one showing you the name of the Bluetooth applet.

3. Inthis step, you're going to make sure you don’t see the grep command itself. To do
this, the command grep -v grepis added to the pipe. The grep option -v excludes
all lines containing a specific string. The command you’ll enter to get this result is ps
aux | grep blue | grep -v grep.

Redirection

Whereas piping is used to send the result of a commamhother command, redirection
sends the result of a command tole.fivhile this fle can be a textl, it can also be a spe-
cial file, such as a devicddi The following exercise shows an example of how redirection
is used to redirect the standard out@IDOUT), which is normally written to the current
console to a fe.

In Exercise 2.3, fist you'll use thepos aux command without redirection. The results of
the command will be written to the terminal window iniathyou are working. In the next
step, you'll redirect the output of the command tole fin the fhal step, you'll display the
contents of the ¢ using théeless utility.

EXERCISE 2.3

Redirecting Output to a File

1. From aconsole window, use the command ps aux. You'll see the output of the com-
mand on the current console.

2. Now use ps aux > ~/psoutput.txt. You don’'t see the actual output of the com-
mand, because it is written to a file that is created in your home directory, which is
designated by the ~ sign.

3. To show the contents of the file, use the command less ~/psoutput.txt.
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Do not use the single redirector sign (>) if you dont wemobverwrite the content of
existing fies. Instead, use a double redirector sign (>>). For @@mho > myfile will
put the result of theho command (which displays a list of users currently logigedn a
file calledmyfile. If then you want to append the result of another comandor example
the free command (which shows information about memory usageoom gystem), to the
same fiemyfile, then usefree >> myfile.

Aside from redirecting output of commands tedi the opposite is also possible with
redirection. For example, you may redirect the contdrat text fle to a command that will
use that content as its input. You won't use this asodieredirection of th&€TDOUT, but it
can be useful in some cases. The next exercise provides arpkxaf how you can use it.

In Exercise 2.4, you'll run theail command twice. This command allows you to send
email from the command line. Atrit, you'll use it interactively, typing a(dot) on a line
to tellmail that it has reached the end of its input. In the seexaimple, you'll feed the
dot using input redirection.

EXERCISE 2.4

Using Redirection of STDIN

1. From aconsole,typemail root. This opensthe command-line mail program to send
amessage to the user root.

2. When mail prompts for a subject, type Test message as the subject text, and press
Enter.

3. Themail command displays a blank line where you can type the message body. In a
real message, here is where you would type your message. In this exercise, however,
you don’t need a message body, and you want to close the input immediately. To do
this, type a . (dot) and press Enter. The mail message has now been sent to the user
root.

4. Now you're going to specify the subject as a command-line option using the com-
mand mail -s test message 2. Themail command immediately returns a blank
line, where you'll enter a . (dot) again to tell the mail client that you're done.

5. Inthe third attempt, you enter everything in one command, which is useful if you
want to use commands like this in automated shell scripts. Type thiscommand: mail
-s test message 3 <. Asyou can see, when using redirection of the STDIN, the dot
is fed to the mail command immediately, and you don’t have to do anything else to
send the message.
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EXERCISE 2.4 (continued)

roctihnl-

File Bt Wiew  Search Terninal Help
[ st I mall rost -

[abnject: test message

EOT

Pl mescage Dosdy; Poge That s ol

o Fave mew madil im fvarfspoolfmail) root
[restEdnl =]¥ malil -5 T&Sf mestape roab

Pull message body; hope that®s ok
eotErel ~ 1% madl -5 TESD mesEage Mot «
Ll message booky; Rope that®s ok

[ remtiinl h-l

When using redirection, you should be aware thatptoissible not only to redirect
STDOUT andSTDIN. Commands can also produce error output. This erubputt is techni-
cally referred to aSTDERR. To redirectSTDERR, use the> construction to indicate that you
are interested only in redirecting error output. Thisamethat you won't see errors any-
more on your current console, which is very helpful if ygammand produces error mes-
sages as well as normal output. The next exercise denadestnow redirectin§TDERR can
be useful for commands that produce a lot of error agss

In Exercise 2.5, you'll use redirection $TDERR to send the error message somewhere
else. Using this technique makes it much easier to work gothmands that show a clean
output.

EXERCISE 2.5

Separating STDERR from STDOUT
1. Open aterminal session, and make sure you are not currently logged in as root.

2. Usethecommand find / -name root, which starts at the root of the file system and
tries to find files with the name root. Because regular users don’t have read permis-
sion on all files, this command generates lots of permission denied errors.

3. Now run the command again using redirection of STDERR. This time the command
reads as follows: find / -name root > ~/find_errors.txt. Youwon't see any
errors now.

4. Quickly dump the contents of the file you've created using cat ~/find_errors.txt.
As you can see, all error messages have been redirected to a text file.
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One of the interesting features of redirection is timat, only it is possible to redirect to
regular fles, but you can also redirect output to devisfiln many cases, however, this
works only if youre at the root. One of the nice featioé Linux is that any device con-
nected to your system can be addressed by addresSilegBefore discussing how that
works, here is a partial list of some important devites that can be used:

/dev/null The null device. Use this device to redirect to nothing.

/dev/zero A device that can be used to generate zeros. This can be useful when
creating large empty files.

/dev/ttyS0 The first serial port.

/dev/1p0 The first legacy LPT printer port.

/dev/hda The master IDE device on IDE interface O (typically your hard drive).
/dev/hdb The slave IDE device on IDE interface 0 (not always in use).

/dev/hdc The master device on IDE interface 1 (typically your optical drive).
/dev/sda The first SCSI, SAS, serial ATA, or USB disk device in your computer.
/dev/sdb The second SCSI or serial ATA device in your computer.

/dev/vda The name of your hard disk if you're working on a virtual machine in a

KVM virtual environment.

/dev/sdal The first partition on the first SCSI or serial ATA device in your
computer.
/dev/ttyl The name of the first text-based console that is active on your computer.

These ttys are available from ttyl up to tty12.

One way to use redirection together with a device namg iethirecting error output
of a given command to thei11 device. To do this, you would modify the previousmc
mand togrep root * 2> /dev/null. Of course, there is always the possibility that your
command is not working well for a serious reason. latttase, use the commagckep
root * 2> /dev/ttyl2, for example. This will log all error output try12. To view the
error messages later, you can use the Ctrl+F12 keyesegu (Use Ctri+Alt+F12 if you are
working in a graphical environment.)

Another cool feature you can use is redirecting the oufifounh one device to another.
To understand how this works, let'sdi take a look at what happens when you are using
cat on a device, as inat /dev/sda. As you can see in Figure 2.3, this displays the
complete content of theda device in the standard output, which is not very ulsefu
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FIGURE 2.3 By default, outputis sentto the current terminal window
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Cloning Devices Using Output Redirection

The interesting thing about displaying the contents of a storage device such as this is that
you can redirect it. Imagine the situation where you have a /dev/sdb as well and this sdb
device, which is at least as large as /dev/sda. In that case, you can clone the disk just by
using cat /dev/sda > /dev/sdb!

Redirecting to devices, however, can also be very dangerous. Imagine what would hap-
pen if you use the command cat /etc/passwd > /dev/sda. It would simply dump the
content of the passwd file to the beginning of the /dev/sda device. Since you are working
on the raw device, no file system information is used, so this command would overwrite
all important administrative information stored at the beginning of the device. If such an
accident ever occurs, you'll need a specialist to reboot your computer.

A more efficient way to clone devices is to use the dd command. The advantage of using
ddis that it handles I/0O in a much more efficient way. To clone a device using dd, use dd
if=/dev/sda of=/dev/sdb. Before you press Enter, however, make sure there is nothing
you want to keep on the /dev/sdb device!

Finding Files

Finding files is another useful task you can perform on yourese@f course, you can use
the available facility for this from the graphical inteséa When you are working on the
command line, however, you probably dont wanttarsa graphical environment just to
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find some fes. In that case, use tliend command instead. This is a very powerful com-
mand that helps yourfd files based on any property thiefinay have.

You can useind to search for fes based on anyidiproperty, such as their names; the
access, creation, or modifition date; the user who created them; the permiss&rens
the file; and much more. If, for example, you want todfiall fles whose name begins with
hosts, usefind / -name "hosts*". | recommend that you always put the string of tieeni
for which you are searching between quotes. This pre\iadh from expanding before
sending it to thefind command.

Another example wherg&ind is useful is to locatelés that belong to a specific user. For
example, usé€ind / -user "linda" to locate all fies created by user linda. The fun part
aboutfind is that you can execute a command on the result dinldeby using theexec
option. If, for example, you want to copy ales of user linda to theu11 device (a rather
senseless example, | realize, but it's the technique thatts here), us&ind / -user
"Tinda" -exec cp {} /dev/null \;.

If you're using-exec in your find commands, you should pay special attention to two
specifc elements used in the command. First there ifthmnstruction, which is used to
refer to the result of the previod$snd command. Next there is the element, which is
used to tellfind that this is the end of the part that began witkec.

Working with an Editor

For your day-to-day management tasks from the commiard you will often need to
work with an editor. Many Linux editors are availalieyt vi is the only one you should
use. Unfortunately, using vi isnt always easy. You ritaipk “why bother using such a dif-
ficult editor?” The answer is simple: vi is always avd#aio matter what Linux or UN1X
system you are using. The good news is that vi is available for Windows under the
name of winvi, so there is no longer a reason to usé&ttepad editor with its limited
functionality. In fact, once you've absorbed the @reing curve, you'll fnd that it is not
that difficult. Once you're past that, you'll appreciate echuse it gets the job done faster
than most other editors.

Another important reason why you should become familigh vi is that some other
commands are based on it. For example, to edit quatehébend users on your server, you
would useedquota, which is a macro built on vi. If you want to setrpassions for theudo
command, useisudo, which, as you can guess, is also a macro built orofo.

)/ It looks as though visudo is built on top of vi, and by default it is. In Linux,
‘ﬂTE the $EDITOR shell variable is used to accomplish this. If you don't like vi
and want to use another editor for sudo and many other commands that
by default rely on vi, you could also change the $EDITOR shell variable. To
do this for your user account, create a file with the name .bashrcin your
home directory and put in the line EDITOR=youreditorofchoice.
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If you find that vi is hard to use, there is some good n&#EEL uses a user-friendly
version of vi calledvim, for “vi improved.” To startvim, just use the vicommand. In this
section, | will provide you with the bare essentidlattare needed to work with vi.

Vi Modes

One of the hardest things to get used to when workiitly w is that it uses two modes.

g In fact, vi uses three modes. The third mode is the ex mode. Because the
é}rz ex mode can also be considered atype of command mode, | won’t distin-
guish between ex mode and command mode in this book.

After starting a vi editor session, youisi have to enténsert modgalso referred to as
inputmodé@ before you can start entering text. Next there is termand mode, which is
used to enter new commands. The nice thing aboutowiever, is that it offers you a lot of
choices. For example, you can choose between several detb@nter insert mode.

= Usei to insert text at the current cursor position.
= Usea to append text after the current position of thesour
= Useoto open a new line under the current position of thrscu
= UseOto open a new line above the current position of thrsar.
After entering insert mode, you can enter text, angill work just like any other edi-

tor. To save your work, go back to command mode ardtlus appropriate commands.
The magic key to go back to the command mode from insedenis Esc.

P existing file you want to modify as an argument. If you don’t do that, vi will
display the relevant help text screen, which you will have to exit (unless
you really need help).

é/ When starting vi, always use the file you want to create or the name of an

Saving and Quitting

After activating command mode, you use the appropidatemand to save your work. The
most common command isq!

With this command, you'll actually do two differetttings. First the command begins
with a : (colon). Therw saves the text you have typed thus far. If tenfime is speciéd
after thew, the text will be saved under the same filename tleest wsed when thediwas
opened. If you want to save it under a nelenfame, just enter the new name afterihe
command. Next the will ensure that the editor is quit as well. Finatlye exclamation
mark is used to tell vi not to issue any warnings arsd do its work. Using an ! at the end
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of a command is potentially dangerous; if a previolesviith the same name already exists,
vi will overwrite it without any further warning.

As you have just learned, you can ugq! to write and to quit vi. You can also use
just parts of this command. For example, ugéf you just want to write the changes you
made while working on al& without quitting it, or you can use! to quit the fie without
writing the changes. The latter is a nice panic optigmifve done something that you
absolutely don't want to store on your system. Tikigseful because vi will sometimes do
mysterious things to the contents of youe fvhen you have hit the wrong keys by accident.
There is, however, a good alternative; usedltemmand taindothe last changes you
made to the fe.

Cut, Copy, and Paste

You do not need a graphical interface to use the apy,cand paste features. To cut and
copy the contents of aldiin a simple way, you can use theommand, which enters visual
mode. In visual mode, you can select a block of tesihg the arrow keys. After selecting
the block, you can cut, copy, and paste it.

= Used to cut the selection. This will remove the selectiow @lace it in a buffer in
memory.

= Usey to copy the selection to the designated area reserveatidompurpose in your
server's memory.

= Usep to paste the selection underneath the current linaser if you want to paste it
above the current line. This will copy the selection yave just placed in the reserved
area of your server's memory back into your documEgnt.this purpose, it will always
use your cursor’s current position.

Deleting Text

Another action you will often do when working with igideleting text. There are many
methods that can be used to delete text with vi. Tiseestis from insert mode: just use the
Delete and Backspace keys to get rid of any text you Tikkes works just like a word pro-
cessor. Some options are available from vi command rasdeell.

= Usex to delete a single character. This has the same effecirgsthe Delete key while
in insert mode.

= Usedw to delete the rest of the word. Thatds,will delete anything from the current
position of the cursor to the end of the word.

= UseD to delete from the current cursor position up to the ehthe line.
= Usedd to delete a complete line.

Replacing Text

When working with ASCII text condiuration fles, you'll often need to replace parts
of some text. Even if it’s just one character you wanchange, you'll appreciate the
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command. This allows you to change a single character tmmmand mode without
entering input mode.

A more powerful method of replacing text is by using thg/oldtext/newtext/g
command, which replaceddtextwith newtextin the current fe. This is very convenient
if you want to change a sample capiiation fle in which the sample server name needs to
be changed to your own server name. The next exerciséesoyou with some practice
doing this.

In Exercise 2.6, you'll create a small sample file. Nyoai'll learn how to change a single
character and to replace multiple occurrences of a strittgwew text.

EXERCISE 2.6

Replacing Text with vi

1. Open aterminal, and make sure you're in your home directory. Use the cd command
without any arguments to go to your home directory.

2. Typevi example, which starts vi in a newly created file with the name example.
Press i to open insert mode, and enter the following text:

Linda Thomsen sales San Francisco
Michelle Escalante marketing Salt Lake City
Lori Smith sales HonoluTu
Zeina Klink marketing San Francisco
Anja de Vries sales Eindhoven
Susan Menyrop marketing Eindhoven

3. Press ctoenter command mode, and use :wto write the document.

4. Inthe name Menyrop, you've made an error. Using the r command, it is easy to
replace that one character. Without entering insert mode, put the cursor on the letter
y and press r. Next type a t as areplacement for the letter y. You have just changed
one single character.

5. Asthe Eindhoven department is closing down, all staff that works there will be relo-
cated to Amsterdam. So, all occurrences of Eindhoven in the file need to be replaced
with Amsterdam. To do this, use :%s/Eindhoven/Amsterdam/g from vi command
mode.

6. Verify that all of the intended changes have been applied, and close this vi session by
using :wqg! from command mode.

Using sed for the Replacement of Text

In the previous procedure, you learned how to chandeitex. In some cases, you will
need a more powerful tool to do this. TBeamline Editolsed is a perfect candidate.
sed is also an extremely versatile tool, and many aiffekinds of operations can be
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performed with it. The number of sed operations itasge, however, that many adminis-
trators don't use sed simply because they don't knowrelio begin. In this section, you'll
learn how to get started with sed.

Standard editors like vi are capable of making straightéod modifcations to text
files. The difference between these editors and sediissdd is much more effent when
handling multiple fies simultaneously. In particular, sed’s ability tibefi text in a pipe is
not found in any other editor. sed’s default behaviaghat it will walk through input fes
line by line, apply its commands to these lines, andenttie result to the standard out-
put. To perform these commands, sed uses regulaessipns. Let’s look at some sample
expressions that are applied to the exampdaufiers that you see in the following listing:

my-computer:~> cat users
Tori:x:1006:100::/home/Tori:/bin/bash
Tinda:x:1007:100::/home/Tinda:/bin/bash
Tydia:x:1008:100: : /home/lydia:/bin/bash
1isa:x:1009:100::/home/Tisa:/bin/bash
Teonora:x:1010:100: /home/leonora:/bin/bash

To begin, the following command displays thesfitwo lines from thesers file
and exits:

sed 2q users

Much more useful, however, is the following command, wtigcimts all lines containing
the textor:
sed -n /or/p users

In this example, considen-a mandatory option, followed by the string you are look-
ing for,or. Thep command then gives the instruction to print the resalthis example,
you've been searching for the literal text. sed also works with regular expressions, the

powerful search patterns that you can use in Linux @NdX environments to make your
searches moredkible. Here are some examples in which regular expressienssad:

sed -n /Aor/p users Shows all lines that don't contain the text
sed -n /./p users Shows all lines that contain at least one character
sed -n /\./p users Shows all lines that contain a dot

Just printing lines, however, isnt what makes segpewerful. You can also substitute
characters using sed. The base syntax to do this ismsurimed in the following command
wheres/ is referring to the substitute command:

sed s/leo/lea/g users

This command replaces the strihgp with the stringlea and writes the results to the
standard output. Writing it to the standard outpwesy secure, but it doesn't apply a
single change to theldiitself. If you want to do that, add thé option to the command.

sed -1 s/leo/lea/g users
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The changes are now applied immediately to tlee Which is useful if you know exactly
what you are doing. If you don't, just have sed seémelresults to the standard outpusffi
so that you can check it before writing it.

At this stage, you've seen enough to unleash thepfoWer of sed, which reveals its
full glory if combined with shell scripting. Imagine thyou have four fes namedilel,
file2, file3, andfile4 in the current directory and you need to replace tRedaein
each of theselis with the tex©O N E. The following small scripting line that includes sed
will perform this task perfectly for you. (Much more @vage of scripting appears later
in this book.)

for i in file[1-4]; do sed -i s/one/ONE/g $i; done

Imagine the power of this in a datacenter where you neethange all condiuration
files that contain the ID of a storage device that hstsjeen replaced, or where you want
to modify a template file to make sure that the name piaceholder service is replaced by
the real name of the service you are now using. The pbigsof sed are unlimited, even
though this section has shown you only the basics.

Getting Help

Linux offers many ways to get help. Let’s start with @thoverview.

= Theman command offers documentation for most commands thatweailable on your
system.

= Almost all commands listen to thehelp argument as well. This will display a short
overview of available options that can be used withddvamand on which you use the
--help option.

= For Bash internal commands, there is blagp command. This command can be used
with the name of the Bash internal command about whichwant to know more. For
example, uséelp for to get more information about the Bash internal comm&ird

) An internal command is a command that is part of the shell and does not
drs

exist as a program file on disk. To get an overview of all internal com-
mands that are available, just type help on the command line.

= For almost all programs that are installed on youvesgrextensive documentation is
available in the directoryusr/share/doc.

Using man to Get Help

The most important source information available for ulSeimux commands is man,
which is short for the system programmer’s “manual.” Tkhai it as nine different books
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in which all parts of the Linux operating system are docut®e. That's how the man sys-
tem started in the early days of UNIX. This structofeeveral different books (nowadays
calledsection¥is still present in thean command; therefore, you willrfd a list of the
available sections and the type of help you cad fn each section.

P Useman n 1intro. This displays the introduction page for the section you've

é/ Looking for a quick introduction to the topics handled in any of these sections?
selected. Table 2.1 provides an overview of the sections that are used in man.

TABLE 2.1 Overview of man sections

Section  Type Description
0 Header files These are files that are typically in /usr/include and
contain generic code that can be used by your pro-
grams.
1 Executable programs For the end user, this is the most important section.
or shell commands Normally all commands that can be used by end users

are documented here.

2 System calls As an administrator, you won't use this section
frequently. The system calls are functions that are
provided by the kernel. Thisis very interesting if you
are a kernel debugger or if you want to do advanced
troubleshooting of your system. Normal administra-
tors, however, do not need this information.

3 Library calls A library is a piece of shared code that can be used by
several different programs. Typically, you don’t often
need the information here to do your work as a system
administrator.

4 Special files The device files in the directory /dev are documented
in here. It can be useful to use this section to find out
more about the workings of specific devices.

5 Configuration files Here you’ll find the proper format that you can use for
most configuration files on your server. If, for example,
you want to know more about the way /etc/passwd is
organized, use the entry for passwd in this section by
issuing the command man 5 passwd.

6 Games Historically, Linux and UNIX systems were limited
in the number of games that could be installed. On a
modern server, this is hardly ever the case, but man
section 6 still exists as areminder of this old habit.
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Section  Type Description

7 Miscellaneous This section contains some information on macro pack-
ages used on your server.

8 System administration This section does contain important information about
commands the commands you will use on a frequent basis as a
system administrator.

9 Kernel routines This documentation isn’t part of a standard install. It
contains information about kernel routines.

The most important information that you will use as steyn administrator is in sec-
tions 1, 5, and 8. Sometimes an entry can exist in rtttap one section. For example,
there is information opasswd in section 1 and in section 5. If you just us@ passwd,
man would show the content of thesti entry it fnds. If you want to make sure that all
the information you need is displayed, wa@ -a yourcommand. This ensures that man
browses all sections to see whether it cad fanything about your command. If you know
beforehand the spedifsection to search, specify that section number as aselhman 5
passwd, which will open thepasswd item from section 5 directly.

The basic structure for using man is to tyjae followed directly by the command
about which you seek information. For example, type passwd to get more information
about thepasswd item. This will show a man page, as shown in Figure 2.4

FIGURE 2.4 Showing help with man

roatimhalihame) i nds) Do umen ts
Eile  Edit  Yiew S=srch Ferminal Help
Ean (1] san(l] o
HAME

#an - Tarwat and display The on-1lne sanual pages

SYHOPSIS
man |-acdfFhkKtwW] [=spath] [-@ systes] |-p stcingl |-C config filel
[-H pathlist] [-P pages] [-B beowser] [-H hiwlpager| [-§ Secilon 11sT]
|section] noee ...

DESCRIPTION
ean Torsats and displays The on-1lne eanual pages. IT you specify seg-
tign, man only looks in that section of the manual. pasg iz nommally
the neee af The eanual page, which 1s Typically The nase of a cosmand,
function, or file. However, if page contains a slash [#] then wman
Interprets Lt as a TLlle specitication. so that you can do ean . /Too.8
or even man Jcd/foo/bar.1.gz.

See below for o description of where man  lopks for the wanual page
Tiles,

MANUAL SECTIONS
The standard sections of the manual include:

Man pages are organized in a very structured way thaslyelu fnd the information
you need as quickly as possible. The following structural elésnare often available:
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Name Thisis the name of the command. It describes in ori&o lines what the
command is used for.

Synopsis Here you can fid short usage information about the command. It shidw all
available options and indicate whether it is optioitai{ll be between square brackets) or
mandatory (it will not be between brackets).

Description The description gives a long explanation of what them@nd is doing.
Read it to get a clear and complete picture of the purpbsee command.

Options This is a complete list of all options that are avalga It documents the use of all
of them.

Files This section provides a brief list ofds, if any, that are related to the command
about which you want more information.

See Also A list of related commands.

Author The author and also the email address of the personvwwbte the man page.

Man is a very useful way to get more information on howse a given command. The
problem is that it works only if you know the exact naof the command about which
you want to know more. If you don't, you can us@ -k, which is also available as the
aliasapropos. The-k option allows you to locate the command you neetbbking at
keywords. This will often show a very long list ofmonands from all sections of the man
pages. In most cases, you don't need to see all sfitfiormation; the commands that are
relevant for the system administrator are in sectionsd.& O ccasionally, when you are
looking for a confjuration fle, section 5 should be browsed. Therefore, it is usefpige
the output ofnan -k through thegrep utility that can be used forlfiering. For example,
useman -k time | grep 1to show only lines from man section 1 that have tlhedtime
in the description.

To useman, you rely on the whatis database that exists on ggstem. If it doesntt,
you'll see a “nothing appropriate” message on everyghyou try to do—even if you're
using a command that should always give a result, ssehma-k user. If you get this mes-
sage, use theakewhatis command. It can take a few minutes to complete, Imgeadt does,
you have a whatis database, arad -k can be used as the invaluable tool that it is.

In Exercise 2.7, you'll work witlman -k to find the information you need about a
command.

EXERCISE 2.7

Working with man -k
1. Open aconsole, and make sure you are the root.

2. Type makewhatis to create the whatis database. If it already exists, that’s not a
problem. makewhatis just creates an updated version in that case.

3. Useman -kasapassword. You'll see along list of commands that match the
keyword password in their description.
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EXERCISE 2.7 (continued)

4. To obtain a more useful result, make an educated guess about which section of the
man pages the command you're looking for is most likely documented in. If you're
looking for a password item, you probably are looking for the command that a user
would use to change their password. So, section 1 is appropriate here.

5. Useman -k password | grep 1lto filter the result of your man command a bit more.

To finish this section about man, there are a few more thahggich you should
be aware.

= Theman command has many things in common witss. Things that work iness
also often work iman. Think of searching for text using going to the top of a docu-
ment using, going to the end of it using and usingy to quit man.

= There is much interesting information near the end ofthe page. In some of the
more complicated man pages, this includes examples. Thatso a section that lists
related commands.

= If you still can't find out how a command works, most m@ages list the email address
of the person who maintains the page.

Using the --help Option

The--help option can be used with most commands. It is prat@ightforward. Most
commands listen to this option, although not all coands recognize it. The nice thing,
however, is that if your command doesn't recognlze dption, it will give you a short sum-
mary of how to use the command when it doesnt undaedstwhat you want it to do. You
should be aware that, although the purpose of the cordrizato give a short overview of
the way it should be used, the information is veftgo still too long to fi on one screen. In
that case, pipe it througless to view the information page by page. In Figure 2.5, yan c
see an example of the output provided by using-tihelp option.

Getting Information on Installed Packages

Another good option for getting help that is often oveked is the documentation that
is installed for most software packages in ther/share/doc directory. In this direc-
tory, you will find a long list of subdirectories that contain somseful information. In
some cases, the information is very brief; in other sasgtensive information is avail-
able. This information is often available in ASCII teormat and can be viewed with
less or any other utility that is capable of handling cléext. In other situations, the
information is in HTML format and can be displayed peoly only with a web browser.
If this is the case, you don't necessarily need ertsa graphical environment to see the
contents of the HTML fe. RHEL comes with the elinks browser, which was esplgcia
developed to run from a nongraphical environmentelinks, you can use the arrow
keys to browse between hyperlinks. To quit the elibkswser, use thg command.
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FIGURE 2.5
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Summary

This chapter prepared you for the work you will be dpfrom the command line. Because
even a modern Linux distribution like Red Hat Enterptisaux still relies heavily on its
configuration fles, this is indeed important information. In the nelapter, you'll read

about some of the most common system administratsks.
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v' Managing Printers
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In the previous chapter, you learned how to startrmiteal
window. As an administrator, you start many tasksfra

- terminal window. To start a task, you type a speatim-
mand. For example, you type to display a listing of fes in the current directory. Every
command you type from the perspective of the shell is slaasea job. Most commands are
started as a job in the foreground. In other wordsedhe command is started, it shows
the result on the terminal window, and then it exits.

Performing Job Management Tasks

Because many commands take only a brief moment to compleitentbrk, you don't have
to do any specifi job management on them. While some commands talyeadiew sec-
onds or less to fiish, other commands may take much longer. Imagine, famgke, the
makewhatis command that is going to update the database useldelmpi -k command.
This command can easily take a few minutes to completecéimmands like this, it makes
sense to start them as a background job by puttinggsagn at the end of the command, as
in the following example:

makewhatis &

By putting an& sign at the end of a command, you start it as a backgt job. When
starting a command this way, the shell provides a jolimer (between square brackets)
and a unique process identdition number (th@ID), as shown in Figure 3.1. You can then
use these numbers to manage your background jobs.

FIGURE 3.1 |Ifyoustartajob asabackground job,itsjob ID and PID are displayed.
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The benetiof starting a job in the background is that thertmal is still available for
you to launch other commands. At the moment, the backgiqob is fnished; you'll see
a message that it has completed, but this message iayldpbnly after you've entered
another command to start.

To manage jobs that are started in the background, ther@ few commands and key
sequences that you can use, as listed in Table 3.1.

TABLE 3.1 Managing foreground and background jobs

Command Use

Ctrl+z Use this to pause ajob. Once paused, you can put itin the fore-
ground or in the background.

fg Use this to start a paused job as a foreground job.
bg Use this to start a paused job as a background job.
jobs Use this to show a list of all current jobs.

Normally, you won't need to do too much in the wayjaf management, but in some
cases it makes sense to move a job you've started lietbackground so that you can make
the terminal available for other tasks. Exercise 3.1 shaushpw to do this.

EXERCISE 3.1

Managing Jobs

In this exercise, you’ll learn how to move a job that was started as a foreground job into
the background. This can be especially useful for graphical programs that were started as
a foreground job and that occupy your terminal until they’re finished.

1. From agraphical user interface, open aterminal, and from that terminal, start the
system-config-users program. You will see that the terminal is now occupied by the
graphical program you’ve just started and that you cannot start any other programs.

2. Clickin the terminal where you started system-config-users, and use the Ctrl+Z key
sequence. This temporarily stops the graphical program and returns the prompt on
your terminal.

3. Usethe bgcommand to move the job you started by entering the system-config-
users command to the background. You can now continue using the graphical user
interface and, at the same time, have access to the terminal where you can start
other jobs by entering new commands.
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EXERCISE 3.1 (continued)

4. From the terminal window, type the jobs command. This shows a list of all jobs that
are started from this terminal. You should see just the system-config-users com-
mand. Every job has a unique job number in the list displayed by the jobs command.
If you have just one job, it will always be job 1.

5. To put a background job back into the foreground, use the fg command.
By default, this command will put the last command you started in the background
into the foreground. If you want to put another background job into the foreground,
use fg followed by the job number of the job you want to manage; for instance,

use fg 1.
- Job numbers are specific for the shell in which you've started the job. This
ITE means if you have multiple terminals that are open, you can manage jobs

in each of those terminals.

System and Process Monitoring
and Management

In the preceding section, you learned how to managetjodisyou started from a shell. As
mentioned, every command that you start from the shalleamanaged as a job. There
are, however, many more tasks that are running at aey ghoment on your Red Hat
Enterprise Linux Server. These tasks are referred fwr@asesses

Every job that you start is not only a job but alspracess. In addition, when your
server boots, many other processes are started todersgrvices on your server. These are
thedaemonswhich are processes that are always started in the baokd and provide
services on your server. If, for instance, your sestarts an Apache web server, this server
is started as a daemon.

Managing processes is an important task for a systemirastrator. You may need to
send a specifisignal to a process that doesn't respond properly angnOtherwise, on a
very busy system, it is important to get an overvahe system and check exactly what it
is doing. You will use a few commands to manage anditnbprocesses on your system,
as shown in Table 3.2.
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TABLE 3.2 Commands for process management

Command Use

ps Used to show all current processes
kil Used to send signals to processes, such as asking or forcing a process to stop
pstree Used to get an overview of all processes, including the relationship between

parent and child processes
killall Used to kill all processes, based on the name of the process

top Used to get an overview of current system activity

Managing Processes with ps

As an administrator, you might need tadiout what a specdiprocess is doing on your
server. Theos command helps you do that. If run as root with thprapriate options,

ps shows information about the current status of prosed3® historical reasons, the
command can be used in two different modes: the BSDemimdwhich options are not pre-
ceded by a (minus) sign, and the System V mode, in which all opt@respreceded by a

- (minus) sign. Between these two modes, there are optidthsowerlapping functionality.
Two of the most useful ways to use theecommands are in the commapsl afx, which
yields a treelike overview of all current processes] ps aux, which provides an overview
with a lot of usage information for every process. Yan cee what the output of the

aux command looks like in Figure 3.2.

FIGURE 3.2 Displaying processinformation using ps aux
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When usingps aux, process information is shown in different columns:

USER The name of the user whose identity is used to run the process.

PID The process identification number, which is a unique number that is
needed to manage processes.

%CPU The percentage of CPU cycles used by a process.
%MEM The percentage of memory used by a process.
VSZ The virtual memory size. This is the total amount of memory that is

claimed by a process. It is common for processes to claim much more
memory than they actually need. This is referred to as memory over
allocation.

RSS The resident memory size. This is the total amount of memory that a
process is actually using.

TTY If the process is started from aterminal, the device name of the termi-
nal is mentioned in this column.

STAT The current status of the process. The top three most common status
indicators are S for sleeping, R for running, or Z for a process that has
entered the zombie state.

START The time that the process started.

TIME The real time in seconds that a process has used CPU cycles since it
was started.

COMMAND The name of the command file that was used to start a process. If the
name of this file is between brackets, it is a kernel process.

Another common way to show process information is by ugiegcommanags afx.
The most useful addition in this command is theption, which shows the relationship
between parent and child processes. For an admandstrthis relationship is important
because the managing of processes occurs via the papa@spr This means that in order
to Kill a process, you need to be able to contact thergeaof that specidi process. Also, if
you Kill a process that currently has active childrehpthe children of the process are
terminated as well. You will fid out how this works in Exercise 3.2.

Sending Signals to Processes with the kill Command

To manage processes as an administrator, you can sermdssig the process in question.
According to the?O SIX standardwhich defnes how UN IX-like operating systems should
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behave, different signals can be used. In practice, @fdw of these signals are continuously
available. It is up to the person who writes the program to deterthose signals that
are available and those that are not.

)/ A well-known example of a command that offers more than the default sig-
‘ﬂrz nals is the dd command. When this command is operational, you can send
SIGUSR1 to the command to show details about the current progress of
the dd command.

Three signals are available at all times: SIGHUP (1), SIGK®).and SIGTERM (15).
Each of these signals can be referred to by the name of thed sighy the number when
managing processes. You can, for instance, use éitliér-9 123 or ki1l -SIGKILL 123
to send the SIGKILL signal to the process with PID 123.

Among these signals, SIGTERM is the best way to ask agssto stop its activity. If,
as an administrator, you request closure of a prograimg the SIGTERM signal, the pro-
cess in question can still close all opdadiand stop using its resources.

A more brutal way of terminating a process is by sendis§GKILL, which doesn't
allow the process any time at all to cease its activitgf is, the process is simply cut off,
and you risk damaging openefs.

Another way of managing a process is by using the SIGH URakiGIGH UP tells a pro-
cess that it should reinitialize and read its cgufation fles again.

To send signals to processes, you will usektild command. This command typically
has two arguments. Thedt argument is the number of the signal you want tal de the
process, and the second argument is the PID of theepsdo which you want to send a
signal. For instance, the commaktl1 -9 1234 will send the SIGKILL signal to the pro-
cess with PID 1234,

When using th&i11 command, you can use the PIDs of multiple processesniad spe-
cific signals to multiple processes simultaneously. Anotheveriant way to send a signal
to multiple processes simultaneously is by usingktidall command, which takes the
name of a process as its argument. For example, the emikil1all -SIGTERM hpptd
would send the SIGTERM signal to all active httpd psses. Exercise 3.2 shows you how
to manage processes wiph andkill.

EXERCISE 3.2

Managing Processes with ps and kill

In this exercise, you will start a few processes to make the parent-child relationship
between these processes visible. Then you will kill the parent process, and you will see
that all related child processes also disappear.

1. Open aterminal window (right-click the graphical desktop, and select Open In
Terminal).
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EXERCISE 3.2 (continued)

2. Usethe bash command to start Bash as a subshell in the current terminal window.

3. Use ssh -X Tocalhost to start ssh as a subshell in the Bash shell you just opened.
When asked if you want to permanently add localhost to the list of known hosts,
enter yes. Next enter the password of the user root.

4. Typegedit &to start gedit as a background job.

5. Typeps afxto show alisting of all current processes, including the parent-child
relationship between the commands you just entered.

6. Find the PID of the SSH shell you just started. If you can’t find it, use ps aux |
grep ssh. One of the output lines shows the ssh -X Tocalhost command you just
entered. Note the PID that you see in that output line.

7. Usekill followed by the PID number you just found to close the ssh shell. Because
the ssh environment is the parent of the gedit command, killing ssh will also kill the
gedit window.

Using top to Show Current System Activity

The top program offers a convenient interface in which g@a monitor current process
activity and also perform some basic management tagisréd=3.3 shows what a top win-
dow looks like.

FIGURE 3.3 Showing current system activity with top
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In the upper fie lines of the top interface, you can see informatibout the current
system activity. The lower part of the top window shawisst of the most active processes
at the moment. This window is refreshed evevg Beconds. If you notice that a process is
very busy, you can press th&key from within the top interface to terminate thao g&ss.
The top program will fist ask for the PID of the process to which you want twl sesignal
(PID to kill). After you enter this, it will ask wibh signal you want to send to that PID, and
then it will immediately operate on the requested PID.

In the upper fie lines of the top screen, you'lhfil a status indicator of current sys-
tem performance. The most important information yidurid in the fist line is thdoad
average This gives the load average of the last minute, thieSlasinutes, and the last 15
minutes.

To understand the load average parameter, you should kimat it refects the average
number of processes in the run queue, which is the queuewhecesses wait before they
can be handled by the scheduler. Bokeduleiis the kernel component that makes sure
that a process is handled by any of the CPU cores in senver. One rough estimate of
whether your system can handle the workload is that timebrer of processes waiting in
the run queue should never be higher than the total nuofl@PU cores in your server.

)/ A quick way to find out how many CPU cores are in your server is by press-
‘41-5 ing the 1 key from the top interface. This will show you one line for every
CPU core in your server.

In the second line of the top window, you'll see hownyaasks your server is cur-
rently handling and what each of these tasks is domghis line, you may fid four status
indications.

running The number of active processes in the last polling loop.

sleeping The number of processes currently loaded in memory, which haven't issued
any activity in the last polling loop.

stopped The number of processes that have been sent a stop signal but haven't yet
freed all of the resources they were using.

zombie The number of processes that are in a zombie state. Thisis an unmanage-
able process state because the parent of the zombie process has disap-
peared and the child still exists but cannot no longer be managed because
the parent is needed to manage that process.

ITE lucky, zombie processes will go away by themselves. Sometimes they
don’t, and that can be an annoyance. In that case, the only way to clean up
your current zombie processes is by rebooting your server.

%/ A zombie process normally is the result of bad programming. If you're



78 Chapter 3 = Performing Daily System Administration Tasks

In the third line of top, you get an overview of the mnt processor activity. If youre
experiencing a problem (which is typically expressed byga load average), the CPU(s)
line tells you exactly what the CPUs in your server ar@gloT his line will help you under-
stand current system activity because it summariteb@ CPUs in your system. For a per-
CPU overview of current activity, press thd&ey from the top interface (see Figure 3.4).

FIGURE 3.4 From top,type 1to geta CPU line for every CPU core in your server.
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In the CPU(s) line, you'll fid the following information about CPU states:

us The percentage of time your system is spending in user space, which is the amount
of time your system is handling user-related tasks.

sy The percentage of time your system is working on kernel-related tasks in system
space. On average, this should be (much) lower than the amount of time spent in
user space.

ni The amount of time your system has worked on handling tasks of which the nice

value has been changed (see the next section on the nice command).
id The amount of time the CPU has been idle.

wa The amount of time the CPU has been waiting for 1/O requests. Thisis a very com-
mon indicator of performance problems. If you see an elevated value here, you can
make your system faster by optimizing disk performance.

hi The amount of time the CPU has been handling hardware interrupts.
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Si The amount of time the CPU has been handling software interrupts.

st The amount of time that has been stolen from this CPU. You’'ll see this only if
your server is a virtualization hypervisor host, and this value will increase at the
moment that a virtual machine running on this host requests more CPU cycles.

You'll find current information about memory usage in thetiast lines of the top sta-
tus. The fist line contains information about memory usagel #ere second line has infor-
mation about the usage of swap space. The formatting igleat, though. The last item on
the second line provides information that is reallpabthe usage of memory. The follow-
ing parameters show how memory currently is used:

Mem The total amount of memory that is available to the Linux kernel.

used The total amount of memory that currently is used.

free The total amount of memory that is available for starting new processes.

buffers The amount of memory that is used for buffers. In buffers, essential system
tables are stored in memory, as well as data that still has to be committed to
disk.

cached The amount of memory that is currently used for cache.

The Linux kernel tries to use system memory a<iefiitly as possible. To accomplish
this goal, the kernel caches a lot. When a user reqadfesfrom disk, it is fist read from
disk and then copied to RAM. Fetching ke firom disk is an extremely slow process com-
pared to fetching thel& from RAM. For that reason, once the file is copied A\R the
kernel tries to keep it there as long as possible. This psosegeferred to asaching From
top, you can see the amount of RAM that is currenslgdufor caching of data. You'll
notice that the longer your server is up, the more mensajlocated to cache. This is good
because the alternative to using memory for caching wbaltb do nothing at all with it.
When the kernel needs memory that currently is alloctdezhche for something else, it
can claim this memory back immediately.

The memory in buffers is related to cache. The kernel cdeldss and indexes that it
needs in order to allocatéefs and caches data that still has to be committeldstoin buffers.
Like cache, buffer memory can also be claimed back idiately by the kernel when needed.

il As an administrator, you can tell the kernel to free all memory in buffers
ING and cache immediately. However, make sure that you do this on test serv-

ersonly because, in some cases, it may lead to a crash of the server. To
free the memory in buffers and cache immediately, as root, use the com-
mand echo 3 > /proc/sys/vm/drop_caches.
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Managing Process Niceness

By default, every process is started with the same pyio@in occasion, some processes

may need additional time, or they can cede somea@if time because the particular pro-
cesses are not that important. In those cases, yoglwamge the priority of a process by

using thenice command.

TE how to handle and prioritize jobs. But if, for example, you want to run a
large batch job on a desktop computer that doesn’t need the highest prior-
ity, using nice can be useful.

5/ In general, niceisn’t used very often because the Linux scheduler knows

When using theice command, you can adjust the process niceness frOmwRich is
good for the most favorable scheduling, to 19 for the l&astrable scheduling. By default,
all processes are started witmigenesf 0. The following sample code line shows how to
start thedd command with an adjusted niceness of -10, which mék®ore favorable and
therefore allows it to fiish its work faster:

nice -n -10 dd if=/dev/sda of=/dev/sdb

Aside from specifying which niceness setting to use whantisg a process, you can
also use theenice command to adjust the niceness of a command thatheaady started.
By default,renice works on the PID of the process whose priority you wargdjost.

Thus, you have toiiid this PID before usingenice. Theps command described earlier in
this chapter is used to do this.

If, for example, you want to adjust the niceness offthrel command that you just
started, you would begin by usipg aux | grep find, which gives you the PID of the
command. Assuming that would give you the PID 1234, gan userenice -10 1234 to
adjust the niceness of the command.

Another method of adjusting process niceness is to lonit top. The convenience of using
top for this purpose is that top shows only the busiest gseseon your server, which are typi-
cally the processes whose niceness you want to adjystay. After identifying the PID of the
process you want to adjust, from the top interfacegreYou'll now see theID to renice
message on the sixth line of the top window. Now eriterRID of the process you want to
adjust. The top program then prompts you wWiéhice PID 3284 to value. Here you enter
the positive or negativeice value you want to use. Finally, press Enter to apipdyniceness to
the selected process. Exercise 3.3 shows how taeitsdo change process priority.

EXERCISE 3.3

Using nice to Change Process Priority

In this exercise, you'll start four dd processes, which, by default, will go on forever. You'll
see that all of them are started with the same priority and receive about the same amount
of CPU time and capacity. Next you’ll adjust the niceness of two of these processes from
within top, which immediately shows the effect of using nice on these commands.



System and Process Monitoring and Management 81

EXERCISE 3.3 (continued)

1. Openaterminal window, and use su - to escalate to a root shell.
2. Typethecommand dd if=/dev/zero of=/dev/null &, and repeat this four times.

3. Now start top. You’'ll see the four dd commands listed at the top. In the PR column,
you can see that the priority of all of these processes is set to 20. The NI column,
which shows the actual process niceness, indicates a value of O for all of the dd pro-
cesses, and, in the TIME column, you can see that all of the processes use about the
same amount of processor time.

File Edit View Zearch Rerming Help
top - L0;08;52 up 98 ®1n, 2 userss, load average: 5.00, 2,68, 1.10 =
Tasks: 221 total, 9 running, 212 slesping, B stopped, B zoshie
Cpulsl: 26,5%05, 73, 5%sy, 0.0enl, 0.@%ld, 0.0%e, A 68%hl, 00%sl, B,ikst
Mem: 7954484k total, - 612996k used, 7341388k free, 23816k buffers
Gwap: LOL9884Rk Total, ik usad, LOL90B4AK Tree, 228032k cached
3388 root 28 B 1BZ® G676 572 A 5B.2 B.B  4:18.95 dd
3309 root 20 n 1o 672 672 RS2 OB 4:18.39 dd
3843 ropt 28 B 1BZs fBE 576 R 5.2 B.B B:13.81 dd
B43 Foot 20 i 102s 676 576 R SE.2 0.8 006,24 dd
3386 root 28 B 182w G676 572 R 49.8  B.F  4:19.22 dd
346 ool 28 B 1ogw GB0 576 RoA.B B0 885,01 dd
3387 root 28 A 1H2® G676 572 A 49.5 B.8 4:17.98 dd
3694 ro0l 20 0 1e® AAR 576 R 49.5 0.8 ;0558 dd ™
2132 dbus 28 B 9B224 2268 1B2B 5 HB.3 8.8 B:81.85 dbus-daemon
a7 Font 20 15196 1326 BSA R W3 D0 BiB0LEF top
1 root 28 B 19396 156 1252 5 B.8 6.8  @:88.93 init
2 font L} a it 05 @@ 0.0 080,88 kthreadd !;
3 root AT B8 ] ] B 5 B.8 B.8 B:88.88 migration/B |
q ront L R || ] L} 05 B0 0.8 088,80 ksoftirgdsa |
3 root RT &8 B [:} B5 H.8 B.8 B:88.88 wigration/B
B ront oo 1] it 05 W@ 0.8 000,00 watchdogsa
7 roaot RT 8 B B B85 A.8 B.8 H:88.88 migration/l

4. Now, from within the top interface, press r. On the PID to renice prompt, type the
PID of one of the four dd processes, and press Enter. When asked Renice PID 3309
to value:, type 5, and press Enter.

5.  With the previous action, you lowered the priority of one of the dd commands. You
should immediately start seeing the result in top, because one of the dd processes
will receive a significantly lower amount of CPU time.

6. Repeatthe procedure to adjust the niceness of one of the other dd processes. Now
use a niceness value of -15. You will notice that this process now tends to consume
all of the available resources on your computer. Thus, you should avoid the extremes
when working with nice.

7. Usethe kcommand from the top interface to stop all processes where you adjusted
the niceness.
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Scheduling Jobs

Up to now, you have been learning how to start praaeg®m a terminal window. For
some tasks, it makes sense to have them started atitaftya Think, for example, of a
backup job that you want to execute automatically evégkitn To start jobs automatically,
you can useron.

cron consists of two parts. First there is ttren daemona process that starts auto-
matically when your server boots. The second pattiéston configuration. This is a set of
different confguration fles that telkcron what to do. Theron daemon checks its cogfi-
ration every minute to see whether there are any new taakshlould be executed.

Somecron jobs are started from the directorjgstc/cron.hourly, /etc/cron.daily,
/etc/cron.weekly, and/etc/cron.monthly. Typically, as an administrator, you're not
involved in managing these jobs. Programs and sertitEsneed some tasks to be exe-
cuted on a regular basis just put a script in theadingy where they need it, which makes
sure that the task is automatically executed.

There are two ways you can startrn job as a specifiuser: you can log in as that
specift user or useu - to start a subshell as that particular user. Aftendahat, you'll
use the commandrontab -e, which starts therontab editor, which by default is a vi
interface. That means you work froorontab -e in a similar way that you are used to
working in vi. As root, you can also useontab -u user -e to create aron job for a
specift user.

In acrontab file created withcrontab -e, you'll specify which command is to be
executed and when on separate lines. Here is an exai@lerontab line:

02 % * = /root/bin/runscript.sh
In the defnition of cron jobs, it is very important that you specify to haivetart at the

right moment. To do that,vé different positions are used to specify date ametiYou can
use the following time and date indicators:

Field Allowed value

Minute 0-59

Hour 0-23

Day of month 1-31

Month 112

Day of week 0-7 (0 and 7 are Sunday)

This means that, in arontab speciftation, the time indicatod 2 3 4 * indicates that
a cron job will start on minute 0 of hour 2 (which is 2 a.mn) the third day of the fourth
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month. Day of week in this example is not spedfiwhich means the job would run on
any day of the week.

In acron job defnition, you can use ranges as well. For instance, tieesfis * * =
1-5 means that a job has to run evemefiminutes, but only on Monday through Friday.
Alternatively, you can also supply a list of commaaeated values, like 14,18 * * * to
run ajob at 2 p.m. and at 6 p.m.

After creating thecron configuration fle, thecron daemon automatically picks up the
changes, and it will make sure that the job runs atithe indicated. Exercise 3.4 shows
how to run a task fromaron.

Running a Task from cron

In this exercise, you'll learn how to schedule a cron job. You'll use your own user account
to run a cron job that sends an email message to user root on your system. In the final
step, you'll verify that root has indeed received the message.

1. Open aterminal, and make sure you are logged in with your normal user account.

2. Typecrontab -eto open the crontab editor.

3. Typethefollowing line, which will send an email message every five minutes:
*/5 % % % % majl -s "hello root" root <

4. Usethevicommand :wq! to close the crontab editor and save your changes.

5. Wait five minutes. Then, in aroot terminal, type mail to start the command-line mail
program. You should see a message with the subject hello root that was sent by
your normal user account. Type qto quit the mail interface.

6. Go backto the terminal where you are logged in with the normal user account, and
type crontab -r. This deletes the current crontab file for your user account.

Mounting Devices

As an administrator, you'll occasionally need to makorage devices like USEalh drives,
hard drives, or network shares available. To do tyos, need to connect the device to a
directory in the root fe system. This process is knownmsuntingthe device.

If you're working from the graphical desktop, you'll icg that devices are mounted
automatically. That is, if you take a USB$h drive that is formatted with a supportéd fi
system like Ext4 or FAT, the graphical interface wilkate a subdirectory in the folder
/media and make the contents of the USB drive accessibleahghbdirectory. The prob-
lem, however, is that this works only from a graph&avironment. If youre behind a
server that was started in text mode, you'll neechtmuint your devices manually.
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To mount a storage device, yousti need to fid out two things: what is the name of the
device you want to mount, and on which directory da yaant to mount it? Normally, the
primary hard drive in your server is known &fev/sda. However, if your server is con-
nected to a SAN, you might have many additiosthtlevices.1sscsi is a convenient com-
mand you can use tonfil out the current corguration for your server, but it isn't installed
by default. To install it, usgum install Tsscsi.

)/ If the yum install command fails, you first need to set up arepository.
‘41-5 You'll learn how to do that in Chapter 4, “Managing Software.”

The commandblkid anddmesg are alternative ways tonfil out the names of storage
devicesblkid provides an overview of all block devices currently connected to your com-
puter. The last few lines afinesg show the names of devices that were recently connected to
your computer. In Listing 3.1, you can see hawesg shows that the USB drive that was con-
nected to this computer is now knownsals. So,/dev/sdb is the name of the device in this
case. Just stick in the key, and rdnesg; it will show you the device name that is assigned.

Listing 3.1: dmesg shows the name of recently connected block devices

usb 2-1.2: New USB device strings: Mfr=1, Product=2, SerialNumber=3
usb 2-1.2: Product: Flash Disk

usb 2-1.2: Manufacturer: Usb 2

usb 2-1.2: SerialNumber: 00005655851111ED

usb 2-1.2: configuration #1 chosen from 1 choice

Initializing USB Mass Storage driver...

scsi6 : SCSI emulation for USB Mass Storage devices

usbcore: registered new interface driver usb-storage

USB Mass Storage support registered.

usb-storage: device found at 3

usb-storage: waiting for device to settle before scanning
usb-storage: device scan complete

scsi 6:0:0:0: Direct-Access Usb 2.0 FTash Disk 2.10 PQ: 0 ANSI: 2

sd 6:0:0:0: Attached scsi generic sg2 type 0

sd 6:0:0:0: [sdb] 4072448 512-byte logical blocks: (2.08 GB/1.94 GiB)
sd 6:0:0:0: [sdb] Write Protect is off

sd 6:0:0:0: [sdb] Mode Sense: Ob 00 00 08

sd 6:0:0:0: [sdb] Assuming drive cache: write through

sd 6:0:0:0: [sdb] Assuming drive cache: write through

sdb:

sd 6:0:0:0: [sdb] Assuming drive cache: write through

sd 6:0:0:0: [sdb] Attached SCSI removable disk

SELinux: initialized (dev sdb, type vfat), uses genfs_contexts
[root@hn1 ~]#
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After finding the device name of your USB drive, you alsedh® fnd out whether
there are any partitions on the device. Tdésk -cul command will help you with that.
Assuming that your USB drive is known to your serveltldy name/dev/sdb, you have to
usefdisk -cul dev/sdb to see the current partitioning of the USB drive. inigt3.2 shows
what this looks like.

Listing 3.2: Usefdisk -cul to show partition information

[root@hn1 ~]# fdisk -cul /dev/sdb

Disk /dev/sdb: 4127 MB, 4127195136 bytes

94 heads, 60 sectors/track, 1429 cylinders, total 8060928 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x84556ad2

Device Boot Start End Blocks Id System
/dev/sdbl 2048 8060927 4029440 83 Linux
[root@hn1 ~]#

In Listing 3.2, you can see that there is one partitiaty on /dev/sdb, and it is called
/dev/sdbl. Now that you know the name of the partition, yom caount it on a direc-
tory. If you want to mount the partition just ontke directory/mnt is an excellent one
to host the temporary mount. If you think you're goioguse the mount more than once,
you might want to usekdir to create a dedicated directory for your devicenmiaunt the
device/dev/sdbl on the directorymnt, you would use the following command:
mount /dev/sdbl /mnt

At this point, if you used to go into the/mnt directory, you'll see there the contents
of the USB drive. You can now treat it as an intégdapart of the local & system. Also,
you can check that it is actually mounted usingribent command (see Listing 3.3). The
device you've just mounted will be shown last in tise

Listing 3.3: Use themount command to display all current mounts

[root@hnT ~]# mount

/dev/mapper/vg_hnl-1v_root on / type ext4 (rw)

proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)

devpts on /dev/pts type devpts (rw,gid=5,mode=620)

tmpfs on /dev/shm type tmpfs (rw,rootcontext="system_u:object_r:tmpfs_t:s0")
/dev/sdal on /boot type ext4 (rw)

/dev/mapper/vg_hnl-1v_home on /home type ext4 (rw)

none on /proc/sys/fs/binfmt_misc type binfmt_misc (rw)

sunrpc on /var/lib/nfs/rpc_pipefs type rpc_pipefs (rw)

gvfs-fuse-daemon on /root/.gvfs type fuse.gvfs-fuse-daemon (rw,nosuid,nodev)
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/dev/sdbl on /media/EA36-30C4 type vfat (rw,nosuid,nodev,uhelper=udisks,uid=0,
gid=0, shortname=mixed, dmask=0077,utf8=1, flush)

[root@hnT ~]#

Once you've stopped working with the device you'vstjmounted, you need to dis-
mount it. To do this, use theount command. This works only if there are no files on the
mounted device currently in use. It also means yawnoa be in the directory you used as
a mount point. After verifying this, usmount followed either by the name of the device
that you want to unmount or by the name of the dirgct@u used as a mount point.

For instance, to unmount a device that currently isimed on/mnt, useumount /mnt.
Exercise 3.5 shows how to mount a USBsfi drive.

EXERCISE 3.5

Mounting a USB Flash Drive

In this exercise, you'll learn how to mount a USB flash drive. After mounting it success-
fully on the /mnt directory, you'll then dismount it. You’ll also see what happens if there
are files currently in use while dismounting the device.

1. Open aterminal, and make sure you have root privileges.
2. InsertaUSB flash drive in the USB port of your computer.

3. Use dmesgto find the device name of the USB flash drive. (I'll assume it is /dev/sdb
for the remainder of this exercise.)

4. Use fdisk -cul /dev/sdb to find current partitions on the USB flash drive. I'll
assume you'll find one partition with the name of /dev/sdb1.

Use mount /dev/sdbl /mntto mountthe USB flash drive on the /mnt directory.
Use cd /mntto go into the /mnt directory.

Type 1s to verify that you see the contents of the USB flash drive.

® N o o

Now use umount /dev/sdblto try to dismount the USB flash drive. This won’'t work
because you still are in the /mnt directory. You'll see the “device is busy” error mes-
sage.

9. Use cd without any arguments. This takes your current shell out of the /mnt directory
and back to your home directory.

10. At this point, you'll be able to dismount the USB flash drive successfully using
umount /dev/sdbl.
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@ Real World Scenario

Understanding device naming

On a server, normally no graphical desktop is available. That means devices won’t be
mounted automatically, and you need to do this by hand. If on a server many storage
devices are used, which often is the case in a datacenter environment, your USB key
doesn’t automatically become /dev/sdb, but it can be /dev/sdcz. (Once all the letters of
the alphabet are used up to /dev/sdz, the next device created is /dev/sdaa.) To find out
the name of the device you've just attached, dmesg is very useful. In general, it reports on
many hardware-related changes that have occurred on your server.

Working with Links

In a Linux file system, it is very useful to be able to access desfilg from different loca-
tions. This discourages you from copyingle fo different locations, where subsequently
different versions of thel& may come to exist. In a Linuxdisystem, you can use links for
this purpose. Aink appears to be a regulalefibut it's more like a pointer that exists in
one location to show you how to get to another location

In Linux, there are two different types of links.s&kmbolic linkis the most &xible link
type you can use. It points to any othée ind any other directory, no matter where it is.
A hard link can be used only to point to defthat exists on the same device.

With symbolic links, there is a difference between thigiorl file and the link. If you
remove the original g, the symbolic link won't work anymore and thus igalid.

A hard link is more like an additional name youdgio a fle. To understand hard
links, you have to appreciate how Linujefsystems work with inodes. Tlreodeis the
administration of a fe. To get to a fe, the file system reads th&e® inode in the fe sys-
tem metadata, and from there it learns how to act¢esblock where the actual data of the
file is stored. To get to the inode, thie ffystem uses thddhame that exists somewhere in
a directory. A hard link is an additionaldhame that you can create anywhere in a direc-
tory on the same device that gives access to the fitavsystem metadata. With hard links,
you only need the originalliname to create the hard link. Once it has beertede# isn't
needed anymore, and the origindétfiame can be removed. In general, you'll use symbolic
links, not hard links, because hard links have soenm®ss limitations.

To create a link, you need the command. Use the optiois to create a symbolic link.
Without this option, you'll automatically create ard link. First you'll put the name of the
original file directly after thédn command. Next you'll specify the name of the link you
want to create. For instance, the command-s /etc/passwd ~/users creates a symbolic
link with the nameusers in your home directory. This link points to the dnigl file /etc/
passwd. Exercise 3.6 shows how to create links.
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EXERCISE 3.6

Creating Links

In this exercise, you'll learn how to create links. You'll create a hard link as well as a sym-
bolic link to the file /etc/hosts, and you will see how both behave differently.

1. Open aterminal, and make sure you have root permissions.

2. Usethecommand 1In -s /etc/hosts ~/symhosts. This creates a symbolic link with
the name symhosts in your home directory.

3. Usethecommand Tn /etc/hosts ~/hardhosts. This creates a hard link with the
name hardhosts in your home directory.

4. Usethecommand echo 10.0.0.10 dummyhost >> /etc/hosts. Verify that you can
see this addition in all three files: /etc/hosts, ~/symhosts, and ~/hardhosts.

5. Usethecommand 1s -i1 /etc/hosts ~/symhosts ~/hardhosts. The option -I
shows the inode number. You can see that it is the same for /etc/hosts and ~/hard-
hosts, like all other properties of the file.

6. Userm /etc/hosts. Try to read the contents of ~/symhosts. What happens? Now try
to access the contents of ~/hardhosts. Do you see the difference?

7. Restore the original situation by re-creating the /etc/hosts file. You can do that
easily by making a new hard link using Tn ~/hardhosts /etc/hosts.

Creating Backups

Occasionally, you might want to make a backup of impot fles on your computer. The
tar command is the most common way of creating and extrgttackups on Linux. The
tar command has many arguments, and for someone whoilssedtto them, they appear
overwhelming at fist. If, however, you take a task-oriented approtchsingtar, you'll
find it much easier to use.

Three major tasks are involved in using tar: creatingaive, verifying the contents
of an archive, and extracting an archive. You can whgearchive to multiple destinations,
but the most common procedure is to write it tole fVhile using tar, use thfeoption to
specify which fie to work with.

To create an archive of all cogfiration fles in the/etc directory, for example, you
would usetar cvf /tmp/etc.tar /etc. Notice that the options are not preceded by a
(minus) sign in this command (which is common behainarar). Also, the order of the
options is specif. If, for instance, you used the command fiae /tmp/etc.tar /etc, it
wouldn't work as thef option, and its argumentmp/etc.tar would be separated. Also,
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notice that you specify the location where to write thehate before specifying what to put
into the archive.

Once you have created an archive iising thecar command, you can verify its con-
tents. The only thing that changes in the command ig toeeate) option. This is replaced
by thet (test) option. Sotar tvf /tmp/etc.tar yields the content of the previously cre-
ated archive.

Finally, the third task to accomplish witfar is the extraction of an archive. In this pro-
cess, you get the files out of the archive and write theethe fle system of your computer.
To do this, you can use thar xvf /tmp/etc.tar command.

When working withtar, you can also specify that the archive should be corspdesr
decompressed. To compressaa archive, use either theor j option. Thez option tells
tar to use the gzip compression utility, and fheption tells it to use bzip2. It doesn't really
matter which one you use because both yield comparableseBuxkrcise 3.7 shows how to
archive and extract withar.

Archiving and Extracting with tar

In this exercise, you'll learn how to archive the contents of the /etc directory into a tar
file. Next you’ll check the contents of the archive, and as the last step, you'll extract the
archive into the /tmp directory.

1. Open aterminal, and use the following command to write an archive of the /etc
directory to /tmp/etc.tar: tar zxvf /tmp/etc.tar /etc.

After a short while, you’ll have a tar archive in the /tmp directory.
Usethe command file /tmp/etc.tar to verify thatitisindeed a tar archive.

Now show the contents of the archive using tar tvf /tmp/etc.tar.

o~ wn

Extract the archive in the /tmp directory using tar xvf /tmp/etc.tar.Once fin-
ished, the extracted archive is created in the /tmp directory, which means you’ll find
the directory /tmp/etc. From there, you can copy the files to any location you choose.

Managing Printers

On occasion, you'll need to set up printers as wiéglle easiest way to accomplish this task
is by using the graphicalystem-config-printer utility. This utility helps in setting up a
local printer that is connected directly to your qauter. It also gives you access to remote
print queues.
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CUPS (Common UNIX Print System) uses the Internentiitg Protocol (IPP), a generic
standard for printer management. You can also manage@tPS environment using a
web-based interface that is availablenatp://localhost:631.

Before delving into how to use/stem-config-printer to set up a print environment, it
helps to understand exactly which components are involved.andle printing in a Linux
environment, CUPS is used. CUPS consists of a lpdat process, the CUPS daemon
cupsd, and a queue. Thheeueis a spool directory where print jobs are created. dupad
process makes sure that print jobs are serviced and griméhe associated printer.

From a print queue, a print job can go in two direcs. It is either handled by a printer
that is connected locally or forwarded to a remotiater. With system-config-printer,
it is easy to set up either of these scenarios. Caimtea local printer is really easy. Just
attach the printer to your server, and staydtem-config-printer. After clicking the New
button, the tool automatically detects your locally cected printers, which makes it easy
to connect to them. Since most servers nowadays adehioh datacenters that aren't easily
accessible, you probably won't use this option veryroftd ore frequently, you will set up
remote printers.

To set up a remote printer, stagtstem-config-printer and click Network Printer.
Chances are that you will see a list of all networlkteis that have been detected on the
local network. Printers send packets over the network oegular basis to announce their
availability, which generally makes it very easy to coctrte the network printer you need
(see Figure 3.5).

FIGURE 3.5 Ingeneral, network printers are detected automatically.
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If your network printer wasn't detected automatigajlou can set it up manually. The
system-config-printer tool offers different ways to connect to remote priste
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AppSocket/HP JetDirect Use this to access printers that have an HP JetDi-
rect card inserted.

Internet Printing Protocol (ipp) Use this to provide access to printers that offer
access on the ipp port.

Internet Printing Protocol (http) Use this to provide access to printers that offer
access on the https port.

LPD/LPR Host or Printer Use this for printers connected to a UNIX or Linux
system.
Windows Printer via Samba Use this for printers that are connected to a Win-

dows Server or workstation or to a Linux server
offering Samba shared printers.

After setting up a print queue on your server, you stamt sending print jobs to it.
Normally, the CUPS process takes care of forwarding tjodseto the appropriate printer.
To send a job to a printer, you can either use thetRption provided by the program
you're using or use a command to send a file directtheoprinter. Table 3.3 provides an
overview of the commands you can use to manage your pgierivironment.

TABLE 3.3 Commands for printer management

Command Use

Lpr Used to send a file directly to a printer

Lpqg Shows all jobs currently waiting to be serviced in the print queue
Lprm Used to remove print jobs from the print queue

Lpstat Gives status information about current jobs and printers

Setting Up System Logging

If problems arise on your server, it is important for yowe able to fid out what hap-
pened and why. To help with that, you need to selogging on your server. On Red Hat
Enterprise Linux, the Rsyslog service is used for this pseptn this section, you'll learn
how to set up Rsyslog, you'll become familiar with theshcommonly used loglés, and
you'll learn how to set upogrotate to make sure that your server doesn't geofled with
log messages.
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Setting Up Rsyslog

Even if you don't do anything to set it up, your sarwill log automatically. On every Red
Hat server, thesyslogd process started automatically to log all important evertdog
files and other log destinations, most of which exist &/ttar/1og directory.

Rsyslogd uses its main cogtiration fle, /etc/rsyslog.conf, to determine what it has
to do. To be able to change the default logging behavigroom server, you need to under-
stand how this fe is used. In Listing 3.4 you see part of the defasysTog.conf file as it
is created while installing Red Hat Enterprise Linux.

Listing 3.4: Part ofrsyslog.conf
#### RULES ####

# Log all kernel messages to the console.
# Logging much else clutters up the screen.
#kern.* /dev/console

# Log anything (except mail) of level info or higher.
# Don't log private authentication messages!
*.info;mail.none;authpriv.none;cron.none /var/log/messages

# The authpriv file has restricted access.
authpriv.* /var/log/secure
authpriv.* root

# Log all the mail messages in one place.
mail.* -/var/Tog/maillog

# Log cron stuff
cron.* /var/log/cron

# Everybody gets emergency messages
*.emerg
30 fewer lines

In the /etc/rsyslog.conf file, you'll set up how to handle the logging of different
events. To set this up properly, you need to be abiddntify the different components
that occur in every log. Therfit part of the lines of code irsyslog.conf define the facil-
ity. In Linux, you work with a fked set of predefied facilities, which are summarized in
Table 3.4.
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TABLE 3.4 Predefined syslog facilities

Facility Description

auth and authpriv This is the facility that relates to authentication. auth has
been deprecated. Use authpriv instead.

cron Logs messages related to the cron scheduler.

daemon A generic facility that can be used by different processes.

kern A facility used for kernel-related messages.

Ipr Printer-related messages.

mail Everything that relates to the handling of email messages.

mark A generic facility that can be used to place markers in syslog.

news Messages that are related to the NNTP news system.

syslog Messages that are generated by Rsyslog itself.

user A generic facility that can be used to log user-related mes-
sages.

uucp An old facility that is used to refer to the legacy UUCP
protocol.

localO-local7 Eight different local facilities, which can be used by pro-

cesses and daemons that don’t have a dedicated facility.

Most daemons and processes used on your systemewibbfgured to use one of the
facilities listed in Table 3.4 by default. Sometimes, tbafiguration fle of the daemon will
allow you to specify which facility the daemon is goingutse.

The second part of the lines of codergyslog.conf specifes the priority that should be
used for this facilityPriorities are used to defe the severity of the message. In ascending
order, the following priorities can be used:

1. debug
2. info

3. notice
4. warning
5. err
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6. crit
7. alert
8. emerg

If any of these priorities is used, the default behaismuch that anything that matches
that priority and higher will be logged. To log only a sfiecpriority, the name of the pri-
ority should be preceded by arsign.

Instead of using the spedfname of a facility or a priority, you can also uder all or
none. It is also possible to specify multiple facilitiegl&oT priorities by separating them
with a semicolon. For instance, the following line eresuthat, for all facilities, every-
thing that is logged with a priority dinfo and higher is written tgvar/log/messages.
However, for themail, authpriv, andcron facilities, nothing is written to thislé.

*.info;mail.none;authpriv.none;cron.none /var/log/messages

The preceding example brings me to the last part of ttes [of code inrsysTog. conf,
which contain the destination. In most cases, the ngessare written to aléi in the
/var/Tog directory. However, it is possible to write to a lodga user, a specifidevice,
or just everywhere. The following three lines show you ledlmessages related to the
kern facility are written tg/dev/console, the console of your server. Next you can see
how all authentication-related messages are sentdp emd fnally, you can see how all
facilities that generate a message witheaarg status or higher send that message to all
destinations.

kern.* /dev/console
authpriv.* root
*.emerg *

Common Log Files

As mentioned earlier, the defaukyslog.conf configuration works quite well in most situ-
ations, and it ensures that all important messagewatten to different log fes in the
/var/Tog directory. The most importantdithat you'll find in this directory igvar/log/
messages, Which contains nearly all of the messages that gassigh syslog. Listing 3.5
shows a portion of the contents of thig fon the test server that was used to write this
book.

Listing 3.5: Sample code fromivar/log/messages

[root@hnl ~]# tail /var/log/messages
Mar 13 14:38:41 hnl udev-configure-printer: Failed to get parent

Mar 13 14:46:06 hnl rhsmd: This system is missing one or more valid
entitlement certificates. Please run subscription-manager for more information.

Mar 13 15:06:55 hnl kernel: usb 2-1.2: USB disconnect, address 3

Mar 13 18:33:35 hnl kernel: packagekitd[5420] general protection
ip:337c257el13 sp:7fff2954e930 error:0 in Tlibglib-2.0.50.0.2200.5[337c200000+e4000]
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Mar 13 18:33:35 hnl abrt[5424]: saved core dump of pid 5420 (/usr/sbin/
packagekitd) to /var/spool/abrt/ccpp-2012-03-13-18:33:35-5420.new/coredump
(1552384 bytes)

Mar 13 18:33:35 hnl abrtd: Directory 'ccpp-2012-03-13-18:33:35-5420"' creation
detected

Mar 13 18:33:36 hnl kernel: Bridge firewalling registered
Mar 13 18:33:48 hnl abrtd: Sending an email...
Mar 13 18:33:48 hnl abrtd: Email was sent to: root@localhost

Mar 13 18:33:49 hnl abrtd: New dump directory /var/spool/abrt/ccpp-2012-03-13-
18:33:35-5420, processing

[root@hnT ~]#

Listing 3.5 shows messages generated from different ssuEvery line in this loglé is
composed of a few standard components. To start,ititdére’s the date and time when the
message was logged. Next you can see the name of wez ¢erl in this example). After
that, the name of the process is mentioned, and #feename of the process, you can see
the actual messages that were logged.

You will recognize the same structure in all lolggi Consider the sample code shown
in Listing 3.6, which was created using ttei1 -f /var/log/secure command. The [
/var/log/secure is where you'll fnd all messages that are related to authenticatibe. T
tail -f command opens the last 10 lines in thlis éind shows new lines while they are
added. This gives you a very convenient way to morattog fie and to find out what is
going on with your server.

Listing 3.6: Sample code fromvar/log/secure

[root@hnl ~]# tail -f /var/log/secure

Mar 13 13:33:20 hnl runuser: pam_unix(runuser:session): session opened for user
gpidd by (uid=0)

Mar 13 13:33:20 hnl runuser: pam_unix(runuser:session): session closed for user
gpidd

Mar 13 13:33:20 hnl runuser: pam_unix(runuser-T:session): session opened for user
gpidd by (uid=0)

Mar 13 13:33:21 hnl runuser: pam_unix(runuser-T:session): session closed for user
gpidd

Mar 13 13:33:28 hnl polkitd(authority=1ocal): Registered Authentication Agent

for session /org/freedesktop/ConsoleKit/Sessionl (system bus name :1.25 [/usr/
Tibexec/polkit-gnome-authentication-agent-1], object path /org/gnome/PolicyKitl/
AuthenticationAgent, locale en_US.UTF-8)

Mar 13 14:27:59 hnl pam: gdm-password[2872]: pam_unix(gdm-password:session):
session opened for user root by (uid=0)

Mar 13 14:27:59 hnl polkitd(authority=1ocal): Unregistered Authentication Agent
for session /org/freedesktop/ConsoleKit/Sessionl (system bus name :1.25, object
path /org/gnome/PolicyKitl/AuthenticationAgent, Tocale en_US.UTF-8) (disconnected
from bus)

Mar 13 14:28:27 hnl polkitd(authority=Tocal): Registered Authentication Agent
for session /org/freedesktop/ConsoleKit/Session2 (system bus name :1.48 [/usr/
Tibexec/polkit-gnome-authentication-agent-1], object path /org/gnome/PolicyKitl/
AuthenticationAgent, locale en_US.UTF-8)
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Mar 13 15:20:02 hnl sshd[4433]: Accepted password for root from 192.168.1.53 port
55429 ssh2

Mar 13 15:20:02 hnl sshd[4433]: pam_unix(sshd:session): session opened for user
root by (uid=0)

Setting Up Logrotate

On a very busy server, you may find that entries geeddd your log fies really fast. This
poses a risk—your server may quickly beconflediwith log messages, leaving little space
for regular fles. There are two solutions to this problem. First,dinectory/var/log
should be on a dedicated partition or logical voluimeChapter 1, you read about how to
install a server with multiple volumes. If the directotwar/1og is on a dedicated partition
or logical volume, your server’sldi system will never be completelyiéid, even if too much
information is written to the loglés.

Another solution that you can use to prevent youvesefrom being completelylfed by
log files is usindlogrotate. By default, thelogrotate command runs as@on job once
a day from/etc/cron.daily, and it helps you defe a policy where loglés that grow
beyond a certain age or size are rotated.

Rotating a log fie basically means that the old loggfis closed and a new lodefiis
opened. In most caselmgrotate keeps a certain number of the old loggéeisfi often
stored as compressede on disk. In th@ogrotate configuration, you can defe exactly
how you want to handle the rotation of lop§. When the maximum amount of old log
files is reachedlogrotate removes them automatically.

The confguration oflogrotate is spread out between two different locations. Thénma
logrotate file is/etc/logrotate.conf. In this fle, some generic parameters are stored in
addition to specii parameters that dag how particular fes should be handled.

Thelogrotate configuration for specié services is stored in the directoferc/
logrotate.d. These scripts are typically put there when you instalsérvice, but you can
modify them as you like. Theogrotate file for thesssd services provides a good example
that you can use if you want to create your oleprotate file. Listing 3.7 shows the con-
tents of thislogrotate file.

Listing 3.7: Samplelogrotate configuration file

[root@hn1l ~]# cat /etc/logrotate.d/sssd
/var/log/sssd/*.log {

weekly

missingok

notifempty

sharedscripts

rotate 2

compress
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postrotate
/bin/ki1l -HUP ‘“cat /var/run/sssd.pid 2>/dev/null’ 2> /dev/null || true
endscript
}
[root@hnT ~]#

To start, the sampleléitellsTogrotate which files to rotate. In this example, it applies
to all files in/var/Tog/sssd where the name endsimg. The interesting parameters in this
file areweekly, rotate 2, andcompress. The parametereekly tellslogrotate to rotate
the files once every week. Nexbtate 2 tellslogrotate to keep the two last versions of
the file and remove everything that is older. Tdoepress parameter tell3ogrotate to
compress the oldlés so that they take up less disk space. Exercise 8w@sshow to con-
figure logging.

é You don’t have to decompress a log file that is compressed. Just use
P the zcat or zless command to view the contents of a compressed file
immediately.

EXERCISE 3.8

Configuring Logging

In this exercise, you'll learn how to configure logging on your server. First you'll set up
rsyslogd to send all messages that relate to authentication to the /var/log/auth file.
Next you’ll set up Togrotate to rotate this file on a daily basis and keep just one old
version of the file.

1. Open aterminal, and make sure you have root permissions by opening aroot shell
using su -.

2. Openthe /etc/rsyslog.conf file in an editor, and scroll down to the RULES section.
Under the line that starts with authpriv, add the following line:
authpriv.* /var/log/auth

3. Closethe log file, and make sure to save the changes. Now use the command service
rsyslog restartto ensure that rsyslog uses the new configuration.

4. Use the Ctrl+Alt+F4 key sequence to log in as a user. It doesn’t really matter which
user account you're using for this.

5. Switch back to the graphical user interface using Ctrl+Alt+F1. From here, use tail
-f /var/Tog/auth. This should show the contents of the newly created file that con-
tains authentication messages. Use Ctrl+Cto close tail -f.
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EXERCISE 3.8 (continued)

6. Create afile with the name /etc/Togrotate.d/auth, and make sure it has the
following contents:

/var/log/auth
daily
rotate 1
compress

7. Normally, you would have to wait a day until Togrotate is started from /etc/cron
.daily. As an alternative, you can run it from the command line using the following
command:

/usr/sbin/logrotate /etc/logrotate.conf.

8. Now checkthe contents of the /var/Tog directory. You should see the rotated /var/
Tog/auth file

Summary

In this chapter, you read about some of the most comadministrative tasks. You learned
how to manage jobs and processes, mount disk devielespsprinters, and handle log
files. In the next chapter, you'll learn how to manageveafe on your Red Hat Enterprise
Server.
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Managing Red Hat software is no longer the challenge it was
in the past. Now everything is effently organized. In this

- chapter, fist you'll learn about RPMs, the basic package for-
mat that is used for software installation. After thydu'll learn how software is organized
in repositories and how yum is used to manage softwara fthese repositories.

Understanding RPM

In the early days of Linux, the “tar ball” was the defaukthod for installing software.
A tar ballis an archive that containdds that need to be installed. Unfortunately, there
were no rules for exactly what needed to be in the tar bailher were there any specdr
tions of how the software in the tar ball was to beafisd.

Working with tar balls was inconvenient for several reeso

= There was no standardization.
= When using tar balls, there was no way to track what wstalled.
= Updating and de-installing tar balls was difficult to do.

In some cases, the tar ball contained soutes that still needed to be compiled. In other
cases, the tar ball had a nice installation script. heosituations still, the tar ball would just
include a bunch ofligs including a README fé explaining what to do with the software.

The ability to trace software was needed to overcome tfeddantages of tar balls. The
Red Hat Package Manager (R PNé)one of the standards designed to futfiis need.

An RPM is basically an archivedi It is created with thepio command. However, it's
no ordinary archive. With RPM, there is also metadscribing what is in the package
and where those differentids should be installed. Because RPM is so well organizés
easy for an administrator to query exactly what is happgin it.

Another benefiof using RPM is that its database is created in/the/1ib/rpm direc-
tory. This database keeps track of the exact versiditesfthat are installed on the com-
puter. Thus, for an administrator, it is possible temyindividual RPM fies to see their
contents. You can also query the database to see wisprrHc file comes from or what
exactly is in the RPM. As you will learn later in tltisapter, these query options make it
really easy to fid the exact package or files you need to manage.
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Understanding Meta Package Handlers

Even though RPM is a great step forward in managitfiiywsoe, there is still one inconve-
nience that must be dealt with—software dependency.

To standardize software, many programs used on Limexlibraries and other common
components provided by other software packages. Thanmt install package A, pack-
age Bis required to be present. This way of dealiity woftware is known as software
dependency

Though working with common components provided frother packages is a good
thing—even if only for the uniformity of appearandeaoLinux distribution—in practice
doing so could lead to real problems. Imagine an adstriator who wants to install a
given package downloaded from the Internet. It's pdedibat in order to install this pack-
age, the administrator would it have to install several other packages. This wbeld
indicated by the infamous “Failed dependencies” messagel(sting 4.1). Sometimes the
situation can get so bad that a real dependency helbcaur where, after downloading all
of the missing dependencies, each of the downloaded peskeould have its own set of
dependencies!

Listing 4.1: While working with rpm, you will see dependency meg&sag

[root@hn1 Packages]# rpm -ivh createrepo-0.9.8-4.e16.noarch.rpm
warning: createrepo-0.9.8-4.el16.noarch.rpm: Header V3 RSA/SHA256
Signature, key ID fd431d51: NOKEY
error: Failed dependencies:
deltarpm 1is needed by createrepo-0.9.8-4.el6.noarch
python-deltarpm is needed by createrepo-0.9.8-4.el16.noarch
[root@hn1 Packages]#

The solution for dependency hell is the Meta Package HarMktra Package Handler
which in Red Hat is known aaum (Yellowdog Update Manager), works withpositories
which are the installation sources that are consultechever a user wants to install a soft-
ware package. In the repositories, all software packaggswfdistribution are typically
available.

While installing a software package usiygn install somepackage, yum first checks
to see whether there are any dependencies. If there areglyecks the repositories to see
whether the required software is available in the repadsipand if it is, the administrator
will see a list of software that yum wants to installthe required dependencies. So, using
a yum is really the solution for dependency hell. Istifig 4.2 you can see that yum is
checking dependencies for everything it installs.
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Listing 4.2: Using yum provides a solution for dependency hell

[root@hnl ~]# yum install nmap

Loaded plugins: product-id, refresh-packagekit, security, subscription-manager

Updating certificate-based repositories.
Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package nmap.x86_64 2:5.21-4.e16 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
nmap x86_64 2:5.21-4.e16 repo 2.2 M

Transaction Summary

Install 1 Package(s)

Total download size: 2.2 M
Installed size: 7.3 M

Is this ok [y/N]: n

Exiting on user Command

[root@hnl ~]#

[root@hn1 ~]# yum install libvirt

Loaded plugins: product-id, refresh-packagekit, security, subscription-manager

Updating certificate-based repositories.
Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package Tibvirt.x86_64 0:0.9.4-23.e16 will be installed
--> Processing Dependency: libvirt-client = 0.9.4-23.e16 for package:

Tibvirt-0.9.4-23.e16.x86_64

--> Processing Dependency: radvd for package: Tibvirt-0.9.4-23.e16.x86_64
--> Processing Dependency: lzop for package: Tibvirt-0.9.4-23.e16.x86_64

--> Processing Dependency: 1ibvirt.so.0(LIBVIRT_PRIVATE_0.9.4) (64bit)

for package: Tibvirt-0.9.4-23.e16.x86_64

--> Processing Dependency: Tlibvirt.so.0(LIBVIRT_0.9.4)(64bit) for package:

Tibvirt-0.9.4-23.e16.x86_64
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If you installed Red Hat Enterprise Linux with a vatigistration key, the installa-
tion process sets up repositories at the Red Hat Net(RirkN) server automatically for
you. With these repositories, you'll always be sure thatrgawsing the latest version of
the RPM available. If you installed a test system teainot connect to RHN, you need to
create your own repositories. In the following sectiomay’ll first read how to set up your
own repositories. Then you'll learn how to include repos#®in your confjuration.

Creating Your Own Repositories

If you have a Red Hat server installed that doesn’etencess to the offal RHN reposi-
tories, you'll need to set up your own repositoriesisigrocedure is also useful if you want
to copy all of your RPMs to a directory and use thataoey as a repository. Exercise 4.1
describes how to do this.

EXERCISE 4.1

Setting Up Your Own Repository

In this exercise, you'll learn how to set up your own repository and mark it as a reposi-
tory. First you’ll copy all of the RPM files from the Red Hat installation DVD to a direc-
tory that you'll create on disk. Next you’'ll install and run the createrepo package and its
dependencies. This package is used to create the metadata that yum uses while install-
ing the software packages. While installing the createrepo package, you'll see that some
dependency problems have to be handled as well.

1. Usemkdir /repoto create adirectory that you can use as arepository in the root of
your server’s file system.

2. Insert the Red Hat installation DVD in the optical drive of your server. Assuming that
you run the server in graphical mode, the DVD will be mounted automatically.

3. Usethecd /media/RHEL[Tab] command to go into the mounted DVD. Next use cd
Packages, which brings you to the directory where all RPMs are by default. Now use
cp * /repoto copy all of them to the /repo directory you just created. Once this is
finished, you don’t need the DVD anymore.

4. Now use cd /repoto go to the /repo directory. From this directory, type rpm -ivh
createrepo[Tab]. This doesn’t work, and it gives you a “ Failed dependencies” error.
To install createrepo, you first need to install the deltarpm and python-deltarpm
packages. Use rpm -ivh deltarpm[Tab] python-deltarpm[Tab] to install both of
them. Next, use rpm -ivh createrepo[Tab] again to install the createrepo package.

5. Oncethe createrepo package has been installed, use createrepo /repo, which creates
the metadata that allows you to use the /repo directory as arepository. This will take
a few minutes. When this procedure is finished, your repository is ready for use.
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Managing Repositories

In the preceding section, you learned how to turnraaory that contains RPMs into a
repository. However, just marking a directory as a répogisn't enough. To use your
newly created repository, you'll have to tell yoursss where it can fid it. To do this, you
need to create a repository file in the directgeyc/yum. repos.d. You'll probably already
have some repositoryldis in this directory. In Listing 4.3, you can see thatent of the
rhel-source.repo file that is created by default.

Listing 4.3: Sample repository file

[root@hn1 ~]# cat /etc/yum.repos.d/rhel-source.repo

[rhel-source]

name=Red Hat Enterprise Linux $releasever - $basearch - Source
baseurl=ftp://ftp.redhat.com/pub/redhat/linux/enterprise/$releasever/en/os/SRPMS/
enabled=0

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release
[rhel-source-beta]

name=Red Hat Enterprise Linux $releasever Beta - $basearch - Source
baseurl=ftp://ftp.redhat.com/pub/redhat/1linux/beta/$releasever/en/os/SRPMS/
enabled=0

gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-beta,file:///etc/pki/rpm
-gpg/RPM-GPG-KEY-redhat-release

[root@hnT ~]#

In the sample fe in Listing 4.3, you'll fnd all elements that a repositoriefshould con-
tain. First, between square brackets there is an iflenfor the repository. It doesn't really
matter what you use here; the iderstifjust allows you to recognize the repository easily
later, and it's used on your computer only. The sgmes for thename parameter; it gives a
name to the repository.

The really important parameterksseur. It tells where the repository can be found
in URL format. As you can see in this example, an FTReseat Red Hat is specfi.
Alternatively, you can also use URLs that refer to a vtels to a directory that is local on
your server’s hard drive. In the latter case, the reppsifiormat looks likefile:///yourre-
pository. Some people are confused about the third slash in ®ig but it really has to be
there. Thefile:// part is the URI, which tells yum that it has to lookadile, and after that,
you need a complete path to the file or directory, wiridthis case igyourrepository.

Next the parameter enabled specifies whether this tepp& enabled. A indicates that it
is not, and if you really want to use this repositahys parameter should haves its value.

The last part of the repository speefiif a GPG fe is available. Because RPM pack-
ages are installed as root and can contain scriptswiiabe executed as root with-
out any warning, it really is important that you aanfident that the RPMs you are


ftp://ftp.redhat.com/pub/redhat/linux/enterprise/$releasever/en/os/SRPMS
file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release
ftp://ftp.redhat.com/pub/redhat/linux/beta/$releasever/en/os/SRPMS
file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-beta
file:///etc/pki/rpm
file:///yourre-pository.Some
file:///yourre-pository.Some
file:///yourre-pository.Some
file://part
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installing can be trusted. GPG helps in guaranteeingntegrity of software packages
you are installing.

To check whether packages have been tampered with GadB€ck is done on each
package that you'll install. To do this check, you chélee GPG fes installed locally on
your computer. As you can see, some GRé&fihat are used by Red Hat are installed on
your computer by default. Their location is speifiusing thepgkey option. Next the
option gpgcheck=1 tells yum that it has to perform the GPG integrity ¢hdtyoure hav-
ing a hard time congdiuring the GPG check, you can change this parametgygitheck=0,
which completely disables the GPG check for RPMs that aredan this repository.

In Exercise 4.2 you'll learn how to enable the reposito@tyou created in the preced-
ing exercise by creating a repositorigfior it.

EXERCISE 4.2

Working with yum

In this exercise, you'll start by using some yum commands, which are explained in the
next section of this chapter. The purpose of using these commands is that at the start of
this exercise, yum doesn’t show anything. Next you’ll enable the repository that you cre-
ated in the preceding exercise, and you'll repeat the yum commands. You will see that
after enabling the repositories, the yum commands now work.

1. Usethecommand yum repolist. Inits output (repolist: 0),the command tells you
that currently no repositories are configured.

2. Usethecommand yum search nmap. The result of thiscommand is the message No
Matches found.

3. Now use vito create a file with the name /etc/yum.repos.d/myrepo.repo. Note that
itisimportant that the file has the extension . repo. Without it, yum will completely
ignore it! The file should have the following contents:

[myrepo]

name=myrepo
baseurl=file:///repo
gpgcheck=0

4. Now usethe commands yum repolist and yum search nmap again. Listing 4.4
shows the result of these commands.

Listing 4.4: After enabling the repository, yum commands will work

[root@hnl ~]# yum repolist

Loaded plugins: product-id, refresh-packagekit, security, subscription-manager
Updating certificate-based repositories.

repo id repo name status
myrepo myrepo 3,596


file:///repo
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EXERCISE 4.2 (continued)

repolist: 3,596

[root@hnT ~]# yum search nmap

Loaded plugins: product-id, refresh-packagekit, security, subscription-manager
Updating certificate-based repositories.

N/S Matched: nmap
nmap.x86_64 : Network exploration tool and security scanner

Name and summary matches only, use "search all" for everything.
[root@hn1 ~]#

At this point, your repositories are enabled, and you &se yum to manage software
packages on your server.

RHN and Satellite

In the preceding sections, you learned how to cremtlenaanage your own repository. This
procedure is useful on test servers that aren't coeddct RHN. In a corporate environment,
your server will be connected either directly to RHN @atRed Hat Satellite or Red Hat
Proxy server, which both can be used to provide RHN pgek&rom within your own site.

Taking Advantage of RHN

In small environments with only a few Red Hat servgosir server is likely to be con-
nected directly to the RHN network. There are just r@guirements.

= You need a key for the server that you want to contrect
= You need direct access from that server to the Interne

From RHN, you can see all servers that are managed thrpaigyr RHN account (see
Figure 4.1). To see these servers, gottp://rhn.redhat.com, log in with your RHN user
credentials, and go to the systems link.

From RHN, you can directly access patches for youveseand perform other manage-
ment tasks.

RHN is convenient for small environments. However,afily environment has hundreds
of Red Hat servers that need to be managed, RHN isheabest approach. In that case,
you're better off using Satellite. Red Hat Satellitevee provides a proxy to RHN. It will
also allow for basic deployment and versioning. You agunfé Satellite with your RHN
credentials, and Satellite fetches the patches andtapdar you. Next you'll register your
server with Satellite while setting it up.


http://rhn.redhat.com
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FIGURE 4.1 |Ifyour serverisregistered through RHN, you can see it in your RHN
account.
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Registering a Server with RHN

To register a server with RHN, you can use the rhn stegtool. This tool runs from a
graphical as well as a text-based interface. Aftertsig the rhn_register tool, it shows an
introduction screen on which you just click Forward. W&xe tool shows a screen in which
you can choose what you want to do. You can inditlagé¢ you want to download updates
from the Red Hat Network, or you can indicate thet yrave access to a Red Hat Network
Satellite, if there is a Satellite server in your netlv (see Figure 4.2).

To connect your server to RHN, enter your login emdals on the next screen.

30-day access code at www. redhat.com. Your server will continue to work
after the 30-day period; however, you won't be able to install updates any
longer.

g/ If you can’t afford to pay for Red Hat Enterprise Linux, you can get a free
P

After a successful registration with RHN, the rhn_regidool will ask if you want
limited updates or all available updates. This is apdnmant choice. By default, you'll get
all available updates, which will give you the latestsien of all software for Red Hat
Enterprise Linux. Some software, however, is suppdmin a speciéisubversion of Red
Hat Enterprise Linux only. If this is the case for youvieenment, you're better off select-
ing limited updates (see Figure 4.3).


http://www.redhat.com
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FIGURE 4.2 Specify whether you want to connect to RHN or to a Satellite server.
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FIGURE 4.3 Selectlimited updates if your software is supported on a specific
subversion of RHEL.
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In the next step, the program asks for your system reamdeprofie data (see
Figure 4.4). This information will be sent to RHN, aitdnakes it possible to register your
system with RHN. Normally, there is no need to changeddrthe options in this window.

FIGURE 4.4 Specifying what information to send to RHN
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o Send padoackr profile Wiew Package Profis h

Cancal Back Eorwaand

After clicking Forward, your system information is seatRHN. This will take a while.
After a successful registration, you can start instglupdates and patches from RHN. To
verify that you really are on RHN, you can use ybe repolist command, which pro-
vides an overview of all of the repositories your systsrouirrently confjured to use.

Installing Software with Yum

After configuring the repositories, you can install, query, update, remove software with
the meta package handler yum. This tool is easy to urededstnd intuitive.

Searching Packages with Yum

To manage software with yum, thedi step is often to search for the software you're seek-
ing. The commangum search will do this for you. If you're looking for a packageti

the namemap, for example, youd usgum search nmap. Yum will come back with a list

of all packages that match the search string, bubitddfor it only in the package name
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and summary. If this doesn't give you what you werkgeg, you can tryum search all,
which will also look in the package description (but imothe list of fies that are in the
package).

If you are looking for the name of a specifile, useyum provides or its equivalentyum
whatprovides. This command also checks the repository metadatalésrtfiat are in a
package, and it tells you exactly which package you nedichtioa speciti file. There is one
peculiarity, though, when usingm provides. You don't just specify the name of théefi
you're seeking. Rather, you have to specify it:asameofthefile. For example, the follow-
ing command searches in yum for the package that contlénfie zcat:
yum provides */zcat.

Listing 4.5 shows the result of this command.

Listing 4.5: Useyum provides to search packages containing a specific file

[root@hnT ~]# yum provides */zcat

Loaded plugins: product-id, refresh-packagekit, rhnplugin, security,
: subscription-manager

Updating certificate-based repositories.

gzip-1.3.12-18.e16.x86_64 : The GNU data compression program

Repo : myrepo

Matched from:

Filename : /bin/zcat

gzip-1.3.12-18.e16.x86_64 : The GNU data compression program
Repo : rhel-x86_64-server-6

Matched from:

Filename : /bin/zcat

gzip-1.3.12-18.e16.x86_64 : The GNU data compression program
Repo : installed

Matched from:

Filename : /bin/zcat

You'll notice that sometimes it takes a while to seafihpackages with yum. This is
because yum works with indexes that it has to downloetgpdate periodically from the
repositories. Once these indexes are downloaded, yunwaik a bit faster, but it may
miss the latest updates that have been applied inegesitories. You can force yum to
clear everything it has cached and download new index iy usingyum clean all.

Installing and Updating Packages

Once you've found the package you were seeking, you cstallnt usingyum install.

For instance, if you want to install the network ays& tool nmap, after verifying that the
name of the package is indeed nmap, youdywseinstall nmap to install the tool. Yum
will then check the repositories to find out where it &aa the most recent version of the
program you're seeking, and aftendiing it, yum shows you what it wants to install. If
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there are no dependencies, it will show just one packdgeiever, if there are dependen-
cies, it displays a list of all the packages it needisispall in order to give you what you
want. Next, typeY to confrm that you really want to install what yum has poeed, and
the software will be installed.

There are two useful options when working witlm install. The frst option,-y, can
be used to automate things a bit. If you don't usgum will first display a summary of
what it wants to install. Next it will prompt you wonfirm, after which it will start the
installation. Use/um install -y to proceed immediately, without any additional pramp
for confirmation.

Another useful yum option is-nogpgcheck. If you occasionally dont want to perform a
GPG check to install a package, just addogpgcheck to youryum install command. For
instance, usgum install -y --nogpgcheck xinetd if you want to install the xinetd pack-
age without performing a GPG check and without havangdnfrm the installation. See
Listing 4.6 for an example of how to install a package ugimginstall.

Listing 4.6: Installing packages withum install

rhel-x86_64-server-6 6989/6989
Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package nmap.x86_64 2:5.21-4.e16 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
nmap x86_64 2:5.21-4.e16 myrepo 2.2 M

Transaction Summary

Install 1 Package(s)

Total download size: 2.2 M

Installed size: 7.3 M

Is this ok [y/N]: vy

Downloading Packages:

Running rpm_check_debug

Running Transaction Test

Transaction Test Succeeded

Running Transaction

Warning: RPMDB altered outside of yum.
Installing : 2:nmap-5.21-4.e16.x86_64 1/1

Installed products updated.
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Installed:
nmap.x86_64 2:5.21-4.el6
Complete!
You have new mail in /var/spool/mail/root
[root@hn1 ~]#

In some cases, you may need to install an individoéware package that is not in a
repository but that you've downloaded as an RPM paeka&g install such packages, you
could use the commantm -ivh packagename.rpm. However, this command doesn’t
update the yum database, and therefore it’s not a gazedtwl install packages using the
rpm command. Usgum Tocalinstall instead. This will update the yum database and also
check the repositories to try to fix all potential depengigroblems automatically, like
you are used to when usiggm install.

If a package has already been installed, you caryursaipdate to update it. Use this
command with the name of the specifiackage you want to update, or just use update
to check all repositories anchfl out whether more recent versions of the packageseyo
updating are available.

Normally, updating a package will remove the older \wmrsf a package, replacing it
completely with the latest version. An exception oscwhen you want to update the ker-
nel. The commangum update kernel will install the newer version of the kernel, while
keeping the older version on your server. It is useful beedt allows you to boot the old
kernel in case the new kernel is giving you problems.

Removing Packages

As is the case for installing packages, removing is ae&ésy to do with yum. Just ugen
remove followed by the name of the package you want to unihgtat instance, to remove
the package nmap, ugem remove nmap. Theyum remove command will frst provide an
overview of what exactly it intends to do. In this oview, it will display the name of the
package it intends to remove and all packages that depenidis package.

It is very important that you read carefully what yumbends to do. If the package you
want to remove has many dependencies, by default yuhremilove these dependencies
as well. In some cases, it is not a good idea toggdavith the default setting. See Listing
4.7, for example, where the commaygh remove bash is used. Fortunately, this command
fails at the moment that yum wants to remoush, because so many packages depend on
it to be operational. It would really be a bad ideaemove bash!

Listing 4.7: Be careful when usingum remove

--> Processing Dependency: ml7n-contrib-malayalam >= 1.1.3 for package:
ml7n-db-malayalam-1.5.5-1.1.el6.noarch

---> Package ml7n-contrib-marathi.noarch 0:1.1.10-4.e16_1.1 will be erased
---> Package ml7n-contrib-oriya.noarch 0:1.1.10-4.e16_1.1 will be

erased
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--> Processing Dependency: ml7n-contrib-oriya >= 1.1.3 for package: ml7n-db-
oriya-1.5.5-1.1.el6.noarch

---> Package ml7n-contrib-punjabi.noarch 0:1.1.10-4.e16_1.1 will be erased
--> Processing Dependency: ml7n-contrib-punjabi >= 1.1.3 for package:
ml7n-db-punjabi-1.5.5-1.1.e16.noarch

---> Package ml7n-contrib-sinhala.noarch 0:1.1.10-4.e16_1.1 will be erased
--> Processing Dependency: ml7n-contrib-sinhala >= 1.1.3 for package:
ml7n-db-sinhala-1.5.5-1.1.e16.noarch

---> Package ml7n-contrib-tamil.noarch 0:1.1.10-4.e16_1.1 will be erased
--> Processing Dependency: ml7n-contrib-tamil >= 1.1.3 for package:
ml7n-db-tamil-1.5.5-1.1.el6.noarch

---> Package ml7n-contrib-telugu.noarch 0:1.1.10-4.e16_1.1 will be erased
--> Processing Dependency: ml7n-contrib-telugu >= 1.1.3 for package:
ml7n-db-telugu-1.5.5-1.1.e16.noarch

---> Package ml7n-contrib-urdu.noarch 0:1.1.10-4.e16_1.1 will be erased
--> Running transaction check

---> Package ml7n-db-assamese.noarch 0:1.5.5-1.1.e16 will be erased

---> Package ml7n-db-bengali.noarch 0:1.5.5-1.1.e16 will be erased

---> Package ml7n-db-gujarati.noarch 0:1.5.5-1.1.e16 will be erased

---> Package ml7n-db-hindi.noarch 0:1.5.5-1.1.e16 will be erased

---> Package ml7n-db-kannada.noarch 0:1.5.5-1.1.e16 will be erased

---> Package ml7n-db-malayalam.noarch 0:1.5.5-1.1.e16 will be erased

---> Package ml7n-db-oriya.noarch 0:1.5.5-1.1.e16 will be erased

---> Package ml7n-db-punjabi.noarch 0:1.5.5-1.1.e16 will be erased

---> Package ml7n-db-sinhala.noarch 0:1.5.5-1.1.e16 will be erased

---> Package ml7n-db-tamil.noarch 0:1.5.5-1.1.e16 will be erased

---> Package ml7n-db-telugu.noarch 0:1.5.5-1.1.e16 will be erased

--> Processing Dependency: /sbin/new-kernel-pkg for package: kernel-2.6.32-220.
e16.x86_64

Skipping the running kernel: kernel-2.6.32-220.e16.x86_64

--> Processing Dependency: /bin/sh for package: kernel-2.6.32-220.e16.x86_64
Skipping the running kernel: kernel-2.6.32-220.e16.x86_64

--> Restarting Dependency Resolution with new changes.

--> Running transaction check

--> Finished Dependency Resolution

Error: Trying to remove "yum", which 1is protected

You could try using --skip-broken to work around the problem

You could try running: rpm -Va --nofiles --nodigest

[root@hn1 ~]#

If you're courageous, you can use the optigrwith yum remove to tell yum that it
shouldnt ask for any confirmation. | hope the precgdgrample has shown that this is an
extremely bad idea, though. Make sure you never do this!
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Working with Package Groups

To simplify installing software, yum works with the capt of package groups. In a pack-
age group, you'll fad all software that relates to specifunctionality, as in the package
group Virtualization, which contains all packages thet used to implement a virtualiza-
tion solution on your server.

To get more information about the packages in a yumgrase theum groupinfo
command. For instanceum groupinfo Virtualization displays a list of all packages
within this group. Next usgum groupinstall Virtualization to install all packages in
the group.

In Table 4.1, you canriid an overview of the most common yum commands.rAfies
table you'll find Exercise 4.3, where you can practice your yumsskill

TABLE 4.1 Overview of common yum commands

Command Use

yum search Search for a package based on its name or aword in
the package summary.

yum provides */filename Search in yum packages to find the package that con-
tains a filename.

yum install Install packages from the repositories.

yum update [packagename] Update all packages on your server or a specific one, if
you include a package name.

yum Tocalinstall Install a package that is not in the repositories but
available as an RPM file.

yum remove Remove a package.

yum Tist installed Provide a list of all packages that are installed. This is
useful in combination with grep or to check whether a
specific package has been installed.

yum grouplist Provide a list of all yum package groups.

yum groupinstall Install all packages in a package group.
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EXERCISE 4.3

Installing Software with Yum

In this exercise, you will install the xeyes program. First, you'll learn how to locate the
package that contains xeyes. After that, you'll request more information about this pack-
age and install it.

1. Useyum provides */xeyes to find the name of the package that contains the xeyes
file. It will indicate that the xorg-x11-apps package contains this file.

2. Useyum info xorg-xll-apps to request more information about the xeyes package.
It will display a short description of the package content and metadata, such as the
installation size.

3. To get an exact list of the contents of the package, use repoquery -gql x1l-xorg-
apps. You'll see a list of all files that are in the package and that it also contains some
other neat utilities, such as xki11 and x1oad. (I recommend you run them and see
what they do—they really are cool!)

4. Useyum install xorg-x1ll-apps to install the package to your system. The com-
mand provides you with an overview of the package and its dependencies, and it
asks whether you want to install it. Answer by typing y on your keyboard.

5. Oncethe software has been installed, use yum update xorg-x1ll-apps. You prob-
ably understand why that doesn’t work, but at least it gives you a taste for updating
installed packages!

Querying Software

Once installed, it can be quite useful to query softwdiegs helps you in a generic way
to get more information about software installed on yoamputer. Moreover, querying
RPM packages also helps you &pecift problems with packages, as you will discover in
Exercise 4.4.

There are many ways to query software packages. Befodanfi out more about your
currently installed software, be aware that there areways to perform a query. You can
query packages that are currently installed on your sysémd it’s also possible to install
package fes that haven't yet been installed. To query an ifeigdackage, you can use one
of therpm -q options discussed next. To get information about a agekhat hasn't yet
been installed, you need to add tipeoption.

To request a list of files that are in téenba-common RPM file, for example, you can use
therpm -q1 samba-common command, if this package is installed. In case it hash been
installed, you need to usem -qp1 samba-common-[version-number].rpm, where you also
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need to refer to the exact location of Humba-common file. If you omit it, you'll get an error
message stating that the samba-common package hasbéemtinstalled.

A very common way to query RPM packages is by usprg-ga. This command generates
a list of all RPM packages that are installed on yeuves and thus provides a useful means
for finding out whether some software has been installednBtance, if you want to check
whether the media-player package is installed, you campms-qa | grep mediaplayer.

A useful modifcation torpm -qa is the-v option, which shows you if a package has
been modikd from its original version. Usingm -gVva thus allows you to perform a basic
integrity check on the software you have on your serizeery fie that is shown in the
output of this command has been moetifisince it was originally installed. Note that this
command will take a long time to complete. Also note tbiahot the best way, nor the
only one, to perform an integrity check on your ser\ieipwire offers better and more
advanced options. Listing 4.8 displays the outpuitpaf -qva.

Listing 4.8: rpm -gqva shows which packages have been modified since installation

[root@hn1l ~]# rpm -gVa

M....G.. /var/log/gdm
Mo, /var/run/gdm
missing /var/run/gdm/greeter

SM5....T. c /etc/sysconfig/rhn/up2date
/etc/cups/subscriptions.conf
/etc/yum/pluginconf.d/rhnplugin.conf
/etc/rsyslog.conf
/etc/pam.d/fingerprint-auth
/etc/pam.d/password-auth
/etc/pam.d/smartcard-auth

.. . /etc/pam.d/system-auth

LL5.LLL T, /etc/inittab

.M...UG.. /var/run/abrt

=
(g]

|l i el el
NN N N0 N 0N

The different query options that allow you to obtain mmfi@tion about installed pack-
ages, or about packages you are about to instals@svery useful. In particular, the query
options in Table 4.2 are useful.

TABLE 4.2 Query options for installed packages

Query command Result
rpm -ql packagename Lists all files in packagename
rpm -qc packagename Lists all configuration files in packagename

rpm -qd packagename Lists all documentation files in packagename
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To query packages that you havent installed yet, yoadrie add the optionp.
(Exercise 4.4 provides a nice sample walk-through of how works.)

A particularly useful query option is thescripts option. Userpm -q --scripts
packagename to apply this option. This option is useful because iwshthe scripts that
are executed when a package is installed. Because everyfBkége is installed with
root privileges, things can terribly go wrong if you tia a package that contains a script
that wants to do harm. For this reason, it is essktitat you install packages only from
sources that you really trust. If you need to instglbakage from an unveréf source, use
the--script option. Listing 4.9 shows the results of th&cript option when applied to
the httpd package, which is normally used to installApache web server.

Listing 4.9: Querying packages for scripts

[root@hn1 Packages]# rpm -q --scripts httpd

preinstall scriptlet (using /bin/sh):

# Add the "apache" user

getent group apache >/dev/null || groupadd -g 48 -r apache

getent passwd apache >/dev/null || \

useradd -r -u 48 -g apache -s /sbin/nologin \
-d /var/www -c "Apache" apache

exit 0

postinstall scriptlet (using /bin/sh):

# Register the httpd service

/sbin/chkconfig --add httpd

preuninstall scriptlet (using /bin/sh):

if [ $1 = 0 1; then
/sbin/service httpd stop > /dev/null 2>&1
/sbin/chkconfig --del httpd

fi

posttrans scriptlet (using /bin/sh):

/sbin/service httpd condrestart >/dev/null 2>&1 ||

[root@hn1 Packages]#

As you can see, it requires a bit of knowledge of shelpsicrg to gauge the value of
these scripts. You'll learn about this later in this koo

Finally, there is one more useful query optiepm -gf. You can use this option tonfil
out from which fle a package originated. In Exercise 4.4, you'll see hawdftion is used
to find out more about a package.

has the same options as rpm -q but is much more efficient for packages

% Use repoquery to query packages from the repositories. This command
P
that haven’t yet been installed and that are available from the repositories
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EXERCISE 4.4

Finding More Information About Installed Software

In this exercise, you’'ll walk through a scenario that often occurs while working with Linux
servers. You want to configure a service, but you don’t know where to find its configura-
tion files. As an example, you'll use the /usr/sbin/wpa_supplicant program.

1. Userpm -qf /usr/sbin/wpa_supplicantto find out from what package the wpa_
supplicant file originated. It should show you the wpa_supplicant package.

2. Userpm -ql1 wpa_supplicantto show alist of all the files in this package. As you
can see, the names of numerous files are displayed, and this isn’t very useful.

3. Now use rpm -qc wpa_supplicant to show just the configuration files used by this
package. This yields a list of three files only and gives you an idea of where to start
configuring the service.

@ Real World Scenario

Using RPM Queries to Find a Confi guration File

Imagine that you need to configure a new service. All you know is the name of the service
and nothing else. Based on the name of the service and rpm query options, you can prob-
ably find everything you need to know. Let’'s imagine that you know the name of the ser-
vice is bTah. The first step would be to use find / -name blah, which gives an overview
of all matching filenames. This would normally show a result as /usr/bin/blah. Based
on that filename, you can now find the RPM it comes from: rpm -gqf /usr/bin/blah. Now
that you’ve found the name of the RPM, you can query it to find out which configuration
files it uses (rpm -qc blah) or which documentation is available (rpm -qd b1ah). | often
use this approach when starting to work with software I've never used before.

Extracting Files from RPM Packages

Software installed on your computer may become damdgéis happens, it's good to
know that you can extractldis from the packages and copy them to the original locatfo
the file.

Every RPM package consists of two parts: the metadatatpattdescribes what is in
the package and @io archive that contains the actudé§i in the package. If aldihas
been damaged, you can start with the -qf query option to faid out from what package
the file originated. Next usepm2cpio | cpio -idmv to extract the fes from the package
to a temporary location. In Exercise 4.5, you'll ledrow to do this.
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EXERCISE 4.5

Extracting Files from RPM Packages

In this exercise, you'll learn how to identify from which package afile originated. Next
you’'ll extract the package to the /tmp directory, which allows you to copy the original file
from the extracted RPM to the location where it's supposed to exist.

1. Userm -f /usr/sbin/modem-manager. Oops! You've just deleted a file from your
system! (It normally doesn’t do any harm to delete modem-manager, because it’s
hardly ever used anymore.

2. Userpm -qf /usr/sbin/modem-manager. Thiscommand shows that the file comes
from the ModemManager package.

3. Copythe ModemManager package file from the repository you created in Exercise
4.1 to the /tmp directory by using the cp /repo/ModemM[Tab] /tmp command.

4. Change the directory to the /tmp command, and use rpm2cpio |cpio -idmvto
extract the package.

5. Thecommand you used in step 4 created a few subdirectories in /tmp. Activate the
directory /tmp/usr/sbin, where you can find the modem-manager file. You can now
copy it to its original location in /usr/sbin.

Summary

In this chapter, you learned how to install, query] amanage software on your Red Hat
server. You also learned how you can use the RPM togét@xtensive information about
the software installed on your server. In the next chagtarll learn how to manage stor-
age on your server.
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In this chapter, you'll learn how to cogfire storage on your
server. In Chapter 1, you learned how to create pans and
logical volumes from the Red Hat installation progrdmthis
chapter, you'll learn about the command-line tools thra available to cordure storage
on a server that already has been installed.

First you'll read how to create partitions and lajivolumes on your server, which
allows you to createlé systems on these volumes later. You'll read aboutvidneto con-
figure/etc/fstab to mount these & systems automatically. Also, in the section abogt-I
cal volumes, you'll learn how to grow and shrink lodigealumes and how to work with
snapshots.

At the end of this chapter, you'll read about someaadted techniques that relate to
working with storage. First, you'll learn how to sgt automountwhich helps you make
storage available automatically when a user needs atcessrage. Finally, you'll read how
to set up encrypted volumes on your server. This hapsachieve a higher level of protec-
tion to prevent unauthorized access tdgion your server.

Understanding Partitions and Logical
Volumes

In Chapter 1, “Getting Started with Red Hat Entespriinux,” you learned about parti-
tions and logical volumes. You know that partitiorfena rather static way to cogfire
storage on a server, whereas logical volumes offer a muck dymamic way to condure
storage. However, all Red Hat servers have at leaspantéion that is used to boot the
server, because the boot loader GRUB can't read data fogical volumes.

If you need only basic storage features, you'll use piarts on the storage devices. In all
other cases, it is better to use logical volumes. Thgical Volume Manager (LV Mgffers
many benefs. The following are its most interesting features:

= LVM makes resizing of volumes possible.
= In LVM, you can work with snapshots, which are usefufnaking a reliable backup.
= In LVM, you can easily replace failing storage devices.

As previously noted, sometimes you just need to conéiguiccess to storage where you

know that the storage cogfiration is never going to change. In that case, youuse par-
titions instead of LVM. Using partitions has one mdj@neft: it is much easier to create
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and manage partitions. Therefore, in the next sectiorllyeatn how to create partitions
on your server.

Creating Partitions

There are two ways to create and manage partitionsRedaH at server. You can use the
graphicalPalimpsest toglwhich you can start by selecting ApplicatiorsSystem Tools>
Disk Utility (see Figure 5.1). Using this tool is someatteasier than working with fdisk on
the command line, but it has the disadvantage that Ih&ea Hat servers offer access to
the graphical tools. Therefore, you're better off using candiline tools.

FIGURE 5.1 Creating partitions with Palimpsest
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Two popular command-line tools are used to createiti@rs on RHEL. Thddisk tool
is available on every Linux server. Alternatively, younasse the newer parted tool. In this
book, you will be working with fdisk. There is good to focus on fdisk; it will always
be available, even if you start a minimal rescue emsinent.

Creating a partition with fdisk is easy to do. Afsgarting fdisk, you simply indicate
you want to create a new partition. You can thezate three kinds of partitions.

Primary Partitions These are written directly to the master boot recdrgbar hard
drive. After creating four primary partitions, you daadd any more partitions—even if
there is still a lot of disk space available. Thespace for just four partitions in the parti-
tion table and no more than four.
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Extended Partition Every hard drive can have one extended partition. Yowunot create

a file system in an extended partition. The only thing yan do with it is to create logical
partitions. You'll use an extended partition if ymténd to use more than four partitions in
total on a hard drive.

Logical Partitions A logical partition (not to be confused with a logl volume) is created
inside an extended partition. You can have a maximfifildogical partitions per disk,
and you can create file systems on top of logical pantsti

P of four partitions in the partition table. If you need more than four parti-
tions, make sure to create one extended partition, which allows you to cre-
ate 11 additional logical partitions.

é/ No matter what kind of partition you’re using, you can create a maximum

After selecting between primary, extended, or logicaltjtions, you need to select a
partition type. This is an indication to the opergtsystem what the partition is to be
used for. On RHEL servers, the following are the most companrtition types:

83 Thisis the default partition type. It is used for grartition that is formatted with a
Linux file system.

82 This type is used to indicate that the partitiomsed as swap space.
05 This partition type is used to indicate that iais extended partition.
8e Use this partition type if you want to use the pagtitas an LVM physical volume.

Many additional partition types are available, but ifdiardly ever use them.

Once you've created the partition, you'll write the olgas to disk. Writing the new par-
tition table to disk doesn't automatically mean younvee can start using it right away. In
many cases, you'll get an error message indicatingttietevice on which you've created
the partition is busy. If this happens, you'll need ¢start your server to activate the new
partition. Exercise 5.1 shows how to create a partitio

EXERCISE 5.1

Creating Partitions

In this exercise, you'll create three partitions: a primary partition, an extended partition,
and, within the latter, one logical partition. You can perform this exercise on the remaining
free space on your hard drive. If you followed the procedures described in Chapter 1, you
should have free and unallocated disk space. However, it is better to perform this proce-
dure on an external storage device, such as a USB flash drive. Any 1GB or greater USB flash
drive allows you to perform this procedure.

In this exercise, I'll describe how to work with an external medium, which is known to this
server as /dev/sdb. You will learn how to recognize the device so that you do not mess
up your current installation of Red Hat Enterprise Linux.
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EXERCISE 5.1 (continued)

1. Insert the USB flash drive that you want to use with your server. If awindow opens
showing you the contents of the USB flash drive, close it.

2. Open aroot shell, and type the command dmesg. You should see messages indicating
that a new device has been found, and you should also see the device name of the
USB flash drive. Listing 5.1 shows what these messages look like. In this listing, you
can see that the name of this device is sdb.

Listing 5.1:  Verifying the device name wittmesg

VFS:
VFS:
usb 2
usb 2
usbh 2
usbh 2
usbh 2
usb 2
usb 2
scsi7

scsi
sd
sd
sd
sd
sd
sd

sdb:
sd 7:
sd 7:

NN NN NN

bus
bus

y
y

B

.4

inodes on changed media or resized disk sdb

inodes on changed media or resized disk sdb

new high speed USB device using ehci_hcd and address 4
New USB device found, idVendor=0951, idProduct=1603

New USB device strings: Mfr=1, Product=2, SerialNumber=3
Product: DataTraveler 2.0

Manufacturer: Kingston

SerialNumber: 899000000000000000000185

configuration #1 chosen from 1 choice

: SCSI emulation for USB Mass Storage devices
usb-storage: device found at 4

usb-storage: waiting for device to settle before scanning
usb-storage: device scan complete

7:0:

O O O ©O oo

o O O O o
o O O O o

:0:

0

0:

:0: Direct-Access Kingston DataTraveler 2.0 1.00 PQ: O ANSI: 2
Attached scsi generic sg2 type 0
[sdb] 2007040 512-byte Togical blocks: (1.02 GB/980 MiB)
[sdb] Write Protect is off
[sdb] Mode Sense: 23 00 00 00
[sdb] Assuming drive cache: write through
[sdb] Assuming drive cache: write through

unknown partition table

0:0:0: [sdb] Assuming drive cache: write through
0:0:0: [sdb] Attached SCSI removable disk
[root@hnl ~]#

3. Now that you have found the name of the USB flash drive, use the following com-
mand to wipe out its contents completely: dd if=/dev/zero of=/dev/sdb.

7/

&

The dd if=/dev/zero of=/dev/sdb command assumes that the USB flash

ING drive with which you are working has the device name /dev/sdb. Make

sure you are working with the right device before executing this command!
If you are not sure, do not continue; you risk wiping all data on your com-
puter if it isthe wrong device. There is no way to recover your data after
overwriting it with dd!
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EXERCISE 5.1 (continued)

4. Atthis point,the USB flash drive is completely empty. Use fdisk -cu /dev/sdbto open
fdisk on the device, and create new partitions on it. Listing 5.2 shows the fdisk output.

Listing 5.2:  Opening the device in fdisk

[root@hn1l ~]# fdisk -cu /dev/sdb

Device contains neither a valid DOS partition table, nor Sun, SGI or
OSF disklabel

Building a new DOS disklabel with disk identifier 0x3f075c76.
Changes will remain in memory only, until you decide to write them.
After that, of course, the previous content won't be recoverable.

Warning: invalid flag 0x0000 of partition table 4 will be corrected by w(rite)
Command (m for help):

5. From within the fdisk menu-driven interface, type mto see an overview of all com-
mands that are available in fdisk. Listing 5.3 shows the results of this action.

Listing 5.3:  Showing fdisk commands

Warning: invalid flag 0x0000 of partition table 4 will be corrected by w(rite)

Command (m for help): m

Command action

toggle a bootable flag

edit bsd disklabel

toggle the dos compatibility flag
delete a partition

Tist known partition types

print this menu

add a new partition

create a new empty DOS partition table
print the partition table

quit without saving changes

create a new empty Sun disklabel
change a partition's system id
change display/entry units

verify the partition table

write table to disk and exit

extra functionality (experts only)

o))

X = < €+ WO T O S5 3 2 an o

Command (m for help):
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EXERCISE 5.1 (continued)

6. Now type ntoindicate you want to create a new partition. fdisk then asks you to
choose between a primary and an extended partition. Type p for primary. Now you
have to enter a partition number. Because there are no partitions currently on the
USB flash drive, you can use partition 1. Next you have to enter the first sector of the
partition. Press Enter to accept the default value of sector 2048. When asked for the
last sector, type +256M and press Enter. At this point, you have created the new parti-
tion, but, by default, fdisk doesn’t provide any confirmation. Type p to print a list of
current partitions. Listing 5.4 shows all steps you performed.

Listing 5.4: Creating a new partition in fdisk

Command (m for help): n
Command action
e extended
p primary partition (1-4)
p
Partition number (1-4): 1
First sector (2048-2007039, default 2048):
Using default value 2048
Last sector, +sectors or +size{K,M,G} (2048-2007039, default 2007039): +256M

Command (m for help): p

Disk /dev/sdb: 1027 MB, 1027604480 bytes

32 heads, 62 sectors/track, 1011 cylinders, total 2007040 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x3f075c76

Device Boot Start End Blocks Id System
/dev/sdbl 2048 526335 262144 83 Linux

Command (m for help):

7. You have now created a primary partition. Let’s continue and create an extended parti-
tion with alogical partition inside. Type n again to add this new partition. Now choose
option e to indicate that you want to add an extended partition. When asked for the
partition number, enter 2. Next press Enter to accept the default starting sector that
fdisk suggests for this partition. When asked for the last sector, hit Enter to accept the
default. This will claim the rest of the available disk space for the extended partition.
Thisis agood ideain general, because you are going to fill the extended partition with
logical partitions anyway. You have now created the extended partition.
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EXERCISE 5.1 (continued)

8. Since an extended partition by itself is useful only for holding logical partitions,
press n again from the fdisk interface to add another partition. fdisk displays two
different options: p to create another primary partition and 1 to create a logical parti-
tion. Because you have no more disk space available to add another primary parti-
tion, you have to enter 1 to create a logical partition. When asked for the first sector
to use, press Enter. Next enter +100M to specify the size of the partition. At this point
it'sa good idea to use the p command to print the current partition overview. Listing
5.5 shows what this all should look like.

Listing 5.5:  Verifying current partitioning

Command (m for help): n
Command action
e extended
p primary partition (1-4)
e
Partition number (1-4): 2
First sector (526336-2007039, default 526336):
Using default value 526336
Last sector, +sectors or +size{K,M,G} (526336-2007039, default 2007039):
Using default value 2007039

Command (m for help): n
Command action
1 Togical (5 or over)
p primary partition (1-4)
]
First sector (528384-2007039, default 528384):
Using default value 528384
Last sector, +sectors or +size{K,M,G} (528384-2007039, default 2007039): +100M

Command (m for help): p

Disk /dev/sdb: 1027 MB, 1027604480 bytes

32 heads, 62 sectors/track, 1011 cylinders, total 2007040 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x3f075c76



Creating File Systems 129

EXERCISE 5.1 (continued)

Device Boot Start End Blocks Id System
/dev/sdbl 2048 526335 262144 83 Linux
/dev/sdb2 526336 2007039 740352 5 Extended
/dev/sdb5 528384 733183 102400 83 Linux

Command (m for help):

9. If you are happy with the current partitioning, type the wcommand to write the new
partitions to disk and exit. If you think something has gone wrong, type x to exit with-
out saving and to keep the original configuration. In case you have any doubt, using x
isagood idea because it won't change the original partitioning scheme in any way.

10. If you see a message indicating an error while activating the new partitions, reboot
your server.

d Red Hat suggests that you need to reboot your server to activate new parti-

P tions if they cannot be activated automatically. There is an unsupported
alternative, though: use command partx -a /dev/sdbto update the
kernel partition table. You should be aware, however, that this is an unsup-
ported option and you risk losing data!

At this point, you have added partitions to yousteyn. The next step is to do some-
thing with them. Since you created normal partitioymsj would now typically go ahead
and format them. In the next section, you'll learn htmwdo just that.

Creating File Systems

Once you have created one or more partitions or &dgiclumes (covered in the next sec-
tion), most likely you'll put a fe system on them next. In this section, you'll learmich

file systems are available, how to format your partitiwith these fie systems, and how to
set properties for the Extdldisystem.

File Systems Overview

Several fie systems are available on Red Hat Enterprise LinuxElxt4 is used as the
default fle system. Sometimes you may want to consider using anttdsystem,
however. Table 5.1 provides an overview of all the relevda systems to consider.
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TABLE 5.1 File system overview

File system Use

Ext4 The default file system on RHEL. Use it if you're not sure which file system to
use, because it's an excellent general-purpose file system.

Ext2/3 The predecessors of the Ext4 file system. Since Ext4 is much better, there is
really no good reason to use Ext2 or Ext3, with one exception: Ext2 doesn’t
use afile system journal, and therefore it is a good choice for very small par-
titions (less than 100MB).

XFS XFS must be purchased separately. It offers good performance for very large
file systems and very large files. Ext4 has improved a lot recently, however,
and therefore you should conduct proper performance tests to see whether
you really need XFS.

Btrfs Btrfs is the next generation of Linux file systems. It is organized in a com-
pletely different manner. An important difference is that it is based on a
B-tree database, which makes the file system faster. It also has cool features
like Copy on Write, which makes it very easy to revert to a previous version of
afile. Apart from that, there are many more features that make Btrfs a versa-
tile file system that is easy to grow and shrink. In RHEL 6.2 and newer, Btrfs is
available as a tech preview version only, which means that it is not supported
and not yet ready for production.

VFAT and Sometimes it’s useful to put files on a USB drive to exchange them among

MS-DOS Windows users. This is the purpose of the VFAT and MS-DOS file systems.
There is no need whatsoever to format partitions on your server with one of
these file systems.

GFS GFS is Red Hat’s Global File System. It is designed for use in high availability
clusters where multiple nodes need to be able to write to the same file sys-
tem simultaneously.

As you can see, Red Hat offers severlel diystems so that you can use the one that is
most appropriate for your environment. However, Eistd good choice for almost any
situation. For that reason, | will cover the use aadfiguration of the Ext4 I system
exclusively in this book.

Before starting to format partitions and puttinig 8ystems on them, there is orle fi
system feature of which you need to be aware—the filesygiurnal. Modern Linux
file systems offer journaling as a standard feature. Thm@works as a transaction log
in which the fle system keeps records d&f that are open for modifition at any given
time. The benefiof using a fie system journal is that, if the server crashes,nt daeck to
see what fes were open at the time of the crash and immediatelyabelighich fies are
potentially damaged. Because using a journal helps prgbeat server, you would nor-
mally want to use it by default. There is one drawback togua journal, however: alé
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system journal takes up disk space—an average of 50MBailbr on Ext4. That means
it's not a good idea to create a journal on very smigllsiystems because it might leave
insufficient space to hold yourds. If this situation applies to some of your partitiomse
the Ext2 fle system.

Creating File Systems

To create a e system, you can use thikfs utility There are different versions of this utility—
one for every fe system type that is supported on your server. Tdesaext4 fe system, you
use thenkfs.ext4 command or, alternatively, the commanmkds -t ext4. It doesn't matter
which of these you use because they both do the sange thin

Formatting a partition is straightforward. Althougkfs.ext4 offers many different
options, you won't need them in most cases, andogurun the command without addi-
tional arguments. In Exercise 5.2, you'll learn how taka an Ext4 fe system on one of
the partitions you created in Exercise 5.1.

EXERCISE 5.2

Creating a File System

In this exercise, you’ll learn how to format a partition with the Ext4 file system.

1. Usethe fdisk -cul /dev/sdb command to generate alist of all partitions that cur-
rently exist on the /dev/sdb device. You will see that /dev/sdblis available as a
primary partition that has atype of 83. This is the partition on which you will create a
file system.

2. Before creating the file system, you probably want to check that there is nothing
already on the partition. To verify this, use the command mount /dev/sdbl /mnt. If
this command fails, everything is good. If the command succeeds, check that there
are no files you want to keep on the partition by verifying the contents of the /mnt
directory.

3. Assuming that you are able to create the file system, use mkfs.ext4 /dev/sdblto
format the sdbl device. You’'ll see output similar to Listing 5.6.

4. Onceyou are finished, use mount /dev/sdbl /mnt to check that you can mount it.

Listing 5.6: Making a file system

[root@hnl ~]# mkfs.ext4 /dev/sdbl
mke2fs 1.41.12 (17-May-2010)
Filesystem Tabel=

0S type: Linux

Block size=1024 (1og=0)
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EXERCISE 5.2 (continued)

Fragment size=1024 (log=0)
Stride=0 blocks, Stripe width=0 blocks
65536 inodes, 262144 blocks
13107 blocks (5.00%) reserved for the super user
First data block=1
Maximum filesystem blocks=67371008
32 block groups
8192 blocks per group, 8192 fragments per group
2048 inodes per group
Superblock backups stored on blocks:
8193, 24577, 40961, 57345, 73729, 204801, 221185

Writing inode tables: done
Creating journal (8192 blocks): done
Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 27 mounts or
180 days, whichever comes first. Use tune2fs -c or -i to override.

Changing File System Properties

In most cases, you won't need to change any of the priggest your fie systems. In some
cases, however, it can be useful to change them anyvatuhe2fs command allows you
to change properties, and withhmpe2fs, you can check the properties that are currently in
use. Table 5.2 lists the most useful properties. You'h &kse theune2fs option to set the
property in the list.

TABLE 5.2 Extfile system properties

Property Use

-C max_mounts_count Occasionally, an Ext file system must be checked. One way
to force a periodic check is by setting the maximum mount
count. Don't set it too low, because you’ll have to wait
awhile for the file system check to finish. On large SAN
disks, it's a good idea to disable the automated check com-
pletely to prevent unexpected checks after an emergency
reboot.
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Property Use

-i interval Setting a maximum mount count is one way to make sure
that you'll see an occasional file system check. Another
way to accomplish the same task is by setting an interface
in days, months, or weeks.

-m reserved_blocks_percent By default, 5 percent of an Ext file system is reserved for
the user root. Use this option to change this percentage,
but don’t go below 5 percent.

-L volume_Tabel You can create afile system label, which is a name that is
in the file system. Using file system labels makes it easier
to mount the file system. Instead of using the device name,
you can use label=Tlabelname.

-0 mount_options Any option that you can use with mount -o can also be
embedded in the file system as a default option using -o
option-name.

Before setting fe system properties, it's a good idea to check the gntogs that are cur-
rently in use. You canriid this out using théumpe2fs command. Listing 5.7 shows what
the partial output of this command looks like. Tduape2fs command provides a lot of
output; only the fist part of it, however, is really interesting besa it shows currentl&
system properties.

Listing 5.7: Showing file system properties witlumpe2fs
[root@hn1 ~]# dumpe2fs /dev/sdbl | Tess

Filesystem volume name: <none>

Last mounted on: <not available>

Filesystem UUID: a9a9b28d-ec08-418c-9632-9e09942d5c4b
Filesystem magic number: OxEF53

Filesystem revision #: 1 (dynamic)

Filesystem features: has_journal ext_attr resize_inode dir_index

filetype extent flex_bg sparse_super huge_file uninit_bg dir_nlink
extra_isize

Filesystem flags: signed_directory_hash
Default mount options: (none)

Filesystem state: clean

Errors behavior: Continue

Filesystem OS type: Linux

Inode count: 65536

Block count: 262144
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Reserved block count: 13107
Free blocks: 243617
Free inodes: 65525
First block: 1
Block size: 1024
Fragment size: 1024
Reserved GDT blocks: 256
Blocks per group: 8192
Fragments per group: 8192

To change currentlé system properties, you can use thee2fs command. The pro-
cedure in Exercise 5.3 shows you how to use this commasdt a label for thelé system
you just created.

EXERCISE 5.3

Setting a File System Label

In this exercise, you'll use tune2fs to set a file system label. Next you'll verify that you
have succeeded using the dumpe2fs command. After verifying this, you’ll mount the file
system using the file system label. This exercise is performed on the /dev/sdbl file sys-
tem that you created in the previous exercise.

1. Make surethe /dev/sdbl device is not currently mounted by using umount /dev/
sdbl.

2. Setthelabel to mylabel using tune2fs -L mylabel /dev/sdbl.

3. Use dumpe2fs /dev/sdbl | Tess to verify that the label is set. It is listed as the file
system volume name on the first line of the dumpe2fs output.

4. Usemount Tabel=mylabel /mnt.The /dev/sdbl deviceis now mounted on the /mnt
directory.

Checking the File System Integrity

The integrity of your fe systems will be thoroughly checked every so many {t#pend-
ing on the fie system options settings) using tfsek command. A quick check is per-
formed on every boot, and this will indicate whetheuféle system is in a healthy state.
Thus, you shouldn't have to start &fsystem check yourself.

ING the fsck command manually. Make sure, however, that you run this com-

@:ﬁ If you suspect that something is wrong with your file system, you can run
mand only on afile system that is not currently mounted.
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You may also encounter a situation where, when youaepour server, it prompts you to
enter the password of the user root because somethingom& wrong during the automatic
file system check. In such cases, it may be necessaryftorpea manual fe system check.

Thefsck command has a few useful options. You may trytheption, which attempts
to perform an automatic repair, without further prompgt If something is wrong with a
file system, you mayrd that you have to respond to numerous promptcalBse it doesn’t
make any sense to prestiundreds of times for comfnation, try using they option,
which assumes yes as the answer to all prompts.

Mounting File Systems Automatically
through fstab

In the previous section, you learned how to createipams and how to format them
using the Ext4 fe system. At this point, you can mount them manuak you can
imagine, this isn't very handy if you want the file 8@ to come up again after a reboot.
To make sure that theldisystem is mounted automatically across reboots,spamwld put
it in the /etc/fstab file. Listing 5.8 provides an example of the contentshad timpor-

tant confguration fle.

Listing 5.8: Put file systems to be mounted automaticallyémc/fstab

[root@hn1 ~]# cat /etc/fstab

#
# /etc/fstab
# Created by anaconda on Sun Jan 29 14:11:48 2012
#
# Accessible filesystems, by reference, are maintained under '/dev/disk'
# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info
#
/dev/mapper/vg_hnl-1v_root / ext4 defaults 11
UUID=cc890fc9-a6a8-4c7c-8ccl-653f43037cb /boot ext4

defaults 12
/dev/mapper/vg_hnl-1v_home /home ext4 defaults 12
/dev/mapper/vg_hnl-1v_swap swap swap defaults 00
tmpfs /dev/shm tmpfs defaults 00
devpts /dev/pts devpts gid=5,mode=620 0 0
sysfs /sys sysfs  defaults 00

proc /proc proc defaults 00
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The /etc/fstab file is used to mount two different kinds of devices: gam mount fe
systems and system devices. In Listing 5.8, tiet four lines are used to mounlefsys-
tems, and the last four lines are used to mount spesi§tem devices.

To specify how the mounts should be performed, six déffeccolumns are used:

= The name of the device to be mounted.
= The directory where this device should be mounted.
= The file system that should be used to mount the device.

= Specific mount options: use defaults if you want to penfahe mount without any
specific options.

= Dump support: use if you want the dump backup utility to be able to makbackup
of this device, and useif you dont. It's good practice to enable dump suppfor all
real file systems.

= fsck support: us@® if you never want this file system to be checked andtically while
booting. Usel for the root file system. This ensures that it will bedked before any-
thing else takes place. Ugdor all other file systems.

When creating théetc/fstab file, you need to refer to the device you want to mount.
There are several different ways of doing that. The easiagtis to use the device name,
like /dev/sdbl, to indicate you want to mount thedi partition on the second disk. The
disadvantage of this approach is that the names of degees depend on the order in
which they were detected while booting, and this orderdaange. Some servers detect
external USB hard drives before detecting internalces/that are connected to the SCSI
bus. This means you might normally address the internal deive as/dev/sda. However,
if someone forgets to remove an external USB drive wholeting, the internal drive might
be known agdev/sdb after a reboot.

To avoid issues with the device names, Red Hat Enis=jhinux partitions are normally
mounted by using the UUID that is assigned to every gantitTo find out the UUIDs of
the devices on your server, you can useblha@d command. Listing 5.9 shows the result of
this command.

Listing 5.9: Finding block IDs withbTkid

[root@hn1 ~]# blkid

/dev/sdal: UUID="cc890fc9-a6a8-4c7c-8ccl-65f3f43037cb" TYPE="ext4"
/dev/sda2: UUID="VDaoOy-ckKR-TU6f-6t0n-qzQr-vdxJ-c5HOv1" TYPE="LVM2_member"
/dev/mapper/vg_hnl-1v_root: UUID="961998c5-4aa9-4e8a-90b5-47a982041130"
TYPE="ext4"

/dev/mapper/vg_hnl-1v_swap: UUID="5d47bfca-654e-4a59-9c4f-a5b0a8f5732d"
TYPE="swap"
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/dev/mapper/vg_hnl-1v_home: UUID="9574901d-4559-4f19-abce-b2bbel49f2a0"
TYPE="ext4"
/dev/sdbl: LABEL="mylabel" UUID="a9a9b28d-ec08-4f8c-9632-9e09942d5c4b"
TYPE="ext4"

In Listing 5.9, you can see the UUIDs of the partitiomsthis server as well as the LVM
logical volumes, which are discussed in the next seckon.mounting partitions, it is
essential that you use the UUIDs, because the devicesafrpartitions may change. For
LVM logical volumes, it’s not important because theNl\hames are detected automati-
cally when your server boots.

Another method for addressing devices with a name thasmt change is to use the
names in thgdev/disk directory. In this directory, you'll fid four different subdirectories
where the Linux kernel creates persistent names for deVit&\N environments where
iSCSI is used to connect to the SAN, thlev/disk/by-path directory specifially provides
useful names that make it easy to see the exact iSCSifigeruf the device.

- iSCSI is a method for connecting external partitions on a SAN to a server.
51’5 This practice is very common in data center environments. You'll learn
more about this technique in Chapter 15, “ Setting Up a Mail Server.”

Even though using persistent device names is usef@voiding problems, you should
eschew this method if youre working on machines thoat want to clone, such as virtual
machines in a VMware ESXi environment. The disadvantdgersistent device names is
that these names are bound to the speledirdware, which means you'll get into trouble after
restoring a cloned image to different hardware. Exef®ideshows how to mount a device.

EXERCISE 5.4

Mounting Devices through /etc/fstab

In this exercise, you'll learn how to create an entry in /etc/fstab to mount the file system
that you created in Exercise 5.3. You will use the UUID of the device to make sure that

it also works if you restart your machine using another external disk device that is con-
nected to it.

1. Open aroot shell, and use the b1kid command to find the UUID of the /dev/sdbl
device you created. If you're in a graphical environment, copy the UUID to the clip-
board.

2. Every device should be mounted on a dedicated directory. In this exercise, you'll cre-
ate a directory called/mounts/usb for this purpose. Use mkdir -p /mounts/usb to
create this directory.
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EXERCISE 5.4 (continued)

3. Open /etc/fstabin viusing vi /etc/fstab, and add aline with the following con-
tents. Make sure to replace the UUID in the example line with the UUID that you
found for your device.

UUID= a9a9b28d-ec08-4f8c-9632-9e09942d5c4b /mounts/usb ext4 defaults 1 2.
4. Usethevicommand :wq! to save and apply the changes to /etc/fstab.

5. Usemount -ato verify that the device can be mounted from /etc/fstab. The mount
-acommand tries to mount everything that has alinein /etc/fstab that hasn’'t been
mounted already.

You are now able to add lines fetc/fstab, and you've added a line that automatically
tries to mount your USBdIsh drive when your server reboots. This might noa bery
good idea because you will run into problems at reliftite USB flash drive isn't present.
Because it’s always good to be prepared, you'll see whapéras in the next exercise where
you will reboot your computer without the USB$h drive inserted. In short, because the
boot procedure checks the integrity of the USB flash diigesystem, this will not work
because the USB flash drive isn't available. This furtheens thafsck fails, which is con-
sidered a fatal condition in the boot procedure. Fot thason, you'll drop into an emer-
gency repair shell where you cam fihe problem manually. In this case, the best solui$
to remove the line that tries to mousdtc/fstab completely.

You will encounter another problem, however. As ylropped into the emergency
repair shell, the root file system is not yet mounted mead-write mode, and you cannot
apply changes tgetc/fstab. To apply the changes anyway, you'lisi remount the root
file system in read-write mode usingunt -o remount,rw /. This allows you to make all
of the required changes to the canfiation fle. Exercise 5.5 shows how txfietc/fstab
problems.

EXERCISE 5.5

Fixing /etc/fstab Problems

In this exercise, you’ll remove the USB flash drive that you added for automatic mount in
/etc/fstabin the previous exercise. This will drop you into aroot shell. Next you’ll apply
the required procedure to fix this problem. Make sure you understand this procedure
because, sooner or later, you’'ll experience this situation for real.

1. Unplug the USB flash drive from your server and from aroot shell, and type reboot
to restart it.

2. You'll see that your server is stopping all services, after which it can restart. After
awhile, the graphical screen that normally displays while booting disappears, and
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EXERCISE 5.5 (continued)

you’ll see error messages. Read all of the messages on your computer below the line
Checking filesystems. You'll see a message that starts with fsck.ext4: Unable to

resolve ‘UUID=... and ends with the text FAILED. On the last two lines, you’'ll see
the message Give root password for maintenance (or type Control-D to con-
tinue).

3. Now enter the root password to open the Repair filesystem shell. Use the command
touch /somefile, and you’'ll see a message that the file cannot be touched: Read-
only file system.

4. Mounttheroot file system in read-write mode using mount -o remount,rw /.

5. Usevi /etc/fstabto open the fstab file, and move your cursor to the line on which
you try to mount the USB file system. Without switching to Input mode, use the vi
dd command to delete this line. Once it has been deleted, use the vi :wq! command
to save the modifications and quit vi.

6. Usethe Ctrl+D key sequence to reboot your server. It should now boot without any
problems.

Working with Logical Volumes

In the previous sections, you learned how to creatgifpons and then how to creatéefi
systems on them. You'll now learn how to work withNMMMogical volumes. First you'll
learn how to create them. Then you'll read how to eesiem and how to work with snap-
shots. In the last subsection, you'll learn how to reena failing device usingvmove.

Creating Logical Volumes

To create logical volumes, you need to set up thiferdnt parts. The fist part is the
physical volume (PV). Thphysical volumes the actual storage device you want to use in
your LVM configuration. This can be a LUN on the SAN, an entire diska partition. If

it is a partition, you'll need to create it as onanked with the 8e partition type. After that,
you can usevcreate to create the physical volume. Using this commanzhisy: the only
mandatory argument spe@§ the name of the device you want to use, asdneate
/dev/sdb3.

The next step consists of setting up the volume gro@).(Vhevolume grougs the col-
lection of all the storage devices you want to use ih\&v configuration. You'll see the total
amount of storage in the volume group while you crélaédogical volumes in the next step.
You'll use thevgcreate command to create the volume group. For exampleygseate
mygroup /dev/sdb3 to set up a volume group that ugesv/sdb3 as its physical volume.
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The last step consists of creating the LVM volumesd®adhis, you'll need to use the
Tvcreate command. This command needs to know which volumemgtowse and what
size to stipulate for the logical volume. To specify the siou can uselL to specify the size
in kilo, mega, giga, tera, exa, or petabytes. Alagively, you can usel to specify
the size in extents. Thextentis the basic building block of the LVM logical volume,can
it typically has a size of 4MB. Another very handy way to §ydte size of the volume is
by using-1 100%FREE, which uses all available extents in the volume groupeRample of
the commandvcreate is Tvcreate -n myvol -L 100M mygroup, Which creates a 100MB
volume in the groumygroup.

In Figure 5.2, you can see a schematic overview of thelWd is organized.

FIGURE 5.2 LVM schematic overview
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Exercise 5.6 shows how to create LVM logical volumes.

EXERCISE 5.6

Creating LVM Logical Volumes

In this exercise, you'll learn how to create LVM logical volumes. First you’'ll create a parti-
tion of partition type 8e. Next you'll use pvcreate to mark this partition as an LVM physi-
cal volume. After doing that, you can use vgcreate to create the volume group. As the
last step of the procedure, you'll use Tvcreate to set up the LVM logical volume. In this
exercise, you’'ll continue to work on the /dev/sdb device you worked with in previous
exercises in this chapter.

1. From aroot shell, type fdisk -cul /dev/sdb. This should show the current
partitioning of /dev/sdb, as in the example shown in Listing 5.10. You should have
available disk space in the extended partition that you can see because the last
sector in the extended partition is far beyond the last sector of the logical
partition /dev/sdb5.
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EXERCISE 5.6 (continued)

Listing 5.10: Displaying current partitioning
[root@hn1 ~]# fdisk -cul /dev/sdb

Disk /dev/sdb: 1027 MB, 1027604480 bytes

32 heads, 62 sectors/track, 1011 cylinders, total 2007040 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x3f075c76

Device Boot Start End Blocks Id System
/dev/sdbl 2048 526335 262144 83 Linux
/dev/sdb2 526336 2007039 740352 5 Extended
/dev/sdb5 528384 733183 102400 83 Linux

[root@hnT ~]#

2. Type fdisk -cu /dev/sdbto open the fdisk interface. Now type nto create a new
partition, and choose 1 for a logical partition. Next press Enter to select the default
starting sector for this partition, and then type +500M to make this a 500MB partition.

3. Before writing the changes to disk, type t to change the partition type. When asked
for the partition number, enter 6. When asked for the partition type, enter 8e. Next
type p to print the current partitioning. Then type wto write the changes to disk. If
you get an error message, reboot your server to update the kernel with the changes.
In Listing 5.11 below you can see the entire procedure of adding a logical partition
with the LVM partition type.

Listing 5.11: Adding a logical partition with the LVM partition typ
[root@hn1 ~]# fdisk -cu /dev/sdb

Command (m for help): n
Command action
1 Togical (5 or over)
p primary partition (1-4)
]
First sector (735232-2007039, default 735232):
Using default value 735232
Last sector, +sectors or +size{K,M,G} (735232-2007039, default
2007039): +200M

Command (m for help): t
Partition number (1-6): 6
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EXERCISE 5.6 (continued)

Hex code (type L to Tist codes): 8e
Changed system type of partition 6 to 8e (Linux LVM)

Command (m for help): p

Disk /dev/sdb: 1027 MB, 1027604480 bytes

32 heads, 62 sectors/track, 1011 cylinders, total 2007040 sectors
Units = sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x3f075c76

Device Boot Start End Blocks Id System
/dev/sdbl 2048 526335 262144 83 Linux
/dev/sdb2 526336 2007039 740352 5 Extended
/dev/sdb5 528384 733183 102400 83 Linux
/dev/sdb6 735232 1144831 204800 8e Linux LWM

Command (m for help): w
The partition table has been altered!

Calling ioct1() to re-read partition table.
Syncing disks.

3. Now that you have created a partition and marked it as partition type 8e, use
pvcreate /dev/sdb to convertitinto an LVM physical volume. You will now see a
message that the physical volume has been created successfully.

4. To create avolume group with the name usbvg and to put the physical volume /dev/
sdb6 in it, use the command vgcreate usbvg /dev/sdb6.

5. Now that you have created a volume group that contains the physical volume on
/dev/sdb6, use Tvcreate -n usbvol -L 100M usbvg. This creates a logical volume
that uses 50 percent of available disk space in the volume group.

6. To confirm that the logical volume has been created successfully, you can type the
1vs command, which summarizes all currently existing logical volumes. Listing 5.12
shows the result of this command.
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EXERCISE 5.6 (continued)

Listing 5.12: Displaying currently existing LVM logical volumes

[root@hn1 ~]# lvcreate -n usbvol -L 100M usbvg
Logical volume "usbvol" created
[root@hnT ~]# Tlvs
LV VG Attr LSize Origin Snap% Move Log Copy% Convert
usbvol wusbvg -wi-a- 100.00m
Tv_home vg_hnl -wi-ao 11.00g
lv_root vg_hnl -wi-ao 50.00g
Tv_swap vg_hnl -wi-ao 9.72¢g

7. Now that you have created the logical volume, you're ready to put a file system on it.
Use mkfs.ext4 /dev/usbvg/usbvol to format the volume with an Ext4 file system.

While working with logical volumes, it is important tomow which device name to use.
By default, every LVM logical volume has a device namattis structured agdev/name-
of-vg/name-of-1v, like /dev/usbvg/usbvol in the preceding exercise.

An alternative name that exists by default for every LVM waduis in the/dev/mapper
directory. There you'll fid every logical volume with a name that is structurgeddav/mapper
/vgname_lvname. This means the volume you created in the exercise willdsdgsible as
/dev/mapper/usbvg-subvol. You can use either of these names to address the logioaie.

While managing LVM from the command line gives you margrenoptions and pos-
sibilities, you can also use the graphical tool systemfig-lvm, which offers an easy-to-use
graphical interface for LVM management. You will probabliss some features, however,
when you use this tool. Figure 5.3 shows the system-gdwrfi interface.

Resizing Logical Volumes

One of the advantages of working with LVM is that you casize volumes if you're out of
disk space. That goes both ways: you can extend a voluatétts become too small, and
you can shrink a volume if you need to offer some of tls& dpace somewhere else.
When resizing logical volumes, you always have to resiedfile system that is on it as
well. If you are extending a logical volume, you wilisi extend the volume itself, and then
you can extend thelé system that is on it. When you reduce a logical m@duyou fist
need to reduce the file system before you can reduce #hefsike logical volume. To resize
any Ext file system (Ext2, Ext3, or Ext4), you can useize2fs.
Sometimes you'll need to extend the volume group befouecgm extend a logical volume.
This occurs when you have allocated all available diskespathe volume group previously.
To extend a volume group, you have to add new physalahes to it.
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The three common scenarios for resizing a logical volureeaa follows:
= Extending a logical volume if there are still unallocatgteats in the volume group.

= Extending a logical volume if there are no longer any wtalled extents in the volume
group. When this occurs, you'll need to extend thieiwee group first.

= Shrinking a logical volume.

FIGURE 5.3 The system-config-lvm tool allows you to manage LVM from a graphical
interface.
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In the following three exercises (Exercises 5.7 through, §&u'll learn how to perform
these procedures.

EXERCISE 5.7

Extending a Logical Volume

In this exercise, you'll extend the logical volume you created in Exercise 5.6. At this point,
there still is unallocated space available in the volume group, so you just have to grow the
logical volume. After that, you need to extend the Ext file system as well.

1. Type vgs to get an overview of the current volume groups. If you've succeeded in
the preceding exercises, you’'ll have a VG with the name usbvg that still has 96MB of
unassigned disk space. Listing 5.13 shows the result of this.



Working with Logical Volumes 145

EXERCISE 5.7 (continued)

Listing 5.13: Checking available disk space in volume groups

[root@hnl ~]# vgs
VG #PV #LV #SN Attr VSize VFree
usbvg 1 1 O wz--n- 196.00m 96.00m
vg_hnl 1 3 0 wz--n- 232.399g 161.68¢g
[root@hnT ~]#

2. Uselvextend -1 +100%FREE /dev/usbvg/usbvol. Thiscommand adds 100 percent of
all free extents to the usbvol logical volume and tells you that it now has a size of 196MB.

3. Type resize2fs /dev/usbvg/usbvol. This extends the file system on the logical vol-
ume to the current size of the logical volume.

In the previous exercise, you learned how to extend i@dbgolume that is in a VG that

still has unallocated extents. Unfortunately, it wdoigt always that easy. In many cases,
the volume group will no longer have unallocated exdemthich means yourfit need to
extend it by adding a physical volume to it. The nextgedure shows how to do this.

EXERCISE 5.8

Extending a Volume Group

If you want to extend alogical volume and you don’t have unallocated extents in the vol-
ume group, you first need to create a physical volume and add that to the volume group.
This exercise describes how to do this.

1. Usethe vgs command to confirm that VFree indicates that no unallocated disk space
is available.

2. Usethe procedure that you learned earlier to create a logical partition called /dev/
sdb7 that has a size of 100MB. Remember to set the partition type to 8e. Write the
changes to disk, and when fdisk indicates that rereading the partition table has failed,
reboot your server.

3. Use vgextend usbvg /dev/sdb7 to extend the volume group with the physical vol-
ume you just created. To confirm that you were successful, type vgs, which now
shows that there are 96MB of available disk space within the VG. Listing 5.14 shows
the results of performing these steps.

Listing 5.14: Extending a volume group

[root@hnl ~]# vgextend usbvg /dev/sdb7
No physical volume label read from /dev/sdb7
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EXERCISE 5.8 (continued)

Writing physical volume data to disk "/dev/sdb7"

Physical volume "/dev/sdb7" successfully created

Volume group "usbvg" successfully extended
[root@hn1 ~]# vgs

VG #PV #LV #SN Attr VSize VFree

usbvg 2 1 0 wz--n- 292.00m 96.00m

vg_hn1 1 3 0 wz--n- 232.39g 161.68g

In the preceding exercise, you extended a volume grAuthis point, you can grow any
of the logical volumes in the volume group. You learned ho do that in Exercise 5.8, and
therefore that procedure won't be repeated here.

EXERCISE 5.9

Reducing a Logical Volume

If you need to reduce a logical volume, you first have to reduce the file system that is on
it. You can do that only on an unmounted file system that has been checked previously.
This exercise describes the procedure that you have to apply in this situation.

1. Before shrinking an LVM logical volume, you first must reduce the size of the file sys-
tem. Before reducing the size of the file system, you must unmount the file system
and check its integrity. To do so, use umount /dev/usbvg/usbvol and use e2fsck -f
/dev/usbvg/usbvol to check its integrity.

2. Oncethecheckiscompleted, use resize2fs /dev/usbvg/usbvol 100M to shrink the
file system on the volume to 100MB.

3. Use lvreduce -L 100M /dev/usbvg/usbvol to reduce the size of the volume to
100MB as well. Once completed, you can now safely mount the reduced volume.

Working with Snapshots

Using an LVMsnapshotallows you to freeze the current state of an LVM volu@eeating
a snapshot allows you to keep the current state oflan®land gives you an easy option
for reverting to this state later if that becomes nggeg Snapshots are also commonly used
to create backups safely. Instead of making a backupeohormal LVM volume wherelés
may be opened, you can create a backup from the snapshiote, where no I will be
open at any time.
To appreciate what happens while creating snapshotsnged to understand that
a volume consists of two essential parts: thkedystem metadata and the actual blocks
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containing data in al@. The fle system uses the metadata pointersrtd the fie's data
blocks.

When initially creating a snapshot, thkeefsystem metadata is copied to the newly cre-
ated snapshot volume. Théefblocks stay on the original volume, however, antbag as
nothing has changed in the snapshot metadata, all poiotéhg blocks on the original
volume remain correct. When defichanges on the original volume, the original blocks
are copied to the snapshot volume before the change is coadmdttthe fie system. This
means that the longer the snapshot exists, the bigger ibaddme. This also means you
have to estimate the number of changes that are goindéoptace on the original volume
in order to create the right size snapshot. If only adbanges are expected for a snap-
shot that you'll use to create a backup, 5 percenhefsize of the original volume may be
enough. If youre using snapshots to be able to revertémtiginal state before you start a
large test, you will need much more than just 5 percen

Every snapshot has a life cycle; that is, it's not mearexist forever. If you no longer
need the snapshot, you can delete it usingltiremove command. In Exercise 5.10, you'll
learn how to create and work with a snapshot.

EXERCISE 5.10

Managing Snapshots

In this exercise, you'll start by creating a few dummy files on the original volume you
created in earlier exercises. Then you’'ll create a snapshot volume and mount it to see
whether it contains the same files as the original volume. Next you'll delete all files from
the original volume to find out whether they are still available on the snapshot. Then
you'll revert the snapshot to the original volume to restore the original state of this vol-
ume. At the end of this exercise, you’ll delete the snapshot, a task that you always have to
perform to end the snapshot life cycle.

1. Use vgs to get an overview of current use of disk space in your volume groups. This
shows that usbvg has enough available disk space to create a snapshot. For this test,
50MB will be enough for the snapshot.

2. Usemount /dev/usbvg/usbvol /mntto mountthe original volume on the /mnt direc-
tory. Next use cp /etc/* /mntto copy some filesto the original volume.

3. Uselvcreate -s -L 50M -n usbvol_snap /dev/usbvg/usbvol. You'll see that the
size isrounded up to 52MB because a basic allocation unit of 4MB is used to create
logical volumes.

4. Use lvs to verify the creation of the snapshot volume. You'll see that the snapshot
volume is clearly listed as the snapshot of the original volume (see Listing 5.15).

Listing 5.15: Verifying the creation of the snapshot

[root@hn1l mnt]# lvcreate -s -L 50M -n usbvol_snap /dev/usbvg/usbvol
Rounding up size to full physical extent 52.00 MiB
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EXERCISE 5.10 (continued)

Logical volume "usbvol_snap" created
[root@hnT mnt]# 1vs

LV VG Attr LSize Origin Snap% Move Log Copy% Convert
usbvol usbvg owi-ao 100.00m

usbvol_snap usbvg swi-a- 52.00m usbvol 0.02

Tv_home vg_hnl -wi-ao 11.00g

lv_root vg_hnl -wi-ao 50.00g

Tv_swap vg_hnl -wi-ao 9.72¢g

4. Usemkdir /mnt2to create atemporary mounting point for the snapshot, and mount
it there using mount /dev/usbvg/usbvol_snap /mnt2. Switch to the /mnt2 directory
to check to see that the contents are similar to the contents of the /mnt directory
where the original usbvol volume is mounted.

5. Change to the /mnt directory, and use rm -f *. Thisremoves all files from the /mnt
directory. Change back to the /mnt2 directory to see that all files still exist there.

6. Use lvconvert --merge /dev/usbvg/usbvol_snap to schedule the merge of the
snapshot back into the original volume at the next volume activation. You’ll see some
error messages that you can safely ignore. Now unmount the snapshot using umount
/mnt2.

7. Unmount the original volume using umount /mnt. Next use 1vchange -a n /dev/
usbvg/usbvol; 1vchange -a y /dev/usbvg/usbvol. This deactivates and then acti-
vates the original volume, which is arequired step in merging the snapshot back into
the original volume. If you see an error relating to the /var/lock directory, ignore it.

8. Usels /mntto show the contents of the /mnt directory, which verifies that you suc-
ceeded in performing this procedure.

9. Youdon't need to remove the snapshot. By converting the snapshot back into the
original volume, you’'ve automatically removed the snapshot volume. In Listing 5.16
you can see what happens when merging snapshots back into the original volume.

Listing 5.16: Merging snapshots back into the original volume

[root@hn1 /]# Tvconvert --merge /dev/usbvg/usbvol_snap
Can't merge over open origin volume

Can't merge when snapshot is open

Merging of snapshot usbvol_snap will start next activation.

[root@hn1 /]# umount /mnt2
[root@hn1 /]# umount /mnt
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EXERCISE 5.10 (continued)

[root@hn1 /]# lvchange -a n /dev/usbvg/usbvol; Tvchange -a y /dev/usbvg/usbvol
/var/Tock/Tvm/V_usbvg: unlink failed: No such file or directory
[root@hn1 /]# mount /dev/usbvg/usbvol /mnt

Replacing Failing Storage Devices

On occasion, you may see errors in your syslog relatiregdevice that you're using in
LVM. If that happens, you capvmove all physical extents from the failing device to
another device in the same VG. This frees up the fadiengce, which allows you to remove
it and replace it with a new physical volume.

Although this technique doesn't make much sense inndirenment where you have
only one hard disk in your server, it is indeed vesgful in a typical datacenter environ-
ment where storage is spread among different volumes@®8AN . Using a SAN and
pvmove allows you to be veryélible in regard to storage in LVM.

There is just one requirement before you can start ysimgve: you need replacement
disk space. Typically, that means you need to add avodwne of the same size as the one
youre about to remove before you can start ugvgpve to move the physical volume out
of your volume group. Once you've done that, moving a physical volume really is easy:
just typepvmove followed by the name of the volume you need to repléareinstance,
pvmove /dev/sdb7.

Creating Swap Space

Every server needs swap space, even if it's never goingéadt.Swap spacés allocated
when your server is completely out of memory, anchgswap space allows your server to
continue to offer its services. Therefore, you should alweye at least a minimal amount
of swap space available.

In many cases, it's enough to allocate just 1GBwép space, just in case the server is
out of memory. There are some scenarios in which you mem@ swap space. Here are
some examples:

= |f you install on a laptop, you need RAM + 1GB to &@e to close the lid of the laptop
to suspend it. Typically, however, you don't use lagtégr RHEL servers.

= If you install an application that has specific demandegard to the amount of swap
space, make sure to honor these requirements. If yat, gou may no longer be sup-
ported. Oracle databases and SAP Netweaver are well-kegemples of such appli-
cations.
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You would normally create swap space while installing server, but you can also add
it later. Adding swap space is a four-step procedure.

1. Make sure to create a device youre going to use aswhp gevice. Typically, this
would be a partition or a logical volume, but yonaalso useld to create a large
empty file. For the Linux kernel it doesn't matter—therkelraddresses swap space
directly, no matter where it is.

2. Usemkswap to format the swap device. This is similar to the ciaof a file system on
a storage device.

3. Useswapon to activate the swap space. You can compare thisgaonounting of the
file system, which ensures you can actually put files on it

4. Create a line ifetc/fstab to activate the swap space automatically the next tiowe y
reboot your server.

In Exercise 5.11, you'll learn how to add a swde fo your system and mount it auto-
matically throughfstab.

EXERCISE 5.11

Creating a Swap File

In this exercise, you'll learn how to use dd to create afile that is filled with all zeroes,
which you can use as a swap file. Next you'll use mkswap and swapon on this file to format
it as a swap file and to start using it. Finally, you'll putitin /etc/fstab to make sure itis
activated automatically the next time you restart your server.

1. Usedd 1if=/dev/zero of=/swapfile bs=1M count=1024. This command creates a
1GB swap file in the root directory of your server.

2. Usemkswap /swapfileto markthis file as swap space.

3. Type free -mto verify the current amount of swap space on your server. This
amount is expressed in megabytes.

4. Type swapon /swapfile to activate the swap file.
5. Type free -magain to verify that you just added 1GB of swap space.

6. Open /etc/fstab with an editor, and put in the following line: /swapfile swap
swap defaults 0 0. In Listing 5.17 you can see the entire procedure of adding
swap space to a system.

Listing 5.17: Creating swap space

[root@hn1l /]# dd if=/dev/zero of=/swapfile bs=1M count=1024
1024+0 records in
1024+0 records out
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EXERCISE 5.11 (continued)

1073741824 bytes (1.1 GB) copied, 0.650588 s, 1.7 GB/s

[root@hn1 /]# mkswap /swapfile

mkswap: /swapfile: warning: don't erase bootbits sectors
on whole disk. Use -f to force.

Setting up swapspace version 1, size = 1048572 KiB

no Tabel, UUID=204fb22f-ba2d-4240-a4a4-5edf953257ba

[root@hn1 /]# free -m

total used free shared buffers cached
Mem: 7768 1662 6105 0 28 1246
-/+ buffers/cache: 388 7379
Swap: 9951 0 9951

[root@hn1 /]# swapon /swapfile
[root@hn1 /1# free -m

total used free shared buffers cached
Mem: 7768 1659 6108 0 28 1246
-/+ buffers/cache: 385 7382
Swap: 10975 0 10975

Working with Encrypted Volumes

Normally, files on servers must be protected from people are trying to get unauthor-
ized access to them remotely. However, if someoneeRds in getting physical access to
your server, the situation is different. Once loggedsroot, access to allgs on the serv-
ers is available. In the next chapter, you'll learn thatnot hard at all to log in as root—
even if you don't have the root password.

Normally a server is well protected, and unauthorigedple are not allowed access to
it. But if Linux is installed on a laptop, it's evemorse because you might forget the laptop
on the train or any other public location where a skilledspn can easily gain access to all
data on the laptop. That's why encrypted drives cam$eful.

In this section, you'll learn how to us8JKS (Linux Unifed Key Setupo create an
encrypted volume. Follow along with this six-step pgdare:

1. First you'll need to create the device you waneberypt. This can be an LVM logical
volume or a partition.

2. After creating the device, you need to format it asacrypted device. To do that, use
thecryptsetup luksFormat /dev/yourdevice command. While doing this, you'll also
set the decryption password. Make sure to remembeptgsword, because it is the
only way to get access to a device once it has been ercllyp



152 Chapter 5 - Configuring and Managing Storage

3. Once the device is formatted as an encrypted devicenged to open it before you
can do anything with it. When opening it, you assigmaane to the encrypted device.
This name occurs in th&lev/mapper directory, because this entire procedure is man-
aged by Device Mapper. Useyptsetup TuksOpen /dev/yourdevice cryptdevice-
name, for example, to create the devitdev/mapper/cryptdevicename.

4. Now that you've opened the encrypted device andariadccessible through thyeev/
mapper/cryptdevice device, you can create a file system on it. To ds, thise mkfs:
mkfs.ext4 /dev/mapper/cryptdevicename.

5. At this point, you can mount the encrypted devind @ut files on it. Us@ount /dev/
mapper/cryptdevicename /somewhere to mount it, and do whatever else you want to
do toit.

6. After using the encrypted device, use umount to unmoUhis doesn't close the
encrypted device. To close it, also (which ensuresithataccessible only after entering
the password), usaryptsetup TuksClose cryptdevicename.

In Exercise 5.12, you will create the encrypted devic

EXERCISE 5.12

Creating an Encrypted Device

In this exercise, you'll learn how to create an encrypted device. You'll use the TuksFormat
and TuksOpen commands in cryptsetup to create and open the device. Next you'll put a file
system on it using mkfs.ext4. After verifying that it works, you’ll unmount the file system
and use TuksClose to close the device to make sure it is closed to unauthorized access.

1. Create anew partition on the USB flash drive you used in earlier exercises in this
chapter. Create it as a 250MB logical partition. If you've done all of the preceding
exercises, the partition will be created as /dev/sdb8.

P another way, but it is unsupported, so use it at your own risk! To update
the kernel with the new partitions you just created on /dev/sdb, you can
also use partx -a /dev/sdb.

é/ You know that you have to reboot to activate a new partition. There is also

2. Use cryptsetup TuksFormat /dev/sdb8 to format the newly created partition as an
encrypted one. When asked if you really want to do this, type YES (all in uppercase).
Next, enter the password you're going to use. Type it a second time, and wait a few
seconds while the encrypted partition is formatted.

3. Now type cryptsetup TuksOpen /dev/sdb8 confidential to open the encrypted
volume and make it accessible as the device /dev/mapper/confidential. Use1s /
dev/mapper to verify that the device has been created correctly. Listing 5.18 shows
what has occurred so far.
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EXERCISE 5.12 (continued)

Listing 5.18: Creating and opening an encrypted volume

[root@hnl /]# cryptsetup TuksFormat /dev/sdb8

WARNING!

This will overwrite data on /dev/sdb8 irrevocably.

Are you sure? (Type uppercase yes): YES

Enter LUKS passphrase:

Verify passphrase:

[root@hn1 /]# cryptsetup luksOpen /dev/sdb8 confidential
Enter passphrase for /dev/sdb8:

[root@hn1 /]# cd /dev/mapper

[root@hn1 mapperl# 1s

confidential usbvg-usbvol vg_hnT-1v_root

control vg_hnT-1v_home vg_hnl1-Tv_swap

[root@hn1 mapper]#

4. Now use mkfs.ext4 /dev/mapper/confidential to put afile system on the
encrypted device you've just opened.

5. Mountthe device using mount /dev/mapper/confidential /mnt. Copy some filesto
it from the /etc directory by using cp /etc/[ps][ah]* /mnt.

6. Unmount the encrypted device using umount /mnt, and close it using cryptsetup
TuksClose confidential. This locks all content on the device. You can also see that
the device /dev/mapper/confidential no longer exists.

In the preceding exercise, you learned how to createnanypted device and mount it
manually. That'’s nice, but if the encrypted devie®n your hard drive, you might want
to mount it automatically while your server boots.dmthis, you need to put it iretc/
fstab, as you learned previously in this chapter.

However, you can't just put an encrypted devicgédnc/fstab if it hasn't been created
first. To create the encrypted device, you need ardile with the nameetc/crypttab.
You put three #lds in this fie.

= The name of the encrypted device in the way that yonotwa use it.
= The name of the real physical device you want to open.
= Optionally, you can also refer to a password file.
Using a passwordlé& on an encrypted device is kind of weird: it autdicedly enters the

password while you are booting. Because this makesd &f silly to encrypt the device
anyway, youd better completely forget about the passvide. This means you just need
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two fields in/etc/crypttab: the name of the encrypted device once it is opemedthe
name of the real underlying device, as in the followingraple:

confidential /dev/sdb8

After making sure you've created the¢/crypttab file, you can put a line ifietc/
fstab that mounts the encrypted device as it exists afpeming in the/dev/mapper direc-
tory. This means you won't mountiev/sdb8, but you'll mount/dev/mapper/
confidential instead. The following line shows what the line/gtc/fstab should
look like:

/dev/mapper/confidential /confidential ext4 defaults 1 2

In Exercise 5.13, you'll learn how to create these files.

EXERCISE 5.13

Mounting an Encrypted Device Automatically

In this exercise, you'll automatically mount the encrypted device you created in Exercise
5.12. First you’'ll create /etc/crypttab, containing one line that automates the crypt-
setup luksOpen command. After doing this, you can add aline to /etc/fstab to mount
the encrypted device automatically. Even though you won’t be using a password file,
you’'ll be prompted while booting to enter a password.

1. Usevi /etc/crypttabto open thefile /etc/crypttab. Put the following linein it:
confidential /dev/sdb8

2. Usemkdir /confidential to create a directory with the name /confidential.

3. Usevi /etc/fstab, and put the following linein it:
/dev/mapper/confidential /confidential ext4 defaults 12

4. Restart your server using the reboot command. Notice that you'll need to enter the
password while rebooting.

Summary

In this chapter, you learned how to work with storageu created partitions and logical
volumes, and you learned how to mount them autoralyicising/etc/fstab. You also
learned about the many possibilities that LVM logicalinnes offer. Beyond that, you
learned how to analyzddisystems using fsck and set up encrypted volumes éoearsed
protection of fies on your server. In the next chapter, you'll learn wheppens when your
Linux server boots.
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In the previous chapter, you learned how to configure storage on
your server. In this chapter, you'll learn about the last essential
task of Red Hat Server administration—configuring the network.

Understanding NetworkManager

In Red Hat Enterprise Linux 6, titetworkManager servicis used to start the network.
This service is conveniently available from the graphimgktop as an icon that indicates
the current status of the network.

Also, if your server doesn't employ a graphical degkby default, it still uses
NetworkManager as a service. This service reads itsgorgtion fles during start-up. In
this section, you’'ll learn how to cowfiire the service, focusing on the cgufiation fles
behind the service. Before you study NetworkManagerfjtésla good idea to look at how
Red Hat Enterprise Linux deals with services in general

Working with Services and Runlevels

Many services are typically offered in a Red Hat Entetiinux environment. A service
starts as your server boots. The exact services sfapt-oicess is determined by the run-
level in which the server boots. Thenleveldefines the state in which the server boots.
Every runlevel is referenced by number. Common runlevels arkeval 3 and runlevel 5.
Runlevel 3 is used to start services that are needeal smrver that starts without a
graphical user interface, and runlevel 5 is used tonéedi mode where the runlevel
starts with a graphical interface. In each runlevetyike scripts are started. These ser-
vice scripts are installed in thetc/init.d directory and managed with tkervice
command.

Most services provided by a Red Hat Enterprise Lisanver are offered by a service
script that starts when your server boots. These Bhsh scripts are written in a generic
way, which allows your server to handle them all in thmeananner. You canrfd the
scripts in the/etc/init.d directory.

A service script doesn't contain any variable paramet&lis/ariable parameters are
read while the service script starts, either from its gurftion fle in the/etc directory
or from a confyuration fle that it uses, which is stored in thetc/sysconfig directory.
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Typically, the confyuration fles in the/etc/sysconfig directory contain parameters that
are required at the veryr§it stage of the service start process; the goméition fles in/etc
are read once the server has started, and they detemxattly what the service should do.
To manage service scripts, two commands are relevant.these is theervice com-
mand, which you can use to start, stop, and monitasfahe service scripts in th&tc/
init.d directory. Next there is thenkconfig command, which you can use to enable the
service in the runlevel. In Exercise 6.1, you'll learn htmause both commands on the ntpd
service, the process that is used for NTP time synchraoizafFor more information
about this, read Chapter 11, “Setting Up Cryptogra8ervices.”)

Working with Services

In this exercise, you'll learn how to work with services. You'll use the ntpd service
as a sample service. First you’'ll learn how to monitor the current state of the ser-
vice and how to start it. Then, once you've accomplished that, you’ll learn how to
enable the service so that it will automatically be started the next time you boot
your server.

1. Open aroot shell, and use cd to go to the directory /etc/init.d. Type 1s to get a list
of all service scripts currently in existence on your server.

2. Type service ntpd status. This should tell you that the ntpd service is currently
stopped.

3. Type service ntpd startto start the ntpd service. You'll see the message
starting ntpd, followed by the text [ OK ] to confirm that ntpd has started
successfully.

4. Atthis moment, you've started ntpd, but after areboot it won't be started automati-
cally. Use chkconfig ntpd on to add the ntpd service to the runlevels of your server.

5. To verify that ntpd has indeed been added to your server’s runlevels, type chk-
config --T1ist (see also Listing 6.1). This command lists all services and their
current status. If you want, you can filter the results by adding grep ntpd to the
chkconfig --Tist command.

Listing 6.1: Displaying current service enablement usthgconfig --1ist

[root@hn1 ~]# chkconfig --1ist

NetworkManager O0:off 1l:off 2:on 3:on 4:on 5:on 6:0ff
abrt-ccpp 0:off 1l:off 2:0ff 3:on 4:0ff 5:on 6:0ff
abrt-oops 0:off 1l:off 2:0ff 3:on 4:0ff 5:on 6:0ff
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EXERCISE 6.1 (continued)

abrtd O:off 1l:off 2:0ff 3:on 4:0ff 5:on 6:0ff
acpid O:off 1l:off 2:on 3:on 4:on 5:on 6:0ff
atd O:off 1l:off 2:0ff 3:on 4:on 5:on 6:0ff
auditd O:off 1l:off 2:on 3:on 4:on 5:0ff 6:0ff
autofs O:off 1l:off 2:0ff 3:on 4:on 5:on 6:0ff
sshd O:off 1l:off 2:on 3:on 4:on 5:on 6:0ff
sssd O:off 1l:off 2:0ff 3:0ff 4:off 5:0ff 6:0ff
sysstat O:off 1:on 2:on 3:on 4:on 5:on 6:0ff
udev-post O:off 1:on 2:on 3:on 4:on 5:on 6:0ff
wdaemon O:off 1l:off 2:0ff 3:0ff 4:off 5:0ff 6:0ff
wpa_supplicant O:off 1l:off 2:0ff 3:off 4:off 5:0ff 6:0ff
xinetd O:off 1l:off 2:0ff 3:on 4:on 5:on 6:0ff
ypbind O:off 1l:off 2:0ff 3:0ff 4:off 5:0ff 6:0ff

xinetd based services:
chargen-dgram: off
chargen-stream: off
cvs: off
daytime-dgram: off
daytime-stream: off
discard-dgram: off
discard-stream: off

echo-dgram: off
echo-stream: off
rsync: off
tcpmux-server: off
time-dgram: off
time-stream: off

[root@hnT ~]#

Configuring the Network with NetworkM anager

Now that you know how to work with services in RedtHEamterprise Linux, it’s time to get
familiar with NetworkManager. The easiest way to cgufie the network is by clicking the
NetworkManager icon on the graphical desktop of youvesern this section, you'll learn
how to set network parameters using the graphical tool

You can fnd the NetworkManager icon in the upper-right cornethefgraphical desk-
top. If you click it, it provides an overview of all curtgnavailable network connections,
including Wi-Fi networks to which your server is not cected. This interface is conve-
nient if you're using Linux on a laptop that roams frome Wi-Fi network to another, but
it's not as useful for servers.

If you right-click the NetworkManager icon, you can selgdit Connections to set
the properties for your server’s network connectiormu'lYfind all of the wired network
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connections on the Wired tab. The name of the connegia’re using depends on the
physical location of the device. Whereas in older versiof RHEL names liketh0 and

ethl were used, Red Hat Enterprise Linux 6.2 and newes dseice-dependent names like
p6pl. On servers with many network cards, it can be tarfind the specit device you
need. However, if your server has only one networlddastalled, it is not that hard. Just
select the network card that is listed on the Wirdd (see Figure 6.1).

FIGURE 6.1 Network Connections dialog box
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To confgure the network card, select it on the Wired tab, dit#t Edit. You'll see a
window that has four tabs. The most important talPigll Settings. On this tab, you'll see
the current settings for the IPv4 protocol that is ugedonnect to the network. By default,
your network card is corgured to obtain an address from a DHCP server. Asdanin-
istrator, you'll need to know how to set the addngss want to use manually, so select
Manual from the drop-down list (see Figure 6.2).

FIGURE 6.2 Setting an IPv4 address manually
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Now click Add to insert a fied IPv4 address. Type the IP address, and theswfdhis
by typing the netmask that is needed for your netwarkvell as the gateway address. Note
that you need to enter the netmask address in CIDRdbrand not in the dotted format.
That is, instead 0455.255.255.0, you need to usa4. If you don't know which address
you can use, ask your network administrator. Nexeethe IP address of the DN S server
that is used in your network, and click Apply. You aaow close the NetworkManager
interface to write the corduration to the condiuration fles and activate the new address
immediately.

Working with system-config-network

On Red Hat Enterprise Linux, many management toolssemame starts witsystem-
config are available. For a complete overview of all tools eatly installed on your server,
typesystem-config and press the Tab key twice. The Bash automatic comminaaddém-
pletion feature will show you a list of all the commarttat start withsystem-config. For
network confguration, there is the system-capfietwork interface, a text user interface
that works from a nongraphical runlevel.

In the system-condgiFnetwork tool, you'll be presented two option$helDevice
Configuration option helps you set the address and othgrepties of the network
card, and the DNS Comfiration option allows you to specify which DN S caufia-
tion to use. These options offer the same possibilisethase provided by the graphical
NetworkManager tool but are presented in a differeng.wa

After selecting Device Corduration, you'll see a list of all network cards daaie on
your server. Select the network card you want to gur®, and press Enter. This opens the
Network Confguration interface in which you can enter all of thafoguration parameters
that are needed to obtain a working network (see Figusk

FIGURE 6.3 system-config-network main screen

ractERRl—

Eil= EdE Ye=w Gearch Terminal Help

—— SElact Acties

DN configuration

Tado boluiin olowanli | <Spate> seleils | =Fip



Understanding NetworkManager 161

After entering all the required parameters, as showfigare 6.4, use the Tab key to
navigate to the OK button and press Enter. This bryogsback to the screen on which
all network interfaces are listed. Use the Tab key taigede to the Save button and press
Enter. This brings you back to the main interfaceerehyou select Save & Quit to apply all
changes and exit the tool.

FIGURE 6.4 Entering network parameters in system-config-network
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Understanding NetworkM anager Configuration Files

Whether you use the graphical NetworkManager or the taset system-corgfinetwork,
the changes you make are written to the same gordtion fles. In the directoryetc/
sysconfig/network-scripts, you'll find a confyuration fle for each network interface on
your server. The names of all of these files start vifidfg- and are followed by the names
of the specift network cards. If your network card is knownpagl, for example, its con-
figuration is stored ifetc/sysconfig/network-scripts/ifcfg-p6pl. Listing 6.2 shows
what the content of theetwork-scripts directory might look like. (The exact content
depends on the comfiration of your server.)

Listing 6.2: Network configuration files are stored ifretc/sysconfig/network-script.

[root@hn1 network-scripts]# 1s

ifcfg-lo ifdown-ipv6 ifup ifup-plip ifup-wireless
ifcfg-p6bpl  ifdown-isdn ifup-aliases ifup-plusb init.ipv6-global
ifcfg-wlan0 1ifdown-post ifup-bnep ifup-post net.hotplug

ifdown ifdown-ppp ifup-eth ifup-ppp network-functions
ifdown-bnep ifdown-routes ifup-ippp ifup-routes network-functions-ipvé6
ifdown-eth ifdown-sit ifup-ipve ifup-sit

ifdown-ippp ifdown-tunnel ifup-isdn ifup-tunnel

[root@hn1 network-scripts]#
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In the network conguration scripts, variables are used to wefilifferent network set-
tings. Listing 6.3 provides an example of a cgofiation script. There you can see the con-
figuration for the network carpgbpl that was con§ured in the preceding sections.

Listing 6.3: Sample contents of a network configuration file

[root@hn1 network-scripts]# cat ifcfg-p6pl
DEVICE=p6pl

NM_CONTROLLED=yes

ONBOOT=yes

TYPE=Ethernet

BOOTPROTO=none

DEFROUTE=yes

IPV4_FAILURE_FATAL=yes

IPV6INIT=no

NAME="System p6pl"
UUID=131alc02-laee-2884-a8f2-05cc5cd849d9
HWADDR=b8:ac:6f:c9:35:25
IPADDR=192.168.0.70

PREFIX=24

GATEWAY=192.168.0.254

DNS1=8.8.8.8

USERCTL=no

Different variables are defed in the confjuration fle. Table 6.1 lists all these variables.

TABLE 6.1 Common ifcfg configuration file variables

Parameter Value

DEVICE Specifies the name of the device, as it is known on this
server.

NM_CONTROLLED Specifies whether the device is controlled by the Net-

workManager service, which is the case by default.

ONBOOT Indicates that this device is started when the server boots.
TYPE Indicates the device type, which typically is Ethernet.
BOOTPROTO Set to dhcp if the device needs to get an IP address and

additional configuration from a DHCP server. If set to any-
thing else, afixed IP address is used.
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Parameter

Value

DEFROUTE

IPV4_FAILURE_FATAL

IPVGINIT

NAME

UuID

HWADDR

IPADDR

PREFIX

GATEWAY

DNS1

USERCTL

If set to yes, the gateway that is set in this device is also
used as the default route.

Indicates whether the device should fail to come up if
there is an error in the IPv4 configuration.

Set to yes if you want to use IPv6.
Use this to set a device name.

As names of devices can change according to hardware
configuration, it might make sense to set a universal
unique ID (UUID). This UUID can then be used as a unique
identifier for the device.

Specifies the MAC address to be used. If you want to use
a different MAC address than the one configured on your
network card, this is where you should change it.

Defines the IP address to be used on this interface.

This variable defines the subnet mask in CIDR format.
The CIDR format defines the number of bits in the sub-
net mask and not the dotted decimal number, so use 24
instead of 255.255.255.0.

Use this to set the gateway that is used for traffic on this
network card. If the variable DEFROUTER is also set to yes,
the router specified here is also used as the default router.

This parameter specifies the IP address of the first DNS
server that should be used. To use additional DNS serv-
ers, use the variables DNS2 and, if you like, DNS3 as well.

Set to yes if you want end users to be able to change the
network configuration. Typically, thisis not a very good
idea on servers.

Normally, you probably want to set the network cguofiation by using tools like

NetworkManager osystem-config-network. However, you also can change all param-
eters from the condiuration fles. Because the NetworkManager service monitors these
configuration fles, all changes you make in thiediare picked up and applied immediately.
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Understanding Network Service Scripts

The network configuration on Red Hat Enterprise kilsimanaged by the
NetworkManager service. This service doesn't require muamagement, because it is
enabled by default. Also, in contrast to many otherisesvthat you might use on Linux, it
picks up changes in cogfiration automatically. While it is commonly necesstr restart
a service after changing the cagufration, this is not the case for NetworkManager.

Apart from the NetworkManager servicé&tc/init.d/NetworkManager), there’s also
the network service/étc/init.d/network). Thenetwork servicés what enables all net-
work cards on your server. If you stop it, all netwioikon your server will be ceased.
The NetworkManager service is used for managing the nétwards. Stopping the
NetworkManager service doesn't stop networking; it gtstps the NetworkManager pro-
gram, which means you need to fall back to manual maneageof the network interfaces
on your server.

Configuring Networking from the
Command Line

In all cases, your server should be cgofied to start the network interfaces automatically
In many cases, however, it’s also useful if you caanually create a configuration for a
network card. This is especially useful if you're ekipacing problems and want to test
whether a given conduration works before writing it out to a cogdiration fle.

The classic tool for manual network cogifration and monitoring isfconfig. This
command conveniently provides an overview of the cutrocenfguration of all network
cards, including some usage statistics that show hoshnnaffic has been handled by a
network card since it was activated. Listing 6.4 showgpécal output ofifconfig.

Listing 6.4: ifconfig output

[root@hn1 ~]# ifconfig
To Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:212 errors:0 dropped:0 overruns:0 frame:0
TX packets:212 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:16246 (15.8 KiB) TX bytes:16246 (15.8 KiB)
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p6pl Link encap:Ethernet HWaddr B8:AC:6F:C9:35:25
inet addr:192.168.0.70 Bcast:192.168.0.255 Mask:255.255.255.0
inet6 addr: fe80::baac:6fff:fec9:3525/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:4600 errors:0 dropped:0 overruns:0 frame:0
TX packets:340 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:454115 (443.4 KiB) TX bytes:40018 (39.0 KiB)
Interrupt:18

wlan0 Link encap:Ethernet HWaddr A0:88:B4:20:CE:24
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Even if the ifconfig output is easy to read, you shouldsé ifconfg anymore on modern
Linux distributions such as Red Hat Enterprise LinbBar about 10 years now, the ip tool
is the default instrument for manual network configiomtand monitoring. Exercise 6.2
shows you how to use this tool and why you should no loogerifconfg.

EXERCISE 6.2

Configuring a Network Interface with ip

In this exercise, you'll add a secondary IP address to a network card using the ip tool.
Using secondary IP addresses can be beneficial if you have multiple services running on
your server and you want to make a unique IP address available for each of these ser-
vices. You will check your network configuration with ifconfig and see that the secondary
IP address is not visible. Next you’ll use the ip tool to display the current network configu-
ration. You will see that this tool shows you the secondary IP address you've just added.

1. Open aterminal, and make sure you have root permissions.

2. Usethe command ip addr show to display the current IP address configuration (see
Listing 6.5). Find the name of the network card.

Listing 6.5: Showing current network configuration witlp addr show

[root@hn1 ~]# ip addr show
1: To: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKNOWN
Tink/Toopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
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EXERCISE 6.2 (continued)

inet 127.0.0.1/8 scope host To
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: p6bpl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mg state UP glen 1000
Tink/ether b8:ac:6f:c9:35:25 brd ff:ff:ff:ff:ff:ff
inet 192.168.0.70/24 brd 192.168.0.255 scope global p6pl
inet6 fe80::baac:6fff:fec9:3525/64 scope link
valid_1ft forever preferred_1ft forever

3: wlanO: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc mq state DOWN qglen
1000

Tink/ether a0:88:b4:20:ce:24 brd ff:ff:ff:ff:ff:ff

3. Asshown in Listing 6.5, the network card name is p6pl. Knowing this, you can
now add an IP address to this network card using the command ip addr add
dev p6pl 192.168.0.71/24. (Make sure you're using a unique IP address!)

4. Now use the command ping 192.168.0.71to check the availability of the IP address
you’'ve just added. You should see the echo reply packets coming in.

5. Useifconfigto checkthe current network configuration. You won’t see the second-
ary IP address you just added.

6. Use ip addr show to display the current network configuration. This will show you
the secondary IP address.

One reason why many administrators who have beergusirux for years dislike thép
command is because it’'s not very easy to use. Brigcause thgp command works with
subcommands, known adjectsin the help for the command. Using these objects makes
theip command very versatile but complex at the same time.

If you typeip help, you'll see a help message showing all the objects thaa\aitable
with theip command (see Listing 6.6).

Listing 6.6: Useip help to get an overview of all available objects

[root@hn1 ~]# 1ip help
Usage: ip [ OPTIONS ] OBJECT { COMMAND | help }
ip [ -force ] -batch filename
where OBJECT := { Tink | addr | addrlabel | route | rule | neigh |
ntable | tunnel | maddr | mroute | monitor | xfrm }

OPTIONS := { -V[ersion] | -s[tatistics] | -d[etails] | -r[esolve] |
-flamily] { inet | inet6 | ipx | dnet | Tink } |
-o[neline] | -t[imestamp] | -b[atch] [filename] |

-rc[vbuf] [sizel}
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As you can see, many objects are available, but onbethre interesting:

= qp Tink is used to show link statistics.

= ip addris used to show and manipulate the IP addresses of nkeinterfaces.

= 1ip route can be used to show and manage routes on your server.

Managing Device Settings

Let’s start by taking a look aitp Tink. With this command, you can set device properties
and monitor the current state of a device. If youtlhgecommandp Tink help, you'll get
a nice overview of all the available options, as you canirsé.isting 6.7.

Listing 6.7: Useip Tink help to show all available ip link options

[root@hn1 ~]# ip 1ink help

Usage: ip 1ink add Tink DEV [ name ] NAME
[ txqueuelen PACKETS ]
[ address LLADDR ]
[ broadcast LLADDR ]
[ mtu MTU ]
type TYPE [ ARGS ]
ip link delete DEV type TYPE [ ARGS ]

ip link set DEVICE [
[

e T e T s T s T e T s T s Y s O e T e Y e B s T |

{ up | down } ]
arp { on | off } 1]
dynamic { on | off } ]
multicast { on | off } ]
allmulticast { on | off } ]
promisc { on | off } ]
trailers { on | off } 1]
txqueuelen PACKETS ]
name NEWNAME ]
address LLADDR ]
broadcast LLADDR ]
mtu MTU ]
netns PID ]
alias NAME ]
vf NUM [ mac LLADDR ]
[ vlan VLANID [ gos VLAN-QOS ] 1]
[ rate TXRATE ] 1]

ip Tink show [ DEVICE ]

TYPE

:= { vlan | veth | vcan | dummy | ifb | macvlan | can }
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To begin,ip 1ink show lists all current parameters on the spedfdevice or on all
devices if no specifidevice has been named. If you don't like soméefdptions you see,
you can usép link set on a device to change its properties. For example, &ratdm-
mon option isip Tink set p6pl mtu 9000, which sets the maximum size of packets sent on
the device at 9,000 bytes. This is particularly uséftie device connects to an iISCSI SAN.
Be sure, however, to check that your device supptssetting you intend to make. If it
doesnt, you'll see an invalid argument error and sb&ing won't be changed.

Managing Address Configuration

To manage the current address allocation of a devaneugeip addr. If used without any
arguments, this command shows the current addresgycoafion, as is the case if you use
the commandp addr show (see also Listing 6.5).

To set an IP address, you neigd addr add followed by the name of the device and the
address you want to set. Make sure the address is abpagsied with the subnet mask
you want to use. If it isn't, a 32-bit subnet maskis®d, and that makes it impossible to
communicate with any other node on the same network oA¥g seen before, to add an
IP address such a92.168.0.72 to the network device with the nameép1, you would use
ip addr add dev p6pl 192.168.0.72/24.

Another common task you may want to perform is deletimgRaaddress. This is very
similar to adding an IP address. To delete the IP addr@2.168.0.72, for instance, uge
addr del dev p6pl 192.168.0.72/24

Managing Routes

To communicate on a network, your server needs to kwbiweh node to use as thiefault
gateway also known as theefault router To see the current settings, tigeroute show
(see Listing 6.8).

Listing 6.8: Useip route show to display the current routing configuration

[root@hnTl ~]# 1ip route show
192.168.0.0/24 dev p6pl proto kernel scope link src 192.168.0.70 metric 1
default via 192.168.0.254 dev p6pl proto static

On a typical server, you won't see much routing informmatidhere’s only one direct
route for the networks to which your server is directiyeected. This is shown in thedt
line in Listing 6.8, where the network 192.168.0.0 sntfied with the scope link (which
means that it is directly attached) and accessible throlgmetwork cargépi.

Apart from the directly connected routers, there shdxdd default route on every
server. In Listing 6.8, you can see that the defaulteasithe node with IP address
192.168.0.254. This means that all traéfito networks that are not directly connected to
this server are sent to IP addre92.168.0.254.

As a server administrator, you occasionally needetaasroute from the command line.
You can do this using thin route add command. This must be followed by the required
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routing information. Typically, you need to specify imig routing information which host
is identified as a router and which network card is used on thigise reach this host.

Thus, if there is a network0.0.0.0 that can be reached through IP address
192.168.0.253, which is accessible through the network caég2, you can add the route
usingip route add 10.0.0.0 via 192.168.0.253 dev p6p2.

P that if you restart a network card, you will lose all the information you've

é/ Nothing you do with the ip command is automatically saved. This means
manually set using ip.

Troubleshooting Networking

When using a network, you may experience many diffecenfiguration problems. In
this section, you'll learn how to work with some coran tools that help youXithese
problems.

Checking the Network Card

Before using any tool toXia problem, you must know what exactly is wrong.ofnenon
approach is to work from the network interface to moee host on the Internet. This
means you mustrst check the conduration of the network card by seeing whether it is
up at all and whether it has an IP address currentlyreeditp it. Theip addr command
shows this. In Listing 6.9, for example, you can see thatinterfacevlian0 is currently
down (statebOwWN), which means you have to activate it before it caradgthing.

Listing 6.9: Checking the current state of a network interface

[root@hn1 ~]# ip addr
1: To: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKNOWN
Tink/Toopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host To
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: p6pl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gqdisc mg state UP glen 1000
Tink/ether b8:ac:6f:c9:35:25 brd ff:ff:ff:ff:ff:ff
inet 192.168.0.70/24 brd 192.168.0.255 scope global p6pl
inet6 fe80::baac:6fff:fec9:3525/64 scope link
valid_1ft forever preferred_1ft forever

3: wlan0O: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc mq state DOWN qlen
1000

Tink/ether a0:88:b4:20:ce:24 brd ff:ff:ff:ff:ff:ff



170 Chapter 6 « Connecting to the Network

If you have confimed that the problem is related to the local netwandcit’s a good
idea to see whether you cam ft without changing the actual cogfiration fles. The fol-
lowing tips will help you do that:

= Useifup on your network card to try to change its status tolifhat fails, check the
physical connection; that is, is the network cable pldggé

= Useip addr add to add an IP address manually to the network cdrdhis fixes the
problem, you probably have a DHCP server that’s notking properly or a miscon-
figuration in the network card’s configuration file.

After fixing the problem, you should perform a simple tessee that you can truly com-
municate to an outside host. To do this, pinging tbfaullt gateway is a very good idea.
Just use theing command, followed by the IP address of the node you waptng, such
asping 192.168.0.254.

Once the network card is up again, you should checkanfguration fles. You may
have a misconduration in the condjuration fle, or else the DHCP server might be down.

Checking Routing

If the local network card is not the problem, you shocHeéck external hosts. Thesdt step
is to ping the default gateway. If that works, you gamg a host on the Internet, if possible,
by using its IP address. My favorite ping hos138.65.1.1, which has never failed me in
my more than 20 years in IT.

In case your favorite ping host on the Internet daesply, it’s time to check routing.
The following three steps generally give a result:

1. Useip route show to display your current routing configuration. You skbsee a line
that indicates which node is used as the default gatdiwayu don't, you should add it
manually.

2. Ifyou have a default router set, verify that there is no local firewall blgckatess.
To do this, useptables -L as root. If it gives you lots of output, then you do have a
firewall that’s blockingaccess. In that case, usarvice iptables stop to stop it and
repeat your test. If you'rstill experiencing problems, something might be wrong with
your firewall configuration. If this is the case, read Chapter 10, “Secviong Server
with IPtables,” as soon as possible to make sure that the firewall is configumesttly.
If possible, turn the firewall on again (after all, it does protect you!) bygusinvice
iptables start.

3. Ifyou don't have a firewall issue, there might bengthing wrong between your
default gateway and the host on the Internet you're gryinreach. Useraceroute,
followed by the IP address of the target host (for exampleceroute 137.65.1.1).
This command shows just how far you get and may indieditere the fault occurs.
However, if the error is at your Internet providereté's nothing you can do.

Checking DNS

The third usual suspect in network communications eriobN S. A useful command to
check DN'S confjuration isdig. Usingdig, you can find out whether a DN S server is capa-
ble of finding an authoritative answer for your query about DN & .
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The problem that many users have with dtig command is that it provides a huge
amount of information. Consider the example in Listing 6\0ich is the answetig
gave to the commandtig www.redhat.com. The most important aspect of this example is
theGot answer section. This means that the DNS server was able toge@n answer.

In the line directly below thGot answer line, you can see that the status of the answer is
NOERROR. This is good because you didnt only get an answer Isot@getermined that there
was no error in the answer. What follows this are lots o&itkeabout the answer.

In the question section, you can see the original raquas for www.redhat.com. In
the answer section, you can see exactly what comprie=driswer. This section provides
details in which you probably aren't interested, bugribbles the eager administrator to
analyze exactly which DN S server provided the answer amdihgot there.

Listing 6.10: dig answer for a known host

; <<>> DiG 9.5.0-P2 <<>> www.redhat.com

;3 global options: printcmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, 1id: 56745

;5 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: O
;35 QUESTION SECTION:

;www. redhat.com. IN A
;5 ANSWER SECTION:
www . redhat.com. 60 IN CNAME

wildcard.redhat.com.edgekey.net.
wildcard.redhat.com.edgekey.net. 21600 IN CNAME
wildcard.redhat.com.edgekey.net.globalredir.akadns.net.
wildcard.redhat.com.edgekey.net.globalredir.akadns.net.

900 IN CNAME e1890.b.akamaiedge.net.
e1890.b.akamaiedge.net. 20 IN A 95.101.247.214
;3 Query time: 339 msec

;5 SERVER: 80.69.66.67#53(80.69.66.67)

;3 WHEN: Wed Apr 25 19:47:43 2012

;3 MSG SIZE rcvd: 191

In the example in Listing 6.11, a request was made for ddeess of a nonexisting server:
hweg.skdhv.df. The important part, again, is in thet answer section. This means that a
DNS server did give an answer; it just wasn't very ukéfhis can be seen from the line that
starts withHEADER. The status, indicated 8%DOMAIN, is especially important. This means
no such domain exists. From the answer thatdtlygecommand provides, you can see that a
DNS server could be contacted. In the authority sectyon can even see that a DN S server
of the DNS root domain was queried. However, no usefulvansesulted from this query.

Listing 6.11: dig answer for a nonexisting host

sander@web:~> dig hweg.skdhv.df
; <<>> DiG 9.5.0-P2 <<>> hweg.skdhv.df
;5 global options: printcmd
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;5 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 32123

;5 flags: gr rd ra; QUERY: 1, ANSWER: 0O, AUTHORITY: 1, ADDITIONAL: O

;3 QUESTION SECTION:

;hweg. skdhv.df. IN A

;3 AUTHORITY SECTION:

. 86400 IN SOA a.root-servers.net.
nstld.verisign-grs.com. 2012042501 1800 900 604800 86400

;3 Query time: 90 msec

;5 SERVER: 80.69.66.67#53(80.69.66.67)

;3 WHEN: Wed Apr 25 19:49:29 2012

;3 MSG SIZE rcvd: 106

In the following twodig examples, a DN S server has been reached. You might also
encounter situations where no DN S server could be réadhthat happens, the answer
dig gives is much shorter, as you can see in Listing 6.12.

Listing 6.12: dig answer when DN S is not available

[root@hn1 ~]# dig www.redhat.com

; <<>> DiG 9.7.3-P3-RedHat-9.7.3-8.P3.e16 <<>> www.redhat.com
;3 global options: +cmd

;5 connection timed out; no servers could be reached
[root@hnl ~]#

The answer is loud and clear here: no DN S servers coulddnhed, which means that
the error is probably in the local DN S coguifration. This means you have to check the
/etc/resolv.conf file, which typically contains a list of DN S servers tocdoatacted.
Listing 6.13 shows an example of what thie 8hould look like.

Listing 6.13: Example/etc/resolv.conf file

# Generated by NetworkManager
search example.com

nameserver 192.168.0.70
nameserver 8.8.8.8

In the example fé in Listing 6.13, you can see that two name servezsiaed. This
means that if the first name server cannot be contagoed,server tries to contact the sec-
ond DN S server. In the error shown in Listing 6.12, aovers could be reached. That indi-
cates a problem in the local network capufiation. It is very unlikely that two DNS name
servers are experiencing an error at the same time.
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Setting Up IPv6

Configuring IPv6 is typically not hard to do. This is besa of the nature of the IPv6 pro-
tocol. In IPv6, it's not necessary to set an IP adslfes every node in the network. IPv6
uses theN eighbor Discovery Protocol (N DPThis means that a node in an IPv6 network is
capable of setting its own IPv6 address.

In NDP, the IPv6 node detects the IPv6 address thatusé on its network. This
means that, in every network, you need just one nodetconfgured with a reliable IPv6
address. This address consists of two parts: the famrdtip the network address, and the
second part is the node ID on that network. In Ligttn14, you can see the IPv6 address
configuration as shown by thi@ a command.

Listing 6.14: Showing IPv6 configuration

web:~ # ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKNOWN
Tink/Tloopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 brd 127.255.255.255 scope host To
inet 127.0.0.2/8 brd 127.255.255.255 scope host secondary 1o
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gqdisc pfifo_fast
state UNKNOWN glen 1000
Tink/ether 00:16:3e:37:ea:cd brd ff:ff:ff:ff:ff:ff
inet 87.253.155.186/25 brd 87.253.155.255 scope global eth0
inet6 2a01:7c8:c127:1216::3/64 scope global
valid_1ft forever preferred_1ft forever
inet6 fe80::216:3eff:fe37:eacd/64 scope 1link
valid_1ft forever preferred_1ft forever

As you can see in Listing 6.14, in interfazen0, two IPv6 addresses are set. First there is
the address that starts with01, and then there is the address starting Wié80. The first
address is a unique, worldwide address handed out hytamet provider. The address
starting withfe80 is an IPv6 address that is for internal use only. ¥ollinote that on
every node that has IPv6 cogdired, you will see one of these addresses.

In IPv6 addresses, a total of 128 bits are used tade@aaddress that consists of eight
groups of 2 bytes, written in hexadecimal. Since IRa8 an enormous available address
space, there is no need to use subnet masks:rgtdélf of the address is used for the net-
work, and the second half of the address is used ®ntde portion. This means that in
the imaginary addres®80:1234:bad: cafe:216:3eff:fe37:eacd, the part up taafe is
the network address, and the part that starts aiithis the node ID on the network.
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If you look carefully at the node ID of the IPv6 addressu will see that it includes the
MAC address of the network card on which the IPv6 addieset. You can see this in
Listing 6.14, where the MAC addreg8:16:3e:37:ea:cd is easily recognized in the node
part of thefe80 address, which i816:3eff:fe:37:eacd. Because the MAC address is just
6 bytes by default, the node ID is padded with the byfese to make it an 8-byte address
in the 16-byte IPv6 address.

Now that you know how IPv6 uses the MAC address mribde ID of the address, it's
easy to imagine how NDP works. NDP detects the netwddeeass in use on this network
and just adds the node ID to this network.

As for servers, it might be convenient to use a nodéhl&x is easier to recognize. You
can also set it manually. Exercise 6.3 shows you hodotohis.

EXERCISE 6.3

Setting a Fixed IPv6 Address

In this exercise, you will use NetworkManager to set a fixed IPv6 address. To avoid any
conflicts, you'll use an address from the fe80 network address range. Thisrange is
reserved for use in your own LAN environment.

1. Right-clickthe NetworkManager icon, and select the Wired tab. From there,
select your server’s network interface, and click Edit to modify its properties.

2. From the Editing System window, select the IPv6 Settings tab. From the
Method drop-down list, select Manual and then click Add to open the interface
that allows you to add an IPv6 address.

3. Enter the address fe80::10. The fact that you're using :: in the address means
that between the : :, the address consists of all 0s. This means that this address
could also have been written as fe80:0:0:0:0:0:0:10.

4. Click Apply to save and apply the IPv6 settings to your server.

After completing the procedure in Exercise 6.3, you'vefigured your server as an IPv6
host. This means that using the Neighbor Discovery Pobtiids now able to hand out
IPv6 addresses to other nodes in the network that girggtto find out which address to use.
To complete the IPv6 comfiration of your network, you should also capfie the DN S
server to enable address resolution for node names tod@desses and IPv6 addresses
into node names.

Configuring SSH

Most servers are in datacenters—hostile environmentsateanoisy and cold. This means
that as an administrator of a Red Hat EnterprisaikiServer, you probably want to access
the server from a distance. The Secure Shell (SSH) prbi®tioe default service to obtain
remote access to a server.
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To use SSH, you need an SSH server and an SSH cl@iHts&ver is a process that runs
on your server. On most Linux distributions, the nashéhis process isshd. To connect
to it from a client computer, you can use the ssbntlutility if the client is Linux, or you
can use PUTTY if youre on a Windows client.

Enabling the SSH Server

The SSH service is installed on your Red Hat Entergrisex server. It isn't enabled by
default, however, so you should make sure to start itiadly using theservice sshd
start command. After doing that, make sure that it is astsorted after a reboot of your
server by usinghkconfig sshd on. After performing these tasks, you carsfido a basic
connection test and connect to it using tkle command. Exercise 6.4 lets you practice
these steps.

EXERCISE 6.4

Enabling and Testing the SSH Server

In this exercise, you'll enable the SSH server and test its connectivity from your
own local server.

1. From aterminal with root permissions, use the command service sshd start. In
the unlikely event that this command shows an error, use yum install openssh-server
to install the ssh server package.

2. Usethe chkconfig sshd on command to enable the SSH service, and add it to your
server’s runlevels. This ensures that the SSH server also comes up after rebooting
the server.

3. Now it'stime to test the SSH server. Open a new terminal window, and use ssh
root@localhost to open an SSH session where you're logging in as root. Enter the
password when prompted.

4. You're now in an SSH session. In this example, you tested the connection from your
own local machine. You can also test the connection from aremote machine. This
will be discussed further in the sections that follow.

5. Type exitto close the SSH sessions.

You've seen that it's not hard to enable SSH on ysarver. An SSH server that has been
enabled with all the default settings isn't a secure S8Her, however. To make the SSH
server secure, there are at least two modifons you should make to tlietc/ssh/sshd_
config file: the Port setting and the AllowRootLogin parameter.

P ration file in which you put default settings for the ssh client utility, and
you specify default settings for the Secure Shell server in /etc/ssh/
sshd_config.

é/ There are two configuration files: /etc/ssh/ssh_configisthe configu-
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Make sure you consider at least the following SSH secueiityrgys:

Port By default, SSH listens on port 22. Every hacker knows. tiihis means that if you
offer SSH services on port 22 of your server and éoisnected directly to the Internet,

you will see the fist brute-force attack, launching a dictionary attackiregayour server
within minutes. So if youre directly connected toetinternet, change the SSH port to
something less obvious. | like putting it on port 4(#I3e average hacker expects HTTPS to
be offered on that port and therefore will launch an HTaR&ck that will not work). The
disadvantage of using port 443, however, is that yanitaise HTTPS anymore. So, use
any port you like, as long as it’s not port 22.

ListenAddress By default, your SSH server offers its services on alldBresses. In some
cases, you might want to restrict this to only tReaddresses that are visible from the inter-
nal network and not from the Internet. If this is tese, change.0.0.0 to the specifi IP
address on which your SSH server should offer its services.

PermitRootLogin By default, this parameter allows the user root toifotp your SSH
server. This is not a good idea. If root is permittedopin, the potential hacker only has
to guess the root password. It's better to switch odftlogin by giving this parameter the
valueno. This means you'll have to connect as an ordinasgruand once connected, you'll
have to usau - to escalate your privileges to the root level.

PasswordAuthentication By default, this parameter allows users to log in ugiags-
words. If you have created public/private key pai®y ynight consider switching off pass-
word authentication completely. Be careful, thoughitsking off password authentication
also makes it diffiult for you to log in from an unknown machine whgoair private key
is not available.

AllowUsers This is a very nice parameter that is nos#hd_config by default. Everyone
should use it and add a list of only those users you waatlow to log in to your SSH
server. This makes it really hard for hackers, becausgwhll have to guess the name of
that user before starting this evil work!

You can change the default sshd behavior using many otlrampeters. However, the
parameters discussed are generally considered the mpgttiant parameters. In
Exercise 6.5, you'll learn how to change some of thegoitant parameters.

EXERCISE 6.5

Securing the SSH Server

In this exercise, you'll change some parameters that help you secure the SSH server.
You'll also create two user accounts to test the AlTowUsers parameter.
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EXERCISE 6.5 (continued)

1. Open aroot shell on your server, and use the commands useradd 1inda and useradd
Tisato add two users to your server. Next set the password for these users to pass-
word by using passwd linda and passwd lisa.

2. Usevi /etc/ssh/sshd_configto open the sshd configuration file.

3. Change the Port parameter, and give it a value 443. Next set the PermitRootLogin
parameter value to no, and add the parameter AllowUsers, giving it the value Tinda.

4. Close the vi editor using the :wq! command, and restart the sshd process using ser-
vice sshd restart.

5. Connect asroot on SSH port 443 using ssh -p 443 root@localhost. Access should
be denied. Try to connect as lisa using ssh -p 443 Tisa@localhost. Access should
also be denied. Now try to connect as linda using ssh -p 443 T1inda@localhost.
You should be granted access.

Using the SSH Client

An SSH client is available on every Linux computer. Usinig easy—just use the name of
the server youd like to connect to as the argumend, @ connection will be established.
For example, usesh 192.168.0.1 to establish an SSH session with SSH h®2t 168.0.1.

By default, SSH connects with the same user ID as tleendth which you are currently
logged in. You can specifally tell the SSH client to connect as a different pasmnguser-
name@servername as the argument while using the SSH command. Fornmestao connect
as user linda to servap2.168.0.1, you can us8sh 1inda@192.168.0.1.

Using PUTTY on Windows Machines

Every Linux computer has an SSH client by default. If yowrgking in a Windows envi-
ronment, you can also establish SSH sessions usifid@ P. You can download a free copy
of PUTTY from www.putty.org and install it on your WHows computer. After start-

ing PUTTY, you'll see the interface shown in Figure 6.mrk there, you can enter the IP
address or name of the server with which you want tanechand click Open to establish
the connection.

Alternatively, you can enter different properties b&tSSH session you want to establish
using PuTTY, including font sizes and other parameterd,ymu can specify a name under
Saved Sessions. Next click Save to save the parametkeic) creates an entry in the list
of saved sessions. By using these, you can easyaklksh a session to a host that you fre-
quently use.


mailto:linda@192.168.0.1
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FIGURE 6.5 PuTTY Configuration dialog box
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Configuring Key-Based SSH Authentication

The default authentication method in SSH is passwakt, which means when connect-
ing to a server, you need to enter the password ofisee with whom you are connecting.
There are two reasons why this might not be ideal.

= Thereis a risk that someone can guess your password.

= If you frequently need to connect to the same seiit/era waste of time to enter the
identical password over and over.

There is an alternative, however; you can kisg-based authenticatiohnVhen SSH
key-based authentication is used, you have to nsake the public key is available on the
servers to all users who need to use this technology wheyewant to log in. When log-
ging in, the user creates an authentication requestistsggned with their private key. This
authentication request is matched to the public keyhefsame user on the server where
that user wants to authenticate. If it matches, tlee issallowed to enter; if it doesnt, the
user is denied access.

Authentication based on public/private keys is enalblgdiefault on Red Hat Enterprise
Linux. Therefore, the server will prompt the user for aspasd only when no keys are
present.

Here is a summary of what happens when a user is trgiegtablish an SSH session
with a server:
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If public key authentication is enabled (which is the d&jaSSH checks thessh
directory in the user’'s home directory to see whetheriate key is present.

If a private key is found, ssh creates a packet coitgisome data (the salt), encrypts
that packet with the private key, and sends it to theeseThe public key is also sent
with this packet.

The server then checks whether a file with the naatéorized_keys exists in the
home directory of the user. If it does not, the usemcdrauthenticate with their keys.
If this file does exist and the public key is an allowey khat is also identical to the
key that was previously stored on the server, the serses this key to check the
signature.

If the signature can be verified, the user is grantegss If it cannot, the server will
prompt the user, who tries to connect for their password.

In Exercise 6.6, you'll learn how to set up key-baaedhentication.

EXERCISE 6.6

Setting Up Key-Based Authentication

To use key-based authentication, you first need to create a key pair. Next you have to
copy the key you want to use to the host to which you want to create a connection.
You would normally do this between two hosts. This means that in order to perform
this exercise, you need a second host that has Red Hat Enterprise Linux installed. In
this exercise, the remote host is referred to as the server. If you don’t have a second
host on which you can work, replace the host name server with localhost, and it will
also work.

1. Open arootshell, and from there use ssh server. You will be prompted for a
password.

Type exit to close the SSH session.

3. Now generate the public-private key pair using ssh-keygen. You will be prompted for
the file in which you want to save the private key, as you can see in Listing 6.15. Press
Enter to accept the default, which saves the key in /root/.ssh/id_rsa. Next press
Enter twice to save the key without a passphrase. This completes the procedure and
creates two files: id_rsa and id_rsa.pub. The private key is stored in id_rsa, and the
public key is stored in id_rsa.pub.

Listing 6.15: Creating a public/private key pair

[root@hnl ~]# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
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EXERCISE 6.6 (continued)

Enter same passphrase again:
Your identification has been saved in /root/.ssh/id_rsa.
Your public key has been saved in /root/.ssh/id_rsa.pub.
The key fingerprint is:
3e:af:28:12:41:09:1f:31:46:05:10:15:22:37:f3:3e root@hnl.example.com
The key's randomart image is:
+--[ RSA 2048]----+
o=Bo. |

I
I
I
I
| + .S |
I
I
I
I

e +

4. Now you need to copy the public key to the server where you want to use it. Use
ssh_copy_-id server to do this. This copies the public key to the server and generates
some messages.

5. Use ssh server to connect to the server again.You’ll notice that you won’t be
prompted for a password because the SSH keys are used to establish the connection.

In the previous exercise, you established a key-basssion where no further protection
was used for the keys. When prompted to enter a paaselior the key, you just pressed
Enter. This is convenient for use in a trusted enviment, but it is not very secure.

If you create a public/private key pair to make a connection to a server, gasier
should consider using a passphrase. Without a passphrase, anyone velsoyoap pri-
vate key can fake your identity. With a passphrase, no one can usprjate key with-
out knowing the passphrase as well. To use a passphrase, just enten ipmmpted by
ssh-keygen.

There is an inconvenience when using a passphrase, bow@u will have to enter it
every time you connect to the server. To make thig adsier for you, you can useh-
agent to cache the passphrase for the duration of the seSgioto this, runssh-agent
with the name of the shell for which you want to cache thegtasse. For instance, run
ssh-agent /bin/bash. Next you need to russh-add, a command that will add the key
to the agent and also ask for a password. Enter thgppaase, and it will be cached as
long as you keep on working in the same shell. When ype éxit, the passphrase will be
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forgotten, and you'll have to repeat the same procedwuifwant to start caching your
passphrase again. In Exercise 6.7, you'll createnafe key that is secured with a pass-
phrase, and next you will ussh-agent to cache this passphrase.

Setting Up Key-Based SSH Authentication Protected w ith a Passphrase

In this exercise, you'll generate an SSH public/private key pair. You'll protect the private
key by adding a passphrase. Next you will start ssh-agent to cache the passphrase.

1. Open aroot shell, and type ssh-keygen. When asked where to save the file, press
Enter. You will be prompted that the file /root/.ssh/id_rsa already exists. Type Y to
confirm that you want to overwrite this file.

2. Now enter a passphrase, and press Enter to confirm. Type the same passphrase
again, and once more press Enter. The key will now be saved.

3. Copy the new public key to your server using ssh-copy-id server. You need to enter
your password once to perform this operation.

4. Establish an SSH session to your server using ssh server. Enter the passphrase
when prompted. Next type exit to close this session.

5. Type ssh-agent /bin/bash. Next type ssh-add to add your current passphrase.
Enter the passphrase, and you will see a confirmation prompting Identity
added.

6. Type ssh server. At this point, you'll notice that you can enter a session without
entering a passphrase.

7. Type exitto close the current ssh session.

8. Type exitto close the ssh-agent session. When you do this, the passphrase
is forgotten.

9. Type ssh server to establish a new session. Notice that you are prompted to enter
the passphrase again.

Using Graphical Applications with SSH

By default, you cannot use graphical programs over &h &Ssion. To use them in spite of
this, you need to enable X-Forwarding on the SSH cli€atdo this, usash -X instead of
just ssh when establishing a connection.

As an alternative, you can also set X-Forwardingrdor all users. To do this, you
have to modify the'etc/ssh/ssh_config file. This fie contains the parametesrwardX11.
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Make sure to enable this parameter, and give it a waflyes. The next time you start a
graphical program from an SSH session, it will waxkomatically.

Using SSH Port Forwarding

SSH can also be used for port forwarding. This meanscgouect a local port on your
server to a remote port on some other machine.

In the sample network that you see in Figure 6.6, theréhaee nodes. AMS is the node
where the administrator is working. ATL is the node thatgan ssh process used for SSH
forwarding. AMS has a direct connection to ATL but notSLC, which is behind arg-
wall. ATL has a direct connection to SLC that is natdered by a fiewall.

FIGURE 6.6 Three-node sample network

AMS ATL SLC

A simple example of port forwarding is provided in the follogy command:
Tinda@AMS:~> ssh -L 4444:ATL:110 Tinda@ATL

In this example, user linda forwards connectionpdot 4444 on her local host to port
110 on the host ATL as user linda on that host. Thighat you would use, for example,
to establish a secure session to the insecure POPeenvithat host. The local hostdf
establishes a connection to the SSH server runningTdn Ahis SSH server connects to
port 110 at ATL, whereas ssh binds to port 4444lommlocal host. An encrypted session is
now established between local port 4444 and sqvuet 110. Everything sent to port 4444
on the local host really goes to port 110 on the selfidior example, you condiure your
POP mail client to get its mail from local port 4414t would actually get it from port 110
at ATL. Notice in this example that a nonprivilegedpis used. Only user root can con-
nect to a privileged port with a port number loweatnhl024. No matter what port you are
connecting to, you should always check in the serviceifigaration fle /etc/services,
where port numbers are matched to names of servicese whsst the port is normally
used for (if used), and you should usgstat -patune | grep <your-intended-port> to
make sure that the port is not already in use.

A little variation on the local port forwarding describedrlier isremote port forward-
ing. To do this, you forward all connections to a givemtpan the remote port to a local
port on your computer. To do this, use Hreoption, as shown in the following example:

Tinda@AMS:-> ssh -R 4444:AMS:110 Tinda@ATL.
In this code, user linda connects to host ATL (e &€nd of the command). Port 4444 is

addressed by using the constructi® 4444 on this host. This remote port is redirected to
port 110 on the local host. As a result, anythinghgdo port 4444 on ATL is redirected to
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port 110 on AMS. This example would be useful if ATLth® client and AMS is the server
running a POP mail server to which linda wants to connect.

Another common occurrence is when the host that yantwo forward cannot be
reached directly because it is behindrawviall. In this case, you can establish a tunnel to
another host that is reachable with SSH. Imagine th#ténexample in Figure 6.5, the host
SLC is running a POP mail server to which user linda waatconnect. This user would
enter the following command:

Tinda@AMS:~> ssh -L 4444:SLC:110 1inda@ATL

In this example, user linda forwards connectionpdoot 4444 on her local host to server
ATL that is running ssh. This server in turn would famd the connection to port 110
on server SLC. Note that, in this scenario, the aafguirement is that ATL has the SSH
service activated and no sshd is needed on SLC fotdhirk. Also note that there is no
need for host AMS to have direct contact with SLCdnese this would happen from host
ATL onward.

In the previous examples, you learned how to use thec®®ttnand to do port forward-
ing. The SSH command isn't your only option for dothgs, however. If a port forwarding
connection needs to be established continuously,cauput it in the ssh comgfiration
file at the client computer. Put it issh/config in your home directory if you want it to
work for your user account only. Alternatively, youncput it in /etc/ssh/ssh_config if
you want it to apply to all users on your machine. Theapeeter that should be used as an
alternative tossh -L 4444:ATL:110 is as follows:

LocalForward 4444 ATL:110

Configuring VNC Server Access

In most cases, SSH gives you everything you needtabksh a session to a remote server.
Most administration programs are text-based. In soases, though, you may want to
establish a connection to a full graphical desktag. $uch cases, VNC provides a useful
solution.

To confgure VNC on Red Hat Enterprise Linux;sfi you install the tigervnc package.
This package has a cogfiration fle in /etc/sysconfig/vncservers. You need to pre-
define every VN S session you want to enable for spegsers in this conjuration fle. The
contents of the e may appear as follows:

VNCSERVERS="1:root"
VNCSERVERARGS[1]="-geometry 800x600 -nolisten tcp -Tocalhost"

In the previous condiuration example, VNC session 1 is defil and assigned to user
root on the fist line. The parameters for this session arenéefiafter that. The session
number to which the parameters apply is shown betweearsduwrackets, and following
that is a list of arguments that apply to this sessibhe most important argument in this
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list is -1ocalhost. This specifes that VNC clients are allowed only from localhoshict
means they have to establish a secured sessiontlgtiyNC server fist. To establish a
secured session with the VNC Server, SSH tunnelingéslu

Before starting the VNC server, VNC passwords must be géaerfor all users to
whom a session is assigned. To set the password, yetilog in as that user and use the
commandvncpasswd to set the password. Setting the password createdeh finc/
passwd, and if this fle doesn't exist, the VN C server refuses to start. Onlyeadhe pass-
word has been speafil can the VNC server be started.

Once started, a connection to the VNC server is creasety thevncviewer VNC cli-
ent. For example, the commanmagcviewer -via root@server localhost:1 would connect
to the VNC session defed in the example cowmfiration fle shown earlier. In Exercise 6.8,
you will set up a VNC server yourself.

EXERCISE 6.8

Setting Up a VNC Server

In this exercise, you will set up a VNC Server. To do this exercise, you'll need two
machines. If you don’t have two machines available, refer to Chapter 8, “Under-
standing and Configuring SELinux,” about KVM virtualization before getting started.
In this chapter, you will install a second Red Hat Server as a virtual machine. The
two machines are referred to as client and server in this exercise.

1. Useyum install tigervnc-server to install the VNC package on the server.

2. Edit the configuration file /etc/sysconfig/vncservers, and include the following
two lines:

VNCSERVERS="1:11inda"
VNCSERVERARGS[1]="-geometry 800x600 -nolisten tcp -localhost"

3. Usesu - Tindaon the server to switch to the user account linda. From there, type
vncpasswd to set the VNC password for this user.

4. Start the vncserver, and put it in the runlevels of your server using service vnc-
server start followed by chkconfig vncserver on.

5. From the client, use vncviewer -via linda@server localhost:1. This establishes
the VNC session from the client to the server.
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Summary

In this chapter, you learned how to cauie networking on Red Hat Enterprise Linux.
You read how to set up your network card with IRwd IPv6, and you discovered the ser-
vices that are related to managing the network. You lesmed how to configure SSH and
VNC for connecting remotely to your server. In the nelxapter, you'll learn how to work
with user and group accounts on your server.
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Managing Users and Groups

To create users from a command-line environment, youuse theseradd command.
Alternatively, it is possible to add users to the relevamifiguration fles manually. The
latter may be useful in an environment where users aredafilde a custom-made shell
script, but normally it is not recommended. The ogafor this is obvious—an error in the
main user confjuration fles might cause problems for all users on your server.

In this section, you will learn how to add users frttme command line usingseradd,
how the relevant conjuration fles are modified for these users, and how users can be
added using the system-cogHiisers utility.

Commands for User Management

If you want to add users from the command limssradd is the command to use. Some
other commands are available as well. Here are the mosirtieapt commands for manag-
ing the user environment:

useradd This command is used for adding users to the local auttediin system.
usermod This command is used to modify properties for existisgrs.
userdel This command is used to delete users properly from t@rmsys

Usinguseradd is simple. In its easiest form, it just takes the nama ov$er as its argu-
ment, souseradd 1inda will create a user called linda on your server.

Theuseradd command has a few options. If an option is not spegtijiseradd will read
its confguration fle in /etc/default/useradd. In this confguration fle, useradd finds
some default values (see Listing 7.1). These specify theps the user will become a mem-
ber of, where to create the user’'s home directory,rance.

Listing 7.1: Setting default values ifietc/default/useradd

[root@hnl ~]# cat /etc/default/useradd
# useradd defaults file
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GROUP=100

HOME=/home
INACTIVE=-1

EXPIRE=
SHELL=/bin/bash
SKEL=/etc/skel
CREATE_MAIL_SPOOL=yes

You can set different properties to manage users. Tapan efftient server, it's impor-
tant to know the purpose of the settings. For every wkergroup membership, UID, and
shell default properties are set.

Group Membership

In any UNIX environment, a user can be a member of tifferént kinds of groups: the
primary group and all other groups. Every user must member of a primary group. If
one user on your system does not have a primary grdtipgeno one will be able to log
in, so membership in a primary group is vital. On a Riat server, all users are by default
a member of a group that has the same name as thelhseis done for security reasons
to make sure that noldis are shared with other users by accident.

Users can be members of more than just the primary grouptheay will automatically
have access to the rights granted to these other grohgsndst important difference
between a primary group and other groups is that thegny group will automatically
become group owner of a neviefthat a user creates.

You now know the relation between the primary group grelother groups of which
a user is a member. You will learn how to apply this kno\géein the sections covering
group management later in this chapter.

ulib

Another major type of information used when creatingarus the user ID (UID). For your
server, this is the only way to identify a user. (Usenea are just a convenience because we,
as humans, tend not to handle being ideadifby numbers well.) In general, all users need
a unique UID. Red Hat Enterprise Linux starts genagatocal UIDs at 500, as explained
in a moment. The highest UID available by defasl6®000. This is because of a restriction
that is defined in/etc/login.defs, which can be changed if needed.

Typically, UIDs below 500 are reserved for system aeds that are needed to start ser-
vices. The UID 0 is also special—the user who has itdoasplete administrative permis-
sions to the server. UID O is typically reserved for the uset.

Shell

To log in to a server, every user needs a shell. shied will enable interpretation of com-
mands the user enters from their console. The default shlelhirx is /bin/bash, but
several other shells are available. One of the more comrtemative shells igbin/tcsh,
which has a scripting language similar to the C programr@nguage, which makessh
the perfect shell for C programmers.
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You should, however, be aware that not all users neetsshiskers with a shell are
allowed to log in locally to your system and accesg filles and directories stored on that
system, as far as their permissions allow such accegsulére using your system as a mail
server where users only need to access their mailboxeg tre¢ POP protocol, it makes no
sense to give them a login shell. Therefore, you couldsbdo specify an alternative com-
mand to be used as the shell. For examgdbjn/nologin can be used if you don't want
to allow the user any interaction with your systemaldc It may make sense to use other
commands as shell. If, for example, you want the Midn@@bimmander to be started auto-
matically when a user logs in to your system, make s$hat/usr/bin/mc is specifed as the
shell for that user.

< Be sure to include the complete path to the command you want to execute

P as the shell environment for a user. No clue about the complete path for
your favorite command? Use the command which. For example, which mc
will display a line showing exactly where the program file you are seeking
is located.

Managing Passwords

To access the system, a user needs a password. Bytd&igir is denied for the users
you create, and passwords are not assigned automwtitals, your newly created users
can't do anything on the server. To enable these useaighagsasswords using tipasswd
command.

Thepasswd command is easy to use. A user can use it to changmhksword. If that
happens, theasswd command will fist prompt for the old password and then for the new
one. Some complexity requirements, however, have to lieThés means, in essence, that
the password cannot be a word that is also in thiodiary.

The root user can change passwords as well. To set theqaskr a user, root can use
passwd followed by the name of the user whose password neelds thanged. For exam-
ple, passwd Tinda would change the password for user linda.

The user root can use thesswd command in three generic ways. First, you can use it
for password maintenance—to change a password, for exa8gdend, it can also be used
to set password expiry information, which dictates thatassword will expire at a particu-
lar date. Lastly, theasswd command can be used for account maintenance. Fongea
an administrator can ugasswd to lock an account so that login is disabled tempitra

Performing Account Maintenance with passwd

In an environment where many users are using the samer sirig important to perform
some basic account maintenance tasks. These include loagogrs when they are
unneeded for a long time, unlocking an account, andrtéppthe password status. An
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administrator can also force a user to change their padswofirst use. To perform these
tasks, theasswd command has some options available.

-l Enables an administrator to lock an account. For exampéawd -1 Tucy will lock
the account for user lucy.

-u Unlocks an account that has been locked before.
-S Reports the status of the password for a given account.

-e Forces the user to change their password on next login.

Managing Password Expiry

In a server environment, it makes sense to change padgswocasionally. Thpasswd com-
mand has some options to manage account expiry.

-n min This rarely used option is applied to set the minimmunmber of days that a user
must use their password. If this option is not usedser can change their password at any
time.

-x max This option is used to set the maximum number of dayser can use a password
without changing it.

-c warn When a password is about to expire, you can useoftion to send a warning
to the user. The argument for this option spesifhe number of days before expiry of the
password that the user will receive the warning.

-i inact Use this option to expire an account automatically wihdrasn't been used for
a given period of time. The argument for this optismised to specify the exact duration of
this period.

Apart from thepasswd command, you can also uskage to manage account expiry.
Consult the man page for more details on its usage.

Modifying and Deleting User Accounts

If you already know how to create a user, modifyingeaisting user account is no big deal.
Theusermod command is used for this purpose. It employs manyefsame options that
are used witluseradd. For example, usesermod -g 101 Tinda to set the new primary
group of user linda to a group with the unique ID 10heusermod command has many
other options. For a complete overview, consult its rpage.

Another command that you will occasionally needsdsrdel. Use this command to
delete accounts from your serveserdel is a very simple commandserdel Tinda
deletes user linda from your system, for example. Howélvased this wayuserdel will
leave the home directory of your user untouched. Thig beanecessary to ensure that your
company still has access to the work of a user; heweévmay be necessary to delete the
user’s home directory as well. If there is no more useéih in the user home directory, it
makes sense to delete it as well.
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If you want to delete a user’'s home directory and oet fhe user, use the option
with userdel. However, if there arelés that are not owned by user linda in this home
directory,userdel can't remove it. If this is the case, add the opténThis will make sure
that all files are removed from the home directory, af/éime specifc user being deleted
does not own them. That also includes the directorgrehhe user’s mail is stored. Thus,
to make sure user linda is removed, including #&kfin her home directory, usserdel
-rf Tinda.

You now know how to remove a user, including their hafirectory. But what about
other fies the user may have created in other directories ongymiem? If you want to
make sure these othetefs are removed as well, tifiéend command is very useful. With
find, you can search for all of thdefs owned by a given user and remove them automati-
cally. For example, to locate allds on your system that are created by linda and remov
them automatically, you can u$énd / -user "linda" -exec rm {} \;.

Removing a user, including allds that were owned by that user, may lead to problems
on your server. Imagine the environment where linda weesp active user of the group
sales and she had created a lot dééiin the directoryhome/sales. These fies will all be
removed as well, and this could lead to serious problé@merefore, | recommend you do
not use the-exec option to remove fes immediately but rather copy them to a safe place
instead. If no one has complained after a couple oftm®rnyou can remove them at that
time (with linda’s supervisor’s permission). To move d#giowned by linda to a directory
called/trash/1inda (which must have been created beforehand)fils¢ / -user Tinda
-exec mv {} /trash/linda \;.

Behind the Commands: Configuration Files

In the previous section, you learned all of the comnsaredjuired to manage users from a
console environment. These commands also put all ussredteinformation in some con-
figuration fles. A confguration fle is also used for default settings that are appliednwhe
managing the user environment. The aim of this sedsida give you some insight into the
use of these ls.

/ etc/ passwd

The first, and probably the most important, of all usertezglaconfguration fles is/etc/
passwd. This file is the primary database where user information is dtdrkat is, the most
important user properties are stored in this fiListing 7.2 will give you an impression of
what the felds in this fie look like.

Listing 7.2: Users in/etc/passwd

[root@hn1 ~]# cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin



Managing Users and Groups 195

adm:x:3:4:adm:/var/adm:/sbin/nologin
Ip:x:4:7:1p:/var/spool/1pd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
vcsa:x:69:69:virtual console memory owner:/dev:/sbin/nologin
rpc:x:32:32:Rpcbind Daemon:/var/cache/rpcbind:/sbin/nologin
rtkit:x:499:497:RealtimeKit:/proc:/sbin/nologin
abrt:x:173:173::/etc/abrt:/sbin/nologin
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
tcpdump:x:72:72::/:/sbin/nologin
Tinda:x:500:500:johnson:/home/1inda:/bin/bash
gemu:x:107:107:qemu user:/:/sbin/nologin

Different fields are used ifietc/passwd. The fields are separated with a colon. Here is a
short explanation of all theefids used irYetc/passwd.

Username The user’s login name is stored in thresfifield in /etc/passwd. In older UNIX
versions, there was a maximume-length limitation onrogames, which was eight
characters. In modern Linux distributions, such as Radl Enterprise Linux, this limita-
tion no longer exists.

Password In the old days of UNIX, encrypted passwords wereestan this fle. There

is, however, one big problem with passwords stored hexen-g the password has been
hashed, everyone is allowed to re&dc/passwd. Since this poses a security risk, pass-
words are stored in the cogtiration fle /etc/shadow nowadays, which is discussed in the
next section.

UID Asyou have already learned, every user has a uniquddsBred Hat Enterprise
Linux starts numbering local user IDs at 500, and tyfyddle highest number that is used
is 60000 (the highest numbers are reserved forispparpose accounts).

GID Asdiscussed in the previous section, every user lpasreary group. The group ID
of this primary group is listed there. On Red HatdEptise Linux, every user is also a
member of a private group that has the name of the user.

GECOS The General Electric Comprehensive Operating System (GEG&db)s used
to include some additional information about the usére Tield can contain anything
you like, such as the department where the user works,sgré&sphone number, or any-
thing else. This makes identifying a user easier for an atné&tor. The GECO Sédid is
optional, and often you will see that it is not usgdll.

Home Directory This field points to the directory of the user’s home directory.

Shell The last féeld in /etc/passwd is used to refer to the program that is started autema
cally when a user logs in. Most often, this will pein/bash, but as discussed previously,
every binary program can be referred to here as long athplete path name is used.
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For an administrator, it is perfectly acceptable td ¢dtc/passwd and the related|&
/etc/shadow manually. Make sure to use thépw command to edit theléis in order to pre-
vent locking issues if other users or commands are editiegiles at the same time.

If an error is made, the consequences can be seliozesn even completely prevent log-
ging in on a system. Therefore, if manual changes are noaaeyt of these ligs, you should
check their integrity. To do this, use thck command. You can run this command with-
out any options, and it will tell you whether there arg serious problems that need to be
fixed.

[ etc/ shadow

The encrypted user passwords are storetkire/shadow. Information relating to password
expiry is also kept in thisl@. Listing 7.3 shows an example of its contents.

Listing 7.3: Displaying user information ifietc/shadow

[root@hn1 ~]# cat /etc/shadow

root: $6%$4U.GRa4hziUW5Tnk$gAbbcEBNFThzAc.GaQTuZUXYR/dJIbhsoVWzzexkN
AIYviyp5Q1guUwTdf3tQot8jMYkUagI. rP3WtapObyFyIS1:15368:0:99999:7:::
bin:*:15155:0:99999:7:::

daemon:*:15155:0:99999:7:::

adm:*:15155:0:99999:7:::

Tp:*:15155:0:99999:7:::

sync:*:15155:0:99999:7:::

shutdown:*:15155:0:99999:7:::

halt:%:15155:0:99999:7:::

mail:*:15155:0:99999:7:::

uucp:*:15155:0:99999:7:::

gdm:!1:15368::::::

sshd:!1:15368::::::

tcpdump: ! 1:15368::::::

Tinda:$6$TKn8dulTQxvjoo4K$jU9fBygHINOrb5q1lzsH6vFIDR5b75V8kkB0O6MqrQ
UBWSFEyWJT1XxkNTegpKwy6ch8.v6z/n2q0LBKCALILKdL. :15368:0:99999:7:::

gemu:!!:15424::::::

As in /etc/passwd, the lines in/etc/shadow are also organized in differenelis. For
most administrators, only the first twelfis matter. Thefst field is used to store the name
of the user, and the secondldi is used to store the encrypted password.

In the encrypted passworceld, an! and an* can be used. If ahis used, login is cur-
rently disabled. If an * is used, it is a systema@aut that can be used to start services, but
that is not allowed for interactive shell login. Alsate that, by default, an encrypted pass-
word is stored there, but it is also possible to stonemencrypted password.
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Here are the fields used in the lines &tc/shadow:

. Login name

. Encrypted password

. Days since January 1, 1970 that password was last changed
. Days before password may be changed

. Days after which password must be changed

. Days before password is to expire that user is warned

. Days after password expires that account is disabled

. Days since January 1, 1970, that account is disabled

. Reserve field, not currently used

/ etc/login.defs

/etc/login.defs is a confguration fle that relates to the user environment but is used
completely in the background. Some generic settings dreeatkin this confiuration

file. These settings determine all kinds of informatioatieh to the creation of users. In
login.defs, you'll find variables. These variables specify the default valued wien users
are created. Listing 7.4 shows you part of this qgurfation fle.

Listing 7.4: Tlogin.defs contains variables that are used when users are created.

# It should remove any at/cron/print jobs etc. owned by

# the user to be removed (passed as the first argument).

#

#USERDEL_CMD /usr/sbin/userdel_Tlocal

#

# If useradd should create home directories for users by default

# On RH systems, we do. This option is overridden with the -m flag on
# useradd command Tine.

#

CREATE_HOME yes

# The permission mask is initialized to this value. If not specified,
# the permission mask will be initialized to 022.

UMASK 077

# This enables userdel to remove user groups if no members exist.

#

USERGROUPS_ENAB yes

# Use SHA512 to encrypt password.

ENCRYPT_METHOD SHA512
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Now that you have read about all ingredients that plpg in user management, in
Exercise 7.1 you will create some user accounts.

EXERCISE 7.1

Creating Users

In this exercise, you'll learn how to create user accounts. You'll also see how these
user accounts are written to the related configuration files.

1. Open aroot shell, and use the command useradd T1isa.

2. Usethecommand su - Tisa. Thisopens ashell in which you are logged in as the
user lisa. The command also brings you to the home directory of this user. You can
use pwd to verify this.

3. Use exittoclosethe shell in which you are user lisa.

4. Openthefile /etc/Togin.defs with an editor. Locate the variable CREATE_HOME and
change its value to no. Close the file and save the changes to disk.

5. Still asroot, use the command useradd lori to create a user lori.

6. Usesu - lorito open asubshell as the user lori. You should get an error message
that lori doesn’t have a home directory.

7. Close the lori subshell, and as root, use cat /etc/passwd to see how users lisa and
lori have been defined. As you can see, even if lori doesn’t have a home directory,
there is afield that refers to the location of her home directory.

8. Useuserdel Toritoremove lori from your system.
9. Restore the CREATE_HOME variable in /etc/Togin.defs to its original value.

10. Create user lori again. At this point, you should have three users: linda, lisa,
and lori.

11. Asroot, use the passwd command to set the password for each of the three users.

Creating Groups

As you already learned, all users require a group memipergbu have read about the dif-
ferences between the primary group and the other groupsJes, you have yet to learn
how to create these groups. In this section, yéedrn how to use the command-line tools
that are available to create groups.
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Commands for Group Management

There are three commands to manage the groups in youoanvent:groupadd, groupdel,
andgroupmod. As you see, group management follows the same patésrnser manage-
ment. There also is some overlap between the comméamdyou’ll use to manage groups
and those that are used to manage users. For exampiepd as well agroupmod can be
used to make a user a member of some group. The basitiste for using thgroupadd
command is simplegroupadd somegroup, wheresomegroup is the name of the group you
want to create. When creating groups, thstfavailable group ID (GID) is assigned auto-
matically. If you want to specify the GID yourself,iyean use the optiony.-

Behind the Commands: / etc/ group

All groups on your system are dedid in the confjuration fle /etc/group. Listing 7.5
shows a rather simpledithat has just fourdids for each group defition.

Listing 7.5: Groups are written tgetc/group.

[root@hnl ~]# cat /etc/group
root:x:0:root
bin:x:1:root,bin,daemon
daemon:x:2:root,bin,daemon
sys:x:3:root,bin,adm
adm:x:4:root,adm,daemon
tty:x:5:

vcsa:x:69:

rpc:x:32:

rtkit:x:497:

abrt:x:173:

cdrom:x:11:

tape:x:33:

sshd:x:74:

tcpdump:x:72:
slocate:x:21:

Tinda:x:500:

kvm:x:36:qemu

gemu:x:107:

cgred:x:490:

The first field in /etc/group is reserved for the name of the group. The password &r th
group, or an exclamation mark that sigegfithat no password is allowed for this group,
is stored in the second field. Just ignore theklfibecause group passwords are not used
anymore.
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A unique group ID is provided in the thirceld of /etc/group, and finally, the names
of the members of the group are present in the lakt.fThese names are required only for
users for whom this is not the primary group. Primaryugronembership itself is managed
from the/etc/passwd configuration fle.

Managing Group Membership

To manage group membership, you can useitkemod andgroupmod commands. The
availableusermod options provide three different choices to manipulateigrmembership.

-g, --gid GROUP This option is used to set the primary group for therus

-G, --groups GROUPS Use this option to defie a new list of supplementary groups.
Notice that this option replaces the old list of suppdatary groups with the list of new
supplementary groups deéd here.

-a, --append Use this option together withG to add new supplementary groups to the
current list of supplementary groups.

Thus, if you want to add supplementary group sales ¢o lirsda, usaisermod -Ga
sales Tinda, notusermod -G sales linda. You can create and modify groups yourself in
Exercise 7.2.

To verify that you've done your work correctly, use tllecommand. This command
shows properties of users, including the current group rssgt. Listing 7.6 shows a
sample result of this command.

Listing 7.6: Useid to show user properties.

[root@hn1 ~]# id Tinda
uid=500(Tinda) gid=500(1inda) groups=500(1inda)

EXERCISE 7.2

Creating and Managing Groups

In this exercise, you'll create two groups. Next, you'll change the current group
assignments for some of your existing users.

1. Usegroupadd sales and groupadd account to create the groups sales and account.

2. Useid Tindato view the current group assignment for user linda. She should be a
member just of the group linda.

3. Useusermod -aG sales lindato add user lindato the group sales as a secondary
group. Use id Tinda to confirm that she has been added to this group.

4. Repeat this procedure to add users lori and linda to the group account as a
secondary group and to add user lisa to the group sales as well.
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Using Graphical Tools for User
and Group Management

Until now, you've worked with command-line tools forarsand group management
only. Red Hat Enterprise Linux provides the systemmfig tools that offer a graphical
solution as an alternative to the command-line tobts. user and group management,
the name of the tool isystem-con§-users You can see what this tool looks like in
Figure 7.1.

FIGURE 7.1 system-config-users provides a convenient interface for user and group
management.

User Manager — O

fiie it petp
-] = 2 i
Ackl User  ack Segup Aetiesh e
Geaich Mien Apply Alkes
| '.'-b'é"- .@"QUIIL
Lits Nafrss Ligdsr 10~ | Py o Fiill Bl Login Shell e Dinectony
il L] linda ok irdhask irmnartingda
o %01 lon i bash romedton

The system-config-users tool was developed to simplify agamg users and
groups. To create a new user, click Add User. This ogbersAdd New User window
in which you can specify all of the properties you wantewltcreating a new user.

It is also easy to add new groups. Just click Add Gxr,cand you’ll see a window
prompting you for all of the properties that are needeédd a new group, as shown
in Figure 7.2.
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FIGURE 7.2 To add anew user, just enter all of the required propertiesin the Add New
User window.
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After creating the user or group, you can select gabthe properties that aren't shown
in the main interface. Just click the user, and in thédrubar at the top of the screen, click
Properties. You'll then see a window containing fouss@n which you can set all of the
required properties for your user.

You can change the properties that you've entered wheatiag the user on the User
Data tab. Select Account Info if you want to enablecaict expiration, and set the data
on which the account expires. The Password Info tabdad ts set password expiration,
and you can manage membership of secondary groups forugeus on the Groups tab. In
Figure 7.3 you can see how to change user properties ustapsgonfj-users.

FIGURE 7.3 Changing user properties in system-config-users
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Using External Authentication Sources

The local user database ixé¢/passwd and/etc/shadow is used in a default installation of
Red Hat Enterprise Linux. In a corporate environméns likely that an external source
of authentication is used, such as an LDAP directeryer or an Active Directory service
that is offered by Windows servers on the network. Tofigure your server to use these
sources, you can use the system-ogiafithentication tool oduthconfig as an alternative.
After starting the system-comfiauthentication tool, you'll see two tabs. On tderltity
& Authentication tab, you can specify how authentizgatshould happen. By default,
the tool is set to use local accounts only as the useruant database. On the Advanced
Options tab, you can enable advanced authenticatidhods, such as the use of adger-
print reader (see Figure 7.4).

FIGURE 7.4 Enabling advanced authentication options
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If an external authentication source is used on ywtwork, you can select this by using
the User Account Database drop-down list on the ldg@ti Authentication tab. Four
options are offered by default:

Local Accounts Only Use this option to use the local user databasg¢stio/passwd and
/etc/shadow.

LDAP This option allows you to log in using an external LDARedtory server.

NIS In old UNIX environments, NIS might be in use asauthentication service. Use
this to connect to a NIS authentication service.

Winbind This option allows you to authenticate on Windavesworks.
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Of the options that are listed here, LDAP and Winbind@mmonly used. To prac-
tice these solutions fully, you would need an extelr@AP or Active Directory services.
Setting these up is beyond the scope of this bookirbtite following subsections you'll
become familiar with the procedures that you wouldmally use to connect to these
services.

)/ Red Hat offers the Red Hat Directory Service as an add-on service.
‘41-5 That means this service is not available as a default option in Red
Hat Enterprise Linux but is available only through additional purchase.
An alternative solution is to use OpenLDAP, which is in the default
Red Hat Enterprise Linux repositories.

Connecting to an LDAP Server

An LDAP server is organized as a hierarchical structudeich looks a bit like the struc-
ture of domains and subdomains that is used in DN &dny cases, the DNS structure is
mapped one-to-one to the LDAP database—only the wawititsen is different. The DNS
domain referred to asxample.com is referred to adc=example,dc=com in LDAP.

To connect to LDAP, you need to specify at a minimwhnat is used as the LDAP base
DN. This is the branch of the hierarchical structure iriclwlyou would expect toffid user
accounts. Also, you need to specify which LDAP serversisd. This LDAP server provides
access to the user database.

To connect to the LDAP server, it is good practiceise TLS to encrypt connections.
This is possible only if certificates are provided advwebrmally, every LDAP server is
able to hand out its own certifites. As an administrator, you just have to syetliere
these certifiates can be found.

The second part of the cogtiration of LDAP authentication consists of selegtan
authentication method. For best security, Kerberosywasls are used. As an alternative,
you may also elect to use LDAP passwords. To log ingiEierberos, you need at least
three parameters.

Realm Thisis like a domain, but in Kerberos the domain nasreferred to as ealm.
The realm speciéis where authentication should be handled.

KDCs In Kerberos, &ey distribution center (KD Ciy used to hand out tickets that are
needed while authenticating. This KDC is a speda#rver that has been canfred as such.

Admin Servers The admin server is the server that is used for adtnatien tasks in a
Kerberos environment. It is often the same as the KDC.

Instead of entering these parameters manually, a Kesteraronment can also be set
up to use DNS. DNS can be used to locate the KDC f@aén and also to resolve hosts
to realms. This is typically the case when connectinfférberos in an Active Directory
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environment. In Exercise 7.3 you'll learn how to cauifie your server for login on an
LDAP Directory Server.

Logging in Using an LDAP Directory Server
In this exercise, you'll learn how to connect to an LDAP directory server. You'll

use fake settings, because there is no real LDAP directory service available in the
course environment.

1. Start system-config-authentication, and on the Identity & Authentication tab,
select LDAP. This opens awindow in which you can enter all the parameters
that are required to connect to an LDAP server.

ldentty & Authenticaton | Advanced Qptcrs |
Wrsmr Account Configuration
User Acconrk Datakase; | LDAP |
LOWF Search Base ON:
LICWAP fisrase

Lige TLE toencrypl convrctionms

Authentication Configuration

Aurhenticathen Method Kprberos pasewnr 3
Rgalm: EXAMPLE COM
KOs e, B A T T

Admin Servess:  |werbercs. examalecom
Us= DS 0 re=solye hosts ko resfms

Uiz D85 o |ncake KDCs for realms

Bewert Canos Aoy

2. Inthe User Account Configuration section, enter the LDAP search base DN. In this
example, you'll use dc=exampTe, dc=com.

3. Inthe LDAP Server field, enter the IP address or—if DNS has been set up
properly—use the DNS name of the LDAP Server. For this exercise, use 127.0.0.1.

4. Select TLS, and click Download CA Certificate. This opens a browser that allows you
to specify the URL from where the TLS certificate can be downloaded. Skip this task,
because no TLS certificate is available for this exercise.
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EXERCISE 7.3 (continued)

5. Under Authentication Method, make sure that Kerberos password is selected.
Enter the names of the realm, the KDC, and the admin servers you want to
use. For each of these, you can keep the settings that are used by default.

6. Click Save to apply the settings. You’'ll notice that the system-config-authentica-
tion tool is now closed, and back in the terminal window, you can see that the
sssd service is started.

Connecting to an Active Directory Server

Active Directory has become the standard for authenticaiti corporate networks. To
have your users authenticate on Active Directory, gead Winbind.

Once Winbind has been installed, you can specify theired parameters in system-
config-authentication that allows you to connect to Wiedows environment. The follow-
ing parameters can be used:

Winbind Domain The name of the domain to which you want to connehisTs an
Active Directory domain or a classical Windows NT domain

Security Model Choose between ADS, domain, server, and user to gpemiv you want
to connect to the Windows environment. To connecAdtive Directory, select ADS. All
other options are for legacy Windows versions, andiler not to use them.

Windows ADS Realm Use this to specify the Kerberos realm to use.

Winbind Domain Controllers This parameter is used to specify where the domain con-
trollers that are required to make the connection cafobnd.

Template Shell Use this to indicate which shell should be used for theswestelocal login
on the Linux machine. By default, the shell is seythion/false, which doesn't allow shell
login for Winbind users. To change this, select a real §ikel /bin/bash.

After setting the connection parameters, click Join Dontaijoin your Red Hat server
to the domain (see Figure 7.5). To do this, you neeehter the Administrator password,
after which the server will be joined to the domain.

Configuring Authentication Sources with authconfig

The graphical system-config-authentication offers avearent method to set the authen-
tication sources for your server. On servers where nohgcapinterface is available,
authconfig can be used. There are two versions of this taalhconfig-tui provides

a menu-driven interface where you can select the auitdaittn source you want to use.
Alternatively, you can use thaithconfig command-line tool, but this requires you to
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specify many options about how exactly you want to cehb@ an LDAP server, for
instance. In Figure 7.6, you can see whatdinghconfig-tui tool interface looks like.

FIGURE 7.5 Joining your server to a Windows domain
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FIGURE 7.6 Thetext-driven authconfig-tui menu interface
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If you need a tool that can be scriptedthconfig is the solution for you. Don't be
afraid, however, of typing commands like the followindjieh enables secure LDAP
authentication where Kerberos is used (all is one command!):

authconfig --enableldap --enableldapauth --Tdapserver=ldap.example.com
--Tdapbasedn=dc=example,dc=com --enabletls
--TdapTloadcert=http://1dap.example.com/certificate --enablekrb5
--krb5kdc=krb.example.com --krb5realm=examplecom --update

As you can imagine, there are good reasons why some p@fag graphical or menu-
driven tools like the system-cogfauthentication tool!

Understanding the Authentication
Process

When a user authenticates to your server, the localded@base as defd in the fes
/etc/passwd and/etc/shadow is used on a default cogfiration. If you've used one of
the tools described in the previous section to guré authentication against an exter-
nal authentication server, the sssd service is invohgedell. Apart from sssd, PAM and
/etc/nsswitch.conf also play a role. You'll learn how these are usedhim ipcoming
subsections.

Understanding sssd

The sssd service provides information about all availabtéentication sources, and it is
also capable of providing offle authentication. This means that if youre on@dp that
is temporarily disconnected from the network, you calhatthenticate against the exter-
nal authentication service using the sssd cache.

Using sssd doesn't require much information. The gurfition parameters you've spec-
ified are written to the comgfiration fle /etc/sssd/sssd.conf. Listing 7.7 shows the part
of the configuration that was written to thikefivhen LDAP authentication was enabled.

Listing 7.7: LDAP authentication parameters fatc/sssd/sssd.conf

# ldap_user_object_class = user

# ldap_group_object_class = group

# ldap_user_home_directory = unixHomeDirectory
# ldap_user_principal = userPrincipalName

# ldap_account_expire_policy = ad

#

ldap_force_upper_case_realm = true
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#

# krb5_server = your.ad.example.com
# krb5_realm = EXAMPLE.COM
[domain/default]
ldap_id_use_start_tls = False
krb5_realm = EXAMPLE.COM
ldap_search_base = dc=example,dc=com
id_provider = 1dap

auth_provider = krb5

chpass_provider = krb5

ldap_uri = ldap://127.0.0.1/
krb5_kpasswd = kerberos.example.com
krb5_kdcip = kerberos.example.com
cache_credentials = True
ldap_t1s_cacertdir = /etc/openldap/cacerts

As mentioned, you won't need to modify the sssd aurfation manually very often.
However, the enumerate parameter can be rather usgfdefBult, if information about
available users is requested with a commandddwnt, sssd doesn't list LDAP users as
well. This is for performance reasons. If you also wdatse users to be listed, add the line
enumerate = True to the[domain/default] section in/etc/sssd/sssd.conf. Don't forget
to restart the sssd service after this maaifion; otherwise, it won't work!

Understanding nsswitch

The/etc/nsswitch file is used to determine where different services on goaden are
looking for confguration information. The different sources of inforinatare speciéd in
this file. Listing 7.8 provides an overview of the most relévyaarameters used in thisefi

Listing 7.8: Specifying sources of information jfetc/nsswitch.conf

passwd: files sssd

shadow: files sssd

group: files sssd

bootparams: nisplus [NOTFOUND=return] files
ethers: files

netmasks: files
networks: files
protocols: files
rpc: files
services: files
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netgroup: files
pubTickey: nisplus
automount: files
aliases: files nisplus

Thepasswd andshadow files are relevant for authentication. They specify thatdbal
files are always checkeddt, prior to the authentication mechanism thatfisred through
sssd.

Understanding Pluggable Authentication Modules

On Linux, pluggable authentication modules (PAMe what is used to make authentica-
tion pluggable. Every modern service that needs to handkeatication passes through
PAM.

There are two parts in PAM. First there are the gunfation fles in use. Every service
has its own condjuration fle in the directoryetc/pam.d. For instance, the login service
uses the condiuration fle /etc/pam.d/Togin. Listing 7.9 shows the contents of thifi

Listing 7.9: The PAM file for login defines how to handle login.

[root@hn1 ~]# cat /etc/pam.d/login

#%PAM-1.0

auth [user_unknown=ignore success=ok ignore=ignore default=bad] pam_securetty.so
auth include system-auth

account required pam_nologin.so

account include system-auth

password include system-auth

# pam_selinux.so close should be the first session rule
session required pam_selinux.so close

session required pam_Tloginuid.so

session optional pam_console.so

# pam_selinux.so open should only be followed by sessions to be
executed 1in the user context

session required pam_selinux.so open

session required pam_namespace.so

session optional pam_keyinit.so force revoke
session include system-auth

-session  optional pam_ck_connector.so

In the sample PAM I, you can see that three columns are used taew®fhat should
happen. In the fst column, the authentication process is split fiotor different phases:
auth, account, password, andsession. These are the stages that are typically passed
through in the authentication process, but in the émel writer of the PAM module decides
which of these to implement.
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A PAM module is called on each line in a PAM canifiation fle. The PAM modules
define exactly what should happen while authenticatingotfexample, you need the
authentication procedure to use an LDAP server, youigelude thepam_1dap.so module
that tells the service how to contact LDAP. The secosidran speci#&s how this PAM
module should be handled.

To use PAM, it is important to know which modules areilatde and what exactly is
the purpose of each of these modules. You caa éiut all this information in thieinux-
PAM_SAG. txt file in the directory'usr/share/doc/pam<version>. This file contains an
extensive description of all the default PAM modules.

As you can see, thé&tc/pam.d/login file includes some common parameters that are
found in/etc/pam.d/system-auth. This file contains generic parameters that should be
included by other services that are related to autheiitasuch as the PAMI&s forsu
andsudo.

The generasystem-auth file is useful for services that need to be included byynan
programs. Imagine that you want to have your seru¢henticate through LDAP. Just put
a line in/etc/pam.d/system-auth that calls the LDAP module, and it will be included by
all login-related services, such &sgin, passwd, su, and many more. In Exercise 7.4, you'll
discover how to use PAM.

EXERCISE 7.4

Configuring PAM

In this exercise, you'll work with PAM and the /etc/securetty file. The /etc/securetty
file defines the terminals on which it is secure for user root to log in. By default, this file is
used by the PAM configuration file for login and not for su. In this exercise, you'll define
/dev/tty4 as an insecure tty. Next you'll include it in the PAM file for su to disable root
login through su on tty4 as well.

1. Open aroot shell. Using vi, modify the /etc/securetty file in this root shell and
remove the line that contains the text tty4.

2. Usethe CtrI+Alt+F4 key sequence to open the virtual console tty4. Log in as
root. You’'ll notice this doesn’t work. Now use the Ctrl+Alt+F3 key sequence, and
check to see whether you can perform aroot login on this tty. You’'ll notice this
works.

3. Openthe /etc/pam.d/Togin file. You'll notice that, on the first line of this file, the
pam_securetty file is called, which means that all authentication passes through the
restrictions that are defined in /etc/securetty.

4. Open tty4 again, and now log in as user linda using the password password. Next,
use su - to escalate to root permissions. You'll notice that this works without any
restriction.
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EXERCISE 7.4 (continued)

5. Openthe /etc/pam.d/su file, and add the following on the first line:
auth required pam_securetty.so
6. Savethe changes, and close the file.

7. Type exituntil you see alogin prompt on tty4. Now log in as linda. This should still
work. Escalate your privileges using su -. You'll now get an access denied message,
coming from the security module.

Managing Permissions

At the beginning of this chapter, you learned how teate users and groups. In this sec-
tion, you'll learn how to apply permissions to these asard groups.

Understanding the Role of Ownership

Before | talk about permissions, you must know abdetrole of fie and directory owner-
ship. File and directory ownership is vital for working vppermissions. First you'll learn
how you can see ownership. Next you'll learn how torgfeauser and group ownership for
files and directories.

Displaying Ow nership

Every file and every directory has an owner on Linux. To deteemihether you, as a user,
have permissions to ddior a directory, the kernel checks ownership. Firgtilitsee whether
you are thaiser ownerwhich is also referred to as theerof the fie. If you are the user,
you will get the permissions that are set for the user,taaahell looks no further. If you
are not the user owner, the shell will check whether you ameraber of thgroup owner
which is also referred to as tigeoup of the file. If you are a member of the group, you will
get access to thddiwith the permissions of the group, and the shell looksunihér. If you
are neither the user owner nor the group owner, you'lllyetptermissions of others.

With 1s, you can display ownership folds in a given directory. To see current owner-
ship assignments, you can use iBe-1 command. This command shows the user as well
as the group owner. Listing 7.10 shows the ownershipmgettior directories in the direc-
tory /home on a system that uses the public group approach, whiarsesis are members of
the same group callagsers

Listing 7.10: Displaying current file ownership

[root@hnT homel# 1s -1
total 32
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drwx------ . 4 Taura Taura 4096 Apr 30 16:54 laura
drwx------ . 27 Tinda Tlinda 4096 Apr 28 11:07 linda
drwx------ . 4 Tisa Tisa 4096 Apr 30 16:54 lisa
drwx------ . 4 Tori Tori 4096 Apr 30 16:54 Tori
drwx------ . 2 root root 16384 Jan 29 14:10 Tost+found

Occasionally, it may be useful to get a list of all fileatthave a given user or group as
owner. To do this, use theind command with the argumentiser. For example, the com-
mand find / -user linda shows all fies that have user linda as their owner.

You can also usé&ind to search for fes that have a spedfgroup as their owner. For
instance, the commanftind / -group users searches allligs that are owned by the group
users

Changing User Ow nership

When working with permissions, it is important to knbww to change them. Thehown
command is used to do this. The syntax of this commsedsy to understand, asdhown
who what.

For instance, the commanrtiown linda account would change ownership for theefi
accountto user linda.

Thechown command has one important optioR: You can guess its function, because
this option is available for many other comman<tsallows you to set ownershiecur-
sively In other words, it allows you to set ownership of thierent directory and every-
thing below it. The commanchown -R Tinda /home changes ownership for the directory
/home and everything beneath it to user linda (which is tylhjaaot a very good idea
because there may béek in there that have a different file ownership on psepo

Changing Group Ownership

There are actually two ways to change group ownership. ¥oudo it using:hown, but the
chgrp command does the job specilly. If you want to use thehown command, use a

in front of the group name. For example, the commalwkn :account /home/account
would change the group owner of directgipome/account to the group account.

You can also use thehgrp command for the same purpose. The commeatyap
account /home/account can be used to set group ownership for the directboye/
account to the group account. As is the casedbown, you can use the optioR with
chgrp to change group ownership recursively.

Default Ownership

You may have noticed that when a user createle adfefault ownership is applied. The user
who creates thel& will automatically become user owner, and the primaopugrautomat-
ically becomes group owner. This will normally be the groliat is set in th¢etc/passwd

file as the user’s primary group. If, however, the userneember of more groups, they can
change the effective primary group.
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To show the current effective primary group, a user cantliggroups command as
follows:

Tinda@nuuk:~> groups
users dialout video

One way to change default group ownership for nése fis to change the primary
group. If the current user linda wants to change the effegiiimary group, she can use the
newgrp command followed by the name of the group she wantsttassthe new effective
primary group. Listing 7.11 shows how user linda usés¢bmmand to makeales her
effective primary group.

Listing 7.11: Usingnewgrp to change the effective primary group

Tinda@nuuk: _> groups

users dialout video sales
Tinda@nuuk: _> newgrp sales
Tinda@nuuk: _> groups

sales dialout video users
Tinda@nuuk: >

After changing the effective primary group, all nelesithat the user creates will have
this group as their group owner. To return to the e@giprimary group setting, uesit.
This will bring you back to the previous effective primaroup setting.

Basic Permissions: Read, Write, and Execute

The Linux permissions system was invented in the 193d€e computing needs were
limited in those years, the basic permission system edetdten was a bit limited as well.
Because of backward compatibility reasons, this syssestill in place today, though. This
basic system consists of three permissions that cangdedpo fies and directories. In this
section, you'll learn how the system works and how tdify these permissions.

Understanding Read, Write, and Execute Permissions

The three basic permissions allow you to read, write,exedute fies. The effect of these
permissions is different if applied to files vs. direatsr If applied to a ke, theread permis-
sion gives you the right to open théeffor reading. That means you can read its contents, a
it also means your computer can open theté do something with it. A progranidithat
needs access to a library, for example, requires reegka to that library. From this it follows
that the read permission is the most basic permissiomybneed to work with fies.
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If applied to a directory, read allows you to lisetcontents of that directory. You
should be aware, however, that this permission doésilow you to read les in the direc-
tory. The Linux permission system does not know infaerée, and the only way to read a
file is by using the read permission on thk ffo open a file for reading, however, you do
need read permission for the directory, because youdmiisee the fe otherwise.

As you can probably guess, if applied tole,fthe write permission allows you to write
to that fle. Stated otherwiseayrite permissiomallows you to modify the contents of exist-
ing files. It does not, however, allow you to createlelete new fes. To do that, you need
write permission on the directory where you want to aré¢he fle. In directories, this
permission also allows you to create and remove sigwdirectories andlés, but you need
execute as well to descend into the directory.

Execute permissiois required to execute ddi It is never set by default, which makes
Linux almost completely immune to viruses. Only somewité administrative rights to
a directory will be capable of applying the execute pesiois Typically this would be the
user root. However, a user who is owner of a direcedsp has the right to change permis-
sions in that directory.

While the execute permission on files means you are alloavedn a program l¢, when
applied to a directory, it indicates that the user ca@ thecd command to go to that direc-
tory. This means that execute is an important pernmsfio directories, and you will see
that it is normally applied as the default permission nthWithout it, there is no way to
change to a particular directory or createdfiin that directory.

Table 7.1 summarizes the use of the basic permissions.

TABLE 7.1 Useofread, write, and execute permissions

Permission Applied to files Applied to directories

Read Open afile List contents of a directory
Write Change contents of afile Create and delete files
Execute Run a program file Change to the directory

Applying Read, Write, and Execute Permissions

Use thechmod command to apply permissions. When usihgod, you can set permissions
for user, group, and others. You can use this commandd® modes: relative and absolute.
In the absolute mode, three digits are used to sebaki permissions. Table 7.2 provides
an overview of the permissions and their numerical reptes®sn.



216 Chapter 7 » Working with Users, Groups, and Permissions

TABLE 7.2 Numerical representation of permissions

Permission Numerical representation
Read 4
Write 2
Execute 1

When setting permissions, calculate the value you nemdeXample, if you want to set
read, write, execute for the user, read and execute fogrthe, and read and execute for
others on the I /somefile, you would use thehmod commandchmod 755 /somefile.

When usingchmod this way, all current permissions are replaced by thenpssions
you set. If you want to modify permissions relativethe@ current permissions, you can use
chmod in relative mode. When usindimod in relative mode, you work with three indicators
to specify what you want to do. First you’'ll specify fwshom you want to change permis-
sions. To do this, you can choose between ugeg(oup §), and otherso). Next you use
an operator to add or remove permissions from the otimede or set them in an abso-
lute way. At the end, you usew, andx to specify the permissions you want to set. When
changing permissions in relative mode, you may omit tleewhom” part to add or remove
a permission for all entities. For exampdémod +x somefile would add the execute per-
mission for all users.

When working in relative mode, you may use more complexmamds as well. For
instancechmod g+w,o-r somefile would add the write permission to the group and
remove read for others. In Exercise 7.5 you'll learn hovapply permissions on youtdi
system.

Advanced Permissions

Linux also has a set of advanced permissions. Thesaa@rpermissions you would set by
default, but in some instances they provide a usefuitead In this section, you'll learn
what the advanced permissions are and how to set them.

EXERCISE 7.5

Setting Permissions for Users and Groups

In this exercise, you'll create a directory structure for the groups you created earlier.
You'll also assign the correct permissions to these directories.

1. From aroot shell, type mkdir -p /data/sales /data/account.
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EXERCISE 7.5 (continued)

2. Before setting the permissions, change the owners of these directories using chown
Tinda.sales /data/sales and chown 1inda.account /data/account.

3. Setthe permissionsto enable the user and group owners to write files to these direc-
tories and deny all access for all others.

chmod 770 /data/sales, and next chmod 770 /data/account
4. Usesu - Tisato become user lisa, and change into the directory /data/account.
Use touch emptyfileto create afile in this directory. Does this work?

5. Still asuser lisa, use cd /data/sales and touch emptyfile to create afilein this
directory. Does this work?

Understanding Advanced Permissions

There are three advanced permissions. Tits¢ @if them is theet user ID (SUID) permis-
sion. On some very specifioccasions, you may want to apply this permission exetable
files. By default, a user who runs an executalde€ins this e with their own permis-
sions. For standard users, this normally means the usegfrbgram is restricted. In some
cases, however, the user needs special permissions forgbetiesn of a certain task.

Consider the situation where a user needs to change thewgralssTo do this, the user
needs to write the new password to fleec/shadow file. This fle, however, is not writable
for users who don't have root permissions:

[root@hnl ~]# 1s -1 /etc/shadow
—————————— . 1 root root 1184 Apr 30 16:54 /etc/shadow

The SUID permission offers a solution for this problem.t@@/usr/bin/passwd utility,
this permission is applied by default. This means thatnwthanging a password, the user
temporarily has root permissions, which allow the usewrtibe to the/etc/shadow file.

You can see the SUID permission with -1 as ans at the position where normally you
would expect to see thefor the user permissions.

[root@hnT ~]# 1s -1 /usr/bin/passwd
-rwsr-xr-x. 1 root root 32680 Jan 28 2010 /usr/bin/passwd

The SUID permission may look useful, and it is in rarsesa At the same time, however,
it is potentially dangerous. If applied incorrectlyuyoan give away root permissions by
accident. | therefore recommend using it with the greatase only.

The second special permissiorset group ID (SGID)This permission has two effects.
If applied on an executablddi it gives the user who executes tHe the permissions of the
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group owner of that é. Thus, SGID can accomplish more or less the sanmg tifiiat SUID
does. However, SGID is hardly ever used for this s

When applied to a directory, SGID may be used to s&uwt group ownership onldis
and subdirectories created in that directory. By diéfavhen a user creates defithe
user’s effective primary group is set as the group ownetffat file. That's not always very
useful.

Imagine a situation where users linda and lori work far abcounting department and
are both members of the groapcount. By default, these users are members of the private
group of which they are the only members. Both users,gvew are also members of the
accounting group but as a secondary group setting.

The default situation is that when either of these userdese fie, the primary group
becomes owner. However, if you create a shared gringgtdry, say/groups/account,
and you apply the SGID permission to that directory aeidthe groupccounting as the
group owner for that directory, alldis created in this directory and all of its subdireig®r
would also have groupccounting as the default group owner.

The SGID permission shows in the outputlef-1 as ans at the position where you
would normally fnd the group execute permission.

[root@hn1 datal# 1s -1d account
drwxr-sr-x. 2 root account 4096 Apr 30 21:28 account

The third of the special permissions is caliitkybit. Sticky bit permissiois used to
protect fles against accidental deletion in an environment wharkiple users have write
permissions in the same directory. For that reasans applied as a default permission to
the /tmp directory, and it can be useful on shared groupadames as well.

Without sticky bit, if a user can create files in a diogy, the user can also deletledi
from that directory. In a shared group environmehis may be annoying. Imagine users
linda and lori again, both of whom have write persiaas to the directorydata/account
and who have these permissions because of their membefsthip groupaccounting.

That means that linda is capable of deletimgsfihat lori has created, and vice versa.

When applying sticky bit, a user can deletedfionly if either of the following is true:

= The user is owner of the file
= The user is owner of the directory where the file exists

When usingls -1, you can see sticky bit astaat the position where you would nor-
mally see the execute permission for others.

[root@hn1 data]# 1s -1d account/
drwxr-sr-t. 2 root account 4096 Apr 30 21:28 account/

Applying Advanced Permissions

To apply SUID, SGID, and sticky bit, you can use theod command. SUID has numerical
value of 4, SGID has numerical value of 2, and stickyhkis numerical value of 1. If you
want to apply these permissions, you need to add adagitr argument tachmod, where the
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first digit refers to the special permissions. For exampkcommandhmod 2755 /some-
dir would add the SGID permission to a directory andraetfor user and-x for group
and others.

It is impractical to look up the current permissionatthre set before working with
chmod in absolute mode. However, you would risk overwmtimermissions if you didnt.
Therefore, | recommend working in relative mode if yoeaéo apply any of the special
permissions.

. For SUID, usehmod u+s.

= For SGID, usehmod g+s.

= For sticky bit, usehmod +t, followed by the name of the file or the directory on which
you want to set the permissions.

Table 7.3 summarizes all you need to know about speciailigsions. In Exercise 7.6
you'll learn how to apply advanced permissions to ysystem.

TABLE 7.3 Working with SUID, SGID, and sticky bit

Permission Numerical value Relative value On files On directories

SUID 4 u+s User executes No meaning
file with per-
missions of file
owner

SGID 2 g+s User executes Files created in
file with permis- directory get
sions of group the same group
owner owner

Sticky bit 1 +t No meaning Prevents users
from deleting
files of other
users

EXERCISE 7.6

Working with Special Permissions

In this exercise, you'll use special permissions to make it easier for members of a
group to share files in a shared group directory. You'll assign the set group ID bit
and sticky bit. After setting these, you'll see that features are added that make it
easier for group members to work together.

1. Open aterminal in which you are user linda.
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EXERCISE 7.6 (continued)

2. Use cd /data/sales to go to the sales directory. Use touch Tindal and touch
Tinda2 to create two files of which linda is the owner.

3. Usesu - Tisato switch the current user identity to user lisa, who is also a member
of the sales group.

4. Usecd /data/sales and, from that directory, use Ts -1. You'll see the two files that
were created by user linda, which are group-owned by the group linda. Use rm -f
Tinda*. This will remove both files.

5. Usethecommand touch Tisal and touch Tisa2 to create two files that are owned
by user lisa.

6. Use su -to escalate your current permissions to root level.

7. Use chmod g+s,o0+t /data/sales to set the set group ID bit and sticky bit on the
shared group directory.

8. Usesu - Tinda. First use touch 1inda3 and touch T1inda4. You should now see that
the two files you have created are owned by the group sales, which is group owner of
the directory /data/sales.

9. Userm -rf Tlisa*. Sticky bit will prevent you from removing these files as user
linda, because you are not the owner of the files. Note that if user linda is directory
owner of /data/sales, she can remove the files in question.

Working with Access Control Lists

Even if the advanced permissions that were discussttkeiprevious section add useful
functionality to the way Linux works with permissionsdbesn't allow you to give permis-
sions to more than one user or one group on the sdend fiis feature is offered through
access control lists (ACLs). Aside from that, thepwalladministrators to set default per-
missions in a sophisticated way, where the permissioasdre set can be different on dif-
ferent directories.

Understanding ACLs

Although the ACL subsystem adds great functionalitydar server, there is one draw-
back: not all utilities support it. This means you ni@ge ACL settings when copying or
moving files and also that your backup software may rotdpable of backing up ACL
settings.
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The tar utility hasn’t supported ACLs for along time. To make sure your
P ACL settings aren’t lost when you make a backup, use star instead of tar.

The star utility works with the same options as tar, but it adds support for
ACL settings. Alternatively, you can use the --acls option with tar.

The lack of support for permissions doesn't have to peoblem, however. ACLs are
often applied to directories as a structural measuderent on individual fies. This means
you won't have lots of them but rather just a few liggpto smart places in thddisystem.
Hence, it will be relatively easy to restore the orgiACLs with which you were working,
even if your backup software doesn't support them.

Preparing Your File System for ACLs

Before starting to work with ACLs, you must prepare yéiler system for ACL support.
Because thelg system metadata needs to be extended, ACLs ardwaysasupported by
default in the fie system.

There are two ways to addefisystem support for permissions. First, if youre gdine
Ext4 file system (which is the defaultdisystem on Red Hat Enterprise Linux), ACL sup-
port is added to all e systems that were created while installing the sys¥emu.can verify
this is the case by using the dumpe2fs utility on theodeyou want to check. For example,
usedumpe2fs /dev/sdal to check to see whether ACLs are supported on thsystem on
the device/dev/sdal (see Listing 7.12). Theefault mount options line shows the cur-
rent default mount options for youldisystem. As an alternative, support for ACLs can be
added as a mount option fetc/fstab.

Listing 7.12: If your file system has default support for permissiahspe2fs shows it.

[root@hn1 ~]# dumpe2fs /dev/sdal | Tess

Filesystem volume name: <none>

Last mounted on: /boot

Filesystem UUID: cc890fc9-aba8-4c7c-8ccl-65f3f43037ch

Filesystem magic number: OxEF53

Filesystem revision #: 1 (dynamic)

Filesystem features: has_journal ext_attr resize_inode dir_index
filetype needs_recovery extent flex_bg sparse_super huge_file
uninit_bg dir_nlink extra_isize

Filesystem flags: signed_directory_hash

Default mount options: user_xattr acl

Filesystem state: clean

Errors behavior: Continue

Filesystem OS type: Linux
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Inode count: 128016
Block count: 512000
Reserved block count: 25600
Free blocks: 456166
Free inodes: 127976
First block: 1
Block size: 1024
Fragment size: 1024
Reserved GDT blocks: 256

Blocks per group: 8192

If your file system doesn't offer support for permissions, youusatune2fs to add sup-
port to it, or you can us&1 as a mount option ifistab to activate it on every mount. To
addacl support by usingune2fs, use the commantune2fs -o acl,user_xattr /dev/
yourdevice.

< On file systems that you've added yourself, ACLs are not added as a
ép default mount option. So, for every file system you’'ve added where
you want to be able to use ACLs, you'll have to set them yourself.

Another option is to put the ACL option ifstab so that it is activated every time your
system reboots. Just make sure thatdnc/fstab, the fourth column reads:1,user_
xattr. Once your fie system is remounted with ACL support, you can useéhfacl
command to set ACLs.

)’ In fact, file systems that have been created while installing your server
A@TE have ACL support by default, so you don’t need the defaults option in /
etc/fstab. File systems that have been created later don’t have this option
set. In that case, you do need the ac1 option. Use dumpe2fs to see the prop-
erties of the file system, and look for the Default mount option. If that has
acl set, you don't need to put the ac1 option in fstab.

Changing and Viewing ACL Settings with setfacl and getfacl

To set ACLs, you need to use thetfacl command. To see your current ACL settings,
you need to usgetfacl. Before setting ACLs, it’s always a good idea to shaw ¢urrent

ACL settings usingietfacl. Listing 7.13 shows the current permissions as shown With
-1 and as shown witbetfacl. If you look closely, you'll see that the information shrovg
exactly the same.
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Listing 7.13: Checking permissions withs -1 andgetfac]l

[root@hnl /J# 1s -1 /data

total 4

drwxr-sr-t. 2 root account 4096 Apr 30 21:28 account
[root@hnl /]# getfacl /data

getfacl: Removing leading ‘/’ from absolute path names
# file: data

# owner: root

# group: root

user::rwx

group::r-x

other::r-x

Listing 7.13 shows the result of tlyetfacl command. You can see that the permissions
are shown for three different entities: the user, the grang, others. Now let’s add an ACL
to give read and execute permissions to the group saleslasThe command to use for
this issetfacl -m g:sales:rx /data. In this command;m indicates that the current ACL
settings need to be modified. After thatsales:rx tells the command to set the ACL to
read and executex) for the group d) sales. Listing 7.14 shows what the command looks
like and the output of thgetfacl command after changing the current ACL settings.

Listing 7.14: Changing group ACLs usingetfacl

[root@hn1 /]# setfacl -m g:sales:rx /data
[root@hnl /]# getfacl /data

getfacl: Removing leading ‘/’ from absolute path names
# file: data

# owner: root

# group: root

user::rwx

group::r-x

group:sales:r-x

mask::r-x

other::r-x

Now that you understand how to set a group ACL ,etsy to understand other ACLs
as well. For example, the commaseltfacl -m u:linda:rwx /data gives permissions to
user linda on thé¢data directory without making her the owner and without chagdhe
current owner assignment.

Thesetfacl command has many possibilities and options. Theption is particularly
important. When used, the option makes the ACL settingfidfiles and subdirectories
currently existing in the directory where you set the AG@Ls a good idea always to use
this option when changing ACLs for existing directories.
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Working with Default ACLs

One benefiof using ACLs is that you can give permissions torenthan one user or group
at a directory. Another benefs that you can enable inheritance by working with diefau
ACLs. By setting a default ACL, you'll determine the pessions that will be set for all

new items that are created in the directory. Be awlaoe,ever, that a default ACL does not
change the permissions for existinig$iand subdirectories. To change those as well, you'll
need to add a standard ACL.

To set a default ACL, you have to add the optdoafter the option-m. (The order does
matter.) Usesetfacl -m d:g:sales:rx /data if you want group sales to have read and
execute permissions on everything that will ever be cteatehe/data directory.

When using default ACLs, it can also be useful to seA&L for others. Normally this
doesnt make much sense, because you can change thespiermifor others by using
chmod. What you can't do witlkthmod, however, is to specify the permissions that should be
given to others on every newefithat will ever be created. For example, if you watiters
not to get any permissions on anything that is creategddta, usesetfacl -m d:o::-

/data. In Exercise 7.7 you'll learn how to apply ACLs towrdfile system.

EXERCISE 7.7

Refining Permissions Using ACLs

In this exercise, you’ll continue to work on the /data/account and /data/sales direc-
tories that you created earlier. In previous exercises, you ensured that the group sales
has permissions on /data/sales and that the group account has permissions on /data/
account. Up to now, you haven’t been able to refine the design, which you will do in this
exercise. First you’'ll make sure that the group account gets read permissions on the
/data/sales directory and that group sales gets read permissions on the /data/account
directory. Next you'll set default ACLs to make sure that the permissions are properly set
for all new items on all new files.

1. Openarootterminal.

2. Usesetfacl -m g:account:rx /data/sales and setfacl -m g:sales:rx /data/
account.

3. Use getfacl to verify that the permissions have been set the way you intend.

4. Use setfacl -m d:g:account:rwx,g:sales:rx /data/sales to set the default ACL
for the directory sales.

5. Add the default ACL for the directory /data/account by using setfacl -m
d:g:sales:rwx,g:account:rx /data/account.

6. Verify that the ACL settings are effective by adding a new file in /data/sales; use
touch /data/sales/newfile and use getfacl /data/sales/newfile to checkthe
current permission assignments.




Managing Permissions 225

Setting Default Permissions with umask

In the previous section, you learned how to work wddfault ACLs.umask is a shell setting
that determines the default permissions that you willifggtu don't use ACLSs. In this sec-
tion, you'll learn how to modify default permissions mgumask.

You probably have noticed that when creating a néy some default permissions are
set. These permissions are determined byifaek setting. This is a shell setting that is
applied to all users when logging in to the system. dnlagk setting contains a numeric
value that is subtracted from the maximum permissionsd¢an be set automatically to a
file. The maximum setting forléis is 666 and for directories is 777. There are, however
some exceptions to this rule. You candia complete overview afask settings in
Table 7.4.

Of the digits used in themask, as with the numeric arguments for t¢tenod command,
the first digit refers to end-user permissions, the secogi fers to the group permis-
sions, and the last refers to default permissions set farstii he defaultmask setting
of 022 gives 644 for all newléis and 755 for all new directories that are createdoan y
server. You can ffid a complete overview of almask numeric values and their results after
the table.

TABLE 7.4 umask values and their results

Value Applied to files Applied to directories
0 Read and write Everything

1 Read and write Read and write

2 Read Read and execute

3 Read Read

4 Write Write and execute

5 Write Write

6 Nothing Execute

7 Nothing Nothing

There are two ways to change timeask setting: one for all users and one for individual
users. If you want to seimask for all users, you must make sure thmask setting is entered
in the confguration fle /etc/profile. If theumask is changed in thislg, it applies to all
users after logging in to your server.



226 Chapter 7 = Working with Users, Groups, and Permissions

An alternative to setting themask setting in/etc/profile, where it is applied to all
users logging in to the system, is to changeuiieask settings in a fe with the name
.profile, which is created in the home directory of an indituser. Settings applied in
this file are for the individual user only. Therefore, this is a goxdhod if you need more
granularity.

Working with Attributes

When working with permissions, there is always a refedidp between a user or group
object and the permissions these user or group objectsomaaefle or directory. An alter-
native method of securingdis on a Linux server is by working with attributestriiutes
do their work, regardless of the user who accessesléhe fi

As is the case for ACLs, a mount option must als@h&bled for fe attributes. This is
theuser_xattr option. Some attributes are available but not yetlémgnted. Don't use
them because they bring you nothing. Here is a lishefmost useful attributes that can be
applied:

A This attribute ensures that thiefaccess time of thediis not modifed. Normally,

every time a fe is opened, thelé access time is written to théefs metadata. This affects
performance in a negative way. Therefore, desfthat are accessed on a regular basis, the
A attribute is used to disable this feature.

a This attribute allows alé to be added to but not to be removed.

¢ If you are using a file system where volume-level compoesisi supported, thislé
attribute makes sure that théefis compressed the first time that the compressigme
becomes active.

D This attribute makes sure that changesles fare written to disk immediately and not
to cache first. This is a useful attribute on importdatabase liés to make sure they dont
get lost between I cache and hard disk.

d This attribute makes sure théefis not backed up in backups where the dump utigity
used.

| This attribute enables indexing for the directory where é@riabled. It allows fasteidi
access for primitive ¢ systems like ext3 that don't use a B-tree database $viafaess to
files.

i This attribute makes thddiimmutable. This means that no changes can be made to th
file, which is useful for fes that need a bit of extra protection.

j This attribute ensures that, on an ext8 gystem, the & is first written to the journal
and only after that to the data blocks on the haidedr

s This attribute overwrites the blocks where tHe fas stored with zeros after thiefhas
been deleted. It makes sure that recovery of thagfinot possible after it has been deleted.

u This attribute saves undelete information. Thiswaa utility to salvage deletedds.
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- Although there are quite a few attributes that can be used, be aware that

ITE most attributes are rather experimental and are useful only if an applica-
tion is used that works with the given attribute. For example, it doesn’t
make sense to apply the u attribute if no utility has been developed to use
this attribute to recover deleted files.

If you want to apply attributes, you can use thettr command. For example, use
chattr +s somefile to apply the attribute to somefile. What if you need to remove the
attribute again? Then uséattr -s somefile, and it will be removed. To get an overview
of all attributes that are currently applied, use th&ttr command.

Summary

In this chapter, you learned how to set up your sewign users and groups. You also
learned how to use permissions and attributes to maketlsese users and groups can do
what they need to do. In the next chapter, you'll leaow to use SELinux to add an extra
layer of protection to your server.
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To keep a server really secure, you'll need to make souat
services are monitored and limited in what they canTdmt

is what SELinux is used for. In this chapter youdhd how to
manage SELinux to add more security to your serverlemitlthe chances of security inci-
dents happening.

Understanding SELinux

Permissions are the foundation of all security on youdt Rat Enterprise Linux server. Just
using permissions, however, isn't seféint if you really want to protect your server. lset’
start with a real-life example that happened to meGhl2

@ Real World Scenario

SELinux in Real Life

In 2011, I was running a server that was hosting the Apache web server. The server had
been operational since late 2004, and since it worked well and nothing bad had ever
happened to it, | had basically left it to its own devices, so to speak. Then one morning |
discovered several email messages coming from the hosting provider. The last of them
stated that | was at 250 percent of my monthly bandwidth!

So, what happened? On this server, the Apache web server was running with the per-
missions of a dedicated user account. This user account had some permissions in the
Apache-related directories, but as is the case for all users, read, write, and execute was in
the /tmp directory. So, a hacker had used a flaw in the Apache process to enter my server
and place some Python scripts in the /tmp directory that were sending lots of data to vic-
tims all over the world.

Now, the interesting thing is how to resolve such a problem. My first approach was rather
naive: | created a firewall rule that blocked all traffic on this server that wasn’t an answer
to an incoming connection request. That worked for about a week, until the hacker came
back and applied a much more sophisticated hack where a client and server part of his
script worked together so that my firewall considered it normal and allowed network traf-
fic. After that, | reached 350 percent of my monthly bandwidth.
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The question is how a firewall and permissions can be applied to prevent a hacker from
doing this. The answer is they can’t, unless you are willing to restrict the permissions of
the Apache user severely and thus brutally limit the functionality of your server. SELinux
was implemented this way to prevent situations like this from ever happening.

What Is SELinux?

In SELinux, an additional set of rules is used to mefxactly which process or user can
access which s, directories, or ports.

- SELinux uses rules to define what processes and users can do to objects.

ITE These objects include files, directories, and processes, and also system
objects such as Interprocess Communication channels, sockets, and even
remote hosts. For what you need to understand to achieve an RHCE level,
it’'s good enough to know that SELinux adds a context to files, directories,
and ports.

To do this, SELinux applies@ntextto every fle, directory, process, and port. Thisis a
security label that defies how this fe, directory, process, or port should be treatedesth
context labels are used by the SELinux policy, whichrefiexactly what should be done
with the context labels. By default, the policy blocks ahdefault access, which means
that, as an administrator, you have to enable all feattlhr&t are nondefault on your server.

Understanding the Type Context

As mentioned, fes, folders, and ports can be labeled. Within each Jakiféérent contexts
are used. To be able to perform your daily administratimrk, you will be most interested
in the type context. In this book, I'll ignore the user anté contexts. Many commands
allow you to use thez option to show a list of current context settingsstirig 8.1 shows
the context settings for the directories in the root doect

Listing 8.1: The default context for directories in the root directory

[root@hn1 /]# 1s -Z

dr-xr-xr-x. root root system_u:object_r:bin_t:s0 bin
dr-xr-xr-x. root root system_u:object_r:boot_t:s0O boot
drwxr-xr-x. root root system_u:object_r:cgroup_t:s0 cgroup
drwxr-xr-x+ root root unconfined_u:object_r:default_t:sO data
drwxr-xr-x. root root system_u:object_r:device_t:s0 dev
drwxr-xr-x. root root system_u:object_r:etc_t:s0O etc

drwxr-xr-x. root root system_u:object_r:home_root_t:s0 home
dr-xr-xr-x. root root system_u:object_r:1ib_t:s0 Tib
dr-xr-xr-x. root root system_u:object_r:1ib_t:s0 T1ib64
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drwx------ . root root system_u:object_r:lost_found_t:s0 Tost+found
drwxr-xr-x. root root system_u:object_r:mnt_t:s0O media
drwxr-xr-x. root root system_u:object_r:autofs_t:s0O misc
drwxr-xr-x. root root system_u:object_r:mnt_t:s0O mnt

drwxr-xr-x. root root unconfined_u:object_r:default_t:s0 mnt2
drwxr-xr-x. root root unconfined_u:object_r:default_t:s0 mounts

drwxr-xr-x. root root system_u:object_r:autofs_t:s0O net
drwxr-xr-x. root root system_u:object_r:usr_t:s0 opt
dr-xr-xr-x. root root system_u:object_r:proc_t:s0 proc
drwxr-xr-x. root root unconfined_u:object_r:default_t:s0 repo
dr-xr-x---. root root system_u:object_r:admin_home_t:s0 root
dr-xr-xr-x. root root system_u:object_r:bin_t:s0 sbhin
drwxr-xr-x. root root system_u:object_r:security_t:s0 selinux
drwxr-xr-x. root root system_u:object_r:var_t:s0 srv
-rw-r--r--. root root unconfined_u:object_r:swapfile_t:s0 swapfile
drwxr-xr-x. root root system_u:object_r:sysfs_t:s0 sys
drwxrwxrwt. root root system_u:object_r:tmp_t:s0O tmp
-rw-r--r--. root root unconfined_u:object_r:etc_runtime_t:s0 tmp2.tar
-rw-r--r--. root root unconfined_u:object_r:etc_runtime_t:s0 tmp.tar
drwxr-xr-x. root root system_u:object_r:usr_t:s0 usr
drwxr-xr-x. root root system_u:object_r:var_t:s0 var

You can see the complete context for all directories inirhgs8.1. It consists of a user,
a role, and a type. The context type defi what kind of activity is permitted in the direc-
tory. Compare, for example, thieoot directory, which has thedmin_home_t context type,
and the/home directory, which has thieome_root_t context type. In the SELinux policy,
different kinds of access are d&fid for these context types. In Exercise 8.1 you'ltiea
how to display SELinux Type Context.

EXERCISE 8.1

Displaying SELinux Type Context

In this exercise, you'll learn how to display SELinux contexts. The goal is to get familiar
with how to display contexts. I'll give more information about their specific use later in
this chapter.

1. Open arootshell. Use cd /etc to go to the /etc directory. Type 1s -Z to show the
default context settings for the files in this directory. Notice that many of the files
have a specific context setting according to their function.

2. Activate the home directory of user linda using cd /home/11inda. Use 1s -Zto show
the context settings for files in this directory. Notice that they all have the user_
home_t context type.

3. While still in the directory /home/1inda, use touch newfileto create a new file. You
can see that this file also gets the user_home_t context type.
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EXERCISE 8.1 (continued)

4. Type ps aux. This shows a list of current processes on your server. Type ps Zaux.
This adds the context listing for each of these processes.

5. Type netstat -tulpen. This shows alist of all ports that are available to other com-
puters on your network. Type netstat -tulpenZ. You'll now see that the context is
displayed as well.

Selecting the SELinux Mode

Three different modes can be used in SELinux.

Enforcing This is the default mode. SELinux protects your sea@ording to the rules in
the policy, and SELinux logs all of its activity togludit log.

Permissive This mode is useful for troubleshooting. If set torRissive, SELinux does not
protect your server, but it still logs everything thappens to the loglés. Also, in permis-
sive mode, the Linux kernel still maintains the SELinuxelahn the fie system. This is good,
because this prevents your system from relabeling @very after turning SELinux on again.

Disabled This mode is to be inactivated. In disabled modd,i®kx is switched off com-
pletely, and no logging occurs.

There are different ways of managing the current SELimaoxle. First you can switch
between Enforcing and Permissive using sheenforce command as root. You can-
not switch to Disabled mode usisgtenforce. Switching to Disabled mode completely
requires a reboot. To monitor the current SELinux mogu can use thgetenforce
command.

To set the SELinux mode while booting, you can pun ithe /etc/sysconfig/selinux
file. You can see an example of this in Listing 8.2.

Listing 8.2: Setting SELinux mode ifietc/sysconfig/selinux

[root@hnT ~]# cat /etc/sysconfig/selinux

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is Toaded.

SELINUX=enforcing

# SELINUXTYPE= can take one of these two values:
# targeted - Targeted processes are protected,
# mls - Multi Level Security protection.
SELINUXTYPE=targeted
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You can also set the current SELinux mode on the GRtéBnpt while booting.

See Chapter 19, “Understanding and Troubleshooting tloé¢ Boocedure,” for more
details about the boot procedure.) On the GRUB promggselinux=0 to disable SELinux
while booting, and useelinux=1 if you want it to be enabled.

In general, you want SELinux to be enabled at all tinféesere are some products, how-
ever, that speciéally mention they cannot work with SELinux. If ytxave software that
specifcally mentions an incompatibility with SELinux, yoave to turn off SELinux. If you
suspect that SELinux is preventing your service fromcfioning the way it should, don't
just turn it off. Instead, analyze the lo¢e8 as described in the “Troubleshooting SELinux
section in this chapter. It can be useful, howewettest whether your server works if
SELinux is switched off. To perform this temporarytiassesetenforce Permissive.
Exercise 8.2 provides an example of why this might be useful.

EXERCISE 8.2

Switching between SELinux Modes

In this exercise, you'll install an Apache web server and configure it for nondefault behav-
ior, which will be denied by SELinux. Next you’ll set SELinux to Permissive mode, which
shows that the nondefault behavior is then accepted. Then you’ll change the /etc
/sysconfig/selinux file to set SELinux to disabled. Following that, you’ll create an
empty file, set SELinux to Enforcing again, and reboot your server. You'll notice that, after
the reboot, arelabeling procedure is started, which takes a lot of time to complete.

1. Useyum install httpd to install the Apache web server. If yum says that it’s already
installed, that’s OK; just continue with the exercise.

2. Onceinstalled, use service httpd startto verify that your Apache server does
indeed start. Once verified, use service httpd stop to stop it again.

3.  With your editor, open the /etc/httpd/conf/httpd.conf file and find the line that
reads Listen 80. Change thisto Listen 81. This tries to start the Apache web server
on port 81. Now use service httpd start to start the Apache web server again. You
will get a Permission denied message.

4. Type setenforce Permissive, and try to start the Apache server again. You'll see
that it now works. Open the httpd. conf file, and change the default listen port back
to 80.

5. Openthefile /etc/sysconfig/selinuxin your editor, and change the SELINUX
parameter to disabled. Reboot your server.

6. Afterthereboot,login asroot and use touch disabledfile to create anew filein
your home directory.

7. Usels -Zto checkthe context that was set for this file. You will see that no context
is set for this file.
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EXERCISE 8.2 (continued)

8. Modify the /etc/sysconfig/selinux file again, and set SELINUX back to enabled.
Reboot your server. When the Red Hat logo is displayed, press Esc to display boot
messages. You'll see this message: Warning -- SELinux targeted policy label
is required. It will take at least a few minutes before this message disappears and
the relabeling has been completed. This is exactly why you should normally try to
avoid Disabled SELinux mode completely.

Working with SELinux Context Types

You have already learned how thezoption is used with many commands, includirsg
ps, andnetstat, to display the current context type. In this sectigoy’ll learn how to set
a context type for newlés and directories.

If a file is created within a spedifdirectory, it inherits the context type of the parent
directory by default. You witnessed this in Exercise &,lhowever, a fe is moved from
one location to another, it retains the context type thlaad in the old location. This is
because the SELinux context is stored in the user-erteattributes of thelé system. To
set the context type forldéis, you can use the#manage fcontext command. With this com-
mand, you write the new context type to the policy, bdibesn't change the actual context
type immediately. To apply the context types that aréhepolicy, you need to run the
restorecon command afterward.

)’ The semanage command is not installed by default. To use it, make sure the
Ad’TE policycoreutils and policycoreutils-python packages are installed on your
server. Alternatively, just use yum whatprovides */semanage if you don’t
want to remember the names of these packages.

The big challenge when working witdemanage fcontext is to find out which context
you actually need. You can usemanage fcontext -1to show a list of all contexts in the
policy, but it still might be a bit hard tonfdl out the actual context you need from that list.
In Listing 8.3 you can see what the output of the comdhiwoks like.

Listing 8.3: Displaying default file contexts withemanage fcontext -1

[root@hn1 ~]# semanage fcontext -1 | Tess
SELinux fcontext type Context

/ directory system_u:object_r:root_t:s0
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/.* all files system_u:object_r:default_t:s0
VALYAR: regular file system_u:object_r:etc_runtime_t:s0
/\.autofsck regular file system_u:object_r:etc_runtime_t:s0
/\.autorelabel regular file system_u:object_r:etc_runtime_t:s0
/\.journal all files <<None>>

/\ .suspended regular file system_u:object_r:etc_runtime_t:s0
/a?quota\. (user|group) regular file system_u:object_r:quota_db_t:s0
/afs directory system_u:object_r:mnt_t:s0O

/bin directory system_u:object_r:bin_t:s0

/bin/.* all files system_u:object_r:bin_t:s0

There are two ways torfd out which context settings are available for yourisesv

= Install the service and look at the default context sestihgt are used.

= Consult the man page for the specific service. Many serhiaee a man page that ends
in _selinux, which contains all the information you need to fin@ tlorrect context
settings.

After finding the specifi context setting you need, you just have to applyatdo this,
semanage fcontext takes-t contexttype as its fist argument, followed by the name of
the directory or fe to which you want to apply the context settings. Tplgaphe context
to everything that already exists in the directory whene want to apply the context, you
add the regular expressiay.*)? to the name of the directory. This means, optionally
match a slash followed by any character.

4 If you're having a hard time remembering the syntax of the semanage

P fcontext command, just look at the man page. You’'ll find a list of exam-
ples near the end of the man page showing you exactly how to use the
command.

You will never be able to memorize all of the availalyjpe contexts. More than 3,000
are available by default! You can retrieve an overview béfihese using theeinfo -t
command. In Exercise 8.3 you'll learn how to applg iontexts to your server.

EXERCISE 8.3

Applying File Contexts

In this exercise, you'll apply file contexts using semanage fcontext and restorecon. You
will notice that at first attempt, the web server with a nondefault document root doesn’t
work. After changing the SELinux context, it will work properly.

1. Make sure the packages containing semanage and restorecon are installed by using
yum install policycoreutils policycoreutils-python.
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EXERCISE 8.3 (continued)

Use mkdir /web, and then activate that directory using cd /web.

3. Useyour editor to create the file /web/index.htm1 that contains the text welcome to
my website.

4. Open thefile /fetc/httpd/conf/httpd.conf with an editor, and change the Docu-
mentRoot line to DocumentRoot "/web".

Start the Apache web server using service httpd start.

Use elinks Tocalhost to open a session to your local web server. You will receive a
Connection refused message. Press Enter and then g to quit elinks.

7. Usels -Z /var/www to find the current type context for the default Apache Documen-
tRoot, which is /var/www/html. It should be set to httpd_sys_content_t.

8. Use semanage fcontext -a -f ""-t httpd_sys_content_t '/web(/.*) ?'and
press Enter.

9. Now use restorecon /web to apply the new type context.

10. Use1s -Z /webto show the context of the files in the directory /web. Can you see
what has gone wrong?

11. Use restorecon -R /web to apply the new context recursively to the /web directory.
The type context has now been set correctly.

12. Restart the web server using service httpd restart. You should now be able to
access the content of the /web directory.

13. Open the /etc/httpd/conf/httpd.conf file with an editor, and make sure the Docu-
mentRoot parameter is set to /var/www/html.

Configuring SELinux Policies

Writing a policy is the work of a specialist, and ibwld merit a book in itself. An easy way
to change the behavior of the policy is by working with Bonke®&8ooleansare switches
that you can use to change the settings in the policy.

To find out what Booleans can do for you, here are thre@ogti

= Use the man page for the service you want to configure thdirt about Booleans that
are specific to that service. Many services have a magp tfeat ends inselinux and
contain exactly the information you need.

= Usegetsebool -ato show a list of all Booleans that are currently aafalg. Use grep
to filter the list for Booleans that are specific to thevgesr you want to configure. The
name of the Boolean often provides a good indicatibibtsqpurpose.

= Usesemanage Boolean -1to show a list of all Booleans. The output of this coand
is similar to the output ofetsebool -a, with the difference being that the description
is usually a bit longer.
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Once you have found the Boolean you want to set, youusesetsebool -P. It isimpor-
tant to use theP option at all times when usirggtsebool. This option writes the setting to
the policy fle on disk, and this is the only way to make sure thatBolean is applied auto-
matically after a reboot. In Exercise 8.4, you willrledow to work with SELinux Booleans.

Working with SELinux Booleans

In this exercise, you'll learn how to work with Booleans. You will explore Booleans that
are available for the vsftpd FTP server, and you will enable the FTP server for anonymous
writes.

1. From aroot shell, type getsebool -a | grep ftp. Thisdisplays a list of Booleans
that are related to FTP servers.

2. Usethe command semanage boolean -1 | grep ftp. Compare the result to that of
the getsebool command you used in the first step of this exercise.

3. Useman -k _selinux. This shows ashort list of services that have their own man pages
that relate to SELinux. As you can see, there is aman page for ftpd_selinux as well.

4. Use setsebool allow_ftpd_anon_write onto switch on this Boolean. Notice that it
doesn’t take much time to write the change. Use getsebool -a |grep ftpd_anon to
verify that the Boolean isindeed turned on.

5. Reboot your server.

6. Check again to see whether the allow_ftpd_anon_write Boolean is still turned on.
Because it hasn’t yet been written to the policy, you'll see that it is off right now.

7. Use setsebool -P allow_ftpd_anon_write onto switch the Boolean on and write
the setting to the policy.

Working with SELinux Modules

The current implementation of SELinux on Red Hat Eptise Linux is modular. This
means that the policy that implements SELinux featisz@e®t a single large policy but one
that consists of many smaller modules. Each module cavepcific part of the SELinux
configuration.

The concept of SELinux module was introduced to makeady for third-party vendors
to make their services compatible with SELinux. To gebaerview of SELinux modules,
you can use theemodule -1 command.

It is also possible for an administrator to switch modweler off. This can be useful
if you want to disable a single part of SELinux to rugpacift service without SELinux
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protection. To switch off a SELinux module, usa inux -d modulename. If you want to
switch it on again, usselinux -e modulename.

Setting Up SELinux with system-config-
selinux

You've read about some of the most useful commane fiiols. In case you don't like
working with the command-line interface, there is a ¢nagl tool as well, known as
system-confi-selinux. This tool is in the package policycoreutils;@0 make sure it is
installed before you try to launch it.

The system-congj-selinux tool conveniently offers most of the options jearned
how to use from the command line. There is one impordaatwback to using it, though;
everything you want to write to the policy from systeomfig-selinux is written to the
policy immediately after selecting it. This means you’talick dozens of options one after
another because, after selecting an option, the p@licgmediately updated and you have
to wait a minute for that. So, my advice on thisiiaple: don't use it!

Troubleshooting SELIinux

As you read earlier in this chapter, many administraitarn off SELinux because it pre-
vents them from doing what they want to do. By tughaif SELinux, you take a huge risk,
however. It is much better to keep it on and then talyae what needs to be done if it is
preventing you from performing a specifiask. The setroubleshoot-server package makes
it a lot easier to analyze what has gone wrong by providiset @f tools that spell out what
you need to do to make it work. Ugem install -y setroubleshoot to install the server
and all of the utilities you need.

By default, if SELinux is the reason why something isrdrking, a log message to this effect
is sent to thegvar/log/audit/audit.log file (that isjf the auditd service is running). If you see
an empty/var/log/audit, check that the auditd service is runniggr{ice auditd status)
and enabledcpkconfig --Tist | grep auditd). Also, you need the packagetroubleshoot-
server to be installed before anything appears indinti t. 1og file. The messages in the
audit.log file, unfortunately, are hard to read. Listing 8.4 showsxample of this.

Listing 8.4: Example lines fronyetc/audit/audit.log

type=USER_START msg=audit(1336057801.202:14): user pid=2943 uid=0

auid=500 ses=4 subj=system_u:system_r:crond_t:s0-s0:c0.c1023
msg="op=PAM:session_open acct="1inda" exe="/usr/sbin/crond" hostname=?

addr=? terminal=cron res=success'
type=CRED_DISP msg=audit(1336057801.325:15): user pid=2942 uid=0 auid=0
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ses=3 subj=system_u:system_r:crond_t:s0-s0:c0.c1023 msg='op=PAM:setcred
acct="root" exe="/usr/sbin/crond" hostname=? addr=? terminal=cron

res=success’
type=USER_END msg=audit(1336057801.326:16): user pid=2942 uid=0 auid=0

ses=3 subj=system_u:system_r:crond_t:s0-s0:c0.c1023 msg='op=PAM:session_close
acct="root" exe="/usr/sbin/crond" hostname=?

addr=? terminal=cron res=success'
type=CRED_DISP msg=audit(1336057801.390:17): user pid=2943 uid=500 auid=500
ses=4 subj=system_u:system_r:crond_t:s0-s0:c0.c1023 msg='op=PAM:setcred
acct="1inda" exe="/usr/sbin/crond" hostname=? addr=? terminal=cron
res=success’'
type=USER_END msg=audit(1336057801.390:18): user pid=2943 uid=500 auid=500
ses=4 subj=system_u:system_r:crond_t:s0-s0:c0.c1023
msg="'op=PAM:session_close acct="T1inda" exe="/usr/sbin/crond"
hostname=? addr=? terminal=cron res=success'
type=AVC msg=audit(1336057812.508:19): avc: denied { getattr } for

pid=2823 comm="httpd" path="/webb/index.htm1" dev=dm-0 ino=2228227 scontext=un
confined_u:system_r:httpd_t:s0

tcontext=unconfined_u:object_r:default_t:s0 tclass=file
type=AVC msg=audit(1336057812.508:20): avc: denied { getattr } for
pid=2823 comm="httpd" path="/webb/index.htm1" dev=dm-0 ino=2228227
scontext=unconfined_u:system_r:httpd_t:s0
tcontext=unconfined_u:object_r:default_t:s0 tclass=file

If youre really motivated, you'll get the informatiojou need out of theudit.log file.
Take, for example, the last line that starts wifipe=AVC. It is followed by an ID that is
used by auditd, after which you can see that the httpdgss with PID 2823 is denied
access to thel@ /webb/index.html. There is another way of understanding what’s hap-
pening, though. Look at the last lines/fr/log/messages in Listing 8.5. After installing
setroubleshoot-server, it logs the same event.

Listing 8.5: The same message as seepviair/log/messages

[root@hn1 audit]# tail /var/log/messages

May 3 17:01:59 hnl kernel: hda-intel: Invalid position buffer, using LPIB read
method instead.

May 3 17:02:00 hnl kernel: hda-intel: IRQ timing workaround is activated
for card #0. Suggest a bigger bdl1_pos_adj.
May 3 17:02:07 hnl avahi-daemon[2121]: Invalid query packet.
May 3 17:02:34 hnl avahi-daemon[2121]: Invalid query packet.
May 3 17:04:43 hnl kernel: type=1400 audit(1336057483.276:4): avc: denied
{ getattr } for pid=2822 comm="httpd" path="/webb/index.htm1" dev=dm-0
1n0=2228227 scontext=unconfined_u:system_r:httpd_t:s0
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tcontext=unconfined_u:object_r:default_t:s0 tclass=file

May 3 17:04:43 hnl kernel: type=1400 audit(1336057483.276:5): avc: denied
{ getattr } for pid=2822 comm="httpd" path="/webb/index.htm1" dev=dm-0
1n0=2228227 scontext=unconfined_u:system_r:httpd_t:s0
tcontext=unconfined_u:object_r:default_t:s0 tclass=file

May 3 17:10:00 hnl auditd[2929]: Started dispatcher: /sbin/audispd pid:
2931

May 3 17:10:00 hnl audispd: audispd initialized with g_depth=120 and 1
active plugins

May 3 17:10:00 hnl auditd[2929]: Init complete, auditd 2.1.3 Tistening for
events (startup state enable)

May 3 17:10:15 hnl setroubleshoot: SELinux is preventing httpd from

getattr access on the file /webb/index.html. For complete SELinux messages. run
sealert -1 bedbcf59-9bc0-4425-b4fd-e45b8f4e3369

As you can see fromivar/log/messages, it is loud and clear what is happening. Even
better, you can run thealert command followed by a spedflD to find an even more
detailed explanation of what's going on. You can seeddmplete explanation for this
event in Listing 8.6.

Listing 8.6: Thesealert command tells you what to do

[root@hn1 ~]# sealert -1 bedbcf59-9bc0-4425-b4fd-e45b8f4e3369
SELinux 1is preventing httpd from getattr access on the file /webb/index.html.

Fdddk e

PTugin catchall_labels (83.8 confidence) suggests kit

If you want to allow httpd to have getattr access on the index.html file

Then you need to change the Tlabel on /webb/index.html

Do

# semanage fcontext -a -t FILE_TYPE '/webb/index.html'

where FILE_TYPE is one of the following: net_conf_t, textrel_shlib_t,
public_content_t, cert_type, etc_runtime_t, anon_inodefs_t,
dirsrv_var_run_t, sysctl_kernel_t, httpd_modules_t, fail2ban_var_1lib_t,
puppet_var_Tib_t, httpd_var_lib_t, httpd_var_run_t, rpm_script_tmp_t,
httpd_awstats_htaccess_t, httpd_dirsrvadmin_htaccess_t,

httpd_suexec_exec_t, httpd_user_htaccess_t, application_exec_type,
chroot_exec_t, httpd_nutups_cgi_htaccess_t, mailman_cgi_exec_t,

gitosis_var_lib_t, httpd_sys_content_t, public_content_rw_t,
dirsrvadmin_config_t, user_cron_spool_t, httpd_squid_htaccess_t,
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httpd_bugzilla_htaccess_t, httpd_cobbler_htaccess_t, httpd_munin_htaccess_t,
rpm_tmp_t, mailman_data_t,

dirsrvadmin_unconfined_script_exec_t, httpd_apcupsd_cgi_htaccess_t, mailman_
archive_t, system_dbusd_var_Tib_t, httpd_cvs_htaccess_t,

httpd_git_htaccess_t, httpd_sys_htaccess_t, squirrelmail_spool_t, 1d_so_cache_t,
bin_t, httpd_prewikka_htaccess_t, httpd_t, 1ib_t,

abrt_var_cache_t, passenger_var_lib_t, passenger_var_run_t, cobbler_var_lib_t,
usr_t, httpd_rotatelogs_exec_t,

httpd_smokeping_cgi_htaccess_t, nagios_etc_t, nagios_log_t, sssd_public_t,
httpd_keytab_t, locale_t, httpd_unconfined_script_exec_t, etc_t, fonts_t,
Togfile, cluster_conf_t, proc_t, sysfs_t, krb5_keytab_t, fonts_cache_t, httpd_
exec_t, httpd_Tlock_t, passenger_exec_t, httpd_log_t, dirsrv_config_t,
httpd_config_t, krb5_conf_t, user_tmp_t, abrt_var_run_t, httpd_mediawiki_
htaccess_t, udev_tbl_t, httpd_tmp_t, calamaris_www_t,

smokeping_var_Tlib_t, shell_exec_t, httpd_w3c_validator_htaccess_t, httpd_
cache_t, httpd_tmpfs_t, mysqld_etc_t, sysctl_crypto_t, cvs_data_t,

1509660_t, dirsrvadmin_tmp_t, cobbler_etc_t, puppet_tmp_t, var_lib_t, httpd_
helper_exec_t, dbusd_etc_t, user_home_t, dirsrv_share_t, configfile,

abrt_t, Tib_t, httpd_squirrelmail_t, httpd_php_exec_t, httpd_nagios_htaccess_t,
abrt_helper_exec_t, httpd_mediawiki_tmp_t,

samba_var_t, dirsrv_var_log_t, 1d_so_t, zarafa_var_lib_t, httpd_cvs_ra_
content_t, httpd_cvs_rw_content_t, httpd_git_ra_content_t,
httpd_git_rw_content_t, httpd_nagios_content_t, httpd_sys_ra_content_t, httpd_
sys_rw_content_t, httpd_sys_rw_content_t,

httpd_w3c_validator_content_t, httpd_nagios_ra_content_t, httpd_nagios_rw_
content_t, httpd_nutups_cgi_ra_content_t,

httpd_nutups_cgi_rw_content_t, httpd_cobbler_script_exec_t, httpd_mediawiki_
script_exec_t, httpd_smokeping_cgi_script_exec_t,

httpd_git_content_t, httpd_user_content_t, httpd_apcupsd_cgi_content_t, httpd_
mediawiki_ra_content_t, httpd_mediawiki_rw_content_t,
httpd_apcupsd_cgi_ra_content_t, httpd_apcupsd_cgi_rw_content_t, httpd_squid_ra_
content_t, httpd_squid_rw_content_t,

httpd_prewikka_content_t, httpd_smokeping_cgi_content_t, httpd_smokeping_cgi_ra_
content_t, httpd_smokeping_cgi_rw_content_t,

httpd_cvs_content_t, httpd_sys_content_t, httpd_munin_content_t, httpd_squid_
content_t, httpd_awstats_script_exec_t,

httpd_munin_script_exec_t, httpd_dirsrvadmin_ra_content_t, httpd_dirsrvadmin_rw_
content_t, httpd_w3c_validator_script_exec_t,

httpd_prewikka_ra_content_t, httpd_prewikka_ rw_content_t, httpd_user_script_
exec_t, httpd_bugzilla_content_t,

httpd_mediawiki_con