Chapter 4
The MITRE ATT@CK Framework

Tool Website: https://attack.mitre.org/

"It is said that if you know your enemies and know yourself, you
will not be imperiled in a hundred battles; if you do not know your
enemies but do know yourself, you will win one and lose one; if you do
not know your enemies nor yourself, you will be imperiled in every
single battle." - Sun Tzu, The Art of War

There are several models to track and analyze computer security
intrusions. Over the years, | spent a lot of time covering military news and
military cyber, so Lockheed Martin’s “Cyber Kill Chain”! comes to mind
immediately. The Cyber Kill Chain is an adaptation of the standard military
kill chain concept to the cyber realm. It is a seven-step process defined by
Lockheed that attackers use when attacking systems. It moves in a chain,
or linear path from reconnaissance, to exploitation, to command and
control (C2), and finally “Actions on Objectives” or goal accomplished.

Though the Cyber Kill Chain is still relevant, used and taught, many in
the industry now use the MITRE ATT&CK Matrix for training and securing
networks. The MITRE ATT&CK Matrix is a great resource for learning,
testing and defense planning. The Matrix is basically a knowledge base of
adversary behaviors - specifically attacker Tactics, Techniques and
Procedures (TTPs). In essence, it is the modern “cyber” version of “Know
thyself, know your enemy”.


https://attack.mitre.org/

Resource
Reconnaissance Development Initial Access Execution Persistence
10 techniques 6 techniques 9 techniques 10 techniques 18 techniques
Active Scanning Acquire Drive-by Command and Account
Infrastructure Compromise Scripting Manipulation
Gather Victim Host Interpreter
Information Compromise Exploit Public- BITS Jobs
Accounts Facing Exploitation for
Gather Victim Identity Application Client Execution Boot or Logon
Information Compromise Autostart
Infrastructure External Remote Inter-Process Execution
Gather Victim MNetwork Services Communication
Information Develop Boot or Logon
Capabilities Hardware Mative AP Initialization
Gather Victim Org Additions Scripts
Information Establish Scheduled
Accounts Phishing n Task/Job Browser
Phishing for Extensions
Information Obtain Replication Shared Modules
Capabilities Through Compromise
Search Closed Remaovable Software Client Software
Sources Media Deployment Tools Binary

Screenshot of part of the ATT&CK Enterprise Matrix

The Matrix is a resource that can be used in several theaters of security,
including threat intelligence, detection & analytics, adversary emulation
and red teaming. Senior Executives can use it to see an overview of the
security realm, to see where attacks originate and corporate risks.
Corporate security teams can use it to create defense rules. Red & Blue
teams can use it to both defend and test network security, find security
gaps, even test out attack procedures in real time (with tools we will cover
later). Security researchers use it to analyze attacks and procedures from
well-known hacker groups.

The ATT@CK Matrix basically comes in two versions - the live HTML
version located on the main MITRE website, and a fully customizable
“ATT@CK Navigator” version.

> ATT@CK Matrix - https://attack.mitre.org/matrices/enterprise/
> ATT@CK Navigator - https://mitre-attack.github.io/attack-
navigator/

You can build your own threat library with “ATT&CK Navigator” a
customizable version of the Matrix that allows you to modify the Matrix
map. One popular use of ATT@CK Navigator is to create “heat maps” for
an organization’s security. Basically, you use the ATT&CK matrix to run
security assessments against different security zones in an organization.
Then you can compare how well the corporate security holds up against the
common attacks in the Matrix. This quickly shows areas that may have
security overlap - multiple tools watching the same attack metrics, or more
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importantly, where security needs to be added, changed or improved. Two
ways you can use the Matrix in actual security tests is with Caldera or Red
Canary, which we will discuss in upcoming chapters in this section.

These are just some of the ways that the ATT&CK Matrix is being used,
it is really only limited by the imagination of the security teams using it,
and MITRE is adding to it constantly. Definitely a useful tool in developing
your security strategy. If you haven’t used it, I highly recommend you
spend a lot of time with it, it has a lot to offer.

ATT@CK Basic Usage Overview

MITRE ATT&CK is a collection and categorization of numerous
common attacker Tactics, Techniques and Procedures (TTPs). Simply
browse to the ATT&CK website to view the Matrix. It is laid out using
attacker tactics as column names, and techniques listed in individual boxes
underneath. Clicking on any of the technique links will show the actual
procedures used by attackers.

To start, click on the “Matrices” menu item. Several individual
Matrixes are available under Enterprise including Windows, Mac, Linux
and the Cloud. There are Mobile and ICS Matrixes available, and even a
PRE Matrix. Each Matrix covers TTPs for each topic. PRE Matrix covers
adversary planning and preparation. The tactics and techniques an attacker
will use in preparation of and before attacking. These include recon and
building attack procedures and tools specifically for the target.
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For advanced attackers, the key is in preparation. The PRE Matrix has
TTPs for each of these steps. Attackers will scope out the target in depth,
looking for weaknesses in both infrastructure and people that they can
target. This includes using Open-Source Intelligence Techniques (OSINT),
Social Engineering and scanning techniques. They will analyze the target’s
infrastructure along with any defenses in place. Once they have their
targets defined, they will then begin to build attack capabilities targeted
solely to the organization. They will layout an attack platform that has the
best chance of not only exploiting the target, but also remain undetected.
This usually entails custom exploits, and modified C2 platforms that will
be able to communicate with and exfiltrate information from the target
with little chance of being detected.

Once planning is finished, the attack begins. At this point you transition
from the PRE Matrix to the Enterprise, Mobile or ICS Matrixes. Each one
is laid out the same. Initial attack tactics are on the left of the matrix and
move through progressive tactics as you move to the right. This mimics
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how attackers work in real life, how they move laterally once they have

acCcess.
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MITRE Enterprise Matrix - https://attack.mitre.org/matrices/enterprise/

The Matrix flows from Reconnaissance through Initial Access,
Privilege Escalation, and Discovery to Collection, Command & Control
and Exfiltration. Remember these are a collection of hacker tactics, so no
attack will step through every individual tactic. Nor will any advanced
targeted attack be exactly the same as another, they will differ depending
on the target.

Clicking on any of the technique links will display attack procedures:


https://attack.mitre.org/matrices/enterprise/

Home > Techniques = Enterprise > Brute Force

Brute Force

Sub-techniques (4)

11V Name

T1110.001 Password Guessing
T1110.002 Password Cracking
T1110.003 Password Spraying
11110.004 Credential Stuffing

Adversaries may use brute force techniques to gain access to accounts when passwords are unknown or when password|
obtained. Without knowledge of the password for an account or set of accounts, an adversary may systematically quess {
repetitive or iterative mechanism. Brute forcing passwords can take place via interaction with a service that will check the

credentials or offline against previously acquired credential data, such as password hashes.

Procedure Examples

Name Description

APT39 APT39 has used Nerack to reveal credentials.®!

Chaos Chaos conducts brute force attacks against SSH services to gain initial access.”!

MITRE ATT&CK Brute Force T1110 - https://attack.mitre.org/techniques/T1110/
These include an explanation of the technique, procedure examples, and
Mitigations. It also shows what major hacking groups have used these
specific procedures.

ATT@CK Threat Groups
Topic Website: https://attack.mitre.org/groups/

MITRE ATT&CK also contains a list of threat groups and attack
operations. Several of these listed are ““Advanced Persistent Threat”
or APT groups. APT is a military coined term and usually refers to a
highly organized or Nation State hacker group. These are known for
targeting not only governments of foreign nations, but also large
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corporations. Their goal is usually cyber-espionage, cyber-sabotage
or, in some cases direct attacks meant to cause as much damage as
possible.

MITRE ATT&CK Groups - https://attack.mitre.org/groups/

Clicking on any group provides a short intelligence overview along
with a link to common techniques and software used by the entity. It also
includes helpful reference links to blogs and other external resource
material.

Home = Groups = APT1

APTT

APT1 is a Chinese threat group that has been attributed to the
2nd Bureau of the People’s Liberation Army (PLA) General Staff
Department's (GSD) 3rd Department, commonly known by its
Military Unit Cover Designator (MUCD) as Unit 61398. I

Techniques Used

Domain D Name Use
Enterprise T1087 .001 Account Discovery: APT1 used the commands net
Local Account localgroup, net user, and nec
group 10 find accounts on the
system.!’]

Enterprise T1583 .001 Acquire Infrastructure:  APT1 has registered hundreds of
n ¢ 1 111
Domains domains for use in operations.'"!

Enterprise T1560 .001 Archive Collected APT1 has used RAR to compress
Data: Archive via Utility  files before moving them outside of
the victim network.'"!

Enterprise T1119 Automated Collection APT1 used a batch script to perform
a series of discovery techniques and

saves it to a text file.!"

MITRE ATT&CK APT1 - https://attack.mitre.org/groups/G0006/
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Clicking on the “ATT&CK Navigator Layers” and then, “View”, opens
up a special color-coded version of the ATT&CK Navigator.
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Relevant attacker techniques are highlighted in color. Analyzing the
attack group will help give insight intelligence into how major hacker
groups have attacked networks in the past. This is very important in the Sun
Tzu “Know thy Enemy” philosophy. The more you know about direct
threats to your environment the better you can be at stopping them.
Remember too attackers can change their tactics or other groups could
mimic a well know group, but then take the attack into a whole different
direction.

ATT@CK Matrix Steal or Forge Kerberos Tickets

T1558 Steal or Forge Kerberos Tickets -
https://attack.mitre.org/techniques/T1558/

T1550 Pass the Ticket - https://attack.mitre.org/techniques/T1550/003/

Before we move on to the Navigator let’s walk through one technique
together. From the Credential Access Tactic, let’s look at the “Steal or
Forge Kerberos Tickets” Technique. This is a very common technique used
my hackers to attempt to gain access to credentials that will allow them to
move laterally within an environment, and bypass normal security controls.
This is also called, “Passing the Ticket”.

Once an attacker has gained a foothold in the target network, then begin
to attempt Privilege Escalation Credential Access attacks. If you move
across the top of the tactic chart you come to “Credential Access”. Then,
follow it down to “Steal of Forge Kerberos Tickets”. Click on the double
line next to the box and it will expand out the sub attacks.
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You can now click on the main “Steal or Forge Kerberos Tickets” box
to see a general overview of the technique. Or, you can click on any of the
four sub techniques.

> Golden Ticket
> Silver Ticket
> Kerberoasting
> AS-REP Roasting



Let’s look at the Golden Ticket Technique. Click on Golden Ticket and
you will see the explanation below.

Steal or Forge Kerberos Tickets: Golden Ticket

Other sub-techniques of Steal or Forge Kerberos Tickets (4)

~

Adversaries who have the KRBTGT account password hash may forge Kerberos ticket-granting tickets (TGT), also known as a

osgen ticket Goldden tickets enable adversaries to generate authentication matenal for any account in Active Directory

Using a golden ticket, adversaries are then able to request ticket granting service ( [ GS) tickets, which enable access 10 specific

resources. Golden tickets require adversaries 10 interact with the Key Distribution Center (KDC) in order to obtain TGS

I'he KDC service runs all on domain controllers that are part of an Active Directory domain. KRBIGT Is the Kerberos Key
Destribution Center (KDC) service account and is responsible for encrypting and signing all Kerberos tickets The KRBTGT
password hash may be obtained using ha and privileged access to a domain controller

“Steal or Forge Kerberos Tickets: Golden Ticket” -
https://attack.mitre.org/techniques/T1558/001/

This is followed by the Procedure Examples, Mitigations and Detection
sections. The information above explains that forged “Golden Tickets” can
be used to gain access to Active Directory resources. In the Procedure
examples section, three specific attack tools are named - Empire C2,
Ke3chang, and Mimikatz. If you click on “Empire” you get an overview of
the Empire Command & Control Framework (covered later in the book).
Including a complete list of techniques that can be used in Empire.
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Techniques Used

Domain ID Name
Enterprise T1548 .002 Abuse Elevation Control Mechanism:
Bypass User Account Control
Enterprise T1134 Access Token Manipulation
002 Create Process with Token
005 SID-History Injection

Enterprise T1087 .001 Account Discovery: Local Account

“Empire” - https://attack.mitre.org/software/S0363/

Again, ATT@CK lists all the Technique IDs and names so you can
quickly jump to each one.

If you click on the tool Mimikatz and look up our Technique 1D (1558)
you can see that Mimikatz has a Kerberos module that you can run. This is
all just information; very useful, but how can we turn this into actual tools
and testing? Invoke-Atomic RedTeam! We cover Invoke-Atomic RedTeam
In the next chapter. This tool allows you to run actual security tests using
the Technigue numbers from MITRE.

If we look up our Technique number in Invoke-Atomic RedTeam, we
see several Markup files that we can view for this technique.

A kali atomic-red-team atomics T1033

T1556.002 T1556.003 T1558.001 T1558.003 T1558.004

Open the folder for T1558.001 and you see two text readable files. Open
either one, and read through it. Multiple ways to test the Golden Ticket
attack are listed. Including a whole section on using Mimikatz:
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smimikatz path = cmd /c echo #{mimikatz path}

smimikatz relative uri = Invoke-WebRequest "https://gith
sing | Select-Object -ExpandProperty Links | Where-Objec
bject -ExpandProperty href

Invoke-WebRequest "https://github.com$mimikatz relative
Expand-Archive $env:TEMP\mimikatz.zip $env:TEMP\mimikatz
New-Item -ItemType Directory (Split-Path $mimikatz path)
Move-Item $env:TEMP\mimikatz\x64\mimikatz.exe $mimikatz
Again, we will talk about Invoke-Atomic more in the next chapter. For
now, just know that it contains security tool commands that you can run to
test for many of the MITRE ATT&CK techniques. Using MITRE ATT&CK
and Invoke-Atomic RedTeam together is a powerful testing and learning
platform!

ATT&CK Navigator

Tool GitHub: https://mitre-attack.github.io/attack-
navigator/enterprise/

You can build your own Security Matrix with ATT&CK Navigator!
Navigator is a special version of the ATT&CK Matrix. It is in essence the
same as the Enterprise version, except that you have an extra menu bar with
customization controls.

> Click on “Enterprise” from the MITRE Matrices Main Menu
> Then click, “View on the ATT&CK Navigator”
Or simply surf directly to the webpage using the link above.
>  To start with a fresh Matrix Canvas, just click, “Create New
Layer”.

Create New Layer Create a new empty layer

Open Existing Layer Load a layer from your computer or a URL

Create Layer from other

I Choose layers to inherit properties from
ayers

Create Customized Create a hyperlink to a customized ATT&CK
MNavigator Navigator

> Next, click “Enterprise” - or you could also click “Mobile” or
“ICS”

> Click the “help” button for full customization instructions
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You will then have your very own Matrix that you can modify and
customize using the controls bar at the top.

©)
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Default Navigator Matrix
With this menu bar, you can create custom Matrix layouts that match
your organization’s needs. For example, you could create a custom threat
map, color highlighting attacker techniques that are a higher risk for you.
As a Trainer, you could create a course map for the topics you want to
cover, coded by difficulty. As a security researcher you could create a map
of attacks performed by certain groups. The possibilities are almost

endless.

Just use the icons on the control bar to make the Matrix look exactly
like you want. For example, you can use “shift” or “Ctrl” to select multiple
techniques, then use the background color icon to add different colors to
the matrix.
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Sample threat “heat map”

By using color, you could quickly create a color coded “heat map”. This
could quickly show what techniques your organization has addressed,
which ones it is weak at, and which ones need to be addressed quickly:.
Once your customized matrixes are created, you can export to multiple
formats and share them with others. Red teams or pentesters could use this
in pre-planning with a corporate security team to determine what
techniques will be tested and which ones are “out of bounds” or



unnecessary. Corporate executives, threat analysts and researches can use
the Navigator as well to research threat groups.
For example, this one on Techniques used by Iranian Threat Groups:
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“mitre-attck-tem.[;a'tes“ by KyCarla — h_ttr&://github.com'/K\'/Ce:r'la/'mitre—

attck-templates
Remember, ATT&CK isn’t an all-encompassing solution for every
attack that your company will face in the real world. Advanced attackers
will constantly change and modify their techniques. It is though, a good
framework to begin or advance your company’s security stance. It should
be used almost as a “live” matrix, that evolves and changes to fit your
company’s unigue security situation.

Iran Threat groups,

MITRE Engage

Tool Website: https://engage.mitre.org/

One last topic | want to cover before we leave this chapter - MITRE
Engage. If you are familiar with the MITRE Shield knowledgebase, Engage
Is the replacement. Engage is a framework for planning against attacker
engagement, denial and deception. At this time, it is a work in progress
beta, but still very useful. It is laid out very similar to the MITRE
ATT@CK Matrix.
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Persona Creation

strategic G0a

The Engage Matrix - https://engage.mitre.org/matrix/
Engage is a great teaching and planning tool for both Red and Blue
Teams. Take a couple minutes and check it out!

What’s Next?

A Lengthy intro into the ATT&CK framework, but it is important to
have at least a basic understanding of it before we continue. | highly
recommend that the reader spend time exploring the Matrix. There is a lot
of useful information in it. This is all very interesting, but how can we use
it from an Offensive Security perspective? The next few chapters will be
about using the Matrix in live testing. “Weaponizing” the Matrix, so to say,
using it in actual Red Team operation or security audit type tests. We will
do this by covering Atomic Red Team and Caldera.

These are not the only ways to use the ATT&CK framework, nor the
only tools used for testing. There are many other interesting options and
tools available. | highly suggest the reader check out the Threat Hunter

Playbook?, OSSEMB3, and The Mordor Project?.

Resources & References

1. Lockheed Martin, The Cyber Kill Chain -
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-
Kill-chain.html
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Threat Hunter Playbook -
https://threathunterplaybook.com/introduction.html

Open-Source Security Events Metadata
https://github.com/OTRF/OSSEM

The Mordor Project/ Security Datasets
https://github.com/OTRF/mordor
Mapping ATT&CK Data Sources to Security Events via OSSEM
https://medium.com/threat-hunters-forge/mapping-att-ck-data-
sources-to-security-events-via-ossem-%EF%B8%8F-
b606d99e738c

Threat Hunter Playbook X + Mordor Datasets @€ +
BinderHub €€ = Open Infrastructure €€ for Open Hunts
QO QO - hitps:/medium.com/threat-hunters-forge/threat-
hunter-playbook-mordor-datasets-binderhub-open-infrastructure-
for-open-8cB8aee3d8b4
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