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Preface

This book will teach you how to execute penetration testing from start to finish.
Starting from the pre-engagement phase, you will learn threat modeling for the
architecture phase. After that, you will engage in the source code review
process. Following this, you will also learn how to execute web application
and network infrastructure penetration testing, and finally, you'll discover how
to automate all this using Python.
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Who this book is for

This book is for security professionals and enthusiasts who want to deepen
their knowledge of the web penetration testing world. Many topics will be
covered in this book, but you will need the basics of ethical hacking before you
start reading (many online courses out there will get you up to speed). If you're
a professional, I'm betting that you will appreciate a lot the straight forward
checklists that [ will provide. In fact, I use them myself in my career as a
penetration tester.
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What this book covers

cnapter 1, Building a Vulnerable Web Application Lab, will help us to get and
install the vulnerable application Mutillidae using Windows and Linux. Also,
we will have a quick tour of how to use this vulnerable web application.

chapter 2, Kali Linux Installation, will explain how to download, install, and
configure Kali Linux

cnapter 3, Delving Deep into the Usage of Kali Linux, will teach more about
how to deal with Kali Linux from the Terminal window, and will help you to
become a ninja in bash scripting as well.

cnapter 4, All About Using Burp Suite, covers what you need to know about
Metasploit to fulfil the role of a web application security expert.

cnapter 5, Understanding Web Application Vulnerabilities, explains the attacks
that can happen on a web application, and after finishing the chapter, you will
be able to use these skills to manipulate your findings during pentests.

cnapter 6, Application Security Pre-Engagement, will explain how to sign all
the necessary contracts before starting the tests. Also, you will learn how to
estimate, scope, and schedule your tests before they start.

cnapter 7, Application Threat Modeling, will explains that ATM is a security
architecture document that allows you to identify future threats and to pinpoint
the different pentest activities that need to be executed in the future deployment
of the web application project.

chapter 8, Source Code Review, covers how to deal with the source code
review process. The source code is the heart or engine of a web application,
and 1t must be properly constructed from a security perspective.

cnapter 9, Network Penetration Testing, explains how to use Metasploit, Nmap,
and OpenVAS together to conduct a network infrastructure vulnerability
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assessment.

chapter 10, Web Intrusion Tests, will show how to look for web application
based vulnerabilities (SQLi, XSS, and CSRF) using Burp. Also, the readers
will learn how to take advantage of, get a remote shell, and probably elevate
their privileges on the victim web server.

chapter 11, Pentest Automation Using Python, explains how to automate
everything that we have learned using the Python language for a more
performant result.

appendix &, Nmap Cheat Sheet, a list of the most common Nmap options.

appendix B, Metasploit Cheat Sheet, provides a quick reference to the
Metasploit framework.

appendix c, Netcat Cheat Sheet, provides Netcat commands and a few popular
practical examples.

appendix p, Networking Reference Section, provides important information
about networking, such as network subnets, port number, and its services.

nppendix 5, Python Quick Reference, provides a quick overview of the amazing
programming language—Python.
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To get the most out of this book

To get the most out of this book you need to know the basics of ethical hacking
and you will need to build a lab. You will need a virtual machine software (for
example, VirtualBox or VMware) for the virtualization of the lab environment.
To follow the examples, you will also need to install Kali Linux. Don't worry, I
will discuss how to do 1t in chapter 2, Kali Linux Installation. Kali Linux will
be the attacker machine that we will use to test the security of the victim's
machine. Speaking of the victim host, I encourage you to install a Windows 7
virtual machine where you will install a vulnerable web application called
Mutillidae. Again, I will walk you through all the steps of building the
vulnerable host in chapter 1, Building a Vulnerable Web Application Lab.
Finally, I will be using Burp Suite Professional Edition, but you can follow
along with the free edition of this tool. That being said, all the tools that we are
going to use for the security tests are already installed by default on Kali
Linux.
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Download the example code files

You can download the example code files for this book from your account at
w.packepun. com. 1f you purchased this book elsewhere, you can visit wiw.packepun. co
n/support and register to have the files emailed directly to you.

You can download the code files by following these steps:

Log in or register at www.packtpub. con.

Select the SUPPORT tab.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box and follow the onscreen
Instructions.

=

Once the file 1s downloaded, please make sure that you unzip or extract the
folder using the latest version of:

e WinRAR/7-Zip for Windows
e Zipeg/iZip/UnRarX for Mac
e 7-Zip/PeaZip for Linux

The code bundle for the book 1s also hosted on GitHub at nctps://github. com/packt
Publishing/Practical-Web-Penetration-Testing. IN case there's an update to the code, it
will be updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos
available at https://github.com/PacktPublishing/. Check them out!

Technet24
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Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams
used 1n this book. You can download it here: https://www.packtpub.com/sites/default

/files/downloads/PracticalWebPenetrationTesting ColorImages.pdf.
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Conventions used

There are a number of text conventions used throughout this book.

codetntext: INdicates code words in text, database table names, folder names,
filenames, file extensions, pathnames, dummy URLs, user input, and Twitter
handles. Here is an example: "The -y in the wpgrace command will accept the
prompts automatically."

A block of code is set as follows:

class ServiceDTO:
# Class Constructor
def init (self, port, name, description):
self.description = description
self.port = port
self.name = name

Any command-line input or output is written as follows:

|meterpreter > getsystem

Bold: Indicates a new term, an important word, or words that you see

onscreen. For example, words in menus or dialog boxes appear in the text like

this. Here is an example: "Click on Continue, and your system will reboot."

0 Warnings or important notes appear like this.

8 Tips and tricks appear like this.

Technet24
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Get in touch

Feedback from our readers is always welcome.

General feedback: Email teedpackepacktpun.com and mention the book title in the
subject of your message. If you have questions about any aspect of this book,
please email us at questions@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our
content, mistakes do happen. If you have found a mistake in this book, we
would be grateful if you would report this to us. Please visit wiw.packtpub. com/sub
mit-errata, S€lecting your book, clicking on the Errata Submission Form link,
and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the
Internet, we would be grateful if you would provide us with the location
address or website name. Please contact us at copyrigntepacktpun.comn With a link
to the material.

If you are interested in becoming an author: If there is a topic that you have
expertise in and you are interested in either writing or contributing to a book,
please V1S1t authors .packtpub.com.
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Reviews

Please leave a review. Once you have read and used this book, why not leave
a review on the site that you purchased it from? Potential readers can then see
and use your unbiased opinion to make purchase decisions, we at Packt can
understand what you think about our products, and our authors can see your
feedback on their book. Thank you!

For more information about Packt, please visit packtpus. con.

Technet24
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Disclaimer

The information within this book is intended to be used only in an ethical
manner. Do not use any information from the book if you do not have written
permission from the owner of the equipment. If you perform illegal actions,
you are likely to be arrested and prosecuted to the full extent of the law. Packt
Publishing does not take any responsibility if you misuse any of the information
contained within the book. The information herein must only be used while
testing environments with proper written authorizations from appropriate
persons responsible.
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Building a Vulnerable Web
Application Lab

In learning about how web application vulnerabilities work, the first step is to
have an environment for exploring such vulnerabilities, such as SQL Injection
and Cross-Site Scripting. If this is the first time you are hearing about these

types of vulnerabilities, don't worry; we will dive deeper into them later in
this book.

In this chapter, I will show you how to install a vulnerable web application
called Mutillidae. I know that the name sounds awkward; in fact, a Mutillidae
is a type of ant (just in case you want to know what that word means).

In this chapter, you will learn how to install the application in either Windows
or Ubuntu Linux; I will leave the choice up to you.

In this chapter, we will cover the following;

Downloading Mutillidae

Installing Mutillidae on a Windows machine
Installing Mutillidae on a Linux Ubuntu host
Getting familiar with Mutillidae

Introducing the OWASP community

Technet24
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Downloading Mutillidae

The best way to download Mutillidae 1s through nttps://sourceforge.net/. An
older version of the web application also exists on the Metasploitable 2
virtual machine (VM). If you're wondering what Metasploitable is, it is
another virtual machine, filled with vulnerabilities for security professionals to
test.

It's always better to get the latest version from SourceForge, at nttps://sourceforg

e.net/projects/mutillidae/:

» OWASP Mutillidae Il
OWASP Mutillidae Il Web Pen-Test Practice Application
Brought to you by: jdruin

Tickets +

Discussion

Summary Files Reviews  Support Git

¥ 544 Downloads
@ Last Update: 2017-07-22

Recommended Projects

a4 exploit coil Vulnerable Wab A
Browse All Files 5 e

e D

4 hackoor

g Metasploitable

Metasploitable is an intentionally
wulnerable Linux virtual machine

Top Searches

owasp
metasploitable
metasploitable 2

Description

OWASP Mutillidae Il 1s a free, open source, deliberately vulnerable web-application providing a target for

web-security enthusiast. Mutillidae can be installed on Linux and Windows using LAMP, WAMP, and mutillidae
KAMMP: It is pre-installed on SamuraiVWTF and OVWASP BWA. The existing version can be updated on xampp
these platforms. With dozens of wulnerabilities and hints to help the user; this is an easy-to-use web waaf
hacking environment deswgnec.l fur labs, security emhuslast c\assruums. CTF, and wulnerability vulnerable windows
assessment tool targets. Mutillidae has been used in graduate security courses, corporate web sec i
training courses, and as an "assess the assessor” target for vulnerability assessment software aimap y
: metasploitable2
htdocs

OWASP Mutillidae Il Web Site >

W Follow @webpwnized

Categories
Security, WWW/HTTP, Software Development

License
GMU General Public License version 3.0 (GPLv3)

Features

* Has over 40 vulnerabilities and challenges. Contains at least one vulnerability for each of the
OWASP Top Ten 2007, 2010 and 2013

= Actually Vulnerable (User not asked to enter “magic” statement)

= Mutillidae can be installed on Linux, Windows XP, and Windows 7 using XAMMP making it easy for

users who do not want to install or administrate their own webserver. Mutillidae is confirmed to work on

XAMPP, WAMP, and LAMP.
» Installs easily by dropping project files into the "htdocs” folder of XAMPP.

To download it, all you need to do is click on the Download button, and you'll

Report inappropriate content
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be ready for installation in both Windows and Linux. The latest version (at the
time of writing this book) is 2.6; by the time you're reading, there will
probably be a newer version, with more exciting functionalities. It's good to
know that the owner of this application is always working on enhancing its
features.

Technet24
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Installing Mutillidae on Windows

Mutillidae can easily be installed on Windows operating systems. In this
example, I will install it on Windows 7 (this 1s just a personal choice).

First, we will download and install XAMPP, which stands for Apache,
MySQL, PHP, and Perl (the X at the beginning indicates that this application is
cross-platform—some people call it WAMPP on Windows, replacing the X
with W). So, as you may have guessed, after installing XAMPP, you will have
Apache (web server), MySQL (database), and PHP (programming language).
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Downloading and installing XAMPP

To download XAMPP, browse to nttps://www.apachefriends.org/download.html, then
choose the latest version from the list, which is 7.1.10 in my case (see the
following screenshot). Then, click on the Download button to save it to your
local Windows machine:

Download

XAMPP is an easy to install Apache distribution containing MariaDE, PHP, and Perl. Just E

download and start the installer, It's that easy Documentation/FAQs
There is no real manual or handbook
far XAMPP. ¥We wrote the

documentation in the form of FAQs

== XAMPP for Windows 56.31, 7.024 &

7140 Have a burning question that's not
answered here? Try the Forums or

- B Stack Overflow.
Version Checksum Size

o LinncFAQS
o Windows FAQS
* OS5 X FAQs

5 Yyhat's 5 =
: m wnload (32 /
7024/PHP 7024 d5 shal Dl (32 bit) ERRATAT o 05 X XAMPP-VMFAQS

What's

7110/ PHP 7110 neluded? mds  shal Dovnload (32 bit) 120 Mb Add_ons and Themes

Requirements  Add-ons  More Downloads »

Windaws XP or 2003 are not supparted. You can download a compatible version of XAMPP for these

Vihatts
5.6.31/PHP 5.6.31 fu‘tt_b_., md5  shai Download (32 bit) IEERRRYT

Bithami provides a free all-in-one taol

platforms here
to install Drupal, Joomlal, WordPress
and many other popular open source
apps on top of XAMPP. Visit Bitham

& XAMPP for Linux 5.6.31, 7.0.24 & 7.1.10 YAMPP o dlick to see ull list of acld.

ons and themes for XAMPP.

Before we start installing XAMPP, we will change the Windows User Account
Control settings. To do so, open the Control Panel and click on User Accounts.
When the new dialog box opens, click on Change User Account Control
settings:

Technet24
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Control Panel H
OO Fane Hen e Make changes to your user account

Manage your credentials
Change your password

Create a password reset disk i Gus
Remowve your password d g

Link online IDs : Admunistntor
Change your picture Password protected

Manage your file encryption " Sipeni
cortificates #' Change your account name
Cenfigure advanced user @ Change your account type
profile properties

Change my environment

2 ¥ Manage another account
variables i e

Iﬁ' Change User Account Control settings I

In the UAC window, you will need to drag the slider completely to the bottom
and click on the OK button to save the changes:

%' User Account Control Settings E] =X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify

Never notify me when:

® Prog try to install soff or make changes to
my computer

® Imake changes to Windows settings

@ Not recommended. Choose this only if you need to
use programs that are not certified for Windows 7
- because they do not support User Account Control.

Never notify

LTS

It's time to install XAMPP (or WAMPP). Double-click on the downloaded file
to start the installation process, and in the first dialog window, click on the
Next button. In the next window, accept all of the default components, and click
Next:
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Setup =S EcR/~<=|
Select Components

Sedect the components you want to install; cear the components you do not want to install. Click
Next when you are ready to contirwe.

& [¥] Server Chck on a component to gat a detailed description

[¥] Apache
[v] mysQL
[V] FieZila FTP Server
[V] Mercury Mail Server
[V] Tomcat

&- [V] Program Languages
[@] PHP
[v] Perl

@& [¥] Program Languages
[v] phpiyAdmin
[7] Webalizer
[V] Fake Sendmail

XAMPP Instaler

[ <Back ‘[ Next > ][ Cancel

In the next step, you need to choose a folder to install XAMPP in. Generally, I
leave it as the default path, c:\xanp, and then click on Next.

After this, you will be prompted to choose whether you want to learn about
Bitnami. I would leave the checkbox checked, and click on Next.

At this stage, the setup is ready to begin installing XAMPP. Click on the last
Next button, and finally, you will see the installation dialog,

After the installation has completed, you will be asked whether you want to
start the Control Panel; leave it checked, so that we can start the services
needed to install Mutillidae.

In the beginning, the services in the Control Panel have been stopped. We will
need to start Apache and MySQL by clicking on their Start buttons:
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10:53:01 Akl [main]
105301 AW [main]
10:55.01 AWM [main]
10-52:01 AM [main]
10:55:52 AW [main]
10:53:52 Al [main]
105552 AW [main)
10:58:52 AWM [main]

Control Panel Yersion: 3.2.2 [ Compiled: Mov 12th 2015 |

Bunning with Administrator rights - good|

FAMPP Installation Directory: "c\wamppt”

Checking for prerequisites
All prerequisites found
Initializing Modules
Starting Check-Timer
Control Panel Ready

[ XAMPP Contral Panelv322 [ Compled; Nov L2th 2015 =i |5h
XAMPP Control Panel v3.2.2
Sh;:df: Module  PID(s) Port(s) Actions 9 Netstat

(%] Aesche [ stet | [ nomn | [ confis ][ Loss |
(] mysaL [ Stet || adnin [ config |[ Logs | | [ Explorer
(%]  Fiezin [ adnin | [ config |[ Less |

L [ st ][ i | [ contg ] [ Loss ]
(] Tomeat [ stsrt || sdmin || config |[ Logs |
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Mutillidae installation

I'm assuming that you have already downloaded Mutillidae, as instructed
previously in this chapter. Extract the compressed archive file, copy the
nutillidae folder, and paste it into the c:\xamp\ntaocs folder.

In order to access the Mutillidae site from the intranet, we will need to adjust
the configuration file, .ntaccess. Open the mutii1iqae folder that you just copied,
and the .ntaccess file will be inside (use Notepad to open it):

L~
@le . » Computer » Local Disk (C:) » xampp » htdocs » mutillidae »

Organize v |_] Open New folder
& Favorites Name ’ Date modified Type Size
B Desktop gt File folder
& Downloads . settings File folder
2] RecentPlaces | ajax File folder
. classes 2017 11:21AM  File folder
4 Libraries . data T11:21AM  File folder
7| Documents . documentation 71L:21AM  File folder
& Music . images 2017 11:21AM  File folder
& Pictures . includes :21AM  File folder
H videos . Javascript File folder
. owasp-esapi-php File folder
& Homegroup , passwords File folder
|, phpmyadmin File folder
M Computer L. styles File folder
&, Local Disk (C) L test File folder
|, webservices File folder
€ Network | .buildpath BUILDPATH File 1K8
| L htaccess HTACCESS File 1K8
| .project % PROJECT File 1KB
| add-to-your-blog.php PHP File 14K8

Since my network IP address range is 10.0.0.0/24,  will add the line 2110w rom
10. 1n the a110w section:
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File Edit Format View Help

Errorpocument 403 "By default, Mutillidae only allows access from localhost (127.%.%.%). edit the .htaccess
order Deny,Allow
peny from all

## This allows access from localhost
Allow from 127.

Thost
Allow from 10.

## This is to allow access from other machines on virtual Box host-only networks.
Allow from 192.168.0.0/16|

## The following section disables PHP magic quoting feature.

## Turning these on will cause issues with Mutillidae.

## note: Turning these on should NEVER be relied on as_a method for securing against injection attemps.
## as of PHP 6 These options will be removed for exactley that reason.

## ponated by Kenny Kurtz
php_flag magic_quotes_gpc off

hp_flag magic_quotes_sybase off
Ehg_ﬂag magic_guotes_rmtime of f

Open your browser and g0 t0 nttp://[your machine 1p]1/mutillidae. After the page
loads, click on the setup/reset the DB link, and Mutillidae will install. If
everything is good, you will be told that no errors were detected when
resetting the database.

Finally! The installation of Mutillidae is complete:

Mo PHP or MySQL errors were detected when resetting the database.

Click OK to proceed to http:4/110.0.0.1 P pl 1Code=3UD1 or Cancel to stay on this page

| (o]

Check this out! We have a Mutillidae home page up and running, and it's
screaming, Hack me, please:
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®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.48 Security Level: 0 (Hosed)

Donate
Want to Help?

You
{ Tybe!

Home Login/Register

? What Should | Do?

e Help Me!

? Bug Tracker

ﬁ What's New? Click Here

PHP MyAdmin Console

Hints: Enabled (1 - 5crlpt Klddle) Not Logged In

Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

Video Tutorials

You
Ti

a Listing of vulnerabilities

@ Bug Report Email Address
’ Release Announcements

_ﬁ Feature Requests
=4
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Installing Mutillidae on Linux

You probably hate Windows, so Linux is probably your favorite operating
system, and you would prefer to install Mutillidae on Linux. In this section, I
will use Ubuntu version 17.10 to install Mutillidae. If you have skipped the
Windows installation section, let me tell you that you will need to install
XAMPP on Linux before installing Mutillidae. Now, if you don't know what
XAMPP is, don't worry; it refers to Apache, MySQL, PHP, and Perl. The X at
the beginning indicates that this application 1s cross-platform (it's also called
LAMPP on Linux; the L stands for Linux). So, as you may have guessed,
through installing XAMPP, you will have Apache (web server), MySQL
(database), and PHP (programming language).
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Downloading and installing XAMPP

To download XAMPP, browse to nttps://www.apachefriends.org/download.html, then
choose the latest version from the list, which is 7.1.1, in my case (see the
following screenshot). Then, click on the Download button to save it locally to
your machine:

. = for XAMPP. We wrote the
=. XAMPP fOI' WIndOWS 5682, 7025 8\ 7 1 . 1 1 documentation in the form of FAQs.
Have a burning question that's not

answered here? Try the Forums or

Version Checksum Size
Stack Overflow.
5632/PHP 5632 | nals md5 shal Download (32 bit) [EERTV-RN
s 55 Included? * Linux FAQs
Whal's +« Windows FAQs
7.0.25/PHP 7.0.25 Included? md5 shai 120 Mb * OSXFAQs

* 0S X XAMPP-VM FAQs
What's

7111 /PHP71.11 Included? md5 shai 120 Mb
Add-ons and Themes

Requirements Add-ons More Downloads »
Windows XP or 2003 are not supported. You can download a compatible version of XAMPP for these

platforms here
Bitnami provides a free all-in-one tool

to install Drupal, Joomla!, WordPress
and many other popular open source
A XAMPP for Linux 5.6.32, 7.0.25 & 7.1.11 apps on top of XAMPP. Visit Bitnami
= XAMPP or click to see full list of add-
ons and themes for XAMPP.

Version Checksum Size
Nhat's

5632/PHP5E32  aS md5 shai Download (64 bit) EREYRVY
Included?
What's .

7.0.25/PHP 7.0.25 \raliidaas md5 shail Download (B4 bit) 136 Mb

What's
7.1.11/PHP 7.1.11 Included? md5 shal Download (64 bit) 137 Mb

Reguirements Add-ons More Downloads »

Open the Terminal window and make sure that your current directory is where
the file is located (in my case, it's the pown10aas folder). Next, you need to give
the installer permission to execute, by using the following command:

gus@ubuntu:~/Downloads$ sudo chmod +x xampp-linux-x64-7.1.11-0-installer.run

gus@ubuntu:~/Ddwnloadss$ |

Now that the installer has permission to execute, let's run it:

)ownloads$ sudo ./xampp-linux-x64-7.1.11-0-installer.runf}

gus@ubuntu:~/
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After executing the installer, you will be prompted with a couple of questions;
hit the letter Y to say yes and continue further:

gus@ubuntu:~/Downloads$ sudo ./xampp-linux-x64-7.1.11-0-installer.run
No protocol specified
No protocol specified

protocol specified

protocol specified

Select the components you want to install; clear the components you do not want
to install. Click Next when you are ready to continue.

XAMPP Core Files : Y (Cannot be edited)
XAMPP Developer Files [Y/n] :VY

Is the selection above correct? [Y/n]: Y

Installation Directory

XAMPP will be installed to /opt/lampp
Press [Enter] to continue:

Enter a final Y before starting the installation of XAMPP:

Setup is now ready to begin installing XAMPP on your computer.

Do you want to continue? [Y/n]: Y

Please wait while Setup installs XAMPP on your computer.

Installing

Voila! XAMPP has been successfully installed on the Ubuntu machine:

Congratulations! You just finished installing XAMPP. Take note that LAMPP is
installed on /opt/1ampp, Which is where you're going to manage your web
projects.
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Mutillidae installation

I'm assuming that you have already downloaded Mutillidae, as described
previously. First, you will need to extract the compressed archive file. Right-
click and select Extract Here from the menu.

Next, copy the mutiiiigae folder into the /opt/1ampp/ntaocs folder:

gus@ubuntu:~/Downloads/LATEST-mutillidae-2.6.48S$ 1s
mutillidae

gus@ubuntu:~/Downloads/LATEST-mutillidae-2.6.48$ sudo cp -r mutillidae /opt/lampp/htdocs
gus@ubuntu:~/Downloads/LATEST-nutillidae-2.6.485 [

After copying the muti11i4ae folder, change your directory to /opt/1ampp, and start
the XAMPP servers:

gus@ubuntu: /opt/lampp$ 1s

apache2 icons manager-linux-x64.run RELEASENOTES
bin img manual sbin

build include modules share
cgi-bin info mysql

COPYING.thirdparty lampp pear uninstall

ctlscript.sh 1ib php uninstall.dat
docs libexec phpmyadmin var

error licenses proftpd Xampp

etc logs properties.ini

htdocs man README -wsre

gus@ubuntu: /opt/Llampp$ sudo ./xampp start

Open the browser, type nttp://(ubuntu 1P aAddress]/mutillidae, and replace the IP
address with your own local IP address on the Ubuntu host where you installed
XAMPP. Or, simply use the localhost, if you're using the browser on your
Ubuntu server. To get your local IP address on Linux, type the command : zcontig
in your Terminal window:
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The database server appears to be offline.

The database server at 127.0.0.1 appears to be offline. Try to setup/reset the
DB to see if that helps. Check the error message below for more suggestions.

Note: On some older installations, this message could be a false positive. You
can opt-out of these warnings below.

Error: Failed to connect to MySQL datab Unable to select default
database nowasp. It appears that the database to which Mutillidae is
configured to connect has not been created. Try to setup/reset the DB
to see if that helps. Next, check that the database service is running

and that the database user P d, datal name, and

database location are configured correctly. Note: File /mutillidae

/classes/MySQLHandler.php contains the database configuration.
Connection error:

[ Opt out of database warnings ]

You can opt out of database connection warnings for the remainder of this session

Don't panic! When the page loads for the first time, it will ask you to set up the
server. In order to do so, click on the setup/reset the DB link, and Mutillidae
will be installed on the XAMPP server:

No PHP or MySQL errors were detected when resetting the database.

Click OK to proceed to http://localhost/mutillidae/index.php?page=home.php&
popUpNotificationCode=SUD1 or Cancel to stay on this page.

Cancel

Perfect! Mutillidae is installed, with no errors, according to the pop-up
message. All you need to do at this point 1s click on the OK button, and you
will be redirected to the Mutillidae home page. Amazing, right?
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Using Mutillidae

Congratulations! You now have Mutillidae installed, on either Windows or
Linux. You should be able to access it from any host on the intranet with the
same subnet mask. I invite you to start getting familiar with the site by clicking
around on the top and left menus.
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User registration

Let me give you a quick overview of how to start using Mutillidae.

First, let's register an account to use in our pen test, later in this book. On the
top menu, click on the Login/Register button, and you will be redirected to the

login page:

Login/Register | Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log

Login

[ Please sign-in ]

Username |
Password |

Dont have an account? Please register ipjere

You guessed it! On this page, click on Please register here to go to the
registration page. Let's register a user, gus, and a super secret password,

passwordl23.

[ Please choose your username, password and signhature ]

Username [qus
Password [essesesscas Password Generator
Confirm Password [sesssessces

gus:passwordl23

Signature

Create Account

Finally, click on the Create Account button to create the account:


https://technet24.ir
https://technet24.ir

ﬁbx
A’g Switch to RESTful Web Service Version of this Page

=4

[ Please choose your username, password and signature ]

Username

Password Password Generator
Confirm Password

Signature ‘

Create Account

-CSRF Protection Information

Posted Token:
(Validation not performed)

Expected Token For This Request:
Token Passed By User For This Request:

New Token For Next Request:
Token Stored in Session:
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Showing hints and setting security
levels

This application is meant for web application professionals who want to
practice web application type vulnerabilities. (For example, SQL Injection,
Cross-Site Scripting, and so on. Don't worry; you will learn about them later in
this book.) While practicing, Mutillidae offers you the option to display hints,
in case you are blocked and you can't find the vulnerability that you are trying
to solve.

First, on the top menu, click the Toggle Hints button to enable/disable hints.
Next, click on Show Popup Hints to enable the pop-up hints, and you will
notice that the text changes to Hide Popup Hints, in case you change your mind
and want to disable it again:

®¥% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.48  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) NotLogged In

Home Login/Register Toggle Hints Hide Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

Also, you can change the complexity levels for hacking this application. By
default, the security is set to O (completely vulnerable); click on the Toggle
Security button, and the level will change to 1 (client side active). Click one
more time, and the level 5 will be active (server side). If you want to go back
to level 0, click on Toggle Security while you're in level 5, and it should go
back to 1. I'm going to leave it on level 1 for the rest of this book.
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Application reset

Things can go wrong, and the application can stop working. If this happens to
Mutillidae, it means that your application is sick and needs some medication.
No, I'm kidding! All you need to do is reset it. Resetting Mutillidae 1s simple;
just click on the Reset DB button on the top menu bar, and your application
will become brand new again.
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OWASP Top 10

The Open Web Application Security Project (OWASP) is a community
dedicated to helping people and organizations with application security topics.
If you'll be working as an AppSec expert, then OWASP should be your bible;
they have plenty of help sections that will make your life much easier. Just
follow their guidelines and tutorials at netp: //www.owasp. org.

The OWASP community defined the Top 10 vulnerabilities related to web
applications. As for Mutillidae, 1t dedicated a menu to these vulnerabilities.
On the left menu, you will see the OWASP items organized by year (the latest
is the OWASP Top 10 for 2017; see the following screenshot). OWASP always
keeps this list updated with the latest web vulnerabilities:

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.48  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e)) NotLogged In

Home Login/Register Toggle Hints Hide Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

OWASP 2017 - Injection (SQL)

OWASP 2013 - il (% Video Tutorials

OWASP 2010 a5

OWASP 2007 g g (X5S)
- Con Listing of vulnerabilities
‘Web Services

o -
Others = |t Attack o Bug Report Email Address

te Request Forgery

1g Components with Known * ’ Release Announcements
ilities

A10 - Underprotectad APIs 4

I have dedicated a whole chapter to these vulnerabilities, later in this book.
For the time being, try to get familiar with the menu items.
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Summary

Congratulations, folks! You've just finished the first chapter, and I hope that you
enjoyed it and learned something new. Let's look at what we went over in this
chapter:

What Mutillidae is

How to download Mutillidae (and where to find it)
Installing XAMPP on Windows

Installing Mutillidae on Windows

Installing XAMPP on Ubuntu Linux

Installing Mutillidae on Ubuntu Linux

Registering a new user in Mutillidae

Showing hints in Mutillidae

What OWASP is, and how it is related to Mutillidae

In the next chapter, you will learn how to install your penetration testing
machine, Kali Linux.
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Kali Linux Installation

So, you are new to the Kali Linux world, right? (If you have ever installed Kali
Linux before, you can skip this chapter.) Welcome to the toy of hackers: Kali
Linux. Are you excited? You haven't seen anything yet! This amazing operating
system will take you to a higher level of security achievements.

By the end of this chapter, you will know how to install Kali Linux; in the next
chapter, you will delve deeply into using the operating system.

We have already created the victim machine (Mutillidae host), so now it's time
to create the attacking machine. In this chapter, we will cover:

An introduction to Kali Linux

How to install Kali Linux from scratch
How to install Kali on VMware

How to install Kal1 on Virtual Box
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Introducing Kali Linux

What exactly 1s Kali Linux?

Kali Linux (previously called BackTrack) is a free, open source, Debian-
based Linux distribution. This operating system has hundreds of applications
installed, which can help us to conduct a successful penetration test.

And, guess what? Kali Linux 1s used by bad hackers (also known as black hat
hackers), too. This means that we (security professionals) will have more
accurate results, because we are using the same tools that the bad guys use to
compromise systems.

You can install this beast on any virtualization host (VMware, VirtualBox, or
HyperV). Also, you can install it on an ARM processor-based computer, like
the Raspberry Pi.

Finally, you need to know that Kali Linux is developed, funded, and maintained

by Offensive Security, and you can visit their site at nttps://ww.kali.org.
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Installing Kali Linux from scratch

Let's suppose that you have a laptop or a dedicated host, and you want to
install Kali Linux. Follow the steps in this section, and you can install this
monster on your machine. Also, you can install a fresh copy on a virtual
machine (if you want to learn the details of the installation process yourself),
but Kali Linux offers pre-built VMs, which we will learn about later in this
chapter:

1. First, youneed to download Kali. Simply browse to nttps://www.xa1i.org/dow
nicads, and you will land on the download page for this operating system
(OS).

2. I'will choose the 2018.1 64 bit version, and will click on the HTTP link
to download it directly to my machine. After the download has
completed, you will need to copy the ISO file to a bootable USB drive.
You're probably asking yourself this question: how do I make my USB
bootable? There is a Windows tool that I always use for creating a
bootable USB, called Win32 Disk Imager. You can download a copy of
this tool at nttps://sourceforge.net/projects/win32diskinager, and it's free!

3. I'massuming that you have created your bootable USB copy of Kali, and
that you have just booted your physical machine. On the first screen, you
will need to choose the Graphical install option:

“the quieter you become, the more you are able to hear”

Boot menu

Live (amdB64)

Live (amd64 failsafe)

Live (foremsic mode)

Live USB Persistence (check kali.org/prst)
Live USB Encrypted Persistence (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

4. When you press Enter, you will have to choose the Language; [ will
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choose English, and click on the Continue button. After that, you will need
to choose your Country, so I will pick Canada, since it's my homeland,
and click on the Continue button. Next, you have to choose the keyboard
layout. In my case, it's going to be American English. We can then
proceed to the next step.

5. At this stage, you will be prompted to enter the Hostname of your Kali
machine. It's your choice; name it whatever you'd like.

6. Next, enter your local Domain name. If you don't have one, that's fine; just

Write workgroup, Or anything that is meaningful to you (I have a local
domain called nome.12n):

| KALI I

BY OFFENSIVE SECURITY

Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often
something that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make
something up, but make sure you use the same domain name on all your computers.

Domain name:

home.lan| |

Screenshot Go Back | Continue

7. In the next step, you will enter the Password for your Kali root account;
confirm it twice, and click on Continue. After this, you will be asked to
configure the clock. I'm living in the Eastern time zone; yours might be
different, depending on where your city is located:
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I KALI \

BY OFFENTIVE SECURITY

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language® and select a
country that uses the desired time zone {the country where you live or are located).

Select your time zone:

Newfoundland

Atlantic

Central

East Saskatchewan
Saskatchewan
Mountain

Pacific

Screenshot

Go Back Continue !

8. Now, it's time to set up the partitions for the installation. I always use
either Guided — use entire disk (for a non-encrypted setup) or Guided —
use entire disk and set up encrypted LVM (for an encrypted installation—
this setup will encrypt your disk drive). I will choose the first one, but I

highly encourage you to choose the encrypted setup if you're installing this
on a physical machine, especially if it's a laptop:
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l KALI \

BY OFFENSIVE SECURITY

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Screenshot

. Go Back Enntinl‘e

9. Next, you will need to choose the partition disk where you'll install Kali.
Most of the time, you will see only one big partition; select it to Continue:
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Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.

Select disk to partition:

SCSI1 (0,0,0) (sda) - 21.5 GB VMware, VMware Virtual 5

Screenshot Go Back Cnntinuti

10. On the next screen, select All files in one partition; this is what I always
choose for Kali. If you're a sophisticated geek and would like to separate
the partitions, feel free to do so.

11. After this step, you will be asked to Finish partitioning and write changes
to disk; what else are you going to choose, right?

Select Yes to write the changes to disk.

Finally! The installation will start, and, depending on your machine, it
will take a few minutes to finish.

Don't party yet; there are still a few more steps before you can start to
use Kali. When the installation has finished, you will be asked to
choose a Network Mirror. Select Yes and continue (you will need the
network mirror for updating your Kali Linux).

12. After this step, leave the proxy textbox empty, unless you have a proxy
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inside of your network:

Configure the package manager

Ifyou need to use a HTTP proxy to access the outside world, enter the proxy information here.
Otherwise, leave this blank.

The proxy information should be given in the standard form of “http:/f[luser]l:pass]l@lhost:port]l”.
HTTP proxy information (blank for none)
[

Screenshot Go Back | Continue

We're not too far from the finish line. On the next screen, you will be
asked to choose whether to install the GRUB boot loader. I will say
Yes, since I like this feature. This option will allow GRUB to be

installed on the master boot record (the first screen that you will see
when you boot your machine).

13. Next, you will choose the disk partition for the GRUB boot loader. In this
case, you will see only one option, so select it to Continue:
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Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If
you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy.

Device for boot loader instaliation:

Enter device manually

/devisda

Screenshot | Go Back || Continue |

At this stage, a final installation will be executed (to finish the setup

process), and you will be greeted with a message saying that Kali is
ready. Hooray!

14. Click on Continue, and your system will reboot. When you get to the login

screen, enter root for the username, and then enter the password that you
chose during the installation process.
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Installing Kali on VMware

If you have VMware and you want to install Kali Linux on it, then this section
is for you. In the previous section, you saw how to install Kali from scratch,
but you don't need to do that if you have VMware. All you need to do is
download the image file and import it into VMware, and you're good to go:

1. To download the VMware image file, g0 tO nttps://www.kali.org/downloads
and scroll down a little bit, until you see the following section:

oy
Kali Linux 64 bit VMware VM Available on the Offensive Security Download Page

Kali Linux 32 bit VMware VM
PAE

Available on the Offensive Security Download Page

2. Follow the link to the Offensive Security Download Page. On this
page, you will see a table that contains the virtual image copies of
VMware:

Kali Linux VMware Images Kali Linux VirtualBox Images Kali Linux Hyper-V Images
Image Name Torrent Size @ Version | SHA2565um
Kali Linux Vm 32 Bit [Zip] Torrent 3.06 | 2018.2 73579b8deaba5babc@7 2621528700 104ed46cFce32calBc 402562198 Fd765a7
Kali Linux Vm 32 Bit [OVA]  Torrent  3.5G | 2018.2 247647270625d53cad56de65bbA1a8364aafACBB4T5948dc97a1166551911F24
Kali Linux Vm 64 Bit [Zip] Torrent | 3.0G | 2018.2 4c99418cBelabfe?c924eBa5F5bbo464637 208049 F79a02ef 7 aa7 548302365

Kali Linux Vm 64 Bit [OVA]  Terrent  3.4G | 2018.2 A4168Fd2Fafcldeb51af79e76e4674F chbce356c4605e86daBb18a50dc 97 1b5e6

3. Choose either the 32- or 64-bit version, and download it locally to your
machine. Then, you will need to import it into VMware, so locate the File
menu (click on it) and then click on Open:

Technet24


https://www.kali.org/downloads
https://technet24.ir
https://technet24.ir
https://technet24.ir

WMware Workstation

File Edit View WM Tabs Help | - |

(5l New Virtual Machine... Ctrl+N
Home

BE New Window

Open... E} Ctrl+ 0

Close Tab Ctrl+W
E_ Connect to Server... Ctrl+L
% Connect to YMware vCloud Air...
@ Virtualize a Physical Machine...

Export to OVF...
Map Virtual Disks...

[

Exit
4. A dialog window will show up, and you should select your downloaded
image file. Once Kali is imported into VMware, you will need to alter its

default settings. To accomplish that, click on Edit virtual machine settings:

ﬁ kali-linux-2017.3-vm-amd64

'EIEditvirtuaI machine settings

¢ Upgrade this virtual maching

= Devices
i Memory 2GB
[ Processors 4

[\ Hard Disk (SC5]) 6D GB

=, CD/DVD (IDE) Auto detect
H5 Network Adapter NAT
USBE Controller Present
'0," Sound Card Auto detect
EjDispIay Auto detect

5. First, you need to check the Memory settings. Click on the Memory
device, and make sure that you have at least 2,048 MB (2 GB) of memory.
If you have a good host machine, it will be much better if you increase it
to 4 GB:
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Virtual Machine Settings g

Hardware | Options

: Memory
Device Surmary
e Specify the amount of memory allocated to this virtual
[ lEmAry 2 GB machine. The memory size must be a multiple of 4 MB,
[ Processors 4 g
=iHard Disk {SCSI) 60 GB Memory for this virtual machine: 2048 = MB
*)CD/DVD (IDE) Auto detect
Network Adapter  MAT &4 GE
USE Controller Present ner
'Jel;" Sound Card Auto detect T
B
QDmplay Auto detect BGE 4 E Maximum recommended memary
4GB (Memory swapping may
268 @ occur beyond this size.)
1GE I}, 9832 MB
512 ME
[H Recommended memaory
255 ME <]
256 MB
128 ME
ot ot [ Guest 05 recommended minimum
32 MB =] 12 ME
16 ME
EME
4 ME

-G;ﬂ.dd. B Remave
T

6. Next, click on the Processors device, and make sure that you have enough
processing power for your Kali Linux host. Be generous with your new
baby machine:
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Virtual Machine Settings *
Hardware Options
Device Summary Progessars
08 Memory 2GR Mumber of processors: 4 b
Dm_ Number of cores per processor: |1 v
i 1 ”
i Hard Disk (SCSI e Total processor cores: 4
4 CD/OVD (IDE) Auto detect
T&network Adapter  NAT virtuglization engine
USE Controller Present e o :
'.!:'f' Sound Card Auto detect Preferred mode: | Automatic I
!Display Auto detect [IDisable acceleration for binary translation
GAdd... Remaove
Cancel Help

7. Now, it's time to set the network settings. If you want to separate your
virtual machine from your local area network (LLAN), then you need to
choose the NAT option. If you choose NAT, then your VM will
automatically be assigned a dynamic IP address, using a virtual DHCP
server (check the following section, Bridged versus NAT versus Internal
Network, for more details):
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Virtual Machine Settings *
Hardware QOptions
Device Summary HEvc sl
F Memary 2GB S
[ Processors 4 Connect at power on
(A Hard Disk (SCSI) 60 GB )
) CD/DVD (IDE) it e Network connection

L Metwork Adapter  NAT (O Bridged: Connected directly to the physical network
USB Contraller Fresent k‘ Replicate physical network connection state
@) sound card Auto detect
&l pisplay Auto detect (®) MAT: Used to share the host's IP address

() Host-only: A private network shared with the host

() Custom: Spedific virtual network

VMnet0
O LAN segment:
LAN Segments...
®add... Remove
oK Cancel Help

8. When you use a virtual machine, you need to share files between Kali
Linux and your local machine. To accomplish this, you need a shared
folder. To add one, click on the Options tab and select the Always
enabled radio button. Then, click on the Add... button to point to your
local machine folder. This setup is specific to Windows, but it looks very
similar on macOS:
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Virtual Machine Settings

Hardware Options

Settings Summary

=l General kaliHinux-2017. 3-vm-amde4

P> Power

| fshored Folders _ Disabled |
-] Snapshots

() putoProtect Disabled

B Guest Isolation

ﬂfh.ﬁccess Control Mot encrypted
@W‘Iware Tools Time sync on
WNC Connections Disabled

I Unity

Appliance View

%:—"Autologin Mot supported
|EE| Advanced Default/Default

s

Folder sharing

L. Shared folders expose your files to programs in the
virtual machine. This may put your computer and
your data at risk. Only enable shared folders if you

trust the virtual machine with yvour data.

(®) Dizabled
() always enabled

Enabled until next power off or suspend

Folders

Mame Host Path

Add. .. Remove

e

Properties

Help

9. Now, you can boot your Kali VM, but on the first boot, I recommend that
you install the VMware tools. To do so, open your Terminal window and

execute the following commands:

apt-get update && apt -y full-upgrade

reboot
# After reboot

apt -y install open-vm-tools-desktop fuse

reboot

Sometimes, shared folders do not work out of the box. To enable them,
you need to execute the following script in your Terminal window:

cat <<EOF > /usr/local/sbin/mount-shared-folders

#!/bin/bash

vmware-hgfsclient | while read folder; do
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vmwpath="/mnt/hgfs/\${folder}"
echo "[i] Mounting \${folder} (\${vmwpath})"
mkdir -p "\${vmwpath}"
umount -f "\${vmwpath}" 2>/dev/null
vmhgfs-fuse -o allow_other -o auto_unmount ".host:/\${folder}" "\${vmwpath}"
done
sleep 2s
EOF
chmod +x /usr/local/sbin/mount-shared-folders

If you wish to make it a little easier, you can add a shortcut to the
desktop by executing the following script in your Terminal window:

1n -sf /usr/local/sbin/mount-shared-folders /root/Desktop/mount-shared-
folders.sh
gsettings set org.gnome.nautilus.preferences executable-text-activation 'ask
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Installing Kali on VirtualBox

VirtualBox is a very popular virtualization product, because it's free and it
offers professional features. You will probably use VirtualBox for your
virtualization environment. My base machine is either Windows or macOS,
and I have VirtualBox installed on top of it, so I can use Kali Linux for my
penetration testing tasks.

Kali offers us pre-built images for VirtualBox, so all we need to do is import
them and start using Kali right away. Amazing, right? See the following steps:

1. TO download the VirtualBOX lmage ﬁle, gO to https://www.kali.org/downloads
and scroll down a little bit, until you see the following section:

Kali Linux 64 bit Vbox Available on the Offensive Security Download Page

Kali Linux 32 bit Vbox Available on the Offensive Security Download Page

2. Follow the link to the Offensive Security Download page. On that page,
you will see a table that contains the virtual image copies for VirtualBox:

Kali Linux VMware Images Kali Linux VirtualBox Images Kali Linux Hyper-V Images
Image Name Torrent Size Version SHA2565um
Kali Linux 64 bit VBox Torrent 3.2G 2017.3 04685d50ace T36fa71421c64b344 ThidedfleShSandaad4 70719 14fd 1a25ecet
Kali Linux 32 bit VBox Torrent 3.2G 2017.3 8159470 Tafc0dd6 1d8eb23a88273417 24ecilcBe062ad8496d9b4e4 715229

3. Choose either the 32- or the 64-bit version, and download it locally to
your machine. Then, you will need to import it into VirtualBox, so open it
and locate the File menu (and click on it), and then click on Import
Appliance (I'm using macOS for this demo, and Windows should be very
similar).

4. Once Kali has been imported into VirtualBox, you will need to alter its
default settings. To accomplish this, select the new VM, and click on the
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Settings button.

5. First, we need to check the Memory settings. Click on the System tab, then
click on the Motherboard sub-tab. Make sure that you have at least 2,048
MB (2 GB) of memory. If you have a good host machine, it is preferable
to increase it to 4 GB:

Kali-Linux-2017.3-amd64 - System

" EHE Qe @ £

General  System  Display  Storage  Audio  Network  Ports  Shared Folders  User Interface

the -”‘"f'.'u‘-'i- Processor Acceleration

Base Memory: ; 2048 MB T
4 MB 16384 MB
o
) Optical 5
& Hard Disk
=l Network
Chipset:  PIIX3 <]
Pointing Device: ~ PS/2 Mouse V]

Extended Features: Enable I/O APIC
Enable EFI (special OSes only)
Hardware Clock in UTC Time

cancel | (IS

6. Next, click on the Processor sub-tab, and make sure that the CPU cursor is
between the green area and the orange area, as shown in the following
screenshot:
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Kali-Linux-2017.3-amd64 - System

" EHE Qe E@ £

General System  Display Storage Audio  Metwork Ports  Shared Folders  User Interface

Motherboard [iaela-. Acceleration

Processor(s): : . 4 i
1CPU 8 CPUs
Execution Cap: . ; 100% 2
1% 100%
Extended Features: Enable PAE/NX
cancel  (IHCIH

. Now, it's time to set the Network settings. If you want to separate your
virtual machine from your local area network (LAN), then you need to
choose either NAT or NAT Network. Choosing NAT will always assign
the same IP address, but if you choose NAT Network, your VM will
automatically be assigned a dynamic IP address, using a virtual DHCP
Server:

Kali-Linux-2017.3-amd64 - Network

" EHE Qe WD m H

General System Display Storage Audio MNetwork Ports Shared Folders User Intarface

W Adapter 2 Adapter 3 Adapter 4

Enable Network Ar'——*--
Not attached

Attached to:
NAT Network e
WIS Bridged Adapter -
Internal Network
Host-only Adapter

Generic Driver

» Advanced

cancel (IR

. If you choose the NAT Network option, then you have to exit the settings
window and select the VirtualBox menu, then click on Preferences. Next,
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select the Network tab, and click on the NAT Networks sub-tab. Finally,
click on the Add button on the right-hand side, where the plus sign is (see
the following screenshot), and a new network will automatically be
created for you:

® L VirtualBox - Network
- & G . :
- © @ =B & w W
General  Input  Update Language Display  Network  Extensions  Proxy

Active Name \!(-u
v NatNetwork d

Cancel IS

9. Ifyou're a geek and would like to rename the network or assign a specific
IP address range, you will have to click on the Edit button (below the Add
button; it has a brush icon). You will see a pop-up window where you can
adjust the settings to your preferences:

@ VirtualBox - Network
s @ @O =BH ¥ 9 L
General Input Update Language Display Network Extensions Proxy
Enable Network
Actva | el Network Name: NatMetwork| e
v Nal .
o Nai Network CIDR:  10.0.2.0/24 =
Network Options: Supports DHCP &
Supports IPv6
Advertise Default IPv6 Route
Port Forwarding
cancy  (EIND
OK

10. When you use a virtual machine, you need to share files between Kali
Linux and your local machine. To accomplish this, you need a shared
folder. Let's go back to the VM settings and select the Shared Folders tab.
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Then, click on the Add button on the right-hand side. A pop-up window
will open, in which you can enter the path to the folder locally to your
physical machine (Windows or macOS) and give your shared folder a
name. I personally use the Auto-mount option, as well, to make sure that
this feature always works when I boot up my Kali host:

i Kali-Linux-2017.3-amd64 - Shared Folders

" EHE QP E M

General System  Display Storage Audio  Metwork Ports  Shared Folders  User Interface

Folders List
Folder Path: <not selected>

Name Path Auto-mount  Access ':;
Machine Folders Folder Name: | 1

Read-only

Auto-mount

Cancel OK

Cancel oK

11. Now, you can boot your Kali VM. On the first boot, I recommend that you
install the VirtualBox Guest Additions. To do so, open your Terminal
window and execute the following three commands:

apt-get update
apt-get install -y virtualbox-guest-x11
reboot

After the renoor command, your VM will restart. You will be set to start using
the fantastic OS Kali Linux!
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Bridged versus NAT versus Internal
Network

People are totally confused regarding how the network configurations in
VirtualBox and VMware work. The three most popular configurations are
Bridged, NAT, and Internal Network.

Let's start with the easiest option, which is the Bridged network. This
architecture will let your Kali Linux connect directly to your network (LAN),
and will get an automatic IP address from your home router. So, if your
network is 192.168.0.0, then your Kali IP address will be something like
192.168.0.x (for example, 192.168.0.101). Now, you can interact with the machines
on your network by using Kali Linux:
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Home LAN

4 =1 )

192 168.0.101

Bridged

y i
J\
-]

o

192.188.0.50

]

192.168.0.10

Il

Internet

Some people are afraid of connecting Kali to the network, because it's open to
personal computers. If you're anxious about it, you can choose NAT or NAT
Network (on VirtualBox). If you're using VirtualBox, then use an NAT Network
instead of NAT, because an NAT Network will automatically assign IP
addresses (see the section of Installing Kali on VirtualBox for more details on
the implementation of this architecture). When you choose NAT (or NAT
Network), your Kali host will be assigned a different set of IP addresses. For
example, if your home network IP addresses use the range of 192.165.0.0, then
with NAT, you should use a different virtual LAN (VLAN), such as 10.0.0.0:
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Home LAN

4 =R

10.005

192.148.0.50

Il

192.168.0.10

Il

192.168.0.11

Internet

An Internal Network is for particular people, who want the machine to be
completely isolated from LAN and WAN. You're probably asking yourself the
following question: what is the purpose of all this? You will use this
architecture if you know ahead of time that you're testing a VM with malware
installed on it. Also, this architecture is used by security professionals when
they interact with a Capture the Flag (CTF) machine that they don't trust:
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Home LAN

Kalivm
10.0.0.100
Internal Network
1
N soo X
~ ]
192_188.0.50 s}
192.168.0.10
[z 4 %
L==J
Router/Switch,/Firewall
192.168.0.11
I [
| (F RS [
| I |
| [ R LA |
| I |
i s T
I I
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Updating Kali Linux

Before you start using your Kali Linux machine, you need to make sure that
you're up to date. The command to update Kali Linux is straightforward, and
you will get used to it, since you will have to execute it at least once a week,
or before installing any new application:

apt-get update
apt-get upgrade -y
reboot

The -y in the upgrade command will accept the prompts automatically. You will
not need to press the letter Y every time the upgrade asks you a question.

You are probably curious to know where the configuration file for the update
repositories 1s located in Kali. The path to the configuration file
1S /etc/apt/sources.1ist (the + at the beginning of a line means it's commented):

root@kali: ~ e 0 O
File Edit View Search Terminal Help
GNU nano 2.8.7 File: /etc/apt/sources.list

Snapshot amdé4 LI%

[ Read 8 lines ]
B Write Out Where Is [ Cut Text @8] Justify W Cur Pos
Wi Read File g\ Replace Wl Uncut Texty Go To Line
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Summary

At this stage, you're ready to start using Kali Linux. In the next chapter, you
will take your skills to the next level by starting to master the use of this
operating system.

I like to keep the summary short and not bore you with useless details. I hope
that you enjoyed this chapter, and that you learned how to download and install
Kali Linux from scratch. I'm assuming that you learned how to install Kali on
VMware, or VirtualBox; don't forget to install the additional tools for both.

As a final note, don't forget to update your Kali Linux host before moving onto
the next chapter.
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Delving Deep into the Usage of Kali
Linux

I have been so excited to write this chapter and share all of the information that
you will need to master the usage of Kali Linux. A lot of the content in this
chapter will be common among Debian Linux distributions, and by the end of
the chapter, you will be able to handle Kali Linux with ease, like a real hacker.
Speaking of hackers, it's good to know that Kali Linux is used by both black hat
hackers and professional penetration testers. I've always used it during my
engagements, and I occasionally (but rarely) use Microsoft Windows OS.

Kali Linux contains tons of tools dedicated to penetration testing, and it would
be a big challenge to get used to all of them at once. In this chapter, [ will show
you my most often used commands. I keep them with me when I'm on an
engagement, in order to manipulate the operating system of Kali Linux. You
will see a lot of commands in this chapter; use them as a cheat sheet to help
you achieve your goals. This is just the beginning of how to use Kali Linux as
an operating system, and in upcoming chapters, you will learn about the
penetration testing tools installed on Kali.

Before you start reading this chapter, [ want to emphasize the importance of using the
Terminal window. If you want to be good at using Kali Linux, you should focus all of

8 your efforts on mastering the ins and outs of the Terminal window. In fact, I never use
the GUI, unless the tool is made for something like Burp, for example,; and that is an
exception, my friends.

Are you thrilled? In this chapter, you will learn about the following:

The Kali Linux filesystem structure
Handling applications and packages
Managing the filesystem in Kali

Kali security management

Handling the secure shell

Configuring the network services in Kali
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e Process management commands
e System info commands
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The Kali filesystem structure

The first thing that you need to start to understand is the Kali Linux filesystem
structure, which is based on the Debian distribution filesystem. If you have
used Microsoft Windows OS before, then the Linux structure will be a bit
similar to it. For example, Windows starts with the c:\ directory, while the
Linux OS starts with /, which is called the rcot directory.

The root directory (1) and the root none directory (/root) that you use in Kali are not the
same. The latter is used as a home directory for the root user.

In Kali, we always use the root user to log in to our machine, and that means
that you have no limits to what you can do in the OS. Every single piece in
the Linux system is based on files; it's okay to look around, but be careful if
you decide to change any of the configuration files.

The directory structure in Kali 1s based on the Unix Filesystem Hierarchy
Standard (FHS), which defines the Linux directories, and their contents, as
well:

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

/bin /boot [dev Jetc | .’IT‘ Jlost+found Jmnt
Smedia Sopt fproc JSroot /shin ftmp
Jsrv Jeys /home fusr Jvar

Juserl Juserz
Directory |Contents description
Essential system commands binaries for all users. (For
/bin example, grep, ls, cat. This is like c:\Windows\System32 1n
Windows.)
/oot Contains the boot loader, Kernels, and initra files.
P This directory contains the pointer locations to various
ev .
devices.
y ThlS fOlder Contains all Ofthe administration/configuration ﬁles
etc

and passwords.
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/1lib

The libraries essential for the binaries in /bin/ and /sovin/.

/10st+found | Files that were recovered previously.
/mnt Contains temporarily mounted directories.
/media Mount folder for removable media, such as CD-ROMs.
- Add-on application software packages (pre-compiled,
op . . . .
non-.qe» binary distribution (tar'ed..) goes here).
) Contains Kernel and processes status (as usual, in text files,
proc .
for example, uptime and network).
/root The root user home directory.
| Contains system binaries that are dedicated to administrative
fopin commands (for example, daemons, init, route, and many more).
L A temporary folder that contains files that are used for a short
: period of time.
/srv Some specific data that is served by the system.
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/sys

Very similar to /proc.

/home

Contains the users' home directories.

/usr

Contains read-only data (formerly from the UNIX source
repository; now from UNIX system resources):

/usr/oin/: Same as for the top-level hierarchy
/usr/inciude/: Standard include files

/usr/1ip/: Same as for the top-level hierarchy
/usr/sbin/: Same as for the top-level hierarchy
/usr/snare/: Architecture-independent (shared) data
/usr/sre/: Source code (to build Debian packages -
S€€ /usr/local/src/)

/usr/x11re/: X Window System, Version 11, Release 6
/usr/10ca1/: Tertiary hierarchy for local data installed by
the system administrator

/usr/10ca1/bin: Locally compiled binaries, local shell
script, and so on

/usr/local/sre: Source code (place to extract and build
non-Debianized stuff)

/var

Contains variable data (for example, websites, logs,
databases, and much more).
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Handling applications and packages

Kali Linux packages are stored in repositories and downloaded to the system
to ensure the integrity of the package. Make sure to always update the system,
as mentioned in the previous chapter. The repository configuration file is
located at /etc/apt/sources.1ist. Make sure that this file is not empty (it will be if
you didn't choose the network mirror option during the installation process); if
it 1s, your Kali will not update.
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The Advanced Packaging Tool

The Advanced Packaging Tool (APT) is used for installing or upgrading
packages, along with all of the required dependencies. The APT can also be
used to upgrade a complete distribution of Kali:

® apt-get update OT apt update: This command is used to synchronize the local
package index files with their sources, as defined in /etc/apt/sources. 1ist.
The wpaate command should always be used first, before performing an
upgrade OI dist-upgrade.

® apt-get upgrade OF apt upgrade: This command is used to install the newest
versions of all packages installed on the system using /etc/apt/sources.1ist.
The upgrace command will not change or delete packages that are not being
upgraded, and it will not install packages that are not already installed.
The -y switch is used, with this command, to automatically accept the
prompt messages.

® apt-get dist-upgrade O apt dist-upgrade: 1his command upgrades all packages
currently installed on the system, and their dependencies. It also removes
obsolete packages from the system. The -y switch is used, along with this
command, to automatically accept the prompt messages.

To fully upgrade your Kali Linux OS, use the following commands:

apt update
apt dist-upgrade -y
reboot
0 You can combine the three preceding commands into one command by using sc apt

update && apt dist-upgrade -y && reboot.

e To show the full description of a package and identify its dependencies,
use the following:

| apt-cache show [package name]

e To remove a package from Kali, use the following:

| apt-get remove [package name]
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e To install an application from the repository, use the following:

| apt-get install [application name]
Sometimes, you will download applications from the web, and you will need to install
them using the following command.:

./configure && make && make install

If you want to download a tool package from the GitHub repository, use the
following command (to get the URL, on the repo homepage, click the Clone or
download button, and the URL will be revealed):

|git clone [Github repo URL]
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Debian's package management
system

This packaging system uses the spxg command to install, remove, and query
packages.
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Using dpkg commands

The upcoming commands are the most frequent ones that I use, but if you are
curious and want to know more about all of the commands, then execute the
following commands in your Terminal:

e To get the ne1p instructions for the apxg command, use the following:
| dpkg --help

You can use —-neip to see the instructions of any command you like. Also, you have the
option to use the manual command.:

man [application name]

e To list all of the packages installed on Kali, use the following:
| dpkg -1

You can use the axg -1 command in your post-exploitation phase to list all of the
applications installed on the compromised Linux box.

e To find a specific application already installed on the system, use the
following;

| dpkg -1 | grep [application name]

e To install a newly downloaded .qe» application, use the following:
| dpkg -i [path\filename.deb]

e To remove an installed application, use the following:

| dpkg -r [application name]
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Handling the filesystem in Kali

I could write a whole book for this section, but I will do my best to show you
the commands that you're going to need in your arsenal as a penetration tester.

Before I start listing all of the commands, I would like to share a unique
command-line utility that you'll need to master before starting with any of the
utilities in this chapter. You can probably guess it; it's called the Help switch!
This option will give you a handful of information regarding the command that
you are going to execute.

For example, if you want to list the contents of a directory and you're not sure
of the options for the command, all you need to do 1s append the --ne1p switch,
and you can visualize all of the possible functionalities of the command:



https://technet24.ir
https://technet24.ir

Are you ready? This is going to be a long list (a sort of cheat sheet). Let's start:

e To list the directory and files, use the following;
| 1s
e To list hidden items (-2) in a formatted way (-1), use the following:
| 1s -la
e To list files and directories in a human-readable form, use the following;
| 1s -1h
e To change the current directory to a new one, use the following:
| cd [directory path]
e To print the working directory, use the following:
| pwd
¢ To make a new directory, use the following:
| mkdir [path/directory name]
e To remove (delete) a file, use the following:
| rm [path/file name]
e To delete a directory, use the following:
| m -r [path/directory name]
e To copy a file to a new location, use the following:
| cp [pathl/file name] [path2/filename]
e To copy a directory to a new location, use the following;
| cp -r [path/directory name]

e To move/rename a file or a directory, use the following:
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mv [pathl/file name] [path2/file name]
mv [pathl/directory name] [path2/directory name]

To create an empty file, use the following;

touch [path/new file name]

To display the contents of a file, use the following:

cat [path/file name]
more [path/file name]
#list the first 10 lines
head [path/file name]
#list the last 10 lines
tail [path/file name]

To open a text file for editing, use the following;

gedit [path/file name]

#Terminal window text editor (Some people use the Vim editor but that's not my
choice)

nano [path/file name]

To find files on your Kali box, use the following:

locate [file name]
find [Path where to start the search] -name [file name patterns]

The command that will list the drives (partitions) on the system (for
example, /dev/sdal or /dev/sda2) 1s as follows:

fdisk -1
To mount an unmounted partition, use the following:

mount [path source] [path destination]

#Example mounting a hidden windows drive that is already installed on the same
machine

#Already executed $fdisk -1 and saw a drive /dev/sda2

mount /dev/sda2 /mnt/windowsmount

To check the type of a file, use the following;

file [path/file name]

To add the execute permission to a file (sometimes you will need it


https://technet24.ir
https://technet24.ir

because by default you cannot execute it), use the following;
chmod +x [path/file name]

e To redirect the output of the Terminal window to a file, use the following;

[command] > [path/filename]
#Example to save the ls command output to a file called output.txt
1s -1h > /root/temp/output.txt

e To filter text in a text file or in a command Terminal output, use the
following;

grep [text to filter]
The grep command is most frequently used with the ripe symbol, |, to filter text coming

out from the Terminal window. For example, to filter the word passwora in a text file
0 called conrig.txt, you would use the following command.:

cat config.txt | grep password
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File compression commands

You can use the following commands to manage your compressed files on any
Linux Debian distribution:

e The following creates riie.tar, containing files:
| tar cf [file.tar] [files]

e The following extracts files from a tar, fite.tar:

| tar xf [file.tar]

e The following creates a tar with Gzip compression:

| tar czf [file.tar.gz] [files]

e The following extracts a tar using Gzip:

| tar xzf [file.tar.gz]

e The following creates a tar with bzip2 compression:

| tar cjf [file.tar.bz2]

e The following extracts a bzip2 compressed file:

| tar xjf [file.tar.bz2]

e The following compresses a file (or files) using gzip compression:
| gzip [files]

e The following decompresses a compressed o file:

| gzip -d [file.gz]

e The following unzips a ZIP file:

| unzip [file.zip]
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Security management

Managing users in Kali is not an everyday task, but you will probably use it
occasionally. Personally, I rarely use the following commands, but sometimes,
you might need to handle user management:

e To aaa a user with suso capabilities in Kali, use the following command:

| useradd -m [username] -G sudo -s /bin/bash

e Ifyou're logged in and you want to elevate your privilege to a root user,
try this command:

| su - [desired root user name]

e If you're logged in and you want to execute @ root command, 