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Preface

Technology often changes warfare. Cyberwarfare is no exception. Similar
to the seismic shift with nuclear warfare, cyberwarfare is modifying warfare
into shadow warfare. A few distinctive characteristics of cyberwar emerge as
shadow warfare: first, cyberwarfare is continuous and strives to be unseen,
making a state of war permanent. This new concept of continuous warfare is
addressed by René Girard, who states, “We are thus more at war than ever,
at a time when war itself no longer exists.” Continuous cyberwarfare also
revived the shadow war practices of privateering, nautically used extensively
in the fifteenth and sixteenth centuries, a privately owned armed entity per-
mitted by its government to make war on an adversary. Modern privateers
interact with entities like principal online firms such as Facebook, Google,
Yahoo, and Uber—even the US military—that run continuous security
bounty programs, not dissimilar to the Russian and Chinese use of private
citizens to cyberattack overseas targets. Privateering allows governments
to contract out cyberwar activities, allowing governments to distance them-
selves even further from the constant conduct of war.

Second, but equally important, cyberwarfare has morphed warfare into
shadow warfare by blurring the distinction between adversary and ally.
Cyber probes continuously occur between allies and enemies alike, causing
cyberespionage to merge with warfare. Espionage, as old as war itself, has
technologically merged with acts of cyberwar as states threaten each other
with prepositioned malware in each other’s cyberespionage-probed infra-
structure. These two cyber shifts to warfare are agreed upon and followed by
the United States, Russia, and China. What is not agreed upon in this shifting
era of warfare are the theories upon which cyberwarfare is based.

This third characteristic of shadow warfare, clashing theories of cyberwar-
fare, is at least as momentous as the first two. The shift to shadow warfare

xi
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is tearing at the fabric of war theory, once fairly consistent with conven-
tional armies and mutually assured destruction. Cultures and circumstances
develop theories of war. Western militaries, like the United States, follow the
legal principles of just war theory and the military philosophy of Carl von
Clausewitz. Russian standards of warfare converge at the crossroads of the
Russian state under Putin and of the Russian Orthodox Church under a theory
of necessity. Chinese politicians and war theorists have brought back a reli-
ance on the traditional theory of Sunzi’s Art of War, with its basis in Daoism
and Confucianism, and a modern Chinese focus on technology. This third
characteristic of wide-ranging cyberwarfare theories threatens a rise in vio-
lence as the different theories of war make a meeting of the minds difficult.

The United States, the dominant status quo power, reveres the work of
Carl von Clausewitz’s On War. This is especially relevant as the world faces
continuous shadow warfare with blurred allies and adversaries. Clausewitz
wrote in his first chapter: “War is an act of violence, which in its application
knows no bounds.” According to René Girard, in On War and Apocalypse,
Clausewitz identified the unhappy truth that the world tends toward extremes
in war. These extremes in war, once thought to have reached the limit first in
the total war of the Second World War and then in the threat of nuclear war in
the Cold War conflicts of the twentieth century, now ushers in the continuous
shadow of cyberwarfare in the twenty-first century. Clausewitz himself took
the principles of just war for granted and as not hampering the expanse of
war with each new century and each new technological development of war.

Just war theory is now reinterpreted to support cyberwarfare policy. The
jus as bellum criteria, to consider just a few, include defense to aggres-
sion. Cyberattacks are aggressive in preventing a state from meeting basic
human needs like access to drinking water or electricity as in currently preset
malware. Another principle of just war is the protection of noncombatants.
Effective cyberattacks, as with biological warfare, increase the probability
of spreading to noncombatants as occurred with Stuxnet. A third principle
of just war is proportionality, the idea that it is wrong to cause more harm
in defending against an attack than the harm of the attack itself, which was
reflected in the US response to Russian meddling in the US election. US
cyberwar theory is a progression from the early Western evolution of just war
theory and new interpretations of Clausewitz for a new cyber age.

Russian cyberwar theory deviates from the United States, and ultimately
from China’s, theory first with the Putin government’s war theory and second
with the “necessary” war doctrine from the Russian Orthodox Church. The
Putin government approach to cyberattack relies on earlier Soviet Union the-
ory and practice. This is most evident in Russia’s heavy reliance on weaponiz-
ing information in disinformation campaigns and using kompromat (meaning
compromising material used as black PR) gleaned from cyberespionage and
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other sources. The long-term president of Russia, Vladimir Putin, starting in
his career with the Soviet KGB and then Russian FSB, used kompromat for
decades. One purpose of the cyber-released and cyber-obtained kompromat
is to undermine governments and officials through powerful and effective
disinformation campaigns and recreate Soviet-level status for Russia on the
world stage.

The Russian Orthodox Church, often in direct cooperation with the Putin
government, also frames Russian cyberwar theory. This reliance on Russian
Orthodoxy to create war theory is supported by popular Russian theorist,
Aleksander Dugin, who purports to be an Orthodox Christian. Dugin’s
Yemesepmas noaumuyveckas meopusi (Fourth Political Theory), has implica-
tions for cyberwar theory with his assertion that Russia stands on the side of
tradition. Russia and the Russian Orthodox Church, according to Dugin, must
reject universalism and insist that the different peoples of the world have
to rediscover their own diverse traditions to create a multipolar world. The
Russian Orthodox Church, insisting that it is not bound by Western notions
of separation of church and state, does not prohibit hostilities if the security
of their neighbors and the restoration of trampled justice is at stake. Then war
is considered to be necessary, according to the Russian Orthodox Church’s
Department for External Church Relation’s document of the Basis of the
Social Contract, VIII. War and Peace. Cyberwarfare theory in Russia is both a
reaction against others’ cyberwarfare and an active theory to undermine other
governments in order to create a multipolar world.

Cyberwar theory in China, like modern China itself, reflects both the new
and the old. The new theory is, more of an approach than a philosophy,
reflected in China’s focus on leapfrogging technologies and its attraction to all
things cyber. The old theory is the reliance on Sunzi’s Art of War (FhF+£i2%)
with some parallels with Russia’s refocus on the traditional. China is tech-
nologically leapfrogging in an attempt to reemerge as the world player that
invented gunpowder and paper. China’s big three tech companies—known
collectively as BAT (Baidu, Alibaba, Tencent)—and specialized units of
the Chinese military are reaching new technological heights as an innova-
tion cyberpower across multiple industries. For instance, China successfully
tested the world’s first quantum satellite communication, which relies on
quantum entanglement physics to exchange provably secure messages.

China’s technological leapfrogging is paired with reliance on Sunzi’s Art
of War. Sunzi’s classic is especially useful in cyberwarfare, given the book’s
emphasis on how to fight wars without actually having to do battle. “The art
of war is of vital importance to the state.” So, begins Sunzi’s Art of War.
Deception is critical in cyber-defense and offense. Sunzi has a lot to say about
deception in warfare: “All warfare is based on deception.” A central element
in Chinese cyberwar theory is to appear to have more when they have less and
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to appear to have less when they have more. Cyberwarfare theory in China
combines the new with the old to reassert China onto the world stage.

With the United States relying on the ever-expanding war conclusions of
Clausewitz within just war theory, with Russia combining the Putin govern-
ment’s use of disinformation and the Russian Orthodox Church’s injunction
that war may be necessary in a quest for a multipolar world, and with China’s
success in leapfrogging technology and the theoretical assertions in Sunzi’s
Art of War, it is not surprising that there has been an inability to determine
a universal set of norms for the policy of cyberwarfare. The clashing theo-
ries set the world for an escalation of the twenty-first century’s continuous
shadow warfare. Once again, the great powers have escalated the terrors of
total war and nuclear war with never-ending warfare between each other and
the rest of the world.
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Chapter 1

Shadow Warfare

In 2013, a small dam in the state of New York found itself under cyberattack.
Iranian cyberattackers infiltrated the offices of the site’s personnel on Blind
Brook in Rye Brook, New York, but did not get as far as the dam’s controls.
However, the realization that a facility 30 miles away from New York City
could flood its infrastructure, causing untold havoc in one of the world’s big-
gest hubs, shocked the American public and drew officials’ attention.

Cyberwarfare is a major weapon, joining drones, satellites, and robots in
the high-tech revolution that has made shadow warfare so prevalent in the
twenty-first century.! Shadow warfare is intentionally difficult to see because
it hides in modern everyday technology like the internet and computers,
creating a permanent low-intensity state of war. Within the era of shadow
warfare, the threat landscape has altered seismically in the past three decades,
and the cyberattacks reported in the media are just the tip of the iceberg.
Cyberwar, nonetheless, is king.

This new era of warfare, like the other eras of warfare before it, is shaped
by the weapons that drive it. A few distinctive characteristics of cyberwar
emerge as shaping shadow warfare. First, cyberwarfare is continuous and
strives to be unseen or untraceable, making a state of war permanent. So,
while the footprint> of any one attack may be smaller, warfare is now an
ongoing phenomenon. This new concept of continuous shadow warfare is
addressed by René Girard, who states that “we are thus more at war than ever,
at a time when war itself no longer exists.””

Continuous shadow warfare also revived the practices of privateering,
used extensively in the fifteenth and sixteenth centuries on the high seas, now
meaning unacknowledged private cyberattackers. Principal online giants like
Facebook, Google, Yahoo, and Uber—and even the US military—run con-
tinuous security bounty programs not dissimilar to the Russian and Chinese
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2 Chapter 1

use of private citizens to launch cyberattacks on overseas targets in an attempt
to create plausible deniability. It is permanent low-intensity warfare that the
principal actors often deny entirely.

Second, but of great importance, is the fact that cyberwarfare has morphed
warfare into shadow warfare by blurring the distinction between adversary
and ally. A chief method by which allies and adversaries merge is through
cyberespionage. Espionage, as old as war itself, has technologically inte-
grated with acts of cyberwar as states threaten each other with previously
positioned malware in each other’s cyberespionage-probed infrastructure.
Moreover, as cyberespionage merges with warfare, cyber probes continu-
ously occur between allies and adversaries alike. Given the relatively low
cost of cyberwarfare, permitting both great powers and lesser powers into its
arena, the temptation to control allies has become almost as strong as the need
to understand and manipulate adversaries.

Cyberwarfare has evolved from the synthesis of new technologies and
military imaginations—and the opaque domestic laws governing them—so
that not only is declared war a thing of the past, but also traditional concepts
of adversaries and allies fade.* These two cyber shifts to warfare—permanent
low-intensity conflict and the merging of both warfare with espionage and of
allies with adversaries—are agreed upon and followed by the United States,
Russia, and China. What is not agreed upon are the theories on which cyber-
warfare, as the primary instrument of shadow warfare, is based.

This third characteristic involving different theories of cyberwarfare is at
least as momentous as the first two. The shift to shadow warfare is tearing at
the fabric of war theory, once fairly consistent with conventional armies and
mutually assured destruction. Cultures develop theories of war, and circum-
stances mutate them. The new technological circumstance of cyberwarfare
is causing states to either adapt existing theory to new circumstances or
avoid constraints on military behavior altogether. Western militaries, like the
United States, use war theory that follows strict legal principles to conform to
public scrutiny and rely upon military lawyers, as well as following the mili-
tary philosophy of Carl von Clausewitz.’ Russian theories of warfare meet at
the convergence of the state under President Vladimir Putin and the Russian
Orthodox Church, which uses a theory that war is never just but is sometimes
necessary. And Chinese politicians and war theorists have brought back a
reliance on the war theory of Sunzi’s The Art of War, with its traditional
basis in Daoism and Confucianism, and its new focus on technology. This
third characteristic of wide-ranging cyberwarfare theories threatens a rise in
violence unseen since the Cold War as the different theories of war meet in
the uncertain circumstances and technologies of shadow warfare.

The shift to shadow warfare in the twenty-first century has parallels with
the shift to nuclear warfare in the mid-twentieth century, as stated by Richard
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Clarke, former US national coordinator for security, infrastructure protection,
and counterterrorism. Clarke writes: “The US developed and systematically
deployed [new types of weapons], based on our new technologies, and we
did so without a thoughtful strategy. We created a new military command to
conduct a new kind of high-tech war, without public debate, media discus-
sion, serious congressional oversight, academic analysis, or international
dialogue.”® As many developments in shadow warfare are moving within
shifting and uncertain strategies and theories, there is no push to seriously
constrain the new technology that has enabled it. The reluctance to constrain
the new war technology reflects a world increasingly dependent on enhanced
communication abilities presented by cyberspace and on the new way that
technology can enrich quality of life.” In this environment, shadow warfare
has thrived and caused instabilities,® not only for major powers like the
United States, Russia, and China but also around the world’s major industries
like banking and energy, as well as in adversarial governments like Iran by
disrupting nuclear programs or by disrupting elections in allied governments
like Germany.

The move toward shadow warfare began in the 1990s as more govern-
ments, militaries, universities, industries, commercial bodies, banks, and
private citizens became increasingly connected to, and dependent on, the
internet. The next decade brought a spike in reported cyberattacks and
cyberespionage with sophisticated weapons like Stuxnet, Flame, Duqu, and
Gauss—and these weapons are merely the ones exposed in open-source
materials. Cyberespionage also began targeting defense industries as well
as traditional government-to-government cyberespionage operations. While
cyberespionage is routinely denied, deniability is an important aspect of
shadow warfare. The United States, China, and Russia—three of the major
players in shadow warfare utilizing cyberweapons—not only develop both
defensive and offensive capabilities in cyberspace® but are also using cyber-
attacks and cyberespionage against each other, targeting adversaries and
allies alike.'®

When cyberattacks occur concurrently with traditional military movements
like tanks rolling across borders, the union is classified as “hybrid” warfare.
In these cases, cyber conflict joins with high-intensity or kinetic conflict to
achieve multipronged warfare. A classic case of hybrid warfare happened on
August 8, 2008, in Georgia’s breakaway region of South Ossetia, between
Georgia and Russia. Other hybrid attacks are part of acknowledged warfare:
Israel’s 2006 war against Hezbollah, in which Tel Aviv alleged that cyber-
warfare was part of the conflict; Israel’s airstrike (in September 2007) on the
largest city in eastern Syria, Dair Alzour, the site of the suspected Al Kibar
reactor, in order to destroy a budding nuclear capability, coordinated with a
cyberattack designed to interfere with the computers of the Syrian integrated
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air defense systems; and so forth.!" For cyberwarfare to work as a part of
active military operations, its targets have to have accessible vulnerabilities
that can be exploited in ways the attacker finds useful.'?

Unlike cyberwarfare that accompanies recognized warfare, there are
instances where cyberattacks are part of persistent low-grade shadow warfare
between undeclared adversaries. Classic examples of cyberattacks taking
place not between traditional adversaries include the April 2007 cyberattack
on Estonian ministries, banks, and media in the wake of relocation from
the town square to a military cemetery of the Bronze Soldier of Tallinn—a
symbol of Soviet repression for ethnic Estonians and a symbol of Soviet tri-
umph over the Nazis for ethnic Russians—with the largest part of the attacks
coming from Russia. In another instance, the website of the Kyrgyz Central
Election Commission was defaced during its 2007 election. In March 2009,
a cyberespionage network dubbed GhostNet, using servers mainly based in
China, tapped into classified documents from government and private orga-
nizations in 103 countries, including the computers of Tibetan exiles. Most
notoriously, in September 2010, Iran’s Natanz nuclear enrichment facility
was attacked by the Stuxnet worm in an attempt by the United States and
Israel to slow down the Iranian nuclear centrifuges from refining uranium
into a usable form. None of these cyberattacks either accompanied kinetic
attacks or occurred between acknowledged adversaries; all of these sought
to be anonymous.

To people on the ground, the reality of these shadow conflicts is impact-
ful, not least because these attacks are happening in places where war has
not been, and will not be, declared.!* Nowhere has the issue played out more
directly than in Miram Shah, in northwestern Pakistan. It has become a fear-
ful and paranoid town after shadow warfare dealt multiple drone strikes and
the collapse of most electronic communication systems. Communication—
which families need in order to reach relatives sending home remittances
from abroad—was made almost impossible because cell phone networks
were disabled by an unseen electronic attacker, while internet cafes were shut
by a known drone attack.'* Two of the major players in this sometimes invis-
ible conflict were US attackers and Pakistani targets—supposed allies—as the
US war in Afghanistan spilled over into northwestern Pakistan’s provinces
where al-Qaeda fighters were hiding.

A PERMANENT STATE OF WAR

One of the defining forms of shadow warfare is cyberattacks—attacks that
occur in cyberspace. Cyberspace—both physical and virtual—is subject to
various definitions depending on the needs and the perspective of the person
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who defines it."> Some definitions emphasize the use of cyberspace, such as
the one that has broadly evolved in national security and international rela-
tions. This category of definitions emphasizes that cyberspace is a domain—
albeit a manmade one—similar to land, sea, air, and space.!'® Other definitions
emphasize the technical infrastructure of cyberspace, such as that used by
the US Department of Defense: “A global domain within the information
environment consisting of the interdependent network of information tech-
nology infrastructures, including the internet, telecommunications networks,
computer systems, and embedded processors and controllers.”!”

Expanding from the definition of cyberspace are cyber conflicts. As
defined in the initial Cyber Conflict Studies Association research agenda
in 2005, cyber conflict “is the conduct of large scale, politically motivated
conflict based on the use of offensive and defensive capabilities to disrupt
digital systems, networks, and infrastructures, including the use of cyber-
based weapons or tools . . . for political ends”'® conducted by both state and
non-state actors against a variety of targets. Under this broad umbrella term
of cyber conflict is a wide variety of cyberattacks, some of which are weap-
ons of war—often shadow warfare weapons—and others are cyberattacks of
various types.

Cyberwar

Cyberwarfare!® is about much more than the internet and involves commer-
cial networks and discreet national networks.* The motivations to engage in
shadow warfare are as they always have been in war: the pursuit of power
and perceived national interest. Warfare is the conduct of war, but it does not
exclusively use military means.?! In shadow warfare, the operational and tac-
tical battlefield attempts to gain power of information and influence through
the use of cyberweapons and cyber assets. However, it is hard to duplicate
traditional notions of victory and defeat in cyberspace because the cyber
domain is more complex and populated with a more diverse set of actors,
generating a chaotic sphere of conflict. A common framework of policies,
norms of behavior, and values—including the use of precise and proportion-
ate force in the cyber domain while avoiding unintended consequences—is
a challenge.

The relative newness of cyberwarfare means it is still emerging as a doc-
trine. This was similarly true of air power and nuclear deterrence when they
were being developed decades ago and before they became enshrined in doc-
trine. So, prudence suggests that similar deliberations should be anchored in
the accepted wisdom of war by old masters. What counts as warfare? Chinese
philosopher-general Sunzi says: “The art of war is of vital importance to the
state. It is a matter of life and death. . . . The art of war, then, is governed by
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five constant factors . . . The Moral Law; Heaven; Earth; The Commander;
Method and Discipline.”” Prussian military theorist Carl von Clausewitz still
offers the most concise answer. First, all acts of war are violent or potentially
violent. Second, acts of war are a means to compel the adversary to accept
the attacker’s will. And, finally, to qualify as an act of war, an attack must
have some kind of political goal or intention.?* As cyberwarfare is a new form
of shadow warfare, not all preexisting terms and concepts fit neatly, but the
general concepts prevail.**

Shadow warfare uses cyberwarfare for reconnaissance, information opera-
tions, the disruption of critical networks and services and to complement
electronic warfare and information operations. The original approach to
cybersecurity from the 1990s in the United States meant setting up a national
Computer Emergency Response Team (CERT), assigning responsibility to
science ministries and creating specialized units within the national police.
Some states included specific plans for informational and political opera-
tions. Others linked cyberwarfare capabilities with existing electronic warfare
planning. The linkages between electronic warfare and cyberwarfare have
expanded as computer networks become increasingly mobile and wireless.

The doctrine and structure of cyberwarfare are rapidly changing as a result.
For example, states now consider their digital infrastructure—electric and
power grids, online banking and services, records, and communications—to
be strategic national assets.”® Several states have consolidated their domestic
offices that are involved in cyberwarfare as well as increased communication
between these offices. For example, the US Cyber Command was formed
in May 2010 after a significant breach of Department of Defense (DoD)
networks in November 2008 at US Central Command, and South Korea’s
military formed its Cyber Command in early 2010 following several cyberat-
tacks by North Korea (DPRK).?”” Moreover, states are assessing critical infra-
structure as needing protection, including industrial defense bases, financial
systems, transportation networks, electrical systems, nuclear power plants,
and water works.

Cyber Defense

Cyber defense?® essentially consists of two basic strategies. The first strat-
egy, deterrence through denial, is the demonstrated capability to achieve the
defense of a stated interest. The second strategy, deterrence through punish-
ment, is to inflict such a high cost on the attacker that the attack is not worth
the effort even if it achieves its goal.?” Deterrence through denial is primarily
a defensive contest. Deterrence through punishment is primarily an offensive
contest, based on the threat of credible and painful retaliation for attacks.
The relationship between cyber defense through punishment and escalation
control is complex and ultimately unsatisfying. On the one hand, credibility
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is perversely bolstered when the adversary fears that retaliation will be total
and relentlessly destructive. On the other hand, the adversary needs to believe
that, should they seek to sue for peace, the retaliator has the ability to de-
escalate its attacks and even terminate them.® Although only a handful of
countries have the capability to carry out high-caliber cyberattacks, over
100 countries have begun to organize their national cyberwarfare units for
defensive purposes.

Cyber Offense

A cyber offense refers to deliberate actions to alter, disrupt, deceive, degrade,
or destroy computer systems, cyber information, or programs,’'or to use
cyber means to attack, disrupt, or destroy physical objects by use of a cyber
delivery system. Cyber offense capabilities can be dramatically cheaper than
effective cyber defense capabilities since the cyberattacker only needs to find
one way in, but the cyber defender needs to stop every possible avenue of
entry. Some sophisticated cyber offense weapons that have been uncovered,
like Stuxnet, are elaborate operations that cost considerable amounts in terms
of hours and planning.

Cyberwarfare carries complications. For instance, states sometimes work
through third parties to decrease risk and increase plausible deniability.*?
Another complicating factor is cyber counteroffensives—for example,
between the United States, China, and Russia, which all have deep rela-
tionships with each other on other strategic fronts—can cost*®* unforeseen
consequences of military retaliation or to bilateral trade.** Another serious
consequence of cyberwarfare is the difficulty of containing cyber malware—
keeping malware from escaping into the “wild”—similar to the inability to
contain chemical warfare or nuclear fallout. In a quest to create a smaller,
near-invisible footprint, the consequences of cyberwarfare should be factored
into decisions when creating cyber defense and cyber offense strategies.

As shadow warfare develops and matures, cyberweapons become increas-
ingly effective and sophisticated. Early DDoD—distributed denial of
service—cyberattacks are still used but are increasingly replaced by more
specific cyberweapons, like using phishing techniques to steal data or send-
ing malware, using social media to spread disinformation, or gaining control
of external operating systems. To fully exploit the benefits of cyberweapons,
they remain secretive—to gain maximum value with added deniability, much
like Israel never admitted to either the cyberattack on, or the kinetic bombing
of, Syria’s nuclear development site.

The problem with shadow warfare in liberal democracies is that democratic
societies not only no longer officially declare war, but now the secretive and
permanent nature of cyberwarfare means that there is no democratic discus-
sion on the value of conflict to society. For instance, the United States was not
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at war when it launched an attack on communication systems in a Pakistani
village despite the fact that Pakistan was an ally—and, more importantly,
without the knowledge of Congress, the wider public, or open debate and dis-
cussion on the merits of the operation. In another instance, the United States
had burned its bridges with the now confirmed false pretext of weapons of
mass destruction in its 2003 invasion of Iraq when it decided to use a secre-
tive cyberattack in Iran. US citizens were not informed of another venture in
the Middle East until years later.

Stuxnet

The most sophisticated cyberweapon unmasked has been Stuxnet. Stuxnet
is the second phase of the Operation Olympic Games that targeted Iran’s
nuclear infrastructure and created a specific cyberweapon that was Stuxnet. It
was a cyberattack on a type of industrial controller at Iran’s nuclear enrich-
ment plant in Natanz, causing 1,000 centrifuges to spin out of control.> This
was the first major cyberweapon that caused physical destruction rather than
destruction to another cyber system or theft of electronic data.*

As David Sanger describes in The New York Times, the concept of the
code-named Olympic Games and the cyberweapon Stuxnet was initiated
under the administration of George W. Bush. With a limited number of good
options to deal with Iran’s resumption of enriching uranium—Europe was
divided on what imposing sanctions on Iran could cost its economy, and the
United States had little credibility after first falsely accusing Saddam Hussein
of reconstituting his nuclear program and then resorting to traditional warfare
in Irag—secretly creating a cyberweapon seemed like a credible option to
stop Iranian nuclear ambitions.*’

The goal of this cyberweapon was to command the Natanz plant’s indus-
trial computer controls. Access required leaping the air gap—which physi-
cally separates the facility’s computer system from the wider connectivity
of the internet—that isolated Natanz. The leap was first conducted via a spe-
cially infected USB drive and later through more sophisticated methods. To
gain control of the computers commanding the giant centrifuges that spin at
tremendous speeds in order to enrich the fissile isotope, Uranium-235, which
can be used in both nuclear power plants and nuclear weapons, an initial
cyberespionage tool was employed to outline the centrifuge network, describ-
ing the structure and workings of the enrichment plant, complete with maps
of the electronic directories of the controllers and how they were connected
to the centrifuges deep underground.®

The cyberweapon was created by the National Security Agency (NSA)
with the premier Israeli cyber team, Unit 8200. The United States and Israel
collaborated on this cyberattack for at least two reasons. First, Israel’s
military Unit 8200 has a renowned cyber capability as well as considerable
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intelligence about operations at Natanz that would be vital to making the
cyberattack a success. Second, the United States wanted to dissuade the
Israelis from carrying out their own preemptive strike against the Iranian
nuclear facilities and thus needed to convince Israel that the cyberattack
would be effective by involving them in the program.*

The cyberattack was launched in 2008, with the centrifuges spinning out of
control. Initially, the Iranians were confused about the cause. This was partly
because no two attacks were exactly alike, and partly because the virus sent
signals to the Natanz control room indicating that everything in the centrifuge
area was operating normally. By the time the Iranian side realized the attack
was taking place, the cyberweapon had successfully wrecked centrifuges and
disrupted the enrichment of Uranium-235.40

Sanger outlines how Stuxnet transitioned from the Bush administration to
the Obama White House. Although President Barack Obama came to office
with an interest in cyber issues, he learned the art of cyberwar while in office.
The Obama administration took over the Olympic Games operations and
continued the attacks on Iran’s nuclear program.*!

Then, in the summer of 2010, the Stuxnet malware escaped from the
Natanz uranium processing facility. The malware spread to an engineer’s
computer when it was hooked up to the centrifuges. When the engineer left
Natanz and connected his computer to the internet, the malware virus began
replicating around the world.** Even with the Stuxnet virus replicating itself
“in the wild,” computer security experts began dissecting it and determining
its purpose as the cyberattacks under the Olympic Games program continued.
Another version of the computer virus brought down just under 1,000 centri-
fuges. Operation Olympic Games was still on.**

NOT ALL CYBERATTACKS ARE CYBERWARFARE

Attacks in cyberspace are not only government-based but can be private
as well. Private attacks only sometimes garner a government response and
are usually dealt with between private entities. There are at least four major
private groups that engage in cyberattacks: criminals looking to profit from
e-commerce, corporations that spy on each other to gather trade secrets and
technology, social groups/hackers that have specific agendas—called hack-
tivism—and more malicious groups that engage in some level of cyberter-
rorism. These private entities might be easier to track and capture compared
to government-sponsored groups of attackers primarily because they do not
have government-size coffers to spend on cyberattacks.

In addition to the economic motivations of corporations, some companies
are now taking a more sophisticated strategy when it comes to cyberattacks,
admitting that the criminals are going to get into their systems, reengineering
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their defenses to protect the vital data within their networks, and trying to
catch the criminals once they are inside the networks.* These private attacks
are too often confused with, or actually linked to, cybercrime, cyberterrorism,
and cyberespionage.* Cybercrime, with a primarily political focus, is a good
place to start.

Cybercrime

Cybercrime can impose economic costs far out of proportion to the price of
launching the attack.*® While the 2017 annual cost of natural disasters in the
United States is estimated to be $306 billion,*’ cybercrime damage costs are
estimated by industry giants like Dell, Verizon, and Malware Bytes to be
in the trillions.*® This represents the greatest transfer of economic wealth in
history, risks losing the incentives for innovation and investment, and will
be more profitable than the global trade of all major illegal drugs combined.
In response to escalating cybercrime, cybersecurity spending is expected to
exceed $1 trillion from 2017 to 2021.%

Cybercrime can merge into government-sponsored cyberattacks. For
instance, writers in some of China’s military journals speculated that cyber-
attacks could disable American financial markets. The dilemma for this kind
of attack is that China is as dependent on the same financial markets as the
United States and could suffer serious domestic economic consequences for
inflicting any large-scale attack of this sort. Additionally, most major finan-
cial institutions have back-up systems that have them back online in a mat-
ter of days. However, sometimes this type of cybercrime may be worth the
costs, as was the case in Estonia in 2007, which was likely very inexpensive
for Russia—especially compared to the costs for Estonia, which included
the shutting down of banks and ATMs, media outlets, and most government
functions. Moreover, such cyberattacks could potentially be a useful tool for
private groups, like the ransomware created for monetary gain. Examples of
this include the attack on Travelex, a company that provides banks such as
Barclays with cash, or governments that reject the global market economy,
like North Korea’s cyberattack capability operating in a physical world in
which North Korea barely participates.*

Some famous cybercrimes have been conducted by the government of
North Korea. The DPRK’s most spectacular cyberattack took place in 2014
against Sony Pictures Entertainment to block the release of a political farce
movie, The Interview, which satirized an attempt to “kill” North Korea’s
leader, Kim Jong-un. What has been less publicized is that the DPRK also
unconventionally attacked a British television network a few weeks ear-
lier to stop the broadcast of a drama about a nuclear scientist kidnapped in
Pyongyang. This type of unconventional cyberattack is different than most
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countries’ cyber strategy but similar to cyberattacks on a South Korean televi-
sion station in 2013 in retaliation for negative coverage of the North Korean
leadership.’!

The DPRK has also conducted a series of cybercrimes to both disrupt the
international system and gain much needed foreign currency. US intelligence
officials linked North Korea to the WannaCry ransomware attack in May
2017. The attack infected more than 230,000 computers in over 150 countries
for a few weeks and involved an outbreak of malware that encrypted files
which were offered to be released in exchange for Bitcoin payments.>

Hacktivism

Cyber methods used to promote political or social aims and to destroy politi-
cal opposition—hacktivism—is another form of private cyberattacks. Many
targets of hacktivism are of an overtly political nature. Lulz Security, com-
monly referred to as LulzSec, a well-known hacktivist group, once success-
fully damaged the websites of the US Air Force, the US Senate, the CIA, and
the UK’s National Health Service (NHS), along with many others, before its
members began to be arrested and sentenced. LulzSec accessed the US Air
Force website, released secure information from the Senate, shut down the
CIA site for a few hours, and attacked NHS online services.”® The alleged
purpose of the hacktivist group was purportedly to embarrass prominent enti-
ties for their lack of cybersecurity.

Other countries, like Portugal and Egypt, have also suffered from unau-
thorized access to their online systems. In Portugal, in response to the brutal
suppression of public protests held on November 24, 2011, against auster-
ity measures, the websites of the Bank of Portugal, the Portuguese parlia-
ment, and the Ministry of Economy, Innovation, and Development were all
attacked.>* The Egyptian government shut down the internet for a few weeks
in February 2011, at the start of the Arab Spring. In response, Google and
Twitter created a Speak2Tweet telephone service, active from 2011 until
2015, that allowed anyone to leave an audio message that then showed up on
Twitter while the user remained anonymous. The Egyptian government then
shut down cell phone networks.*

Other examples of hacktivism against states include Iran and Turkey. For
instance, in 2009, Iranians protested unsuccessfully against perceived wide-
spread election fraud, inspiring Anonymous—the most prominent hacktivist
group that opposes internet censorship and supports vigilantism on many
international issues—to set up an information exchange website called
Anonymous Iran. An extremist hacktivist group, RedHack, uses highly orga-
nized cyberattacks and leaks of information online to criticize the Turkish
government’s swing to authoritarianism. Previous targets of RedHack include
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the Turkish Council of Higher Education, the state’s police force, the army,
Tiirk Telekom, and the National Intelligence Organization.*

Another example of hacktivism concerns the activities of hacktivist group
Anonymous Africa. During the 2013 reelection of Zimbabwe’s president,
Robert Mugabe—a vote that was criticized as rigged>’—Anonymous Africa
used hacktivism to shutter the government newspaper and fifty websites,
including those associated with the ruling party, insisting that Mr. Mugabe’s
regime had extensive airtime on state TV to support its message while giv-
ing none to the opposition. Subsequently, the website of South Africa’s
Independent Media—the largest group of newspapers in the country—under-
went a DDoS attack following the publication of a pro-Mugabe opinion
piece.’®

A major issue with hacktivism is whether the perpetrator is public—a
state—or private—an individual or group of individuals. One example is
the Shamoon hacktivist attack. Saudi Arabia’s national oil company, Saudi
Aramco, confirmed reports that its computer networks were shut down in
August 2012 by a hacktivist attack. The computer security firm Symantec
announced that the malware made any infected computer unusable by wip-
ing clean sectors of the hard drive. The hacktivist attack weapon was dubbed
Shamoon.” It is not clear where the Shamoon cyberattack originated. An
unknown hacktivist group, alternately calling itself the Arab Youth Group
or the Cutting Sword of Justice, which could be either two different groups
or just two different names, claimed unverified responsibility for the attack.
The hacktivists decried Saudi leaders for their ties to the United States and
for working with the Israelis in trying to thwart Iran’s nuclear ambitions.®

This successful breach was followed by two similar successful unauthor-
ized accesses at the end of 2016 using malware dubbed Shamoon 2. The
attacks may have been in retaliation for cyberattacks on Iran that forced it to
cut internet conductivity with its oil industry. US intelligence officials and
cybersecurity firms suggested that the cyberattacks were conducted by the
government of Iran, although no specific evidence was offered to support
that claim. If this was indeed a state attack, it is more honest to label it a
state-sponsored cyberwar rather than hacktivism, which presumes a private
individual or group of individuals, not individuals hired by a state to do its
dirty work.®!

Some states do use privateers or criminals to conduct their attacks, but
cyberattack by proxy is still a cyberattack. Ties between governments and
privateers or criminal proxies are some of the darker aspects of cyber opera-
tions. For instance, while Russia occasionally uses privateers to maintain a
degree of separation from its cyber operations, some supposed privateers are
actually Russian military and civilian operatives, including CyberBerkut, the
Cyber Caliphate, and Guccifer 2.0, as illustrated in chapter 2. Other instances
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seem to be privateers doing piece work as needed. The relationship between
the privateers and the government can be primarily financial. In this instance,
Russian intelligence officers would pay a privateer approximately $100 for
each compromised email account.®? Privateering is still used by states, but it
is becoming a less effective manner of shielding states from responsibility for
conducting cyberattacks as governments enhance their ability to identify the
perpetrators of cyberattacks and cyberespionage.®

Cyberterrorism

Cyberterrorism is often discussed as a new factor in shadow warfare because
cyberattacks can have a low cost that makes it available to non-state entities.
Cyberterrorism is the use of cyberattacks in order to create terror incidents.
In reality, cyberterrorism occurs very rarely. Cyberterrorism activities are a
bridge between private and state-based cyberattacks. This is because cyber-
terrorism can be carried out between private entities, or between private
entities and state actors, or between governments. Terrorists and terrorist
organizations do make and move money over the internet, but this may
well be cybercrime rather than cyberterrorism.* It is a commonly accepted
principle that despite the heinous nature of their acts, terrorists—cyber or
otherwise—should be prosecuted under the same criminal law as any other
transgressor. The defense of lawful processes is a core value of the United
Nations and a fundamental pillar of the rule-of-law approach to the fight
against terrorism.

On a private level, cyberterrorism is to date less effective and less disrup-
tive than physical terror attacks. The advantages of cyberterrorism are that
it is cheaper and easier to carry out than a physical attack and can be done
from remote locations outside of the state under attack. The disadvantages of
cyberterrorism are the lack of the dramatic loss of life and the visible threat
that causes the desired terror. Cyberterrorists do use the internet to steal credit
card numbers or valuable data to provide financial support for their opera-
tions. Because of this, cyberterrorism has attracted considerable attention,
but so far cyberterrorism has not resulted in direct terror activities. Rather,
cyberspace has offered a safe haven® for propaganda, intelligence collection,
financing operations, or hacktivism.%

On a state level, cyberterrorism can attempt to cause social devastation
through physical destruction—perhaps by causing dams to overflow into
populated areas or attempting to cause explosions in nuclear power plants
in order to turn them into dirty bombs. Cyberterrorism can attempt to cause
social disruption—perhaps by shutting down critical national infrastructure
grids like energy, transportation, or banking. The purpose of such cyberter-
rorism might be to coerce and intimidate a government or to cause panic
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and fear among citizens.’” State-based cyberterrorism generally warrants
a state response and can vary in scope from espionage to hybrid or physi-
cal warfare. From a strategic military perspective, if a cyberattack does not
cause damage that rises above the threshold of routine disruptions, it need not
pose an immediate or significant risk to national security.®® James A. Lewis
of the Center for Strategic and International Studies wrote an enlightening
comparison of physical and cyberattacks on hydroelectric dams in which he
concluded that since cyberattacks may not destroy the actual infrastructure, it
might be less damaging than a physical attack.® While this does not preclude
that cyberterrorism can cause real harm, so far it is a smaller threat to states
than cybercrime, hacktivism, or state-sponsored cyberattacks.

MERGING WARFARE WITH ESPIONAGE
AND ALLIES WITH ADVERSARIES

Cyberespionage is increasingly merging with cyberattacks and cyberwarfare.
Cyberespionage within democracies treads a thin line between providing
security and eroding public trust as demonstrated by the controversy over
the NSA’s collection practices inside the United States.” Cyberespionage
between states has dramatically increased espionage in the era of shadow
warfare, raising the issue of cyberespionage as the first level of attack before
cyberweapons are employed to new levels. For instance, spear phishing—an
email scam intended to steal data or to install malware—can be used for
cyberespionage or cyberattacks.

Espionage is an ancient art, one that is instrumental to the formulation of
strategy and tactics that can only be based on reliable intelligence about allies
and adversaries. The issue with espionage is not the potential advantage that
is to be gained. The issue with espionage is whether it is consistent with the
laws of war and the policies that underlie these laws. The preliminary effort
appeared to maintain a balance of espionage and attack that was proportion-
ate to the problem intended to be addressed, but the lack of transparency in
cyberattacks or cyberespionage means that it is extremely difficult to confirm
if the rule of proportionality is routinely followed.

The United States and others want to differentiate between the universal
practice of foreign intelligence gathering through cyberespionage and com-
mercial espionage through cyberespionage. This view regards commercial
espionage as illegitimate. China and others suggest that this is an exaggerated
distinction to deflect attention away from the reality that most states do both.”
For instance, the United States complains that China and Russia are using
cyberespionage to steal trade and technology secrets.”> Given the massive
amount of information and research on computer networks, cyberespionage
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can collect data quickly and with little risk, according to a report by the
US National Counterintelligence Executive titled “Foreign Spies Stealing
US Economic Secrets in Cyberspace.”” The report alleges that intelligence
services, private companies, academic institutions, and citizens of dozens
of countries target the United States, although the report only openly names
China and Russia.” The allegation is that by using cyberespionage to boost
the attacker’s economies—and by extension harm the host economy—the
theft poses a threat to national prosperity and security. Clearly, finding and
reading restricted information is intrinsically interlinked to using that infor-
mation for one’s own national benefit. Cyberespionage and cyberattacks can
be hard to untangle.

Cyberespionage is not limited to adversaries. The scandals of 2013 and
2015 in Germany demonstrate the role of cyberespionage even among
close allies. Although German chancellor Angela Merkel stated that “spy-
ing among friends, that simply isn’t done,”” it is, in fact, done all the time.
In 2013, it was revealed that the NSA was spying on Germans, including
an unproven claim that Merkel’s cell phone was being monitored. Partly as
a result of inquiries into NSA cyberespionage, in 2015, the German press
uncovered that the country’s foreign intelligence service, the BND—and not
the BfV, which is the domestic intelligence service—was monitoring German
allies through the use of computer search terms aimed at European political
leaders and businesses. 7®

In a similar incident, European officials were angry that the US agen-
cies had monitored the offices of the European Union in New York and
Washington, based on information in documents obtained by Snowden.”’
In March 2017, in perhaps the largest leak of CIA documents in history,
WikiLeaks released thousands of pages describing sophisticated cyberes-
pionage tools and techniques used to break into smartphones, computers,
and even internet-connected televisions. The documents include instructions
for compromising common computer tools for use in spying, including the
online calling service Skype, Wi-Fi networks, documents in PDF format,
commercial antivirus programs used to protect personal computers, and ways
to steal passwords using the autocomplete function on Internet Explorer.”
Complicated by the convoluted and constantly evolving nature of cyberespio-
nage, the sometimes contradictory goals between freedom and security need
to find, and maintain, a balance.”

In any case, cyberespionage is increasingly hard to distinguish from
cyberattacks. After the Olympic Games used cyberespionage to gather intel-
ligence and lay markers—before the formal cyberattack via Stuxnet and other
Stuxnet-like malware to disrupt and delay Iran’s nuclear program—it was
clear that cyberespionage was intrinsically linked to the deployment of cyber-
weapons. Some of these operations were subsequently discovered, namely
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Flame, Duqu, and Gauss, although it is almost certain that there are multiple
other cyberweapons, cyberespionage, and cyberattacks occurring on a daily
basis around the world.

Flame

Flame is a sophisticated computer virus used for cyberespionage by mapping
networks and collecting data, including keystrokes, audio, and visual snap-
shots developed as part of Olympic Games. The Flame virus—occasionally
dubbed Skywiper or Flamer—is a large and complex piece of malware for
cyberespionage.®® The NSA and CIA, together with Israel’s military, jointly
developed the massive computer virus that secretly mapped and monitored
Iran’s computer networks. Details about Flame provide clues as to what may
be the first sustained campaign of cyberespionage and cyberwarfare against
an adversary of the United States.?!

The Flame virus was designed to replicate across even highly secure net-
works, then control regular computer functions to send information back to
its creators. The code could activate computer microphones and cameras, log
keyboard strokes, take screenshots, extract geolocation data from images, and
send and receive commands and data through wireless technology. Flame
was exceptionally large, with 20 megabytes of code. For scale, a 70,000-word
book without pictures or formatting is about 0.4 megabytes.’? Though mal-
ware’s size is not an exact measure of sophistication, in this case size suggests
that it took a lot of time and work to create.

Flame uses five encryption methods, three compression techniques, and at
least five file formats. It was designed to do all this while masquerading as a
routine Microsoft software update and evaded detection for years by using a
sophisticated program to crack the encryption algorithm. “This is not some-
thing that most security researchers have the skills or resources to do,” said
Tom Parker, chief technology officer for FusionX, a security firm that special-
izes in simulating state-sponsored cyberattacks. “You’d expect that of only
the most advanced crypto mathematicians, such as those working at NSA.”%3
According to cryptographic experts, Flame is the first malicious program to
use an obscure cryptographic technique, known as prefix collision attack,
which allowed the virus to fake digital credentials that had helped it to spread.

Flame shows the importance of mapping networks and collecting intelli-
gence on targets as a prelude to an attack, especially in closed computer net-
works. Gaining and keeping access to a network is the bulk of the challenge. “It
is far more difficult to penetrate a network, learn about it, reside on it forever
and extract information from it without being detected than it is to go in and
stomp around inside the network causing damage,” said Michael V. Hayden,
former director of both the NSA and the CIA who left office in 2009.34
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The US-Israeli collaboration was intended to slow Iran’s nuclear program,
reduce the pressure for a conventional military attack, and extend the time-
table for diplomacy and sanctions. Despite their collaboration on developing
the malicious code, the United States and Israel have not always coordinated
their attacks. Israel’s April 2012 assaults on Iran’s Ministry of Petroleum
and oil-export facilities caused only minor disruptions. The episode led Iran
to investigate and ultimately discover Flame. Some US intelligence offi-
cials were dismayed that Israel’s unilateral incursion led to the discovery of
the malware, prompting Iranian countermeasures. The disruptions led Iran
to ask a Russian security company and a Hungarian cyber lab for help.®
Researchers at the Kaspersky Lab, a Russian cybersecurity firm, reported
their conclusion and named the malware “Flame.”® Kaspersky Lab, which
has clients around the world but is banned from US government facilities
over concerns about its relationship to the Russian government, has identified
Flame infections globally. While Flame was meant for Iran, the malware had
spread to Israel and other Middle Eastern states, although not to Europe or
North America. The infections have hit computers belonging to individuals,
educational institutions, and state-related organizations.®” The malware may
have been in operation for as long as five to eight years before its discovery.

After it was eventually discovered, the creators of the malware sent a
“suicide” command to remove it from most infected computers—Flame’s
creators did not have access to all the infected computers as security firms had
won control of some of them. Symantec, for example, caught the command
using booby-trapped computers set up to watch Flame’s actions. Like many
other security firms, Symantec has kept an eye on Flame using so-called
“honeypot” computers that report what happens when they are infected with
a malicious program. Symantec noticed that some Flame command-and-
control computers sent an urgent command to the infected computers they
were overseeing. The suicide command located every Flame file sitting on a
computer, removed it, and then overwrote memory locations with gibberish
to thwart forensic examination and to eliminate traces of the malware code.
Analysis of the clean-up routine suggested it was written in early May 2012,
said Symantec.%®

Flame was used as a kick-starter to initiate the Stuxnet project.® “This is
about preparing the battlefield for another type of covert action,” said one
former high-ranking US intelligence official, who added that Flame and
Stuxnet were elements of a broader assault.”® Findings reveal that the teams
shared source code of at least one module between Stuxnet, Duqu, and Flame
prior to 2010. The connection, Resource 207, was found in the 2009 version
of Stuxnet, but was later removed from the 2010 version. Resource 207 has
a lot in common with the code used in Flame, including the names of mutu-
ally exclusive objects, the algorithm used to decrypt strings, and similar
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approaches to file naming. Furthermore, the primary function of Resource
207 was to distribute the infection from one machine to another through
removable USB drives.”!

Other characteristics common to Flame, Stuxnet, and Duqu also suggest
that the development teams on these operations were in contact with each
other, including the ability of the malware to spread through computers that
can share a printer on one network by exploiting a particular Windows vul-
nerability. Flame and Duqu are both cyberespionage malware, while Stuxnet
was used for cyberattacks or physical destruction. However, analysts remain
confident that the malware originated from completely different platforms
used to develop multiple cyberweapons. Each of the specific malware codes
has different architectures with different approaches that were used to infect
systems and execute primary tasks, leading analysts to conclude that each
piece of malware was separate and independent.”

Duqu

In addition to Flame and Stuxnet, there was another piece of malware
discovered by researchers in the Laboratory of Cryptography and System
Security at Budapest University of Technology and Economics. According
to the laboratory that discovered and named it, “Duqu is not Stuxnet, but its
structure and design philosophy are remarkably similar to those of Stuxnet.
At this point in time, we do not know more about their relationship, but we
believe that the creator of Duqu had access to the source code of Stuxnet.”
In sum, the laboratory found the malware in the wild that had similarities to
Stuxnet, including its modular structure, injection mechanisms, and a driver
that had a fraudulent digital signature on it.”* Open sources are not certain of
the function of Duqu.

Gauss

Gauss has been linked to a suite of cyberweapons within Operation Olympic
Games, including Flame, Stuxnet, and Duqu. Apparently, Gauss shares digi-
tal features that indicate they were made by the same developer. “After look-
ing at Stuxnet, Duqu, and Flame, we can say with a high degree of certainty
that Gauss comes from the same ‘factory’ or ‘factories,”” states Kaspersky’s
analysis. “All these attack toolkits represent the high end of nation-state
sponsored cyberespionage and cyberwar operations, pretty much defining
the meaning of ‘sophisticated malware.”””® Discovered in June 2012, Gauss
has a main module that its creators named after the German mathematician
Johann Carl Friedrich Gauss. Other components of the malware bear names
of famous mathematicians, including Joseph-Louis Lagrange and Kurt Gode.
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So far, Gauss is known to have infected between 2,500 and 10,000 comput-
ers—fewer than Stuxnet, but more than Flame and Duqu.*®

Gauss appears to be designed to track the movement of funds between Iran
and countries to which it may be clandestinely selling 0il.”” It does this by
stealing detailed information from Lebanese bank computers (although it was
also found on other machines) including browser history, cookies, passwords,
and system configurations. Lebanese banks have served as clearinghouses
for Iranian money. These stolen bank access credentials can be used to track
the movement of other funds, too. For instance, Gauss’ theft of credentials
for various online banking systems and payment methods can also be used
to detect if bank funds are moving from Iran and elsewhere to support the
Syrian government.

In addition, Gauss targets users of Citibank and PayPal. While that might
suggest that Gauss is crimeware, unlike most banking malware used by orga-
nized crime groups, “Gauss collects a lot of information about the host sys-
tem, network information. It actually fingerprints the DNA of the computer
it’s on. . . . It’s collecting reams of detailed information about the system that
amounts to forensic proof for later legal prosecution or some other purpose.
Criminal malware doesn’t typically do this.”®® Importantly, embedded in
Gauss is an encrypted payload reminiscent of Stuxnet, which is that it waits
until it finds itself on precisely the correct system before it will activate.”

Cyber Disinformation Campaigns

Not all cyberespionage-cyberattacks require the use of malware. Shadow
warfare has expanded the opportunities to magnify propaganda or, as it is
more generally known, disinformation. While much cyber information is
genuine information, there is also intentionally subversive information meant
to cause harm to other states. It is difficult to have control of malicious infor-
mation domestically, and even more difficult to determine if an international
source is part of an intentional malicious disinformation campaign meant to
confuse, retaliate, or cause social unrest. Certainly, the examples that most
people are familiar with are propaganda campaigns that get into the mix of
actual news stories and onto social media, whether intentionally or not. Cyber
disinformation campaigns, like cyberespionage, are much easier to conduct in
an interconnected world.

Cyber disinformation campaigns manipulate public opinion through false
or misleading social media postings. They have become standard political
practice across much of the world, from information ministries, special-
ized military units, and political operatives shaping the flow of information.
These cyber disinformation campaigns exploit social media platforms like
Facebook, Twitter, Instagram, and others. These efforts are often, though not
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always, clandestine, with the origin of the social media posts obscured. Social
media platforms are infiltrated almost at inception by a range of international
actors skilled at using information to advance political agendas, within their
own countries and beyond.!®

Cyber disinformation campaigns, to intensely amplify messages by auto-
mating the process of creating and delivering posts, rely on human users and
computerized bots. A bot is a piece of software that carries out an automated
internet task, often performing simple repetitive tasks such as browsing the
internet for information similar to search engines or, maliciously, launches
denial of service attacks, harvests email addresses, or scrapes content and
manipulates comments or votes on sites. Bots interact with human users and
also with other bots. They often play key roles by automatically creating
social media posts, responding to other users, and echoing select themes in a
way that are difficult to distinguish from ordinary human users. Bots can post
far more often than human users, in some cases more than a thousand times
a day. Human users, dubbed “cyborgs,” rely on similar automation technol-
ogy to bolster the power of their accounts. Cyber disinformation campaigns
through human users and bots are issuing false news reports, attacking jour-
nalists, or supporting a government position or political view.'"!

One of the most notorious disinformation campaigns includes the Russian
support for Brexit in the UK. There have been a series of UK inquiries into
Russian interference, most notably the House of Commons’ Disinformation
and ‘fake news’: Final Report Eighth Report of Session 2017-19 Report,
stating

We repeat our call to the Government to make a statement about how many
investigations are currently being carried out into Russian interference in UK
politics. We further recommend that the Government launches an independent
investigation into past elections—including the UK election of 2017, the UK
Referendum of 2016, and the Scottish Referendum of 2014—to explore what
actually happened with regard to foreign influence, disinformation, funding,
voter manipulation, and the sharing of data, so that appropriate changes to the
law can be made and lessons can be learnt for future elections and referenda.'®

Various investigations,'® including the above UK government committee
report, question the founder of Leave.eu, British businessman and politi-
cal donor Aaron Banks’ alleged connections to both Russian money and
Cambridge Analytica (and its parent company Aggregated 1Q), the shadowy
political consulting firm that became infamous during the 2016 US presi-
dential election, in part because it harvested Facebook user content without
consent.
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It is hard to know how these disinformation campaigns affected election
outcomes. However, the University of Edinburgh research indicates that
more than 400 Russian-run Twitter accounts active in the 2016 US election
were also actively posting about Brexit. In addition, University of California
at Berkeley and Swansea University researchers identified 150,000 Twitter
accounts with Russian ties that disseminated messages about Brexit.!** What
can be said, in general, about the links between foreign money, disinforma-
tion, and hidden agendas is that they can cause social unrest and magnify
social divisions in liberal democracies.

POLICY PATTERNS

What all these cyberattacks, cyberweapons, and cyber campaigns reveal
is that not only is shadow warfare real, but that it has been developing in
sophistication and frequency over the past few decades. As shadow warfare
develops into continuous warfare and the dissolution of the sharp distinc-
tions between allies and adversaries, fierce debates over how to regulate or
develop national and international policies to cope with this new warfare have
erupted. These elements of shadow warfare are illustrated by the major pow-
ers struggles in the following chapters.

Not surprisingly, major cyber powers—especially the United States,
Russia, and China—have developed nuanced policy decision-making insti-
tutions to wage this type of warfare. Most of these developed out of older
institutions. Military institutions, intelligence agencies, and departments that
used to look at cryptology and weapons development were tasked with the
original shadow war functions. Over the past three decades, these institu-
tions have morphed into more task-appropriate agencies, although they are
still mostly led or housed within the military and intelligence agencies of the
great powers.

More surprisingly, these policies tend to be controlled by the very top
of the great-power governments. In the United States, specific cyberattack
targets can be chosen by the president. In Russia, the president directs plans
for specific targets and campaigns. In China, the president has reorganized
institutions in order to have more direct control over cyberattacks and cyber-
war planning. At some stage, privateers were recruited in the United States,
Russia, and China to participate in public campaigns of DDoS or hacktivism.
But those days are gone. In some ways, there are tinges of the thirteenth- to
eighteenth-century wars as games by princes, of which people were rarely
told, and even more rarely consulted. Even within their own countries,
shadow warfare is fought outside of much public awareness.
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New cyber strategies have arisen out of these newly developed institutions
and leadership. The nature of these strategies varies significantly between
the great powers. Where the United States uses complicated and stealth
cyberweapons that are designed for specific purposes—and now mostly self-
destruct when the objective is obtained—in order to force specific actions or
inactions on the world stage, Russia relies on a more hit-and-miss strategy
that uses massive disinformation campaigns. As opposed to the specific
targeting by the United States, Russia looks to broadly undermine the capa-
bilities of liberal democracies and to widen existing social rifts in order to
weaken the overall society and hence the target country’s power and prestige
through disinformation. China’s strategy is primarily based on building its
economy in order to increase its overall power projection. Thus, the strategies
that China uses are based on gathering economic, technological, and military
developments through extensive cyberespionage. All three great cyber pow-
ers have strategies that are primarily military in concept, focusing on taking
down adversaries’ infrastructure and incapacitating major urban centers. All
three powers use cyberwarfare as a permanent form of warfare.

Cyberattacks are one measure of a country’s cyber strategy and a test of
a country’s cyberwarfare institutions. The US cyberattacks are far-reaching.
Not only has the United States used cyberattacks against Russia for decades,
it is now also using intense cyberattacks and cyberespionage against China.
As the United States maintains its role as global policeman, other countries,
too, become targets of cyberattacks, like the United States trying to delay
North Korea’s missile testing or disable the centrifuges used in Iran’s nuclear
power program. And as the revelations made by former NSA contractor
Edward Snowden and others have shown over the past years, the United
States uses a globally intensive program of cyberespionage that includes
allies and adversaries alike.

Russian cyberattacks are focused on its near neighbors, especially those
that were once part of the Soviet Union but have become outspoken critics,
like Estonia, Georgia, and Ukraine. These Russian attacks often combine
disinformation campaigns with cyberattacks on parts of a country’s infra-
structure like Estonia’s banking system or Ukraine’s electric grid. Russian
attacks on Europe and the United States are often launched in order to
specifically influence political elections and to cause underlying damage to
domestic opinion. China, too, uses cyberattacks to address specific regional
issues, such as promoting its claims—as well as undermining the claims
made by other nations—to the South China Sea. It also engages in extensive
cyberattacks on neighboring powers like Australia and India, and persistently
conducts attacks on Taiwan and the island’s political process.

As the analysis of US, Russian, and Chinese policies indicates, all three
powers conduct themselves as if cyberspace can be controlled. The United
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States has a multi-decade program that maps the internet, follows occurring
cyberattacks, and traces the origins of specific cyberweapons and malware
back to their owners in an attempt to impose a deep understanding of cyber-
space. With much, although clearly not all, of cyberspace originating in
the United States, home to organizations like the Internet Corporation for
Assigned Names and Numbers (ICANN) that provide a modicum of regula-
tion on the internet, the United States continues to act as if it owns and, there-
fore, controls cyberspace. The Russian and Chinese stances are different from
the US position. China, from the inception of the internet in its country, has
attempted to control cyberspace by creating its own national intranet and by
creating walls and barriers to keep ideas, cyberweapons, and cyberespionage
out. China has used the uniqueness of the Chinese language to help control
what happens domestically on its intranet. While this has not been a complete
success, it has allowed Beijing to gain a strong sense of control over cyber-
space. Russia has had a different experience. While the Soviet Union was
a world leader in mathematics, natural science, and computing, Russia was
not able to continue those feats after the collapse of the USSR. The current
projection of control over cyberspace is based on a belief that it can regain
that earlier footing and a belief that it can institute a cyberspace nationalism
similar to China’s intranet, albeit from a vastly different starting point.

The projection of shadow warfare is that it is silent and undetectable.
Scholarship insists that it be analyzed and critiqued. The following chapters
offer some insight into the cyber policies of the United States, Russia, and
China. This war is knowable. It should be open to discussion in order that
larger swaths of societies help direct this new warfare that is shaping many
aspects of the world.






Chapter 2

Cyber United States

As shadow warfare becomes increasingly relevant in calculations of power,
power projection, security, and strategic planning, it is not surprising that the
three big players in shadow warfare are the three big players in many aspects
of security: the United States, Russia, and China. This chapter looks at the
national policies and the underlying doctrines of the United States in the era
of shadow warfare as well as examples of cyberattacks, such as who is being
attacked, how, and why. The following chapters address the issues of shadow
warfare for Russia and China.

The major players all view cyber operations as clandestine and are reluc-
tant to discuss their shadow warfare strategies and tactics in other than
general terms, so investigative journalism, strong inferences, and broad gov-
ernment documents must be the guide.! Fortunately, cyber signatures can be
forensically tracked with a high degree of confidence, with the media increas-
ingly reporting on more and more incidents uncovered by journalists. There
are some commonalities among the three major players. First, all participate
in cyberespionage. Second, all believe they must have strong, albeit different,
cryptanalytic programs.? Third, all believe that cyberspace is controllable.
Fourth, all have conducted cyberattacks. Fifth, both the United States and
Russia use cyberattacks as part of a hybrid war effort, and China has incor-
porated hybrid war into its planning. Sixth, although the United States and
China once made significant use of privateers as part of their cyber strategy,
Russia still does. Finally, and most importantly, all three major players accept
a state of perpetual war through shadow warfare as a natural condition.’

For at least two decades, since the 1990s, the United States was at the
forefront of new types and techniques of shadow warfare, especially cyber-
warfare. In some respects, it continues to lead. In other areas, it has peers with

25



26 Chapter 2

different approaches. Shadow warfare has become a significant factor in US
strategy in addition to, and in combination with, traditional and nuclear strate-
gies. The US position is succinctly wrapped up in the following quote from its
National Security Strategy: “America’s response to the challenges and oppor-
tunities of the cyber era will determine our future prosperity and security.”

The 2017 National Security Strategy addresses the importance of cyber-
warfare to US strategy in both defensive and offensive terms. Defensive
strategy is discussed first and extensively by stating:

For most of our history, the United States has been able to protect the homeland
by controlling its land, air, space, and maritime domains. Today, cyberspace
offers state and non-state actors the ability to wage campaigns against American
political, economic, and security interests without ever physically crossing our
borders. Cyberattacks offer adversaries low cost and deniable opportunities to
seriously damage or disrupt critical infrastructure, cripple American businesses,
weaken our federal networks, and attack the tools and devices that Americans
use every day to communicate and conduct business. Critical infrastructure
keeps our food fresh, our houses warm, our trade flowing, and our citizens pro-
ductive and safe. The vulnerability of U.S. critical infrastructure to cyber, physi-
cal, and electromagnetic attacks means that adversaries could disrupt military
command and control, banking and financial operations, the electrical grid, and
means of communication.’

Offensive strategy is mentioned as well but less so, and in vaguer terms, say-
ing that “cyber operations against adversaries can be conducted as required.”®

US shadow deterrence strategy, also outlined in the 2017 National Security
Strategy, focuses on the need to make the cost of cyber operations against the
United States too costly for attackers to undertake:

Cyberattacks have become a key feature of modern conflict. The United States
will deter, defend, and when necessary defeat malicious actors who use cyber-
space capabilities against the United States. When faced with the opportunity
to act against malicious actors in cyberspace, the United States will be risk
informed, but not risk averse, in considering our options. We will invest in capa-
bilities to support and improve our ability to attribute cyberattacks, to allow for
rapid response. We will improve our cyber tools across the spectrum of conflict
to protect U.S. Government assets and U.S. critical infrastructure, and to protect
the integrity of data and information.’

The US Department of Homeland Security updated its Cyber Security Strategy
for civilian government purposes in May 2018, citing evolving threats from
cyberspace that the state is facing. The document lists the strategy’s five
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pillars, focusing on identifying risks, reducing vulnerability, reducing threats,
mitigating consequences, and enabling cybersecurity outcomes.

INSTITUTIONS AND INDIVIDUALS

Several US institutions bear responsibility for cyber activities. Responsibilities
are divided between the Department of Homeland Security (DHS), the
Federal Bureau of Investigation (FBI) at the Department of Justice, the
Central Intelligence Agency (CIA), the National Security Agency (NSA), and
the Department of Defense (DoD), including the Strategic Command’s Cyber
Command.® DHS has the primary defensive role for the US government,
coordinating domestic defense. Offensive operations are most likely assigned
to Cyber Command and to elements of the CIA. Coordinating between and
among federal agencies in response to a significant cyber incident is the Cyber
Threat Intelligence Integration Center (CTIIC). It is a small, multiagency cen-
ter within the Office of National Intelligence that works to increase the speed
at which the US government recognizes that cyber activity is threatened or
occurring, and whose mission is to provide integrated all-source analysis of
intelligence related to foreign cyber threats or incidents affecting US national
interests. Presidential Policy Directive 41 on Cyber Incident Coordination
names CTIIC as one of the three federal lead agencies (with the DHS and the
FBI) to coordinate the response to a significant cyber incident.’

Tasked with primary responsibility for domestic defense, the DHS’s
National Cyber Security Division works “collaboratively with public, private,
and international entities to secure cyberspace and America’s cyber inter-
est.”!% The division also has a number of programs to protect cyber infrastruc-
ture from attack.'' Operating under the National Cyber Security Division,
the National Cyber Response Coordination Group is comprised of thirteen
federal agencies and is responsible for coordinating the federal response in
the event of a nationally significant cyber incident.'”” The Cyberspace Review
Policy, completed in 2011, outlines the roles of federal agencies to secure
cyber infrastructure.'?

DoD’s Cyber Command, one of ten unified commands in the military, is
responsible for dealing with threats to the military cyber infrastructure. The
Pentagon raised the US Cyber Command to the status of a unified combatant
command on May 4, 2018, after eight years of it working as a sub-unified
organizational unit under the US Strategic Command. Now, as a separate
unified body Cyber Command can smoothly leverage the technical expertise
of the NSA and the Defense Advanced Research Project Agency (DARPA).
DARPA is a Pentagon division that focuses on experimental efforts. Cyber
Command has three missions: day-to-day protecting of all defense networks,
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establishing a single chain of command running up to the president, and
working with various partners to share threat information and help coordinate
responses.

Cyber Command has extensive offensive capabilities for breaking into
and destroying foreign communications and computer networks. Cyber
Command’s service elements include Army Forces Cyber Command, the
Twenty-Fourth Air Force, Fleet Cyber Command, and Marine Forces Cyber
Command.'* US Cyber Command’s 133 teams are at full operational capa-
bility, meeting a rigorous set of criteria, including an approved concept of
operation and trained personnel; the focus will shift toward readiness to
perform the mission and deliver optimized mission outcomes, continuously.'
Military cyber operations, however, are constrained by governing legal
authorities. Military cyber operations that result in the disruption, destruction,
or manipulation must be approved by the US president. Indicating that the
rules for responding in an escalated manner in cyberspace, or with conven-
tional retaliation, would require decisions by the civilian leadership, General
Martin Dempsey, who served as the eighteenth chairman of the Joint Chiefs
of Staff, said that “if it became something more widespread and we needed
to do something beyond that, it would require interagency consultation and
authorities at a higher level in order to do it.”!® These constraints largely do
not apply to the NSA or the CIA.

The NSA and the CIA also have the capability to offensively break into
foreign computer networks, as well as gather information. It was the NSA’s
programs that were leaked in 2013 by Edward Snowden, an NSA contrac-
tor and former CIA employee. More recently, in the summer of 2016, a set
of stolen NSA cyber tools from its arsenal for penetrating foreign computer
networks were auctioned on the web by a group calling itself the Shadow
Brokers.!”

The NSA, along with its electronic eavesdropping and code-breaking
capabilities, develops cyberattacks aimed at US adversaries—and sometimes
allies. The NSA’s Office of Tailored Access Operations (TAO) has almost
1,000 operators and support staff working around the clock on rotating
shifts. TAO’s operations include stealing passwords, data, and text messages
and analyzing foreign communication infrastructure for weaknesses that
could be exploited by cyberweapons.!® The CIA! may not have the NSA’s
sophistication in building malware, but it is deeply involved in cyber opera-
tions.” Within the CIA, there has been a major expansion of the Information
Operations Center (I0C). The IOC is one of the CIA’s largest divisions,
employing hundreds of people at facilities in northern Virginia. Its primary
focus—once counterterrorism—is now cybersecurity. The IOC undertakes
offensive operations as well as the recruitment of new intelligence sources.?!
The IOC’s annual cyberwar exercise, Silent Horizon, has been taking place
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since 2007.> Both the NSA and the CIA analyze the intelligence obtained
and continue to develop new weapons even as recent attacks, such as those
on North Korea and Iran, have been exposed.?

Questions arise in regard to cyberweapons that are captured “in the wild,”
purchased from disgruntled employees, or traded by weapons brokers. Gil
Baram outlines these concerns in his article for the Council on Foreign
Relations, using North Korea’s WannaCry and Russia’s NotPetya as examples
of where US-developed tools were reused on the cheap.?* As Baram discusses,
when a major cyber actor like the United States invests in developing offen-
sive cyberweapons that are then stolen and reused, it raises critical questions
of urgent policy relevance. Unlike most weapons, cyberweapons are not nec-
essarily destroyed during use and can be captured and applied by the intended
targets at a lower cost than developing their own. Additionally, the theft and
reuse of cyberweapons have changed the way the United States handles vul-
nerabilities that leak into the open, including developing information-sharing
mechanisms to address it through a policy titled Vulnerabilities Equities
Policy and Process.” The policy states that “the primary focus of this policy is
to prioritize the public’s interest in cybersecurity and to protect core Internet
infrastructure, information systems, critical infrastructure systems, and the
U.S. economy through the disclosure of vulnerabilities discovered by the
USG, absent a demonstrable, overriding interest in the use of the vulnerability
for lawful intelligence, law enforcement, or national security purposes.”?®

The protection of the US government and domestic structures is the
responsibility of the DHS, while corporate infrastructure is the responsi-
bility of private companies.”” One problem for highly developed countries
like the United States is that much of the critical infrastructure is private.
General Keith B. Alexander, who served as director of the NSA and as
the first head of Cyber Command, noted that Cyber Command is trying to
determine whether such activities as commercial espionage or theft of intel-
lectual property are criminal activities or “breaches of national security,”” as
opposed to straightforward governmental cyberespionage, which is clearly
a national security issue. The DHS’s protection of the digital infrastructure
of nonmilitary government sectors comes under the National Cybersecurity
and Communications Integration Center’s CERT. CERT defends against
cyberattacks within the “dot gov” domain and is responsible for security
collaborations with both the government and private industry. The DHS has
identified seventeen sectors of US critical infrastructure that must be pro-
tected, including the defense industrial base, financial systems, transportation
networks, and water works. The DHS and the DoD signed a cybersecurity
pact in September 2010 formalizing their cooperation, allowing the coloca-
tion of personnel, joint operational planning, and allowing the DHS to use the
NSA’s advanced technical expertise.”
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The Comprehensive National Cybersecurity Initiative (CNCI), launched by
US president George W. Bush in January 2008, was expanded by President
Barack Obama to become key in a broader, updated national US cyberse-
curity strategy. These CNCI initiatives played a key role in supporting the
US Cyberspace Policy Review, including creating or enhancing shared situ-
ational awareness of network vulnerabilities, threats, and events within the
US government, enhancing US counterintelligence capabilities, and expand-
ing cyber education, as well as working to develop strategies to deter hostile
or malicious activity in cyberspace. Additionally, the CNCI includes funding
within the federal law enforcement, intelligence, and defense communities to
enhance criminal investigation, intelligence collection, processing, analysis,
and information assurance critical to enabling national cybersecurity efforts.*

CYBER STRATEGY

The US cyber strategy incorporates the usual rationales of protecting US
national interests and global standing. The overarching strategy rests on an
understanding that, more than many other states, the United States is mili-
tarily, economically, and socially dependent on cyber institutions, ranging
from global positioning systems to electronic banking to social networks.
Moreover, the US cyber strategy is designed for limiting US casualties,
maintaining military dominance, supporting international trade, and promot-
ing American values.

The US cyber strategy is stated in the 2018 US Cyber Command’s
Command Vision, entitled “Achieve and Maintain Cyberspace Superiority.”!
This document recognizes that “adversary behavior [is] intentionally set
below the threshold of armed aggression [for] strategic effect.”*? This strategy
focuses on adversarial cyber operations as well-thought-out campaigns seek-
ing to avoid significant American reaction while degrading US power and
advancing the attacker’s own relative capacities. Thus, the US cyber strategy
recognizes that cyber operations are a new arm in the distribution of power
and can impact relative power without traditional armed aggression.*?

A second element in the 2018 Command Vision is the recognition that
the United States “faces peer competitors in the cyberspace domain.”** This
is a relatively new recognition by the United States, which was fortunate to
have initial superiority in the cyber realm. The low cost and high impact of
cyberweapons and cyberespionage on the global stage have seen the United
States lose some of its early advantages, most notably to the other two great
powers—Russia and China.

Finally, the 2018 Command Vision acknowledges that the norms of cyber-
space are somewhat chaotic, negative, and operate without real constraint
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below the threshold of war. A new approach that the US Cyber Command
offers is to take more offensive actions as a defensive strategy—sometimes
known as active defense—increasingly militarizing cyberspace. The United
States explicitly blames the militarization of cyberspace on the actions of
adversaries, although the United States itself was an early participant in this
militarization. Similarly, the United States emphasizes that the Command
Vision is not an offensive doctrine but a seamless operational approach
integrating resilience and defense against adversarial activity. Nonetheless,
cyberweapons are continually being developed within the United States for
cyber operations.

The current US cyber strategy rests upon decades of earlier US cyber
policy formulations. The United States was fundamental in the development
of the internet and took an early role protecting itself from cyberattacks and
using cyber tools to attack others. Initially designed by DARPA with fund-
ing from the National Science Foundation (NSF), the internet was originally
used for academic, scientific, and economic purposes. In the final years of the
twentieth century, President Bill Clinton’s 1995 National Security Strategy
mentioned a “threat of intrusion to our military and commercial information
systems.” In May 1998, the Clinton administration issued a presidential
policy directive to warn of the dangers of potential cyberattacks on the
county’s vital infrastructure and called for a national cyberspace protection
plan by 2000.%

Cyberspace was first officially suggested for military operationaliza-
tion during George W. Bush’s time in office, in the 2004 National Military
Strategy and then in the March 2005 National Defense Strategy, which
identified cyberspace as a new theater of operations and assessed cyberspace
operations as a potentially disruptive challenge.® This was further developed
during the Obama administration under the stated goal that

the United States will work internationally to promote an open, interoperable,
secure, and reliable information and communications infrastructure that sup-
ports international trade and commerce, strengthens international security, and
fosters free expression and innovation. To achieve that goal, we will build and
sustain an environment in which norms of responsible behavior guide states’
actions, sustain partnerships, and support the rule of law in cyberspace.®

The Trump administration’s first serious foray*’ into US cyber policy was the
2018 Command Vision. This vision sees the United States as the dominant
power in cyberspace and includes the use of offensive weapons as a clear
aspect of policy.

In developing US strategy for cyberspace, the DoD focuses on a number
of central aspects of the cyber threat, both offensive and defensive—external
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threat actors, insider threats, supply chain vulnerabilities, and threats to the
DoD’s operational ability—first in the 2009 Cyberspace Review Policy, the
2010 National Security Strategy,*' and then the 2011 Strategy for Operating
in Cyberspace.*” The May 2011 International Strategy for Cyberspace states
that the United States “reserves the right to use all necessary means” to
defend itself and its allies and partners, but that it will “exhaust all options
before [the use of] military force.”* The 2015 DoD Cyber Strategy expanded
on its strategic goals to include international partnerships: build and maintain
ready forces and capabilities to conduct cyberspace operations; defend the
DoD information network, secure DoD data, and mitigate risks to DoD mis-
sions; be prepared to defend the US homeland and US vital interests from
disruptive or destructive cyberattacks of significant consequence; build and
maintain viable cyber options and plan to use those options to control con-
flict escalation and to shape the conflict environment at all stages; and build
and maintain robust international alliances and partnerships to deter shared
threats and increase international security and stability.* This has now shifted
to a more offense-based policy in the Trump administration, which has not
allowed members of Congress to read a classified directive President Trump
issued in 2018 outlining new rules for the military’s use of cyberweapons to
increasingly deploy offensive cyber operations against adversaries, including
against Iran in June 2019.4

There are several components in the US cyber strategy. One is for gather-
ing intelligence. The United States uses cyber means and other technological
methods to obtain intelligence both inside and outside the state. Although the
main force of intelligence gathering is now done through cyber operations,
traditional methods of intelligence gathering are still used. The United States
asserts that it does gather intelligence for governmental—but not for commer-
cial or financial—purposes.*® Nonetheless, although it is impossible to verify
through open sources, it seems clear that the United States does large-scale
intelligence gathering through cyberspace.*’

A second component within the US cyber strategy is for defensive pur-
poses. The DoD Defense Science Board Task Force on Cyber Deterrence
states that “the United States gains tremendous economic, social, and mili-
tary advantages from cyberspace. However, our pursuit of these advantages
has created extensive dependencies on highly vulnerable information tech-
nologies and industrial control systems.”*® Many US command and control,
military weapons, and communications systems rely heavily on cyber con-
nectivity. With a presumption of a possible breach of defensive barriers,
the DoD continues to develop resilient networks and systems as well as
remain operationally effective by isolating and neutralizing the impact, using
redundant capacity, or shifting its operations from one system to another.
Moreover, the DoD is identifying options for shifting its operations to secure
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networks.* The Defense Science Board Task Force on Cyber Deterrence
report identifies Russia and China, as well as a few other states, as major
threats to US cyber defense.*

A third component within the US cyber strategy is for offensive purposes.
The United States, like most cyber powers, was initially reluctant to acknowl-
edge its use of offensive cyberweapons. Although military officials insisted
that their cyber strategy remained defensive for a decade to preserve the inter-
national norm against acts of aggression,’' the move to offensive operations
was revealed in 2012. In August that year, the US Air Force signaled readi-
ness to go on the cyber offensive, announcing that it was looking for ideas on
how “to destroy, deny, degrade, disrupt, deceive, corrupt, or usurp the adver-
saries [sic] ability to use the cyberspace domain for his advantage.”>> The
emphasis on offensive operations was confirmed by a program launched in
October 2012 by DARPA,> the Pentagon’s emerging technologies research
agency. DARPA’s new program, dubbed Plan X, was “to create revolution-
ary technologies for understanding, planning, and managing cyberwarfare.”>*
The acknowledged expansion into offensive operations represented an evolu-
tion in cyber strategy, partly due to US economic and military power being
heavily dependent on technology® and partly due to a technological leap in
offensive cyberweapons themselves.

This third, offensive component has two major parts. First is the use of
cyber offensives to replace kinetic or traditional warfare. One classic example
of stand-alone cyberattacks occurred in June 2012, when it was revealed
that the United States and Israel were behind the Stuxnet attack on Iran.
Second is the use of cyber offensives in conjunction with traditional warfare,
referred to as hybrid warfare. A hybrid war strategy includes a multilayered
effort—with both kinetic (conventional physical military) elements and cyber
components—which is designed to negatively impact military defenses, like
command and control, as well as to socially destabilize and polarize a state
by influencing policymakers and the population.>

In purely practical terms, in hybrid war, operational commanders attack
an opponent’s computer and information systems while protecting their own
information and communication networks. For instance, electronic penetra-
tions have preceded conventional military attacks, such as disabling Iraq’s
military computers before the US invasion in 2003.5’ In another instance,
a former ground commander in Afghanistan, US Marine lieutenant general
Richard Mills, acknowledged using cyberattacks while directing international
forces in southwest Afghanistan in 2010, stating, “I was able to use my cyber
operations against my adversary with great impact.”?

In American hybrid warfare, socially influencing populations and policy-
makers through information operations or disinformation campaigns have
long been referred to as psychological operations (PSYOPs), or occasionally
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as military information support operations® or political warfare. While news-
paper articles and pamphlets were traditionally used—and are still used—in
non-online communities, the cyber domain is actively exploited by the United
States to conduct influence operations via cell phones, emails, text messages,
and blogs in both peacetime and combat environments.®® Political warfare
was defined in 1948 by US diplomat George Kennan: “Political warfare is
the logical application of Clausewitz’s doctrine in time of peace. In broadest
definition, political warfare is the employment of all the means at a nation’s
command, short of war, . . . [ranging] from . . . ‘white’ propaganda to such
covert operations as clandestine support of ‘friendly’ foreign elements,
‘black’ psychological warfare and even encouragement of underground
resistance in hostile states.”® Examples of information operations include
text messages delivered to cell phones or even to specific cell phone towers
to enable regular news updates to a target audience. Disinformation opera-
tions include social networking sites containing propaganda videos, doctored
photos or slanted news stories, and memes.> Much of the work is carried out
by military information support teams that operate multilingual news sites tai-
lored to specific regions, like the Southeast European Times for the Balkans
and the Magharebia for North and West Africa.®

The other two major US efforts in cyberspace other than gathering intel-
ligence include defending computer networks and carrying out offensive
attacks. However, the line between defense and offense can be blurry. For
instance, in the case of a foreign cyberattack on US infrastructure, The New
York Times quotes from a 2013 speech by General Martin Dempsey that “our
first instinct will be to pull up the drawbridge and prevent the attack, that is
to say, block or defend.”* If the cyberattack could not be repulsed, the next
response is “active defense,” which General Dempsey defined as a “propor-
tional” effort “to go out and disable the particular botnet that was attacking
us.”® The comments signal that the United States is redefining defense as
requiring an active defense capacity to reach forward over computer networks
and take preemptive action, blurring the line between offense and defense if
the United States detects or suspects a threat. Similarly, offensive measures
could be used in a punishing response for a first strike cyberattack on a US
target.®

A fourth component within the US cyber strategy is for deterrence pur-
poses. Even more complicated than cyber defense or offense, cyber deter-
rence is discouraging an act by instilling doubt or fear of the consequences.
Deterrence too has two parts: deterrence by denial and deterrence by cost
imposition. Deterrence by cost imposition has a different balance depend-
ing on the perpetrator and the severity of the attack to be deterred. There
are doubts concerning the effectiveness of cyber deterrence—it is difficult
to measure because it is the art of what did not happen. The then-director of
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National Intelligence James Clapper argued in his testimony to the Senate
Armed Services Committee on January 5, 2017: “We currently cannot put a
lot of stock, at least in my mind, in cyber deterrence. Unlike nuclear weapons,
cyber capabilities are difficult to see and evaluate and are ephemeral. It is
accordingly very hard to create the substance and psychology of deterrence
in my view.”®” Cyber deterrence can occur by the elimination of detected mal-
ware. Cyber retaliation—as well as non-cyber retaliation for cyberattacks—
as part of cyber deterrence certainly seems to have a role in the US cyber
strategy. For instance, the US government approved a covert cyber deterrence
measure in retaliation for Russian interference in the 2016 US presidential
election by implanting computer code, which Russia was bound to find, in
sensitive computer systems in order to remind Moscow of America’s cyber
reach.%® Given its objections to additional punitive measures by the United
States, Russia seemed to have located the codes.

The issues with cyber deterrence have led the DoD Task Force on Cyber
Deterrence to argue that it is important to have credible non-cyber as well as
cyber responses to cyberattacks.® Moreover, the DoD Task Force on Cyber
Deterrence argues the United States should clarify that it will respond to all
cyberattacks and other costly cyber intrusions by well-outlined norms and
impose costs exceeding any possible benefit for potential attackers.”

CYBERESPIONAGE

Cyberespionage is increasingly merging with cyberattacks and cyberwarfare
in the United States as well as in some other states. Cyberespionage has dra-
matically increased the role of espionage in the era of shadow warfare. This
has raised the issue of espionage—as well as the use of cyberespionage as
the first level of attack before cyberweapons are employed—to new levels.
Cyberespionage in all three of the great powers exists both domestically and
internationally.

Domestic cyberespionage is allegedly part of the shadow strategy of
monitoring terrorist activity inside national bonders, by both citizens and
noncitizens. Domestic cyberespionage must meet—sometimes succeeding
or failing—a balance between public privacy and public safety in a liberal
democracy. The US battle between intelligence and public privacy is illus-
trated by the early example of the 1961 Bay of Pigs fiasco, a classic tale of
how CIA overconfidence, combined with presidential inexperience, led to
a wildly flawed policy in the goal of safety. The intent of the Bay of Pigs
operation was to covertly overthrow the newly installed government of Fidel
Castro in Cuba, but the ramifications were the overt collapse of the intel-
ligence effort itself, a strengthening of the Cuban position, and a decrease




36 Chapter 2

in US public safety as a result of the Cuban Missile Crisis that followed in
1962.™

Another program—the NSA’s Project SHAMROCK, an early foray into
domestic cyberespionage—erred strongly on the side of security over pri-
vacy shortly after World War II, persuading three major American telegraph
companies to hand over most of their traffic. By the time the program was
shut down in 1975, the NSA had collected information on some 75,000
American citizens, especially those active in the antiwar movement,” sharing
its information with the CIA. The CIA was running its own illegal domestic
intelligence program called Operation CHAOS. In 1978, Congress, in an
attempt to restore the balance between privacy and safety, created the 1978
Foreign Intelligence Surveillance Act, or FISA, which forbade the intel-
ligence agencies to spy on anyone in the United States without probable
cause to believe that the person was an agent of a foreign power. In 1999,
during the Clinton administration, intelligence agencies were desperate to
discover links between al-Qaeda operatives and potential terrorists in the
United States. The NSA collected a trove of telephone metadata, but the
Justice Department advised the NSA that the plan was tantamount to illegal
electronic surveillance.”

A long-term shift in the privacy-safety balance in US domestic cyberes-
pionage occurred after the September 11, 2001, attacks, and the resulting
Patriot Act. The George W. Bush administration created Stellar Wind, four
phone and internet-surveillance programs, including two programs that col-
lected the content of emails and phone calls, and two metadata programs.
This domestic cyberespionage continued under the Obama administration
from 2008 onward in order to find the domestic contacts of potential terror-
ists. The legal case for phone and internet content collection was harder to
make than the arguments concerning metadata since the Supreme Court had
ruled in 1979 that metadata was not covered by the Fourth Amendment to
the US Constitution, but the content of phone calls and emails was. By 2011,
the NSA’s email and phone content programs were collecting domestic com-
munications of tens of thousands of Americans. Yet three of the four original
Stellar Wind programs—the phone-metadata program and the content-collec-
tion programs—have expanded and are still running,”* now under the FISA
court supervision following a dramatic hospital bed confrontation over the
legal issues between the Department of Justice and the White House.” In
March 2004, after a section of the Justice Department concluded the email
program was not legal, then-acting attorney general James Comey refused
to reauthorize it. As The Washington Post reported at the time, “That refusal
resulted in a dramatic showdown that month between Attorney General
John Ashcroft, who was in the hospital with a severe pancreatic ailment,
and White House counsel Alberto Gonzales, who had rushed to Ashcroft’s



Cyber United States 37

hospital bedside in a futile attempt to persuade him to reauthorize the e-mail
program.””® Nonetheless, while US legal rationales have shifted over time,
some surveillance programs have become even broader and more intrusive
than the original Stellar Wind.”’

In January 2018, the Trump administration signed into law a bill extending
Section 702 of FISA that renewed the NSA’s warrantless internet-surveil-
lance program. Under the law, the NSA eavesdrops on vast amounts of digital
communications from foreigners living outside the United States via compa-
nies like Facebook, Verizon, and Google. The program also intercepts US
citizens’ communications, including when they communicate with a foreign
target living overseas, and can search those messages without a warrant.”

While domestic cyberespionage continues, the main force of the US espio-
nage effort is foreign cyberespionage, which it views as a legitimate activity,
albeit with consequences if caught.”” While government-built malware for
gathering intelligence is routinely used around the world, the United States
distinguishes between intelligence gathering for government purposes and
intelligence gathering for commercial practices and financial gain. According
to an e-mailed statement from a DoD NSA spokesperson, “The Department
of Defense does engage” in computer network exploitation, clarifying that
“The department does ***not*** engage in economic espionage in any
domain, including cyber.”8?

Not all major powers agree with the US distinction between government
and economic espionage. Most notably, Chinese officials challenge the US
position. The United States does conduct a vibrant cyberespionage campaign
against China, which ranks high on Washington’s priority list. The NSA used
cyberespionage to enter computers belonging to Huawei and China Telecom,
which became public when Edward Snowden leaked documents evidencing
US cyberespionage.?! The United States justifies economic espionage. Jack
Goldsmith, former assistant attorney general for the DOJ’s Office of Legal
Counsel from 2003 to 2004 and DoD special counsel, quotes former CIA
director Stansfield Turner saying in 1991 that “as we increase emphasis on
securing economic intelligence, . . . we will have to spy on the more devel-
oped countries—our allies and friends with whom we compete economi-
cally.”® He also quotes former CIA director James Woolsey confirming in
2000 that the United States steals economic secrets from foreign firms and
their governments “with espionage, with communications, with reconnais-
sance satellites.”®® And, finally, Mr. Goldsmith also quotes former director of
National Intelligence James Clapper in 2013 stating, “What we do notdo . . .
is use our foreign intelligence capabilities to steal the trade secrets of foreign
companies on behalf of—or give intelligence we collect to—US companies
to enhance their international competitiveness or increase their bottom line.”#*
Nonetheless, this permits economic espionage of foreign governments and
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institutions, and the theft of trade secrets from foreign firms—just not “on
behalf of” US firms.%

However, the United States asserts that this cyber intelligence gathering
is a standard activity in the game of international espionage. While the US
government does not like China using cyberespionage for normal intelligence
gathering, US officials reserve their ire for state-sponsored intellectual-prop-
erty theft, which will be discussed in more detail in the next chapter.®® China
seems to be at least somewhat aware of the distinction the United States is
making. Neither state wants to discuss military espionage.®’

CYBERATTACKS

The United States has been a primary purveyor of cyberattacks in ongo-
ing continuous shadow warfare. After US intelligence services carried out
231 offensive cyber operations in 2011,% President Barack Obama ordered
a list of potential overseas targets for US cyberattacks. An eighteen-page
Presidential Policy Directive 20, issued in October 2012, stated that Offensive
Cyber Effects Operations (OCEQO) “can offer unique and unconventional
capabilities to advance US national objectives around the world with little
or no warning to the adversary or target and with potential effects ranging
from subtle to severely damaging.” Presidential Policy Directive 20 defines
OCEO as “operations and related programs or activities . . . conducted by or
on behalf of the United States Government . . . to enable or produce cyber
effects outside United States government networks.”® Of the 231 offensive
operations conducted in 2011, almost three-quarters were against top-priority
targets, including adversaries such as Iran, Russia, China, and North Korea.*
It is reasonable to project that the quantity and quality of cyberattacks ema-
nating from the United States have significantly increased since 2011.

In 2017, the DoD Defense Science Board Task Force on Cyber Deterrence
defined a cyberattack in US parlance as “any deliberate action that affects the
desired availability and/or integrity of data or information systems integral to
operational outcomes of a given organization.”! These cyberattacks attempt
to be covert. For instance, Umbrage is a voluminous library of cyberattack
techniques that the CIA collected from malware produced by other coun-
tries, including Russia, which allows the CIA to mask the origin of some of
its cyberattacks in an attempt to confuse forensic investigators.”? In another
instance, under an extensive effort, code-named Genie, US cyberattackers
enter foreign networks in order to put them under surreptitious US control.
The $652 million project has placed “covert implants”—remote sophisti-
cated malware—in computers, routers, and firewalls on tens of thousands
of machines every year, with plans to expand into the millions.”® Keeping
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cyberattacks covert is becoming increasingly difficult as top cybersecu-
rity firms join cyber operatives in the major states to decrypt and identify
originators.

The NSA knows its decryption abilities are important, saying that “it is the
price of admission for the US to maintain unrestricted access to and use of
cyberspace.” The full extent of the NSA’s decoding capabilities is known
only to a limited group of top analysts from the so-called Five Eyes: the
United States, the United Kingdom, Canada, Australia, and New Zealand,
with a parallel British Government Communications Headquarters (GCHQ)
counter-encryption program. Unlike some classified information that can be
parceled out on a strict need-to-know basis, one document makes clear that
with some decryption, “there will be NO need-to-know.”*3

Not all cyberattacks become public, and the following is not an inclusive
list of all cyberattacks conducted by the United States on other states. These
are, however, some of the more important instances of cyberattacks.

The earliest known incident of a cyberattack on an industrial control sys-
tem was the alleged 1982 CIA sabotage of the Soviet Trans-Siberian pipe-
line infrastructure system. The CIA, working clandestinely with a Canadian
supplier, inserted a “logic bomb,” which caused the pipeline to explode.*® In
2017, Russian state-owned international news organization, RT (formerly
Russia Today), acknowledged that there were numerous American cyberat-
tacks on the Russian president’s website, on government servers, and on
control systems of energy and telecommunication infrastructure. Moreover,
the United States threatened cyber retaliation against Russia in the case of a
major cyberattack against the United States.”’

In 2012, Russian president Vladimir Putin specifically blamed then-US
secretary of state Hillary Clinton for a reputed disinformation cyberattack
against him. Following the December 2011 parliamentary elections and
through the presidential election on March 4, 2012, Russia witnessed domes-
tic protests that were organized largely over social media and blog sites.”® The
protests were held in Moscow’s Bolotnaya Square and focused on the fairness
of recent elections. “She set the tone for some of our actors in the country
and gave the signal,” Putin said, referring to Clinton’s comments regarding
the legitimacy of the December vote. “They heard this and, with the support
of the US State Department, began active work.”” While the specifics of any
potential US role in the Bolotnaya Square protests have never been clarified
by either the United States or Russia, there was strong evidence of grassroots
Russian grievances based on a series of earlier protests.'® Thus, Putin’s accu-
sations leveled against the State Department draw on a well-known pattern of
activity, whether or not they carry any weight, is difficult to assess. Although
the DoD is heavily involved in public diplomacy, it is the legal responsibility
of the US Department of State'”'—the use of interactive internet activities,
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regionally focused websites, and social media to advance American interests
overseas—following the 1998 decision to fold the US Information Agency
into the State Department with the end of the Cold War.'®?

The issues surrounding the current challenges of public diplomacy in a
cyber era were outlined in a 2009 book by the US Congressional Research
Service.!'”® US Public Diplomacy: Background and Current Issues states:

Internet communications, including social media networks such as Twitter and
Facebook, have characteristics of both broadcast communications, such as the
ability to communicate written and spoken words, still images, and motion
pictures to a wide audience and in-country, person-to-person outreach, which
engenders personal relationships connecting networks of individuals connected
by common interests, not just common geography.!%

This has not always gone as well as it could. For instance, a US broadcaster
in the Middle East, Alhurra, was criticized after it “allowed terrorist organiza-
tions and Holocaust deniers to promote their views on the air; it is argued, has
damaged Alhurra credibility with the Arab public.”1%

Less convincing were Russian concerns about foreign influence on a
site called Kartanarusheniy—an interactive map of election violations—
sponsored by the Russian independent election watchdog Golos (voice).!%
Kartanarusheniy was taken down in the spring of 2014, as were the sites
that linked to it or mentioned it.'”” However, Golos applied to the Russian
Justice Ministry demanding to be excluded from the list of foreign agents
after the Moscow city court ruled that the association had not violated the
law, citing the constitutional court ruling of April 2014, according to which
a nongovernmental organization is not obliged to register as a foreign agent
if it refuses foreign funding. The Moscow court concluded that the unsuc-
cessful attempt by the Norwegian Helsinki Committee, a nongovernmental
organization working to ensure that human rights are respected,'® to transfer
money to Golos “is not sufficient grounds to conclude that the association
receives foreign funding, which is one of the requirements for listing an NGO
as a foreign agent.”'” The Russian government’s attempt to use the specter
of Western interference to silence the opposition was obvious even to other
Russian actors like the Moscow city court.

The United States is, however, stepping up digital incursions into Russia’s
electric power system network. Since at least 2012, current and former offi-
cials say, the United States has put reconnaissance probes into the control
systems of the Russian electric grid. However, now the US strategy has
shifted more toward offense, with the placement of potentially crippling
malware inside the Russian system at a depth and with an aggressiveness that
had never been tried before. It was partly a warning meant to be discovered,
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because deterrence works if the other side knows that there can be serious
retaliation, and partly in preparation to conduct cyberattacks if a major con-
flict occurred—a demonstration of how the Trump administration is using
new authorities to deploy cyberweapons more aggressively.!!

This covert measure that authorized implanting code in sensitive computer
systems that Russia was bound to find to serve as a reminder of America’s
cyber reach—as well as the expulsion of thirty-five Russian diplomats, the
closure of two Russian-owned compounds in Maryland and California, and
economic sanctions on Russian intelligence officials—was part of a retalia-
tion package approved by President Obama in late December 2016.'!"! The
retaliation was in response to an August 2016 report drawing from sourcing
deep inside the Russian government that detailed President Putin’s direct
involvement in a cyber campaign to disrupt and discredit the US presidential
race, including Mr. Putin’s specific instructions on the operation’s objectives
to defeat or damage US presidential candidate, Hillary Clinton, and help elect
then-US presidential candidate, Donald Trump.''?

From August to December 2016, the Obama administration’s Cyber
Response Group debated dozens of options for deterring or punishing
Russia.'® Simultaneously, there were at least five warnings''* to the Russians
not to intervene in the actual election, including a news conference on
September 5, 2016, when President Obama issued a veiled threat: “Frankly,
we’ve got more capacity than anybody both offensively and defensively.”!'
Finally, on October 31, 2016, the administration delivered a final preelection
message via a secure Cold War-era nuclear channel, stating that the United
States had detected malicious activity from Russian servers targeting the US
electoral systems and warned that meddling would be regarded as unaccept-
able interference.!!®

The American non-cyber retaliation to Russian cyberattacks during the
November 2016 presidential elections included hybrid elements. Although it
was not specifically kinetic war, there were physical reactions to the interfer-
ence, including the detention of four Russian men that the Americans accused
of cyberattacks. One is a Russian citizen, Yevgeniy Nikulin, originally held
in Prague, in the Czech Republic, on an Interpol arrest warrant issued by US
authorities. Although both the United States and Russia requested his extra-
dition,'"” he was extradited to the United States on March 30, 2018, and was
later questioned regarding Russian cyberattacks on US elections.!'® A second
Russian computer programmer, Stanislav Lisov, was arrested by Spanish
police at the Barcelona airport in January 2017 on another US warrant. He
was extradited to the United States on January 19, 2018. A third Russian
citizen, Roman Seleznev, was extradited to the United States from Guam
amid Russian protestations in 2014 and was convicted in 2016 on thirty-eight
cyber-related charges by a US court.'” A fourth Russian programmer, Pyotr
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Levashov, was arrested under an international warrant regarding cyberattacks
linked to the interference in the 2016 American presidential election.”® He
was extradited to the United States on February 2, 2018.!?! These four cases
come in addition to the thirteen individuals and three companies that were
indicted as part of the US Special Counsel Robert Mueller’s investigation on
February 16, 2018.'2 Additionally, the investigation indicted twelve Russian
intelligence officers from the GRU on July 13, 2018, who will never be extra-
dited to the United States.'*

One of the best-known US cyberattacks against adversaries was the attack
on Iran’s Natanz nuclear facility called Operation Olympic Games, men-
tioned in an earlier chapter. Less well known are the June 2019 US Cyber
Command attacks against multiple computer systems. One target was an
Iranian intelligence group believed to be behind attacks against oil tankers,
owned by Norway and Japan, in the Gulf of Oman. Another targeted com-
puter systems that control Iranian missile launches. The cyber operation was
intended to be below the threshold of armed conflict, using similar shadow
tactics to those deployed by Iran. The cyberattacks, which had been planned
for several weeks, were ultimately meant to be a direct response to both the
tanker attacks and the downing of a US drone in June 2019.'** Iran claimed
the drone was in its airspace, while the United States insisted it was shot
down in international airspace.'*

On April 16,2017, a North Korean missile test blew up seconds after liftoff
under suspicions that a covert US cyber program to sabotage the test flights
had succeeded again. The attacks on North Korea’s missile program, which
the Obama administration hastened in 2014, resulted in 88 percent missile
failures.'? It can be difficult to determine if an individual launch is the result
of a cyberattack, even inside the US Cyber Command and the NSA, where the
operation is centered. However, evidence suggests that North Korea, using a
different kind of missile, has overcome at least some of the problems.'?’

The clandestine US cyber operation targeting the North Korean missiles
was enthusiastically adopted by the Trump administration to the point of
openly discussing it with the president of the Philippines, Rodrigo Duterte.'?
In addition to the missile component of the cyber campaign, US Cyber
Command targeted North Korea’s military spy agency, the Reconnaissance
General Bureau, by barraging its computer servers with a DDoS attack that
choked off internet access. The effects were temporary and not destructive.'”

To focus on cyberterrorism, US Cyber Command has launched cyberat-
tacks on the so-called Islamic State (ISIS) group. The mission was less
than successful. The cyberattack attempted to disrupt communications,
recruitment, payroll, and directives. However, new recruitment efforts and
communication hubs reappeared almost immediately. The most sophis-
ticated US offensive cyberattack against the Islamic State beginning in
November 2016, Glowing Symphony, sabotaged the group’s online videos
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and propaganda, but they too were quickly replaced. Cyber tactics must shift
to more effective targeting of financial assets and to compromise leadership
in order to effectively fight terrorists who are very adept at social media,
careful with backing up files, and firmly in control of their own online media
presence.!'*

Nonetheless, some effective cyberattacks, by the newly created cyber mis-
sion teams that joined traditional military units in hybrid warfare, kept ISIS
fighters and commanders from seeing or having advanced notice of traditional
physical attacks.!®! One of the rare successes against the Islamic State was by
Israeli cyber operatives who penetrated a small cell of bomb makers in Syria.
They exposed that the terrorist group was making explosives that looked like
laptop computer batteries to fool airport screening. The intelligence prompted
a ban on large electronic devices in carry-on luggage on flights in March
2017. It was this classified intelligence that President Trump revealed when
he met in the Oval Office with the Russian foreign minister, Sergey Lavrov,
and the ambassador to the United States, Sergey Kislyak, in May 2017. This
disclosure of classified information infuriated Israeli officials.!*?

When cyberespionage and cyberattacks merge to create a back door as
a precursor to attack, this is known as “exploitation” under the US cyber
strategy.'** A classic example of this merging into exploitation is the protec-
tion of the US electrical grid and other infrastructure. The US grid has three
electric networks—one in the East, one in the West, and one in Texas—with
thousands of miles of transmission lines, power plants, and substations.
The flow of power is controlled by local utilities or regional transmission
organizations. As the electrical grid and other utilities rely on online com-
munication, these utility control systems are vulnerable to cyberespionage,
cyberattacks, and exploitation.'** Under the George W. Bush administration,
Congress approved $17 billion for the protection of government networks.
Under President Obama, the program continued to pour billions of dollars
into addressing vulnerabilities in private computer networks. Cyberespionage
probes—from China, Russia, and elsewhere—have navigated the US electri-
cal system without damaging the power grid but in preparation for cyberat-
tacks.!* Pre-positioning malicious software in critical systems includes the
HAVEX"¢ and BlackEnergy'?” malware placed by Russia, discovered in the
US electrical grid in 2013."® This blurred line between cyberespionage and
cyberattacks is characteristic of shadow warfare and is utilized by all adver-
saries against each other with relative success.

CONTROLLING CYBERSPACE

The ability to control cyberspace was announced in the “International Strategy
for Cyberspace: Prosperity, Security, and Openness in a Networked World,”
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published by the White House in 2012, which stated that “the digital world
is no longer a lawless frontier.”'** The Wild West quality of cyberspace was
now a thing of the past as far as the United States was concerned. The press
started reporting on the US plan to control cyberspace in 2012, specifically in
regard to DARPA."* DARPA’s Plan X has an advanced map that details the
entirety of cyberspace—a global domain that includes tens of billions of com-
puters, networks, cyberweapons, and bots—and updates itself continuously.
The ideal map shows network connections, analyzes how much capacity a
route has for carrying a cyberweapon, suggests alternative routes according
to traffic flows, and indicates power and transportation systems that support
military objectives. Plan X allows a visual representation of cyberspace to
assist decisions on what to attack and how, while seeing any attacks coming
from an adversary. Plan X hardens operating systems capable of launching
attacks and withstanding retaliation.'*!

Control over cyberspace has led to a greater ability to assign cyber opera-
tions to specific states and specific operators. Thus, cyber operations lose
much of their secret non-attributable qualities. Every kind of cyber opera-
tion—malicious or not—Ieaves a trail. US intelligence analysts use their con-
stantly growing knowledge of previous events, of how cyber operators work,
and of existing and emerging cyber tools to trace cyber operations back to the
point of origin and often to specifically named operators.!+?

A central aspect of regulating cyberspace is domestic control. The United
States is largely a regulatory state rather than a state that controls from the top
down. The primary regulation is the Federal Communications Commission
(FCC) authority through a 1996 law that represents major legislation on
communications policy. The landmark Telecommunications Act of 1996 was
passed by a bipartisan majority, the Clinton administration, and the FCC.
The act left US governance of cyberspace to the engineering-driven multi-
stakeholder process that created it— and free of political management.'** In
2015, the Obama administration enacted rules prohibiting internet providers
from charging more for certain content or from giving preferential treatment
to certain websites. In 2018, the FCC repealed the 2015 net neutrality rules.'*
This leaves much of cyberspace control in the United States to commercial
entities.

Economic aspects within cyberspace have become extremely important in
the United States. The Telecommunications Act states that “it is the policy
of the United States to preserve the vibrant and competitive free market that
presently exists for the Internet and other interactive computer services,
unfettered by Federal or State regulation.”'* With the Trump administra-
tion’s 2018 repeal of the 2015 law, e-commerce start-up companies feared
that they could end up on the losing end of paid prioritization, with their
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websites and services loading more slowly or with a lower priority than
those run by internet giants. Remote workers, including freelancers in the gig
economy, could similarly face higher costs to do their jobs from home. The
FCC said it had repealed the rules because they restrained giant broadband
providers from experimenting with new business models and investing in
new technology. !4

Controlling cyberspace similarly focuses on military operations in and
through cyberspace. The US military recognizes that most states maintain
that their national cyberspace is considered a sovereign domain, but this is not
necessarily restrictive. According to the US military’s doctrine outlined in the
2018 Cyberspace Operations, “In cyberspace, there is no stateless maneuver
space. Therefore, when US military forces maneuver in foreign cyberspace,
mission and policy requirements may require they maneuver clandestinely
without the knowledge of the state where the infrastructure is located.”'¥’
According to this document, the military conducts cyber operations “consis-
tent with US domestic law, applicable international law, and relevant [gov-
ernmental] and [military] policies. The laws that regulate military actions in
US territory also apply to cyberspace.”!*

Perhaps the most pertinent perspective regarding controlling cyberspace
is Washington’s international stance. In this regard, the United States is in
one of the two main camps divided over how international cyber operations
should be organized and legislated. On the one side is the Western camp,
which focuses on applying existing international law to cyber operations and,
on the other is the camp that calls for creating specific international laws
and treaties and reinforcing international political structures as the mecha-
nisms for maintaining international peace and security in the era of shadow
warfare.!%

The United States has four arguments for rejecting the need for any new
treaty for maintaining international peace and security regarding international
cyber operations. First, the United States argues that it would be “premature
to formulate overarching principles pertaining to information security in all
its aspects,”’® meaning that, in a rapidly developing cyber technology era, it
is too soon to even consider such a treaty. The second argument is partly that
a multilateral treaty for restricting the development or use of cyber civil and/
or military technologies was unnecessary, as the law of armed conflict—espe-
cially the principles of necessity and proportionality—was already applicable
to cyberweapons and cyberwarfare. The third argument is partly that cyber
technologies not directly tied to warfare were best addressed in international
committees better suited for discussion of subjects other than disarmament
and international security. Finally, the United States argues that a treaty
approach was against the principle of the free flow of information critical to
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the growth and development of all states: “The implementation of informa-
tion security must not impinge upon the freedom of any individual to seek,
receive and impart information and ideas through any media—including elec-
tronic—and regardless of frontiers, as set forth in Article 19 of the Universal
Declaration of Human Rights.”!>!

There is another aspect to the US argument against the need for a new
international treaty on cyber operations. In addition to the abovementioned
Justifications, the United States asserts that its view on self-defense, including
preemptive self-defense, applies to cyberwarfare. The US view is that nothing
impairs the inherent right of individual or collective self-defense if an armed
attack occurs; this includes the right to respond to a particularly devastating
cyberattack with a kinetic retaliatory counterstrike. The United States has
adopted a broad concept of self-defense that justifies preemptive military
action. Indeed, the Trump administration’s April 2017 strike on a Syrian
government airbase in retaliation for a chemical weapons attack that killed
dozens of civilians in a rebel-held town confirms that the US government
does not feel itself limited to a strict understanding of self-defense. Within
this understanding, it is not unreasonable to imagine a US administration
justifying a cyberattack on preemptive self-defense grounds.'>

Moreover, the United States and other members of this camp assert that
international humanitarian law is applicable to cyberattacks as well, espe-
cially in case a threat of force or use of force occurs in an incident that causes
humanitarian suffering. For instance, if a cyberattack takes down a country’s
or an ally’s electric grid, like what happened in the Ukrainian capital Kyiv in
December 2015, international humanitarian law can justify either a counter-
cyberattack or even a kinetic response to a cyberattack that could escalate
as far as a potential'>® nuclear response.'>* As David Sanger details in The
New York Times, one extreme example might include a US nuclear strategy
in the Trump administration that would permit the use of nuclear weapons
to respond to crippling cyberattacks on US infrastructure.'> The response,
of course, would have to be proportional, so the level of retaliation—espe-
cially for a nuclear response—would imply an attack that was nationally
debilitating.

US confidence that it can control cyberspace, both domestically and inter-
nationally, certainly underlies this stance. The United States does not close
off its domestic cyberspace, primarily for reasons of the freedom of flow of
information. Rather, the United States relies on retaliatory responses to cyber-
attacks either through the existing laws of self-defense or by the use of inter-
national humanitarian law. This reflects its stance that no international treaty
which would restrict these retaliations is needed or even desirable. Instead,
the United States relies on its own sophisticated understanding of cyberspace
and its own ability to construct retaliatory weaponry.
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SHADOW WARFARE POLICY

When it comes to developing US shadow warfare policy, three central
components always become pertinent. First and foremost are the political,
economic, and social factors that influence long-term goals that guide policy,
both implicitly and explicitly. Second, policy is largely a product of individ-
ual administrations, each having its own unique character. Finally, principles,
both national and ideological, also shape policy.

Fundamentally, US shadow warfare policy is guided by political, eco-
nomic, and social realities. Politically, the United States is still a leader in
most warfare technology, including cyberwarfare. This disinclines the United
States from voluntarily constructing limits on its technological capabilities. In
particular, the United States argues that a treaty along the lines of those nego-
tiated for chemical or nuclear weapons is unnecessary. Instead, US officials
make a negative argument that there should be international law enforcement
efforts to confront the rise in cyber violence, especially in criminal cyber
activities—including cybercrime, hacktivism, cyberterrorism, and cyber
disinformation campaigns—through improved cooperation. The idea is that
this covers many of the cyberattacks against the United States and addresses
some of the defensive actions that fall short of kinetic war retribution or even
kinetic war targets.

US officials also make a positive two-pronged argument that a traditional
cyber treaty is unnecessary. The first argument is in support of openness and
interoperability.'>¢ The Prosperity, Security, and Openness in a Networked
World strategy states its reliance on an earlier 2005 agreement, saying that

the United States supports an Internet with end-to-end interoperability, which
allows people worldwide to connect to knowledge, ideas, and one another
through technology that meets their needs. The free flow of information
depends on interoperability—a principle affirmed by 174 nations in the Tunis
Commitment of the World Summit on the Information Society. The alternative
to global openness and interoperability is a fragmented Internet, where large
swaths of the world’s population would be denied access to sophisticated appli-
cations and rich content because of a few nations’ political interests.'>’

The second positive argument is that a traditional cyber treaty undermines
the role of norms and shared understandings in shaping acceptable behavior.
Again, the document continues:

Adherence to such norms brings predictability to state conduct, helping prevent
the misunderstandings that could lead to conflict. The development of norms
for state conduct in cyberspace does not require a reinvention of customary
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international law, nor does it render existing international norms obsolete.
Long-standing international norms guiding state behavior—in times of peace
and conflict—also apply in cyberspace. Nonetheless, unique attributes of net-
worked technology require additional work to clarify how these norms apply
and what additional understandings might be necessary to supplement them.'*

Second, US policy is made primarily by the administrations within the
executive branch, rather than resting in the legislative or judicial branches.
The legislative branch would be involved if there was a declaration of war,
but shadow warfare eschews declaration almost by definition. Therefore, the
oversight is within the various departments within the executive branch by
department secretaries, military leaders, and sometimes by the White House
itself. This means that often oversight is minimal and often unseen by law-
makers and citizens to the extent that it does exist.

In an ongoing process to create policy for shadow warfare and its princi-
pal tool of cyberwarfare, the United States continues to rely upon Carl von
Clausewitz’s On War. Von Clausewitz’s ideas are relevant to cyberwarfare
and to the combination of cyberwar with traditional kinetic war to create
hybrid warfare. Clausewitz writes in his first chapter: “War is an act of vio-
lence, which in its application knows no bounds; as one dictates the law to the
other, there arises a sort of reciprocal action, which, in the conception, must
lead to an extreme.”'® According to René Girard in On War and Apocalypse,
Clausewitz put a finger on an irrational aspect of reality—that is, the world
tends to extremes in war.'®® These extremes, once thought to have reached the
limit first in total war and then in nuclear war, now usher in the continuous
shadow of cyberwarfare.

Just war theory is interpreted to support the defining weapon of shadow
warfare—cyberwarfare. Although some scholars, such as Randall Dipert in
The Ethics of Cyberwarfare,'®" argue that just war theory does not straightfor-
wardly apply to cyberwarfare when cyberwar does not kill humans, Colonel
James Cook, a professor at the US Air Force Academy, persuasively asserts
that analogously ambiguous cases have long existed in warfare without
undercutting the just war theory’s broad relevance.'®? The characteristics of
cyberwarfare fit the confines of just war. The norms of just war—with jus ad
bellum criteria, including just cause, comparative justice, legitimate author-
ity, last resort, and probability of success—blend with jus in bello, including
right intentions, proportionality, and noncombatant immunity. Consider the
principle of defense in the face of aggression. Cyberattacks are aggressive
when it comes to preventing a state from meeting basic human needs, like
compromising a state’s ability to provide electricity as a result of malware
in power grids. The second principle of just war is the protection of non-
combatants. Effective cyberattacks search for targets and spread the attack



Cyber United States 49

but, as with biological warfare, have a reasonable probability of spreading
to noncombatants, such as in the case of Stuxnet. The third principle of
just war is proportionality—the idea that it is wrong to cause more harm in
defending against an attack than the harm caused by the attack itself, which
was reflected in the US response to Russian meddling in the US election. US
cyberwar theory is a progression from the early Western evolution of the just
war theory and new interpretations of von Clausewitz for a cyber age.

In sum, the United States regards the rules surrounding just war theory
and Carl von Clausewitz’s concepts of war to be the foundation for shadow
warfare theory and policy and its primary tool of cyberwarfare. The United
States rejects the current need for a cyber treaty, arguing negatively that the
concern should be on cyber violence, which is best addressed by harmonizing
cybercrime laws internationally and by enhancing international cooperation
in cybercrime.'® The United States also argues that treaties limit offense at a
time when the United States is concerned with cyber defense. Positively, the
United States sees cyberspace as having a constructive impact on the global
quality of life and considers the existing norms of international law and just
war theory as sufficiently applicable to cyber operations, thus limiting the
need for an international cyber treaty. The fact that Russia and China have
vastly different notions of shadow warfare theory does not factor into current
US thinking on cyberwarfare and the need for an international agreement.






Chapter 3

Cyber Russia

As shadow warfare becomes increasingly relevant in power projection,
national security, and strategic planning, it is not surprising that the three big
players in the field are the three big players in many aspects of security: the
United States, China, and Russia. This chapter looks at the national policies
and the underlying doctrines of the Russian Federation, as well as examples
of cyberattacks, such as who is being attacked, how, and why. Russia plays
a big role in global shadow warfare, with a specific set of policy preferences
and a distinctive worldview.!

As discussed in the previous chapter, with the ongoing state of perpetual
shadow warfare, the rivalry of the great powers is playing out with hints of
earlier rivalries. In some respects, much as cyberwarfare’s lack of interna-
tional norms and rapidly developing national policies, there is a return to ele-
ments of Cold War rivalry that has morphed into this new type of clandestine
conflict. While the Cold War had deeply entrenched ideological conflicts,
the concept of allies and adversaries is much more fluid in shadow warfare.
Moreover, the concept that this is war without a clear end is similar to the
Cold War mentality; the reality is that cyberwar, like nuclear war, will not
end. It is interesting to consider that the notion of perpetual war does not nec-
essarily presume a perpetual enemy, as Janis Bérzins, director of the Center
for Security and Strategic Research at the National Defense Academy of
Latvia and one of the leading specialists on Russian military strategy in the
world, suggests.? It does, however, fundamentally change the notion of who
and what makes an ally or a foe. For instance, the extraordinary variations
allowed in hybrid war, which has been well developed by Russia, mean that
some allies are also partial adversaries, and adversaries can occasionally be
partial allies in the swiftly shifting sands of shadow warfare.

51
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One of the issues with shadow warfare is that new powers and new weap-
ons present the need for new strategies, new institutions, and new ways of
looking at allies and adversaries as well as new policy challenges. Russia is
adapting its own national considerations to a new regime, with some consis-
tent factors from earlier traditions. The approach has been unique to Russia,
but with some elements that reflect the increasingly common standards of
shadow warfare and its primary weapon of choice—cyberattacks.

Outlining the use of cyber instruments to protect itself and its national
interests, the Russian government released its military doctrine in February
2010. The document defines a modern military conflict as including the
integrated use of military and nonmilitary capabilities and a greater role
for cyberwarfare, which Russia calls information warfare. Specifically, the
doctrine summarizes a belief that cyberwarfare can achieve political objec-
tives without using military force and spread information and disinformation
that sways the international community to act in ways that benefit Russia.
This understanding of the uses of cyberwarfare means the creation of new
forms of offensive cyberweapons and the creation of new forms of defensive
cybersecurity.?

In 1997, the Russian Federal Agency of Government Communications and
Information outlined cyberwarfare as having four components: the destruc-
tion of command and control centers combined with an electromagnetic
attack on information and telecommunications systems; the acquisition of
intelligence; disruption of computer systems; and disinformation.* The 2000
Information Security Doctrine of the Russian Federation was readopted in
2008 and remained in force until December 2016, when a new Doctrine
on Information Security of the Russian Federation, with a slightly different
title, was adopted.® The basic elements remain, but the concepts of cyberwar
have been refined. The three pivotal objectives outlined in the doctrine are
establishing full state control over the domestic cyberspace, overcoming the
international “discrimination” of the Russian media, and growing concerns
that Russia is lagging behind other key players in the domain of information
technology and cybersecurity.S

President Vladimir Putin has personally set up Russia’s cyber institutions
and strategies and has personally directed many of the cyberattacks begin-
ning in his first two terms in office between 2000 and 2008, and then with
a much more sophisticated systematic gearing up of cyberattacks and other
shadow warfare strategies from his second round as president, beginning in
2012 and still ongoing.” According to the special incident report drawn up
by the German intelligence services, major attacks such as those directed
against the German Bundestag and the US presidential election in 2016
were likely “directly authorized by the presidential administration in the
Kremlin and left up to the services to carry out.”® As his 2012 “Russia and
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the Changing World” speech illustrates, Putin remains focused on informa-
tion and disinformation:

World public opinion is being shaped by the most active use of advanced infor-
mation and communications technology. . . . This implies a matrix of tools and
methods to reach foreign policy goals without the use of arms but by exerting
information and other levers of influence. Regrettably, these methods are being
used all too frequently to develop and provoke extremist, separatist and nation-
alistic attitudes, to manipulate the public and to conduct direct interference in
the domestic policy of sovereign countries.’

With this speech, Putin set the basis of Russia’s cyber institutions and cyber
strategy.

INSTITUTIONS AND INDIVIDUALS

This institutionalization of shadow warfare occurred in the aftermath of the
collapse of the Soviet Union in 1991 as the new Russia was taking shape.
The world was changing, and new technologies, including cyberspace, were
coming into being. In this new era, Europe and the United States changed
their policies of containment and isolation toward Russia to an approach of
economic and political integration. Russia began to rely on trade with Europe,
which in turn began to rely on Russian energy. By 2000—and the start of
Putin’s reign—Russian economic integration shifted from a positive force
to a corrosive negative one. After the 2008 global financial crisis, the United
States and the European economies relied increasingly on Russian fossil-fuel
wealth for funding and investment. At the same time, Russia directed its
institutions to enhance its impact on American and European political and
economic systems in order to advance its national interests through shadow
warfare.'”

This institutionalization of Russian cyber power, however, is not absolute.
While Russian government authorities give specific and detailed orders and
instructions regarding shadow warfare attacks, there appears to be rivalry
and competition within the system—including in the intelligence services.
Moreover, execution is often loosely organized and delegated to a broad
variety of actors. Some are tied closely into a chain of command, and others
are linked much more tenuously to government authorities—subcontractors,
businessmen, privateers, and even organized cybercrime networks—allowing
for maximum agility, speed, adaptability, and creativity. It permits proceed-
ing by trial and error, and it allows state actors to evade attribution—and
retaliation. The example of the use of Russian organized crime, while not
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exclusive to Russia, has many unique characteristics. In addition to the secu-
rity agencies’ cyber abilities, Russia still depends, to a considerable extent, on
recruiting cybercriminals or simply calling on them from time to time. There
have been several other attacks that look like the work of organized crime,
such as the 2010 infiltration of the NASDAQ’s central systems.'' Organized
crime also provides surge capacity for cyberattacks, such as the DDoS attacks
on Estonia in 2007 and Georgia in 2008 and ongoing cyber disruption in
Ukraine.'? As the opportunities for cyberattacks and cyberespionage grow,
governmental cyber forces are continuing to outsource organized crime in
Russia.'* However, it can also mean a sacrifice of control and effectiveness,'*
such as the 2017 WannaCry cyberattack, where the Russian government was
unable to protect itself, and thousands of Russia’s corporate and government
networks were hit.'3

Russian cyber capabilities, like those of the other major cyber powers, are
evolving and adapting via a spectrum of institutions.'® Russian cyber institu-
tions were initially characterized by a unique interconnection of government,
business, and crime.!” However, the initial DDoS cyberattacks that once
typified Russian cyber operations have been supplemented by more sophis-
ticated tactics and malware tools. Russia maintains strong partnerships with
industries and universities to assist with the research and development of
cyber capabilities.!®

Playing a more direct role in offensive cyber operations than in the past
are two state institutions: the Main Intelligence Agency of the General Staff
of the Russian Armed Forces (GRU), Russia’s military intelligence, and
the Federal Security Service of the Russian Federation (FSB), the principal
security agency and successor to the KGB.! The FSB absorbed parts of the
Federal Agency of Government Communications and Information, which
had been responsible for cryptology and code-breaking.”® The GRU has clear
links to advanced persistent threat groups APT28/Fancy Bear and APT29/
Cozy Bear, and to Russian cyberattack and propaganda groups.?! The GRU’s
APT28/Fancy Bear includes Units 26165 and 74455, which engaged in cyber
operations that involved the staged releases of documents stolen through
computer intrusions along with APT29/Cozy Bear, including interference
with the 2016 US presidential election and the 2018 midterm elections.?
The same unit has been involved in attacks on French president Emmanuel
Macron, the North Atlantic Treaty Organization (NATO), the German parlia-
ment, Georgia, and other government targets across Europe.?

Interestingly, the Dutch General Intelligence and Security Service (AIVD)
penetrated the APT29/Cozy Bear computer servers and a security camera at
the entrance of their offices in a university building in Moscow. The Dutch
were the first to alert their US counterparts about the Russian cyberattacks
gaining access to US agencies and the Democratic National Committee
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(DNC). This account is based on interviews with a dozen Netherlands and
US political, diplomatic, and intelligence sources with direct knowledge of
the matter.?*

These activities were the result of a shift in cyber operations after the
creation of a Cyber Command in the beginning of 2012. Russia’s Cyber
Command was conceived as “a super special purpose force” that was sup-
posed to be eventually expanded to tackle a wide range of tasks. The creation
of the Cyber Command was part of the most ambitious, consistent, and
effective military reform, called the New Look, begun in 2008. The crisis
in Ukraine became the first significant test for this new modus operandi.
The covert Russian military intervention in Crimea in 2014 had some of the
observers in the West and Ukraine talking about a new hybrid war.?> While
Russia had resorted to hybrid war several times in the past, current hybrid
warfare—such as economic manipulation, an extensive and powerful dis-
information and propaganda campaign, the fostering of civil disobedience
and even insurrection, and the use of well-supplied paramilitaries—supports
Russia’s conventional forces.?

Russia centered offensive and defensive cyber capabilities in the military
by establishing special military cyber units and a cyber coordination unit—the
Cyber Defense Center—subordinate to the GRU.?” In 2013, a senior Russian
official in the research and development wing of the military confirmed that
Russia was enhancing its cybersecurity and creating a separate cyberwarfare
wing under the jurisdiction of the military, which sees cyberspace as the new
theater of war.?®

Like the other major players, Russia is institutionalizing cyber warfare and
privateers. Russian state agencies are clearly conducting advanced network
reconnaissance and developing malware to attack specific system vulnerabili-
ties as other governments harden their networks. For instance, the cyberat-
tacks perpetrated ahead of the outbreak of conflict in Georgia and Ukraine
were facilitated by spear-phishing cyberespionage campaigns that introduced
malware or granted cyber actors’ remote access to systems in anticipation of
a potential future military or diplomatic action.”

One notorious group of privateers has gone under several names but is best
known as the Internet Research Agency (IRA). The IRA is an organization in
St. Petersburg, Russia, that spreads disinformation on the internet. It employs
hundreds of Russians as paid social media users to post pro-Russian govern-
ment propaganda online under false identities—including buying intention-
ally divisive ads and extensive identity theft. The IRA, along with several of
its employees, was indicted by the FBI for committing federal crimes while
seeking to interfere in the US political system, including the 2016 presiden-
tial election.*® According to the FBI*! and several Russian media outlets, the
IRA is funded by Evgeny Prigozhin, an oligarch restaurateur known as the
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“Kremlin’s chef” due to his large government contracts and his close rela-
tionship with President Putin. Prigozhin’s Concord holding company was
shown to fund the IRA when illegally accessed emails revealed an accoun-
tant at Concord approving payments to the agency.”? Leaked documents
listed Mikhail Burchik, a retired St. Petersburg police colonel who joined the
agency in February 2014, as its executive director,? indicating another level
at which it is connected to the government.

CYBER STRATEGY

Russia takes a broad approach to cyberwarfare strategy or information opera-
tions. Cyberwarfare strategy in Russia includes the cyberespionage aspects
of intelligence gathering and counterintelligence; the cyberattack elements of
electronic warfare, debilitation of communications, degradation of navigation
support, and degradation of information systems; and social cyberattacks that
include disinformation, psychological pressure, and propaganda. In Russian
information warfare, computers, privateers, and bots are paired with news
outlets, social media, and hacktivist communities.** DDoS attacks, social
media bots spreading disinformation, and the RT television channel (formerly
Russia Today) propagating Russian government views are all interconnected
tools of cyberwarfare, with Russian news services focusing on the same
issues as the disinformation campaigns, such as race in America and the rela-
tionship with the European Union in Britain.

The Russian strategic doctrine, New Generation Warfare, is “primarily a
strategy of influence,” and its primary goal is “breaking the internal coher-
ence of the enemy system—and not about its integral annihilation.”* The
New Generation Warfare is simple and straightforward: it penetrates and
utilizes the system from within, for example, preventing the work of an
independent press and judiciary and allowing media outlets to disseminate
erroneous disinformation that fosters public confusion and disillusionment.?’
No one knows what to believe anymore.

Moreover, New Generation Warfare concentrates “on the exploitation of
state resources to further Russian networks of influence.”*® This becomes
crucial when realizing that Russia’s primary strategy involves “actively dis-
crediting the Western liberal democratic system as well as offering the alter-
native”* of its own highly centralized system of the political and economic
power structure. The strategy aims to undermine the cohesiveness and stabil-
ity of the Western world order.*’ This is a grand strategy, and it may well be
working, given the intense polarization in the United States around the result
of the 2016 presidential election and round Brexit in the UK.
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Hybrid war is also central to Russian strategy. Russia may have been the
first of the three major players to fully integrate modern cyberattacks into
hybrid warfare, albeit the United States had been doing this in a small way at
the start of the twenty-first century. A strategy that paired cyberattacks and
cyber disinformation operations with kinetic, physical military attacks—a
true hybrid warfare strategy—was launched by Russia in about 2007 and has
since been refined and expanded.*! Then, in 2008, cyberattacks were paired
with kinetic attacks in Georgia in a sophisticated orchestration of the cyber-
attacks with physical attacks. The use of hybrid warfare, a mix of combat,
intelligence, and propaganda tools, was deployed in conflicts such as Syria,
with the Syrian Civil War cited as an example of successful Russian interven-
tion abroad.®

Cyberwarfare is also central in the Russian strategic deterrence framework.
The Russians are penetrating industrial control networks responsible for oper-
ating critical infrastructure in opponent countries.* The strategic objective in
the deterrence framework is to develop the capability to remotely access and
disrupt the control systems of adversaries in the event of increased hostilities,
whether those hostilities are cyber, kinetic, or hybrid.*

The theoretical and doctrinal underpinnings of the Russian approach to
cyberwarfare reflect the conviction that Russia is locked in a constant struggle
with internal and external adversaries seeking to challenge its security in the
information realm. Its cyberwarfare doctrine ignores distinctions between
peacetime and wartime. This suggests that Russia has a relatively low bar for
employing cyberweapons and disinformation in ways that might be viewed
as threatening and escalatory in nature.* The shadow warfare concept of low-
grade, continual warfare is well established in the Russian strategy.

New Generation Warfare, which operationalizes Russian military strategy,
outlines a strategy that wins hearts and minds first, with kinetic operations
following. The main guidelines for Russian military capabilities by 2020 are
the following:

8 i. From direct destruction to direct influence; ii. from direct annihilation of
the opponent to its inner decay; iii. from a war with weapons and technology
to a culture war; iv. from a war with conventional forces to specially prepared
forces and commercial irregular groupings; v. from the traditional (3D) battle-
ground to information/psychological warfare and war of perceptions; vi. from
direct clash to contactless war; vii. from a superficial and compartmented war
to a total war, including the enemy’s internal side and base; viii. from war in the
physical environment to a war in the human consciousness and in cyberspace;
ix. from symmetric to asymmetric warfare by a combination of political, eco-
nomic, information, technological, and ecological campaigns; x. from war in a
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defined period of time to a state of permanent war as the natural condition in
national life.*

Thus, the Russian view of shadow warfare is based on the idea that the
main struggle is for the mind. As a result, new-generation wars are dominated
by disinformation and psychological warfare. In order to achieve superiority
on the ground and take control of weapons systems, the Russian government
wants to morally and psychologically depress an adversary’s military person-
nel and civilian population. This has strong historical parallels to Russian
use of colorful depictions in posters and press stories in World War I to raise
morale at home, regardless of the realities at the front, and to demoralize the
enemy by demeaning ridicule.*’” The main objective is to minimize the neces-
sity for deploying kinetic military power, making the opponent’s military and
civil populations support the attacker to the detriment of their own govern-
ment and state.

The New Generation Warfare doctrine combines subtle and discrete
state involvement with explicit direct involvement. Aspects of the strat-
egy were evident earlier but were practiced and refined in Ukraine. As
outlined by Phillip Karber and Joshua Thibeault in their article, “Russia’s
New-Generation Warfare,” the strategy includes five elements. First, New
Generation Warfare uses political subversion such as insertion of agents,
political propaganda, and modern mass media to exploit existing ethnic, lin-
guistic, and class differences and to play up corruption or compromise local
officials. Second, it uses proxy sanctuary, like seizing local governmental
centers, police stations, airports, and military depots; arming and training
insurgents; creating checkpoints and destroying ingress transportation infra-
structure; cyberattacks compromising communications; as well as conducting
phony referendums with single-party representation and establishment of a
government under Russian tutelage. Third, New Generation Warfare uses
intervention, such as the deployment of Russian forces to the border with sud-
den large-scale exercises involving air, ground, naval, and airborne troops;
surreptitious introduction of heavy weapons to insurgents; creation of training
and logistics camps close to the border; commitment of so-called volunteer
combined-arms tactical groups; integration of proxy troops into higher-level
formations that are equipped, supported, and led by Russians. Fourth, the
doctrine uses coercive deterrence—secret strategic force alerts and “snap
checks”; forward deployment of tactical nuclear delivery systems; theater and
intercontinental maneuvers; and aggressive air patrolling of neighboring areas
to inhibit their involvement. Fifth, and finally, New Generation Warfare uses
negotiated manipulation, which means using Western-negotiated ceasefires
to rearm Russia’s proxies; using violations to drain an adversary’s military
capability while inhibiting other states from helping for fear of escalation;
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dividing Western alliances by playing on economic incentives; and selective
and repetitive phone negotiations with a favorite security partner.*

Russian cyber strategy incorporates many aspects of earlier Soviet control
over what people think. This has been effective in the past and perfectly
suited to cyberwarfare. Soviet control was occasionally done with incredible
talent, such as Mikhail Sholokhov’s epic And Quiet Flows the Don, winner of
the 1965 Nobel Prize in Literature, that convinced many Soviet citizens that
institutions like collective farms were heroic and reflective of the country’s
strength and perseverance. It is also reflective of what President Vladimir
Putin knows best from his background in the FSB, and its predecessor, the
KGB. While this strategy does not avoid pre-positioning malware in adver-
saries’ electric grids, it does focus on the longer-term aims of influencing
one’s opponents.

CYBERESPIONAGE

Cyberespionage by Russia has been practiced for multiple decades, similar
to the United States and China. Under President Vladimir Putin, the Russian
government enhanced a domestic system of cyberespionage to influence
domestic expression online. It uses media censorship, conducts cyber sur-
veillance, ensures favorable media coverage, intimidates the opposition,
and limits discussion of certain topics. The Russian government categorizes
surveillance, domestic media policy, cybersecurity, and internet governance
as related issues. President Putin set up strategic infrastructures—bots, priva-
teers, and propagandists—to control the domestic message and to intervene
in global media systems. Official media outlets such as RT and Sputnik are
key parts of that infrastructure, reporting some accurate news combined with
disinformation in order to lend credibility to the disinformation.*’

Domestic cyberespionage in Russia started with the rise of the internet
at the end of the twentieth century. The System of Operative-Investigative
Measures (SORM) was applied in 1995, requiring telecommunications
operators to install hardware provided by the FSB to monitor domestic
communications metadata and content, including phone calls, email traf-
fic, and web browsing activity. In 2012, SORM was expanded to include
social media platforms. Assumptions are that any information shared on
Russian social networks such as VKontakte (in touch) and Odnoklassniki
(classmates) is collected by the intelligence services. At least nineteen
VKontakte users (76 percent of known cases)®* were imprisoned in 2018
for posting memes or even liking postings on the site. In 2016, all internet
service providers were legally required to install new hardware, essentially
giving the government instantaneous access to all information streaming on
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the Russian internet, or Runet as it is sometimes called. Access to internet
information extends to even collecting data from the dating site, Tinder.’!
Data retention and data localization laws collect additional information for
SORM. Internet companies must keep communication metadata and con-
tent and store all information about Russian citizens on servers physically
located within Russia.>

Russian domestic cyberespionage appears to have intensified following the
anti-government protests of 2011, when tens of thousands of Russian citizens
took to the streets after concerns of fraud in the parliamentary elections. The
protests were organized largely on social media platforms such as Facebook
and Twitter, which was possible because over three-quarters of the Russian
population access the internet, primarily via cell phones. While the internet
was the one medium where the opposition could get its message out since
it did not have access to the mainstream broadcasters and newspapers, this
ended after the domestic unrest. In the spring of 2011, DDoS attacks were
directed against websites generally associated with opposition to Putin’s
government. Among the targets were the LiveJournal blog site, websites
run by anti-corruption crusader Aleksey Navalny, and the Novaya Gazeta
newspaper.”® Laws were passed in 2014 requiring bloggers with more than
3,000 daily readers to register with the media regulator, Roskomnadzor, and
internet companies are required to allow Russian authorities access to blog-
gers’ information, which must be stored on servers based on Russian territory
for governmental access.™

The government can censor websites without a court order as a result of
amendments introduced in 2012-2013.% Internet platforms like Yandex, a
multinational corporation specializing in internet-related services, were sub-
jected to political pressure, while others, like VKontakte, were brought under
the control of government allies. President Putin called the internet a “CIA
project,” one that Russia needed to be protected from. Restrictions online
were paired with a new wave of digital propaganda by paid social media
users and bots.”® Presumably, the Russian operations directed at a domestic
audience are also designed to show that Europe and the United States are no
substitute for Russia and President Putin—that is, the West offers no reason-
able alternatives.”’

A sovereign internet law establishing new controls on the internet came
into force in November 2019, giving government officials wide-ranging pow-
ers to restrict traffic on the Russian web. While the Putin government said the
law will improve cybersecurity, critics fear it is another step along the path
to create an internet firewall similar to that of China. The law allows the pos-
sibility to switch off connections within Russia or to the World Wide Web.
The government decides when connections will be interrupted and require
internet service providers to install network equipment capable of identifying
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the source of traffic and filter content to more effectively control domestic
and international cyber realms.>®

Russia’s international cyberespionage was boosted by a family of unique
malware toolsets used to steal information by infiltrating computer networks
and retrieving stolen data since at least 2008. Targets of the international
cyberespionage included the Georgian Ministry of Defense, the Ministries
of Foreign Affairs in both Turkey and Uganda, as well as other govern-
ment institutions and political think tanks in the United States, Europe, and
Central Asia. These cyberespionage attacks are the product of a single, large,
well-resourced organization that provides the Russian government with intel-
ligence on foreign and security policy matters.>

Russian cyberespionage targeted government institutions including embas-
sies, nuclear research centers, and oil and gas institutes. An early Russian
cyberespionage initiative, dubbed Red October, gathered sensitive documents
from organizations, which included geopolitical intelligence, credentials to
access classified computer systems, and data from personal mobile devices
and network equipment. It was designed to steal very specific encrypted files.
The primary focus of this campaign targets countries in Europe and the for-
mer Soviet republics, although there are also North American targets. Like
Flame, Red October is made up of several distinct modules, each with a set
objective or function. Some modules were designed to target files encrypted
using a system known as Cryptofiler—an encryption standard that was once
in widespread use by intelligence agencies. While Cryptofiler is no longer
used for extremely sensitive documents, it is still used by NATO for protect-
ing privacy and other information that could be valuable to cyber operators.®

At the end of the twentieth century, an early Russian cyberespionage
operation, Moonlight Maze, systematically broke into the US Department
of Defense computers for more than a year and extracted vast amounts of
sensitive information.®! In another operation, Russian intelligence is alleged
to use the cybersecurity firm and a popular antivirus provider, Kaspersky, to
steal classified information. There are indications that the alleged espionage
is related to a public campaign of highly damaging NSA leaks by a stealth
group called the Shadow Brokers.®> A cache of NSA cyberweapons were
put up for sale by the Shadow Brokers in 2016, with either Russia as the
most likely perpetrator, or an insider’s leak, or both. Three NSA employees
or contractors have been arrested since 2015 for removing classified files,
but there is fear that one or more leakers may still be in place. Russia is the
prime suspect in a parallel hemorrhage of cyberweapons and secret docu-
ments from the CIA’s Center for Cyber Intelligence, posted to WikiLeaks.®
Edward Snowden tweeted on August 16, 2016, that “conventional wisdom
indicates Russian responsibility”® for the auction of stolen NSA malicious
software files. Snowden’s comments imply the auction may be a signal to the
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United States to consider carefully before retaliating over the unauthorized
access and illegal removal of two Democratic Party organizations’ emails and
documents.®® Snowden concluded that “an escalation in the attribution game
could get messy fast.”

CYBERATTACKS

Cyberattacks have long been part of the Russian shadow warfare strategy
and arsenal. Moscow began cyberattacks on neighboring states like Estonia,
Georgia, Kyrgyzstan, Lithuania, and Ukraine in 2007. By 2015, Russia was
launching cyberattacks against further targets like Germany, Poland, the
Netherlands, and the United States.®’ Initially, these were DDoS attacks that
required considerable human participants. Then, the cyberattacks became
more sophisticated, with more complicated malware. For instance, the govern-
ments of France, Germany, and the Netherlands, in advance of the presiden-
tial and general elections in 2017, agreed to share information as they braced
for “influence operations,” including the dissemination of illegally obtained
emails and disinformation campaigns on social media. The goal of the influ-
ence and disinformation campaigns is to divide public opinion and ultimately
undermine the concept of truth.®® The targets that received the largest and
most prolonged attacks were Ukraine, the United States, and Germany. What
follows are some of the acknowledged cyberattacks by Russia.

An early cyberattack was launched in 2007 against Estonian government
websites after a World War II war memorial was moved from a Tallinn park,
called Liberators’ Square during Soviet times, to a military cemetery. The
Russian government was displeased by the removal of the Bronze Soldier
commemorating Soviet troops that fought against Nazi Germany. The initial
wave of cyberattacks were basic DDoS attacks that came from official struc-
tures in Russia, were hosted by Russian state computer servers, and instruc-
tions on how to carry out cyberattacks circulated in the Russian language on
Russian websites. Politically motivated hacktivists in these DDoS cyberat-
tacks utilized botnets—a network of internet-connected private computers
infected with malicious software running one or more bots and controlled as
a group without the owners’ knowledge.*

Estonia was particularly vulnerable to DDoS cyberattacks because much of
its government is run online. The Baltic state has a paperless e-government
and holds parliamentary elections online.” Targets of the DDoS cyberattacks
included the Foreign and Defense Ministries, newspapers and other media
outlets, and financial institutions. In attempts to circumvent the havoc, some
officials simply blocked access to the servers from outside Estonia in order
to prevent the attacks.”!
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In June 2008, Russia conducted another DDoS cyberattack, this time in
Lithuania. In this instance, the cyberattacks appear to be motivated by the
Lithuanian government’s decision to outlaw the display of Soviet symbols.
In response, Russian hacktivists and privateers, presumably with the guidance
of the Russian government, defaced Lithuanian government websites with
Soviet symbols of the hammer and sickle, and red stars.”

Russian cyberattacks against Georgia, followed by military forces a
few weeks later, were an early instance of full-fledged hybrid warfare.”
Cyberattacks on the Georgian government sites began as early as July 20,
2008, with coordinated DDoS cyberattacks that overloaded and effectively
shut down Georgian servers.”* In the DDoS attack, malicious programs
known as botnets were blasting streams of useless data at Georgian com-
puters from hundreds of thousands of hijacked machines around the world,
directing them to barrage Georgian sites. The bots effectively targeted the
pages of Georgia’s president, parliament, the Ministry of Foreign Affairs,
news agencies, and banks. In addition to the DDoS cyberattacks, Georgian
internet traffic began to be redirected through Russian telecommunications
firms. A Russian-language site, Stopgeorgia, offered software to download
for use by privateers in the DDoS cyberattacks. Using their signature tools
and attack commands, a St. Petersburg-based criminal gang known as the
Russian Business Network (RBN) launched cyberattacks from computers it
is known to control. At one point, the parliament’s website was replaced by
images comparing Georgia’s president to Adolf Hitler.”

Botnets were prepositioned in preparation for the attack and then activated
shortly before Russian air strikes began.”® While Russia baited Georgia with
troop movements on the borders of the breakaway region South Ossetia,
the bots were to attack. Then, in August 2008, after Georgia’s pro-Western
government sent troops into South Ossetia, the Russian military—Iland, sea,
and air—invaded Georgia. In combination with this second cyberattack, the
hybrid operation shut down Georgia’s internal communications.” Russia
prevailed in this hybrid warfare in just five days, with the Republic of South
Ossetia declaring its independence, supported by Moscow. In the year after
the war, Russian cyberattacks shut down social media platforms to com-
memorate the first anniversary of their success.”

The Central Asian republics were the last countries to leave the Soviet
Union, and Moscow still has close ties with the republics, including
Kazakhstan and Kyrgyzstan. However, Russian cyberattacks shut down two
of the four Kyrgyz internet service providers with a DDoS cyberattack in
January 2009. The cyberattacks appear to be part of a Russian effort to pres-
sure Kyrgyzstan’s government to remove a US military base set up after the
September 11, 2001, attacks on the World Trade Center in New York from
its national territory. After prolonged negotiations, the base was closed in
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2014, and the Kyrgyzstan government later received $2 billion in Russian
aid and loans. Three months following the Kyrgyzstan attacks, in April 2009,
Kazakhstan’s then-president Nursultan Nazarbayev released a published
statement that was deemed critical of Russia. The media outlet that published
the statement underwent a DDoS cyberattack that temporarily disabled its
website.”

A Russian cyberattack against the Netherlands was conducted in October
2015. The goal of the cyberattack was to access Dutch government comput-
ers regarding a report concerning Flight MH17, which was shot down over
eastern Ukraine in July 2014. It appears that the Russian government wanted
to ascertain the data collected on the downing of MH17.%° The Dutch Safety
Board headed the investigation of the Malaysia Airlines’ airplane destruction.
The report concluded that the passenger plane was downed, and all passen-
gers and crew were killed by a Russian-made missile fired from an area held
by pro-Russian rebels.®!

Ukraine has been one of the major targets for Russian cyberwarfare. For
instance, a DDoS cyberattack, thirty-two times larger than the largest known
attack in history, occurred while Russia seized control of Crimea from
Ukraine in March 2014.% The intent of the attack was to take down telecom-
munications to prevent the Ukrainian forces in Crimea from communicating
with each other and, perhaps more importantly, from communicating fully
with the Ukrainian government in Kyiv while Russia introduced overwhelm-
ing physical forces. This was at least the second time that Russia combined
cyber and kinetic warfare to create hybrid warfare.

The Russian government began using more sophisticated cyberattacks than
DDoS cyberattacks in the aftermath of revelations about the use of sophisti-
cated malware like Stuxnet in 2010 by the United States and Israel. During
Ukraine’s presidential elections in May 2014, first, there was a cyberattack
that took down the country’s Central Election Commission three days before
the vote. The attack was designed to create chaos and hurt the nationalist
candidate while helping the pro-Russian candidate, who lost despite these
efforts.®> Then, CyberBerkut, a pro-Russian privateering group, rigged the
website of the Central Election Commission to erroneously announce the
ultra-right presidential candidate as the winner. CyberBerkut is linked to the
cyberattackers who later breached Democratic Party targets in America’s
2016 presidential election.®* Additional malware on the Central Election
Commission’s system appears to be traced back to the GRU’s APT28/Fancy
Bear unit.®

The barrage of cyberattacks accelerated in the autumn of 2015 and became
even more sophisticated, using only the second discovered malware after
Stuxnet®® that targets industrial control systems. Russian government cyberat-
tackers used malware to gain access to the power supply network in western
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Ukraine, leaving 225,000 people without electricity.’” Then, in December
2016, Russian malware shut down 20 percent of the electric power gener-
ated in the Ukrainian capital Kyiv. The malware, CrashOverride, targets
industrial control systems with payloads that attack communication protocols
and directly control switches and circuit breakers.®® CrashOverride scans for
critical components that operate circuit breakers and then opens the circuit
breakers, which stops the flow of electricity. It continues to keep them open
even if a grid operator tries to close them, creating a sustained power out-
age. Moreover, the malware erases the software on the computer system that
controls the circuit breakers, forcing the grid operator to revert to manual
operations, which means driving to the substation to restore power. With
this malware, the attacker can target multiple locations creating outages in
different areas simultaneously. Theoretically, the malware can be modified
to attack other types of industrial control systems, such as water and gas.
Electrum, which targeted the Ukraine electric grid in 2015, and Sandworm,
which targeted US industrial control systems in 2014, may be the same group
or two separate groups working within the same organization, but the forensic
evidence indicates they are related.®

The Russian cyber strategy in Ukraine, according to Western analysts, is
“to destabilize the situation in Ukraine, to make its government look incom-
petent and vulnerable” as well as using Ukraine as a testing ground for
perfecting new forms of cyberwarfare and cyberweapons. In addition to the
blackouts and other cyberattacks, Russian disinformation flooded Ukraine’s
media, including persistent tales that portrayed it as a fascist state filled with
anti-Semites, despite the fact that the country elected a Jewish president in
2019.°" This particular brand of disinformation was meant to bring back glo-
rious images of Russian victories in World War II and encourage national
fervor. This Russian cyber strategy seems to be a model that was applied
elsewhere.

The Russian cyberattacks on the 2016 US election seemed to follow a strat-
egy similar to the one used in Ukraine, with a combination of cyberattacks
that used a massive cyber disinformation operation combined with physical
cyberattacks on election data and equipment. The official US review of the
Russian cyberattacks initially focused on the disinformation operation, find-
ing that “Russian President Vladimir Putin ordered an influence campaign in
2016 aimed at the US presidential election. Russian goals were to undermine
public faith in the US democratic process, denigrate Secretary Clinton, and
harm her electability and potential presidency. We further assess Putin and
the Russian Government developed a clear preference for President-elect
Trump. We have high confidence in these judgments.” The attacks were
coordinated and run by the GRU and used the services of the privateer entity,
CyberBerkut, which was used in so many other similar attacks.*
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Much of the initial publicly available discussion focuses on the massive
disinformation operation. The US Office of the Director of US Intelligence’s
report, “Assessing Russian Activities and Intentions in Recent US Elections,”
states:

Putin and the Russian Government aspired to help President-elect Trump’s
election chances when possible by discrediting Secretary Clinton and publicly
contrasting her unfavorably to him. All three agencies agree with this judg-
ment. . . . Moscow’s influence campaign followed a Russian messaging strat-
egy that blends covert intelligence operations—such as cyber activity—with
overt efforts by Russian Government agencies, state-funded media, third-party
intermediaries, and paid social media users or trolls. . . . Russia’s intelligence
services conducted cyber operations against targets associated with the 2016 US
presidential election . . . and that the GRU used the Guccifer 2.0 persona and
DCLeaks.com to release US victim data.**

The US analysis argued for even more focus on how Russian disinforma-
tion—as generated by Russia’s multiple state-owned platforms—was used to
complement the full Russian influence campaign. Specifically, the US Senate
report notes that open-source collection and reporting are traditionally used
to support specific analytic assertions and should be used regarding RT and
Sputnik’s coverage of WikiLeaks releases of DNC information.”

The Russian cyberattacks on the 2016 US election had two physical
components. First was the theft of emails and a campaign finance database
through spear-phishing operations that reached as high as the campaign chair,
John Podesta. The research into the Russian cyberattack group APT28/Fancy
Bear corroborates US intelligence reports that Russia used unauthorized
access into the DNC email system as part of a cyber campaign to interfere
in the election. The CIA identified Russian officials who delivered the stolen
DNC emails to WikiLeaks through third parties under orders by President
Vladimir Putin. In some cases, the stolen documents traveled less directly
from the GRU to WikiLeaks.*

The Russian cyberattacks on the 2016 US election had a second physical
component, which has major ramifications. Russian cyberattacks directly
went after voter databases and software systems. The US voter systems saw
cyberattacks in 78 percent—or a total of thirty-nine—US states, many more
than was originally reported. In Illinois, cyberattackers accessed software
designed to be used by poll workers and actively tried to delete or alter voter
data.”” The Special Counsel Robert Mueller’s report on Russian interference
in the 2016 election reconfirmed that a spear-phishing “operation enabled
the GRU to gain access to the network of at least one Florida county gov-
ernment.””® Florida’s senator Marco Rubio took it one step further, saying
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that Russian hackers not only accessed the state’s voting system but were
“in a position” to change voter roll data.” These cyberattacks on the voting
system were confirmed in a report by the US Office of the Director of US
Intelligence, warning that “Russian intelligence obtained and maintained
access to elements of multiple US state or local electoral boards.”'® The
cyberattacks against voter data and voting systems were further confirmed by
NSA documents, outlining how the GRU targeted the computers of 122 local
election officials prior to November 2016.1°! The unauthorized release of
these NSA documents ultimately resulted in the guilty plea of Reality Leigh
Winner, a young US Air Force veteran and intelligence contractor, for unlaw-
fully retaining and disseminating defense intelligence information.'” While
she did not release documents to the GRU, she did release documents to the
US press that confirmed that the NSA knew that the GRU had gained access
to US election computers.

As part of this operation on the physical voting structure, the GRU exe-
cuted a cyberattack against at least one US voting software supplier and sent
spear-phishing emails to more than one hundred local election official days
before the November election. The NSA acknowledges that the Russian gov-
ernment multipronged cyberattacks “specifically directed at U.S. and foreign
elections,”!® focused on parts of the system directly connected to the voter
registration process, including a private sector manufacturer of devices that
maintain and verify voter rolls. Some of the company’s devices are advertised
as having wireless internet and Bluetooth connectivity, which could have
provided an ideal staging point for further malicious actions.'™

Two other Russian cyber operations were part of this cyberattack on the
physical voting structure. In one, Russian military cyber operators created
an email account pretending to be a US election company from which they
sent fake test emails offering “election-related products and services,”'®
such as those used in Florida. In the second operation, test emails were sent
to addresses at the American Samoa Election Office, in prelude to launching
another spear-phishing attack. The Russians appeared intent on “mimicking
a legitimate absentee ballot-related service provider.”'% These particular
attacks seem to be probing the weaker links in the US election process,
which could discredit the reliability of the elections both domestically and
internationally.

As mentioned earlier, energy companies in the United States were the
intense subject of a series of Russian cyberattacks that have, in some cases,
successfully broken into the core systems that control the companies’ opera-
tions. Access was gained through spear-phishing operations. The cyberat-
tacks began in late 2015 but increased in frequency in April 2017. Energy
companies and other utilities are susceptible to cyberattacks that could be
used for destructive purposes, such as limiting energy supplies that can
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damage the economy or disable key cities. Further, attacks on energy compa-
nies can coincide with physical attacks as part of a hybrid operation.'"’

In 2017, a Russian defense agency reviewed the source code of the cyber
defense software used by the US military to guard its computer networks. The
Hewlett Packard system, called ArcSight, is a cybersecurity software used
by much of the US military, alerting analysts when it detects that computer
systems have come under attack. ArcSight is also widely used in the private
sector.!® With full Russian access to the source code, this software no longer
makes sense for use in the US military.

A Russian cyberattack using a cyberwarfare strategy similar to the one
used against Ukraine and the United States was conducted against the Foreign
Ministry of the Czech Republic in January 2017. Not only was it a cyber-
attack, but it also merged aggressive actions with cyberespionage, giving
the attack its shadow warfare quality. Most senior diplomats’ emails were
accessed, prompting the Czech Republic’s foreign minister to compare it to
the cyberattack on the DNC. The attack retrieved electronic correspondence
concerning the Czech Republic’s relations with its NATO and European
Union allies.!” This sophisticated cyberattack came amid an active Russian
disinformation campaign in the Czech Republic, first around a US effort to
locate advanced missile systems on its territory and then to focus on the social
issues that could impact the presidential election.!!®

There is less information available on a Russian cyberattack in 2017 on
the Polish Foreign Ministry, although it appears to resemble the attack on the
Czech government. The malware used in the cyberattack was sophisticated
enough to be disguised as legitimate software. The Polish Foreign Ministry
asserts no classified information was compromised as only the internal system
was affected by the attack.!'! This use of more sophisticated cyberweapons in
attacking Poland came after thousands of DDoS attacks from 2011 to 2014
against the government and financial targets.'? Attribution of these earlier
DDoS cyberattacks in Poland was claimed by CyberBerkut. CyberBerkut is
the same group associated with Russia that attacked the Ukrainian elections
in 2014, the German government in 2015, and the US elections in 2016.

The cyberattacks on Germany follow the same strategy that was used
in Ukraine and the United States—initiate the cyber operation with a mas-
sive disinformation campaign and then pair it with cyberattacks on physical
structures like governmental emails, political parties, and infrastructure. Both
Russian privateers like CyberBerkut, and Russian GRU units like APT28/
Fancy Bear and APT29/Cozy Bear, are used.

In January 2015, CyberBerkut commenced a two-day DDoS cyberattack
on German government computers to coincide with a visit of the Ukrainian
prime minister. Relations between Ukraine and Russia experienced unprece-
dented alienation since 2014, with the Euromaidan revolution, the annexation
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of Crimea, and the outbreak of war in Donbas. While Russia argues it is
providing economic and political support to the Russian-speaking popula-
tions of Crimea and eastern Ukraine from a supposedly failed Ukrainian
state, Germany and the West have backed treaties and sanctions to move
Russia out of Ukraine to help unify the country!’* and have considered
Ukraine’s membership in NATO—right on Russia’s border.'* In April and
May 2015, the GRU’s APT28/Fancy Bear conducted a sustained cyberat-
tack over several weeks on the Bundestag, the national parliament of the
Federal Republic of Germany. German intelligence agencies concluded that
these cyberattacks were directly authorized by Russian president Vladimir
Putin. The distinctive Russian character of this attack is exposed by the fact
that not only was it a cyberattack, but it also merged aggressive actions with
cyberespionage. It was the BfV, Germany’s domestic intelligence service,
that asserted the cyberespionage sought information on the workings of the
Bundestag, NATO, and German leaders, including high-ranking politicians
in Chancellor Angela Merkel’s Christian Democratic Party.!'> The cyberat-
tack infected a network of more than 5,600 computers and 12,000 registered
users—including Merkel’s office—with malware and stole 16 gigabytes of
data. The attack was so severe that the entire Bundestag network was taken
offline for four days.!'

Then, in December 2016, the BfV warned of growing evidence of Russian
cyberattacks and disinformation campaigns to influence the German par-
liamentary elections in September 2017 and to destabilize German society.
Angela Merkel, who supported sanctions against President Putin’s personal
associates after Russia annexed Crimea, was specifically targeted.''” Two
foundations affiliated with Germany’s ruling coalition parties were also
attacked.

The disinformation operation of the Russian cyber campaign against
Germany in 2017 had several components. The three major outlets for the
disinformation campaign are RT Deutsch, Sputnik Deutsch, and NewsFront
Deutsch. The distribution of disinformation was aided by bots and by human
networks, often connected to pro-Russian factions, as well as far-right (con-
spiracy) media outlets or anti-migrant groups.!'® The best-known case in
the disinformation campaign was the media flare-up surrounding a phony
story about a Russian-German girl who had reportedly been raped by Arab
migrants, intended to manipulate German public opinion. Germany’s leading
role in the Ukraine crisis, along with Angela Merkel’s consequent position
on sanctions against Russia, made the German government a core target of
Russian disinformation.'"® The German media has responded by adding fact-
checking and investigative capabilities, but with limited effect.'?

The German government’s response has validated a tough stance toward
Russia, substantiated the need for increasing Germany’s defense budget,
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enhanced its commitment to NATO, and garnered respect for the rarely
popular German intelligence services. Part of the response involved allowing
authorities to wipe servers used by APT28/Fancy Bear and APT29/Cozy Bear
to conduct the cyberattacks. Chancellor Merkel, as well as her former and cur-
rent foreign ministers, announced that the strategic relationship with Russia is
over.'?! The Russian-German political relationship remains strained.'??

European governments—especially France, Germany, and the
Netherlands—warned of cyberattacks in the wake of their 2017 presidential
and general elections. With the familiar strategy, the cyberattacks included
disinformation campaigns, cyberespionage that obtained emails and other
data, and attacks on political parties and government institutions. One exam-
ple of this was France. Illegally obtained emails—emails that discussed all
aspects of the presidential campaign—were distributed for maximum harm.
Disinformation was spread on social media using bots and through Russian
state-owned foreign-language news services, Sputnik and RT, in attempts to
disrepute political leaders and political parties.'”® Yet Russian interference
succeeded neither in interfering with the 2017 French presidential election
nor in antagonizing French society. In the spring of 2017, an orchestrated
disinformation campaign against Emmanuel Macron’s presidential campaign
began. The so-called Macron Leaks—a combination of real emails and
forgeries—were released online just two days before the final round in the
vote. France was at an advantage because it was targeted after cyberattacks
and disinformation campaigns were launched in the Netherlands, the United
Kingdom, and the United States. In France, administrative, independent, and
nonpolitical authorities provided technical and politically neutral expertise to
ensure the integrity of the electoral process.'?*

In 2017, APT29/Cozy Bear carried out cyberattacks on the Norwegian
Foreign Ministry, military, intelligence, and other institutions through nine
email accounts that were targeted by spear phishing. In addition, the cyberat-
tack targeted the Norwegian Radiation Protection Authority, a school, and
the parliamentary group of the Labor Party. Norway, a NATO member and
Russia’s neighbor, normally enjoys good relations with Moscow, but the
relationship has grown strained recently. The cyberattacks may be related
to the September 2017 Norwegian elections or to Norway’s participation in
the EU’s economic sanctions against Russia over the Ukraine crisis, or to the
deployment of approximately 300 US soldiers on Norwegian soil.'

The increase in cyberattacks originating in Russia from 2007 onward is
largely designed to be influence operations or to be used in conjunction with
powerful military force. In a classic influence operation, nothing needs to be
physically manipulated. It is gathering information and spreading disinfor-
mation to foment social discord or create payback for political decisions or
influence national elections.!?* Sometimes, however, Russian cyberattacks
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coincide with military action, initially in Georgia but more recently in
Ukraine with the annexation of Crimea and intervention in the east. Influence
campaigns are less expensive than military action. Cyberattacks coordinated
with kinetic military force are more effective.

CONTROLLING CYBERSPACE

The Russian government believes that it can control the most necessary
aspects of cyberspace. The concept of controlling cyberspace is addressed
in the December 2014 Military Doctrine of the Russian Federation.'?” Under
Part II, Section 12, “Military Risks and Military Threats Encountered by
The Russian Federation,” the main risks are listed as the “use of information
and communication technologies for the military-political purposes to take
actions which run counter to international law, being aimed against sover-
eignty, political independence, territorial integrity of states and posing threat
to the international peace, security, global and regional stability.”'?® Then,
section 21, “Main Tasks of the Russian Federation Regarding Deterring and
Preventing Military Conflicts,” outlines that controlling cyberspace is needed
“to create conditions to reduce the risk of using information and communi-
cations technologies for the military-political purposes to undertake actions
running counter to international law, directed against sovereignty, political
independence or territorial integrity of states or threatening international
peace and security, and global and regional stability.”'?

A central aspect of controlling cyberspace is domestic control. Russia is
testing whether it can exert almost total control of domestic cyberspace by
disconnecting from the global internet. Cutting itself off from the World Wide
Web at this point is a difficult task that could have unintended consequences.
If anything, the Russian endeavor to be able to disconnect illustrates just how
entangled—and strong—the global internet has become.!*® As mentioned
earlier, the end goal is for Russian authorities to implement a cyberspace
traffic filtering system like China’s Great Firewall, but also to have a fully
working domestic cyberspace in case Russia needs to disconnect, presumably
as the result of or in anticipation of cyberattacks.'! However, while China
built its domestic internet system while the global internet was just emerging,
Russia is faced with constraining an existing system that has grown without
many restraints over the past three decades. This is clearly more difficult.
For instance, Roskomnadzor made an ambitious, if disastrous, effort to ban
Telegram, the messaging service. Telegram was accused of failing to comply
with FSB requests to share user data. In response to the attempt to shut it
down, Telegram’s Russian founder rerouted its traffic through cloud host-
ing services, forcing Roskomnadzor into a game of whack-a-mole that saw
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the regulator temporarily take down more than sixteen million IP addresses,
including its own website, while having little effect on Telegram.!'*?

Within the central aspect of domestic control, the economic consequences
of restricting internet traffic are not a high priority. The current economic
climate, the fall in oil prices, and international sanctions have had a nega-
tive effect on the Russian economy overall. These concerns have resulted in
a weakening currency, stoking inflation, squeezing household incomes, and
limiting the potential for e-commerce.'** Russian e-commerce market does
exist: a 2018 Morgan Stanley study predicted its nearly threefold growth
between 2018 and 2023."** Nonetheless, e-commerce still only represents 3
percent to 4 percent of the total Russian retail market.!*> The limited size of
the market is clear from the small sales volumes of Russian online retailers
in comparison with major foreign economies.'*® Part of the issues regarding
e-commerce in Russia revolves around governmental decisions to collect
information regarding online purchasers and restricting the methods by which
to pay for online goods. For instance, bank cards or credit cards are not as
ubiquitous in Russia, and when they are used, card details must be stored
by the card provider and be available to the government. Moreover, the
Russian Post—the biggest national postage service provider—suffers from
severe delays in product delivery and contributes to customer dissatisfaction.
Finally, the potential for cyberattacks damaging the Russian economy is more
concerning when it comes to vulnerable industrial controls in the economi-
cally crucial oil and gas sectors rather than e-commerce.

Controlling cyberspace similarly focuses on military operations in and
through cyberspace. The Kremlin is certain that Russia is locked in an ongo-
ing, existential struggle with forces that are seeking to challenge its security
in cyberspace, bolstered by general Western opposition to is cyber and non-
cyber policies in Ukraine and by specific cyberattacks on its infrastructure
like its electric grids. Cyberspace—specifically the ability to move cyber-
weapons through it, conduct cyberespionage, and distribute information and
disinformation—is viewed as both a threat and an opportunity. In keeping
with an established Russian view of battling persistent threats during the
era of shadow warfare, the Russian government views the struggle within
cyberspace to be a constant and unending tug of war of defense and offense,
with the West in particular. This suggests that the Russian government has
a relatively low bar for employing cyber operations in ways that other states
are likely to view as offensive and escalatory in nature.'?’

Perhaps the most pertinent perspective regarding controlling cyberspace is
the Russian government’s international stance. As mentioned in the previous
chapter, there are two main camps when it comes to controlling cyberspace.
One camp of countries holds that the issue of cybersecurity can be resolved
only by a treaty process, and Russia is an early leader in this camp. The other
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camp argues that any undesirable state uses of cyberspace can be dealt with
adequately under existing international law. The fault lines between the two
camps resemble those of the Cold War, with Russia and China belonging to
the camp of sovereign internets protected by treaties and the United States
and much of the West belonging to the camp of a relatively unfettered inter-
national internet.'*

The call for norms in cyberspace has its roots in a Russian-led arms control
resolution dating back to 1998. This early resolution focused on mitigating
threats from cyberweapons and information wars while pushing for the abil-
ity to retain control over domestic cyberspace. This laid the groundwork for
the Russian view of cyberspace as needing to be controlled.'® Russia cre-
ated momentum and gathered international support to assist its camp’s calls
for the creation of new cyberspace regulations, for a cyber treaty, and for
governmental control of domestic cyberspace, especially the flow of infor-
mation. Russia has striven to bring the issue of the control of cyberspace
into the First Committee of the United Nations, which is tasked with nuclear
disarmament, nonproliferation, arms races, and illicit arms trade.'*® As part of
this push to have cyberspace control under international treaty and regulation,
Russia built a counternarrative to the Chinese view of cyberspace control as
information traffic control and to the American defense of the freedom of
information, and instead focuses on controlling cyberspace by means of a
new and specific international legal regime with strong sovereign controls.
The international camp in which Russia is a leader might well have attempted
to achieve just that, given the emphasis of Russia’s submissions to the First
Committee between 1999 and 2003. Several countries shared the Russian
view on the advisability of an international arms control regime with regard
to cyberweapons and cyberwarfare.'!

Between 2005 and 2009, Russia shifted its focus, not from concretizing
cyber rules and norms into a treaty but toward doing so at a regional level
rather than exclusively on the international stage. This resulted in several
regional treaties on the control of cyberspace. First, the Agreement on
Cooperation in Ensuring International Information Security between the
Member States of the Shanghai Cooperation Organization was concluded
between People’s Republic of China, Russia, Kazakhstan, Kyrgyzstan,
Tajikistan, and Uzbekistan on July 16, 2009. The agreement, aimed at ensur-
ing “international information security,” deals specifically with coopera-
tion on confronting the following threats to international cybersecurity: (1)
development and use of information weapons, preparation and conduct of
information warfare; (2) information terrorism; (3) cybercrime; (4) use of a
dominant position in the information space to the detriment of the interests
and security of other states; (5) dissemination of information prejudicial to
the sociopolitical and socioeconomic systems, spiritual, moral, and cultural
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environment of other states; and (6) threats to the secure and stable function-
ing of global and national information infrastructures that are natural and/
or manmade.'#

Then, on September 22, 2011, Russia tabled an international cyberse-
curity treaty, the Convention on International Information Security (some-
times short-handed as the Concept Convention), which at the time was
distributed primarily by Russian embassies and diplomatic representations,
via the Ministry of Foreign Affairs of the Russian Federation website, to
make it freely available to any interested party.'** Next, in 2013, a treaty on
cooperation was concluded among the members of the Commonwealth of
Independent States—Russia’s near neighbors—to improve cybersecurity.!'*
Finally, in 2011 and 2015, Russia again utilized the regional members of the
Shanghai Cooperation Organization to submit to the United Nations an inter-
national draft treaty aimed at facilitating international consensus on norms
and rules guiding the behavior of states in cyberspace.'* It is unlikely that
Russia will change its push for this approach to cybersecurity since this camp
reflects Moscow’s best interests.

A 2017 draft of a Russia’s fifty-four-page proposal for a “United Nations
Convention on Cooperation in Combating Information Crimes” includes
seventy-two proposed articles, covering the collection of cyberspace traffic
by authorities, codes of conduct for cyberspace, and joint investigation of
malicious activity. The Russian government’s proposed treaty would enhance
the ability of Russia and other members of the camp to control their domestic
cyberspace and to gain access to communications in other countries. This
draft is another part of Russia’s push over the past decade to shape the inter-
national regime of cyberspace.'*

Controlling cyberspace, both domestically and internationally, has central
importance to the Russian government. A Russian website, Pravda,'¥’ pub-
lished an interview in 2013 with the chairman of the State Duma Committee
on Information Policy, Information Technology and Communications, Alexei
Mitrofanov, in which he outlined the Russian belief that technologically
controlling cyberspace was not only possible but also necessary. According
to Mitrofanov, “Everything can be controlled. . . . Technically there are no
problems. . . . IT was originally started at the US. . . . [Russians] must admit
that IT includes military products, that is, it is declassified military, and the
internet is military. And it is very sad that the Russian military in 1991 chose
to lease premises. . . . We had the best computers. Yes, we did. But we did
not turn it into business.”!*® The Russian government is determinedly creating
a cyber environment in which Russia is an important actor and is eliminat-
ing any reservations about controlling cyberspace. Control of cyberspace is
needed to project power and defend the domestic economy, the military, and
the government.
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SHADOW WARFARE POLICY

Fundamentally, Russia’s shadow warfare policy is guided by political,
economic, and social realities. Russia agrees with the United States that
cyberspace is an incipient battleground. There the agreement ends. While the
United States is concerned primarily with threats to technology and economic
well-being, Russia is concerned about cyberactivity that threatens interfer-
ence in Russian sovereign political affairs.'* Therefore, Russia favors an
international treaty along the lines of those negotiated for chemical weapons.
From a Russian perspective, the absence of a treaty is permitting potentially
dangerous consequences, including social and political stability. The Russian
proposed treaty called for three measures: a ban on a state secretly embed-
ding malware that could be later activated from afar in the event of war, bar
the application of humanitarian law (that the West wants to use for global
internet norms); prohibition of deception in cyber operations to deal with the
challenge of anonymous cyberattacks; and broader international government
oversight of the internet.'>

Focusing on domestic political stability, the cyberwar policy approved by
President Vladimir Putin in 2013 outlines cyberattacks as a major threat to
international security and suggests countering it with a special international
body and international behavior code to manage cyberspace, which was
prepared, in part, as a reply to the International Strategy for Cyberspace
approved by the United States in 2011. The main threats mentioned in the
policy were both focused on domestic political stability: an “informational
weapon used for military-political, terrorist and criminal ends” and attempts
of “intervention into other nations’ internal affairs.”'>! The proposed interna-
tional body and code of norms to manage cyberspace focused on limiting the
potential to interfere with other states’ domestic politics after events demon-
strated the potential of online social networks to impact domestic politics,
such as launching street protests—an area where Russia has long suspected
instigation by the United States and the wider West through social media and
the internet.

The Russian government asserts that its policy promotes more peaceful
politics than the US approach, which equated cyberattacks to kinetic warfare
and declared that the US military would react to cyberattacks using all means
necessary—including nuclear weapons. The Russian policy emphasizes the
strengthening of international cooperation and preventive regulative mea-
sures that would stop potential cyberattacks. The proposed measures include
the approval of the UN convention on international cybersecurity and devel-
oping “internationally accepted rules of behavior in cyber space.” Russia
also wants to develop an international system to manage the internet and
to impose an international law that would “prevent the proliferation of the
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informational weapons.” Russia wants to make possible the political control
of the internet by all states.'>

Second, Russia’s top strategic body, the Security Council, and the main
security agencies are now expected to provide President Putin with sugges-
tions on particular measures to enforce shadow warfare policy. For instance,
the 2013 bilateral agreement between Russian and the United States on the
prevention of cyber incidents developing into interstate conflict is described
as a typical example of positive cooperation.!>® This more institutionalized
approach was designed to facilitate the regular exchange of practical techni-
cal information on cybersecurity risks to critical systems by sharing threat
indicators between Russian and American computer emergency readiness
teams. On a continuing basis, these two institutions will exchange technical
information about malware or other malicious indicators—appearing to origi-
nate from each other’s territory—to aid in proactive mitigation of threats.'>*

Finally, when it comes to national and ideological principles that shape
policy, in an ongoing process to establish international norms, Russia’s
cyberwar policy that underlies its shadow warfare policy deviates from that
of the United States and, ultimately, of China. The main points of departure
focus around the ideological underpinning of the Putin government’s war
doctrine and the “sometimes necessary” view of war by the Russian Orthodox
Church. The Putin administration’s approach to cyber policy relies on earlier
Soviet policy and practice. This is most evident in the Russian reliance on
weaponizing information and using kompromat—compromising material—
gleaned from cyberespionage and other sources. President Putin, starting in
his career with the Soviet KGB, used kompromat against Russian politicians
for decades. The FSB deploys this tactic against foreigners, both in Russia
and abroad, gathering kompromat in case it will come in useful one day. For
example, a US diplomat is purportedly shown in a video with a prostitute
before he was a diplomat in the US Embassy in Moscow.'”> One purpose
of the cyber-released and cyber-obtained kompromat is to undermine gov-
ernments and government officials through weaponized information and to
regain Soviet-level status on the world stage for Russia.

The Russian Orthodox Church, often in direct cooperation with the Putin
government, also frames Russian cyberwar policy. This reliance on the
Orthodox cover to create war policy is supported by a popular Russian nation-
alist thinker, Aleksander Dugin. Dugin’s The Fourth Political Theory'® has
implications for cyberwar policy, with his assertion that Russia, in opposition
to Western modernity principles, stands on the side of tradition. Russia and
the Russian Orthodox Church, according to Dugin, must go their own way,
refuse universalism, and insist that the different peoples of the world must
rediscover and rejoice in their own diverse cultures and traditions to create
a multipolar world. Dugin, who purports to be an Orthodox Christian, is not
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at all concerned with whether these traditions are authentic. The Russian
Orthodox Church, insisting that it is not bound by Western notions of
separation of church and state, is recreating a policy of modern warfare and
cyberwarfare. While recognizing war as evil, the church does not prohibit
hostilities if the security of its neighbors and the restoration of trampled jus-
tice are at stake. When that is the case, war is necessary, according to Section
VII (“War and Peace”) of the Department for External Church Relation’s
document, “The Basis of the Social Concept.” The Russian government has
relied on the church as a unifying force in a religiously diverse country, and,
in turn, the role and influence of the church in the government and the mili-
tary have been steadily growing, to the point that Russia’s Defense Ministry
constructed its own cathedral.'¥’

Cyberwarfare policy in Russia is both a reaction against the cyberwarfare
conducted by other actors and an active policy to undermine other govern-
ments in order to create a multipolar world. Russia’s push for international
control of cyberspace is an attempt to wrestle primary control from the United
States and the West in order to diversify the “ownership” of the international
cyberspace. This allows Russia to be a more important actor in cyberspace,
denies the West primary influence in the realm, and pushes the world order
more definitively toward the multipolarity that Russia believes is in its
national interest.






Chapter 4

Cyber China

This chapter looks at the national policies and the underlying doctrines of the
People’s Republic of China regarding power projection, national security,
and strategic planning. Also, of significance are examples of cyberattacks,
such as who is being attacked, how, and why. While China follows a more
extensive industrial cyberespionage policy than the other two major powers
in shadow warfare, the move toward a more military focus on cyberspace
operations is similar to the United States and Russia. One comparatively
unique aspect of China’s shadow warfare concerns is its global leadership
approach to national cyber governance. Specifically, China promotes sov-
ereignty-based governance schemes that allow states to nationally regulate
cyberspace. In part, China prefers national sovereignty-based cyberspace
governance due to disproportionate Western dominance in shaping the
future of global cyberspace. In part, China’s administration is aware of the
negative potential threat of uncontrolled information and the positive use of
cyberspace as a strategic weapon to achieve an asymmetric advantage.' With
the largest online population in the world—=854 million internet users as of
June 2019, mostly on their cell phones>—China is openly declaring its place
as a cyber power along with the United States and Russia, as well as other
players, determinedly assuming a leadership role in this new form of warfare
and power projection.

China discusses its own emphasis on cyberwar capabilities in several
official documents, including the special emphasis in the 2016 National
Cyberspace Security Strategy on cyberspace as a new territory of national
sovereignty: “Cyberspace has become a new field of human activity that is as
important as land, sea, sky and space. The expansion of national sovereignty
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extends to cyberspace, and cyberspace sovereignty has become an important
part of national sovereignty. Respecting cyberspace sovereignty, maintaining
cybersecurity, seeking common governance, and achieving win-win results
are becoming the consensus of the international community.”

While the introduction of the 2016 National Cyberspace Security Strategy
mentions many positive aspects of cyberspace for China and for the inter-
national community, it also discusses serious challenges as well mentioning
political, economic, social, and cultural security. Moreover, the massive
worldwide WannaCry ransomware attack of 2017 had a vast impact on
China’s fears of foreign-based cyberattacks.* As discussed earlier on, the
malicious backdoor software that cyberattackers relied on to develop the
WannaCry ransomware was created by the NSA and later stolen by a secre-
tive group known as the Shadow Brokers,” with Edward Snowden writing
that the “circumstantial evidence and conventional wisdom” suggested
Russia was behind the theft.®

In the 2019 China’s National Defense in the New Era white paper, Beijing
reiterated its focus on the ability of cyber technology to impact the national
development and the national security in the era of shadow warfare:

Cyberspace is a key area for national security, economic growth and social
development. Cyber security remains a global challenge and poses a severe
threat to China. China’s armed forces accelerate the building of their cyber-
space capabilities, develop cyber security and defense means, and build cyber
defense capabilities consistent with China’s international standing and its status
as a major cyber country. They reinforce national cyber border defense, and
promptly detect and counter network intrusions. They safeguard information
and cyber security, and resolutely maintain national cyber sovereignty, informa-
tion security and social stability.’

China’s 2016 strategy takes the intellectual high ground and is less fearful
than the 2019 report’s emphasis on threats. The National Cyberspace Security
Strategy states that “cyberspace opportunities and challenges coexist, and
opportunities outweigh challenges.”® This is followed by the goal that,

Guided by the overall national security concept, we will implement the devel-
opment concept of innovation, coordination, green, openness, and sharing,
enhance risk awareness and crisis awareness, coordinate the two major domes-
tic and international situations, and coordinate the development of two major
events, actively defending and responding effectively. Promote cyberspace
peace, security, openness, cooperation, orderly, safeguard national sovereignty,
security, development interests, and achieve the strategic goal of building a
network power.’
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The emphasis on cyberspace sovereignty echoes through the primary docu-
ments, illustrating the strong preference for state sovereignty.!® The increas-
ing emphasis on cyber threats echoes similar statements and activities from
the United States and Russia.

INSTITUTIONS AND INDIVIDUALS

The principal institutions and individuals taking a central role in creating
China’s evolving shadow war policies have evolved over recent years as its
cyber policy matures. One of the elements of this evolution includes a build-
ing and reorganization of the principle institutions into a more sophisticated
network. This cyber network includes at least three components: first, a
specialized military network of cyberwarfare forces; next, teams of network
cyberwarfare specialists in government civilian organizations, including
intelligence and security; and, finally, nongovernmental institutions that
engage in cyberattack and cyber defense, including its civilian computer
software and hardware industries."'

As an example of this evolving structure, the military network’s advanced
persistent threat group, APT1/ Unit 61398—the Chinese military group
notorious for cyberespionage—appears to be largely out of business, with its
cyber operators dispersed to other military, civilian, and intelligence units.
The change is part of President Xi Jinping’s broad effort to bring institu-
tions that create cyber policies and strategies under his control. Institutions
now directly under his control include the Central Internet Security and
Information Leading Group, the technical strengths of the Ministry of
Industry and Information Technology (MIIT), the law enforcement efforts of
the Ministry of Public Security, the espionage skills of the Ministry of State
Security, and the cyberwar sponsors within the Chinese military.'

With the 2014 creation of the Central Internet Security and Information
Leading Group, the institution in charge of designing the national cyber
policy, President Xi began the transfer of responsibility to define China’s
cyber operations to him personally.'® This creation of a presidential-led insti-
tution to guide cyber policy resulted in the release of a new Five-Year Plan on
cyber operations by the State Council of the Republic of China in December
2016, which states that “a five-year plan on China’s national informatization
(2016-2020) . . . will put more resources into the development of cutting-
edge information technology, including 5G wireless systems, IPv6, smart
manufacturing, cloud computing and internet of things. The plan sets a goal
of authorizing 15.3 trillion patents in the information industry.””*

Other goals set forth in this Five-Year Plan of cyber capabilities include
the May 2020 completion of a satellite-based global positioning system,
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additional public integrated national databases from the government, aca-
demic institutions, and the public sectors, and expanded investment in infor-
mation infrastructure for rural and remote regions. Another goal emphasizes
the importance of a “smart government” in China, with a unified online
system, integrating information and services from different departments and
regions, and with the ability to deal with 80 percent of the paperwork online."
In addition, by augmenting the speed of the domestic internet and lowering
costs, the government plans to connect the internet industry with manufactur-
ing and agriculture, expanding e-commerce trade volume in 2020. A final
goal of the plan is focused on domestic cybersecurity, setting up risk alerts
and an emergency mechanism, and limiting telecom fraud.'®

These national-level plans are carried out by a variety of governmental
institutions. One of the major institutions is the MIIT, established in March
2008 in an effort to centralize cyber technology development.!” This cen-
tralization through MIIT includes the redesigned Commission for Science,
Technology and Industry for National Defense (COSTIND) and the Ministry
of Information Industry. MIIT also includes the State Administration for
Science, Technology and Industry for National Defense (SASTIND), which
regulates the internet as well as other information entities. MIIT sets stan-
dards, holds exercises, inspects network security, and coordinates information
and telecom security within the government. The primary duty to respond to
cyberattacks rests with the nongovernmental technical center National
Computer Network Emergency Response Technical Team/Coordination
Centre of China (CNCERT), established in 2002. For its part, MIIT govern-
mentally supports CNCERT’s work by building malware and vulnerability
databases, finding malicious information protocols and domain name provid-
ers, and guiding CNCERT’s engagement in international cooperation.'?

Other Chinese institutions also conduct important cyber policy. The
Ministry of Public Security, the principal national law enforcement and
security institution, investigates cybercrime and is responsible for critical
infrastructure protection and development work through a wide network of
research labs. The Ministry of Public Security is also responsible for oversee-
ing the commercial products used by the government and controlling all com-
mercial information security companies. Importantly, the Ministry of Public
Security operates the Great Firewall of China—the software that keeps China
under national sovereignty-based cyberspace governance and enables exten-
sive censorship and domestic cyberespionage.'® The Great Firewall came
into existence within the first decade of the internet coming to China, so by
the late 1990s it was firmly in place. China is not the only country that cen-
sors and attempts to control its domestic internet—with countries like Sudan,
Kazakhstan, Brazil, Bangladesh, and Zimbabwe leading the global decline in
internet freedom—but it is one of the most capable of achieving it. Agencies
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that track internet censorship, like Freedom House, confirmed China’s status
as the world’s worst abuser of internet freedom for 2015-2019.2° Although
the techniques have varied, digitized, and intensified over time—the Great
Firewall was loosened during the 2008 Beijing Olympics—it relies on ban-
ning key words, private enforcement by domestic institutions under threat
of repercussions for failure, and by hiring a large workforce to manually
scan the internet to catch rule breakers. While not impervious to penetra-
tion, particularly in an era in which malicious software can jump into cyber
networks without a physical connection, the domestic cyberspace in China
does uniquely use computer code written in Chinese, as opposed to the more
ubiquitous English language code, which makes it less vulnerable to ran-
dom cyber threats. Under China’s Cybersecurity Law—a series of laws and
regulations meant to guide China’s domestic internet use by businesses and
providers—the Ministry of Public Security is the main institution tasked with
protecting domestic cybersecurity and combating cybercrime.?!

The Chinese Ministry of State Security (MSS)—the primary national civil-
ian intelligence agency, similar to the CIA in the United States and Russia’s
FSB—conducts counterespionage, counterintelligence, foreign intelligence,
and domestic intelligence. Its efforts originally focused on countering terror-
ism—or the often-mentioned trilogy of separatism, terrorism, and religious
extremism. The MSS’ estimated cyber capabilities have grown significantly
in order to collect political and economic data on foreign governments, non-
governmental organizations, and private citizens.? For instance, MSS cyber
operatives broke into networks of eight of the world’s biggest technology
service providers in an effort to steal commercial secrets from their clients in
a yearlong operation.” Under the 2017 National Intelligence Law, the MSS—
along with other intelligence authorities—has broad powers to conduct vari-
ous types of cyberespionage activities both inside and outside of China and
to monitor and investigate foreign and domestic individuals and institutions.?*
A small number of the groups that employ more complex techniques and are
effective at maintaining persistence in targeted networks have been attributed
to the MSS. It appears that these groups include advanced persistent threat
groups APT3 and APT10, both of which have been attributed to cyber opera-
tives working on behalf of the MSS.?

As the military is often the main institution to conduct cyberwarfare,
China’s commitment to cyberwarfare has also impacted modernization and
reform of its armed forces. Within the People’s Liberation Army (PLA)—the
official name for the entire Chinese military—the most notable institution
within the organizational restructuring is the newly created military Strategic
Support Force. The Strategic Support Force consolidated previous military
branches that oversaw information, space, intelligence, surveillance, and
reconnaissance support and created a separate military branch equal to that
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of the air force, navy, and army. The Strategic Support Force is a new type
of combat corps for safeguarding national security and an important driver
for the growth of new combat capabilities. It comprises supporting forces
for battlefield environment, information, communications, information secu-
rity, and new technology testing. In line with the strategic requirements of
integrating existing systems and aligning civil and military endeavors, the
Strategic Support Force is seeking to achieve major development strides in
key areas and accelerate the integrated development of new combat forces so
as to build a strong and modern strategic support force.?

What the establishment of the Strategic Support Force during the armed
forces reforms of 2015 makes clear is that the military views cyber domi-
nance and cyberattacks as not just a supplementary or supportive part of its
war-fighting capabilities but an integral necessity and a crucial component of
future Chinese defense and power projection.”” Now, this is also clear in prac-
tice, with China’s National Defense in the New Era asserting that “the PLA
Strategic Support Force (PLASSF) has made active efforts to integrate into
the joint operations systems [and hybrid warfare]. It has carried out confron-
tational training in new domains and trained for emergencies and combats.”?

The military also maintains ties with other institutions such as research
universities?” and the public sector.*® The Chinese military maintains a net-
work of universities and research institutes that support cyberwarfare-related
education either in advanced degree programs or in specialized courses.?' The
restructured military universities supporting this approach include the reor-
ganized National Defense University and the National University of Defense
Technology. China’s armed forces have established the Central Military
Commission Steering Committee on Military Scientific Research and reor-
ganized the Academy of Military Sciences (AMS) and the services’ research
institutes. Thus, the military’s scientific research forces have been rebalanced
with the AMS as the lead, the research institutes, and the various arms of the
services as the main focus, and the research components in educational insti-
tutions and the troops as supplements.*

China, like many countries, initially turned to its civilian internet technol-
ogy workforce, but this strategy, too, was modified as Chinese cyberwarfare
strategy matured. In the early days, between 1999 and 2004, China’s priva-
teers gained notoriety for their willingness to engage in large-scale politically
motivated distributed denial of service attacks (DDoS), data destruction, and
web defacements of foreign networks. While initially encouraged, this senti-
ment changed largely due to concerns about domestic consequences of critical
computer users, with editorials in the official media® suggesting that cyberat-
tacks and disinformation activity would not be tolerated.** Nonetheless, tra-
ditional privateers may still offer unique skill sets and may have a niche role
for military or state intelligence collection.®> Some evidence suggests that a
relationship exists between Chinese privateers who specialize in maliciously
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violating computer security and Chinese government operators responsible
for network intrusions. This leads to limited recruiting from among Chinese
privateers,* similar to what occurs in the United States and Russia.

CYBER STRATEGY

China’s cyber strategy relies on three major components. First are the purely
military components that include cyber connectivity of their own military
forces, the ability to disrupt the command and control systems of an adver-
sary’s military, the ability to fend off international malware and withstand
DDoS attacks, and a capability to impose similar cyberattacks on others. This
is a dominant and long-standing aspect of China’s cyber strategy. Second
are the economic aspects of the strategy that cover both domestic economic
development and international cyberespionage on economic targets. This,
too, has been a long-standing aspect of China’s cyber strategy. Finally,
China’s cyber strategy focuses on domestic cybersecurity, which includes a
national internet, domestic surveillance, and the protection and censorship by
the Great Firewall. These military, economic, and domestic components have
been present throughout China’s cyber strategy over the decades.

The Chinese military cyber strategy clearly shifted in 2014-2015 to the ver-
sion recognizable now. As part of this shift, The Science of Military Strategy,
released in the spring of 2015, acknowledges for the first time—despite
outsiders’ assertions for years—that China is a cyber power with a network
of cyberattack forces. The 2015 document also declares that the defensive
and offensive cyber forces are divided into a specialized military network
warfare forces, teams of network warfare specialists in government civilian
organizations, and entities outside of the government that engage in network
attack and defense, including the civilian information technology industry.>’
Similarly, another official 2015 document, China’s Military Strategy, asserts
that “China will devote more efforts to science and technology in national
defense mobilization, be more readily prepared for the requisition of infor-
mation resources, and build specialized support forces. China aims to build a
national defense mobilization system that can meet the requirements of win-
ning informationized wars and responding to both emergencies and wars.””*
This new openness about the need for strong cyber forces and the integration
of civilian specialties into national defense was a definitive shift that por-
tended the aggressive strategy shifts of 2019.

This 2014-2015 cyber military strategy shift was part of an over-
all military modernization and reform that occurred at this time. This
reform was announced at the Central Military Commission Reform Work
Conference in Beijing in November 2015. At the conference, the Central
Military Commission—China’s highest military body—outlined a strategy
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to implement these reforms by 2020.* In addition to the reforms that con-
solidated the previous seven military regions into five theater commands
and set up new joint units, the strategy is to strengthen the forces in charge
of cyberwarfare as well as missiles and space forces, “which are growing in
importance in today’s military conflicts.”*

However, it is a mistake to see the Chinese cyber strategy in a merely
military context. Bill Priestap, the former assistant director of the counter-
intelligence division of the FBI, in a statement before the Senate Judiciary
Committee in 2019, asserted: “The Chinese government understands a core
lesson of the Cold War between the United States and the Soviet Union: eco-
nomic strength is the foundation of national power. The competition between
the United States and China will be greatly influenced, if not ultimately
decided, on the strength of our economies.”' China’s cyber strategy contains
economic components that focus on generically enhancing Chinese economic
development, influencing China’s role in the world economy, and building a
globally competitive military.

The Chinese economic cyber strategy also shifted in 2014-2015. A FireEye
study concluded that as early as 2014, around the time of the indictment of
Chinese military officers and cyberattackers in the United States for economic
cyber theft, the Chinese government was modifying its approach to cyber
operations.** Economic development aided by cyberespionage is still part of
China’s cyber strategy, but it is less likely to be conducted by the military
cyber forces and more by civilian cyber operations. As China has grown into
a major global economy, economic-based cyberespionage has become more
targeted as well. For instance, the United States accused Chinese military
officers of accessing US nuclear, metal, and solar companies to steal trade
secrets, including Alcoa Inc, United States Steel Corporation, Westinghouse
Electric Company, and the US subsidiaries of SolarWorld AG.*

The Chinese domestic cyber strategy, which has a history as long as the
internet, similarly shifted in 2014-2015. Like all cybersecurity develop-
ments and related policies, the domestic cyber strategy can be linked to
China’s fifteen-year grand strategy. Issued by the State Council, it is more
precisely entitled the National Program for the Development of Science and
Technology in the Medium and Long Term 2006-2020. The grand strategy’s
goal includes the desire to secure domestic cyberspace in advance, using
cyberattacks on foreign entities, in a preemptive defense of vulnerable civil-
ian cyberspace. The grand strategy’s goal also includes domestic innovation
while becoming increasingly more integrated into international production
networks.*

China moved forward on a determined domestic policy of enhancing
its computer and information industry as a key link in advancing the new
industrialization drive. The increasingly technology-based national economy
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and modern service industry impose a higher demand for the development
of cyber technology. It includes breakthroughs in core technologies for
integrated circuits and key components, major software, high-performance
computers, broadband mobile telecommunication, and the next-generation
internet in order to upgrade indigenous development capability and over-
all technological level. In addition, it focuses on creating highly credible
networks and developing network information security technologies and
products, as well as e-government and e-commerce platforms.** There has
also been a focus on major next-generation internet technologies, including
domestic production of high performance, dependable computers and devel-
oping security technologies concerning national infrastructure information
networks and important information systems, develop novel coding tech-
nologies for network survival under complex large systems, active real-time
protection, and safe storage.*

The current Chinese cyber strategies are based on the previous decade
and a half of strategies, which were a steady buildup to this current strategy.
Beginning as early as 2000, China’s military cyber strategy was at the fore-
front when the Central Military Commission called for a study of people’s
war, a Chinese military theory of asymmetric warfare centered on maintain-
ing popular support for a long and drawn out war against an enemy, under
conditions of “informationalization.” The Chinese cyber strategy, called
Integrated Network Electronic Warfare,*’ consolidated the offensive mission
for both computer network attack and electronic warfare*® under the military
General Staff Department, the highest organizational authority in the mili-
tary responsible for daily administrative duties that was disbanded in a 2016
military reform shake-up when its operations were consolidated into the Joint
Staff Department of the Central Military Commission. This early military
cyber strategy focused on the two aspects of cyberwarfare that were well
understood at the time. First, the use of cyber capabilities are central in devel-
oping intelligence, surveillance, and reconnaissance from diverse sources and
assimilating these vast amounts of data in short periods of time. For instance,
without accurate target locations, precision-guided weapons are ineffective.
Second, disrupting an adversary’s command, control, communications, and
computer networks before and during operations, especially in near real time,
was an important component of military cyber strategy.*

The guiding doctrine under this early strategy was called Local War Under
Informationized Conditions.”® This doctrine outlines the effort to develop
fully networked cyber operations capable of coordinating military operations
on land, in air, at sea, in space, and in cyber realms. The goal is to establish
control of a rival’s cyber operations and maintain dominance in the early
stages of a kinetic conflict.>! According to the US Center for Strategic and
Budgetary Assessments, China appeared
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to be pursuing an overall grand strategy that has two main tiers. The upper-tier,
peacetime component is to create a disposition of power so favorable to China
that it will not actually have to use military force to secure its interests. The
lower-tier component addresses the possibility that China might one day have to
use force to secure its interests, thus concentrated increasingly on strikes against
weaknesses of an adversary’s information and support systems in hopes of para-
lyzing and collapsing the opponent in a single, stunning blow. The underlying
goal is to develop plans, stratagems, and tactics that will enable the military to
“win victory before the first battle.” One manifestation of this strategy is the
ongoing interest of the PLA theorists in developing “secret weapons that strike
the enemy’s most vulnerable point, at precisely the decisive moment.”>?

Then a white paper, China’s National Defense in 2004, outlined a national
strategy that asserted cyber military operations had “become the key fac-
tor in enhancing the warfighting capability of the armed forces™? and that
the military takes cyber operations “as its orientation and strategic focus.”>
Chinese military doctrine advocates a combination of cyber and electronic
warfare capabilities in the early stages of conflict.® At that time, before the
2015 military reorganization, both the 2004 white paper and the noted expert
on the Chinese military, You Ji,* identified the air force as being responsible
for information operations and information countermeasures. Other cyber
responsibilities laid with the military then-General Staff Department.’’

Early on, Chinese military strategists viewed cyber dominance as a key
goal at the strategic and campaign level, according to the 2005 Science of
Military Strategy.® The strategy relies on applying electronic warfare and
computer network operations against an adversary’s command, control,
communications, computers, intelligence, surveillance, and reconnaissance
(C4ISR) networks, and other essential information systems. These cyber tools
should be widely employed in the earliest phases of a conflict and possibly
preemptively against an enemy’s information and C4ISR systems.

Additional to the core military objective, other objectives have emerged.
The primary objective of the 2005 cyber strategy is to deny an enemy access
to information essential for continued combat operations, ideally before other
forces engage in combat.” For instance, according to officials and military
researchers in Taiwan, China would launch an assault on Taiwan with cyber-
attacks aimed at crippling communications inside the island and with the
United States in order to rob Taiwan’s military commanders of the means to
receive intelligence and pass on orders, and destroy the electronic targeting
systems needed for missile defense.®® A secondary objective is to target citi-
zens’ perception and belief systems through information deception and psy-
chological attack.®' For instance, the official website of a political party that
China lists as an impediment to reunification with Taiwan, the Democratic
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Progressive Party’s (DPP), was replaced with a derogatory message—clearly
a Chinese cyberattack by an unnamed official who described the party as
“spreading fake news to create dissent in Taiwan society.”® A third objective
is strategic deterrence, which some Chinese military strategists see as compa-
rable to nuclear weapons but possessing greater precision, leaving far fewer
casualties, and having a longer range than most other weapons.®* For instance,
a cyberattack launched from computers in China burrowed deeply into satel-
lite operators, defense contractors, and telecommunications companies in
2018 in order to control satellites, change the positions of the orbiting devices,
and disrupt data traffic critical to phone and some internet links, as well as
mapping and positioning data, thus winning a battle without firing a shot.%

Geng Yansheng, a spokesperson for China’s Defense Ministry, was
quoted as saying that the military set up the cyberwar unit—or a “cyber
blue team”—to support its military training and upgrade the army’s internet
security defense. A report from China’s state-owned Xinhua News Agency
noted that Geng’s comments came after the PLA Daily—the official military
newspaper—on May 17, 2011, revealed the existence of a cyberwarfare unit.
The blue team had conducted a synchronized cyber exercise with different
military units in late April 2011 as part of hybrid warfare exercises,% origi-
nally under the now reorganized Guangzhou Military Region. Presumably, it
currently works in some fashion under the Strategic Support Force.

Another early objective of cyber strategy in China—an economic cyber
strategy that has been greatly modified since the 2014-2015 shift—was
cyberespionage. Most countries engage in some sort of espionage of each
other’s governments. However, in the initial stages of China’s cyber strategy
from 2006 to 2014, China’s military was continually active in the cyberespio-
nage involving commercial interests as opposed to government secrets. Some
scholars argue that commercial espionage was seen as necessary for building
the Chinese economy.®® A massive commercial cyberespionage campaign
was conducted by advanced persistent threat group APT1/Unit 61398—a
single organization of operators. Mandiant, a FireEye company, observed
that since 2006, APT1/Unit 61398, compromising 141 companies in 20 major
industries, has been a long-running and extensive cyberespionage commer-
cial campaign whose capability is in large part enabled by direct government
support from the military’s Unit 61398.57 As late as 2011, APT1/Unit 61398
successfully compromised at least seventeen new targets operating in ten
different industries.®® For instance, “Once the group establishes access to a
victim’s network, they continue to access it periodically over several months
or years to steal large volumes of valuable intellectual property, including
technology blueprints, proprietary manufacturing processes, test results, busi-
ness plans, pricing documents, partnership agreements, emails and contact
lists from victim organizations’ leadership.”® However, by 2017, APT1/Unit
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61398 was mostly disbanded” as Chinese cyber strategy was completing its
shift from volume to sophistication and from primarily commercial to primar-
ily government objectives.

Yet another objective of cyber strategy in China—a domestic cyber strat-
egy that has been greatly enhanced since the 2014-2015 shift—is a focus
on domestic groups suspected of fostering unrest. For instance, China uses
cyberoperations to keep track of perceived domestic threats, such as ethnic
minorities like the Tibetans and the Uyghurs, using different technologies.
One technology can track communications in the languages of the state’s
diverse ethnic groups. This system can monitor voice calls, text sent via the
internet, and even communications embedded in images or graphics to flag up
“possible social unrest.””! This communication technology is aimed at local
authorities in areas where security officials do not know the local language
but can now have firsthand, real-time access to intelligence information.” For
instance, one of the specific surveillance systems uncovered in 2009, named
GhostNet, stole information from the computers used by the Dalai Lama and
the Tibetan community living in India.”

Another set of technologies used to surveil domestic minorities involves
physical tracking through DNA and facial recognition technologies. The
police are now using facial recognition technology in cities like Hangzhou
and Wenzhou in the east and in the central city of Sanmenxia. Almost
two dozen police departments in sixteen provinces and regions sought this
technology since 2018. Police departments and tech companies described
the use of these technologies as “minority identification.”” This domestic
type of cyber operations has seen a boom in the post-2014-2015 strategy
realignment.

While economic and domestic cyber strategies remain strong, military
cyber strategy remains central in China. This is clearly indicated by improve-
ments to the leadership and management system for services and military
equipment, such as the establishment of the Strategic Support Force. In the
2019 China’s National Defense in the New Era, China reiterates its focus on
the ability of cyber technology to impact “national security, economic growth
and social development.”’

CYBERESPIONAGE

Chinese cyberespionage has been a multi-decade issue, similar to Russia
and the United States. Beijing has been accused of conducting high-level
cyberespionage throughout the entire era of shadow warfare. While espio-
nage is not new to warfare, cyber or otherwise, the use of military agencies
to conduct international espionage for commercial purposes is fairly unusual.
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While Chinese cyberespionage has shifted some of its focus away from com-
mercial espionage, it still uses its cyber operators to steal commercial secrets
from around the world. Domestically, China’s cyberespionage takes on more
usual forms, like looking for possible terrorism among both its citizens and
foreign visitors, as well as using cyberespionage to determine levels of social
unrest. But it also looks closely at its domestic and multinational commercial
entities.

In one measure of international cyberespionage, the daily barrage of
cyberespionage on Western commercial entities has diminished. For instance,
APT 1/Unit 61398 appears to be largely out of business, its team dispersed
to other military, private, and intelligence units. There are several reasons for
this change in Chinese cyberespionage. First, the change is part of President
Xi Jinping’s broad effort to bring the Chinese military—one of the main
sponsors of commercial and governmental cyberespionage—further under
his control, according to a study by the iSight intelligence unit of FireEye.”
Second, the Chinese cyberattacks shifted focus to Russia for a while, then
to South Korea and Vietnam, and occasionally aimed at targets related to
disputes over claims in the South China Sea. Third, the report concludes that
Chinese attacks, while decreasing in volume, have increased in sophistica-
tion, picking targets more carefully.”” Finally, and perhaps most importantly,
the current emphasis within China, after conducting economic cyberespio-
nage on its competitors for decades, is on developing its own economic capa-
bility in a push to become a world-class player in technology development.”

The early cyberespionage from China was clearly described in the
Mandiant report, as part of a FireEye probe, before APT1/Unit 61398 was
disbanded and reassigned.” The analysis made clear that APT1 was a single
organization of cyber operators conducting a cyberespionage campaign
against a broad range of targets since at least 2006 and assessed that it was, in
fact, the same entity as military Unit 61398. It was a prolific cyberespionage
group. The advanced persistent threat group APT1 waged continuous and
extensive cyberespionage operations because it received direct government
support. The Mandiant group’s investigation found that military Unit 61398
was similar to APT1 in mission, capabilities, and resources and was located
in precisely the same area—four large networks in Shanghai, two of which
serve Pudong—from which APT1 activity originates.

Military Unit 61398 was part of the Second Bureau of the PLA’s General
Staff Department’s Third Department®® before the reorganization. Unit
61398 was partially situated on Datong Road in Gaoqgiaozhen, which is sited
in Shanghai’s Pudong district located east of the Huangpu River.®! It was
staffed by people trained in computer security, computer network operations,
and English language, who number in the hundreds, if not thousands, based
on the size of Unit 61398’s physical infrastructure: the central building is a
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130,663-square-foot facility, 12-stories high, built in early 2007. The special
fiber optic communications infrastructure for the unit was provided by China
Telecom in the name of national defense.® Nonetheless, at its height, APT1/
Unit 61398 used cyberespionage to steal commercial data meant to enhance
China’s economic development.

In these early years, the cyberattack methodology of APT1/Unit 61398 was
honed and designed to steal large volumes of valuable intellectual property.
Once APT1/Unit 61398 established access, this advanced persistent threat
group periodically revisited the target’s network over several months or
years to steal broad categories of intellectual property, including technology
blueprints, proprietary manufacturing processes, test results, business plans,
pricing documents, partnership agreements, emails, and contact lists from
target organizations’ leadership. Unit 61398 used unique cyberweapons and
techniques, including two utilities designed to steal email—GETMAIL and
MAPIGET. APT1/Unit 61398 maintained access to victim networks for an
average of 356 days. Although the specific entity was not identified, the lon-
gest time period APT1/Unit 61398 maintained access to a victim’s network
was 1,764 days, or 4 years and 10 months.®

Near the end of an era that focused on stealing commercial information,
Chinese cyberespionage also zeroed in on unusual government data. For
instance, in 2015, Chinese cyberespionage compromised the data of over
twenty-one million Americans at the US Office of Personnel Management.
Evidence of the intentions of this operation remains nonexistent in open
sources. There is no indication of this data being used anywhere and no
indication of the purpose for which it was taken.® Additionally, Chinese
cyberespionage illegally accessed dozens of computers at the Federal Deposit
Insurance Corporation—an independent federal agency insuring deposits
in US banks—in 2016.% Again, the value or purpose of this data to China
remains unclear.

Domestic cyberespionage in China, part of shadow warfare in all the
great powers, was established early in the Chinese use of the internet with
the Great Firewall. Some instances that prompted even more censorship
on the internet included the thirtieth anniversary of the 1989 Tiananmen
Square protests and the 2019-2020 anti-government protests in Hong Kong.
Government administrators closed individual accounts on the WeChat social
media platform for minor infractions such as commenting on environmental
disasters and removing tens of thousands of accounts for allegedly “harm-
ful” content on a quarterly basis.®® Citizens removed from WeChat were
no longer able to access essential common life tasks such as transportation
and banking.?” Recently, China’s domestic cyberespionage has focused with
its national internet and has developed into a social credit system based on
data collection, which operates in this wholly independent national internet
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behind the Great Firewall. This domestic data collection is part of the Chinese
government’s plan to “comprehensively move social credit system construc-
tion forward”® in 2020. The government is proposing a social credit system
as a desirable way to measure and enhance “trust” nationwide and to build
a culture of “sincerity.” The policy states: “It will forge a public opinion
environment where keeping trust is glorious. It will strengthen sincerity in
government affairs, commercial sincerity, social sincerity and the construc-
tion of judicial credibility.”®

This national data collection system on China’s internet is not a single
social credit system but, rather, a wide spectrum of pilot systems, some
commercial and some run by local governments. Eventually, however, the
National Development and Reform Commission, a powerful central body,
will have vast amounts of data available in a domestic context. As laid out by
China’s State Council, in striving to minimize the flaws of existing data col-
lection systems, “The government is responsible for formulating and imple-
menting development plans, completing regulations and standards, fostering
and supervising credit service markets. Focus on giving rein to the role of
market mechanisms, coordinate and optimize resource allocation, encourage
and muster social forces, broaden participation, move forward together, shape
joint forces for social credit system construction.”

Moreover, the credit system wants to limit commercial swindles, sales of
counterfeit products, tax evasion, and fraudulent financial claims. While not
assigning a single score that will determine every aspect of every citizen’s
life,”! the social credit system may not just lessen crime but may also moni-
tor and restrict dissidents and other undesirable citizens with serious social
consequences. For instance, during the 2020 COVID-19 pandemic, China
integrated the social credit system into its approach to managing the spread
of the pandemic. In some cases, citizens who hide their travel or medical
history—and thus their potential exposure to COVID-19—can have their
personal social credit scores subtracted or be put on a banned list.”> Some
localities have also incorporated activities such as the spreading of rumors
and hoarding of products as social credit violations. Given that COVID-19
is speculated as arising from a cross-species transmission, the government
has made the consumption of specific animals posing health risks as banned
within the social credit system.”

Although there is no single system, there have been numerous pilots,
both public and private. Of the pilot systems, 80 percent of respondents in a
Chinese survey® approve of both commercial and government-run data col-
lection programs. In one commercial pilot program, now ended, the govern-
ment allowed private companies to trial systems and algorithms for social
credit scores, including two widely covered projects: one by a partner of the
social-network giant Tencent and developer of the messaging app WeChat,
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and another by Sesame Credit, run by the Ant Financial Services Group
(AFSG), an affiliate company of Alibaba.” These private systems, as pilots
for the social credit system, appear to have ended in 2017.

However, commercial entities still feature first and foremost in Chinese
social credit systems. For instance, commercial entities retain good standing
if they pay taxes on time and lose good standing for substandard or unsani-
tary products as determined by the data collection—a sore point for Chinese
citizens due to frequent scams and food safety scandals.”® Chinese citizens see
social credit systems as a reliable source of information on the trustworthi-
ness of commercial entities, social organizations, and possible scams to such
an extent that 76 percent of people queried’’ responded that a general lack
of trust in Chinese society is a problem. Respondents see social credit not
as undue surveillance or excessive data collection but as a helpful means of
punishing polluters, reducing substandard products, and otherwise disciplin-
ing negligent commercial entities in an era of rapid commercialization and
economic growth.”

In addition to monitoring the trustworthiness of commercial entities, the
social credit systems’ data collection is meant to provide individual citi-
zens with credit records. The more durable social credit system pilots have
been primarily piloted by local governments. In these local government
schemes—there were approximately forty-three cities running pilot programs
in 2019%—criminal infractions lead to deductions from the overall indi-
vidual credit score. The government asserts that the social credit system is a
way to bring in those people left out of traditional credit systems, including
low-income and rural households, and to have criminal records taken more
seriously.'® With the rapidness and China’s economic expansion and mas-
sive urbanization—where people no longer know their neighbors well—this
is seen as a method to increase the level of trust between citizens through
expanding cyberspace as opposed to government overreach.

These programs to monitor commercial entities and citizens—both civil
servants and private individuals—are being developed simultaneously with
video surveillance systems and rapidly developing facial recognition soft-
ware. China is now rivaling the West and Japan in implementing a pervasive
national system of algorithmic surveillance and becoming a major distribu-
tor of surveillance equipment.'” There are justifiable concerns that these
closed-circuit television (CCTV) cameras combined with facial recognition
networks can be used for nefarious purposes in China and elsewhere. While
theses surveillance systems are used to view subway boarding in Shanghai,
catching active shooters in the West, waking up drowsy workers in Japan,
checking bus driver fitness in the UAE, and finding elders with dementia in
Singapore,'?* they are also used more troublingly to track ethnic minorities.

The most well-known domestic cyberespionage and collection of informa-
tion of ethnic minorities concern the Muslim Uyghurs in western China’s
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restive Xinjiang province. Massive data collection and an analysis system
use artificial intelligence to select categories of citizens, who can be targeted
for additional surveillance that often leads to detention in political reeduca-
tion camps. The artificial intelligence-powered platform, which is supposed
to determine who is a likely participant in terrorism, or separatist or criminal
activities, is based solely or primarily on computer-generated findings. The
platform is used both in police and in military settings and demonstrates the
power of technology in all cyberespionage. It is able to amass vast amounts
of specific personal data through manual searches, facial recognition cameras,
social media, the social credit system, and even the use of cell phone apps
to identify individuals—especially ethnic minorities like the Uyghurs—for
criminal or “unpatriotic” social activities.!”® While the United States and
Russia also conduct questionable domestic cyberespionage on their citizens,
China has taken it to lengths not seen before.

With a 2020 goal to get systems in place—although the goal seems to be
less of a deadline and more the end of a planning period!*—the social credit
system appears to be an electronic ecosystem made up of various stratagems
that are all run in different ways by cities, government ministries, online
payment providers, neighborhoods, libraries, and businesses, according to
Chinese researchers who are designing the national scheme.!® Although many
of these subsystems may be interconnected by a web of information in cyber-
space, it will not be a unified platform where one can type in one’s ID and get
a single score that will determine a citizen’s life. This caricature of a system
that doles out unique scores to 1.4 billion people—with around 46,000 born
and around 19,000 dying each day—faces some technical and many political
difficulties.'® Politically, the Chinese government not only is trying to build
trust for and between commercial entities and individual citizens but also runs
a terrible risk if it loses this same trust from those same commercial entities
and citizens. Even in China, domestic cyberespionage can only go so far.

Cyberespionage remains a central aspect of China’s approach to cyber-
warfare. International cyberespionage, in addition to being used for largely
traditional espionage operations such as listening to adversaries’ plans and
operations, has the unusual element of using military operators to gather com-
mercial information and intellectual property to grow China’s economy—and
from there, China’s power. Domestic espionage is being developed on a mas-
sive scale in China within the confines of its own carefully curated national
internet.

CYBERATTACKS

Cyberattacks are an important part of the Chinese shadow warfare strategy
and arsenal. China’s cyberattacks seem to focus on obtaining either military
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information like hardware design or governmental information on people and
systems. As the Chinese cyber strategy shifts from a more commercial focus
to a governmental and military focus, more emphasis is placed on the external
operation of control systems in everything from aircraft to electric grids as
potential targets of cyberattacks. The shift in targets reflects a strong empha-
sis on power projection and an understanding of a potential adversary’s capa-
bilities. What follows are some of the acknowledged cyberattacks by China.

China’s cyberattacks against Russia escalated between 2015 and 2016.'”
The attacks appear to correlate first to the cease-fire with, and then resump-
tion of cyberattacks against, the United States. For instance, in the aftermath
of a September 2015 agreement between China’s president Xi Jinping and
then-US president Barack Obama promising not to engage in commercial
cyberespionage,'® the Russian Defense Ministry and the Federal Security
Service were formulating measures against an increase in Chinese cyberat-
tacks. Specifically, NetTraveler, a piece of malware linked to China, was
being used against weapons manufacturers and threatened national security
despite an information security agreement signed by Moscow and Beijing in
May 2015. More than fifty types of Chinese Trojan viruses attacked dozens of
Russian commercial entities and government institutions in 2016, including
seven military enterprises specializing in missiles, radar and naval technol-
ogy, five government ministries, four aviation businesses, and two commer-
cial entities involved in the nuclear industry.'® State-run tank manufacturer,
Uralvagonzavod, and Russian Helicopters were among those attacked. These
cyberattacks shifted to the United States again in 2017, following statements
concerning the need for tariffs on Chinese goods made by President Donald
Trump''® and the advent of the 2018 US-China trade war. As cyberattacks
against the United States re-intensified during the Trump administration,
cyberattacks against Russia lessened during the same period. It appears that
the strategic triangle between China, Russia, and the United States continues
well into the era of shadow warfare.

In 2017, Chinese cyberattacks targeted South Korean entities involved
in deploying a missile defense system.!'! After the Chinese government
raised concerns regarding the deployment of the US-developed Terminal
High-Altitude Air Defense (THAAD) system in South Korea, cyberattacks
targeted South Korean military, government, and defense industry networks.
These include a DDoS attack against the website of South Korea’s Ministry
of Foreign Affairs, spear-phishing emails carrying attachments loaded with
malware, and downloading malware onto websites frequented by military,
government, and defense industry officials.!?

In 2013, Chinese cyberattacks targeted the Australian Department of
Defence, the prime minister’s and the cabinet offices, the Departments of
Foreign Affairs and Trade, as well as the Reserve Bank and the Bureau of
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Statistics, in sustained cyberattack operations. Even the preeminent Australian
Security Intelligence Organisation—the top national security agency—was
the target of a cyberattack when a contractor involved with building the new
headquarters in Canberra had the blueprints stolen in a cyberattack, includ-
ing the building’s security and communications systems, its floor plan, and
its server locations. This particular operation left the Australian spy agency
vulnerable to even further cyberattacks.!'®

A Chinese cyberattack targeted Defence Research and Development
Canada—a civilian agency of the Canadian Department of National Defence
meant to provide the Canadian armed forces and other government depart-
ments with technology and data. The Chinese cyberattack gave access to
highly classified federal information and also forced the Finance Department
and Treasury Board—the federal government’s two main economic nerve
centers—off the internet. The cyberattack, first detected in early 2011, left the
Canadian government rushing to determine how much sensitive information
may have been stolen.'™

In September 2012, Telvent Canada discovered a cyberattack by APT1/
Unit 61398 that included accessing its control systems and taking project
files. Telvent Canada, now owned by Schneider Electric, designs software
that gives oil and gas pipeline companies and power grid operators remote
access to valves, switches, and security systems. Telvent keeps detailed blue-
prints on more than half of all the oil and gas pipelines in North and South
America and has access to their systems. Telvent Canada cut access as soon
as the intrusion was discovered, so that the attackers could not take command
of the systems. The cyberattack on Telvent Canada is particularly dangerous
because of the offensive capability to take out critical systems across the
continent.'

Another cyberattack was discovered by the Communications Security
Establishment, Canada’s national cryptologic agency, in 2014. The target of
the cyberattack was the National Research Council—Canada’s largest gov-
ernmental science and research organization. The National Research Council
computers operate outside those of the government of Canada as a whole, so
it is unlikely that the cyberattack breached other parts of the government.!'
However, the National Research Council’s mission is to have an impact by
advancing knowledge, applying leading-edge technologies, and working
with other innovators to find creative, relevant, and sustainable solutions to
Canada’s current and future economic, social, and environmental challenges.
The council works closely with thousands of Canadian firms. This type of
attack means that proprietary information could be lost on many scientific
discoveries, both for military applications and for copyright information,
as well as a general projection for the direction of Canada’s scientific
community.
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India is ranked high among countries attacked by mobile malware, mali-
cious software that targets cell phones or other wireless devices.'” In 2017,
India claimed that a cyberattack launched by China on May 23 caused the
crash of a Sukhoi 30 aircraft, part of India’s Air Force fleet meant for air
warfare on the India-China border. The crash killed two pilots. The wreckage
of the plane was discovered three days later, and an analysis of the crash was
carried out by the Indian Air Force. The inquiry determined that the flying
aircraft suffered a cyberattack while it was airborne but did not come to any
other definite conclusions. The US Federal Aviation Administration reported
that the chances of downing a fighter jet midair using cyberweapons is pos-
sible but drew no conclusion about the Sukhoi 30 crash.''®

The Chinese government cyberattacks on the United States go back to the
early days of the internet. Titan Rain is the informal code name for a yearlong
barrage of Chinese cyberattacks directed against the United States. Beginning
around 2003, the US government computer networks and websites were bom-
barded with attacks that appeared to be coming from China, perhaps related
to the US bombing of the Chinese embassy in Belgrade during the Kosovo
conflict in 1999.!* Cyberattacks, likely from China’s military, targeted com-
puter networks in the US Department of Defense and other agencies, includ-
ing the Department of State, the Department of Energy, and the DHS, as well
as various defense contractors.'*

In the decade following Titian Rain, according to The New York Times,
cyberattacks coming from China’s military APT1/Unit 61398 focused not
just on stealing information but obtaining the ability to manipulate critical US
infrastructure like power grids and other utilities. Digital Bond, a small secu-
rity firm that specializes in industrial control computers for infrastructure,
was attacked in 2012 by APT1/Unit 61398 in an attempt to access confiden-
tial information about Digital Bond’s clients, which include a major water
project, a power plant, and a mining company. Although the attack on Digital
Bond was declared ineffective, cyberattacks of these types are designed to
gain command of industrial control systems.'*!

Another cyberattack by APT1/Unit 61398 was made on the National
Electrical Manufacturers Association, a lobbying group that represents com-
panies that make components for power grids. Then-president Barack Obama
alluded to this concern in the 2013 State of the Union speech, saying: “Now
our enemies are also seeking the ability to sabotage our power grid, our finan-
cial institutions, our air-traffic control systems. We cannot look back years
from now and wonder why we did nothing.”'??> Not only has the United States
put malware in China’s infrastructure in retaliation, but these types of moves
have strained the relations between the United States and China well into the
Trump administration.
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Yet another cyberattack by APT1/Unit 61398 was made on a contractor for
the National Geospatial-Intelligence Agency, a combat support body under
the aegis of the US Department of Defense and a member of the intelligence
community. The primary mission of the National Geospatial-Intelligence
Agency is collecting, analyzing, and distributing geospatial intelligence in
support of national security. This cyberattack, too, was rebuffed.!?

While not a full-fledged disinformation cyberattack, Chinese foreign
ministry personnel have taken to using social media—including Twitter,
YouTube, and Facebook—to support a positive message about China.'*
Despite the fact that Twitter is banned inside China, government officials are
using social media outside China in an effort to increase its influence. From
concerns over Huawei to the detention camps in Xinjiang to apprehensions
about the early handling of the COVID-19 outbreak, China is facing chal-
lenges to its global reputation. In response, China is running a concerted
disinformation campaign to improve its reputation. The Twitter offensive has
only been minimally effective in the first year, because unlike on Chinese
domestic social media such as Weibo and WeChat, comments and challenges
abound. Nonetheless, China’s ambassador to the United States, Cui Tiankai,
joined Twitter in June 2019; China’s Foreign Ministry and Liu Xiaoming,
the ambassador to Britain, followed in October 2019.'> Venturing outside
the Great Firewall and spending millions of dollars promoting their content
on social media may have had limited initial success, but the slow start is
unlikely to end this disinformation campaign.'*® Anyone who watched it
battle over what information about China makes it onto Wikipedia for many
years, a campaign in which Beijing is currently doing rather well, should rec-
ognize that China may end up as a force on international social media once
it gets the hang of it.

While the main focus of Chinese cyberattacks has always been on com-
mercial entities to harvest intellectual property and technology blueprints,
major cyberattacks are also directed toward foreign government operations
and military secrets. For instance, the US F-22 and F-35 jets, as well as the
Russian Sukhoi Su-27, Sukhoi Su-33, and MiG-21, all appear to be copied in
Chinese fighter planes. The cyberattacks also targeted foreign infrastructure,
useful for sabotage or in the context of hybrid warfare. Many of the cyber-
attacks are either assessing the vulnerability of foreign industrial control
systems or leaving behind malware in infrastructure grids for potential later
use. Similarly, the Chinese government is interested in global oil and gas
companies, although the companies that were breached decline to identify
themselves. If a foreign oil and gas company is beginning exploration in an
area of the world that a Chinese national gas company is also interested in,
China might explore the computer files of that foreign company to examine
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its geological readings and assessments and use those same assessments to
underbid the foreign competitor.'?’

CONTROLLING CYBERSPACE

The Chinese government views cyberspace as largely controllable. Around
the time when Google withdrew from China in 2010—in response to a
Chinese cyberattack on Google and other US tech companies that prompted
Google to stop censoring internet searches in China'?—the State Council
Information Office delivered an exultant report on its work to regulate online
traffic, according to a crucial Chinese contact cited by the State Department
in a cable in early 2010. The person said that “in the past, a lot of officials
worried that the Web could not be controlled. . . . But through the Google
incident and other increased controls and surveillance, like real-name regis-
tration, they reached a conclusion: the Web is fundamentally controllable.”!?

A central aspect of controlling cyberspace is domestic control. In an
attempt to enhance control over its domestic cyberspace, China adopted
cybersecurity legislation to address growing threats of cyberattacks, in addi-
tion to the well-known Great Firewall, which allows the Chinese government
to control its own cyberspace. The Cybersecurity Law, mentioned earlier,
took effect in June 2017 and was labeled an “objective need” of China as a
major cyber power.'*® The law restricts foreign technology companies from
operating in sectors that are considered critical and include requirements for
security reviews and for data to be stored on servers in China. This national
security law intends to make all key cyber network infrastructure and systems
even more secure and controllable. “China’s government has come to recog-
nize that cyberspace immediately and profoundly impacts on many if not all
aspects of national security,” says Rogier Creemers, a Sinologist at Leiden
University. “It is a national space, it is a space for military action, for impor-
tant economic action, for criminal action and for espionage.”!?!

Economic success in cyberspace, like all economic development, is a
high priority for China. China is leading the world in e-commerce, claiming
over 40 percent of the world’s 2017 transactions.'* This makes the domes-
tic economy vulnerable to disruptive cyberattacks. China’s comprehensive
e-commerce law took effect on January 1, 2019, bringing increased pressure
on online retail companies in order to fight the sale of counterfeit and inferior
merchandise on their platforms. The law is part of an overall effort to develop
China’s e-commerce market.'* It covers the requirement for registration and
licensing of e-commerce operators, taxation, electronic payment, and e-com-
merce dispute resolution, as well as the protection of intellectual property.
China is acutely aware that economic power has been central to its rise. The
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protection of the economy is a top priority. Controlling cyberspace similarly
focuses on military operations in and through cyberspace. In addition to using
the military to assist the Chinese economy through international cyberes-
pionage, China’s military uses cyber operations to command and control its
own military operations and disrupt the command and control of others. For
domestic concerns, however, it appears that the MSS is in control, although
perhaps working in conjunction with the Chinese military.

Perhaps the most pertinent perspective regarding controlling cyberspace
is China’s international stance. Within the two broad camps regarding
how international cybersecurity should be achieved and organized, China
emphasizes not only the sovereignty of cyberspace but also a preference for
international negotiations on the norms and rules of international conduct
in cyberspace.' The focus of China’s interest in international negotiations
is not only on the legality of cyberattacks and cyberwarfare but also on the
dominant issue of which states control international cyberspace and the
strong preference that China is one of those states. China, in its involvement
in the international control of cyberspace, is using the terminology of the need
for traffic rules for the information highway,'*> which draws on the language
used in the Clinton administration’s policy.'¥

One of the major differences between the view of the Chinese govern-
ment and the view from the other camp to which the United States belongs is
whether existing international law covers the new technology and strategies
of cyberwarfare. China acknowledges that some international law applies to
cyberwarfare, but large differences remain. Some of these differences focus
on prohibitions on the use of force in the context of cyberattacks, cyberes-
pionage, and the promulgation of disinformation campaigns. Arguing that the
existing prohibition of state-on-state cyberattacks is sufficient, China insists
that the other camp’s additional reliance on the right to self-defense and the
applicability of international humanitarian law are both wrong and imply the
legitimacy of international cyberattacks and cyberespionage. The Chinese
government has consistently adhered to a strict interpretation of these pro-
visions, stating that the “use of force shall not be resorted to without the
authorization of the Security Council with the exception of self-defense under
armed attack.”'¥” That is, the Chinese government is trying to draw a hard line
between cyberwarfare and kinetic warfare. Even intensive cyberwarfare—
something China has honed to a fine art—should not be a reason to resort to
kinetic warfare, and domestic use of cyberespionage should never be consid-
ered under international humanitarian law since this is under the exclusive
rights of the sovereign state. This is not a surprising stance for China to take.

This interpretation rejects the possibility of any other legal use of force
by a state, including humanitarian interventions to protect civilians from war
crimes or genocide.!*® The Chinese stand on these norms and instruments of
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international law is strictly textualist, political, and principled. Building on
the other camp’s proposition that existing international law is sufficient, the
Chinese government’s view is that the prohibition of the use of force should
be read as absolute in the context of cyberwarfare.”® China does not want
any other state to consider China’s shadow war efforts as grounds for open
kinetic warfare.

China argues that states have the right to control their own cyberspace,
much like any other domain or territory, also known as cyber sovereignty.'*
This is remarkably similar to the Russian position on this issue, although
China is closer to actually achieving it. According to the Chinese govern-
ment’s view, sovereignty is an absolute concept that only the sovereign state
itself can condition. Thus, each country has the right to manage its own cyber-
space in accordance with its domestic legislation. The Chinese government
made it clear that it has a sovereign right to stop cyber traffic (both incoming
and outgoing) at its borders, on the grounds that each country has the right to
manage its own cyberspace in accordance with its domestic legislation. Such
a view, again, is China’s principled stand and within its long-standing reading
of international law.'!

The Chinese government does not consider cyberspace an unstoppable
force for freedom of information.'** China has been remarkably successful
in creating a sovereign cyberspace within its own territory through the Great
Firewall, and Beijing relies heavily on cyberspace for its growing economy as
well as its increasingly modern military. Cyberattacks on industrial controls
can be devastating to China’s infrastructure. China’s international stance on
controlling cyberspace reflects its strong preference to control and protect its
domestic cyberspace, limit cyberattacks, both domestic and international, and
to continue to use cyberspace to conduct cyberespionage and to develop its
economy.

SHADOW WARFARE POLICY

Fundamentally, China’s shadow warfare policy is guided by political,
economic, and social realities. China’s chief political reality is the desire
for political stability, primarily domestically but also internationally. The
Chinese government worries about the Uyghurs, with its separatist move-
ment, to the west; Taiwan, with its lean toward statehood, to the east; and
Hong Kong, with its preference for democracy, to the south. If domestic con-
trol of cyberspace aids this, then the government is interested. Economically,
the reality of the Chinese government is an economy that is increasingly pres-
ent online with both e-commerce and business contact with distributors. The
Chinese government has made clear its interest in cyberespionage to grow
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its economy. The social realities that underline the Chinese government’s
policy include both the political quest for stability and the economic quest
for growth. These are two central elements to the plan for China’s continued
rise and success. Second, the main institutions for creating Chinese govern-
ment policy are both military and civil. The Chinese military is often the
international arm and instigator of aggressive cyberespionage and weapons
use. The civil institutions are the primary agents of implementing domestic
cyber laws and policies. All of these institutions are firmly under the control
of the Chinese presidency and the politburo.

Finally, cyberwar policy in China, like modern China itself, reflects both
the new and the old. The new policy is more of an approach than a philosophy
reflected in China’s focus on leapfrogging technologies and thus its attraction
to all things cyber. China is technologically leapfrogging over the developed
world in an attempt to erase centuries of technological phobia and reemerge
as the world player—the one who invented gunpowder and paper. China’s
Big Three tech companies—known collectively as BAT (Baidu, Alibaba,
Tencent)—and specialized units of the Chinese military are reaching new
technological heights. Beijing has achieved the scientific and technologi-
cal feats that herald its arrival as an innovation cyber power across multiple
industries, from communications technology to renewable energy. For
instance, China successfully tested the world’s first quantum satellite com-
munication—relying on quantum entanglement physics to exchange provably
secure messages—on one end and, on the other, added, in the first half of
2017, new solar energy generation capacity equal to half of the solar bases
installed in the United States in 2016.

The old is the reliance on Sunzi’s The Art of War and has some paral-
lels with Russia’s refocusing on the traditional elements of culture. Sunzi’s
classic regarding the rules of war is of great influence inside and outside of
China, and it is especially useful in cyberwarfare given the book’s emphasis
on how to fight wars without actually having to do battle. Although written
2,500 years ago, The Art of War applies easily to shadow warfare. Nowhere
is deception more critical than in cyber defense and offense. Most of defen-
sive and offensive cyberwar is designed to confuse adversaries into making
mistakes. Sunzi has a lot to say about deception and its critical importance
in warfare: “All warfare is based on deception. Hence, when able to attack,
seem as if unable to attack; when using forces actively, seem inactive; when
nearby, make the enemy believe you are far away; when far away, make the
enemy believe you are nearby. Hold out baits to entice the enemy to act.
Feign disorder and strike him when he seeks to take advantage.”!** A central
element in Chinese cyberwar policy is to appear to have more when it has less
and to appear to have less when it has more. Cyberwarfare policy in China
combines the new with the old to reassert China onto the world stage.
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The Chinese government is confident in its role as a leader in cyberwar-
fare. Yang Heqing, an official on the National People’s Congress Standing
Committee, says that cyber power is deeply linked to China’s national secu-
rity and development. “China is an internet power, and as one of the countries
that faces the greatest internet security risks, urgently needs to establish and
perfect network security legal systems.”!* The Chinese cyber approach has
clearly shifted in recent years with expanding goals and increased sophistica-
tion in strategy and targets. It has also shifted from predominantly economic
cyber targets to predominantly governmental and infrastructure targets. This
is because China sees itself as an equal to the United States and Russia in
many regards, most notably in its ability to conduct shadow warfare. Along
with the United States and Russia policies on cyberwarfare, China has joined
in the global battle for cyber dominance, for national influence, and for con-
trol over cyberspace to augment its kinetic war capabilities, to build a strong
place in the global economy, and to maintain a dominant world presence.
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Cyberwar Policy

International agreements are written in rooms where long tables are arranged
in a rectangular shape. There are name cards, and small bowls of candies,
and drinks of water or tea. The participants take turns speaking in cordial, yet
strong, voices. The table talk is broken up by opportunities where participants
mingle to reiterate their points or huddle in the corners of the room making
tentative deals. These tentative deals are all brought together at the end of a
long day or night as country teams assemble to share information and plan
the strategy for the next round. In major international agreements, like the UN
Convention on the Law of the Sea, these talks can go on for years as countries
parry and negotiate.

One ineffectual international agreement was announced by US President
Donald Trump after a two-hour meeting with President Vladimir Putin of
Russia. “Putin & I discussed forming an impenetrable Cyber Security unit
so that election hacking, & many other negative things, will be guarded and
safe,”! Trump tweeted following the talks with Putin at the G20 summit
in Hamburg, Germany, in July 2017. This unusual start to an international
agreement on cyberspace and cyber operations did not result in anything,
certainly not a meeting of minds on cybersecurity.

One reason for the failure of a cybersecurity agreement between the United
States and Russia was because it did not have the depth created in the ritual-
ized and drawn out negotiation process. But there are other reasons for the
failure as well. A major reason is that each of the great powers feels that its
own approach to cyber operations is working. The US and NATO camp is
confident in its ability to continue to lead the technological revolution. For
instance, Antonio Missiroli, NATO’s assistant secretary general for emerging
security challenges, gave a speech at the CyberSec European Cyber Security
Forum on March 24, 2020, emphasizing the importance of innovation and
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digital technologies, and stressed the preparedness of NATO’s strong cyber
defenses.” Russia, a leading member of the camp to create an international
treaty to limit cyberweapons, is happy to be once again heading an inter-
national coalition against the United States, which gives Moscow a certain
global prominence. China, which is in the same camp as Russia when it comes
to supporting an international treaty, is happy building its economy with the
aid of stolen international technology while simultaneously building its own
domestic technology base that is keeping its citizenry certain that China is the
center of the world. The main unifying element in Russia’s and China’s drive
for an international agreement on cyberspace, however, may end at limiting
America’s strong cyberspace operations. China fears the Russian preference
for disinformation campaigns, much like the Russians fear Beijing’s desire
to replace Moscow as Washington’s chief challenger for global dominance.

Another reason for the failure to reach an international agreement on
cybersecurity has to do with the time span often needed to create a major
multilateral security treaty even without secrecy inherent in shadow warfare.
For instance, the 1648 Peace of Westphalia gave the world the concept of
state sovereignty, which cyber sovereignty harks back to. The treaty took
four years to negotiate, but the agreement to create broad norms—Ilike reli-
gious freedom—took centuries to fully realize. The transfer of the norm of
sovereignty from the sovereign to the state or the citizenry was not fully
realized until the American and French revolutions over a century later—a
sovereignty of the people that cyberwarfare may be undermining. In another
more recent instance, the Strategic Arms Limitation Talks (SALT I) began
with failed starts in 1964, in 1966, and in 1967, before official talks launched
in November 1969. In the case of SALT I, these were bilateral agreements
rather than the larger multilateral agreement that would be needed in the
case of cyberwarfare talks. After several impasses, the United States and the
Soviet Union announced in May 1971 that they had reached a preliminary
agreement on a partial constraint on certain strategic offensive systems and
on a treaty to limit ABM systems after three years of negotiations.® This
agreement was followed by another five years of negotiations before SALT
IT was written. Negotiations on major changes in warfare standardly take
time—time that has not fully begun in cybersecurity talks.

Another difficulty in developing a general international agreement on
shadow warfare is the changeable circumstances and technologies of cyber-
warfare. Areas in which cyberattacks take place—cybercrime, hacktivism,
cyberespionage, weaponized cyberattacks, and cyber disinformation cam-
paigns—are areas where new technology, new approaches, and new social
media venues keep adding to the possibilities of attacks. These areas of
cyberattacks bridge both private and public arenas. While some of these areas
are new, some are older strategies used in political warfare. For instance, the
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British identified the value of political warfare in a World War II manual as
encompassing the elements of psychological warfare, ideological warfare,
morale warfare, and propaganda to be used against any enemy during armed
conflict.* These elements become part of cyberwarfare in both disinformation
campaigns and cyberespionage. And yet the primary venues for disinforma-
tion campaigns and cyberespionage are the internet and social media. It is
difficult to create an international agreement when the weapons and venues
are frequently shifting and expanding.

In this shifting era of warfare, it is the theories upon which the primary
instrument of shadow warfare—cyberwarfare—is based that are not agreed
upon. Despite the different foundations, the need for an international under-
standing regarding rules of shadow warfare is rapidly reaching a critical
stage. The notion that cyberwarfare raises few ethical questions since it does
not require boots on the ground in a foreign land is reminiscent of early
arguments that nuclear weapons could be for the good of humanity.’ In his
1953 “Atoms for Peace” speech to the UN General Assembly, US president
Dwight Eisenhower professed nuclear knowledge will “help us to move out
of the dark chamber of horrors into the light, to find a way by which the minds
of men, the hopes of men, the souls of men everywhere, can move forward
towards peace and happiness and well-being.”® This optimistic view of the
world that this nuclear technology could create did not emerge as Eisenhower
hoped. Nuclear weapons proliferated to include the five permanent members
of the United Nations plus India, Pakistan, North Korea, and Israel. There are
thirty-one countries that use nuclear power in 2020. Neither nuclear weapons
nor nuclear power created the peace and happiness that Eisenhower predicted.
It seems equally unlikely that shadow warfare’s persistent low-intensity state
of war will improve the conduct of war or the well-being of humanity. In
the current development of shadow warfare, a universal agreement or solid
norms concerning the rules of cyberwarfare in war theory—similar to what
was done with conventional armies and traditional warfare, and with nuclear
warfare and the principle of mutually assured destruction—remains elusive.

CYBERATTACKS AND ATTACKERS

The need to put some international norms and laws in place grows when the
magnitude of what cyberattacks can do is viewed as a whole. In the past three
decades, cyberwar has used malware to attack the control systems of power
grids, dams, centrifuges, missile launchers, and electronic election systems. It
is hard to argue that the damage that cyberwar can inflict is minimal. Unless
there is a clearer understanding of the global magnitude of the possible and
existing potential of shadow warfare, the future will be daunting. As shadow
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warfare develops—and through its development creates continuous warfare
and the dissolution of the sharp distinctions between allies and adversaries—
fierce debate over how to regulate or develop national and international poli-
cies is the first step in creating international norms. It is creating new frames
of reference for liberal democracies in terms of privacy and domestic surveil-
lance of individuals, or the citizenry’s right to know about wars engaged in
on its behalf, or the growing power of the leaders of governments to engage
in warfare—unseen by the public and even other arms of government—that is
becoming both personal and unchecked. Shadow warfare is, however, know-
able and highly relevant to the lives of citizens.

It is important to see the cyber policies of the United States, Russia, and
China for what they are: attempts to project power, undermine adversaries,
and gain international importance. These policies are primarily military but
have social, political, and economic import. Not only do cyber operations
allow great powers to track their adversaries and allies, but also grant the
state the capability to track its own citizens. Not only does cyber power allow
states to have complex supply chains around the globe, but it also allows
them to undermine each other’s economic prowess. And unlike a traditional
war—Ilike the conflicts in Afghanistan, the Gulf, or Syria—cyberwarfare is
not only barely visible but also never-ending since the goal is overall power
projection. In the words of Sergey Lavrov, Russia’s foreign minister, “The
world is changing and as has always happened in history, at some point some-
body’s influence and power reach their peak and then somebody [else] begins
to develop still faster and more effectively.”’

THE UNITED STATES’ POLICY

US cyber policy reflects its position as an early creator of shadow warfare.
The United States was not only an innovator in the development of drones for
surveillance and attacks, the invention of robots to detonate bombs and pro-
vide forward vision in urban warfare, the creation of technologically driven
body armor for soldiers, and the use of satellites in directing weapons systems
and vehicles; it was also a pioneer in cyberwarfare. The United States was
also an early user of cyberweapons and still strives to remain on the cutting
edge of this field in terms of technological development. It appears to prefer
large, sophisticated, and devastating cyberweapons. For instance, the United
States was the first to develop, likely in partnership with Israel, sophisticated
weapons to attack electronic control systems.

Aggressive use of advanced cyberweapons appears to be a hallmark of US
cyber policy—hence the need to stay on the cutting edge of technology. The
underlying policy can be described as “the best defense is a good offense,”
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to paraphrase George Washington.® Evermore sophisticated cyberweapons
are manufactured with thousands of man-hours and the best minds in the US
intelligence agencies. What the United States sees as the success of its cyber-
war policy is reflected in its stance on the potential need for an international
agreement on cyberwarfare.

So far, the US government has resisted attempts from the Russia and
China camp to create an international agreement on cyberweapons or cyber-
space. Relying on its role as a leader at the forefront of the expertise used
for cyberattacks of all types, the United States is concerned that an interna-
tional agreement—especially one led by Russia and China—is meant to limit
cyberweapon technology. Moreover, Washington acts as if it has control over
cyberspace, so here too American policymakers see this as a US advantage.
Thus, to negotiate an international agreement is to risk curtailing the US
advantages in order to either allow other major cyber powers to catch up or
allow Russia and China to use their own strengths and advantages in cyber-
warfare. Finally, the United States does not want an international agreement
at this time because cyberwarfare continues to expand to fill numerous secu-
rity needs and desires, as illustrated in chapter 2.

Like most serious cyber powers, the United States has continuously modi-
fied and enhanced its cyberwar institutions. While there are national agencies
that are concerned with protecting governmental operations, the main force
of US cyber operations lies with military and intelligence agencies. The main
locus of power, however, remains with the president himself. This was the
case during the Clinton administration, but has only become more focused
at the level of the president during the Bush, Obama, and Trump administra-
tions. While this consolidation of decision making under the top executive is
not unique among the great cyber powers, it is relatively unique compared
to other decision mechanisms in the United States. While it bears similarities
to the US president having exclusive control over the nuclear launch button,
in the case of cyberwarfare the president also has considerable control over
policy, which is less the case with nuclear policy. The lack of oversight on
many aspects of cyber operations can be troublesome in a liberal democracy.

Problematically for a liberal democracy, as the Edward Snowden releases
clearly illustrated, the US government uses cyberespionage in its domestic
environment and has for some time. Domestic cyberespionage is accelerat-
ing in the United States as elsewhere. For instance, amid the COVID-19
pandemic, the US government, through the Centers for Disease Control and
Prevention—the leading US public health institute that is a federal agency
under the Department of Health and Human Services and thus in the execu-
tive branch and the president’s line of command—is using location data from
millions of cell phones on the presence and movement of American citizens
in areas of geographic interest.” Although prompted by the pandemic, there



110 Chapter 5

are troubling long-term concerns about the loss of privacy in a liberal democ-
racy similar to the ongoing repercussions of the Patriot Act’s allowance of
surveillance after the 9/11 attacks amid fears of terrorism. Pandemic surveil-
lance has been in the press but has received little congressional oversight or
public debate to date.

RUSSIA’S POLICY

The Russian cyber policy reflects its foundations in combining traditional
Russian disinformation with modern cyber technology. This is clearly a tac-
tic that Russia has used, not only domestically but also in its policy toward
the liberal democracies in the United States and Europe, and in the countries
around its borders. It also reflects the combined eagerness of the Russian gov-
ernment to engage in shadow warfare, and especially in cyberespionage and
disinformation campaigns, following a slow start in developing sophisticated
cyberweapons in the aftermath of the collapse of the Soviet Union. While the
United States was ready to go in the early 1990s, Russia took about fifteen
years to catch up on the art of shadow warfare. But in most ways, Russia has
caught up.'°

Russia has built specific institutions to engage in cyberwarfare and policy
centers for interfering in an adversary’s society, usually by exaggerating
existing social divides. Like the United States, Russia’s cyber strategy is
aggressive. Unlike the United States, Russia’s strategy is less about cyber-
weapons and more about enhancing its influence by showing the weaknesses
of its adversaries by exploiting social fractures through disseminating disin-
formation. This strategy is meant to deter those who would ignore or belittle
Russia, weaken adversaries in preparation for kinetic or all-out cyberwarfare,
and hopefully raise morale at home by showing that Russian leadership is as
good or better than that in liberal democracies.

Russia is as good at domestic cyberespionage as its great-power rivals.
In addition to the existing use of the SORM boxes—operative search mea-
sures—that monitor emails, internet usage, cell phones, Skype, text messages,
and social media,'' domestic surveillance and disinformation campaigns are
ramping up. For instance, we are seeing a massive disinformation campaign
using both state and social media regarding the COVID-19 pandemic.'
According to one EU document, Russia’s state-controlled media, like RT and
Sputnik, are using the ambitious disinformation campaign in order to sow the
seeds of panic and distrust in the United States and NATO countries.”* Even
more importantly, Russia is establishing individual citizen tracking in the
face of the pandemic similar to the United States and China. One element in
this tracking is a massive facial recognition system, which initially prompted
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an unusual public backlash, with privacy advocates filing lawsuits over
unlawful surveillance, but the resistance has subsided during the COVID-19
crisis. The tracking also analyzes the social networks of those who have or are
suspected of having the coronavirus. Finally, there is the use of geolocation
to track coronavirus carriers: information gathered under the tracking system
will be used to send texts to those who have come into contact with a coro-
navirus carrier and to notify regional authorities so they can place individuals
in quarantine.'* Again, there are concerns that domestic surveillance created
under pandemic conditions will not cease once the health crisis is over.

The confidence engendered from a lack of criticism or oversight on domes-
tic cyber policy and domestic cyberespionage leads to even further reaches in
cyberspace. Similar to the United States and China, Russia argues that it can
control cyberspace. However, unlike the United States but like China, Russia
argues that cyberspace should be considered another form of territory—like
land, air, and water—within a sovereign state. Moreover, Russia is a major
proponent that this perception of cyberspace should be codified by an inter-
national treaty that will lead to more global peace and stability. Nonetheless,
Russia rivals the United States and China in terms of being one of the most
active violators of using cyber operations to destabilize global peace. This is
comparable to other examples of mutual mistrust, like on nuclear disarma-
ment, that has caused the great powers to use new technology to make the
world a less stable place.

A further attempt to control or modify cyberspace is the effort to create
new international norms. In a stance that has aspects similar to both the
United States and China approaches, the Russian government has initially
suggested giving the International Telecommunications Union (ITU)—a UN
body where each government has an equal vote'>—control over cyberspace.
This has elements of the US stance that there are laws, norms, and institutions
already in existence that can deal with most aspects of cyberspace and cyber-
operations. Presently, internet infrastructure is governed by the ICANN—a
nonprofit corporation that is responsible for allocating IP addresses and man-
aging the domain name system which, it argues, is composed of volunteers
on its board from across the world in a “bottom-up,” open, and transparent
process.!'® Based in the United States, with many Americans on its board,
ICANN is now directly accountable to the global community of internet
users.!” Russia is not supportive of a US-dominated cyberspace and the lack
of success over moving controls either to an international body like the ITU
or just out of the United States. Moscow has physically moved closer to the
Chinese position on cyber sovereignty, as illustrated by attempts to close
down the internet inside its national boundaries in the case of an emergency.
This has elements of China’s stance that prefer a new international treaty on
cyberspace, now including the concept of cyber sovereignty in the agreement.
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CHINA'’S POLICY

China’s cyber policy reflects its reliance on strategy over technology, on
stealth over disinformation. Nonetheless, the use of technology is on the rise
as its strategy shifts and the capabilities of its adversaries grow. The main
thrust of China’s cyber strategy, especially in the first two decades of the era
of shadow warfare, was in further building its economic strength through
military cyberespionage. Now that China ranks as a top economy in the
world, the thrust has shifted somewhat to domestic development of its own
technology, whether it is 5G or a global positioning system.

The use of technology in cyberwarfare is on the rise as its strategy changes.
For instance, the locus of cyberespionage has shifted to China Telecom—a
large state-controlled telecommunications company—that has ten strategi-
cally placed internet points of presence (PoPs) across the internet mainstay of
North America as well as PoPs in Europe and Asia. Vast intelligence rewards
can be reaped from the hijacking, diverting, and then copying of information-
rich traffic going into or crossing the United States and Canada—often unno-
ticed and then delivered with only small delays. This hijacking allows China
Telecom to employ its distributed PoPs in the telecommunications systems
of liberal democracies to selectively redirect internet traffic through China.
These Chinese PoPs allow one to simply divert and copy data by controlling
key transit nodes buried in a country’s infrastructure.!® Russia is alleged to
use a similar tactic in cyberespionage, and it is safe to presume the United
States is also involved."

Disinformation is now also included in Beijing’s arsenal. For instance,
China launched a forceful information campaign aimed at creating a posi-
tive global discussion on its handling of the novel coronavirus outbreak.
This campaign is meant to give China credit for its handling of the pandemic
while highlighting other governments’ missteps.”’ Building on its already
vast domestic espionage program, China began a massive new surveillance
project by installing software on the citizens’ cell phones.?! According to an
official China news outlet Xinhua, the health-code app is an electronic certifi-
cate that tracks one’s movements and symptoms, indicating if someone needs
to self-isolate or can continue to move about.”> The longer-term concern,
however, is whether this extensive surveillance will be dialed down with the
fading of the SARS-CoV-2 virus or become a more permanent feature of life
in China, much like it already is for some ethnic minority groups as discussed
in chapter 4.

For China, similar but not identical to Russia, a central aspect of control-
ling cyberspace is domestic control or cyber sovereignty. Specifically, China
is largely restricting the information that is available to citizens via the inter-
net and social media and is using the internet domestically to surveil citizens
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and entities. Within a controlled cyberspace, China remains interested in
economic benefits. Economic success in cyberspace—China is leading the
world in e-commerce—Ilike all economic development, remains a signifi-
cant concern.”® Although the military plays a role in protecting the domestic
economy, military modernization means that now China uses cyberspace for
command and control of its own military operations. Of course, the military
also strives to disrupt the command and control of adversaries as well.

In addition to cyber sovereignty to control cyberspace, China also advo-
cates for international negotiations on the norms and rules of international
conduct in cyberspace.?* In part, this is a preference for predictability in a
rapidly changing environment. In part, China has concerns about how the
United States and other liberal democracies will interpret and use existing
international law—which the liberal democracies have formulated over the
centuries—to conduct cyberwarfare to China’s disadvantage. Importantly,
China does not want any states to consider its shadow war efforts as grounds
for open kinetic warfare, which the United States has already signaled that
it might. Since China is not alone either in wanting cyber sovereignty or
in advocating an international agreement on cyber norms, it is becoming
increasingly confident that cyber sovereignty and an international agreement
on cyber norms may be the future of shadow warfare.”

UNCERTAIN CIRCUMSTANCES
AND DIVERGENT POLICIES

The divergent policies, policy aims, and the national character of the
great powers make it difficult to create a single unifying set of laws and
norms in the uncertain environment of constantly evolving cyberweapons.
Nonetheless, there are a few areas of tacit agreement among the three great
powers. First, cyberwarfare is persistent and permanent. It may pause or shift
focus, but it does not cease. Second, the distinctions between allies and adver-
saries are blurring, especially as cyberespionage merges into cyberattacks and
allies are spied upon as are adversaries. Additionally, cyberattacks can be on
undeclared actors that are neither allies nor adversaries, like the US targeting
Pakistan, or China targeting South Korea, or Russia targeting Estonia. There
may be a good reason to curtail these great-power behaviors, but they all act
as if these are the norms. Still, there is no written or negotiated agreement.
The debate, then, is whether there can be a meeting of the minds on the
specifics of the acceptable conduct of cyberwarfare that can be codified into
an agreement. While there have been numerous small attempts to monitor and
establish norms of cyberwarfare, actual cyber operations are far exceeding
any attempt at the kind of confidence building that proceeds an international
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agreement. Through actual practice, major players like the United States,
Russia, and China, as well as smaller but sophisticated players like Israel,
the UK, and North Korea, are creating practices that may not be desirable
in hindsight. If the great powers do not address agreed norms for cyberwar-
fare—and they have not over the past three decades—then the world may find
itself unmoored and uncertain.

Several comparisons have been made in this book between Cold War-era
nuclear weapons and shadow warfare cyber policy. The International Atomic
Energy Agency (IAEA), a multilateral body that seeks to inhibit the use of
nuclear power for military purposes, was established in 1957, just twelve
years after the nuclear age began. The Nuclear Non-Proliferation treaty
(NPT) entered into force in 1970, just two and a half decades after the first
nuclear weapon was dropped. Unfortunately, there are no international orga-
nizations with the stature and effectiveness of the IAEA or the NPT to over-
see, regulate, and attempt to lessen cyberwarfare. A few UN organizations
and some regional and national forums have discussed the future of internet
governance, but there has been a nominal forward movement in light of what
the great powers view as their successes in using cyberwarfare and the lack
of a unifying theory like mutually assured destruction.

Cyberwarfare governance currently seems out of reach. As the Council on
Foreign Relations’ Defending an Open, Global, Secure, and Resilient Internet
from 2013 notes, addressing the challenges of cyberspace expresses concern
over the ongoing national emphasis of cyberwarfare and that “the effects of
domestic decisions spread far beyond national borders and will affect not
only users, companies, nongovernmental organizations and policymakers in
other countries, but also the health, stability, resilience and integrity of the
global internet.”? In addition to the strong national decisions being taken by
the great powers regarding cyberwarfare, international approaches to cyber-
security have challenges as well. For instance, there will likely need to be
a balancing of the movement of trade with a global regulatory framework
and protection of intellectual property in a world flourishing with economic
cyberespionage. There will likely need to be a new vision of national security
that includes protecting critical infrastructure and domestic rights and privacy
in a world with large-scale video surveillance, facial recognition software,
and cell phone tracking.”’

The world is lacking even an agreement on a definition of cyberwarfare.
For instance, the Shanghai Cooperation Organization, whose members
include China and Russia, defined cyberwar with a focus on the dissemi-
nation of information “harmful to the spiritual, moral and cultural spheres
of other states,” first in 2011 and again in the revised version of January
2015. By contrast, the United States and other major liberal democracies’®
definition of cyberwar focuses on physical and economic damage and injury
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and limits political concerns as the prerogative of freedom of speech.*® With
definitions being at odds, it is harder to move toward agreement of limiting
cyberwarfare.

Attempts have been made, nonetheless, to move toward some common
understanding. The East-West Institute released the first joint Russian-
American report in early 2011, aimed at defining the rules and the norms for
cyberwarfare.’! Prepared by a team of experts from Russia and the United
States, “Working towards Rules for Governing Cyber Conflict: Rendering the
Geneva and Hague Conventions in Cyberspace” explores how to extend the
existing international principles that govern war to cyberspace. Ultimately,
the group debated five crucial questions. In summary, the questions raised
included whether in all warfare—cyberwarfare, nuclear war, or conventional
war—some targets should be off limits to attacks and whether it was feasible
to use special markers to designate protected zones in cyberspace. Another
major issue considered in this early study is whether some cyberweapons
are already banned under the Geneva Protocol.*? This early attempt to devise
rules has been followed by other attempts to achieve understanding, which
saw the great powers taking stances that solidified into the two main camps
facing each other today. One camp, which includes Russia and China, argues
that only a treaty process can create laws and norms for cyberwarfare.
Specifically, this camp argues that the norms of cyberwarfare should include
sovereign control of cyberspace. The other camp, which includes the United
States and most NATO countries, argues that cyberwarfare can be dealt with
under existing international law, with a few modifications.

In 2013, the UN Group of Governmental Experts concluded that both the
UN Charter and international law are fully applicable to state behavior in
cyberspace, a position which is supported by the US camp. Moreover, the US
camp’s position assumes the use of the already existing institutional frame-
work facilitated by ICANN. This is at odds with the Russia and China camp
that asserts each government’s sovereign right to regulate the internet, the
main premise of cyber sovereignty—the concept that cyberspace, like territo-
rial waters or sovereign land, is owned and regulated entirely by the country
it exists within—unless it is modified by specifically agreed international
commitments.*® While the 2015 agreement between the United States and
China concerning economic cyberespionage is the first accord on the issue, it
has been viewed with both optimism and skepticism.** China’s preference for
a new international agreement on cyberwarfare is stated in its 2016 National
Cyberspace Security Strategy:

Support the United Nations to play a leading role in promoting the development
of universally accepted international rules on cyberspace, cyberspace interna-
tional counter-terrorism conventions, sound judicial assistance mechanisms
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against cybercrime, deepening policy and law, technological innovation, stan-
dards and norms, emergency response, and critical information infrastructure
International cooperation in areas such as protection.®

The United States and NATO camp led a group specializing in interna-
tional law in creating a document in 2013 that attempts to apply existing
international law to cyberwarfare, the Tallinn Manual on the International
Law Applicable to Cyber Warfare. The document is also known simply as the
Tallinn Manual, named after the capital of Estonia, where it was devised. The
drafting of Tallinn 1.0 failed to include states such as China and Russia. There
is now a second edition, known as the Tallinn Manual 2.0, which has some
input from China but none from Russia. Since there is no new international
law that directly refers to cyberwarfare, perhaps the existing law of war can
be seen as encompassing shadow warfare by expanding the applicability. In
2012, NATO’s Cooperative Cyber Defence Centre of Excellence (CDCOE)
met as a panel of international legal experts from 2009 until 2012 to go
through this existing law in order to apply it to cyberwarfare. This formed the
basis of the Tallinn Manual and the analysis and rules it contains.

Through these rules, the manual attempts to define some of the basics
of cyberwarfare. At the most fundamental level, rules of war can be rein-
terpreted that a cyberattack on a state can, in certain circumstances, be the
equivalent of a kinetic attack. The manual also lays out that such a cyberat-
tack is against international law, and that a state attacked in such a way has
the right to retaliate. The manual also argues that certain cyberattacks, such as
targeting civilians and crippling civilian infrastructure, are against the rules of
war whether the instruments used are tanks or cyberweapons. Many of these
laws of war are well understood in the context of traditional kinetic warfare.
The manual, however, is stating that these laws of war apply to cyberwar
as well. These rules are of particular interest to the United States and other
liberal democracies that form the camp that insists that a large new treaty on
cyberspace is not needed.”’

China has been a bit more outspoken on the issues delineated in the
manual. One China scholar argued that the manual set the factors relevant to
evaluating when a cyber operation rises to a use of force—severity, direct-
ness, and invasiveness—are too pliable and too low. Moreover, a state does
not have the right to invoke self-defense against attacks by non-state actors,
nor does a state have the right of self-defense against an imminent attack.
This perspective is consistent with a Chinese interest in actively engaging in
robust cyber operations without wanting to trigger a military conflict.® The
disagreement over the Manual, however, does highlight the major cyber pow-
ers remain on different conceptual pages on how to proceed, leaving products
such as the Tallinn Manuals without universal support.
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Both camps in cyberwarfare theory—those both for and against a new
treaty or series of agreements that define cyberspace and its rules—have
some commonalities in the conduct of cyberwarfare. In addition to the areas
of tacit agreement, these commonalities center upon protecting themselves
against attacks and the supposed anonymity of those attacks. The quality of
their cryptanalytic programs allows them to decipher who is creating a spe-
cific set of cyberespionage operations or cyberweapons with a high degree
of accuracy so that while a cyber operation may be silent, it is rarely anony-
mous. Other commonalities include the pervasive use of cyberespionage.
All believe that cyberspace is controllable. All have conducted cyberattacks.
Both the United States and Russia use cyberattacks as part of a hybrid war
effort, while China is using hybrid warfare in its military planning. Although
the United States and China used to make significant use of privateers as part
of their cyber strategy, Russia still does. These commonalities are not agree-
ments, however.

Most important, however, is that all three major players accept a state of
perpetual war through nonwar warfare as a natural condition. Perpetual war
does not necessarily denote a perpetual adversary since allies and adversar-
ies are less well defined in shadow warfare. It does, however, fundamentally
change the notion of who and what makes an ally or an adversary. The
extraordinary variations that shadow war allows means that some allies are
also partial adversaries, and adversaries can occasionally be partial allies in
the swiftly shifting sands of nonwar warfare. In shadow warfare and cyber-
war, new power and new weapons present ethical challenges. The major
powers are meeting goals and objectives with their cyberwar strategies and
attacks. There is pressure to create new laws to limit cyberwarfare or at least
to apply existing rules of law to cyberwarfare, but so far, these pressures have
failed to move the major powers. They are getting what they want without
them. It does not, however, leave the world as a safer place.

There are some portends about what this world of shadow warfare is
becoming. For one, it is not a peaceful world regardless of what the great
powers may say. It is a world filled with constant cyberwarfare. For another,
it is also not a stable world. Joining with the great powers, states like Israel,
Iran, North Korea, and the UK are also using shadow warfare strategies to
increase their own power, inevitably destabilizing the power structure. Most
troubling, again for those living in liberal democracies and for the citizens
of most countries, is the loss of certain accepted democratic norms. One
major norm is the balance between privacy and security. Cyber technology
has made domestic espionage so simple, meaning that citizens are being sur-
veilled at an increasingly alarming rate without much legislative oversight.
Not only are all forms of electronic communications intercepted, but also
CCTYV cameras and facial recognition software track citizens as they go about
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their daily lives. GPS tracking systems, too, are now aware of citizens’ com-
ing and goings as well as their buying histories.

Another diminishing democratic norm is the domestic balance of power.
In a world of shadow warfare, leaders—presidents, prime ministers, and
chancellors—have access to cyberweapons over which the legislature does
not have sufficient oversight, and the judiciary has not made sufficient legal
rulings. In short, the world of shadow warfare helps create a norm in which
individual leaders in great powers have an extraordinary capacity to inflict
damage on each other without the restraints of the rules of war, without
the visibility of war, and without the consent of the citizenry. If the world
continues to unquestionably accept this progress toward this deepening of
cyberwarfare both in the daily experience and in the wider political arena, the
centuries of progress made in curbing the power of the state may be slowly
chipped away, leading back to a time when princes played games with the
lives of their resistless subjects.
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