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This collection explores organized crime and terror networks and the points
at which they intersect. It analyses the close relationships between these crim-
inalities, the prevalence and ambiguity of this nexus, the technological ele-
ments facilitating it, and the financial aspects embedded in this criminal
partnership.

Organized Crime and Terrorist Networks is the outcome of empirical research,
seminars, workshops and interviews carried out by a multinational consor-
tium of researchers within ‘“TAKEDOWN’, a Horizon 2020 project funded
by the European Commission. The consortium’s objective was to examine
the perspectives, requirements and misgivings of front-line practitioners oper-
ating in the areas of organized crime and terrorism. The chapters collected in
this volume are the outcome of such analytical efforts. The topics addressed
include the role of Information and Communication Technology in con-
temporary criminal organizations, terrorism financing, online transnational
criminality, identity crime, the crime-terror nexus and tackling the nexus at
supranational level.

This book offers a compelling contribution to scholarship on organized
crime and terrorism, and considers possible directions for future research. It
will be of much interest to students and researchers engaged in studies of
criminology, criminal justice, crime control and prevention, organized crime,
terrorism, political violence, and cybercrime.
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1 Introduction

Vincenzo Ruggiero

When in 1613 Cervantes wrote a delectable short story about a criminal
organization operating in Seville, he was unaware that only a few centuries
later would the debate on organized crime finally spark off and, currently still
rampant, take numerous competing directions. His Rinconete and Cortadillo are
independent thieves who, in Seville, realize that their independence is at risk.
In the town, Mr Monipodio requires the payment of a duty from all those
operating in illegal activities and markets (Cervantes, 1952). Monipodio is
fervidly religious and well connected with important people, including law
enforcers, while his ‘soldiers’ deliver punishment against ‘unregistered’ lone
criminals or on behalf of customers who intend to eliminate enemies or com-
petitors. Rinconete and Cortadillo are astounded by the careless manner in
which justice is administered in Seville, and fearful that the members of that
‘infamous academy’ would make their work more difficult and dangerous,
they leave and seek elsewhere a more apposite environment for their profes-
sional development (Ruggiero, 2003).

Cervantes was also unaware that several of the characteristics he high-
lighted would provide as many angles for analyses of organized crime to
come. Cultural aspects, for instance, have been addressed, among others, by
Hess (1973), Hobsbawm (1971) and Sciascia (2002), entrepreneurship by
Arlacchi (1983), Santino and La Fiura (1990) and Scalia (2016), flexibility and
professionalism by Hobbs (1995, 2013), Albanese (2014) and Paoli (2014).
Organized crime as power syndicate features in the work of Block (1991),
Antonopoulos and Papanicolaou (2018), von Lampe (2016), Dino and Pepino
(2008), Abadinsky (1990), Einstein and Amir (1999). More general analyses
are found in Holmes (2016), Sergi (2017) and most recently by Hall (2018).
Finally, organized crime as illegal governance has been dealt with by Gam-
betta (1992), Varese (2010), Campana and Varese (2018).

Readers are kindly asked not to put this book down straight away, because
this brief introduction will not display yet another endless review of the liter-
ature that is normally reiterated in every work devoted to organized crime.
Nor will this book attempt to formulate yet a new ‘redefinition’ of the
subject matter, as such an attempt would be churlish in the face of a phenom-
enon that constantly evolves and changes according to time, context and the
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politico-economic philosophy prevailing in it. The notions of organized
crime discussed in this volume are those that lend themselves to a comparative
examination with the findings of an empirical research carried out between
2017 and 2018 (more about the research later).

The area of terrorism is similarly crowded, and a proper review of the
literature would consider, first of all the Bible, then the Jacobins, Fichte,
Burke (Ruggiero, 2019). Terrorist attacks feature, in the form of state
assassinations, in the guidelines released by the CIA for the benefit of its
operational members in 1953 (Stevenson, 2019). While interest in state ter-
rorism appears to be declining, those focusing on the current times may want
to examine the work of Sageman (2017), Schmid (2011), Gerges (2015),
Badiou (2016), Bibes (2001) and many others. Those fascinated by the rela-
tionship between religion and terror could scan Armstrong (2014) or Juer-
gensmeyer, Kitts and Jerryson (2013). Terrorism interpreted as the reaction to
the invasion and the secularization of the sacred (Ginzburg, 2015) can be
found in Balibar (2015, 2018) or in Eagleton (2005; 2018), while for purely
secular perspective one needs to look at all those political theories that link
radical social change with the use of collective violence, those, in other
words, which see belligerence as a salvific midwife that helps the delivery of a
new millenarian order.

But again, the literature on terrorism, in this book, will only be referred to
when the views collected in our research are compared with other perspec-
tives and findings.

Takedown

The objective of the TAKEDOWN Project was to examine the perspec-
tives, requirements and misgivings of front-line practitioners operating in the
areas of organized crime and terrorism. Funded by the European Commis-
sion, TAKEDOWN focused its research on the activities, the causes of, and
responses to, these two types of criminality, recording the views of social
workers, teachers, law enforcers and other experts. The TAKEDOWN
Consortium was formed of teams based in Austria, Belgium, Bulgaria, the
Czech Republic, Germany, Italy, Poland, Romania, Slovakia, Spain, Swit-
zerland and the UK (for the methodologies adopted in the research process
see Chapter 2). Initially, some members of the consortium were somewhat
reluctant to undertake a joint examination of organized crime and terrorism,
the two being regarded as distinct phenomena. In fact, to analyse them
together was seen by some as an example of the questionable practice to
include under the same heading everything one may dislike. Later, it was
unanimously accepted that ‘hybrids’, namely organizations that possess
the traits of both organized crime and terrorism, were worth investigating
with a view, on the one hand, to ascertaining to what extent such overlap
between the two manifests itself and, on the other, to contesting their very
existence.
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On completion of the empirical research, members of the consortium
addressed some specific aspects that had not received sufficient attention in
the process, expanding their analysis into areas only alluded to by our inform-
ants and/or touched upon by other studies. The chapters collected in this
volume are the outcome of such analytical eftorts.

Chapter 2 presents and discusses the findings of the Takedown research
into the perceptions of front-line practitioners around organized crime and
terrorist networks. The material collected in the research is then compared
with other findings and previous analyses produced on the same topics.
Chapter 3 deals with hybrids, noting that the constitution of networks involv-
ing conventional criminals and terrorists is often problematic, thus making a
joint analysis of crime and terror theoretically challenging. Chapter 4 offers
ideal-typical models of organized crime and terrorism against developments in
the socio-political and technological spheres. Online crime is the focus of
Chapter 5, which examines the role of information and communication tech-
nology in the activities of modern criminal organizations. With Chapter 6,
the book then moves on to consider low-tech forms of terrorism, implying
that advanced technology is not a constant feature of contemporary attacks.
Chapter 7 returns to the crime-terror nexus, while Chapter 8 proposes an
understanding of such nexus through a dynamic modeling approach. How
organized crime and terrorism share financing strategies is the object of the
analysis offered in Chapter 9, which is followed by an examination, in
Chapter 10, of the strategies to tackle both at the supranational level. Finally,
Chapter 11 shows how technology shapes new criminal actors (identity fraud-
sters) who defy traditional typologies of oftending behaviour.

Pleasure, evil and technology

It may be unnecessary to provide readers with guidelines as to how the fol-
lowing chapters could be interpreted, because the chapters speak for them-
selves, informed as they are by their own logic and redacted with their own
vocabulary. What may be useful, however, is to ofter some supplementary
observations intended to foreground a number of general concepts which are
hidden, or at times implied, in the individual contributions.

For ancient philosophy, prudence enables people to become virtuous
(Aristotle, 1995), while the nascent ‘science’ of economics turned it into a
modality to become successtul (Wootton, 2018). Western thought managed
to locate utility, profit and power, which the Greeks and Romans regarded
as debased values, among the priorities of human action. The logic of
endless pursuit of pleasure and wealth accompanied this slow mutation,
with virtue becoming a pure tool for their achievement. Most criminologi-
cal concepts took shape on the background of this shift: for example, the
endless pursuit of wealth was associated with anomie, competition with rel-
ative deprivation, utility with differential association, and power with
routine activity theory. Pleasure, one could argue, is a distinctive trait char-
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acterizing the crimes of the powerful, particularly if we consider that it is
projected into the future, in the sense that what is illegally obtained guaran-
tees a succession of future pleasure (Ruggiero, 2015). Maximizing wealth
and profits, which is a dogma in economics, is also an injunction in crime,
where instrumental reasoning of an economic nature constantly migrates to
inspire predatory conduct.

It is in this light that the alarm around transnational organized crime should
be read. The Council of Europe (2014), for example, attempted to identify
the social and economic damage caused by this type of criminality, highlight-
ing the way in which it benefits from certain legal loopholes, it uses sophist-
icated methods to conceal activities and the proceeds of crime, it take
advantage of globalization and of information and communication technolo-
gies (ICTs). In brief, transnational organized crime is accused of following an
economic logic and the instrumental reasoning of entrepreneurs. A practical
extension of dominant philosophies, the obscenity of transnational organized
crime finds its ideal incubation in official narratives and justifications. Hence,
perhaps, the ambiguity of institutional concerns about this type of criminality,
which can be attributed to any economic actor, in the illicit as well as in the
licit sphere. The Council of Europe worries about the negative impact on
national economies, the money lost through tax evasion, the semi-legality of
certain occupational sectors, all of which ‘undermine the credibility and com-
petitiveness of a state’s financial and commercial actors’ (ibid.: 9). But are
these concerns addressed to specific criminal organizations or to the current
routine of legitimate markets?

The confusion is compounded when priorities are set in the realm of insti-
tutional responses. It is asserted, in this respect, that the main problem does
not appear to be a lack of legal instruments, but rather their implementation
in practice. Detection, investigation and prosecution are said to be hampered
by the very nature of the crimes being committed, leaving us uncertain
whether the subject matter is the economy itself or some criminal group
operating in it. Mystification also arises when cooperation with the private
sector is advocated, begging the question whether the public sector is, in fact,
among the perpetrators. To its credit, the Council of Europe clarifies in a few
lines that the type of criminality it is concerned about enjoys the support of a
‘wide range of professionals, for example lawyers, accountants, financial
advisers, corrupt officials, judges, politicians and chemists. Without the
support of these professionals, transnational organized crime would not
succeed’ (ibid.: 18). The question remains, however, whether this clarifica-
tion falls in the ‘bad apple’ logic or whether it contains a more radical critique
of market mechanisms.

There is another important variable that springs up with increasing fre-
quency, and this is technology. For instance, the debate on cybercrime
prompts questions such as: has this type of crime changed the features of con-
ventional crime? To what extent is it organized? Is it mainly perpetrated by
career criminals or by white-collar individuals and groups? The substantial
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rise of cybercrime may or may not be simultaneous with the decline of other
conventional criminal activity (Levi et al., 2017). However, the development
of technology encourages further questions, perhaps of a more interesting
nature.

Access to technology creates a wide range of opportunities for extremely
diverse individuals and groups. The skills perfected through its use have no
relationship with specific subcultures, criminal learning processes, social dis-
advantage, labelling or symbolic interactions. They are not acquired within
distinct enclaves where techniques of neutralization are elaborated. Rather,
they are a new manifestation of a participatory spirit that appears to nullify
differences and inclinations, bringing to the fore what phenomenologists
would describe as the life worlds of everyone and all. Think of the socio-
political debates taking place through social media. On the one hand, such
debates contain a progressive element, in that they see the participation of
knowledgeable and articulate people alongside uninformed or inarticulate
people. On the other hand, what often emerges from this democratic parti-
cipation amounts to stereotypes, prejudices and inimical banality. Some
vicious attacks launched online against designated victims do not remind us of
the banality of evil but of the evil of banality.

Technological skills can be used for criminal purposes by diverse actors
because the crimes they enable require no physical contact with victims: like
drone operators, cyber-criminals face a screen and ignore the damage they
cause to their victims together with their very identity. Lack of empathy is
the characteristic of cybercrime, as technology transcends any notion of
morality or, perhaps, it incorporates it, turning its social and economic utility
into a moral value in its own right. This is why among cyber-criminals we
find professional predators, terrorists or amateurs, irreverent youth and deri-
sive pranksters who experience the thrill of violating moral laws and display
their distaste for normative restraint. The exponential growth of technology
and its productive application outstrip the capacity of humankind to use them
responsibly. Our moral imagination has simply failed to keep pace with our
technological capability (Todorov, 1999; Dews, 2013).

Technology means efficiency, and the latter often supersedes honesty, as it
offers opportunity for adaptation and innovation, of a legitimate or deviant
type. The overwhelming emphasis on efficiency triggers new perceptions so
that causal relations are obscured and narrative linearity is lost. One’s conduct
ceases to be precisely linked to the effects it causes, while the ensuing disori-
entation prevents from grasping the importance of events. “The consequence
is a pushing and shoving of images, events and information, which makes any
lingering contemplation impossible. Thus, one zaps through the world’ (Han,
2017: 41). In this sense, efficiency requires ‘never dwelling anywhere’, as the
use of technology requires haste, the type of speed necessary in a race (Virilio
and Lotringer, 2002). Efficiency aided by haste, as already argued, leaves
moral imagination behind, increasing the fragmentation of our experience
and the depersonalization of our relations.
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In Kantian terms, technology reduces the potency of will in the sense of
‘practical reason’ (reason that makes us act in conformity with a universal
principle) and expands will as our spontaneous power of choice (which is
guided by egoistic instrumental reasoning). Self-reflection is discouraged and
incorporated in technology: torpor and inertia prevail, while one is held back
from rational exertion. It is not hyperbolic to describe cybercrime as evil, par-
ticularly if we follow the Hegelian argument that evil arises when subjects
turns inward, isolate themselves, exalt their power of choice, ‘failing to
acknowledge the shared human world in which [their] very existence is
grounded: being evil means singularizing myself in a way that cuts me off
from the universal’ (Dews, 2013: 90).

In conclusion, pleasure, evil and technology may not be the explicit
themes addressed in this book, but they are variables that traverse the different
chapters, like a latent, at times imperceptible filigree. Further themes will
necessarily have to emerge in the future in order to make sense of increas-
ingly unpredictable forms of criminality.
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2 Organized crime and terrorist
networks

Vincenzo Ruggiero with the
TAKEDOWN Consortium

Introduction

Practitioners dealing with organized crime and terrorist networks develop views
around the activities and causes leading individuals to join such networks. They
also evaluate the effectiveness of responses to these phenomena and, in a reflec-
tive fashion, the adequacy of the professional setting in which they operate. Cau-
sation aspects have been addressed by many criminological schools of thought,
including positivism, functionalism, labelling, strain, conflict and control theory.
These theories attempt to identify the drivers of both phenomena while hypoth-
esizing the pathways of oftenders into organized criminality and terror activities.
The practitioners who acted as informants in this research drew on their own
direct experience in dealing with both, highlighting the constraints, difficulties
and misunderstandings hampering their routine work, but they also expressed
views that find an echo in the criminological literature. As responses to organ-
ized crime and terrorism are inevitably linked to their perceived causes, inform-
ants in this research project also expressed views on the efficacy of existing
legislation and the structural make-up of the organizations in which they
worked. This chapter examines such views in light of analyses and previous
research conducted into organized crime and terrorism.

Methodology

Using a mixed methodology that includes a quantitative empirical framework
with qualitative inputs from interviews, focus groups and workshops, this
research canvassed the views of key commentators in the field. The respond-
ents were selected from law enforcement agencies, policy makers, the aca-
demic community, practitioners and other stakeholders in the area of
prevention of organized crime and terrorism. A quantitative survey was con-
ducted to engage front-line practitioners and professionals. Focus groups were
then carried out with experts and law enforcement agents. Finally, workshops
were conducted with solution providers in the field of security.

In more detail, interviews were held with informants based in the follow-
ing countries: Austria, Belgium, Bulgaria, Czech Republic, Germany, Italy,
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Poland, Romania, Slovakia, Spain, Switzerland, and the UK. Six interviews
were carried out with relevant experts engaged at the EU level, and three
with researchers established in the surveyed countries but whose expertise was
not country focused. These were experts on terrorism and organized crime in
Europe in general. Among the interviewees, researchers constituted the
highest number of responders (53 interviews, 47.3 per cent), followed by
practitioners (24 interviews, 21.4 per cent), and policy makers (13 interviews,
11.6 per cent). These latter served at the national level (members of national
parliaments), while some of them operated at the local or international level.
Responders labelled as practitioners often decided to hide their affiliation and
name. Those who did state their affiliation had a variety of tasks: the sample
included police officers, people working for NGOs, in prisons, in agencies
fighting terrorism or organized crime, and social workers involved in preven-
tion. Some responders were categorized with mixed-connotation labels (22
interviews, 19.6 per cent): these respondents were experts in multiple fields
of activities, thereby allowing interviewers to gain insights into multifaceted
perspectives.

An online survey gathered data on the practices and views of front-line
professionals. The survey took place between 24 May and 16 September 2017
and targeted a niche pool of respondents rather than the general population,
which explains the sample size of 519. Regarding the demographics, more
than 65 per cent of the respondents were male and a majority was between
30 to 40 years old. The survey covered a total of 23 countries, 15 different
professions that fall into the category of first-line-practitioners and 12 different
areas of work within these professions. The findings were generated via the
use of SPSS software.

Eleven focus groups were organized in eight countries across the European
Union. The focus groups engaged 107 law enforcement agents and front-line
practitioner organizations working on organized crime or terrorist networks.
Finally, workshops were organized with solution providers, professionals and
experts in the field of security. The workshops took place in Darmstadt,
Reggio Calabria, Barcelona and Brussels, involving some 40 professionals.
Each workshop aimed to highlight current challenges, available solutions as
well as possible societal and ethical issues.

Findings

Organized crime activities

There was a sense that knowledge of the organized crime and terrorist
phenomena is insufficient. This lack of knowledge was highlighted in the
survey as well as in the qualitative research based on workshops, focus groups
and interviews. Among the experts interviewed the point was made that
more cooperation between researchers and practitioners, along with less
emotional attitudes on the part of public bodies, would contribute to a better
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understanding of both phenomena. Those interviewed also stressed the
importance of collaborating with external experts, particularly in the relat-
ively ‘unknown’ area of cybercrime. Interviews, moreover, brought to the
fore the need for an international platform for the exchange of information.
The majority of respondents (60 per cent), however, mentioned drug
production/distribution and cybercrime, along with the smuggling of people,
as the main activities of organized crime. In their view, these require more
effective prevention or response policies and strategies. Only in a minority of
national contexts was it felt that the activities of organized crime include
forays into the licit world thanks to the partnership with, and the support or
tolerance of, official political representatives and/or legitimate entrepreneurs.

Two main points need to be highlighted here. First, the research process
led to no distinction being made between professional and organized crime.
The former is characterized by a horizontal structure in which agents operate
as peers, planning schemes together, executing them, and sharing proceeds.
By contrast, the latter implies a distinction between planning and execution, a
wage relationship between a patron and an agent, and a degree of invisibility:
agents may ignore the motivations and the very identity of those recruiting
them (Arlacchi, 1994; Armao, 2000; Ruggiero, 2000; Dino, 2008). The
activities mentioned by our informants, to be sure, may be carried out by
both professional and organized criminals, but the emphasis was only placed
on the latter. Second, the activities conducted by organized crime in the ofti-
cial arena, which concerned only few of the experts interviewed, were neg-
lected by the majority of informants contacted through the quantitative as
well as the qualitative research.

Previous research proved that organized criminal groups who gain access
to the legitimate economy and the political apparatus complete the evolution
hypothesized by Peterson (1991), whereby this type of crime traverses a
number of successive stages: a predatory, a parasitic, and finally a symbiotic
stage. While some groups may fail to undergo a similar evolution, thus stag-
nating in conventional criminal markets, others may instead succeed, there-
fore straddling legality and illegality.

By focusing on conventional criminal activities, many of our respondents
overlooked the instances in which organized crime invests into the official
economy, engages in the delivery of services and in the formation of partner-
ships with legitimate actors. Criminal networks, which facilitate such non-
conventional activities, were also neglected (Dino and Ruggiero, 2012;
Ruggiero, 2017). This aspect constitutes the focus of more recent research
studies, which show how such criminal networks are perceived. The ruling
elites in business and politics are seen as inhabitants of a distant sphere, which
attracts with equal force licit as well as illicit actors. Disillusioned citizens, in
other words, perceive the existence of menacing entities formed of a variety
of powerful coteries whose actions and strategies are relatively obscure. These
entities are not depicted as conventional or traditional forms of organized
crime, but rather as mixed consortia linking legality and illegality. Financial
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institutions are seen as key components of such consortia, whose activities
include hiding bribes, enabling tax evasion by politicians and entrepreneurs
and performing money laundering on behalf of criminal organizations (Whyte
and Wiegratz, 2016; Ruggiero, 2017; Libera, 2018; Shaxson, 2018).

In brief, informants focused their attention mainly on conventional criminal
activities, namely organized groups that remain confined to illicit markets.

Organized crime drivers

‘Being raised in a criminal environment’ scored very high among our
respondents (66 per cent), whereas ‘Discriminatory police tactics against
certain groups and individuals’ scored very low (7 per cent). Families were
regarded as part of such criminal environment. Some participants in the focus
groups claimed that legal restrictions on police work was a problem for those
involved in the investigation of human smuggling, a problem also encoun-
tered in the identification of criminals due to data protection laws. The ana-
lysis of our quantitative data also shows that joining organized crime networks
was perceived as being associated less with mental difficulties and instability
than with lack of opportunities (45 per cent). It is interesting to locate the
responses received in our survey within the traditional and contemporary
debate around the causes of organized crime.

From the perspective of the Positivist School of criminology, the variable
‘tradition’ plays a crucial role (Lombroso, 1971). ‘Criminal environments’ and
‘families’ return in subsequent interpretations in the form of ‘backwardness’
or ‘archaism’. These are analyses that address organized crime from a ‘cultural’
perspective (among the most celebrated are Hess (1973) and Hobsbawm
(1971)). Belonging to the same cluster are contributions focused on the per-
petuation of organized forms of criminality, which is said to derive from the
lack of popular stigma attached to those involved. Subcultural theorists, for
instance, would argue that members of criminal organizations are not
regarded as individuals belonging to a distant and censurable social universe,
nor are they associated with immorality or elicit contempt (Cohen, 1955;
Cloward and Ohlin, 1960). Our respondents, by emphasizing the ‘learning
process’ implied in being ‘raised in a criminal environment’, located their
views in the tradition of subcultural theories.

Echoing strain theory, the relative majority of participants in the online
survey singled out ‘lack of opportunities’ as a causation variable. Merton’s
(1968) deviant adaptation of the ‘innovative’ type comes to mind, namely a
solution adopted by those who pursue the official goals of money and success
through alternative illicit means. The quantitative parts of the research, on the
other hand, failed to provide the nuanced descriptions found in the ‘social
disorganization’ tradition, that is to say descriptions of organized crime as
micro-societies characterized by a surrogate social order (Downes and Rock,
1988; Thrasher, 1927; Shaw, 1930; Whyte, 1943; Landesco, 1969). While
police discrimination against certain individuals and groups was deemed
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irrelevant by our respondents, some classical literature, instead, focuses on the
participation of the police themselves in organized criminality (Landesco,
1969). Finally, the variable ‘low self~control’ (Gottfredson and Hirschi, 1990)
did emerge in interviews and workshops, but notions of organized crime as
service provider in contexts characterized by lack of trust were not (Mcln-
tosh, 1975; Gambetta, 1992; Varese, 2010, 2017).

Measures against organized crime

Respondents mainly opted for the creation of special police/law enforcement
units (49 per cent) and discarded the idea that new drug legislation would
have an effect on the fight against organized crime (22 per cent). Little atten-
tion was devoted to the potential of labour market reform and improved
welfare provision (20 per cent). The analysis of our quantitative data reveals
that the policing and criminal justice group of our informants did not neces-
sarily see harder tactics as effective prevention tools. Participants in focus
groups stressed the importance of integrating young people and empowering
them, namely making them able to express their opinions and reach inde-
pendent decisions. More involvement of civil society was advocated, along
with more material resources and training for law enforcers and investigators.
Interviews with experts revealed unsatisfactory feelings around the problem
of agency cooperation and transnational coordination of responses. They also
emphasized how institutional responses are often driven by emergency situ-
ations and determined by the search for political consensus. Some interview-
ees stressed the importance, in the fight against organized crime, of
establishing proper protection for whistle-blowers. The analysis of quant-
itative data shows a prevalence of non-criminal justice professionals favouring
human and social approaches to reduce the incidence of organized crime (44
per cent). The analysis also reveals that aims and objectives in combating this
type of crime are shared across occupational roles. Some law enforcers
involved in focus groups lamented the inadequacy of cybercrime units and
the need to liaise with the private sector, particularly commercial banks.
Respondents involved in workshops stressed the need for strong coordin-
ation, communication and alignment of national and international laws that
regulate the field of cyber security. Interviewees pointed out the need for
more strategic, comprehensive, prevention measures, but also for techniques
able to evaluate the effectiveness of such measures.

For further analysis, data was manipulated to collapse those participants
working in criminal justice related fields (criminal justice (CJ) professionals)
and those working in other domains such as education and youth work (non-
CJ professionals). Comparing criminal justice professionals to non-criminal
justice professionals, we see a difference in where they believe reductions in
criminality could occur (Table 2.1).

Two findings are worth attention. First, respondents within both groups
did not substantially differ in their appreciation of job creation, increased
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Table 2.1 Cross-tabulations of effect of actions for crime reduction across professional

types
Variables CJ professionals %(n)  Non-C]J professionals Y%o(n)  Significance
Social welfare 28 (63) 40 (36) 4.08*
Job creation 48 (61) 53 (87) 0.81, NS
Increased policing 28 (33) 31 (47) 0.33, NS
Sentence enhancement 34 (41) 38 (60) 0.60, NS
Increased therapy 24 (30) 35 (55) 4.00%

Note
* Denotes significant association at the p<0.05 level. The analysis illustrates those participates
who responded to the question as either having a moderate or strong effect.

policing and sentence enhancement as preventive tools. The main differences
between the two cohorts were recorded in relation to social welfare and
therapeutic measures. Surprisingly, the policing and criminal justice group did
not see harder tactics in a positive light. Table 2.2 below explores an addi-
tional set of actions perceived as potentially effective to reduce organized
criminality.

The most notable diftferences in the opinions of criminal justice and non-
criminal justice professionals pertain to rehabilitation, investment in schools
and drug legalization. The majority of all participants, therefore, expressed
relatively similar views regardless of their social role, suggesting that increased
cooperation between professionals could be fruitful.

But let us provide a general backdrop against which the responses received
might be better understood.

Backdrop

Informants advocated a mixture of measures connoted by a social as well as
a technical character. Educational programmes aimed at spreading civic
awareness were prioritized, as were projects promoting social inclusion. In
line with anti-drug policies already operational across Europe, the majority
of respondents called for tackling demand through informative public health
campaigns and supply through international agency cooperation. Scepticism

Table 2.2 Cross-tabulations of effect of actions to reduce organized criminality

Variables CJ professionals %(n)  Non-CJ professionals %o(n) — Significance
Increased rehabilitation 33 (41) 38 (62) 0.77, NS
Special units 51 (63) 49 (80) 0.17, NS
Investments schools 37 (46) 43 (67) 0.88, NS
Legalize prostitution 18 (19) 18 (24) 0.02, NS
Legalize drugs 20 (31) 27 (36) 0.24, NS
Community policing 40 (50) 42 (67) 0.05, NS
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about the introduction of new legislation led to the neglect of the potential
effect of decriminalizing the use of some drugs. As already mentioned,
positive views were expressed about labour market reform and improved
welfare provision. In this respect, research conducted by institutional agen-
cies (Europol, 2011) and independent investigators alike (Hobbs, 2013;
Dino, 2016) depicts organized crime as ‘employer’ attracting individuals who
find no suitable occupation in the official labour market. With legitimate
occupations being increasingly characterized by precarious conditions
and poor wages, organized crime may well appear as a more appealing
labour recruiter. Social prevention, therefore, should attempt to make legiti-
mate work competitive, in ethical and material terms, with illegitimate
occupations.

Prioritizing, as most informants did, the use of special tools and enforce-
ment units appears to be consistent with the common strategies already used
by European governments, which consist of ‘dismantling criminal organiza-
tions by dismantling their leadership structures in order to fragment them
into minor and more manageable groups’ (Ferreira, 2016: 43). Measures
have included a mixture of undercover operations, raids, privacy-piercing
approaches, and, increasingly, collaboration with intelligence services and
international policing agencies. Some observers would judge such strategies
ineffective, particularly in developed countries, while in developing coun-
tries they risk, it is feared, to ‘intensify pre-existing conflicts, turf wars, and
generate smaller, less predictable and more violent groups fighting fiercely
for smaller turfs’ (ibid.: 43). In brief, the old dilemma whether monopolistic
organized crime causes more harm than disorganized crime remains unsolved
(Andreano and Siegfried, 1980). For this reason, some academic researchers
would suggest that efforts to eradicate organized crime should rely less on
conventional crime-control activities than on the alteration of the incentive
structures in place in the economic and the political sphere (Milhaupt and
West, 2000). Hence the broad structural suggestions emanating from the
European Parliament (2016): increasing public finding for schemes in under-
developed regions, implementing economic growth strategies, enforcing and
strengthening the regulations governing national and international financial
institutions, prosecuting money-laundering enablers, developing inter-
national schemes of asset recovery, and harmonizing standards for
confiscation.

It has to be noted, that while informants in this research also stressed the
importance of patrimonial measures, they failed to appreciate the role that the
allocation of funds to problematic regions could play. In fact, they called for
more funds, resources and training to be allocated to law enforcers rather than
to society at large.

As mentioned above, informants were perplexed about the way in which
the effectiveness of strategies and measures can be assessed. Their perplexity
may derive from the fact that strategies and measures mainly target closed
enclaves of socially and culturally homogenous individuals, in other words
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they confine their intervention to conventional criminal activities, or the
underworld, while overlooking the connections this establishes with the
overworld. As already noted, only in reference to specific national contexts
(for instance, Bulgaria), was the unwillingness of government to sever the
links between organized crime and the official world pointed out.

It is difficult to explain the unsatisfactory feelings expressed by informants
around the problem of agency cooperation and transnational coordination of
responses. The Maastricht Treaty includes articles concerning police
cooperation and addresses the growth of organized crime as a product of the
process of integration. First regarded as an issue to be tackled under the Third
Pillar (the intergovernmental pillar), the fight against organized crime gave
rise to police and judicial cooperation and new systems and procedures to
improve the sharing of information. In 1990 member states stipulated the
Convention on Laundering, Search, Seizure and Confiscation of the Proceeds
of Crime, which was turned by the Council into a directive in 1991. Under
the directive, states were forced to implement legislation against money laun-
dering, ‘but also to ensure that their financial institutions would register and
report unusual and suspect transactions to the competent authorities’ (Fijnaut,
2015: 574).

Cooperation among member states stepped up in the aftermath of the
assassination of Palermo investigative judges Falcone and Borsellino in 1992,
and resulted in the establishment of Europol in 1995. European concerns
around organized crime were also intensified by the collapse of the Soviet
Union and the threat of new forms of criminal activity emanating from its
former satellite states in Eastern Europe (Dunn, 1996). An ‘Action Plan to
Combat Organized Crime’ was produced in 1997 under the banner of the
Treaty of Amsterdam, instructing member states to integrate prevention,
investigation and prosecution and harmonize their legislations. In a cumula-
tive process, policies and strategies were devised under the successive presi-
dencies of the European Council, and in 1999 Eurojust was created, namely a
multinational European team of national prosecutors and police officers. A
European Police College was founded while a Financial Intelligence Unit
tasked with information sharing about money laundering was set up (Fijnaut,
2015). In brief, the unsatisfactory feelings conveyed by informants may testify
to the difficulties member states encounter when they attempt to translate
general principles and guidelines (or even instructions) into routine practical
action. Or, as informants argued, may derive from their perception that insti-
tutional responses are often driven by emergency situations and determined
by the search for political consensus.

As for the technical measures advocated, increasing the quality of equip-
ment and training of police forces scored high (about 40 per cent). Support
was given to the European Parliament suggestions to strengthen the regula-
tions governing the activities of financial institutions and the prosecution of
money-laundering enablers (see Directive 2014/42/EU of the European
Parliament and of the Council of 3). But along with the importance of
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patrimonial measures, the crucial role of special units for the fight of organ-
ized crime seemed to be prioritized.

Terrorist activities

In general terms, also in the area of terrorism more cooperation between
researchers and practitioners was deemed necessary for a better understanding
of the phenomenon. The highest number and proportion of respondents
stressed that propaganda and recruitment require more effective prevention.
In the focus groups, however, it was argued that common definitions of
violent extremism, radicalization and terrorism are needed, and that the emo-
tional public reaction to such phenomena hampers their understanding. The
analysis of our data shows a generalized concern among respondents about
terrorism financing and cyber terrorism (10 per cent), with some interviewees
lamenting that expertise in this area is underused by ofticial agencies. One
important finding was that the invasion of countries was not deemed to stop
terrorism, but rather encourage it. It is interesting to compare this concern
with research findings on this specific issue and other aspects of terrorism.

Working closely with Islamic fundamentalists, Sageman (2017) gained an
intimate understanding of how propaganda and recruitment take place. He
observed the development of networks which transform socially isolated indi-
viduals into warriors, and noted that affiliation is normally a bottom-up
process, with young people volunteering to join the organization. Friendship
and kinship bonds emerged as key factors in shaping the networks. In brief,
propaganda and recruitment, the concerns of our informants, occur through
micro-social dynamics which are little known to law enforcement and, there-
fore, can hardly be influenced by outsiders.

The necessity to clarify definitions is perceived in the existing literature as
it was by the majority of our respondents. However, the emotional public
reaction to terrorism, regarded by respondents as detrimental, seems to be
perfectly understandable when targeting preferences are examined. Research
conducted on this aspect reveals that soft targets are ‘dominant and increasing,
while particularly well-protected targets are almost totally avoided” (Hem-
mingby, 2017: 25). In other words, the general public is more exposed than
high-ranking individuals or highly symbolic buildings or premises such as par-
liaments, governmental institutions or business headquarters.

The point was made by the relative majority of informants (12 per cent)
that the invasion of a country may be followed by organized violent resist-
ance, and that invasions may destabilize regimes and trigger sectarian attacks.
The example of Libya was referred to (Ismael and Ismael, 2013), while
research suggests that over 30 per cent of the founders of ISIS were former
members of the Ba’athist secret services of Iraq, who enact a form of revenge,
responding to the invasion of their country with indiscriminate attacks
(Gerges, 2015; Lynch, 2015).
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Tervorist drivers

In the opinion of the majority of respondents (60 per cent), individuals join
terrorist networks because they are raised in a culture that promotes extreme
ideological views. Psychological-personality disorders, in their view, have a
moderate influence (42 per cent). In the focus groups some participants
underlined the social exclusion of young people joining terrorist networks
and their search for stability when joining them. Emphasis was also placed on
vulnerability and lack of guidance and security on the part of families. A
strong association between economic exclusion, isolation and alienation was
found in our data analysis (53 per cent), which also showed the respondents’
stress on the influence of leadership figures (52 per cent).

Cultures promoting extreme ideological views have been studied by
scholars who have attempted to find in sacred texts the cause of contemporary
terrorism. (Kennedy, 2016; Small, 2016; Adonis, 2016). Challenging causa-
tions derived from foundational texts, other scholars have underlined how the
Quran is replete with suggestions around dialogue, peace and the develop-
ment of harmonious interfaith relationships (Horkuc, 2009; Wills, 2016).
Finally, the argument has been made that not Islam, but religion in general
has always played a role in war and terrorist violence, even in advanced
secular countries (Buc, 2015; Sacks, 2015; Hassner, 2016).

Research into psychological factors has linked terrorism with collective
animosity against injustice and power. The final step on a narrowing staircase
(Moghaddam, 2005), the choice of terror is said to appeal to individuals who
believe they have no voice in society and who express a ‘significance quest’
(Victoroft and Kruglanski, 2009). One of the causes identified in the liter-
ature is the feeling of ‘weakness, irrelevance, marginalization and subordina-
tion experienced by Muslim people’, combined with the memory of the
glorious past of a great transnational civilization (Toscano, 2016: 123). The
‘reactionary utopia’ of the Caliphate is explained in these terms, namely as
the result of frustration determined by the gap between expectations and
achievement. The frustration thesis seems to apply to both prevailing models
of terrorism: ‘the fanatic who is outside any appeal to rationality, and the
calculating actor who lacks any capacity for human empathy’ (McDonald,
2013: 11).

Research has also examined terrorism as a corollary of social exclusion:
extremists are said to come from the poorest and rundown parts of cities,
where youth are raised in large housing estates and where trouble flares up
periodically. Accounts illustrate the fractured lives of young second-
generation migrants, their alienation, exclusion, family size, poverty and dis-
rupted upbringings. Some traverse the pathways from home to care and from
crime to prison, struggle within the education system, and display all the ‘pre-
dictors of criminal behaviour’ (Walklate and Mythen, 2016: 337). However,
‘It is erroneous to presume that material deprivation works in a simple and/or
straightforward manner in relation to the propensity to commit violence’
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(Walklate and Mythen, 2016: 338). To claim that inequality and social injus-
tice are the main causes of terrorism neglects the fact that there is no ter-
rorism in the 50 countries listed by the United Nations as the poorest, least
developed, most unjust and unequal. As Sen (2015: 165) has argued,

The simple thesis linking poverty with violence is empirically much too
crude, both because the linkage of poverty and crime is far from univer-
sally observed, and because there are other social factors ... Calcutta is
not only one of the poorest cities in India — and indeed in the world — it

so happens that it also has a very low crime rate.
(Ibid.: 165)

In sum, our respondents overstressed social and structural factors as causes of
terrorism, although they also highlighted the ‘search for stability’ that encour-
ages young people to join terrorist networks. Their views on cultures pro-
moting violence find controversial treatment in research, while findings in
the psychological domain may suggest that more attention to this area of
investigation should be devoted.

Measures to decrease terrorism

The majority of respondents thought that cross-border cooperation between
police and intelligence agencies to facilitate monitoring, arrest and disruption
would have the strongest effect (52 per cent), and that military action abroad
to target terrorist leaders and infrastructure has no effect. Pre-emptive intelli-
gence was called for, mainly in interviews and workshops. Opinions collected
in focus groups addressed the issue of legal documentation for young migrants
who otherwise ‘get lost in the system’. New comers, it was argued, should
receive appropriate support and guidance. Social workers, it was noted,
needed to be properly trained in order to ‘connect’ with young people at
risk. Often, their lack of religiosity was regarded as an obstacle preventing
such connection. Other actors to be involved in the preventive process, it
was remarked, include community leaders, religious leaders, victims and fam-
ilies. One problem raised during the course of interviews with experts was
that preventive and other measures are commonly the result of mere public
pressure. Preventive work, according to some interviewees, should also take
place in prison institutions. Finally, it was felt that policy-making processes
should be evidence-based and that a wider involvement of Muslim com-
munities is necessary.

As in the previous section on organized crime, an analysis was undertaken
to explore whether there were any significant differences in the views of
criminal justice and non-criminal justice professionals in the arena of
prevention.

Two major differences stand out. First, non-criminal justice professionals
scored much higher in relations to ‘social welfare’ and slightly higher in
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Table 2.3 Cross-tabulations of effect of actions across professional types

Variables CJ professionals %(n)  Non-CJ professionals %o(n) — Significance
Equipment 42 (25) 48 (41) 0.61, NS
Social welfare 21 (12) 43 (32) 6.48%

Job creation 33 (19) 36 (29) 0.06, NS
Increased policing 33 (20) 35 (27) 0.50, NS
Special police 53 (32) 49 (41) 0.21, NS
Increased therapy 34 (19) 33 (26) 0.02, NS
Note

* Denotes significant association at the p<0.01 level. The analysis illustrates those participants
who responded to the question as either having a moderate or strong effect.

relation to ‘job creation’. Second, they also revealed a higher propensity for
improved technical tools such as ‘equipment’. Let us interrogate research and
other sources on these points.

Official agencies seem to share the view that cross-border coordination has
a strong eftect. In this respect, an Agenda on Security for the period
2015-2020 was set out by the European Commission, detailing the concrete
tools to be used in joint anti-terrorist work (European Commission, 2015).
Technical anti-terrorist preventive measures adopted within the EU include
exchange of DNA data, which is also carried out in the fight against other
forms of cross-border crime (Santos and Machado, 2016), along with the
introduction of new counter-terrorism legislation in most member states.
Glorification and incitement are now widely criminalized.

As for military intervention, most available literature oscillates between
suggestions to deal with terrorism through the rule of law and deprecation for
unnecessary military action. While EU citizens overwhelming believe that
institutional action against terrorism and radicalization is insufficient (Euro-
pean Parliament, 2016), states reacting with pure military force are said to
imitate the illusions and delusions of those groups or individuals they are
trying to combat (English, 2016). The dangers of what is termed a ‘forever
war’ are highlighted: ‘Say the word “war” and the rule of law often implodes’
(Rakoft, 2016: 80). This is the view, among others, of distinguished law
experts, who find themselves in disagreement when the judiciary avoids to
scrutinize anything ‘embarrassing’ from far-reaching surveillance to torture or
the use of drones (Todorov, 2014; Fiss, 2016). Equal controversy surrounds
the use of ‘disposition matrix’ or ‘kill lists” that spell out who has to be hit by
a long-distance unmanned missile (Hayden, 2016).

In the UK, a study has examined the emotional impact of counter-terrorist
strategies on Muslim communities, while several authors have focused on
how such strategies increase fear and encourage suspicion and racism (Mythen
and Walklate, 2006; Ahmed, 2015; Abbas and Awan, 2015). Finally, counter-
terrorist wars have also been judged as serious obstacles to the delivery of
humanitarian aid (Gill, 2016). It should be added that, when there is a
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disconnect between the depiction of terrorist threat as presented by official
agencies and the perception of large sectors of the public, responses to terror
attacks fail to gain the support they would need (Smith ef al., 2016). The dis-
connect is likely to widen, at least in the UK, after the publication of the
Chilcot Report, showing the disastrous outcome of the institutional deceit
leading to the invasion of Iraq (Chilcot, 2016; Wheatcroft, 2016).

Informants did not specify the type of pre-emptive intelligence measures
they would stand for, nor did they seem to be aware of the considerable con-
troversies surrounding them. For instance, some schemes have been located
among the ‘pre-crime’ strategies adopted in many Western countries. These
strategies are said to centre state action on sheer suspicion, whereby indi-
viduals and groups are targeted without a specific charge being formulated.
Anticipating risk, in this sense, tends to integrate national security into crim-
inal justice, to the detriment of civil and political rights (McCulloch and
Pickering, 2009). Anti-terrorism, from this perspective, is said to become a
threat to democracy (Wolfendale, 2007; Zedner, 2000). It is hard to deter-
mine whether this is one of the cases in which, according to respondents,
measures where implemented as a response to public pressure. Scant attention
is devoted to the importance, as underlined in interviews, of the religiosity of
social workers. On the other hand, some research findings are available on
prevention in prison and in the financial arena, where terrorist organizations
find affiliates and resources respectively (Hamm, 2007; 2013).

Examples of community involvement as proposed by informants are relat-
ively common across Europe. For example, prevention is pursued through
targeting families, both those aftected by the radicalization of one or more of
their members and those who feel the need to protect their offspring from
the radicalization process. In the UK, FAST (Families Against Stress &
Trauma) is one such initiative, engaged in making people aware of the risks
of the Internet and the violent messages it can convey. Although more con-
troversial, the ‘Prevent’ programme, launched in the UK in 2003 as one of
the four elements of CONTEST, the government’s counter-terrorism
strategy, is inspired by similar aims, mobilizing in particular teachers and lec-
turers in the detection of embryonic signs of radicalization.

‘Agenfor Media’ is also engaged in preventing radical escalation, and pro-
duces videos and printed documents. These explain how to deal with vulner-
able groups and individuals of Muslim faith from an Islamic perspective. The
area of radicalization in prison is covered, while an informative social media
channel is provided informing on wars and insurgents in several regions
(www.agenformedia.com/dossier/preventing-radical-escalations).

Community-led (or social media) initiatives also take the form of testimo-
nies and life stories of individuals affected by radicalization aiming to reduce
the appeal of terrorist organizations.

The ‘Viennese Network Deradicalization and Prevention’ is active in
the Austrian capital and operates in the field of education. The network
elaborates and assesses policies and strategies, addresses social inequality and
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vulnerable groups, focusing, among other things, on gender and sexism
(information gathered through focus groups). In Spain, “Women without
Borders” address mothers in the attempt to raise their awareness of extremist
ideologies, aiming at the creation of a future without fear and violence
(information gathered through focus groups).

Finally, some research proves that certain forms of community policing
can promote Muslims’ willingness to cooperate with investigators in terrorist
prevention. While intrusive counter-terrorism policies and practices alienate
the communities being addressed, perceptions of police legitimacy and fair
policing appear to have a strong bearing on Muslims’ behaviour. Cooperation
with the police, in such cases, takes place despite ‘the salience of identity
within the current political discourse about terrorism and Islam’ (Madon,
Murphy and Cherney, 2017: 1144).

Our respondents proposed measures that share some components with
these initiatives. For instance, when advocating the legal documentation and
identification of young migrants (lest they ‘get lost in the system’), support
was given to control systems based on community forms of policing. These
would encourage the willingness of ordinary people and groups to cooperate
in the preventive process, favouring at the same time the provision of support
and guidance to youth. Our informants indicated that a crucial role in these
initiatives should be played by social workers, community and religious
leaders, victims and families, namely all figures, professional or not, involved
in the projects described above.

Analyses of the unintended consequences of policy interventions and stra-
tegic tactics suggest that ‘sometimes these interventions have created backlash
effects that led to greater numbers of crimes’ (Chermak, Freilich and Caspi,
2010: 139). As an alternative, participation of extremists (or those they pur-
portedly represent) in policy-making is advocated (Dugan and Young,
2010: 164).

In sum, the majority of our respondents concurred that military action
abroad has no effect, although details regarding the backlash of such action were
not captured in the research process. Similarly, cross-border cooperation
between police and intelligence agencies was advocated, but the danger of
adopting a pre-crime strategy and targeting individuals and groups on mere sus-
picion was not reckoned with. In other words, no potential unintended con-
sequences of increased ‘monitoring, arrest and disruption’ were anticipated.

Conclusion

Informants involved in this research study made no distinction between profes-
sional and organized crime and mainly limited their attention to the activities
carried out by the former in criminal markets. In brief, with few exceptions,
they neglected the operations conducted by criminal organizations in the offi-
cial economy and in the legitimate world in general. When discussing the
causes of organized crime, they tended to pinpoint learning processes and
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embrace variables belonging to the tradition of subcultural, control and strain
theory. The main dissonance between their views and those found in the
criminological literature were manifest in the role they attributed to law
enforcers and in the lack of appreciation of the surrogate social order, govern-
ance or trust provided by organized crime. In response to organized crime,
they advocated social measures whose effectiveness is acknowledged in the
criminological literature. They called for technical preventive measures which
are also encouraged or implemented at the European level.

On terrorism, this research found a mismatch but also some coincidence
between the views of informants and those expressed in previous theoretical
and empirical work. The mismatch was particularly evident with respect to
propaganda and recruitment, while the coincidence pertained to the effect of
invasions and wars on the spread of terrorist activity. The role of cultures
which encourage extreme forms of violence, as compared with previous ana-
lyses and findings, was overstressed, as was the causative role of the material
condition experienced by those joining terrorist networks. Interestingly, there
was a high degree of consonance around responses to terrorism, as the types
of measures suggested are discussed and valued in the literature and, in part,
are already implemented across Europe. This would prove that the process
some informants hoped for, which should bring researchers and practitioners
closer together is, if only partly, already underway.
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3 Hybrids

On the crime-terror nexus

Vincenzo Ruggiero

Introduction

The crime-terror nexus transpires in embryonic forms in some contributions
of classical criminology. Such contributions do not describe clear overlaps
between terrorism and organized crime, but simply allude to the proximity of
some forms of political violence with conventional criminality. Sedition, for
Beccaria, combines political as well as criminal elements, and being socially
devastating, constitutes the only offence against which capital punishment is
justified. Similar opinion is expressed by Bentham in respect of the crimes
against the state. The latter, moreover, criticizes the Declaration of Human
Rights approved by the French government after the Revolution because it is
the fruit of an insurrection, therefore of terrorist violence and crime. Positiv-
ist analysis hints at a crime-terror nexus, when it detects in some forms of
political violence the outcome of individual personalities that would be
induced to violent criminality even without being inspired by a political idea.
Functionalism, in its turn, links homicide with strong forms of binding with
sets of moral values which may characterize political as well as criminal sub-
cultures. Chicago sociologists, as we shall see, provide the most glaring
example of how politics and organized crime groups can shape symbiotic alli-
ances, while conflict theorists tend to argue that all forms of violent hostility
originate from struggles between groups over material as well as political
power. Symbolic interactionism, finally, is more interested in how institu-
tional and anti-institutional violence affect each other.

These contributions will be examined in some detail in the following
pages, with the purpose of ascertaining to what extent they constitute premo-
nitions of contemporary events. Such events have led observers to posit the
existence of an overlap between terrorism and crime, particularly organized
crime, as many terrorist organizations complement their military capability
with functioning infrastructures and profitable activity in economic ventures
as well as in crime. The validity of the notion of hybrids, namely of an
undeniable crime-terror nexus, is advocated by some and contested by others,
and the pages below will provide the main arguments and the most relevant
empirical material offered by the two parties. What will emerge is an
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analytical landscape indicating that the overlap between terrorism and organ-
ized crime is, at the very least, controversial and, at times, merely prompted
by the strong disapproval or revulsion that both elicit. Similarities and difter-
ences between the two forms of criminality will be highlighted, as will the
ambiguity of the very notion of ‘crime-terror nexus’. In the last section of
this chapter such ambiguity will come to the fore with particular emphasis,
when the relationships linking organized crime and terrorism respectively
with the establishment will be focused upon. It may be helpful, however, to
set off with a concise outline of definitions of organized crime and terrorism
found in criminology.

Criminological definitions

The best-known definitions of organized crime found in the criminological
tradition can be classified very succinctly as follows. Some hinge on strictly
quantitative aspects: the number of individuals involved in a criminal group is
said to determine the organizational degree of that group (Ferracuti, 1988;
Johnson, 1962). Organized crime is also said to differ from conventional
crime for the larger scale of its illegal activity (Moore, 1987). Other defini-
tions focus mainly on a temporal variable, that is on the time-span during
which illegal activities are conducted. The death or incarceration of a member
of an organized crime group, therefore, does not stop the activities in which
the group is involved.

Criminologists who focus attention on its structural characteristics observe
that organized crime operates by means of flexible and diversified groups.
Such a structure is faced with peculiar necessities due to its condition of ille-
gality. First, the necessity, while remaining a ‘secret’ organization, to exert
publicly its coercive and dissuasive strength. An equilibrium is therefore
required between publicity and secrecy that only a complex structure is able
to acquire. Second, the necessity to neutralize law enforcement through
omertd, corruption and retaliation. Finally, the need to reconcile its internal
order, through specific forms of conflict control, with its external legitimacy,
through the provision of occupational and social opportunities (Cohen,
1977).

Frequently, definitions of organized crime revolve around the concept of
‘professionalism’: its members, it is suggested, acquire skills and career
advancement by virtue of their full-time involvement in illegality. The
concept of professionalism, however, clashes with that of normalization,
through which some observers describe the increasing flexibility of criminal
markets, the constructed nature of the notion of organized crime, and the
involvement of diverse actors in a domain where professional criminals once
prevailed (Hobbs, 2013). Other authors prefer to concentrate on the col-
lective clientele of organized crime. The latter is therefore identified with a
structure involved in the public provision of goods and services which are
officially deemed illegal. Organized crime groups, in this view, simply fill the
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inadequacy of institutional agencies, which are unable to provide those goods
and services, or perhaps officially deny that demand exists for them. The con-
tribution of McIntosh (1975) is to be located in this perspective. She notes
that organized crime is informed by a particular relationship between oftend-
ers and victims. For example, even the victims of extortion rackets often fail
to report the offenders, less because they are terrified than ‘because they see
the extortionist as having more power in their parish than the agents of the
state’ (ibid.: 50). It may be added that the victims may also recognize their
‘protector’ as an authority more able than its official counterpart to distribute
resources and opportunities. Among the goods provided, trust and protection
are singled out as paramount. These, which should be supplied by the state,
may under certain circumstances become the preserve of private entrepren-
eurs, namely organized crime. Therefore, this type of crime is purported to
be an industry for the supply of private protection and the distribution of
trust to economic actors who would otherwise be unable to interact safely
(Gambetta, 1992). In the case of the mafia, for example, its strength as an
industry for the supply of protection and trust is deemed a consequence of
traditional popular distrust of the official agencies, and of foreign domination
before them. This line of analysis is partly endorsed by Varese (2010), who
proposes to consider the organized crime phenomenon as part of the broader
category of governance. His suggestion is that a crucial distinction should be
drawn between producers of goods and services, and suppliers of forms of
regulation, protection and governance. The form of governance alluded to
here is one that usurps the functions of the state in societies where sovereign
rule is inadequate, a form of governance from below which extends power
beyond the state and into the realms of civil society (Edwards and Levi, 2008;
Ruggiero, 2012; Sergi, 2017).

Moving on to violent conflict, this has been an object of study in crimin-
ology since the very inception of the discipline. Before the word ‘terrorism’
gained common use, early criminologists dealt with both institutional and
anti-institutional violence. Classical criminology, particularly the work of
Cesare Beccaria (1965) and Jeremy Bentham (1967), regarded political viol-
ence as a breach of the social contract binding citizens and authority together.
The focus of Beccaria, for instance, was on ‘state savagery’ and, at the same
time, on ‘crimes of sedition’. He linked institutional violence (torture, capital
punishment, assassinations and other forms of state violence) with violent
outbursts directed against the state. From a contemporary perspective, we can
summarize his thought as follows: excessive state violence provokes violent
responses by non-state agents.

Positivist criminologists studied regicides, romantic murderers and violent
anarchists and looked at the social and psychological causes of political viol-
ence. While in general they thought that violent action against the system
retained an ‘evolutive’ character, in the sense that it accelerated social change,
when faced with specific forms of terrorist acts they judged those acts as
emanating from monomaniac individuals who would be violent even if not
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inspired by political beliefs. Their distinction between rebellion and revolu-
tion was, in this respect, crucial. The former, in their view, was conduct
caused by insanity, moral madness, narcissistic martyrdom or suicidal drive.
The latter was an evolutionary process which, without necessarily resorting to
violence, aimed at social change and improved social justice. It is noteworthy
that this school of thought formulated a notion of ‘suicide missions’ well
before these became common currency in the present times, as they described
anarchists who assassinated aristocrats in the middle of the streets as indi-
viduals whose principal aim was an ‘honourable death’ or ‘indirect suicide’
(Lombroso, 1894).

Within the functionalist tradition, Durkheim’s seminal study of suicide and
homicide offers tools and arguments that can be extended to the analysis of
political violence and terrorism. Durkheim associates the rise of homicide
with the growth of those collective sentiments whose interest obsessively
resides in the group, the family, or the state. The feelings that lie at the base
of the cult of such entities may be in themselves conducive to murder. When
the family, the group, the state, or for that matter a political idea or a religious
belief, appear to be the supreme good, their importance transcends the sym-
pathy and compassion due to the individual or people in general. Like some
forms of suicide, terrorism and political violence in general may be the result
of excessive integration in a creed, an identity, or of a strong form of binding
to a set of moral values (Durkheim, 1996).

Looking at the contributions of the Chicago School of sociology in the
first decades of the twentieth century, we find a penetrating analysis that
echoes aspects of the contemporary debate. The study of migrants’ com-
munities and excluded groups brought to light the connections between
organized crime and political violence. Criminal organizations, while con-
ducting their illicit business, acted as the violent arm of political parties, using
terroristic forms of intimidation, particularly during electoral campaigns (Lan-
desco, 1969). Rival candidates were attacked or kidnapped, in a climate that
turned political competition into violent interpersonal conflict. Subsequent
criminological analysis focuses, rather, on collective conflicts, describing soci-
eties as composed of competing groups and contrasting value systems. Polit-
ical violence, from a conflict theory perspective, is interpreted as the outcome
of struggles for the attainment of material and ideological power.

Finally, symbolic interactionism can be useful for the causative explanation
of terrorism. This school of thought examines the relational dynamics that
produce harmony or conflict, in other words, how interacting individuals and
groups determine their mutual conduct. In this view, state and non-state enti-
ties engage in acts of terror when both feel that they have no space left for
peaceful interaction.
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From enterprise to network

It is worth supplementing the overview presented so far with some additional
observations.

Some organized crime groups do not limit their activities to conventional
offending. Successful organized crime, for example, manages to establish part-
nerships with the ofticial world, particularly with business enclaves and polit-
ical representatives. When unable to do so, criminal groups remain pariah
organizations operating in the underworld, and are destined to exhaust their
resources and energies within the restricted realm of illicit markets. Organiza-
tions leaping onto the ‘overworld’, by contrast, are required to adopt a busi-
ness style, a conduct, a strategy and a ‘vocabulary of meaning’ helping them
to blend in the environment receiving them. They may still ‘commute’
between legality and illegality, but their new status will force them to identify
allies, sponsors, mentors and protectors. In brief, they will be required to
develop the negotiation skills characterizing an economic consortium or a
political party.

It is at this point that organizations develop the features of networks, and
this process may be followed by conventional criminal groups as well as by
terrorist groups. The difference, however, is that organized crime networks
imply the alliance between highly heterogeneous groups and individuals, each
with a distinctive cultural and ethnic background, who may establish
common goals on an occasional or long-term basis. Actors operating in con-
ventional criminal networks are socially ‘fuzzy’, in the sense that their exploits
and careers overlap with those of others who are apparently radically different
from them. Such networks shape grey areas where licit, semi-licit and overtly
illicit economies overlap (Ruggiero, 2017). Terrorist networks, by contrast,
require a substantial degree of homogeneity among participants, who may
‘offer” what they can, from donations to logistical support. Of course, parti-
cipants may also offer ‘action’ and their own life, when they engage in mis-
sions inspired by the terrorist group with which they ideologically identify.
However, while conventional criminal networks imply a form of collective
behaviour, terrorist networks show signs of collective identity. The latter, inevit-
ably, brings to the fore a concept of social movement, of contentious politics,
an idea of social change inscribed in a specific teleology or imagined finalism.
Later, when more directly addressing hybrids, this aspect will receive some of
the attention it deserves.

It seems that only after the events of 9/11 has criminology resumed any
specific interest in political violence, at least in its variant commonly termed
terrorism (random violence against civilians) (Freilich and LaFree, 2015). For
example, there are scholars who advocate the application of criminological
theories of ‘common’ violence to the analysis of political violence, arguing
that both types of violence are directed to the achievement of goals. Both aim
at extracting something from someone; moreover, at least by perpetrators,
both are presented as the outcome of provocation by the victims (Ruggiero,
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2006). From a different perspective, the suggestion has been made that the
principles of situational crime prevention should also be applied to terrorism.
According to this view, after identifying and removing the opportunities that
violent groups exploit to mount their attacks, situational measures imple-
mented through partnerships among a wide range of public and private agen-
cies will assist with this task. In other contributions the point is put forward
that conventional crime is characterized by tensions and dynamics that also
underpin many forms of terrorism. Issues of shame, esteem, loss, and repressed
anger, alongside the pursuit of pride and self or collective respect, which
provide important tools to criminological analysis, may also help establish a
taxonomy of terrorism.

Looking at the formation of terrorist networks, the point has been made
that the invasion of a country may be followed by organized violent resist-
ance, and that invasions may destabilize regimes and trigger sectarian attacks
(see Chapter 2). It is estimated, incidentally, that over 30 per cent of the
founders of ISIS are former members of the secret services of Iraq, who enact
a form of revenge, responding to the invasion of their country with indis-
criminate attacks (Gerges, 2015; Lynch, 2015). This imitative dynamic echoes
aspects of symbolic interactionism mentioned above. In a similar vein,
scholars have focused on criminalization, labelling processes and phobias
which enhance rather than decelerate the radicalization of those who find
themselves on the receiving end (Mythen and Walklate, 2006; Ahmed, 2015;
Abbas and Awan, 2015; Khan, 2016).

An enduring distinction, however, connotes the criminological field.
Organized crime appears to be motivated by the accumulation of wealth:

Though the evasion or neutering of state control and the corruption of
officials may assist in the criminal enterprise, the generation of profit and
the control of illicit markets is the primary focus of organized crime
rather than any grasping of power for political ends.

(Campbell, 2014: 230)

Terrorism, on the other hand, remains characterized as violence motivated by
political, ideological, or philosophical considerations, aimed at civilians to
‘generate fear and cause damage, and to coerce a government to act in a par-
ticular manner’ (ibid.).

The following two sections gather, respectively, views positing a strong
crime-terror nexus and views highlighting some tentative components of
such nexus.

Hybrids and overarching etiologies

A notion of hybrid, combining conventional with political criminality,
emerges in some etiologies focused on excluded and marginalized groups.
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For example, the processes leading to involvement in organized crime groups
or/and in terrorist networks, from some analytical perspectives, appear to be
very similar. Such processes are said to stem from severe forms of inequality
or from the resentment and humiliation suffered by the young components of
minority groups. While older settlers chose where to live and partly main-
tained the culture of their country of origin, the young distanced themselves
from that culture without acquiring a new one: ‘the danger that ruins life in
the poor districts is not Islam or multiculturalism... it is deculturation’
(Todorov, 2014: 168). ‘Deculturation’ is one of the characteristics of failed
democracies, which are based on a winner-take-all logic whereby the losers
are left with no place to occupy. Becoming involved in crime or in political
extremism, in this situation, amounts to ‘pure and simple regression that offers
a mixture of sacrificial and criminal heroism’ (Badiou, 2016: 56). Failed
democracies, while wreaking destruction, encourage revenge, which is form-
alized through the mythology of tradition or the cult of the swaggering
outlaw.

Opverarching etiologies based on relative deprivation, however, neglect the
substantial differences between terrorism and organized crime. Organized
crime groups may use violence as a supplementary tool of negotiating their
presence on markets, or with the system. Violent political groups, on the
contrary, use violence as a signal of their unwillingness to negotiate with a
system they would rather demolish. Their action transcends the immediate
result they achieve, and prefigures, realistically or not, a different set of
achievements which will be valued in a future, rather than in the current
soclety.

Another overarching theory revolves around the techniques of neutraliza-
tion identified in criminology research, and may well describe the ideological
process whereby organized crime groups as well as violent political groups
come to terms with the effects of their acts. The denial of the victim is oper-
ated through the perception of the victim as wrongdoer, the condemnation
of the condemners through their association with immorality, and finally the
appeal to higher loyalties through the appropriation of the ideals and practices
of one’s subculture, one’s political or religious creed. Techniques of neutrali-
zation, however, seem to belong to an ex post repertoire of motivations
mobilized by offenders in order to fill the moral void they presumably experi-
ence. They are, in sum, a defensive device that may temper moral disorienta-
tion. In this sense, terrorism and conventional or organized crime display very
similar characteristics, although such similarity may be insufticient to give rise
to hybrids of the two.

Violent political groups, however, may pursue material gain as a means to
reproduce and enhance their military apparatus and to acquire growing sym-
bolic status, namely a capacity to step up their propaganda and hence their
visibility. Along with offences aimed at the material reproduction of their
organization, contemporary terrorists, who appear to ignore the ethical
boundaries often respected by their counterparts of the 1970s and 1980s, are
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said to engage in crimes that their predecessors would find revolting:
espionage, drug smuggling, gun running, money laundering, cell phone and
credit card theft, immigration violations, extortion and prostitution (Hamm,
2007). Moreover, some contemporary perpetrators of terrorist acts are drawn
from the offender population, although they do not consider themselves
common criminals. Instead, they often see themselves as freedom fighters
whose unlawful acts are motivated by a just cause and not by personal gain
(Hoffman, 2006).

With the purpose of reproducing themselves, terrorist groups may acquire
expertise in conventional criminality and through this pursue a form of
‘empire-building’ that transcends their original political goal. Violent political
groups who cease their operations, moreover, may find at their disposal not
only unlawful expertise and skills, but also arms and infrastructures and, after
the dismissal of their organization, may use what they possess to start a career
in criminal markets. Looking at ‘terrorism as crime’ from a particular angle,
organized forms of criminality have been described as ‘lifeblood of terrorist
groups’, and include all forms of acquisitive offences that mafia-type organi-
zations would perpetrate (Hamm, 2007).

The growing dimension of transnational crime activities is regarded as a
contributing factor to the blurring of the two phenomena, expressed through
the development of alliances, the sharing of methods, and ultimately the
merging of groups (Makarenko, 2004). Some authors see the evidence in the
European Union of linkages between crime and terror as immense, ‘although
the scholarly literature has shied away from these associations’ (Makarenko
and Mesquita, 2014: 259). Specific elements characterizing the crime-terror
nexus are detected when criminals and terrorists engage in similar activity, or
‘relate symbiotically, as when they exchange drugs for weapons’ (Grabosky
and Stohl, 2010). The two appear to have developed networked organiza-
tional forms and technological skills that enhance their capacity and resilience.
The interface between organized crime groups and terrorism, as suggested by
Grabosky and Stohl, reflects the need of the latter to support themselves and
their operations, but also the politicization of ordinary criminals who eventu-
ally join terrorist groups. The reverse process is also possible, with individuals
turning from fighters into criminals after the continuing exchange between
the two parties of information, knowledge and assets for mutual benefit.
Involvement in cigarette smuggling and counterfeiting by terrorist groups has
been revealed (Shelley and Melzer, 2011; Carrapico, Irrera and Tupman,
2014), while hybrids have been detected in the Islamic Maghreb, where
crime groups and terrorists respond to specific material and political demands
from local populations (Rosato, 2016). Terrorist groups are also attributed the
power to control large enterprises, such as the gas fields in Eastern Algeria,
close to the Libyan border. The case prompts the conclusion that the ‘inter-
action of crime, corruption, and terrorism is having a tremendous impact on
both security and the global economy’ (Shelley, 2014: 1). Among the victims
of such hybrids, or entangled criminal entities, the following are listed:
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‘economic growth, employment, security, development, and the sustainability
of the planet’ (ibid.: 4-5).

Analysts do emphasize that criminals are motivated by a broad spectrum of
reasons, like personal enrichment, passion or revenge, while terrorists are led
by what they believe is a higher cause (Foster, 2012). And yet, the separation
of the two groups is sometimes deemed difficult. Of course, the presence of
former criminals in terrorist groups is not unprecedented. But the phenom-
enon is now described as more pronounced and more visible. Research con-
ducted by the ICSR (International Centre for the Study of Radicalisation and
Political Violence) suggests that in many European countries, the majority of
jihadist foreign fighters are former offenders. The findings of this study,
however, do not confirm the merging of criminals and terrorists as organiza-
tions, but of their social networks and environments.

Criminal and terrorist groups have come to recruit from the same pool of
people, creating (often unintended) synergies and overlaps that have con-
sequences for how individuals radicalize and operate. This is what we call
the new crime-terror nexus.

(ICSR, 2016: 3)

Whether new or old, the nexus is particularly emphasized by law enforce-
ment agencies, which include within their remit the support of member states
in preventing and combating all forms of serious international crime through
the exchange of criminal intelligence. Perhaps the concern and focus on
‘serious international crime’, inevitably, leads agencies to adopt a joint
approach to the two. The British National Crime Agency (NCA) follows the
same route, providing a general definition that embraces a considerable range
of groups and activities, some of which could be labelled organized crime
groups while some others are labelled terrorist organizations. It is from the
perspective of legal prosecution and law enforcement that the borders
between terrorism and conventional and/or organized crime continue to be
regarded as particularly blurred.

Other empirical studies do show that terrorist organizations may, when
convenient, procure the services of criminal groups to further their political
goals (Gallagher, 2016; Picarelli, 2006; Roth and Sever, 2006). In the recent
past, among the hybrid organizations simultaneously pursuing material and
political gain Colombian narco-terrorism appeared to be outstanding: “The
number of assassinations and bombings generated by the cartels was very sub-
stantial... [so that] a categorical exclusion of the criminal motivation from a
definition of terrorism does not seem to be warranted’ (Schmid, 2011: 66).
Yet another case study of narco-terrorism in Colombia by Bibes (2001) indi-
cates that, over the past 30 years, leftist guerrilla groups and right-wing para-
militaries have largely depended on drug cartels to help finance their political
objectives. Bibes also describes instances where cartel leaders have in turn
hired terrorist groups to carry out violent acts to achieve their own goals.
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Similarly, Neumann and Salinas de Frias (2017) state that there have been
crossovers and common interests between criminal and terrorist organizations
for several decades: as early as the 1980s, namely during the rise of Pablo
Escobar. A study of Mali’s Al-Qaeda in the Islamic Maghreb (AQIM) proves
that this terrorist organization, while principally aiming at disposing of the
Mali government and establishing a Caliphate, does act in conjunction with
narco-traffickers (Boeke, 2016). The Taliban have at times depended on
Afghanistan’s heroin production, while suggestions are also made that for-
merly politically motivated groups can develop conventional economically
motivated organized crime syndicates (Hausken and Gupta, 2016). This
development, however, is said to take place when terrorist organizations cease
to be funded by benefactors and donors. Thus, following an end of hostilities
with the state, members of the Colombian FARC and the provisional IR A, it
is assumed, have turned into purely profit-seeking organizations, relying on
their terrorist skills to accumulate wealth (Byrne, 2009).

Ultimately, the crime-terror nexus is found in the shared skills that terror-
ists and criminals may have developed in outmanoeuvring law enforcement
and the techniques acquired in committing property offences.

Jihadists not only condone the use of “ordinary” criminality to raise
funds, they have argued that doing so is the ideologically correct way of
waging jihad. Combined with large numbers of former criminals in their
ranks, this will make financing attacks through crime not only possible
and legitimate but, increasingly, their first choice.

(ICSR, 2016: 4)

It is time to bring more controversial aspects of the debate to the fore.

The ambiguity of joint analyses

While the word ‘terrorism’ is not even mentioned in the detailed index of a
recent important handbook on organized crime (Paoli, 2014), the phrase
‘organized crime’ recurs in many contemporary contributions on political
violence and terrorism. This may be because both forms of crime are ana-
lysed against the variables offered by the sociology of organizations, which
offers useful conceptualizations for the understanding of collective behaviour
in delimited structures. Terrorism and organized crime, in this respect, may
be similar because both deploy an organizational layout. An objection, in
this respect, could be that any group of people acting in concert can be
viewed as a social organization, therefore, it is not only organized crime and
terrorism that lend themselves to a joint analysis, but also any couple of
aggregations of individuals who perform collective action. As a way of over-
coming this ambiguity, the following explanation referring to organized
crime groups as opposed to terrorism has been offered: ‘Their primary
motivation is usually financial gain’ (Holmes, 2016). However, if the focus is
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on illegal structures rather than illegal activities, the concern is how organi-
zations relate to states.

Attempts to influence state officials are commonly made by organized
criminals, who mainly pursue impunity for their offences and, when engaged
in the official economy, seek contracts to carry out some form of state-funded
public work (Abadinsky, 2013). The goal is, in such cases, of an economic
rather than a political nature. ‘Commonly, the lack of political goals is seen as
a defining characteristic of organized crime that distinguishes it from ideo-
logically and religiously motivated terrorist and insurgent groups’ (von
Lampe, 2016: 263).

The controversy around motivation accompanies the debate on hybrids,
with some authors underlining the divine or political command obeyed by
terrorists as opposed to greed commanding organized crime groups. In an
attempt to identify differences and similarities, the suggestion has been made
that the association of terrorism with organized crime mitigates the hideous
and noxious operations of the former and that, comparatively, the latter is
granted a higher moral status. Among the similarities, characteristics such as
secrecy, ruthlessness, intimidation and the use of front organizations are men-
tioned. Among the differences, motivations, the nature of the relationship
with governments and the media and the type of victimization are enumer-
ated (Schmid, 1996, 2011).

Focusing on environments and milieus, rather than on the merging of
organizations, it may appear that terrorism and organized crime recruit from
similar pools of people, creating (often unintended) synergies and overlaps.
However, the recruitment of street oftenders will hardly make terrorist groups
resemble organized crime: perhaps car thieves will become lone attackers, not
men of honour of powerful mafias.

There is, in sum, disagreement around the nexus between organized crime
and terrorism, its nature and scope, with some commentators arguing that
such nexus amounts to nothing more than temporary marriages of conven-
ience. While generalizable statements are unhelpful, distinctions are identified
that might clarify the issue. The proliferation of hybrids, it is felt, may be
likely in certain contexts more than in others, for instance in areas experi-
encing armed conflicts. On the other hand, lack of trust between the two
types of membership may hamper collaboration, which entails added risk to
groups inured to avoiding risk. For this reason, new types of organizations,
distinct from both organized crime groups and terrorist groups, may be
springing which service both criminals and terrorists with illicit services.
These new groups may well be sponsored by legitimate states. In other words,
the explanatory power of the crime-terror nexus is questioned, as it is con-
sidered to be based on insufficient evidence (Carrapico, Irrera and Tupman,
2014). Rather than focusing on the linkages between organized crime and
terrorist groups, which are regarded as sporadic and short-lived, some propose
to reorient attention on the links between criminal organizations and the
state. ‘A research agenda that prioritizes the local dynamics of interactions
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between criminal networks, militant ideologies, society and the state is likely
to produce more nuanced analyses than an over-reliance on these binary
approaches’ (Lewis, 2014: 337). A further distinction pertains to sovereign-
bound groups as opposed to sovereign-free groups, the former ‘defined by
their goal of establishing a new and separate state’ (Picarelli, 2006: 13), and
the latter ‘concerned with profits and authority in illicit markets rather than
sovereignty and authority over neighbourhoods and regions’ (ibid.: 15).

There remains a feeling that the debate on hybrids belies an attempt to
group under the same rubric all conducts most human beings would find
repellent, hence the widespread attempts to carry out joint analyses of such
conducts. See for example how all organized criminality is often attributed to
terrorism, including human smuggling and trafficking. Terrorist groups are
said to establish, with this transnational criminal activity, bonds of dependence
with those they help relocate, who end up radicalizing (Neumann and Salinas
de Frias, 2017). In fact, those smuggled or trafticked may end up hating more
their traftickers than their employers, as proven by research that excludes parti-
cipation of terror groups and other centralized organizations in such activities
(Zhang, 2008; Sanchez, 2015; Campana and Varese, 2016; Campana, 2018).

In this respect Europol (2015), responding to hyperbolic depictions of the
hybrid phenomenon, stresses that, at least in the EU, the nexus between
organized crime and terrorism remains limited:

In light of the available evidence, convergence between organized crime
and terrorism in the EU seems a limited phenomenon. Terrorist and
organized crime groups have learned to adapt to changing circumstances
such as governmental interventions or changed environments. This
makes their structure, activities and methods opportunistic in nature |...].
Based on the cases available in the Europol databases, it can be concluded
that convergence often consists of isolated incidents.

(Ibid.: 9)

‘Whether hybrids are rare or frequent, it is the heuristic value of joint analyses
of organized crime and terrorism that could be questioned. Terrorism, like
other forms of political violence, combines defensive and oftensive strategies,
a combination without which action could hardly be triggered. Such strat-
egies may include ways of overcoming a presumed moral disorientation, but
must provide, at the same time, strong, unequivocal guidance for individuals
and groups to act. This combination of strategies coalesce in the form of col-
lective identity, which transcends pure role or group identity, in that it refers
to shared self-definitions and common efforts towards the production of social
change. Collective identity offers orientation in a moral space and gives rise
to a sense of self-esteem and self-efficacy; it also prompts what is worth doing
and what is not in organizational terms, leading individuals to appreciate their
capacity to change the surrounding environment. The cause pursued may not
be ‘higher’, but it is certainly ‘difterent’.
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Political violence, therefore, is one of the outcomes of organized identity,
and entails high degrees of subjectivity, so that some features of social life are
no longer seen as part of misfortune, but of injustice. Along with techniques
of neutralization, political violence needs to elaborate an interpretive ‘frame
alignment’ with the activists it intends to mobilize. The potential recruits
possess a coherent body of knowledge about past experiences that can be uti-
lized for the interpretation of the present. This constitutes a schema or ‘frame’
with which terrorist groups must align in order to attract sympathizers and
adherents (Snow et al., 1986; Ruggiero, 2010). Moreover, violent political
groups draw on their specific repertoires of action accumulated through long
periods of conflict. Such repertoires consist of a legacy, made of cultural and
political resources: they contain sets of action and identity derived from
shared understandings and meanings, they are cultural creations that take
shape in social and political conflict.

Every expression of political violence seeks to represent a contentious
political issue, and to speak not only to the authorities but to social move-
ments from which it claims to emanate. It is this purported (and at times real)
link with social discontent and ‘anger’ that makes terrorism a distinct violent
manifestation. It is also its righteousness, be that religious or secular, that
makes it different from other expressions of criminality. Terrorists fight for
what they think will be a future system, their justification is ‘transcendental’
and ‘historical’, in the sense that only history, in their view, will judge on the
morality of their action. Terrorist violence is, in the view of those using it, a
foundational force, that is expected to create a new system and designate a
new authority. It is norm-oriented, in that it is meant to create new norms in
the name of generalized beliefs.

This has significant implications for prevention and institutional responses.
Successtul organized crime groups are normally emboldened by alliances with
complicit or complacent establishment actors, while violent political groups
normally rely on the supposed ideological advocacy of anti-establishment
groups. When such groups distance themselves from those who, through the
exercise of terror, claim to represent them, the perpetrators of terror start
losing their imagined justification and find themselves fighting a private war,
one that only exists in their head. Terrorist groups of the past have declined
when social movements have radically severed the symbolic and material links
on which such groups believed they could rely. Anti-establishment non-
violent forces expressing contentious political views were (and still are) more
effective in fighting terrorism than action emanating from the establishment.
By contrast, the weakening of organized crime may occur when efforts are
made to sever the links between crime groups and the actors of the establish-
ment who are associated with them, whether due to subjective choice or by
virtue of objective shared interests. Organized crime, in other words, may
decline when the elite (politicians and business people) will distance
themselves from it. In brief, prevention of terrorism has a possibility of
success when it originates from the relatively ‘lower” strata of society, while
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prevention of organized crime may temper the phenomenon when the higher
strata of the institutions are targeted. The difference is notable, and joint ana-
lyses of the two may hamper and meddle with the identification of potentially
effective policies.

Conclusion

We have to ‘collar’ the crime, not the criminal, suggested a crucial analytical
strategy referred to white-collar crime, meaning that some offences may be
committed by individuals of high rank and reputation, conventional criminals
bereft of any reputation at all, and consortia formed by both. In this chapter
the suggestion has been made that, when dealing with terrorism and crime,
we have to ‘collar’ the criminal instead. We have seen how criminological
thought, while defining organized crime and political violence as two sepa-
rate entities, offers some examples of hybrids incorporating the two. It does
so, particularly, through etiologies that attribute to both types of criminality
similar causations. The crime-terror nexus has emerged at times as strong and
undeniable and at other times as tentative and ambiguous, depending on the
work examined. The ambiguity of such nexus has been ascribed to the nature
of political violence, its relationship with contentious politics, and its views of
the law and the state. Lack of consensus still persists in this area, with the
unfortunate consequence that prevention and enforcement strategies may
prove contradictory and fallacious.
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4 The online crime-terror nexus

Using booter services (stressers) to
weaponize data?’

Roberto Musotto and David S. Wall

Introduction

For some years now, the cybersecurity community has speculated about the
formation of dark networks with criminal and terroristic intents. Those crim-
inal groups facilitate crime and fear online (Wu and Knoke, 2017) while also
organizing and protecting the criminals involved through their powerful con-
nections. The actions of these groups are qualitatively different to groups of
online criminals who simply commit crimes, a subtle, but important differ-
ence. While the speculation of their existence has been great, the evidence
and indeed logic for such groups is less forthcoming and this chapter seeks to
address this knowledge imbalance. While we are finding that most current
online criminal organizations are very ephemeral in nature and are not sus-
tainable in the longer term (see Musotto and Wall, 2017), we anticipate that
recent adaptive changes in the cyber-threat landscape are creating high impact
cybercrimes such as Data Breaches, Ransomware, DDoS (Distributed Denial
of Services) and crimes of extortion and political revenge. Cybercrimes which
increasingly weaponize data, but also are high yield and create a logic for the
creation of a more sustainable (mafia or IS) type model of crime groups (see
our definition of sustainable crime groups in Chapter 4 of this collection).
Such groups specifically seek to protect criminals and terrorists under its
umbrella, invest their crime proceeds in the legitimate economy or in spec-
tacular fearful attacks to increase their wealth, power and influence and ulti-
mately their resilience and sustainability. As stated earlier, we believe that
there is currently little evidence of such phenomena online but argue that
their emergence is only a matter of time. This chapter explores some known
models of cybercrime that could be used by terror groups to attack infrastruc-
ture. It explores a specific case study, to illustrate the differences and chal-
lenges: booter services (or stressers as they are commonly known) which can
be used to deliver DDoS attacks for multiple purposes but also infrastructure
attacks. The chapter then identifies the main legal challenges that online
crime-terror groups pose before exploring some socio-legal solutions. The
first part of this chapter reviews the existing literature and analyses the legal
and technical aspects of stressers as they will be referred to. The second part
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focuses on the StressSquadZ service and forum as case study. The third part
discusses the findings and concludes.

The crime-terror nexus

The crime-terror nexus is considered to be an emerging global threat (Shein,
2018). But, despite varying definitions in the literature (Makarenko, 2001,
2003, 2004; Shelley and Picarelli 2002, 2005; Naylor, 2002) there is a general
lack of agreement about what the nexus really is (see Chapter 3). Shelley and
Picarelli (2002 and 2005), for example, refer to the crime-terror nexus as a
series of pathways that lead towards the cooperation of the two groups. Naylor
(2002), on the other hand, describes it as a malicious technique employed by
governments to repress multiple political and economic rights (p. 10), while for
Makarenko (2002) it is a term covering multiple kinds of operational contacts
between illicit organizations. The crime-terror nexus, therefore, relates prim-
arily to the common traits that organized crime and terror groups might share.
So, notwithstanding the disagreements over definitions, the nexus either refers
to some features of terror organizations adapted by organized crime for their
own use, or to terrorist organizations deploying activities typical of organized
crime. This ‘convergence’ is described as ‘the endorsement’ of activities that are
specific to one criminal or terrorist group (Makarenko, 2012). Alternatively,
the nexus is regarded as a hybrid which co-exists within the same groups, what
Dishman (2001: 58) refers to as groups that are ‘political by day’ and ‘criminal
by night’. Moreover, the nexus can refer to forms of collaboration between
groups with different aims (Makarenko, 2012). Pure hybrids may be rare, as
suggested by Europol (2015: 9), which limits their presence ‘to isolated inci-
dents’. Such ‘rare’ cases, however, display a key characteristic, namely collabo-
ration through alliances and other kinds of agreements between groups. Figure
4.1 visualizes these connections, where money or business opportunities appear
to be the gel binding crime and terror groups. Connections seem to be looser
once the structure of these groups is analysed.

It is possible to define the structures of organized crime and terror net-
works by looking at a series of models that can be applied to both. Looking
at organized crime, Albanese (2011), for example, suggests differentiating
between the Hierarchical Model, the Ethnic-Cultural Model and the Entre-
preneurial Model. The Hierarchical Model is found in traditional ‘Mafia’
organized crime structures and the more traditional terrorist groups, such as
the IRA. The groups are organized according to a top-down leadership with
one person (or controlling group) on top of pyramidal structure and many
soldiers at the lower levels, with a number of levels of authority in between
the levels. The Ethnic/Cultural Model shares a common heritage that engages
in both low-level and high-level crime to the benefit of the entire group.
Ethnic, Cultural or Religion ties bind the group together and individuals
mostly control their own activities to achieve a common goal which may be
criminal or terror oriented. The Enterprise Model differs from the hierarchical
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and ethnic/cultural models, mainly because the organized crime groups and
terrorist networks operate more like legitimate business enterprises but focus
upon illicit instead of legitimate markets (Cornell, 2006). These groups are
rarely organized in a centrally structured way, rather, they operate along the
same principles that govern legal markets, although they maintain and extend
their share in illicit markets, thus responding to a variety of needs and
demand on the part of their consumers. The aims of the groups falling
within the organized crime enterprise model are mainly profit driven, and
yet, profit can be used to fund terror campaigns. According to part of the
literature (Hutchinson and O’Malley, 2007; Makarenko, 2004), cooperation
between difterent groups is possible, but criminal organizations will never be
able to identify themselves fully with terror groups, because of the difterent
purposes that drive them. This three-way differentiation is useful for deline-
ating specific group orientations, even if in practice a combination of each of
the models is possible. See, for example, Figure 4.1 which reworks
Makarenko’s table (2012) of known crime-terror alliances to show how a
crime-terror nexus can be connected. It illustrates how connected cartels
combine hierarchical, ethnic/cultural and enterprise models of organized
crime and terror groups.

Tamil Gangs

LTTE ThaiMafia
Indian Mafia

Central Asia OC

ETA West African Syndicates e

Pakistani Mafia Afghan mafia

Italian Mafia
Al Qaeda

Russian OC Facilitators
Hezbollafbanese Mafia
FARC

Mexican cartels

Figure 4.1 The crime-terror nexus connections.

Source: Reworked Makarenko’s (2012) table of known Crime-Terror alliances.
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‘What i1s still missing from this discussion is consideration of how online
and offline organized crime and terror networks achieve their goals, particu-
larly the various ways in which they express power to achieve them. Lukes
(1974, 2005) conceptualizes power at three different levels of discussion
which can be usefully applied to this discussion.

The first dimension of power is coercive, based on threat as a means for
the achievement of goals. This is expressed through the use or threat to use
private, military-like force. But, in practice, actual violence can frustrate the
ultimate goal of the organization by, for example, bringing unwanted atten-
tion at particularly sensitive points in an operation. Organized crime groups
and many terror groups usually want to frighten the public into compliance,
so they will express power in subtler ways because, despite public and media
expectations, direct violence attracts adverse police attention and disrupts
illegal operations of all types. In this context, cyber-attacks are potentially a
more powerful political tool. Once the attack is carried out, and the attackers
get high media coverage, a climate of insecurity spreads among institutions
and the general public and pushes for political and policy responses. Online,
the WannaCry ransomware cyber-attack to NHS in 2017 (Corera, 2017,
Boiten and Wall, 2017) is a good example of this type of expression of power.
Whether the impact was intended or not, it instantly created fear and disrup-
tion. According to the UK Department of Health and Social Care (DHSC),
the WannaCry attack created over £92 million in damages and it pushed
DHSC to spend £60 million in 2017-2018 in cyber-resilience infrastructure,
with an additional £150 million investment planned for the following three
years (Field, 2018). The Not-Petya ransomware attack that followed later in
the year is reputed to be possibly ‘the most devastating cyberattack in history’
(see Greenberg, 2018). Ransomware encrypts computer data until a ransom is
paid for a code to release the data. Usually it strikes at random, though it is
becoming more targeted, making it very profitable for criminals (Wall, 2018).
Ransomware fits into the crime-terror nexus debate because companies pay
the ransom (extortion) money without actually knowing to whom they are
paying.

Lukes’ second dimension of power is expressed through corruption and
manipulation. Through corruption, members of criminal organizations may
be protected from investigation or prosecution, while through manipulation
they can interfere with electoral systems, for example by reducing or increas-
ing the options of voters (Nichols, 2018).

Lukes’ third dimension of power consists in the subtler manipulation of
ideas, aimed at changing the structure of thought, empowering certain ideo-
logies and making them acceptable. This manipulation results in the blurring
of the boundaries between legitimate and illegitimate conduct. In the case of
terror networks, political or religious ideologies can shape views as to
which ends are desirable and which are not. For an example of how online
operations can attempt to change views and values, see the role of social
media in the ‘fake news’ phenomenon (BBC, 2018). Similar operations,
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when conducted by terror organizations, may lead to overestimating their
actual power and, ultimately, may even determine the types of institutional
responses adopted.

The crime-terror nexus online: principles and evidences

Once the discussion on the (offline) crime-terror nexus is transposed to on an
online context, it is possible to focus on the use of cyber-assisted, cyber-
enabled and cyber-dependent information technologies (Wall, 2013). Such
technologies operate at multiple levels, in communicative as well as organiza-
tional term (Shelley and Picarelli, 2002). They are used to spread terror and
to contact foreign/transnational organizations, but also to launch attacks
against systems that will have real-time effects. Ransomware has been men-
tioned (see WannaCry) as a form of attack, but Distributed Denial of Service
(DDoS) tools have been increasingly used to attack systems with great effect
and explored in this chapter in greater detail. Before showing examples of
crime-terror attacks where a nexus can be found, a definition and rationale of
DDoS follows here.

DDoS attacks paralyse computer networks by flooding them with data
coming from various sources and blocking their access systems, thus dis-
rupting their operations. Data mobilization (or weaponization) slows or
makes online services unavailable, or even makes the system vulnerable to
further attack, theft of data, or ransom. The impact of such attacks is eco-
nomic, consisting of loss of time and resources, but also loss of reputation.
DDoS can also create fear when they disable infrastructure. Even resilience
measures which try to decrease potential disruption by installing larger servers
to support heavier traftic or creating honeypot traps (which slow down and
identify malwares entering a system network) are being challenged by a
growth in the number of such attacks (Krupp, Backes and Rossow, 2016).
Morales (2018) illustrated this growth and found that, in 2007, the peak
DDoS attack sizes were 24 gigabytes. A decade later, in the first quarter of
2018, the peak attack sizes had grown to 1.7 terabytes, almost 1,000-fold
increase (Morales, 2018). As the DDoS expands, new facilitating actors
(brokers) are emerging who supply tools, in exchange for a few dollars,
pounds or bitcoins, for everyone to become a cyber-criminal. Stressers are
DDoS-for-hire services (a variant of crimeware-as-a-service) which are
deployed by cyber actors, pranksters, and hacktivists to prevent the access of
specific web sites.

As suggested above, DDoS attacks are an exercise of Lukes’ first dimension
of power. They are one of the most rapidly proliferating cybercrimes as they
achieve a range of outcomes for oftenders, although offender motivations and
victims vary considerably. This raises the interesting question as to whether
DDoS attacks epitomise new forms of the online crime-terror nexus or
whether they mark the development of totally new criminal groups. At the
hard end of the DDoS attack spectrum, for example, some attacks are clearly
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designed to inflict maximum damage upon victim organizations, as in the case
of cyberwarfare, and attackers are motivated by the economic or political
opportunities arising from that damage or disruption. Ponemon, for example,
found that the maximum cost of an outage caused by DDoS more than
doubled from $1 million in 2010 to more than $2.4 million in 2016 (Kassner,
2016). But, at the softer end of the same spectrum, in contrast, other DDoS
attacks are designed to irritate or to test system security, with offenders clearly
more interested in trying to impress friends (or businesses) with their exper-
tise than to cause serious damage. These typologies will be explored in greater
detail in future publications, but in this chapter, we look to a main enabler of
DDoS attacks, the stresser service. Stressers are semi-legal IT services, which,
for a fee, enable their clients to mobilize DDoS attacks to conduct legitimate
penetration tests of computer systems (with consent) to improve their
security, but in so doing, can facilitate more malicious attacks. This raises
several important questions, for example, are they legally justifiable or are
they just a hidden form of crime-ware-as-a-service that might cause extremely
fearful consequences? Moreover, to what extent does their organizational
form illustrate that they are new online crime-terror groups? The answers to
these questions will provide new insights and inform existing debates on the
topic.

Some examples of online crime-terror organizations are already available.
One of the very first politically motivated cyberattacks targeted Estonia in
2007 (Traynor, 2007). With the interruption of internet communication and
websites down, the spread of fake news undermining the Russian ethnic
minority sparked frightful riots. In December 2016, a DDoS tool, called the
‘Caliphate Cannon’, was released in a deep web forum linked with ISIS and
institutional websites linked to the governments of Egypt, Iraq, Jordan and
Yemen were targeted (Wolf, 2017). Despite the evocative name, there was
nothing terrifying about the ‘Cannon’, because it was quite weak due to the
network structure supporting it.”> Similar to the Estonia case, the 2017 DDoS
attack on the Ukrainian postal service’s (Ukrposhta) website (BBC, 2017),
shortly after a ransomware attack on the main strategic websites by Russian
criminals, provided examples of how these techniques can be helpful to
achieve political goals. It is still hard, however, to identify who was actually
responsible for these attacks: whether they were coordinated acts by criminal
and terrorist groups, or, whether they were attempts to pursue both criminal
and terrorist aims, which makes the existence of the crime-terror nexus hard
to prove in these cases. While such events are often framed within the dys-
topic tropes of terror, actual evidence of the creation of terror is not apparent,
so analysts must be careful when labelling events as terror events. Not least,
because it can also influence outcomes.
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The make-up and operation of a booter service that
can be used to launch DDoS attacks

In the remainder of this chapter we analyse stressers because they negotiate a
peculiar position in a very grey area, as both legitimate and illegitimate online
service tools. Using network analysis to analyse a data set taken from a now
defunct stresser, we observe how they share some characteristics with offline
criminal and terror organizations, but, equally, also some well-known legiti-
mate online service providers. This will be shown by drawing from recent
cases and investigations such as the Lizard Squad, Mirai malware, but mainly
from the specific case study of a stresser provider called StressSquadZ (a
pseudonym). Using the data gathered from the forum and the activity of its
members in a period of six months, from its opening to its closure, we
focused upon the service provided, the users and their transactions. We found
that most DDoS attacks had very low impact in terms of damage, and they
also generated relatively small revenues, but this was set against almost non-
existent risks in terms of being caught and a small transaction window. Some,
of course had more serious consequences.

What are stressers?

Stressers are online services whose primary rationale is to test the service and
traftic capacity of a network or website. Like many web-based services, they
can be legally bought or exchanged for other goods and it is possible to find
many companies offering a range of tools and services to suit their different
clients’ needs. The stresser and the stress testing it can be used for is con-
sidered legal by the providers so long as the site owner agrees with it and tests
can be run legitimately and legally on its network. It appears, however, that
the misuse of such tools is also tolerated and rarely prevented. In fact, in some
cases the lack of prevention is tantamount to encouragement of abuse of
service. In defence of stressers, it is important that companies and govern-
mental websites keep their websites up under conditions of heavier traffic and
this is where a stresser can assist in developing resilience so long as its use is
consented by the site owner. The main usage is, however, usually more mali-
cious, for example, in the case of John Kelsey Gammell, an electronic techni-
cian from New Mexico, who admitted to buying subscriptions for
DDoS-for-hire services to launch attacks against businesses that had either
fired or declined to hire him again. He also tried to recruit people with
similar interests on social media to launch his own DDoS-for-hire service
business (Claburn, 2018). Business organizations and Government agencies
are usually the main targets of DDoS attacks, but the likes of gaming websites,
for example, are also regularly affected as well by those seeking revenge for
losses or financial gain by trying to interrupt the operating algorithms.

Many individuals, with an interest in IT, trial these attacks from a very
young age, and most are young adults under the age of 20 (Hall, 2016; NCA,
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2017). They pay for stressers to maliciously deploy software to launch DDoS
attacks and they are often, seemingly, unaware of the broader consequences
of their actions (Claburn, 2018). See, for example, the case of Adam Mudd
who created a malware called Titanium Stresser when he was only 15 years
old and sold it online, He also used it to launch attacks upon websites, gamers
and colleges. He allegedly profited from the malware by almost $400,000,
and the Titanium Stresser was one that the Lizard Squad developed further
for its own ends (Corfield, 2017).

Once a stresser group forms, it is relatively easy for users to carry out suc-
cesstul attacks against bigger targets. This was the case of Lizard Squad, which
attacked Sony PlayStation, Xbox Live, Tor Network and Blizzards Warcraft
(Amir, 2018). The organization of this group was extremely ephemeral in
terms of its composition and activities, making it more difficult for law
enforcement agencies not only to track down individuals, but also to cor-
rectly prosecute them for their illicit actions. In fact, once such a group dis-
appears following completion of a criminal activity, some of its surviving
members will simply reform with others to create a new group, using their
knowledge, and frustrating policing efforts. After multiple arrests of alleged
members from online gangs, it appears that some continue to operate under a
different name. For example, some of Lizard Squad appear to have reformed
as BigBotPein, which released the Mirai malware and its variants in 2016
(Amir, 2018). This is the same botnet used in August 2017 to attack and
blackmail Lloyds Banking Group and Barclay’s banks, infecting 1.25 million
Deutsche Telekom routers (Schwartz, 2017).

Most users of stressers seek to achieve criminal goals, so the providers and
the clients are effectively online organized crime groups. Especially as DDoS
attacks are usually performed without the website owner’s knowledge; even if
the use of the site (facility) is justified on the grounds that it can be used for
legitimate stress testing (FBI, 2017). Stressers create a cost to society (as
mentioned earlier) by preventing access to businesses and disrupting their
operations, with the effect of damaging their reputation in the market place
and reducing business and profit. They also create major challenges for law
enforcement.

In most jurisdictions, laws exist to provide police and criminal justice
systems with the powers to arrest, prosecute and imprison DDoS attackers,
plus seize their computers and other electronic devices used as well as the
proceeds of their crimes, which are also included within the investigative
powers for cases of suspected terrorism or organized crime. The US Com-
puter Fraud and Abuse Act (18 US Code 1030), for example and the UK
Computer Misuse Act (1990 ¢.18) are legislative measures in two of many
jurisdictions. But, the laws focus upon the DDoS attackers rather than those
who actually facilitate the attacks — the brokers who operate the stressers.
While DDoS attacks are hard to intercept quickly by law enforcers, it may,
however, be possible to increase law enforcement powers to disrupt stressers
when they are being used for criminal purposes and link/ conspiracy between
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the stresser and attacker can be shown. Alternatively, introducing regulations
making providers sure that they know their customers (know your customer),
or making sure that only approved payment systems are being used. Plus, also
increasing the crime prevention mission by advising companies and govern-
ments to protect themselves by increasing their network bandwidth, multi-
plying their website providers, filtering out traftic, performing stress-tests,
looking for spikes in traffic or avoiding using cryptocurrencies or PayPal
when paying for a stresser. These measures could increase the security of
targets but also potentially reduce the amount of damages and compensation
paid by the company when the attack has not been prevented (Porter, 2017).
Also underlying these measures is a need to understand the nature of the
stresser as crimeware-as-a-service and to this end we analyse a case study.

The StressSquadZ case study

We acquired anonymized forum data and website details from a stresser that
had been taken down by policing agencies and shared with us thanks to
DutchSec intelligence. The StressSquadZ website we analysed appeared to
have been registered in multiple locations around the world under the same
owner name. We focused upon how the stresser group was organized and
used a social network analysis approach to explore the various types of service
provided and the users and their transactions. StressSquadZ offered their
clients various levels of service at different prices that ranged from $0.01
(which could be a tester for the payment system) to $249.99. A total of 359
payments were recorded and were clustered according to the amount an indi-
vidual paid. Each transaction was attached to a specific delivery plan, of which
there were a total of 16. They started with trials and ended with premium
services. The payments and subscription plans were found to be clustered
around users and directed towards their chosen payment and subscription.
Therefore, the users who picked the trial $1.99 plan (plan 1 in Table 4.1)
were the majority — they paid 183 times. After the trial plans, the next

Table 4.1 Plan subscriptions

Plan Subscribers
1 183
16 87
2 44
3 20
4 8
23

6

6 4
5 3
13 2
20 1
10 1
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popular category were the monthly subscriptions, although some users moved
through different plans, say, from first choosing a trial plan to taking out a
subscription plan. Seventy-three users upgraded their subscription, from trial
plans to monthly subscriptions or to yearly or lifetime aftiliations.

The cheap trial plans did not allow users to perform full-power attacks and
were limited in time. That is the reason why we see in the graph users that
are tied to more plans. When they were checked with the timing of the pay-
ments, however, it is possible to notice an evolutionary pattern from the trial
service to lifetime subscriptions, suggesting a pathway into higher cost and
more impactful plans. We also found that specific users displayed difterent
consumer behaviour patterns: one user, for example, bought five trial plans,
possibly because they were enough for his or her needs rather than pay more
for a more powerful service. In pure marketing terms, this technique attracts
more people at a price set under or close to the actual cost of running the
tool. At the same time, the trial plan encourages subscribers to switch and pay
for a more expensive service. The majority of subscribers first bought a trial
plan before buying a higher cost plan. Only 53 of the trial users did not
upgrade to different plans. Please note that we are assuming that those who
bought a trial plan either did not know how to use a stresser and tested it
with the least economic effort possible or they knew already how to use
stressers but did not know the service in question. Yet, some of them clearly
knew already how to use the service and managed to get a satisfactory result
before upgrading to a more powertul subscription.

Some clients, on the other hand, never upgraded because the service did
not suit their needs, or they did not possess the skills to run an attack (e.g.
script-kiddies or wannabes). Furthermore, there were also users who knew
very well how to run stressers and needed a service that was strong enough to
take down larger websites. These users paid the highest costs for the higher-
grade services, and in some cases, received a bespoke service. This finding
was obtained by comparing the quantitative data with the qualitative results
extracted from the forum data. More experienced users sought to buy a tai-
lored service with features that beginner users did not. Another observation
was that not all the users in the discussion forum made purchases or sub-
scribed to plans and there was a relatively low level of engagement. Only 285
users (out of 1451) were subscribers to trials or other plans. This finding is
also noted in the wider crime forum literature (see, for example, Karami, Park
and McCoy, 2016). We interpret this finding as the interest being generated
about the service. Users join the club because they have heard about it in
other forums or from other users and they are curious about its capabilities.
They confirm these by reading forum threads, which in this case study were
structured in a help-desk format (see Table 4.2, in which the most active
members posted at least four threads).
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Table 4.2 Plan subscriptions

Price of plan # of purchasers Profits generated
0.01 1 0.01
0.1 2 0.2
1.99 183 364.17
9.99 87 869.13

14.99 44 659.56
24.99 15 374.85
29.99 5 149.95
34.99 8 279.92
59.99 3 179.97
69.99 7 489.93

149.99 3 449.7

249.99 1 249.99

Total 359 4,067.28

Profits

When we explored how much profit this forum/stresser generated we found
a figure of $4,067.28 per month at its peak. This is actually a low profit
margin compared to that generated from other stresser groups, for example,
the VSO stresser, which is reported to have made $24,737 profits per month
and Lizard stresser around $6,000 per month (Karami, Park and McCoy,
2016). The income of StresserSquadZ may, however, have been small
because of the relatively short period that the service operated. The following
Figure 4.2 and Table 4.2 show the findings. In Figure 4.2, for example, it is
possible to see that many users bought a plan at the launch of the service, but
it slows down, then stops almost completely in November when only five
members renewed their subscription with no new users joining. Could this
have been because other stresser services were taking away the business? In
December and January new subscription and renewals began again at a steady
pace. It is also possible to see that, except for a few cases, renewals took place
in a short time after the initial purchase (this is noticeable in Figure 4.2 by
looking at the dots that are under the line).

Once we matched this finding with the price paid by users over time (see
Figure 4.2), it was found that higher prices were paid straight away at the first
purchase, suggesting that this group was composed of experienced users who
already possessed a set of skills necessary to use the tools. Analysis of the prices
paid indicate two groups, the amateurs and wannabees and the business
oftfenders. The early birds and users who bought the service after November
spent the most money, while between those two sets are few renewals and
many trial subscriptions.
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Figure 4.2 Subscribing users and date of payments.

Users activity

An analysis of member’s activity and their payment patterns shows that not
everyone who subscribed to StressSquadZ could have had an active interest in
performing an attack. Alternatively, they may not have wanted to pay to carry
one out, and may have simply been curious? In the forum thread, only 127 of
the 1,451 (9 per cent) members actively carried out an attack. It appears that
while there was only one owner of the forum and two members with adminis-
trative powers, another 16 members were very active in replying to forum
threads and launching attacks, thus, playing a central role in delivering the
stresser. Table 4.3 shows the list of the users who opened more threads in the
forum. It was not possible to match the payment data of some users with their
forum threads, but the forum data did provide some useful information on track-
ing down members who posted payment details on threads (not shown here).
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Table 4.3 Most active users in the ticket forum

Users Threads open

Noukie100 14
FantuxModz 13
xxx xxx1
danne2
a81238208
caonimade
Kubaa78
flipstick
DilenXD1
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Figure 4.3 Size of DDoS attacks over years.

Discussion and conclusions

The main use of StressSquadZ, it turns out, was mainly without the consent
of the website owner and since this constitutes a crime, then the companies
or groups (because some are not formally registered as companies) providing
stressers are effectively a new form of online organized crime grouping. One
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solution to reduce DDoS cyber-attacks, therefore, would be to close down
the stresser website providers, however, the effectiveness of such an action is
not as straightforward as often assumed. When Webstresser.org, the biggest
Stresser provider, was shut down by authorities in April 2018 (Kunert, 2018),
DDoS attacks reduced by 60 per cent (Cimpanu, 2018). This large reduction
was, however, only temporary, because the void created by the takedown
was quickly filled by new entrants in the market. Moreover, at the same time,
the purpose of some of these attacks must also be considered to differentiate
between those seeking to employ DDoS attacks for legitimate purposes such
as stress testing, those using them for illegitimate purposes to extort money
from victims or damage a system, and those intending to use them to create
terror (in the form of fear, uncertainty and distress). In the least case scenario,
members and customers of online services such as stressers satisfy their intel-
lectual curiosity without ever consciously causing a broader effect. In the
worst-case scenario they give malicious individuals a justification for their
violence (and terror). This line of thought not only challenges the more sim-
plistic assumptions about DDoS attacks but also the view that the crime-
terror nexus is expanding and that the division between organized crime and
terrorism is becoming increasingly blurred. Technology, in brief, relentlessly
alters the features of crime and terror.

There were many similarities between the way the stresser was provided
and how the online retailers of legal products and services work. Their
service differentiation marketing strategy, for example, helped them expand
the market and acquire new users and user groups. As observed earlier, they
offered a trial period to quickly grab the market and get users acquainted
with the service, while also providing higher levels of service for those with
advanced skills and needs. This enabled this second group to look for a best
buy and attracted users who are usually extremely inelastic in their
behaviour, and from what we saw, tend to get more support from the ticket
service.’

The differential marketing strategy separated the business offenders and
sponsored hackers from the amateurs and wannabes, a fact that is represented
by the different amounts of revenue attracted. While the amateurs (wanna-
bees and script-kiddies) constituted half (51 per cent) of payments they only
reflected a tenth (10 per cent) of the total sums received. The business offend-
ers, on the other hand, constituted two-fifths (43 per cent) of payments, but
provided about half of the total profits. The sponsored hackers constituted a
much smaller percentage (6 per cent) of the market share, but two-fifths (41
per cent) of all profits, as shown in Table 4.2.

In the case of StressSquadZ, it was possible to see three distinct categories
of users/clients. First, there were the amateurs and wannabes who were
mainly users who bought the service out of curiosity to try it out, often after
becoming interested after discussions in other chat forums. Sometimes they
did not really know how to use the service properly, or wished to try it out
of curiosity, or to commit small or unique attacks and then stop. These, we
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argue, were not seriously minded offenders and probably either regarded their
use of the stresser as part of a hobby, or as a way of improving their comput-
ing skills (i.e. script-kiddies).

These ingénue (amateurs and wannabes) contrast with a second group who
acted like more serious offenders. These commercial offenders, for want of a
better description, knew exactly which kind of service they were after,
perhaps because of previous experience and/or their advanced skills. More-
over, they understood how a stresser works and were clearly shopping around
for the best value for money. Once they had tried a stresser out under the
trial scheme and were happy with it, a number upgraded their plan to the
VIP service. These are the groups of people that have the required skillset to
carry out organized and terror attacks.

A third category of stresser users was the sponsored hacker. Like a spon-
sored athlete with sports goods or well-known racing drivers advertising
powertul cars, they show to potential users what can be done with the
service. They not only demonstrate its potential but also give the illusion of
its power, effectiveness and efficiency. But, like the sports industry, the supply
of high end products and services is limited, the cost is high and to use a spe-
cific product implies that the user needs specific characteristics or features
which not everyone possesses. These are the individuals who also expose the
stresser sites to broader audiences and markets, but in time, also law enforce-
ment agencies.

To conclude, the findings of this research are not as dramatic as the tropes,
rhetoric and cultural hype surrounding organized crime would suggest. Sure,
StressSquadZ was a facilitator of DDoS attacks, which can have very serious
consequences for victims, but it was only one of a number of different types
of online crime groups. There was little evidence that StressSquadZ (or any
other booter service) was ever used to deliberately produce the sort of shock
terror that a kinetic explosion would. There was equally little evidence of
them producing the fear backlash that ultimately shapes the political process.
It could be said that this was a low level stresser and could not host such a
large attack, but this is simply not the case because this stresser could launch
as large an attack as the offender’s resources would permit. This analysis indi-
cates that organized cyber-criminals, like many other offending groups online,
are adaptive and seek to balance the maximization of profits (proceeds of
crime) with the minimization of operating risks (arrest and prosecution).
There was no evidence of intent to develop the operations further, or of any
involvement with any other organized crime or terror group with a view to
expanding criminal activity.

Notes

1 This chapter is based upon research conducted for the TAKEDOWN Project
(Horizon 2020, Grant 700688) and the ESRC Transnational Organised Crime
(TNOC) research program. It also draws upon the work of the EPSRC CRITiCal
project (EP/M020576/1). The opinions, findings and conclusions expressed in this
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chapter, however, are those of the authors’ and do not necessarily reflect those of
the funding body. This chapter is developed from a paper originally delivered as
Musotto and Wall (2018).

2 The internet in Africa and Middle East has not the same internet speed than the
internet in Europe, Russia or the USA. Attacks launched from areas with poorer
connections result in more limited and less effective disruptions. This lack of speed
also raises doubts about the abilities and strategies of attackers, the DDoS malware
in this case could have been a ‘rebranding’ or reuse of an existing tool.

3 Ticket service is an issue tracking system, where a service desk organizes all the
problems that arise with products into a specific workflow to get a solution in the
most efficient way.
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5 The role of information and
communication technology
(ICT) in modern criminal
organizations

Andrea Tundis and Max Miihlhéduser

Introduction

Criminal groups operate illegally through corruption, exploitation, violence
and commerce with the aim of obtaining power, influence, and monetary
gains. These groups do not always follow a specific structured organization,
they can vary from hierarchies to clans, networks, and cells. Crimes usually
include drug trafticking, migrant smuggling, human tratticking, money laun-
dering, firearms trafficking, illegal gambling, extortion, counterfeit goods,
wildlife and cultural property smuggling (UNUDC, 2017). The large quantity
of money involved in all such illegal activities, which poses a growing threat
to national and international security, damages legitimate economies, with
severe implications for public safety, public health, democratic institutions
and economic stability.

Thanks to the continuous evolution of cyber technologies and the growing
use of the internet, powerful communication means are developed that make
the sharing of information, knowledge and experiences easier. This causes an
increasing number of people to move their activities towards cyberspace
(Brunst, 2010). However, with the obvious advantages, many failings are
emerging.

In the last decades, due to the exploitation of the internet, the develop-
ment of new computer-based technologies has led to an increased oppor-
tunity to conduct criminal activity as well as to spread threats and glorify
violence. Internet-based organized crime and cyber terrorism are becoming
increasingly relevant and are already gaining more significance when com-
pared to their conventional criminal counterparts (OCC, 2005).

Information technology represents a powerful and effective tool for
criminals, for supporting the creation of new criminal scenarios, simplifying
the execution of specific illegal activities, and reducing the risk of detection
(Tundis et al., 2018). Criminals are becoming, as a consequence, more
‘advanced, smart and difficult to be identified” due to the incorporation of
cyber techniques into their illicit activities, both for the commission of
specific crimes and for their facilitation (Dowson and Omar, 2015). As
modern and successtul companies move their businesses to the Web to gain
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advantages in new markets, criminal groups follow suit. Unquestionably, the
internet is a useful instrument to support illegal actions because of available
mechanisms of anonymity and lack of censorship. Moreover, with a very low
level of risk, it provides useful communication channels, it allows criminals to
accomplish their goals and encourages malicious actors to exploit the same
resources with considerable benefit.

In the following pages the role of information technology is highlighted.
To begin with, a description is provided of emerging cyber-criminal scenarios
and the evolution of existing ones. Then, current IT-based approaches, which
are available to prevent or mitigate cybercrimes for each scenario, are pre-

sented (Steven, 2016; Spalek, 2014; Jalil, 2003).

Defacement of governments and public institutions

Public and government institutions, as well as agencies, represent an attractive
target for criminals due to the huge amount of public data and information
they hold and which can be exploited to achieve illegal objectives. Cyber-
criminals hack such systems to access big amounts of data containing confi-
dential and personal information of citizens for political and economic
reasons. From a technical point of view, the most common problem is related
to the software. The operating systems in these institutions are often out-
dated, as are the security solutions they rely upon. Moreover, the employees
are unaware of new technologies and of new emerging security threats. This
combination makes them easy targets for criminal groups (Zaharia, 2017).

The defacement of governmental platforms is a typical case, where the
major goal is to take down the entire system or the network by making it
unable to operate normally: this causes damage to the organization both eco-
nomically and financially. The UK National Health Service became a victim
of such a crime when the WannaCry Ransom attack was initiated through a
simple e-mail that infected the whole network, resulting in devastating con-
sequences (Chen and Bridges, 2017; Hoeksma, 2017). The cyber-criminals
demanded money to repair the infected systems, which compromised 2,000
computers, making them unusable for more than one week, and causing huge
loss and service disruption.

A similar case relating to government and public institutions, involving
Ransomware, is described by Nadir and Bakhshi (2018). The attack restricted
users from accessing their own computer systems or personal data files, either
by locking the system or by encrypting some of the files stored. In this case,
the criminals asked for a ransom (money or digital currency) in order to
decrypt the files and restore access to the system (Pathak and Nanded, 2016).
Ransomware attacks can be carried out through e-mail spams, phishing, redi-
recting the websites to malicious sites and software downloaders (Zahra and
Shah, 2017; Sgandurra et al., 2016; Cabaj, Gregorczyk and Mazurczyk, 2018).
Ransomware can be classified as crypto-ransomware and locker-ransomware.
In the former case, the user’s data are encrypted and blocked until a ransom is
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paid for the decryption. In the latter case, the entire system is locked and the
user is unable to access it even if the files are untouched.

Denial of Service (DoS) is a common method of attack to disable or
disrupt online operations by flooding the targeted servers with huge number
of packets (requests), which ultimately lead to the servers being unable to
handle normal service requests from legitimate users. Public and institutional
IT platform are nowadays the main target of this type of attack operated by
cyber-criminals. The impact of such attacks can be disastrous from both an
economic and social perspective as it can cause organizations to suffer from
massive losses. An extension of DoS is Distributed-DoS (DDoS), which is
typically executed by a so-called botnet (Bock et al., 2018). Malware infec-
tions can install silent software on a victim’s machine which places it under
the control of a remote attacker. There exists a big business in creating
botnets for criminal enterprises who can use them to launch DDoS (Cisco
Systems, 2004).

Prevention approaches

The most common practices against Ransomware threats are Encryption,
System recovery, Firewalls, Reputation and Trust-based mechanisms, (NMR, 2017;
Pope, 2016). In particular, encryption allows encoding messages or information
in such a way that only authorized parties can access it. System Recovery is a
mechanism that can be adopted to avoid data being lost in case of blackout of
the system or corruption, whereas the use of firewalls and anti-virus programs
represent the basis of prevention mechanisms. Moreover, reputation system and
trust-based frameworks constitute advanced prevention methods to provide a
scalable and a generalized approach for countering different types of misbe-
haviours resulting from malicious attacks and threats.

Among the existing technical solutions to neutralize DDoS, there are
Blackholing, Intrusion Detection System (IDS), Routers, Firewalls (Molaviarman,
2017). In particular, Blackholing describes the process of a service provider
blocking all traftic destined for a targeted enterprise as far upstream as possible
by sending the diverted traftic to a ‘black hole’, where it is discarded in an
effort to save the provider’s network and its other customers. Possibilities are
also oftered by Routers, centred on Access Control Lists (ACLs). The routers
can protect against some DDoS attacks, such as ping attacks, by filtering non-
essential and unneeded protocols. Firewalls play an important role in any
organization’s security solution, and although they are not purpose-built
DDoS prevention devices, they can be used as complementary prevention
mechanisms. Similarly, Intrusion Detection Systems are able to offer anomaly-
based capabilities to detect external attacks, although they require extensive
manual tuning by experts (Sen, 2016).

Other security mechanisms against defacement are based on systems moni-
toring, that can be associated to IDS to prevent illegitimate users from access-
ing specific sites (Verma and Sayyad, 2015; Viswanathan and Mishra, 2016).
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Auction and trade fraud

Online auction fraud is one of the most commonly reported internet frauds
(Mundra, Rakesh, and Ghrera, 2013). It has the highest incidence among
reported cyber-criminality. Here, the seller attempts to scam the buyer by
providing fraudulent misrepresentation of a product. The auctions are
manipulated or the product is not delivered after it has been paid for. It may
also happen that the buyer tries to scam the seller.

In the first case, the following may take place. There may be dummy bidders:
one option for the seller is to outbid the buyer by using dummy bidders that
can be achieved with multiple manually managed fake accounts or with bots.
There can be withholding of goods after their payment. Due to the high possib-
ility of getting their account blocked after the scam, the sellers have to fre-
quently change their fake accounts. Misrepresentation can be used to simply
boost or overrate the price of a given product, while comments and rating sec-
tions can be manipulated as well as the information about the products.

In the second case, where the buyer wants to scam the seller, the following
can take place. Low bid — high bid — not pay, when the buyer can manipulate
auctions. A low bid, followed by a very high bid with another account can be
placed. After the auction is finished, the account with the high bid refuses to
pay and so the seller is forced to repeat the auction or give the product to the
second highest bid, which is the same buyer (Government of Canada, 2017).
Not pay goods is where the buyer does not pay for delivered goods or claims
that the item has not been received (Rampen, 2017). Switch and return, is a
method whereby the buyer has a broken or malfunctioning product without
warranty. As a consequence, a new version of that device is ordered, the
broken and the new one are then exchanged and the broken version is sent
back, claiming that the product was already broken and that it should be
replaced or refunded (Rampen, 2017). Feedback extortion is where the buyer
receives the products regularly, but refuses to pay the money for the delivered
goods, wants the money back or tries to get a discount by blackmailing the
seller with negative feedback on the product.

DPrevention approaches

Possible counter-measures to prevent or mitigate auction and trade fraud can
be achieved through trading platforms, by activating:

* user verification, which ensures a higher level of security although requir-
ing a degree of effort and registration delay for the users;

o captcha queries, that uses a “challenge-response” test to determine whether
or not the user is human.

In cases of withholding of goods as well as of misrepresentation, the buyer has a
variety of options to avoid this scam, such as the use of payment systems like
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credit cards or other systems that allow the dispute of charges. Another way is
the use of trustees, who receive and keep the payment until buyer and seller
confirm the successful exchange of the goods. After the confirmation, the
trustee forwards the payment to the seller. The trustee can be represented by
the trading platform or a third party. Another opportunity for trustees with
human involvement are so-called smart contracts. This technology, which is
part of cryptocurrencies like Bitcoins and Ethereum, supports the execution
of code that is verified by the P2P network. This code can manage crypto
wallets and the cash stored on them, which can be used to send money to the
seller when both parties have confirmed the trade, like a normal trustee
(Juels, Kosba, and Shi, 2016). Another approach, to reduce the risk of being
scammed by the seller, consists of buying from sellers in their own country or
from countries that have common trade laws or some partnership in law
enforcement. Through this, the chance of a successful prosecution of the
seller increases. User verification is another option especially for sellers, but the
buyer can also rely on ratings provided for the seller and the feedback from
other users on the respective product, even if this information can also be
manipulated by dummy bots or faked comments under the control of the
seller.

In the case of sellers being scammed, the risk can be prevented by wuser veri-
Sfication as well as trustee system. Furthermore, in the case of not pay goods the
buyer can be prevented by warranty (Internet Auction Fraud, 2017), whereas
in the case of switch and return, a good countermeasure consists of storing the
serial numbers by the buyer.

Advance-fee fraud

Advance-fee fraud is one of the most common trust-based tricks. In this scen-
ario, the scammer promises the victim a large amount of money, which will
supposedly be received after the payment of a small fee. If the victim consents
to the payment, the scammer continues to bring up more justifications for
further requests of money, until the victim refuses to pay.

Specific cases include The Nigerian Letter, one of the most lucrative forms
of online scams. The victim is persuaded to pay a fee in advance in order to
obtain a large amount of money. Between 1-5 per cent of recipients actually
reply with varying degrees of involvement (Cukier, Nesselroth and Cody,
2007). In the dating and romance Scam online social networks and especially
online dating websites are used to develop personal, romantic or sexual rela-
tionships with like-minded people. Fraudsters try to earn the trust of their
victims by attracting them with romantic and emotional promises. Scammers
often use images of models and even artificial intelligence software programs,
called Lovebots, are employed in dating and romance scams (Rege, 2013;
CyberLover, 2010; FlirtBot, 2010). They operate in chatrooms and dating
sites by driving victims into sharing personal data or visiting malicious web-
sites like webcam sites. Lottery Scam is an application of advance-fee fraud and
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affects a large number of e-mail users (Kerremans ef al., 2005). This fraud
begins with an unsolicited e-mail or phone call claiming that the recipients
are the lucky winner of a lottery. When they respond to the fraud message,
the scammers ask them for bank account information, for transter charges or
processing fees. After the money is delivered, the scammer either disappears
or asks for further funds.

Prevention approaches

In such cases, prevention mechanisms include blocking IP addresses related to
specific countries as well as disabling the access to multiple popular platforms.
Common strategies and specific mechanisms against advance-fee fraud are:

e Scambaiting: this is the process of luring internet scammers into a trap and
involves wasting their time, exploiting their resources and raising aware-
ness about online fraud. Baiters try to convince the scammers that they
are the perfect innocent victims and appear as a particularly profitable
target. They often use a fake identity for this purpose. The scam-baiters
organize themselves on various Internet platforms (Thescambaiter, 2017,
419eater, 2017; Scamorama, 2017), where they exchange information
about current scams and share their stories within the community
(Zingerle and Kronman, 2013).

e E-Mail Detection: this approach aims at identifying spam and phishing in
unsolicited e-mails. Common e-mail detection tools are ClamAV
(ClamAV, 2017), an anti-virus tool that detects malicious software
embedded within e-mails, and SpamAssassin (SpamAssassin, 2017), which
uses a set of rules and a Bayesian classifier to determine if a message is
spam or not. Predominant e-mail authentication approaches are SPF,
Sender-ID and DomainKeys (Amin, 2010).

o Contextual approaches are very eftective for identifying spam. They check
the e-mail content against a set of rules or heuristics and assign a probabi-
listic score to the presence of certain keywords or phrases. Machine
learning and hash-based techniques are often applied to obtain a higher
accuracy in classifying an e-mail as legitimate or illegitimate.

*  Reputation-based approaches maintain lists of previously classified senders,
categorizing them into ‘good’ and ‘bad’, or calculating a level of trust
through relationship linkages.

*  Resource-consumption-based approaches aim to discourage scammers by
wasting their time and resources and by increasing their costs related to
network bandwidth or latency. HashCash is, for example, a system that
requires the senders to solve a cryptographic puzzle before sending an
e-mail to a particular recipient.
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Identity theft

This consists of illegally using another person’s name and personal informa-
tion in order to obtain money or loans (see Chapter 11). The most common
cases of identity fraud are performed through phishing, which aims to appro-
priate information and sensitive data, such as passwords or credit cards details,
from the online users (Raffetseder, Kirda and Kruegel, 2007; James, Sandhya
and Thomas, 2013). This crime can take place by using mass-generated spam
e-mails, containing links to a replication of the trustworthy website, such as
online banking. Other techniques for domain masking are misspellings
and similar looking characters (e.g. using the number ‘1’ for the lowercase
letter ‘L’). Furthermore, instant messaging and social networks are often
means for malware (SANS Institute, 2007). Pharming derives from the words
‘farming’ and ‘phishing’. In this case a cyberattack is used to redirect internet
users from legitimate websites to another (malicious) website where login data
is demanded from the victim. It is used by malicious actors to elicit informa-
tion for identity theft. Call ID Spoofing involves phishers causing the tele-
phone network to advertise a trustworthy originator of a call when the true
originator is themselves. The Caller ID display visualizes a phone number
different from that of the telephone from which the call was placed. Phishers
use Voice over Internet Protocol (VoIP) numbers, available through retailers
such as Skype, to setup a war dialler which is software that sequentially dials
phone numbers. When a person answers, they are informed about some kind
of fraudulent activities on their credit card or bank account and they are
invited to call a phone number to confirm personal data.

Prevention approaches

Typical preventive measures against identity theft are:

o Phishing detection tools: they inform the user about possible threats and
examine background information, for example by looking up malicious
links in a database. TORPEDO (TORPEDO, 2017), a just-in-time and
just-in-place tooltip for Thunderbird, Firefox and Google Chrome, dis-
plays the URL that is behind a link the user is about to click on and
highlights the unique domain in the tooltip.

*  Digital certificates: security begins with establishing trust between a user
and a web site. Digital certificates are a way to establish this trust in the
form of an encrypted digital key system. A public and private key struc-
ture 1s established whereby a company has a private key, obtained from a
Certificate Authority, and a user who wishes to make secure transactions
obtains the corresponding public key from the company.

e Firewalls: there are many e-mail firewall products that implement rules to
block spam and phishing scams, which are updated as new phishing
schemes are found. Not only do they block the spam, but they also verify
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the IP numbers and web addresses of the e-mail source and compare
them to known phishing sites.

e Anti-virus: phishing is typically not spread through computer viruses, but
if a device is infected with a worm, this could give the scammer access to
personal data of the user. Security best practices suggest that all users
should implement an anti-virus product regardless of whether they are
concerned or not about phishing or online fraud.

e Secure e-mail protocols: there is a push within the industry to modify the
existing e-mail transport protocols and include built-in security at this
lower level. Validating the identity of the originating sender of a message
would go a long way in preventing phishing attacks. Built-in encryption
may eliminate the need for using separate encryption methods, allowing
transparent authentication for the user.

e Browser enhancements: recent versions of Microsoft Internet Explorer,
Morzilla Firefox, Google Chrome and Opera ofter new security features
aimed at controlling phishing attacks and other online fraud. The brows-
ers maintain databases of known phishing sites, where they can look up a
site and let the user know of the danger.

Darknet

Darknets are private virtual networks in which users connect only with
people they trust. In its most general meaning, a darknet can be any kind of
closed and private group of communicating people, but the name is often
used for file sharing networks (Vinay, 2017). They can be used for good
reasons, such as: (i) to protect the privacy of citizens, which is subject to mass
surveillance, (ii) protect dissidents from political reprisals, (iii) spread news of
a confidential nature. Nevertheless, they can also be exploited for criminal
purposes such as terrorism operations, hacking, fraud, sale of illegal products
on crypto-markets, and sharing both legal and illegal files. Internet forums,
chat rooms, and other online communication platforms remain a key
environment for cyber-criminals, especially for terrorists. These places are
enablers for the establishment of virtual criminal communities and groups.

Deep Web refers to net sites which are widely used for underground com-
munication. ‘The Onion Router’ (Tor) is a free tool specifically conceived to
ensure the users’ privacy: it is a form of network surveillance that obscures
the traftic analysis (Matusitz, 2008). The network traffic in Tor is guided
through a number of volunteer-operated servers (called ‘nodes’), which
encrypt the information. It does not register where the traftic comes from nor
where it is heading, thus impeding any tracking. Tor is an ideal resource for
group discussions among terrorists and other anonymous communication.

Dark market is used by people who advertise and sell illicit products: drugs,
pornography, weapons and unauthorized software services.

Dark forums have the sole purpose of enabling communication. They
provide the opportunity for the emergence of a community of like-minded
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individuals, regardless of their geophysical location. The structure and the
organization of dark forums might be very similar to the familiar web forums,
but the topics and concerns of the users may vary enormously.

DPrevention approaches

Network monitoring has been extensively used for security, forensics and
anomaly detection with the main objective of identifying malicious activities
based on traffic patterns and to trigger alerts. System monitoring of darknet
represents a common method to analyse malicious activities on networks
including the internet, which can offer insight on individual cyber-criminal
profiles, their connections, behaviours, capabilities, as well as intentions.
Through monitoring darknet it is possible to understand (i) the current status
of ongoing activities, (i) the trend in terms of ‘products on the market’, (iii)
how long a product stays on the market, as well as to investigate the origin of
products, how such product will be used and so on.

Three main ways to enable monitoring are based on: Crawlers and Parsers,
Machine Learning and Virtual HUMINTs (Meegahapola et al., 2017; Nunes et
al., 2016; Dragos, 2012).

Crawler and Parsers are programs designed to traverse the website and
retrieve HTML documents. Topic based crawlers have been used for specific
purposes, where only webpages of interest are retrieved, as well as to collect
forum discussions from darknet.

Machine Learning: this is a combination of semi-supervised methods, which
work with limited labelled data by leveraging information from unlabelled
data, along with supervised methods, that include classification techniques
such as Naive Bayes (NB), Random Forest (RF), Support Vector Machine
(SVM) and Logistic Regression (LOG-REG).

Virtual HUMIN'T aims at collecting tactical/operational intelligence from
the information generated by members of the virtual communities. It consists
of an intelligent virtual identity (avatar) to gain trust from, and create long-
term relationships with, the members of the participated/monitored com-
munities, as well as recruit, handle, manipulate and deceit them with the
purpose of collecting information. They can interact and develop relation-
ships with criminals and sources from the comfort of their own office or
home (Koren, 2015; Magee, 2010; Dhami, 2011). Main elements of virtual
HUMINT collection by private companies are of a similar nature: they
include the fake ID (the creation of many fake digital personas on many plat-
forms to engage hackers), the joining of a ‘gang’ (the attempt to gain access to
closed forums, chat rooms and cybercrime marketplaces), the bait and switch,
as well as flirting and flattering (Sullivan, 2012).
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Propaganda

Propaganda is, quite often, based on misleading information, which is used to
promote a political cause or point of view (Gold, 2011). Terrorists benefit
from propaganda and use different tactics to reach people at a local as well as
at the global level. Furthermore, social media platforms enable terrorists to
communicate and disseminate information among a wider population. The
Internet is an inexpensive and ‘anonymous’ medium for the distribution of
religious, political or ideological messages that can influence and shape the
minds of new audiences around the world. User-generated content, such as
extremely violent videos and images, can be easily uploaded, are not so difti-
cult to produce and have easy accessibility, with little or no regulations, cen-
sorship, or other forms of government control.

Propaganda may manifest itself through the attraction of like-minded persons,
when the main targets are young males, who are susceptible to manipulation
and radicalization by extremist preachers, especially on social media platforms.
Social networks play an important role in influencing the behaviour of indi-
viduals and their willingness to take part in collective actions because of their
socializing, recruitment and decision shaping functions (Passy, 2001). The
benefits conveyed by the spiritual leaders for involvement in terrorism are,
among other things, a sense of belonging to a strong collective identity, status
and power. They promote common knowledge of terrorist ideologies and
violence and generate support for their cause within the Muslim com-
munities, for example by exaggerating the external threats from other groups
(Chatfield, Reddick and Brajawidagda, 2015).

Terrorists can aim at deferrence, when propaganda serves to spread disinfor-
mation about governments involved in counter-terrorism, disseminating
horrific images through social media platforms. In this case, the main goal is
to intimidate Western public opinion and to support the moral legitimacy of
terrorist violence (e.g. by reframing suicide attacks as martyrdom
operations).

Terrorists are able to deliver threats, such as cyber-fear, which is generated
when terrorists threaten a computer attack by pretending to be able to, for
example, bring down airliners, disable air traffic control systems, or disrupt
national economies by wrecking the computerized systems that regulate stock
markets.

DPrevention approaches

Many social media websites have policies against content in support of ter-
rorism or violence, but influencers can just open new accounts in case of
deletion of their profiles. Prevention of propaganda is typically based on the
monitoring, classification and analysis of terrorist communication over online media
in order to prevent and investigate crimes. Such prevention approaches can
be implemented in the following ways.
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Monitoring extremist behaviour on social media: it is possible to analyse the
social networks of suspicious persons by identifying explicit links between
them and terrorist groups (Tundis ef al., 2018; Tundis and Miihlhiuser,
2017).

Keyword- and feature-based analysis of communication: data mining offers the
possibility to evaluate Twitter, dark web forums and other communica-
tion mediums through the use of certain keywords and to analyse ter-
rorist communication and writing style (Mahmood, 2012; Abbasi and
Chen, 2005). Greetings, signatures, quotes, links and forum messages are
used to extract linguistic features and evaluating stylistic details for pat-
terns which are linked to extremist content.

Honeypots: intelligence agents can infiltrate extremist chat rooms or
forums by posing as radicals and pretending to have the same violent
desires and interests shared by terrorist groups, with the aim of tempting
terrorists to reveal themselves.

Shut down terrorist websites: a strategy announced by the US government
in 2007 which called for the creation of a blacklist of violent and
terrorist-related web sites. This blacklist is meant to be circulated within
the public sector, so that computers in schools, libraries and universities
are prevented from accessing blacklisted sites. The Counter Terrorism
Internet Referral Unit (CTIRU) is in charge of website blocking which
was established in 2010 to assess internet content and coordinate removal
of inappropriate content.

Terrorist communication

Covert channels are defined as communication resources used to illicitly
transfer information in a manner that the security policy of the system breaks
(Ezekiel et al., 2005). They operate on top of existing communication
resources and embed malicious messages by using different methods. The
most common types of covert channels are: storage covert channels and timing
covert channels.

Timing Covert Channel uses a clock or other time measurement to signal
the value sent over the channel. The sender manipulates the usage of
communication resources conforming to message bits such that the
receiver can rectify the message from the communication stream, which
can include changing the rate of packet transmission or varying the
message sizes according to the message to be transmitted (Cabuk ef al.,
2004).

Storage Covert Channel is more commonly used than timing covert chan-
nels as it is easier to implement. The sender embeds messages of bits in
the object values which are read by the receiver. This works by mutual
exchange of storage between processes. Resources like physical memory,
shared hardware resources, I/O schedulers and queues for shared devices
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can be used as storage channels. For example, by taking a look at a print-
ing queue: the higher security process exchanges messages with the lower
security processes by sending a 1 or a 0 to the printer queue and the
lower security process (the receiver) polls the queue to determine if it
is full.

Prevention approaches

Performing a detailed analysis of the system can frequently uncover abnormal
behaviour, for example, monitoring running processes, sent messages and
newly installed files that are unauthorized. In particular, low security pro-
cesses have to be monitored to prevent them from accessing higher security
resources.

Typical prevention mechanisms include the following:

e Mandatory Access Controls: only qualified actors who provide the necessary
security attributes can access files and programmes (Zander, Armitage,
and Branch, 2007).

e Shared Resource Overflow restricts processes by limiting their quota to fill
resources queues. Therefore, processes which appear too ‘greedy’ are
detected by the system and are prevented to allocate even more resources.
If their quota is full, the requested resource is no longer shared between
processes.

e Bandwidth Reduction: noise is added to the channel in order to slow down
the communication, which makes its use harder.

Prevention mechanisms against timing covert channels are:

o Event-based mathematical models, which calculate the capacity of covert
channels and analyses features like noise, performance and reliability
(Shrestha et al., 2016).

e Fuzzy time, which randomizes the length of the operating system tick
interval and reduces the granularity of the system-wide time register, by
hampering their usability measured by increase of noise and reduced
throughput (Zander, Armitage and Branch, 2007).

o Time-deterministic replay, which can reproduce the execution of a program,
including its precise timing, and can be used to reconstruct what the
timing of the packets should have been (Chen et al., 2014). Each machine
is required to log its inputs, which is examined periodically. Then it is
replayed with time-deterministic replay on another machine, using a
known implementation of the examined machines software. The packet
timing during replay should match any observations during play (e.g.
from traffic traces) if no timing covert channel is present. Any significant
deviation would be a strong sign of such a channel.
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Critical infrastructures sabotage

Sabotage is the action that aims to weaken corporations, industries or infra-
structures through subversion, obstruction, disruption or destruction. The
accidents at Chernobyl (1986) and Fukushima (2011) showed the world the
devastating effects of a critical infrastructure like a nuclear power plant. A
successful cyberattack on a power plant is one of the worst-case scenarios
when it comes to cyber terrorism. These types of attacks are inherently harder
to intercept by over-stretched security forces. Below we present some cases
and potential preventive counter-measures.

o Computer-based technologies: the case of the attack on a uranium enrich-
ment facility in Iran by the Stuxnet worm is the most famous case and the
most successful attack on a nuclear facility until now. Here, four different
zero-day exploits were used by the programmers to distribute the
malware, enter the computer systems of the facility and destroy the
enrichment centrifuges (Lindsay, 2013). Some examples (CANPDT,
2017; APS, 2017) include Monju NPP (in 2014), where a worker in the
control room infected his computer with a video playback application
update. The Hydro and Nuclear Power plant in South Korea was
attacked in 2014, most likely by North Korea, targeting the workers of
the facility who received infected phishing e-mails. In 2003, a slammer
worm crashed the Ohio Nuclear Plant Network, infecting the computer
network of the power plant and disabling its safety monitoring system.

*  Cyber-physical-based technologies: these are advanced technologies which
are used to physically perform activities that in the past required the pres-
ence of humans. Drones are typical examples, which reach locations that
might be dangerous and to perform both passive activities (such as the
monitoring) and active actions (for example by launching attacks), with a
quasi-absent risk to be caught or identified.

Prevention approaches

Usually, the main weak spot of the NPPs and enrichment facilities are the
workers. In most cases the critical systems are not directly connected to the
internet, so humans and their equipment have to be used to infiltrate the high
security systems. One way to reduce this risk is to draw the attention of the
workers to security measures and scan all their equipment containing chips
and storage when they enter a high security environment. The parts of the
facility that are connected to the internet are much harder to defend because
there can always be zero-day exploits that attack unknown weak points in
software and hardware. A solution for that could be that power plant com-
panies, countries or other friendly organizations buy the zero-day exploits
from black markets or give hackers the legal opportunity to sell the dis-
covered weak points to them. By this the black market prices will grow and
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the number of security loopholes available to criminals and terrorists will
decline. Prices range from a few thousand to a few hundred thousand for
general application zero-day exploits and up to a million for SCADA system
exploits (BS-SCADA, 2017), but this is a lot of money compared to the
income of power producing companies or whole countries.

The main prevention approaches should be based on workers’ risk aware-
ness and security measures adopted by internet-connected systems, up-to-date
anti-virus software and a strict division among critical and uncritical systems.

Closing remarks

This chapter provided an overview of the role of ICT in modern criminal
organizations by discussing specific cybercrime scenarios. Specifically, eight
scenarios were presented: defacement of governments and public institutions,
auction and trade fraud, advance-fee fraud, identity theft, darknet, propa-
ganda, terrorist communication and critical infrastructures sabotage. For each
scenario, some widely adopted prevention approaches and security mecha-
nisms have been described.

In most cases, the counter-measures against cyber-attacks and fraud are too
complicated and expensive or need a significant implementation eftort. Fur-
thermore, there is often little awareness of the possible threats and, in many
cases, security is not seen as a top priority by companies. Issues around
freedom of speech and privacy have to be considered when attempts are made
to prevent criminals from using the internet or to monitor their actions. The
lack of protection against zero-day exploits is still a big problem because they
are by definition new and unknown. As cyberspace, its system and related
applications become more and more complex, the number of new weak
points is increasing and, as a consequence, it is even more complicated to
predict, control and manage them.

Furthermore, it is important to highlight that such emerging scenarios are
not only enabled by technical factors, such as dematerialization of illegal
activities, increased international collaborations and online anonymity (Tundis
et al., 2018), but they are also the result of the low level of cooperation
among police forces and other law enforcement agencies, the adoption of
weak and obsolete communication mechanisms, inconsistency among
national and international laws and regulations, as well as absence or low-level
involvement of the citizens.
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6 The rise of low-tech terrorist
attacks in Europe

Andrew Monaghan

Introduction

This chapter analyses major terrorist attacks in Europe since 2004. During
that time there have been numerous acts of political violence against Europe’s
civilian, military/security and police forces, but this work focuses mostly on
those major incidents where more than ten civilians died due to the actions
of the individuals or groups.

Terrorism 1s a contested concept and even the United Nations has not
yet been able to decide upon any legally binding and final series of words
which have the force of law. Indeed, the Routledge Handbook of Terrorism
Research has an impressive 261 alternative definitions of terrorism, an entire
book devoted to untangling this Gordian Knot (Schmid, 2012). However, a
workable solution can be attained by alighting upon ‘terrorism as a tactic’,
whereby:

Terrorism as a tactic is employed in three main contexts: (i) illegal state
repression, (i) propagandistic agitation by non-state actors in times of
peace or outside zones of conflict and (iii) as an illicit tactic of irregular
warfare employed by state- and non-state actors.

(Ibid.: 159)

This more tactical assessment of terrorism will be used as the benchmark
throughout the remainder of the chapter.

Fifteen major terrorist incidents in Europe since 2004 will be detailed and
scrutinized in this work, to reveal how the modus operandi of the perpetrators
have dramatically changed in the last decade. There has been a shift away
from bombings and hijackings of aeroplanes, towards a more low-tech
approach, particularly mass-shootings, stabbings and vehicular assaults on
urban people.

The chapter analyses these trends through the eyes of Routine Activities
Theory, which believes that motivated criminals use the everyday pastimes of
city populations to choose soft targets for their assaults, as they are relatively
unprotected by police and security officers.
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Finally, options are discussed about how governments, intelligence staft
and the police can deal with this rapidly emerging, and increasingly deadly,
adoption of low-tech assault tactics.

Recent trends in European terrorism

In the European Union’s 28 countries (soon to be 27), the number of failed,
foiled or completed terror plots has fluctuated: in 2014 (226), 2015 (193),
2016 (142) and 2017 (205); as for arrests for suspected terrorism the numbers
are: 2014 (774), 2015 (1,077), 2016 (1,002) and 2017 (1,219) (Europol,
2018).

Since 2004 Europe has experienced 15 major terrorist incidents. Ten of
these instances of terrorism involved some form of radicalized Islamic extrem-
ists, four were claimed by one of the branches of Al-Qaeda and six by Islamic
State. Three involved local separatist movements and two were conducted by
right-wing/nationalist extremists. Five of the assaults were carried out by
lone-wolf operators, while the remaining ten involved a plot of two or more
antagonists, with the most complex involving numbers in the high-teens.

The first three major terror assaults since 2004 were all bombings: the
Madrid train bombings in March 2004 (Rose, Murphy and Abrahms, 2007),
where 192 were killed and over 2,000 injured; July 2005 in London, where
56 died from four bombs, including the four perpetrators and over 700 were
injured on three underground trains, and one bus (Drury, Cocking and
Reicher, 2009); and in 2011, 14 were killed by a bomb on the Minsk Metro
in Belarus, with over 200 injured (May, 2011). Before these three incidents,
from December 1988 to February 2001, all six previous major attacks in
Europe involved explosions.

Following the three consecutive bombings from 2004-2011, of the remain-
ing 12 major terrorist incidents in Europe, only four contained explosive
devices as part of the perpetrator’s modus operandi. One of these, the Norway
attacks by Anders Behring Breivik, which took place on 22 July 2011, began
with a car bomb outside government offices in Oslo, which resulted in eight
killed and ten hospitalized with serious injuries and then concluded with a mass
shooting at Utoya island, 30km northwards, where 69 were shot dead and a
further 56 hospitalized with severe injuries (Thoresen ef al., 2012). The remote
island was hosting a summer camp for the Norwegian Labour Youth move-
ment, and the perpetrator was a right-wing nationalist who is a representative
of the classic ‘lone-wolf’ terrorist-operative type. Lone-wolves are incredibly
difficult for the authorities to intercept before they begin their attack, as there
are no communications between cell members to monitor and act upon
(Nesser, 2012). It should be noted however that the term lone-wolf has
attracted criticism from a group of survivors of terrorism, who contend that it
glorifies and glamourizes the perpetrator. Survivors are running a social medial
campaign under the hashtag #WordsMatter (Davis, 2018), challenging the
media nomenclature used in reporting these issues.
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Bullets and bombs

In January 2015 two gunmen, the Kouachi brothers, attacked the HQ of the
French satirical magazine Charlie Hebdo (which had previously published
cartoons about Muslim preachers), while a further attacker shot a policeman
and then took hostages in a kosher supermarket. The incidents took place
over a five-day period, including a man-hunt for the terrorists and resulted in
20 dead, including the three perpetrators and 22 injured. Claiming allegiance
to Al-Qaeda, all three attackers were born and raised in France, the two
brothers of Algerian origin and the other of Mali ethnic origin (Chrisafis,
2015).

The next event was the Volnovakha bus attack in the Ukraine on 13
January 2015, when Russian separatists fired rockets at a bus which had
stopped at a checkpoint in the eastern province of Donetsk. Twelve bus pas-
sengers were killed, and 18 others injured during the attack (BBC News,
2017).

On 9 May 2015, a shootout occurred in the town of Kumanova, near the
Kosovo border, between Macedonian police officers and National Liberation
Army (NLA) suspects. During this police raid eight officers were killed and
ten militants; a further 37 police were injured (AFP, 2015).

A further ‘mixed’ modus operandi terror-attack took place in Paris on 13
November 2015, when three suicide bombers detonated bombs outside of
the Stade de France. Here, coordinated multiple attacks were launched by
terrorists claiming to be members of Islamic State in Iraq and Syria (ISIS).
The three suicide bombers detonated devices outside the stadium while
France were playing an international football match against Germany. This
resulted in four dead, including the three bombers (CNN, 2018). In the
shooting incidents, 39 were killed outside various cafes, bars and restaurants.
A suicide bomber blew himself up inside the restaurant Comptoir Voltaire,
injuring one patron; three gunmen burst into the Bataclan concert venue,
where Eagles of Death Metal were playing a gig. They used assault rifles to
shoot and kill 89 people there. During a subsequent assault by the police, one
gunman was shot dead and two blew themselves up using suicide-bomb vests.
A total of 130 people was killed during this plethora of incidents and around
400 injured, about a quarter of them seriously (ibid.). This series of terrorist
attacks on the same day represents the deadliest that France has experienced
in its history (Sputniknews, 2018).

On 22 March 2016 three coordinated bomb attacks in Belgium, two at
Brussels airport in Zaventem and one at Brussels Metro station, killed 32
people, along with the three perpetrators; around 200 civilians were wounded
in the attacks. ISIS claimed responsibility for these attacks stating that they
were revenge for Belgium’s participation in fighting against the Islamic State
‘government’ in Syria and Iraq (Dearden, 2017).
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“The ultimate mowing machine ...’

As part of its English language agitprop internet drive, al-Qaeda in the Arabic
Peninsula (AQAP), launched a webzine called ‘Inspire’ in 2010. This e-zine,
which has since led to prosecutions in the UK and US for its possession, was
started with the intention of being a self-help manual for aspiring jihadis in
Western countries, furnishing articles with instructions on how supporters can
adopt effective ‘terror tactics’ and build low-cost, low-tech devices for use
against those nations who were part of the US-led Coalition fighting the
various branches of Al-Qaeda, or ISIS (Black, 2013). The intention was to
provide an online and updated version of “The Anarchist Cookbook’, the
infamous work by William Powell (1971), still available in print and as a
Public Domain online download. The book was planned to be part of the
counter-culture resistance movement:

This book is for the people of the United States of America.... The
Anarchist Cookbook is not a revolutionary book, just as a gun cannot
shoot ... if the people of the United States do not protect themselves
against the fascists, capitalists and communists, they will not be around
much longer.

(Powell, 1971: 27)

Its four chapters were on drugs; electronics, sabotage and surveillance; natural,
non-lethal and lethal weapons, and finally explosives and booby traps.

AQAP is based in Yemen, where a bitter civil war has been fought for
years, and where Saudi Arabia has intervened militarily against the Houthis, a
powerful rebel-group backed by Iran, and Zaydis Shia in nature; based in the
north of the country (Salisbury, 2015). The predominantly Saudi Sunni
(Salafi) Wahabi government’s opposition to the Houthis, has been countered
by support from predominantly Shia Tehran. The situation in Yemen con-
tinues to deteriorate, with the country enduring a major famine in 2018 as
the main port, Hodeidah (held by the Houthi since 2014), has faced an air-
bombardment from the Saudis (Borger, 2018).

In Yemen, an anarchic failed state is caught between a Saudi-Iranian
proxy-war. It is the poorest country on the Arabic peninsula but also the
second most populous, and AQAP has been ceded fertile ground to grow and
prosper there (ibid.). The current leader of AQARP is its co-founder Qasim al-
Raymi (Counter Extremism Project, 2018).

The second internet edition of AQAP’s ‘Inspire’ e-zine featured an article
entitled, ‘The Ultimate Mowing Machine’, in which the writer recom-
mended the use of a pick-up truck to create a ‘mowing machine, not to mow
grass but mow down the enemies of Allah’ (CNN Wire Staft, 2010). The
target countries for these vehicular improvised Weapons of Mass Destruction
(WMD’s) included those which supported the:
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... Israeli occupation of Palestine, the American invasion of Afghanistan
and Iraq or countries that had a prominent role in the defamation of
Muhammad.

(Ibid.)

The article went on to recommend using a four-wheel drive pick-up truck in
order:

To achieve maximum carnage, you need to pick up as much speed as
you can while still retaining good control of your vehicle in order to
maximize your inertia and be able to strike as many people as possible in
your first run.

(Ibid.)

After laying out the approach for creating the maximum civilian casualties for
the vehicular terror-assault, Inspire then continues in another article to recom-
mend the use of guns in an attack:

For this choose the best location. A random hit at a crowded restaurant
in Washington, DC at lunch hour, for example, might end up knocking
out a few government employees.

(Ibid.)

Many of the Inspire articles clearly targeted individual ‘lone-wolf® operators.
The long-term strategy marks a shift from group-instigated complex plots,
towards trying to empower the individual operative to be able to contribute
to the cause in an effective and deadly manner. In the same edition of
Imagine another article explains how pressure-cooker bombs can be used to
devastating effect. These Improvised Explosive Devices (IEDs), encased in
kitchen utensils packed with nails, are then detonated by the bomber. The
first edition of Inspire had an article titled ‘Make a Bomb in the Kitchen of
your Mom’, and the second edition gave the following chilling instructions:

The pressurized cooker should be placed in crowded areas and left to
blow up. More than one of these could be planted to explode at the same
time. However, keep in mind that the range of the shrapnel in this
operation is short range so the pressurized cooker or pipe should be
placed close to the intended targets....

(Ibid.)

Fruit of the poison tree ...

Home-made pressure cooker shrapnel IED devices were used at the US
Boston Marathon bombings in 2013, resulting in three dead at the event and
260 injured (McPhee, 2018). Those responsible were the Tsarnaev brothers,
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Muslim immigrants from the former Soviet republic of Kyrgyzstan, arriving
in 2002 (biography.com, 2014). The deadliest case study of the deployment
of pressure cooker bombs was at the Ariana Grande concert bombing in 2017
at the Manchester Arena, which resulted in 23 dead (including the bomber)
and 800 received either physical or psychological injuries (MEN, 2018). The
bomber was UK citizen Salman Abedi 22, who was in Libya in 2014 with his
brother, and left as an evacuee, as that country became engulfed in the violent
civil war that followed the collapse of the Gaddafi regime in 2011 (The
Week, 2018).

On 14 July 2016, while the streets of the south-western city of Nice were
crowded with French citizens celebrating Bastille Day, a lone terrorist drove
a 19-tonne truck into them causing carnage. A grim total of 87 celebrants
were mown-down and killed (including the perpetrator), while a further 450
were injured. The plans fomented in the article in AQAP’s 2010 edition of
Inspire, ‘the ultimate mowing machine’ had come to pass, on a mass-murder
scale in Nice on France’s national day. The attacker was a 31-year-old Tuni-
sian man resident in France, and ISIS claimed responsibility for the incident,
saying it was a response to their call-to-arms for jihadis throughout the world
to fight against the US-led Coalition that was advancing against the Islamic
State ‘government’, with its putative capital in Mosul, captured in 2014, and
lost in July 2017 (Bergen, 2017; Burke, 2017).

Terror-cells throughout Europe and radicalized lone-wolf operators now
no longer needed to have read Inspire online. The publicity surrounding the
Nice attack, which reverberated worldwide on TV stations, radio networks,
newspapers and social media posts, revealed how a determined, organized and
single-minded operator, could acquire the means (trucks, small vans and even
cars), to execute a simple low-tech plan which would have lethal con-
sequences on unsuspecting civilian targets.

In contrast, the difficulties for those involved in bomb-making and deploy-
ment are many: acquiring the chemicals to manufacture home-made IEDs
and suicide-vest bombs; the danger of being snooped-on while downloading
instructions about how to build and detonate explosive devices; the problem
of finding a safe-house where the materials could be stored, prepared and
assembled; the inherent risks of the terrorists blowing themselves up as they
constructed and transported their devices, and finally the possibility of security
personnel intercepting the terrorist/s while delivering and transporting the
IED to the target. In comparison, the ease and simplicity of hiring (or hijack-
ing) a truck, car or van, and driving to the selected location before accelerat-
ing and driving at the civilian targets, such as those out enjoying the Bastille
Day celebrations in Nice, are stark.

There is an old aphorism that states that the definition of stupidity is to
keep repeating something that has failed. Terrorists who saw the success of
the Nice truck attack in July 2016 were quick to desist from older, less suc-
cesstul methods, and adopt the more simple and successtul approach by
turning vehicles into mobile WMDs. This had a much smaller chance of
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prevention and detection of the plot, or failure due to the IED blowing-up
the terrorist too early or failing to explode after being planted at the desired
location.

Routine activities theory

A paradigm shift in the way terrorist attacks were being implemented had
taken place. The movement by terrorist organizations to low-tech methods
of attack, e.g. knives in mass-stabbing incidents or the use of vehicular
WMDs, is a response to the range of increased security measures undertaken
by governmental authorities. For instance, against the purchase of chemical
precursors for bomb-making. A typical home-made IED will contain gaso-
line, propane and ammonium nitrate, the latter of which can be purchased
easily as chemical fertilizer at garden centres, although not all fertilizers are
made from ammonium nitrate (Rowan, 2010).

There is also the increasing surveillance of terrorist organizations’ attempts
to plan sophisticated bombing attacks by intelligence organizations like MI5
and Europol, and the increased communications monitoring of the internet
to detect terrorists downloading instructions for bomb-making; or watching
radicalizing videos posted by ISIS or Al-Qaeda.

Routine Activities Theory entails the re-interpretation and application of
ideas developed by Park and Burgess (2012) in their classic study of the social
ecology of crime in the city of Chicago. Their research findings are salient to
the understanding of recent terrorist attacks in Europe due to shifting levels of
‘public guardians’. Following the nine major consecutive bombing terror
attacks, from the Pan Am flight 103 bombing over the UK in December 1988,
to the Minsk Metro bombing in April 2011, it can be legitimately argued that
the plethora of counter-measures undertaken by state and international intelli-
gence and law enforcement authorities has increasingly choked-off the oppor-
tunities for terrorists to be able to plan, prepare, construct and successtully
orchestrate attacks involving explosive devices. The ‘public guardians’ had
become such a forceful and effective presence that the opportunities for a suc-
cessful attack involving IEDs were severely retarded. Improvements in airport
scanners, searches, detection and security devices all played their part. As did
the significant expansion of the budgets, personnel, and technological/digital
effectiveness of internet and mobile phone monitoring by organizations like
the new Department of Homeland Security (DHS) in the US and MI5, after
9/11 and the July 2005 London bombings. In the UK, MI5, the Government
Communication Headquarters (GCHQ) in Cheltenham and the Secret Intelli-
gence Service (SIS), have undergone a profound and effective enlargement.
Funding for all three comes from the Secret Intelligence Account (SIA), which
has been at the level of £2 billion a year from 2011, /1.8 billion in
2015-2016, with a projected rise to /2.3 billion per year by 2021-2022 (MI5,
2018). MI5 currently employs 4,000 staff and spent 63 per cent of its entire
budget in 2015-2016 on international counter-terrorism.
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In the US, the budget for homeland security rose even more proportion-
ately, from $19.5 billion in 2002, to $40,952,727 billion in 2016 (Homeland
Security, 2011).

A hostile environment for terrorists

In addition to the increased spending on law enforcement and security intel-
ligence undertaken by many Western powers since the 9/11 attacks and the
London bombings of July 2005, the ability of terrorists to strike at high profile
targets such as domestic and international aircraft flights has been severely
restricted. Airport security has been significantly enhanced and made
extremely difficult for terrorist groups to beat. Such security is comprised of
two main types, the standardized physical screening processes which all pas-
sengers must navigate before boarding a plane, and the elevated risk-screening
measures to which a certain type of passenger is subjected, say those from
certain countries or from specific ethnic origins or religions (Alards-Tomalin
et al., 2014). The former involves luggage X-rays and metal detecting sensors,
while the latter involves the much more intrusive and invasive pat-downs or
even strip searches by airport security staft.

There have been several foiled terrorist plots against domestic and inter-
national flights recently. They include: Richard Reid, ‘the Shoe-Bomber’
who made a failed attempt to bring down a transatlantic jet in 2001 with a
pair of IED’s (Nesser, 2012). Reid was prevented from lighting the fuses in
the Pentaerythritol Tetranitrate (PETN) hidden in his shoes by airline passen-
gers and crew; there was also the liquid-bomb plot in the UK in 2006, which
encompassed 18 attackers from an Al-Qaeda terror-cell, carrying liquid
explosives disguised as personal drinks onto seven transatlantic flights from the
UK to the US and Canada (Gardham, 2009). An estimated 5,000 passengers
and crew would have been killed, along with a similar number of people
underneath the falling wreckage. This threat has been neutralized by the
imposition of restrictions on the amount (100 ml maximum), type and nature
of carry-on liquids at airport security checks (Bunker, 2017).

A security alert in March 2017 resulted in a ban on carry-on laptops/
personal electronic devices in the passenger cabins of aircraft in both the US
and UK. This followed an explosion on the Somali owned Daallo Airlines
Flight 159 based in Dubai in February 2016, caused by a carry-on electronic
device such as a laptop, tablet-computer or portable games console (ibid.).
Such devices can still be checked into the cargo-holds or aircraft, due to the
difticulty of triggering them by remote-timer or radio/mobile signals.

These counter-measures involved the use of increasingly sophisticated
and effective airport security checks and intelligence techniques. The UK
government stated its intention to employ a multi-layered approach to
aircraft/airport security, that involved boosting the use and efficiency of
body-scanners and explosive trace detection equipment as hard security
measures; and the deployment of increased passenger profiling and ‘watchlists’
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to intercept high-risk passengers who might attempt a terrorist attack (House
of Commons Home Affairs Committee, 2010).

All these measures only relate to pre-departure screening of passengers.
Further anti-hijacking tactics of planes in-flight included the covert deploy-
ment of ‘sky marshals’ among passengers, and increased fortification of doors
to the cockpit to resist unauthorized entry (Meurant, 2013).

The ever more sophisticated and ubiquitous presence of airport security
measures and pre-flight intelligence has severely constricted the opportunities
for terrorists to succeed in plots against domestic and international airline
flights. But, when one door closes, another opens.

The opening door

AQAP’s Inspire web-magazine laid out how ‘softer’ targets could be hit by
radicalized jihadi’s in foreign countries. The lack of public guardians attrib-
uted by Park and Burgess (2012) in Chicago’s high-crime ‘zone of transition’
is readily applicable to this shift in recent European terrorists’ modus operandi.
The image of balloon filled with air is relevant. When the authorities tight-
ened their fist around one segment of the terrorist balloon, another expands
commensurately to accommodate the displaced air. Hence, the difficulty of
getting hold of guns in certain countries, the high-risk of failure of attacks
aimed at hijacking and bombing aeroplanes, and the dangers and difficulties
of planning, constructing and executing home-made IEDs/pressure cooker
bombs, all led terror-plotters to adapt their tactics. The instructions contained
within AQAP’s Inspire e-zine and the devastating ‘success’ of the Nice truck
attack in July 2016, proved a valuable roadmap for the new strategy for polit-
ical violence.

Significantly, the absence of ‘public guardians’ is one of the key determi-
nants of why the vehicular assault on large numbers of urban civilians works
so well. In the UK, all you need to hire a vehicle is a photo-ID driving
license, or paper license from before 31 March 2000. The hiring company
may ask for a code with the photo-ID licence, but only to check online if
there are any penalty points on the licence which do not show on the card
(GOV.UK, 2015). However, medium weight and heavier weight vehicles
can only be driven by those who possess the approved categories on their
licence (C, C1, CE and C1E). These categories have Maximum Authorised
Mass (MAM)' limits, which stretch from 750kg for the smallest, to 12,000kg
for the largest (GOV.UK, 2018).

A similar lax hiring situation was exploited by the perpetrator of the Nice
truck attack in July 2016. Mohamed Lahouaiej-Bouhlel had hired the 19
tonne refrigerated white cargo truck in Laurent-du-Var, just outside of Nice.
Three days later the truck was used in the attack, which killed 87 (including
the terrorist), in a 15-minute frenzy of smashing into pedestrians on the side-
walks (Reuters, 2016). Furthermore, terrorists can easily bypass such shallow
vehicle hire restrictions by simply hijacking the vehicle instead.


http://www.GOV.UK
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The minimal security checks involved in hiring a heavy-weight vehicle
provide those plotting to use them as vehicular WMDs with fertile opportun-
ities for acquiring the means to carry out an attack, alongside the almost total
lack of public guardians at the chosen site. All that is needed is a driving
license with the required category on it, and then the murder-device can be
accelerated into the selected targets. Although there may be a few police or
security guards mingling among the crowds at the target-site, they are inef-
fective in stopping any class of vehicle, from car, van, large van or truck, from
scything down dozens of pedestrians.

Cohen and Felson (1979) further developed the ideas of Park and Burgess
(2012), into the more complete Routine Activities Theory when they ana-
lysed rising crime levels in many US cities in the 1970s. In addition to the
lack of public guardians in certain spaces where people lived everyday aspects
of their urban lives, they also highlighted the contribution which two other
important factors could make: the presence, or lack thereof, of motivated
offenders and second, the presence of suitable targets.

... despite their great diversity, direct-contact predatory violations share
some important requirements which facilitate analysis of their structure.
Each successfully completed violation minimally requires an offender
with both criminal inclinations and the ability to carry out those inclina-
tions, a person or object providing a suitable target for the offender, and
absence of guardians capable of preventing violations.

(Cohen and Felson, 1979: 590)

The core of Routine Activities Theory is the existence of the right physical,
social and economic environment for predatory criminals to exploit, along-
side the right timing. When their three key elements are all present and over-
lapping: motivated oftenders, a lack of public guardians and plenty of easy
victims; this is what Cohen and Felson (1979) termed the convergence of
spatial (or city ecology) and temporal (in terms of timing) factors. When the
presence of motivated offenders, easy victims and the lack of public guardians
all overlap simultaneously in time and space in urban areas, then criminals and
terrorists are presented with a perfect ‘Goldilocks Zone’ in which to operate.
This is a term drawn from the Planetary Sciences, focused on the narrow
range of space in solar systems for habitable planets to be situated (Rampino
and Caldeira, 1994).

Motivated aspiring terrorists

The salience of Cohen and Felson’s (1979) urban Routine Activities Theory
model to the shifting modus operandi of European terrorist activities in the last
decade is, boldy stated, that extremist radicalization of fanatical individuals
into motivated terrorist offenders has been exacerbated by many recent
historical events. Here, Routine Activities Theory reveals some parallels with
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the Rational Choice criminological theory, as an aetiology for understanding
the drivers of terrorist behaviours (Crenshaw, 1981). The adoption of low-
tech terror tactics is analogous to the selection of a criminal methodology
which produces the greatest ‘cost benefit calculations’ for the participants, an
entirely rational personal equation about the relative chance to succeed or
fail. The presence of large numbers of easy victims in urban areas during holi-
days, festivals or sporting events, has provided terrorists with the greatest
opportunity for slaying civilians in an indiscriminate vehicular assault. This is
a kind of anti-Utilitarian approach (Mill, 2016), whereby the most death and
carnage is to be inflicted for the least risk and cost to the terror-plotter.

However, many recent historical events could be interpreted in a difterent
manner to the promulgation of this Routine Activities Theory/Rational
Choice Theory to the rise of low-tech tactics. Such occurrences can be per-
ceived to have alternatively promoted an intense visceral anger among radical
Islamic terrorists towards those Western states which have been blamed for
orchestrating various outcomes. These furious responses among individuals
and groups fall more within structural and psychological theories as drivers of
terrorist actions (ibid.). Foreign interventions in countries like Afghanistan,
Iraq and Syria etc., can be seen to have caused a far more emotional response
among those affected: hatred, anger, the desire for retribution, justice and
reparations, these are all instead seen as the sources of terrorist motivations.
Salient historical events include:

e The US-led Coalition/s invasions of both Afghanistan and Iraq; the
proxy-war fought between the US ally (Sunni) Saudi Arabia and (Shia)
Iran via their interventions in civil-war torn Yemen. Resentment against
Western ‘Crusaders’ killing Muslims has multiplied and fuelled hatred,
inspiring many to try to join local resistance groups, or launch terrorist
attacks to punish those countries involved (Warrick, 2015).

e The lack of any coherent and pragmatic plans for governing Afghanistan
and Iraq after the Taliban (under Mullah Omar), and Ba’athist regimes
(under Saddam Hussein), were ousted. Fanatics and radical Islamic group-
ings flourished in the anarchic regions of these post-regime change states
(ibid.).

e Tensions in the Middle East between the US’s regional ally Israel, and
theocratic Shia Mullah governed, Iran (Kaye, Nader and Roshan, 2011).

e Civil war in the Syria of incumbent dictator Bashar al-Assad, whose
Ba’athist regime resorted to the use of terror weapons against its own
population, using chemical weapons (chlorine gas) and barrel-bombs
(The Economist, 2013).

e The rapid rise of the ‘Caliphate’ declared by Islamic State in large sec-
tions of Iraq and Syria, exemplified by the capture in 2014 of its capital
city Mosul from Iraq, under the leadership of Abu Bakr al-Baghdadi, the
self~declared Caliph (Warrick, 2015). This led to a sudden influx of radi-

calized foreign jihadis into Islamic State controlled territories, to aid the
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fight for the Caliphate and its yearning vision of the restoration of a
mythical seventh-century utopia; harking back to a medieval theocratic
rule embodied by Sharia Law, based on the principals of Islamic jurispru-
dence. This has become known as the ‘Frozen Time’ hypothesis (Ruggi-
ero, 2017b), which inspired many Islamic radicals to become supporters,
jihadis or foreign terrorists. Hence:

. sharia guides all aspects of Muslim life, including daily routines,
familial and religious obligations, and financial dealings. It is derived
primarily from the Quran and the Sunna — the sayings, practices, and
teachings of the Prophet Mohammed. Precedents and analogy
applied by Muslim scholars are used to address new issues. The con-
sensus of the Muslim community also plays a role in defining this
theological manual.

(Johnson and Sergie, 2014)

The exodus of many of those who survived the fall of Islamic State’s
Caliphate after the loss of Mosul in July 2017. This represents a ‘reverse
diaspora’ in which battle-hardened ISIS fighters attempted, and often
succeeded, in making their way back undetected to their original coun-
tries. In the UK, this has led to an estimated 425 jihadis covertly return-
ing, out of total known contingent of 850, including 100 women and 50
children, the largest contingent of any European country. Beyond
Europe even more have returned: to Turkey (900), Tunisia (800) and
Saudi Arabia (760) (Dearden, 2017). The security threats from these
unwelcome homecomers are both shrouded and potentially lethal.

The adoption of the internet to spread the propaganda of right-wing
nationalism or fundamentalist Islam; by Al-Qaeda (Afghanistan, Northern
Pakistan and Yemen, etc.) (Burke, 2017); Islamic State (Syria and Iraq);
Hamas (Palestinian Territories/Gaza) and Hezbollah, centred in southern
Lebanon (Laqueur and Schueftan, 2016). Such agitprop propaganda
includes: a series of grizzly videoed decapitations of Western Christian
captives, with either long-knives or short hacking tools, like those carried
out by ‘The Beatles’,” the four young British ISIS recruits who are
alleged to have carried out 27 beheadings while masked and commentat-
ing over their recordings of the murders (Sommerville, 2018); the e-zine
Inspire published by AQAP since 2010 (CNN Wire Staft, 2010); record-
ings of training videos for domestic and foreign jihadis; various ‘victories’
for the organiZations, such as the declaration of the Caliphate by Abu
Bakr al-Baghdadi from the minbar’ of the Grand al-Nuri mosque in
Mosul, with its famous leaning minaret, shortly after its capture in 2014*
(CBS News, 2017).
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Easy victims

The second of Cohen and Felson’s (1979) three Routine Activities Theory
determinants, in terms of their spatial and temporal overlap, is the presence of
numerous easy victims. In their thesis, crowds of urban populations and the
businesses they frequent, provide a panoply of targets for criminals to victim-
ize. In the application of Routine Activities Theory to terrorism, the same
factor is apparent. For example, in the Bastille Day attack in Nice in July
2016, the attacker drove his large cargo truck down the pavements for 2km,
which were crowded with civilians flocking to the city centre to enjoy the
festivities in the restaurants, bars and cafes. Eighty-six pedestrians were killed
and the only barrier the driver faced was swerving to avoid some police cars
that were blocking access to the centre of Nice (Bergen, 2017; Reuters,
2016). People were scythed-down like grass stalks in this realization of
AQAP’s ‘ultimate mowing machine’ (CNN Wire Staff, 2010). The attack
finished when police shot the attacker dead as he emerged with a pistol from
the truck’s cab.

A new twist on the terrorist exploitation of a plenitude of soft-human
targets came in the following major terrorist incident in Europe, the Munich
shopping mall shooting on 22 July 2016, only eight days after the Nice truck
attack. Here, an 18-year-old lone-wolf nationalist German-Iranian man, shot
dead nine people, wounded 16 others and finally killed himself (Associated
Press, 2016). The Bavarian mall was crowded with shoppers at the time. The
date was exactly five years on from when another right-wing nationalist,
Anders Breivik, killed 77 people in Norway.

There are some contradictory facts when gun laws in Germany are con-
sidered following the Munich mass shooting. On the one hand, the country
has the fourth highest level of gun-ownership in the world (two million
Germans own 5.5 million firearms, out of a total population of 80 million),
but it also has some of the strictest gun laws (Anderson, 2016).

The aetiological elements that helped spawn the Nice truck attack and
then the Munich shopping mall mass shooting, both fit comfortably within
Cohen and Felson’s (1979) Routine Activities Theory hypothesis of three
overlapping factors: motivated offenders, easy targets and an absence of public
guardians; although the Nice attack was executed through the use of a vehic-
ular WMD, while Munich involved a firearm.

In 2017 terrorists begin to successtully combine these different tactics for
indiscriminate mass-attacks, but with vehicles and knives rather than guns, in
the London Bridge attack.

An absence of public gnardians

On the evening of 19 December 2016, Anis Amri, a Tunisian, drove a
hijacked truck through Berlin’s Breitscheidplatz market vendors and visitors,
killing 11 and injuring over 50. He had earlier shot dead the Polish driver of
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the truck. After fleeing the scene, he was finally shot dead at a routine police
check in Italy (Chase, 2017). As a consequence of this attack, which exploited
the lack of public guardians in these urban spatial and temporal events, when
2,600 Christmas markets opened in Germany a year later, many concrete bar-
riers had been placed around them, and significantly more security staft were
present (Alkousaa, 2017).

Eight people were killed and 48 injured, including four police officers, by
three terrorists in a combined assault in London on the evening of Saturday 3
June 2017. The three perpetrators were later shot dead by armed police in
the Borough Market area of London, taking the total death-toll to 11. The
attackers had crashed their van and then abandoned it, after they had used it
to mount the pavement on London Bridge and smash into the pedestrians in
their path. All three fled the scene with 30 cm long pink ceramic knives tied
to their wastes and headed to Borough Market before they were killed by
armed police, who fired 46 shots at the three men (BBC News, 2018).

Khuram Butt, Rachid Redouane and Youssef Zaghba were the three ter-
rorists, and the numbers of dead would have been much higher had they
managed to hire a 7.5 tonne truck, which they failed to pick up from a rental
company as they had not presented the necessary payment details. They
resorted to using a smaller Renault van instead. When police raided a flat
used by the three as a safe-house, they discovered a copy of the Quran
opened on a page about martyrdom (Symonds, 2017). Three victims died
during the vehicular assault on London Bridge, and the other five civilians
killed were people out and about on the streets and in the bars and restaurants
of Borough Market. Later, four Molotov cocktails were found unused,
stashed in the back of the crashed van (ibid.).

The three overlapping elements, spatially and temporally, of Cohen and
Felson’s (1979) Routine Activities Theory can be exposed in the London
Bridge attack. First, motivated radicalized Islamic jihadis; second, the unpro-
tected and unaware crowds of pedestrians and shoppers on the bridge and in
the market area; third, the lack of public guardians present to deter attacks.
Ordinary people, going about their quotidian evening leisure activities pro-
vided all the victims needed for a small terrorist cell to conduct a deadly twin
method low-tech attack.

Europe’s last major terrorist incident unfolded in a series of connected
events in Catalonia which resulted in 16 dead civilians, eight dead attackers,
and over 150 injured victims. On 16 August 2017, three jihadis blew them-
selves up accidentally, at their HQ/bomb factory in Alcanar, a few kilometres
down the Mediterranean coast from Cambrils. The cell’s leader, Moroccan
imam Abdelbaki Es Satty, was one of those killed. Police found 120 gas
cannisters in the wreckage of the house and the explosion forced the remain-
ing members of the terror-cell to resort to vehicular assaults as an ad hoc
back-up plan. On 17 and 18 August 2017 a white van, driven by Younes
Abouyaaqoub, 22, was driven down Las Ramblas, a pedestrianized avenue in
Barcelona, in the late afternoon. The driver aimed to hit the many tourists
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and locals in the area, killing 14. He eventually abandoned the vehicle and
fled on foot. He then hijacked a car, stabbing the driver to death and drove
oft with the dead man in the back seat, before abandoning the car and being
shot dead on 21 August 2017. Eight hours later, in the town of Cambrils,
100km down the coast, a black Audi A3 car ploughed into pedestrians,
killing one. Five terrorists wearing fake suicide belts jumped out of the car,
which had crashed and overturned. Four were shot dead at the scene, and the
other shot dead later after a chase (BBC News, 2017).

The Catalonia attacks revealed the risks of premature self-annihilation
when plotters attempted to construct home-made IEDs. Also, the presence of
motivated attackers in a terror-cell under the command of their radical imam
ringleader. Finally, the lack of meaningful security barriers or public guardians
in the bustling urban streets of Barcelona/Cambrils. All three elements feature
in the core of Routine Activities Theory. Furthermore, it shows how
AQAP’s ‘ultimate mowing machine’ could still reap a significant death-toll,
despite being used in haste as a desperate improvised back-up plan once the
terror-cell’s main tactic had literally been blown sky-high. The eftectiveness
of their move towards more low-tech tactics, from more complex and
technological ones like bomb-making, is evident. The easy source of victimi-
zation for terrorists includes: shoppers, festival-celebrants, holiday-makers and
those enjoying every day urban leisure pursuits like café’s, restaurants, con-
certs and drinking with friends in the streets.

‘Hybrids’ and low-tech tervor tactics

The move by European terrorist organizations towards using simple, eftective
and more deadly methods in the last decade, allows us to consider the relev-
ance of the postulation that organized crime has been collaborating with
terror networks. Does a European crime-terror nexus exist (Basra and
Neumann, 2016)?

The primary aspiration of organized criminal networks is to enhance and
secure the streams of profits from activities such as: people trafficking and
smuggling, modern slavery, illegal drug production and their import/export,
illicit drug supply down to street-level dealers and sales to individual con-
sumers, prostitution and sex workers, cybercrime and fraud, both online and
offline. In contrast, terrorist organizations’ goals and methods are very discreet
from this, with their aims far more ideological and political, to be achieved
through the application of indiscriminate attacks upon ordinary citizens
(Campbell, 2014). This can be either state sponsored violence, or aggression
from more demotic sources.

Evidence corroborates Campbell’s (2014) assertion that the two illegal
entities, organized crime and terrorist organizations, are separate entities
in their compositions, goals, strategies and tactics. Where is the financial
gain for the sponsoring body, when a large truck is hijacked, driven to a
crowded inner-city area and used as a vehicular WMD? The facilitation of
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indiscriminate attacks on urban pedestrians, either crushed to death or after
suffering lethal impact-traumas from the vehicle, indubitably generates no
financial inducements for organized crime. Indeed, the converse is far more
likely. Business activities and the footfall of customers pursuing shopping and
leisure pastimes often falls dramatically in the location where the terrorist
attack occurred. For example, the number of tourists who went to Tunisia in
2014 was 7.4 million, while in 2015 the figure nosedived to 5.3 million fol-
lowing the deaths of 39 tourists (30 from the UK) after a mass shooting on
the beachfront at Sousse. The figure rose to 7.1 million in 2017 as the mem-
ories of the 2015 incident faded, and new security measures were imple-
mented (Amara, 2018).

Visitor numbers to central London tourist attractions fell by 17 per cent
between May 2017 and mid-September 2017, compared with the same
period in 2016 (Hornall, 2017). This followed the terrorist incident at
London Bridge/Borough Market in June 2017 in which 11 died, including
the three perpetrators.

The number of visitors to Turkey, which were 36.8 million in 2014, sub-
sequently crashed to 25.3 million in 2016 following the failed coup attempt
against President Erdogan’s regime in that year (Anadolu Agency, 2018). The
increasingly authoritarian president has labelled those who participated in the
abortive attempt to overthrow the government in Ankara as members of a
terrorist organization (Fethiillahist Terrorist Organisation — FETO). Within
24 hours of the coup attempt, 265 were killed, including 47 innocent civil-
ians and over 100 plotters, according to president Erdogan (Worley, 2016).

The economic effects of state sponsored violence on their own citizens can
be equally calamitous. Annual Gross Domestic Product (GDP) growth in
China was 7.9 per cent in 1980, 3.8 per cent in 1990, and 8.4 per cent in the
year 2000 (Guardian, 2012). On 4 June 1989 the Communist regime ordered
the Peoples Liberation Army (PLA) into Tiananmen Square to clear out pre-
dominantly student democracy protesters, resulting in the deaths of an estim-
ated 10,000 people. This barbarous example of state terrorism and repression
against its own civilian population, concluded with the bayoneting to death
of the wounded and the hosing of burnt human remains down the square’s
drains (Lusher, 2017). Unsurprisingly, the numbers of US tourists to China
crashed by 80 per cent immediately following the massacre (Kramer, 1990).

Political violence from terrorists frequently leads to a massive decline in
business in the affected city, region or country. This is the case for both legit-
imate business interests like shops, tourist attractions and the leisure and hotel
business, and for illegitimate enterprises, such as drug sales, pickpocketing,
visits to prostitutes and sex workers or unlicensed gambling. Less visitors and
customers in the ‘black economy’, like their legal counterparts, are bad for
profits. Consequently, the participation, financing, or facilitation of terrorist
activities and attacks is fundamentally inimical to the raison d’etre of organ-
ized criminal networks, whose primary goal is to maintain and enhance profit
streams from their fomenting of the black economy.
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The ‘hybrids’ thesis is further weakened when the ideas of Ruggiero
(2017a) are applied to the recent low-tech terror tactics being employed in
Europe. The social configurations within the binary criminal/terrorist organi-
zations are entirely discreet. While terrorist groups require tight-knit homo-
genous memberships to successfully execute their plots, the reverse is true of
organized crime gangs. When a terror-cell plans to carry out an attack and
attempts to carry it out, an ideological consensus among the groups members
is vital to preserve their mutual loyalty, commitment, secrecy and the viability
of the operation. However, membership of organized criminal networks is far
more heterogeneous in composition. They usually collaborate in an ad hoc
manner, with the aim of jointly ensuring mutual profits for the disparate but
overlapping elements (ibid.). Criminal gangs and their affiliates are only
bound together loosely and temporally by their common greed for illicit
profits. They have created a mutually beneficial modus vivendi.

Many of the low-tech terror assaults like the Nice truck attack, the
Munich shopping centre mass shooting or the Berlin Christmas market attack,
were carried out by ‘lone-wolves’. Such single operations, often by people
who are relatively unknown to the authorities or even total ‘clean-skins’,®
puts them completely outside of the active cooperating participants of crim-
inal networks. The lone-wolf may have an ideological commitment to the
terrorists’ cause, but they are frequently acting unilaterally when they plot and
execute their low-tech indiscriminate attacks on civilians. Using trucks, cars
and vans to unleash carnage on urban pedestrians by turning them into vehic-
ular WMDs, puts them completely outside the milieu of criminal gangs,
whose separate memberships work together for mutual profit. Lone-wolfs are
isolated, singular and while frequently taking their philosophical and ideo-
logical cues from the online propaganda of a terrorist organization, are not
actively collaborating with them. Nor do they seek any financial profit from
their actions, their goal is the furtherance of radical political or religious
objectives, including their own possible ‘martyrdom’ for the cause (Campbell,
2014; Ruggiero, 2017b).

The only credible support for the existence of a crime-terror nexus in
Europe lies in the concept that members of both organizations have transfer-
able skills, which can be used productively as a member of either group
(Ruggiero, 2017a). These might include security skills, operational tactics in
avoiding detection by security forces and fundraising activities to boost the
financial resources of the group. There is evidence that members of both
crime and terror groups have crossed-over from one to another at some
point. However, this does not mean that they are currently active in both at
the present, merely their trajectory involved an earlier affiliation with the
now abandoned former criminal/terror entity (Basra and Neumann, 2016).
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Conclusion

The challenges that governments, intelligence services and the police face by
the changing tactics employed by European terrorists are profound, including:

*  Home-made pressure cooker IEDs rammed with nails and fertilizer;

e Hired or hijacked lorries and vans used to mow down pedestrians;

*  Gun or knife wielding lone-wolves or terror-cells, who commit indis-
criminate mass-shootings and stabbings in busy urban areas;

e The increased radicalization of Islamic fanatics fed an online diet of
English language propaganda advocating revenge, punishment or retali-
ation against Western powers who are perceived to be existential threats
to Muslims, or to areas controlled by Al-Qaeda or Islamic State;

* The online publication of instructions on how to plan, construct and
execute terror assaults using low-tech means;

*  The returning jihadi diaspora that have fled ISIS controlled lands in the
fallen Caliphate surrounding Mosul, battle-hardened and trained in combat.

What can the intelligence services and police do about the threats posed by
the successtul adoption of low-tech tactics by European terrorists?

Earlier, the image of a fist squeezing a balloon filled with air was used to
help explain the changing tactics employed by terrorists. When airport and
airline security tightened, plotters moved onto more viable targets, namely
civilians going about their daily lives or routine activities. This provided
fertile ground for motivated oftenders to victimize people using low-tech but
devastating new approaches. The attraction for terror-plotters was augmented
by the relative absence of public guardians to protect unsuspecting crowds at
festivals, markets, tourist locations or celebrations.

So far, the policy of governments, intelligence agencies and police forces
has appeared to be reactive. Installing concrete bollards to protect Christmas
markets the following year, or erecting Vehicle Security Barriers (VSBs) on
bridges, after the latest atrocity (Edwards, 2017). However, this perception
does not take account of the large number of failed and foiled plots which are
stopped, which provided the bulk of the 1,219 arrestees in the 28 EU coun-
tries in 2017 (Europol, 2018). But, the statement issued by the Provisional
Irish Republican Army (PIRA) in 1984 after the Grand Hotel Brighton
bomb which failed to kill UK Prime Minister Margaret Thatcher,® remains
disturbingly apposite:

Today we were unlucky, but remember, we only have to be lucky once;
you will have to be lucky always.

(MacGuill, 2014)

For terror-plotters there are undoubtedly plenty of new soft targets in urban
spaces, filled with potential victims whom the motivated oftenders can easily
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prey upon without worrying too much about the presence of a police
deterrence.

It is certainly true that Europe’s police have enhanced their capabilities in
terms of the rapid deployment of armed-response squads when an assault is
underway, thus significantly reducing the number of potential victims, but
again, this is a reactive measure, merely limiting the damage.

Politicians have protected themselves and other high-risk/visible targets
with the use of ‘Rings of Steel’ and ‘Rings of Concrete’, but such measures
may have led to a state of ‘splintered-urbanism’, whereby the great and the
good are predominantly safe behind their fortified barriers. The rest of the
urban population remains vulnerable to low-tech terror assaults as they go
about their daily routine activities (Coaftee, 2004).

Notes

1 MAM refers to maximum loaded weight of the vehicle, also known as Gross
Vehicle Weight (GVW).

2 Another term objected to by the #WordsMatter campaign, for glamourizing ter-
rorist cells.

3 A flight of steps/platform for Imams to address Islamic worshipers in mosques.

4 ISIS blew up the 800-year-old building before the city was recaptured by Iraqi

forces in 2017.

Terrorists entirely unknown to the police and intelligence services.

The bomb did kill five, including a Conservative MP, and injured 34 others.

[©) )]
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7 Global system dynamics in the
relationships between
organized crime and terrorist
groups'

Inmaculada Marrero Rocha

Introduction

As stated by the Secretary General of the United Nations:

Terrorism and transnational organized crime are distinct phenomena,
have different ways of working and aims, and are addressed through
different international legal frameworks. Despite the differences, for the
past 15 years the General Assembly and the Security Council have been
considering how terrorists interact with transnational organized crime
groups because such interactions are increasingly affecting international

peace and security.
(UN Secretary General, 2015: 1)

However, the relationship between organized crime and terrorism is not a
new issue and has been widely analysed by different disciplines, such as soci-
ology, criminology, political science and security studies (Ruggiero and
Leyva, 2017; Ruggiero, 2019). Relations between ethno-nationalist terrorist
groups or extremist ideologies with organized crime groups with a strong
national identity have had a very important place in the research agenda
(Shelley and Picarelli, 2005; Stohl, 2008). Research has broadly addressed the
similarities and differences between criminal violence and political violence,
examining the organizational characteristics of those who practice them, the
particularities of their respective memberships and the nature of the activities
they carry out (Sanderson, 2004). Both types of groups, despite mainly
limiting their activity to national contexts, have been able to develop a degree
of internationalization necessary to progress in their illegal businesses and in
their political goals, respectively. In the past, however, the two types of
organizations have lacked a worldwide joint strategy (Schmid, 1996).

The evolution of relational networks

More recently, efforts have been made to understand the new types of rela-
tionships between terrorist groups and organized crime groups, as both seem
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to become increasingly complex and heterogeneous, to attract a diversity of
actors and to establish direct connections among them (Hutchinson and
O’Malley, 2007). Most recent studies aim to offer models that explain the
new relational dynamics between the two, while assessing the nature,
intensity and consequences of the links established (Makarenko, 2004; De
Boer and Bosetti, 2015; Kessels and Hennessy, 2017). These explanatory
models have been developed following specific cases of collaboration between
terrorism and organized crime, cases that occurred in various regions. Such
collaboration, however, appears to go beyond, for example, the exchange of
arms for drugs between the Irish Republican Army (IRA) and the Revolu-
tionary Armed Forces of Colombia (FARC), or the training in handling
explosives offered by Euskadi Ta Askartasuna (ETA) to the FARC in
exchange for drugs (EU Parliament, 2012: 22). Other examples include the
collaboration in heroin trafficking aimed at securing funds, during the Kosovo
conflict, between the Albanian Mafia and the Kosovo Liberation Army
(Proksik, 2017). But also the exchange of drugs for weapons between crim-
inal organizations such as the Calabrian ‘Ndrangheta or the Neapolitan
Camorra and Islamist terrorist cells based on Italian territory (Curtis and
Karacan, 2002).

The new connections also transcend the specific exchange of tactics that
took place in past decades, such as the use of terrorism by criminals who tried
to intimidate institutions and citizens for political ends. Examples of this were
the murders of judges Giovanni Falcone and Paolo Borsellino, in 1992, at the
hands of the Sicilian mafia, or the series of attacks perpetrated by the Medel-
lin drug cartel in reaction to the Colombian government’s policies regarding
the extradition of drug traffickers to the US at the end of the 1980s. Also,
groups regarded as terrorist, such as the Kurdish Workers’ Party (PKK), the
Corsica National Liberation Front (FLNC) or the Irish National Liberation
Army (INLA), among others, have carried out conventional criminal activ-
ities, such as theft, extortion, arms or drug trafficking to obtain resources
(Roth and Sever, 2007; Curtis and Karacan, 2002).

The links between organized crime and terrorist groups that are now
reported and documented seem to be so profound that they blur the borders
that have always existed between the two, especially when terrorist groups
continuously participate in large-scale criminal activities and criminal groups
adopt terrorist tactics or rely on the activities of the former with which they
come to share objectives (Stohl, 2008). These complex networks manifest
themselves in different ways depending on the geographical context and the
political, social and economic conditions of the area in which they take shape.
Therefore, the analysis of the international dynamics and their evolution can
be crucial for an understanding of the new crime-terror nexus.

The international system has acquired great complexity in terms of the
participation of violent non-state actors (VNSA). Currently, ethno-nationalist
terrorist groups or extremist political ideologies, which we could call ‘classic’,
coexist with new terrorist organizations that have overcome the state logic
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and manifest a vocation for international expansion, thanks to the global
nature of their objectives. Such organizations challenge the state monopoly in
international relations and have redesigned their relations with other VINSAs.
In the case of organized crime, the “classic” criminal groups have expanded
their international reach, adapting to the global expansion of commerce and
designing global operating strategies. They have thus overcome the limits of
traditional local activity, that now they may share with smaller groups, while
growing more flexible and adapting to the global world.

The following sections deal with some aspects of the evolution of the
international system that have favoured the transformation of the crime-terror
nexus. Attention is given to the proliferation of private actors that condition,
redesign and multiply the processes of international relations in order to
achieve their objectives, even if these are contrary to the principles and norms
of international law and of domestic legislations. The analysis will also cover
the possibilities offered to illegal and violent actors by the globalization
process in terms of information, communication and transport, which con-
dition their objectives and spaces of action. Finally, the focus will be on the
development of armed conflict and the opportunities this offers to redefine
the relations between terrorist groups and organized criminals. In places
where violence has become a permanent feature, different relational networks
with civil society and greater opportunities to collaborate with other groups
have been established, due to the absence of authorities that control the basic
institutions of the state, monopolize the use of force and guarantee the safety
of citizens.

Privatization of international relations and violent
non-state actors

The incessant privatization of international relations has moved individual
lives away from tribal, local or national contexts onto the global scene.
Change has not only affected access to information and relationships between
people and authorities, but has also contributed to the creation of an inter-
national public opinion. Individuals are now the targets of decisions or actions
taken by the authorities of foreign states, international organizations and
private actors or conglomerates (Gill, 1995; Adamson, 2005). Privatization
also encouraged certain groups to identify and articulate objectives and
demands in the international sphere, outside state jurisdictions, at times
addressing interlocutors other than states.

In previous periods, the arena of international relations was characterized by
alliances between states, and conflicts were essentially motivated by territorial
conquest (Bull, 2012). Thus, the centrality of the state as an actor of inter-
national relations has been, until relatively recently, indisputable. Any non-
state actor that could influence an international process, in a direct or indirect
way, was subject to the designs and interests of the states. But, from the end of
World War II, the increase in categories and number of actors in international
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relations, whose origins date from the late nineteenth century and early twen-
tieth century, accelerated. At first, with the appearance of international organi-
zations and, later, of non-central governments, there was an increase in public
actors derived from the States; later, non-central governments began to take an
interest in international affairs and to perceive the advantages of participating
in them, coordinating or complementing state action (Arts, Noortmann and
Reinalda, 2001; Duchacek, 1990; Frieden, 1999).

The actors involved in private initiative whose main objective is profit
have also proliferated, for example, international corporations as well as non-
governmental organizations. Undoubtedly, these new entities have reduced
the role of the state, but their activities have always been subject to state con-
ditions and to the norms of international law and the internal law of states
(Risse-Kappen, 1995).

Simultaneously, with the appearance of new legal actors, organized crime
groups with a strong national identity emerged, whose activities were previ-
ously linked to a certain territory, although their business had an international
significance. In the same way, terrorist groups arose whose ideological
foundations had an ethno-nationalist or ideologically extremist base and
whose goals were focused on provoking a separatist or secessionist process
within a state or a change in the political and governmental structures of a
country (Williams, 2008). The progressive privatization of international rela-
tions has not only led to the emergence of illegal actors but has also benefited
their participation in international affairs from two different points of view.

In the first place, it has allowed them to proliferate, escaping progressively
from state control and participating, increasingly, in a more autonomous way,
in more complex schemes of coexistence and collaboration and/or conflict
with other legal and illegal actors. And, second, the interdependence between
public and private actors of the international system has allowed them to
internationalize their strategies, objectives and activities more and more, as
well as to expand the geographical contexts in which they operate until they
acquire a global dimension (Keohane, 2002).

Currently, the internationalization of terrorism and organized crime out-
weighs the need to obtain shelter or military material in other states, as did
the “classic” terrorist groups, or to trade illegal products in nearby markets, as
organized crime used to do. Now, many violent non-state actors want to
influence the international system and condition international processes
because their objectives and interests cannot be met within a state framework.
Thus, the international logic, marked by a strong inter-state dimension, has
been replaced by an increasingly internationalized and global logic, in which
private actors seek to condition international governance, even if their parti-
cipation is illegal, lacks legitimacy and is prosecuted by law (Mulaj, 2010).

Groups of organized criminals, while not renouncing national attachment,
have become more independent than public actors, since the global dimen-
sion of their activities makes them evade state control, and their relations with
the state, regardless of their nature, are less decisive for the development of
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their activities. They do not use the international system to achieve their
national objectives, but formulate their objectives at the global level and
interact with many other private actors to achieve them throughout the world
(Edwards and Gill, 2004; Berdal and Serrano, 2002). In this way, for the
VNSA, the state ceases to be a framework for action and aspirations to
become a useful space in which to develop activities in the most advantageous
political, economic and social conditions (Galeotti, 2014).

In the case of terrorist groups, the abandonment of the state logic has been
even more radical. Instead of ethno-nationalist terrorist groups or extremist
ideologies, which pursue a separatist process or a change in the structures of
governments, there are now groups with global aspirations whose goal is to
influence global governance (Sandler and Siqueira, 2006; Lutz and Lutz,
2013; Clauset and Young, 2005). These new organizations, which are
devoted to global terrorism, have proliferated, especially since the attacks of
11 September 2001, thanks to the groups derived, split or sponsored by Al-
Qaeda, the rise of the self-styled Islamic State of Iraq and the Levant, and the
activation of sympathetic groups and individuals, in different geographical
areas, willing to carry out terrorist activities on their behalf (Lia, 2007).
Unlike the classic terrorist groups, global terrorism challenges the borders
established by the Western powers, aims to reconfigure global hegemonic
relations and develops its political project in the states in which it has
managed to establish itself (Martini, 2016; Rougier, 2008).

Globalization and decentralization

The globalized international system ceases to be a set of states/societies and
comes to be understood as a single unit of analysis, a global social system,
where an international division of labour is in place and opportunities and
development are unequal (Wallerstein, 2013). The expansion of economic lib-
eralism worldwide has influenced the cooperation activities of the VINSA and
their organizational schemes have been adapting at the same time as the inter-
national system evolves. In this globalized international system, both organized
crime and terrorist groups adapt their behaviours and activities in order to
participate and gain a place within the world system, taking advantage of the
regulatory frameworks and institutions that states have created to liberalize
world trade and capital movements (Martinez Vela, 2001). As a result, states
have embarked on important cooperation processes with the objective of
overcoming the negative consequences of the expansion of markets and the
great advances in the field of communications and the transmission of informa-
tion that blur state borders and facilitate illegal VNSA participation. The latter
benefit from the ‘world-system’ by mocking the state authority and that of
other public actors such as international organizations (Ibaiez, 1999).

Among the opportunities offered by the global-world system to these
illegal and violent groups is, first of all, access to the different state jurisdic-
tions, thanks to increased mobility and advanced transport facilities. These
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groups, therefore, are not required to respect national and international stand-
ards that might hinder the achievement of their objectives. Second, the global
system provides violent groups with the opportunity to maximize their eco-
nomic benefits or political objectives, to adapt to, and take full advantage of,
the logistical, political, socio-economic and cultural circumstances of each of
the geographic areas in which they operate. Irrespective of the modus oper-
andi and the type of society in which they operate, in the end it is difficult to
determine the legality or illegality of their acts, although the purpose of these
actions, which in principle may be of a legal nature, is to achieve objectives
that in themselves are illegal. In this type of contexts, the processes of
cooperation among VNSAs proliferate, and the nature and intensity of their
contacts or links will be determined by the facilities offered by the different
geographical areas in which they occur. In short, the process of globalization
offers them greater flexibility and anonymity in the establishment of
cooperation, as well as better opportunities to escape from national and inter-
national jurisdictions (Dishman, 2005).

Traditionally, organized crime and terrorism have been deeply rooted in
certain societies and the scope of their activities depended on their relations
with state authorities. Thanks to the consequences of globalization, both the
criminal organizations that continue to maintain centralized and hierarchical
structures and others that are smaller and have more horizontal organizational
schemes adapt their operation to the characteristics of a globalized society.
Organizations that practice global terrorism do so in the same way (Passas,
2003). Flexibility and decentralization, therefore, become key variables for
the choice of the most appropriate economic and political contexts, as well as
the most advantageous regulatory framework, in which organizations can
operate.

The process of globalization has made obsolete the image of organized
crime as structured hierarchies that use threats and violence to acquire or
maintain control of illegal markets and obtain profits (Reuter, 2009). Cur-
rently, participation in more flexible and smaller criminal structures is expand-
ing, as is the growth of ‘disorganized’ groups. Such new structures are capable
of identifying the opportunities offered by cooperation with other groups,
including those who practice political violence. The geographical expansion
of the activities carried out by traditional criminal organizations and by other
more flexible and less vertical groups forces all to improve their military cap-
abilities, infrastructures and contacts with other VNSAs (Varese, 2011; Alba-
nese, 2000).

However, decentralization does not mean the total absence of hierarchy,
but rather a more flexible type of organization that facilitates the planning of
more global objectives. Likewise, the organizational flexibility to which
VNSAs now tend does not require that a large number of members establish
themselves in a given territory. Organizations with broad memberships and
centralized structures can cooperate with others that are smaller or larger,
depending on the potential profits to be made in certain areas. The volatility
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of illegal markets has led organized criminals to establish new “joint ventures”
with organizations linked to global terrorism: the latter have taken over the
monopoly of force and political control of certain territories, which are
usually the places of origin or transit of the merchandize in which criminal
organizations trade. The groups that maintain a decentralized structure and
participate in a wide network of possible partners and businesses are better
able to evade detection and extend their survival (Pearson, Akbulut and
Lounsbery, 2017). And, although decentralization may entail risks in terms of
communication and coordination, it offers greater protection to the leaders of
these criminal and terrorist groups. In addition, decentralization does not
prevent the launch of high-impact terrorist attacks and large-scale organized
crime operations that affect different regions and countries. In fact, the flex-
ibility of the alliances and the decentralization of their activities have facilit-
ated the connection through networks between criminal groups and terrorist
groups in areas such as Iraq, Syria, Libya or Mali and Afghanistan, among
others (Abadinsky, 2012; Qin, Xu, Hu, Sageman and Chen, 2005).

The decentralization and flexibility of organized crime and terrorism
makes it possible for many groups to change the nature of their activities and
gain greater visibility, thus renouncing their traditional adherence to secrecy.
When the hierarchical order is blurred and members are de-localized, the
micro-identities of a religious, ethnic and cultural nature do not hamper
cooperation, on the contrary, the activities and objectives of each group
blend together and the exchange of membership is facilitated (McLauchlin,
2018). Some studies show that a very high percentage of individuals arrested
or convicted in Europe for jihadist terrorism have a criminal record. But, in
the trans-Sahara area, the transter of membership has been documented even
for mutual assistance and support between criminal and terrorist groups. A
study carried out in 2016 by the International Centre for the Study of Radicaliza-
tion and Political Violence (Basra, Neumann and Brunner, 2016) shows that the
convergence between these criminal and terrorist organizations is creating a
more hybrid profile of members, who may belong to both types of organiza-
tions (Bloom, 2017). The phenomenon of criminals who become terrorists is
not recent, but it does seem to have increased because the jihadist narrative
offers criminals the possibility of redemption, while allowing them to con-
tinue carrying out criminal activities under religious legitimation (Mishali-
Ram, 2018). The criminals who join the ranks of terrorist groups offer
knowledge on access to weapons, logistical and operational capabilities and
familiarity with the use of violence, which result in greater possibilities of
obtaining funds for the financing of the terrorist organization.

In conclusion, organized crime and terrorist groups are able to adapt both
their organizational structures and their activities to international markets
(Ibdfez and Sanchez, 2015). Whether economic profit is the main purpose, as
in the case of organized crime, or only an instrument to achieve political-
ideological objectives, as supposedly in the case of terrorist groups, both
violent organizations end up operating as illegal multinational companies
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intent at increasing benefits and reducing risks, and seeking ways to circum-
vent international and internal laws that hinder their activities. Countering
the efforts of states and international organizations to fight terrorism and
organized crime, economic and technological globalization ofters these groups
opportunities to collaborate, to secure funds, to access new territories and
refine their ability to achieve objectives.

Armed conflict, organized crime and terrorism

The collaboration between organized crime and terrorism has also gained
momentum thanks to the opportunities offered by the evolution of inter-
national conflict. Changes in the global dynamics of conflicts resulting in the
drastic reduction of inter-state wars and the parallel increase in internal armed
conflicts have left states without a monopoly in the use of violence. Most of
the current armed conflicts take place within the borders of a state and ‘infect’
neighbouring countries. They tend to have an asymmetric nature, because
they involve governmental and non-governmental forces, sometimes with a
high participation of private actors (Kaldor, 2013; Pearlman and Cunning-
ham, 2012; Pettersson and Wallensteen, 2015). An example of this is the
increase in transnational insurgent movements, which recruit volunteers from
countries across the world, who join local militias as foreign fighters (Malet,
2010). Moreover, the warlords are strengthened in situations of prolonged
conflict and become interlocutors of international institutions (Deng et al.,
2010; Salehyan, Siroky and Wood, 2014), as are groups of international ter-
rorists or organized criminals that challenge the role of states in war situations
(Garcia Segura and Rodrigo, 2008; Bozeman, 2015).

The objectives and needs of organized crime and terrorist groups can con-
verge, but can also change if new networks are formed. This will depend on
the political, economic and social situation of the states in which the groups
operate. In relatively stable contexts, where state authorities continue to
monopolize the use of violence, the behaviour of VNSAs is very different
from that which occurs in unregulated violent contexts. In other words,
context determines the nature and intensity of the activities of the VINSAs,
along with the relations such actors establish with the authorities and with the
inhabitants of specific localities.

In territories characterized by socio-political and economic stability, where
institutions control the use of force and the rule of law prevails, the relations
between organized crime and terrorism are subject to a series of limitations.
In such territories, organized criminals use violence as a supplementary instru-
ment to boost their business opportunities within the system, while terrorists
manifest through violence their intention to destroy the system. Here, the
relationships between the two are highly conditioned by state control and the
vigilance of civil society (Ruggiero, 2019).

By contrast, territories lacking effective authority and governance, where
legitimacy is weak and the control of borders inadequate, offer safe havens for
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a variety of VNSAs and the development of links among them (Di John,
2010). Here, the terror-crime nexus tends to be more intense due to state
control deficits and lack of civil and political rights (Buzan, 2008).

The levels of fragility of states can vary. In some situations, institutions are
weak and security functions are insufficient, although the necessary services to
the population may be provided. In other situations, institutions are unable to
guarantee the security of the population and the control of their resources, at
least in a large part of the territory, so that other private actors take on these
functions (Djurdjevic-Lukic and Dimitrijevié¢, 2010). Here, organized crime
can have access to the legitimate economy, or even to the political apparatus,
especially in situations of economic deregulation that encourage the elite to
act illegally. Dissident groups, in their turn, embrace violence, form terrorist
organizations and connect with global violent actors with a view to demol-
ishing governments and states.

In territories where conflict has led to the disintegration of the state,
private actors take over its institutions and functions, remodelling them
according to their own interests. In such territories, organized crime and ter-
rorism may stipulate agreements based on the joint use of violence and the
spread of fear. They may also forge links with the weak political authorities of
the place, which normally owe their survival to the support received by the
international community (see the examples of the government of Kabul in
Afghanistan and the Government of National Agreement in Libya). In this
type of situation, hybrid forms can take shape in which the violence charac-
terizing, respectively, organized crime and terrorism converge and amalga-
mate. The two may still maintain their own purposes, although these may be
shared and interchanged.

Failed states, where the crime-terror nexus is strong, pose a serious danger
to neighbouring regions (Varese, 2011). The terrorist groups which accumu-
late finances through participation in large-scale criminal activity can expand
their operations and migrate to different parts of the planet. The relationships
established between these two types of VNSA may lead to strategic action,
whereby some territories are designated as places of production, others as
illegal transit routes, while the clientele may be constituted by entire regions
or the entire world. In some contexts, VINSAs will further destabilize already
unstable governments, while in others they will appropriate resources and
affect the economic, political and social life of populations (Schneckener,
2009).

In Europe, the cooperation between criminals and terrorists has important
effects from several points of view. In the first place, Europe becomes the
main recipient and consumer of illegal products, with the consequences in
social, health, security and human rights that this entails (Wrench, Rea and
Ouali, 2016; Sagramoso, 2001; Savona, Riccardi and Berlusconi, 2016).
Second, opportunities open for the implantation in European territory of cells
and terrorist groups (Hafezi, Jones and Walker, 2018). Third, the recipient
territories of illegal products also welcome cooperation between terrorist
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groups and groups of criminals that provide continuity to the collaboration
process that has been initiated between VINSAs in peripheral regions. An
example of this is the agreements between Italian mafia groups and groups of
criminals and terrorists operating in the North African regions (European Par-
liament, 2012).

The cooperation between the VNSAs, therefore, has consequences not
only in the territories in which it is initiated, but also in various other places.
This explains the international concern about regions such as the Trans-
Sahara, which has become the best example to explain the circumstances sur-
rounding this model of cooperation among VNSAs. It is true that contraband
from the rest of the African continent has always been an activity developed
by the Libyan border communities under the informal consent and control of
the Gaddafi government. However, since the fall of the regime and the spread
of conflict and violence that continues to plague the country, the volume of
smuggling of cigarettes, drugs, weapons and migrants has increased exponen-
tially (Shelley and Melzer, 2008). According to a report by The Global Initi-
ative Against Transnational Organized Crime (2015), due to the conflicts in
Libya and Mali, the criminal economy in the trans-Sahara region has
expanded while smuggling routes, protected by terrorist groups, have multi-
plied. Terrorist groups such as Ansar-Eddine, Boko Haram and Ansar-al
Sharia have strengthened ties with criminal organizations in the area and have
helped to increase their illegal business in places such as Mali, Nigeria and
now reach North Africa. Likewise, the kidnapping of Westerners has become
an important means of financing terrorist groups (Martinez and Boserup,
2017; Alda and Sala, 2014). Countries such as France, Germany and Italy,
among others, have paid millions of dollars to free their nationals held by
these groups, who use the services of criminal groups to execute the kidnap-
pings and to guard the victims, and who in turn collaborate with tribal mili-
tias or clans that are related to members of terrorist organizations and
members of criminal organizations (Taras and Gangulu, 2015).

Partnerships

In the trans-Sahara region, the VNSAs have members with very similar pro-
files, which has led not only to the exchange of membership but also to the
hybridization of their behaviour. These groups are able to participate in acts
of criminal or political violence indistinctly, even if their actions are justified
on the basis of the ideals or objectives originally held by the organization by
which they were recruited (Lakhani, 2018). Therefore, while the member-
ship is interchangeable, the very ambivalence of the violent activities con-
tributes to the hybridization of the two types of violent groups. The report
prepared by Shaw and Mangan in the United States Institute of Peace (2014),
based on information gathered from 200 interviews conducted in Libya,
includes ongoing episodes of collaboration between terrorist and criminal
groups in the planning and execution of interconnected trafficking operations
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of immigrants, arms, drugs and other goods, with local and tribal militias also
participating (Shaw and Mangan, 2014). The terrorist organization Al-Qaeda
in the Arab Maghreb controls much of the illicit activities in the Sahel, while
the Libyan terrorist group Al-Mourabitun, led by Mokhatr Belmokhtar,
dominates the trafficking of cigarettes and cocaine in Africa. One of the most
lucrative activities seems to be the trafficking in migrants. The European
agency Frontex estimates that 60 per cent of the migrants who cross the
Mediterranean illegally do so through Libya, and that the trafficking in people
along the coasts of North Africa produces annual profits in the region of
$255-323 million for Libyan participants alone (FRONTEX, 2017). In this
lucrative activity, nomadic tribes, such as the Tuareg or the Tebu, collaborate
with organized crime in the management of African migrants and their
transfer to the Tunisian or Libyan territory, while terrorist groups continue to
exert strict control along these routes and enjoy their part of the profits.

Further partnerships

The close collaboration between terrorist groups and organized crime in the
trans-Sahara regions has not only contributed to increasing the volume of
trafficking in people arriving in Europe, it has also attracted well-established
criminal groups from other regions, such as the Latin American drugs cartels,
who have appreciated the advantages of changing their transportation routes.
In recent years, a route for cocaine smuggling from Colombia has been estab-
lished in Guinea-Bissau that leads to the rest of Africa and Europe, and it is
estimated that it generates profits of between ten and 20 million dollars a year
(ust for the groups that participate in the zone of the Sahel, Algeria and
Libya) (Vernaschi, 2010; Shaw and Mangan, 2014). The tratficking in drugs
that takes place in this area, in addition to the participation of organized crime
groups from the region and Latin America, also relies on the intervention of
terrorist groups such as Al-Qaeda in the Arab Maghreb and even Hezbollah
(Shaw, 2012). In short, the hybridization among VNSAs has generated an
industry of ‘criminal protection’, making the most of the situation of trans-
ition and violence in Libya and the Sahel, and establishing a model of crim-
inal governance thanks to the collaboration of armed actors throughout the
entire trans-Saharan zone (Comolli, 2018). VNSAs are increasingly able to
get the products and people they traffic to the Libyan coast and the border
areas, from where they move them mainly to Europe, hence their
cooperation with criminal and terrorist organizations that operate in Europe.
Iraq and Syria have become emblematic examples thanks to the business
opportunities that have been generated for groups of organized criminals,
derived from the financing needs of the self-proclaimed Islamic State, which
appropriates the necessary resources of these countries to carry out and prac-
tice its political-religious project. Likewise, the Al-Qaeda-dependent organ-
ization in Syria, Al-Nusra, has created an entire criminal industry profiting
from the assets of Al-Qaeda’s ideological legitimacy and its support among
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citizens of many regions (Clarke, 2018). The traffic in energy resources, such
as oil, or in works of art, needs the collaboration of organized criminals
capable of placing these products on the market (Brodie and Sabrine, 2018).
The same happens when it comes to the execution of kidnapped foreigners.
In Syria, groups that practice global terrorism have come to monopolize
political-military activity and criminal activity, getting their members to
become both fighters of a cause and bandits to obtain resources (Steenkamp,
2017; Normark, Ranstorp and Ahlin, 2017). The collaboration between the
criminal gangs and the terrorist organizations that operate there is situated in a
kind of black hole in which the politico-ideological objectives of terrorism
are diluted in a continued exercise of criminal violence (Kalyvas, 2015).

Hybridization, in sum, implies cooperation or assimilation of the practices
of different groups, regardless of the respective objectives and identities.
Criminals manage to increase their businesses because of the control that ter-
rorists exert over certain populations and territories (Omelicheva and
Markowitz, 2018). Terrorist groups, moreover, while offering criminals
security in some areas, utilize part of the profits obtained from criminal activ-
ity to provide some services to local populations (Piazza and Piazza, 2017).
On the other hand, criminal groups supply terrorist groups with weapons and
money to pay their fighters (Shelley, 2004). Sure, terrorist groups seek to
change the political and social life of specific territories, while organized
crime has no such ambition. Yet, criminal groups find in areas controlled by
terrorist violence the connivance necessary for the continuation and consoli-
dation of their illegal businesses (Gendron, 2017).

In conclusion, we are witnessing a new stage in the development of inter-
national relations in which cooperation between VNSAs is increasing. This is
particularly the case in contexts characterized by armed conflict and in post-
conflict fragile states, where disorder and violence are the best allies. If this
cooperation manages to perpetuate the fragility of states and violence, greater
profits and impunity will ensue (Kalyvas, 2015).

Note

1 This work has been funded by European Project TAKEDOWN (Understand the
dimensions of organized crime and terrorist networks for developing eftective and
efficient security solutions for first-line-practitioners and professionals (2016-2019))
700688-H2020 FCT-162015 and the Spanish Ministry of Economy and Competit-
iveness and the European Regional Development Fund (MINECO/FEDER) within
the framework of the Research Project with Reference DER2015-63857-R.
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8 Understanding the
crime-terrorism nexus through
a dynamic modelling approach

Florian Huber, Bernhard Jdger, Ido Erev,
Doron Cohen, Sergio Bianchi and
Matteo E. Bonfanti

Introduction

Europe is facing an increasing number of individuals who are becoming radi-
calized and recruited for terrorist attacks. In order to be able to fight violent
radicalization and terrorism, we need to better understand the pathways of
radicalization, the social, psychological and economic dimensions of violent
extremism, and the options for de-radicalization or counter-terrorism.

Violent extremism and terrorist networks are very much based on ideo-
logy and identity, and social marginalization and institutional change were
identified as main drivers of engagement (Kruglanski et al., 2009). Research
has shown that the form of organization is fundamentally changing. While
previously centralized organizations were dominating the field, today the net-
works of cells, which act more or less autonomously, are the main form of
organization. To some extent, the development is facilitated by digital com-
munication technologies and the possibility to easily train members of ter-
rorist networks to become experts for encryption and secure communication
(McDonald, 2013; Whiteside, 2016).

Previous research has also shown that contexts as well as places and situ-
ational dynamics, including societal structures, play a crucial role in success-
tully fighting terrorist networks. By taking contextual and situational
parameters seriously, the H2020-Project TAKEDOWN' developed a new
approach as part of the research, which resulted in a dynamic cube for ana-
lysing and assessing cases or organized crime, violent extremism and terrorism.
This chapter provides an elaboration of the concept and the logic of the cube,
which serves as the entry point for developing a practical tool devised by the
TAKEDOWN Project.

The following section highlights the principal framework of the Cube
Model. Section 3 presents the model concept and elaborates on how it can be
practically applied. Section 4 applies the model on three selected cases from
the domain of violent radicalization, extremism or terrorism. Section 5 out-
lines several options for further applications of the model such as the nexus of
organized crime and terrorism or the evaluation of counter-measures. The
chapter finally closes with concluding remarks.
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Framework

Previous research has shown that the impact of different approaches to fight
terrorist networks tend to be sensitive to the nature of the environment, the
places, the context and the situation. For example, a hard-line approach of
massive drone attacks on terrorists in Pakistan was found to be eftective in
reducing terror-related incidence rates and lethality of terrorist attacks (John-
ston and Sarbahi, 2016), but the same approach was not effective at all (and
even counterproductive, i.e. Ganesh, 2015) when implemented in Yemen. In
a similar manner, a gentle strategy (i.e. a soft, ‘conciliatory’ approach) appears
to be highly effective in a project in Saudi Arabia aimed at de-radicalizing
citizens that are Islamist extremists (see Rabasa et al., 2010), but many believe
that this gentle strategy was not very eftective in de-radicalizing and reinte-
grating Islamic extremists in Yemen (Rabasa et al., 2010).

The proposed model tries to clarity this picture by building on the situ-
ational crime prevention (SCP) approach (Smith, 2016). It aims at reducing
the number of criminal events and hence puts its focus on limiting the oppor-
tunities for crimes by analysing crime events as well as the environments in
which these events take place. The SCP approach has been criticized for not
addressing underlying drivers such as social inequality and for including the
risk of displacing criminality. Nevertheless, measures are based on five basic
principles: increasing effort, increasing risk, reducing reward, reducing pro-
vocation, and removing excuses, and due to their potential for practical
implementation, they are applied by law enforcement agencies and other
governmental and non-governmental stakeholders.

The aim of developing the proposed Cube Model was to provide a new,
dynamic approach that provides quick decision support to then be transferred
into actual technological tools for law enforcement agencies and practitioners.

Model concept

This section highlights the process through which the Cube Model was
developed and explains how it works from a conceptual point of view.

Model development

As part of the research in the TAKEDOWN project, a thorough literature
review was conducted and presented in a public report.” As a further basis, a
comprehensive analysis of existing models was conducted, which concluded
with a detailed requirements specification for the model creation presented in
Table 8.1 below.?

The Cube Model is based therefore on the findings from the literature
review and the analysis of existing models. Based on these findings, three
main themes were abstracted and transferred into a model, where they were
placed along the axes of a cube in order to allow the allocation of cases based
on these three main themes.
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Table 8.1 Requirements for the model development

Model requirement Level Effect(s)
Operational under uncertainty Structural Expand user horizon
Dynamic-friendly Structural Avoid reification
Methodological indistinctiveness
Universally adapational Structural Multi-stakeholder friendly
Target-oriented
Self-learning Functional Cross-fertilization
Ongoing reassessment
Self-reflective Functional Structural sensitiveness
Social embeddedness
Fundamental rights abiding Normative  Legitimacy

Social acceptance

Explaining the Cube Model

The model is conceptualized as a three-dimensional (cube) space, which con-
sists of the following dimensions: (1) Expected benefits from joining; (2) Exit
costs; (3) Indistinguishability from others or obscurity to outsiders. Figure 8.1
provides a visualization of the Cube Model. The details on the themes or axes
are elaborated in detail below.

The dimension along the Y-axis captures the subjective benefit from
joining a TN activity. High values imply that joining maximizes expected
utility. Low values imply that joining is likely to reflect a mistake. Part of
this mistake can be a reflection of a tendency to neglect rare events (Barron
and Erev, 2003). Most previous analyses assume high values along this
dimension and pay limited attention to mistakes (see Abrahms, 2008;
Spencer, 2006).

The dimension along the X-axis captures the costs of exiting the TN
environment. High values (the right-hand side in Figure 8.1 cube) reflect
situations in which the effort to leave is very costly. An extreme example
involves Europeans that join ISIS in Syria, knowing that if they will try to
leave they risk either being shot by ISIS forces or by the forces that fight
ISIS, or being prosecuted in their home countries for their former
affiliation.

The dimension along the Z-axis captures the ability of the stakeholders
(that try to fight the TN activities) to distinguish between members of the
organizations/networks and people that are not involved in the illegal activ-
ity. High value (the far side of the cube) captures situations in which the
stakeholders cannot distinguish between members and non-members. Fur-
thermore, one could also refer to the distinction between ‘radicals’, who are
distinguishable due to appearance and behaviour and recruiters or financiers
of terrorism, who act in the dark and are not distinguishable from others.

Although the TAKEDOWN model is basically conceptualized and visual-
ized as a three-dimensional space, case-driven applications of the model also
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Figure 8.1 Cube Model.

include time as a fourth dimension. It plays for example a crucial role as a
factor for tracing and visualizing the movement of a case within the cube
over time.

Moving risks in the Cube

Counter-Violent-Extremism practices should always try to relocate an indi-
vidual or a group towards a segment in the cube, where the risk of active
involvement in terrorist attacks is lowest, and effective counter-measures are
cheapest and most efticient (see Table 8.2).

Naturally, it is easier (and cheaper) to prevent illegal activity in the
bottom-left corner of the cube. When the illegal activity reflects a mistake
that can be easily corrected (exit costs are low) and the stakeholders can detect
each activity, gentle enforcement can be enough. In such cases, gentle
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Figure 8.2 Cases with different levels of risk.

enforcement will not only be more effective, but is also expected to be
cheaper and more efficient (Frey, 2007).

The incidences in the top-right corner in the cube are much more ditticult
to address. Thus, when the stakeholders can affect the location of the TN
risk, they should try to move it to the bottom-left corner. Effective interven-
tions often involve the expected benefit dimension. For example, providing
the population with good education and attractive, official career options, is
known to reduce the tendency to join TN (Frey, 2007; Frey and Luechinger,
2002; see also Rabasa et al., 2010).

Moving a TN incidence along the exit cost dimension is more difficult.
Exit costs are particularly large when the TN develops within a close-knit
neighbourhood or in a religious organization. One possibility is relying
on interventions that reduce exit costs (while also reducing the benefits
dimension indirectly by influencing the target’s immediate surroundings)
(Frey, 2007). One example for a response that reduces exit costs is the
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implementation of principal witness programs using strong incentives. This
approach was found to be highly successful in the past (i.e. Wilkinson, 2000).

Decreasing indistinguishability is often a technological task, but it can also
be done indirectly. For example, principal witness programs, when successful,
can provide authorities with detailed information regarding the TN, reducing
indistinguishability of its members (Wilkinson, 2000). However, when stake-
holders cannot move the risk, they should find the best strategy that the
current location of a case offers.

Applying the Cube Model

Against the background of the concept of the Cube Model, this section high-
lights how the Cube Model can be applied for analysing cases of organized
crime, radicalization and terrorism. Three real cases were selected for demon-
stration purposes and the analysis is presented below.

Case analysis matrix

As the model — when transformed into a practical tool for risk assessment of
cases — intends to provide practical use for practitioners and law enforcement
agencies, it needs to provide the possibility to easily include new cases. Also,
it has to quickly allow the analysis of cases through pre-defined categories and
their allocation in the three-dimensional space. Therefore, a dedicated ‘case
categorization matrix’ was created for structuring the cases for the analysis and
the allocation in the model. The case categorization matrix therefore provides
a justification for the allocation of a particular case in the model.

The categorization matrix consists of five main factors following the tradi-
tional situational crime prevention concepts: (1) Environments; (2) Actors/
Key Players; (3) Facilitating conditions; (4) Murderous weapons and tools,
and (5) Targets. These factors are divided into 36 parameters, and the para-
meters are structured into 121 variables, which allow a detailed categorization
of cases.* The more information on a case is available, the more precise its
location in the Cube Model can be established. Furthermore, new informa-
tion on a case can be added continuously and in a replicable manner. Hence,
the matrix and the model are conceptualized as a living framework that allows
the user to revise and adapt the position of cases in the cube based on the
information that is available.

In order to highlight the practical application of the concept and frame-
work, the following section presents the outcomes of the matrix-based ana-
lysis of three exemplary cases related to radicalization, terrorism and organized
crime and locates these cases in the Cube Model.
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Allocation of three exemplary OC and TN cases
Case 1: terrorism

SHORT SUMMARY

On the morning of 25 July 2016, Adel Kermische, a 19-year-old Algerian
who grew up in a housing project in France, entered a Normandy church
with another attacker, where he forced Father Jacques Hamel, 86, to his
knees and slit his throat. The attackers were armed with knives, and wore
fake bombs and explosive belts. The two attackers were shot dead by police
as they emerged from the church. Kermische had a relatively comfortable
non-religious family background — his mother was a teacher and an elder
sister was studying medicine. Media interviews with family and friends indi-
cated a very rapid progress towards radicalization, starting in January 2015. By
March 2015 Kermische was arrested for trying to travel to Syria. He was sent
back to France, where he was given conditional parole awaiting trial. In May
2015, Kermische tried to enter Syria again. He was charged and returned to
France where he was held in preventive custody for ten months. A psycho-
logical examination was carried out between October 2015 and February
2016, outlining his frail psychological state. Kermische’s family said that he
regularly visited hospital since the age of six, after suffering deep depressions
and ‘other mental problems’, with suicidal tendencies documented in his file.
For this reason, the psychological assessment, carried out in prison, stated that
he was not fully compatible with the conditions of custody. Based upon that
and the hearing of Kermische, who recognized his faults in front of the judge
and promised to change, after a careful assessment with Kermische’s family,
the judge granted Kermische an alternative to imprisonment (house arrest),
with the ‘supervision and support’ of his close family, and the support of the
local social welfare institutions. The judge investigated also the availability of
the family to support the rehabilitation programme, as usual in these cases and
imposed a mandatory psychological treatment as part of his bespoke rehabil-
itation program. As for security concerns, the judge ordered Kermische to
wear an electronic tag (preventive security measure which implies police sur-
veillance). The tag was deactivated on the day of the attack.

Against the decision of the surveillance judge (a judge presiding over the
conditions imposed on sentenced oftenders), there was the opposition of the
public prosecutor who considered the judiciary control as not adequate due
to the context and history of the case. He stated that despite the fact that the
offender showed repentance, the risk of reoffending was very high. While at
home, Kermische was able to use Chatogram, an encrypted chat from Tele-
gram, which was not monitored from the surveillance service. Through this
application, he came across his accomplice and they planned the attack in a
spontaneous manner. In this case, almost all relevant stakeholders were
involved: Prosecutors, judges, investigators, prison staff, welfare officers, and
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police responsible for the execution of alternative measures, as well as the
local welfare services, including psychological support. Common to other
cases of radicals who passed to terrorism, all known to the police or intelli-
gence, the risk prioritization and the efficacy of the surveillance measures
represented the weak point of the program.

OUTCOME OF MAIN COUNTER-MEASURES

The response from authorities to Kermische journey towards violence was
contradictory, because, on the one hand, they stopped the fulfilment of his
dream to go to Syria; but on the other hand, they offered him another chance
to return to his old life, but he has rejected, thus keeping exit costs relatively
low. However, this facilitated Kermische’s bid to pretend to become a soldier
of ISIS, as forgiving measures were ambiguous towards his main motivation —
he perceived high benefits from joining ISIS and nothing to gain from the
alternative oftered by the authorities (his old lifestyle). Accepting suicide as a
preferred way of action (he had suicidal tendencies) annulled the effectiveness
of the soft measures.

The main conclusion related to the model could be: when one has relat-
ively low exit costs (one’s own death as the aspired outcome of behaviour),
has high benefits from joining and is low on indistinguishability (but not low
enough), policy and actions should either target the benefits dimension effect-
ively (affect the motivation), or implement a better surveillance policy that
aims to contain the threat and reduce risks. A proper balance between the
necessary rehabilitation measures and corresponding security measures was
not in place. The risk reduction strategies needed to be better targeted in
relation to the level of the threat, as highlighted by the public prosecutor
office in the specific case.

HYPOTHESIZED LOCATION IN THE MODEL

As for Case 1, the expected benefits from joining were seen as rather high,
because the person involved expected that joining the terrorist network
would solve his personal and mental problems. Due to the close family ties
and the probation given by the authorities, the exit costs would have been
rather low before the attack was launched. The perpetrator was known to the
authorities and even spent time in prison, and as the family knew about his
increasing tendencies of radicalization, he ranked low regarding obscurity and
indistinguishability to outsiders (even if the authorities underestimated his
degree of radicalization that finally led to the attack).

The analysis and the facts-based interpretation regarding the location of
the case on each of the three axes results in the visualized model in
Figure 8.3.



Table 8.2 Allocation based on the case analysis

Model dimension

Hypothesized location and justification

Expected benefits from joining
Exit costs

Indistinguishability to outsiders

high (ISIS related activity appeared to him as a
solution to his depression and mental problems)

low (the close family tried to prevent him and the
authorities gave him another chance)

low (spent time in prison, was monitored by French
security organizations, and was supposed to be under
electronic-ankle bracelet restrictions)

high

Expected benefit from joining
medium

low

low

medium high

Exit costs

Figure 8.3 Allocation of the case.
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Case 2: organized (cyber)crime

SHORT SUMMARY

In August 2016, the Oftice of the Attorney General of Switzerland filed an
indictment in accelerated proceedings against three suspected members of a
ring specializing in the fraudulent misuse of credit card data for commercial
gain. One of these three members was Farid Essebar, a Moroccan/Russian
national known in cyberspace as Diabl0. This was the first time that an indict-
ment was filed for a global phishing case in Switzerland.

The three defendants were charged with computer fraud for commercial
gain and multiple counts of attempted computer fraud. The Oftice of the
Attorney General of Switzerland accused the defendants of unlawfully obtain-
ing the data, worldwide, of at least 133,600 credit cards (3,602 of which were
Swiss credit cards). The defendants operated from October 2009 until their
arrests in 2014 and 2015. They obtained the credit card data by carrying out
phishing attacks, using spoof e-mails, websites and text messages.

The perpetrators used the illegally obtained credit cards to purchase ser-
vices and goods for themselves or third parties or had money unlawfully paid
to them via various money transferrals.

These criminal proceedings qualified as a pilot case, as this was the first
time in Switzerland that individuals not physically present in the country
were charged of criminal offences. The three defendants were arrested in
Bangkok (Thailand) and extradited to Switzerland. The proceedings were
fast-tracked and the defendants pleaded guilty.

However, in October 2016, the Swiss Federal Criminal Court refused to
accept the charges in summary proceedings for a lack of jurisdiction regarding
the acts committed abroad by the foreign perpetrators to the detriment of
foreign victims. It explained in its oral substantiation that the conviction of
such acts would equate to interference in foreign matters under international
law. The Oftfice of the Attorney General of Switzerland then had to release
the accused individuals from pre-trial custody.

OUTCOME OF MAIN COUNTER-MEASURES

Initially, the Attorney General of Switzerland was of the opinion that, due to
the provisions of the Cybercrime Convention in conjunction with Article 6
Swiss Criminal Code (jurisdiction under state treaty obligation), Switzerland
is also responsible for dealing with crimes committed abroad by foreign
nationals against foreign victims. It was argued that this applies all the more as
the charges considered only those states that had previously confirmed not to
request extradition. However, as previously noted, the Swiss Federal Crim-
inal Court did not follow this argumentation.

This case underscores how difficult it is to use national responses to
counter transnational crimes committed in cyberspace, and was a big blow for
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the Attorney General of Switzerland. One representative of the Attorney
General of Switzerland stated that one is effectively trying to carry out a legal
process of tomorrow with the means of yesterday.

One of the main challenges is to identify phishing oftenders: it is very dif-
ficult to attribute phishing activities to specific individuals, especially when
they are operating rather carefully, as the three people in this case. Moreover,
requests for legal support from other countries and/or multinational com-
panies (e.g. internet companies with headquarters in the US) take a long time
to be accepted and processed. Such investigations are incredibly cumbersome.
For example, just the printed version of a Facebook-profile of one of the per-
petrators of this case consisted of over 29,000 pages.

It does not come as a surprise therefore that the Attorney General of Swit-
zerland ceases the investigations in 75 per cent of its phishing cases after not
being able to identify specific perpetrators or unsuccesstully requesting
support from other countries and/or companies.

HYPOTHESIZED LOCATION IN THE MODEL

Due to the large gains that can be (and actually were) acquired, the expected
benefits from joining can considered as being rather high. At the same time,
the exit costs are rather low, because the criminals operate from different
countries and if they manage to not leave digital traces, they can disappear
and remain anonymous. Additionally, after being arrested in Thailand and
brought to custody in Switzerland, the main suspect was even released and
was able to leave the country. In contrast, the indistinguishability to outsiders
was high, because of the global distribution of the OC group members, the
covered operations in cyberspace and the use of middlemen when physical
presence was needed.

The analysis and the facts-based interpretation regarding the location of
the case on each of the three axes results in the visualized model in
Figure 8.4.

Table 8.3 Allocation based on the case analysis

Model dimension Hypothesized location and justification

Expected benefits from joining high (the main motivation for the perpetrators
seemed to be financial benefits)

Exit costs low (when the case would have remained uncovered,
he might have had the chance to disappear; he was
also freed from the charges made in Switzerland)

Indistinguishability to outsiders  high (the group operated mainly in cyberspace, was
based in Thailand and consisted of individuals of
different nationalities; they also often used middlemen
when obtaining cash-outs)
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Figure 8.4 Allocation of the case.

Case 3: radicalization

SHORT SUMMARY

Sandra, a young girl, born in Morocco, of Moroccan citizenship, legally
resident in Spain (Gandia, Valencia) initiated a process of radicalization of her
religious and political beliefs. A student at a local high school, she started to
defend and support ISIS in social networks. She decided she wanted to emig-
rate and marry a mujahidin, therefore she contacted people who informed
her that she needed to go to Syria through Istanbul.

Upon her return to Spain, she started to disseminate propaganda of ISIS
and calling for the jihad with even more vehemence. She talked with several
people of her wish to move to Syria and encouraged other people to do so.
She manifested her intention to contribute with money. Her parents opposed
her decision, refused to let her go to a conflict zone and insisted that she
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continue her studies in Morocco, ignoring that her contacts with ISIS were,
in fact, in Morocco.

OUTCOME OF MAIN COUNTER-MEASURES

She was convicted for collaboration with TN. She was sentenced to five years
imprisonment, and five years of parole. She was acquitted of being a member
of a TN, self-indoctrination and attempt to move to foreign territory controlled

by a TN.

HYPOTHESIZED LOCATION IN THE MODEL

Case 3 is again situated in the domain of violent radicalization and terrorist
networks. The expected benefits from joining are located in the middle of
the axis because the perpetrator was attempting to forge a new identity by
adopting a lifestyle more meaningful than was her current life. The exit costs
were rather low in this case, because the person did not join the terrorist
network, but was only striving to do so. Based on the provided information,
the indistinguishability to outsiders was also located at a low level, because
the girl used her real name in regular social media channels and only switched
to using fake names at a later stage.

The analysis and the facts-based interpretation regarding the location of the
case on each of the three axes results in the visualized model in Figure 8.5.

Outlining further applications

While the allocation of particular cases in the TAKEDOWN model pre-
sented in the previous section represents a major step towards a better under-
standing of these phenomena by allocating them in a three-dimensional space,
this section outlines future applications of the model, which are intended to
trace the dynamics of the cases or the interconnections as well as the interde-
pendencies of the OC and the TN domains.

Table 8.4 Allocation based on the case analysis

Model dimension Hypothesized location and justification

Expected benefits from joining medium (as they are mainly related with identity
and belonging and not related to any financial or
other benefits)

Exit costs low (as the individual actually didn’t join yet the IS
but was mainly in contact through online networks
and — if ever — through physical middlemen)

Indistinguishability to outsiders ~ low (the activities of the case where mainly online
in social media and although by the end she was
using fake names etc. she actually started by using
her real name)
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Figure 8.5 Allocation of the case.

Tracing the pathways of cases

One option to show the dynamics of a case is to use the TAKEDOWN model
for visualizing how a case moves to different locations within the cube over time.

Hence, the model can be used for tracing individual case histories or case ‘careers’.
For showing the potential of the model to highlight the careers of a criminal,
Case 1, which is elaborated above in detail, is analysed in a second iteration and

the major stages of the pathway are located in the three-dimensional space.

Changing locations (from L1 to L5) of Case 1 within the three-dimensional model

From L1 to L2: Coming from a non-religious background, Case 1 had a
rather rapid radicalization process; the closer surrounding didn’t really
notice it; but when the individual was arrested for trying to travel to
Syria, the case became recorded, but he was offered parole.
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Figure 8.6 Pathway of Case 1.

— expected benefits from joining remaining medium; decreasing exit cost; decreas-
ing indistinguishability to outsiders

—  From L2 to L3: Case 1 tried to enter Syria again, but was caught and
held in preventive custody for several months; he was approved for house
arrest with an electronic tag and to go under ‘supervision and support’ of
his close family and local social welfare institutions; everything was put in
place for his de-radicalization and re-integration into society.

—> decreasing expected benefits from joining; exit costs are low; indistinguishability
fo outsiders is low

—  From L3 to L4: The perpetrator was sure that joining the IS or carrying
out an attack would help him to overcome his depressions and his need
for doing something significant; over several months he was more and
more drawn into this idea.
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— significantly increasing expected benefits from joining; increasing exit costs;
increasing indistinguishability to outsiders

—  From L4 to L5: The perpetrator was able to use a crypto-messenger
service for finding a collaborator and for planning the attack; for
unknown reasons the electronic tag was deactivated on the day of the
attack; finally, the perpetrator carried out the attack.

—> expected benefits from joining are high; exist costs are high; indistinguishability
to outsiders is high

The information on Case 1 allows the raw visualization of the dynamic
movement of the case within the three-dimensional Cube Model. However,
the more information on a case is available, the more precise the different
locations and the pathways can be reproduced. This would furthermore allow
a comparison of different pathways with each other in order to find similar
patterns or common triggers for becoming radicalized, engaged in organized
crime groups or in terrorist networks.

Integrating the OC/TN-Nexus

As regards the so-called ‘nexus’ of OC and TN, the Cube Model is also
intended to be used for cases that are clearly situated in both domains or have
changed these domains. Research has shown that there are several intercon-
nections between these two fields, particularly when organized crime activ-
ities are used for financing terrorist networks.’ Furthermore, research has also
identified and elaborated on several individuals (cases) that were active in
(small-scale) organized crime activities before becoming jihadists. When dis-
cussing the nexus, it is therefore crucial to differentiate between these aspects,
which also lead to different representations within the model. The following
two examples intend to discuss the ‘nexus option’ for applying the Cube
Model and to provide hypothesized locations of these exemplary cases.

Example 1: ISIS carried out human trafficking, a form of organized crime,
for financing its terrorist activities and was/is at the same time highly active as
a terrorist network — using its resources for carrying out criminal activities.
The following figure therefore shows a hypothesized double allocation of
ISIS in the three-dimensional space, with both domains mutually dependent
from each other (see Figure 8.7a).

The bottom-right dot shows the location of ISIS related to its organized
crime activities in human trafficking. Here, the expected benefits from
joining are on a medium level as they are mainly related to moderate financial
benefit that are (compared to large-scale organized financial crime, for
example) rather moderate. The exit costs are low as human trafticking can be
stopped rather quickly and easily. Also the indistinguishability to outsiders is
low, because it is a rather common organized crime activity, with clearly
defined routes, practices and counter-measures.
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Figure 8.7a Example 1: IS active in different domains at the same time.

The top-right dot shows the location of terrorism activities by ISIS. In this
domain, the expected benefits from joining are defined as high, because they are
not only related with financial benefits through acquisition of territories. The
expected benefits are mainly built on societal power and spiritual compliance.
The exit costs are high, because fighters in Syria are killed, returning foreign
fighters are put in prison and recruited terrorists are often killed during an attack.
The indistinguishability is also high, because outsiders do not have many insights
into the structures of the Caliphate. Furthermore, there are also many cases of
recruited terrorists who were able to prepare an attack without being detected.

Example 1 intends to highlight the possibility of including both domains
of activity into the same model in case an individual or group is active in OC
and TN at the same time. The exercise aims to highlight how locations of the
same case can vary depending on the domain, and how the different domains
are mutually dependent on each other.

In contrast, the following example is closely related to the issue of path-
ways and careers, but is at the same time based on the concept of the nexus.
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Example 2: Abdelhamid Abaaoud, who organized the terrorist attacks in
November 2015 in Paris, had a criminal career before joining ISIS. Starting
with petty crimes, he later dealt with stolen goods and was arrested for a
number of offences such as violent disorder and robbery. He was arrested
several times and spent time in prison.

The following figure shows a hypothesized changing allocation in the
three-dimensional space, with the case moving from one domain to the other
after being radicalized in prison and — after serving as a foreign fighter in Syria
and as a recruiter in Belgium — finally becoming the mastermind behind the
Paris attacks (see Figure 8.7b).

The box at the bottom-left shows the involvement of the perpetrator in
organized crime activities. Due to the type and scale of the crimes, the
expected benefits from joining were rather low (compared to the benefits
of other crimes such as cyber-fraud or money laundering). Also the exit
costs were low due to the types and the scope of the crimes committed.
Finally, the indistinguishability to outsiders was low too, because the
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Figure 8.7b Example 2: Case x changing domains from OC to TN.
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perpetrator had a criminal record, was previously arrested and spent time in
prison.

During his time in prison, the perpetrator became radicalized. He travelled
to Syria at least twice and finally acted as the mastermind of the attacks in
Paris in November 2015. Hence, he changed the domain and moved to
another location, which is represented by the top-right box in Figure 8.7.
The expected benefits from joining increased as ISIS promised that its
members would be part of an elite. At the same time, the exit costs increased,
because the more an individual became involved with ISIS, the more difficult
it became to enter mainstream society again. The indistinguishability to out-
siders was of medium level, because although the perpetrator managed to
travel back and forth between France or Belgium and Syria, the authorities as
well as the public knew about his existence from an online video that showed
him as an ISIS fighter, sharing his motivations with the public.

Example 2 intends to highlight the possibility of using the nexus-approach
for highlighting the movement of a particular case from one domain to
another, and for tracing at the same time its changing location in the three-
dimensional model.

Understanding the (un)intended consequences of counter-measures

As already highlighted above, the potential scope and range for applying the
model for practical use is very much dependent on the volume of informa-
tion available for each case. When more information on counter-measures is
included, the model may also be used for assessments of such activities.

Developing and analysing counter-scenarios

In addition to violent radicalization and terrorism, the model can be applied
for tracing the pathways of particular cases against the counter-measures
adopted. See for example, the EU Counter-Terrorism Strategy,’ adopted by
the European Council in 2005 and built on four major pillars. (1) Prevent:
addresses the causes of radicalization and terrorist recruitment. (2) Protect:
focuses on the protection of citizens and infrastructures and on the reduction
of the vulnerability to attacks. (3) Pursue: aims to hinder the planning and
organizational capacity of terrorists, and to bring terrorists to justice. (4)
Respond: focuses on preparing, managing and minimizing the consequences of
a terrorist attack.

By bringing in the factor ‘time’ as a fourth dimension and by using research
and modelling methods such as scenario analysis,” a set of future scenarios
along the main pillars of the EU Counter-Terrorism Strategy could be
developed. The movement of the case based on the application of a particular
measure can then be visualized by showing its changing location in the model.

The following figure shows a combination of possible scenarios for an
exemplary case from the field of violent radicalization and terrorism. It
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combines potential impacts on the location of the case within the model,
when a particular pillar of the EU Counter-Terrorism Strategy is applied.
Although it is not based on an actual scenario analysis, this example demon-
strates the potential of the cube for evaluating counter-measures (see
Figure 8.8).

Outlook

Previous research has shown that approaches to counter radicalization and
terrorism need to be sensitive to the nature of the environment in which the
specific problem lies. Against the background of situational crime prevention,
this chapter tries to clarify the picture by demonstrating that the incidence of
violent radicalization can be located within the three-dimensional model
space (the Cube Model). Such a dynamic approach — especially when imple-
mented as a case-based technological tool — can constitute a significant
support for stakeholders such as first-line-practitioners and law enforcement
agencies.
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Figure 8.8 Hypothesized case location changes by different PPPR measures.
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In addition to contributing to a better understanding of the phenomena
and their dynamics (including the nexus of terrorism and organized crime),
the model can provide additional intelligence for planning, implementing and
evaluating counter-measures or strategies against individual engagement in
extremist groups or terrorist networks.

For each case, the model considers a broad variety of drivers and variables,
which feed into the allocation of a case in the cube. The more available
information on a case, the more precise its location, but also the easier the
comparative analysis of its trajectory with that of other cases. Therefore,
detailed information on cases is crucial for supporting practical applications of
the proposed Cube Model for first-line-practitioners and law enforcement
agencies.

The concepts presented in this chapter could be transferred into a software
tool and onto a case categorization matrix. Such a tool would rely on a data-
base, where a large number of existing and accessible OC and TN cases are
structured along the common situational-crime-prevention variables. The
logic of the model, which allocates cases in the three-dimensional cube, could
be used for performing semi-automated risk assessments of current cases by
enabling comparisons with a large number of previous (closed) cases that
show similar parameters. Such a tool would support first-line practitioners
and law enforcement in making informed decisions on a current case by
building on existing knowledge, information and data.
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Notes

1 www.takedownproject.eu.

2 TAKEDOWN Report D2.1 (Literature Exploration): https://takedownproject.eu/
wp-content/uploads/2016/12/TAKEDOWN_700688_D2.1-Literature-
exploration-and-open-access-bibliography....pdf.

3 TAKEDOWN Report D2.6 (European Baseline Report): https://takedown
project.eu/wp-content/uploads/2017/07/ TAKEDOWN_700688_D2.6-
European-Baseline-report-on-current-OCTN-specifics-. ...pdf.

4 The full case matrix is presented in a public TAKEDOWN-report: www.take
downproject.eu/wp-content/uploads/2018/04/TAKEDOWN_700688_D4.4-
Initial-practitioners-toolkits-and-policy-recommendations.pdf.

5 https://icct.nl/wp-content/uploads/2017/04/OC-Terror-Nexus-Final.pdf.

6 https://register.consilium.europa.eu/doc/srv I=EN&f=ST%2014469%202005%20
REV%204.

7 www.oecd.org/site/schoolingfortomorrowknowledgebase/futuresthinking/scenarios/

37246431.pdft.
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9 Terrorism financing and the
crime-terror relationships as
challenges for security in
Europe

Javier Ruipérez Canales

Introduction

Motivated by the huge financial capacity shown by terrorist groups like Al-
Qaeda and later ISIS, as well as by the simplicity and the apparent cheapness
of recent terrorist attacks against Europe, terrorism financing (TF) has
received increasing attention in the last years. Most of the literature about TF
mentions the crucial importance of money for terrorist activity (Keatinge,
2016; Normak and Ranstorp, 2015; Sinchez Medero, 2008; Giménez-Salinas,
2007; Marrero Rocha, 2017; European Commission, 2016). However, if
financial resources are essential for such activity to be perpetuated, the con-
stant need for money constitutes, at the same time, a weakness for terrorist
organizations and, therefore, a source of opportunity for security. This is the
idea that underlies the efforts of Counter Terrorism Financing (CTF), which
aims at identifying and sanctioning the appropriation of funds by violent
organizations and hampering their ability to move money around. Terrorism
and counter-terrorism, in this sense, engage in a competitive game whereby,
once one financing modality is detected, new ones are sought and adopted.

The issue of terrorism financing has also been at the core of the crime-
terror nexus analysis, at least since the 1990s. The analysis has addressed the
economic, political, ideological, tactical or operational dynamics underlying
such nexus, exploring the connections, synergies, or even the symbiotic rela-
tionships between organized crime and terrorism (Martin Rodriguez, 2017).
In fact, some observers would suggest that terrorists have always relied on
conventional criminal organizations to satisty their need for forged docu-
ments, weapons and finances (Napoleoni, 2004).

It is also since the 1990s that international efforts have contributed to the
delineation of CFT strategies (Bantekas, 2003). Building on the previous Anti
Money Laundering (AML) provisions, CTF has attempted to tackle, particu-
larly, the trafficking in arms and the illicit use of the international financial
system. Mainly conditioned by Al-Qaeda first and ISIS later, CTF measures
and policies have been developed within the emergency climate caused by
repeated large terror attacks (European Parliament, 2014). In response, terror-
ists have strived to identify other options in order to grant continuity to their
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action. Responses to the threatening evolution of terror, however, have not
managed to hamper access to finances by organized violent groups, who keep
raising money and hoarding resources (Wensink ef al., 2017; Keatinge, Keen
and Moiseienko, 2018). The modalities used are complex, at times making
counter-measures relatively inadequate in terms of prevention and detection,
and an analysis of such complexity may help understand the possible future
development of FT as well as CTF (Keatinge, Keen and Moiseienko,
2018: 3).

Understanding terrorism financing

Terrorism adopts different organizational forms: networks, cells, lone actors
or foreign fighters. Each poses a different threat, aims at different objectives
and has different financial needs. Big international groups need large sums of
money: Hezbollah’s annual budget was estimated at between $100 and $400
million (Levitt, 2004). The Palestinian Liberation Organization (PLO) is said
to have accumulated incomes between $8,000 million and $14,000 million in
the mid-1990s (Napoleoni, 2015), while estimates of Al-Qaeda’s annual
budget are positioned between $16 million and $30 million (Shapiro and
Siegel, 2007: 407). If attacks by lone terrorists carried out with knifes or vehi-
cles require derisory amounts, the cost of bigger attacks requiring detailed
planning, explosive and coordination of several actors may reach into the
hundreds of thousands of dollars. If a cell is part of a larger organization, the
expenses for its activity will be covered by that organization. In brief, costs
depend on the size, type and activity being conducted (Acharya, 2009b: 24),
and include not only operational costs, but also costs for the subsistence of
members and their day-to-day reproduction (Oftedal, 2015: 14).

Terrorism financing, therefore, consists of a great diversity of continuously
evolving methods and mechanisms. These have been identified by research
addressed to big transnational organizations as well as to small cells or lone
actors, leading to classifications and categorizations on which there is not
always widespread agreement (Normak and Ranstorp, 2015; Bell, 2003;
Acharya, 2009b). Legal, illegal and state-sponsored financing are the cat-
egories suggested by Krieger and Meierrieks (2011). Transfer mechanisms
have also been examined, which explain the choice terrorist organizations
face in acquiring and moving funds (Freeman and Ruehsen, 2013). Several
types of fundraising methods are found in the work of Oftedal (2015), which
also pinpoints 15 different financing sources and activities used by jihadist ter-
rorist cells in Europe. Diversity and complexity tend to increase due to
Information and Communication Technologies, speeding the financing
process and conferring more power to organizations (FAFT, 2015a).

Some common patterns emerge from the examination of this literature, for
instance, a broad distinction between self-sufficient financing and externally
derived financing. The former includes all financial operations carried out by
terrorists themselves while the latter is provided by donors, sponsors and
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other external sources. The two modalities, in fact, may or may not exclude
each other, and money can also be obtained legally, for example through sal-
aries, official businesses, savings or investments. Illegal activities, on the other
hand, include arms trafficking, drug dealing, human beings smuggling, as well
as many different forms of fraud, tax evasion, or dodgy financial operations.
In most cases, a combination of all these methods is behind terrorism financ-
ing: that is, self-financing activities are accompanied by some external
support, with money obtained through a combination of legal and illegal
means.

All forms of terrorism, enacted by groups, cells, foreign fighters or lone
individuals, can acquire funds legally or otherwise (FAFT, 2008, 2015a).
Transnational terrorism, however, tends to use legal businesses and com-
panies1 to both raise and move funds around, to conceal operations and
remove traces of dealings, just as conventional organized crime would do.
Organizations take advantage of the opportunities offered by the financial
arena, accessing mediators and agents who are normally available to all cus-
tomers (Lin 2016; Ruggiero, 2017). Of course, financial operations require
specific skills and competence, but these qualities are provided by new
recruits and increasingly sophisticated leaders and accomplices, and it is there-
fore controversial whether financial markets are sufficiently protected from
these types of customers (Napoleoni, 2015). Some studies have even pointed
to the possibility that groups such as Al-Qaeda used their own 9/11 attacks to
speculate on financial markets on the basis of the privileged information relat-
ing to events they themselves were creating (Buesa et al., 2007). In the case of
small cells or lone actors, common legal methods include the use of salaries,
wages, loans or even borrowing money from relatives or close friends (FAFT,
2008, 2015a; Giménez-Salinas, 2007; Oftedal, 2015). These have also been
the preferred methods used by foreign fighters who travelled to Syria to join
ISIS (Keatinge, 2015).

Illegal fund raising methods have been historically used by terrorists to
obtain resources (Napoleoni, 2004). These include almost every kind of crim-
inal activity we may think about® and can be used in different forms by
smaller, bigger cells or international terrorist organizations.” Bigger terrorist
organizations target fragile states and ineffective or absent governments and
may engage in one or several of the following: trafticking in drugs or arms,
different forms of counterfeit, illegal immigration and humans trafficking,
extortion, kidnapping for ransom, smuggling of gold or other luxury articles,
illegal trade in raw materials or energy sources (oil and gas), smuggling of
antiques, tobacco, illicit trade in agricultural products, credit cards fraud, VAT
fraud, environmental crime (the illegal disposal of waste) and cyber-
criminality (Passas, 2006; Giménez-Salinas, 2007; CAT, 2016; Martin
Rodriguez, 2017).

In recent years, the spread of jihadist attacks within Europe suggests an
increase in petty criminality associated with terrorism, thus adding new ele-
ments to the analysis of the crime-terror nexus (Basra, Neumann and
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Brunner, 2016). Petty crime, such as drug dealing, street delinquency,
robberies, theft, burglary and the sale of stolen goods are increasingly used to
finance terrorist cells (Oftedal, 2015; Keatinge and Keen, 2017). VAT fraud,
fraud against banks and other private firms, but also against social welfare
agencies, have been common financing methods used by foreign terrorist
fighters (FAFT, 2015a). Specific analyses of FTF financing methods* found
that a combination of legal and illegal methods consists in the use of savings,
individual or family resources, loans legitimately obtained, subsidies or gov-
ernment benefits and petty criminality: these were the resources used for
travel and maintenance expenses by foreign fighters, who also brought some
funds to the organization they joined (Keatinge, 2015).

The terrorism financing methods examined so far depict the trends and
evolution of TF over the last decades. But a complete understanding on the
phenomenon requires that the analytical effort be extended to a different
aspect or phase of the terrorism financing process. Once the money is
obtained, often it has to be moved, with the consequence that opportunities
arise for security detection and disruption. Methods such as direct physical
transportation and hand-out by terrorists, or the use of cash couriers, combine
with different formal and non-formal systems. Money shipping services,
money value transfer systems and remittance businesses, or even the formal
banking system have been commonly used (FATF, 2008, 2015a). Among
informal systems, the use of ‘Hawala’ has been the most commonly explored
in literature. In addition, mechanisms such as false trade invoicing of high-
value commodities, traveller’s cheques and pre-paid cards are among the
possibilities that new technologies offer (Freeman, 2011; FAFT, 2015a;
Normak and Randstorp, 2015: 18-22). In brief, a comprehensive set of
methods is available and, again, possibilities tend to increase with the options
offered by ICT developments. According to Freeman and Ruehsen (2013),
the terrorists’ choice of a transfer method will be given by a combination of
factors that among other things include detection risk, reliability, simplicity,
convenience and cost.

Counter terrorism financing and the common reactive
evolution

The evolution of terrorism financing has been heavily influenced by the
development of CTF measures, and vice-versa. During the Cold War period,
terrorist funds derived from a mixture of criminal activities and external
financing, while crime-terror relationships were mainly confined to the field
of arms and drugs traffic (Napoleoni, 2004). State sponsorship and private
donors were also common (Sanchez Medero, 2008; FAFT, 2015a). Things
changed in the 1990s, when states drastically reduced their support to terrorist
organizations as a consequence, on the one hand, of the fall of the Iron
Curtain and, on the other, of the development of international counter-
measures (Passas and Giménez-Salinas, 2007; Marrero Rocha, 2017; Krieger
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and Meierrieks, 2011). The original architecture of CTF, in a sense, can be
traced back to the 1990s (Bantekas, 2003).

In the early 1990s, UN sanctions against countries providing economic
support to terrorism were introduced and, later, extended to non-state enti-
ties and individuals (Wesseling, 2014). In 1989 the Financial Action Task
Force (FATF) was created, entrusted with the drafting and enactment of an
international framework for Anti Money Laundering (AML). Since then,
FAFT has developed the main international tools adopted by CTF, including
the Special Recommendations which are universally recognized as the inter-
national standard for combating money laundering, terrorist financing and
arms proliferation. The Recommendations also postulate that terrorist financ-
ing be prosecuted as a distinct offence. Currently, no evidence exists indi-
cating that European states finance terrorist organizations such as Al-Qaeda
and ISIS (Oftedl, 2015; Passas and Giménez-Salinas, 2007; CAT, 2016).

After the creation of the Financial Action Task Force, some terrorist
groups stopped their activity while others looked for new funding sources
and financing strategies (Bantekas, 2003). The support to terrorism by non-
state external sponsors and private donors increased (Passas and Giménez-
Salinas 2007: 496), although new financial strategies were devised that took
advantage of markets deregulation and economic globalization (Sianchez
Medero, 2008; Marrero Rocha, 2017). This evolution meant, therefore, an
increase in the use of donors and private supporters, on one hand, and the
development financial skills for terrorists, on the other. Terrorists, in fact,
allocated specialist human resources tasked with refining procedures and
honing strategies of financial ‘engineering’ (FAFT, 2015a; Napoleoni, 2015).

In the following years, Al-Qaida expanded the spectrum of terrorist
financing with new and complex financing techniques, including business and
investments, though continuing to rely on external private donations and the
proceeds of different illegal activities (drugs and arms) (Passas and Giménez-
Salinas, 2017). The attacks against the US embassies in Kenya and Tanzania
led the UN to launch the Security Council Resolution 1267, focused on
Taliban involvement in crime and in the financial arena. The Convention for
the Suppression of Terrorism Finances was launched by the UN and FAFT in
1999, and contained an extended revision of previous recommendations per-
taining to the criminal sphere (FAFT, 2012). In Europe, the development
and implementation of measures in line with international UN and FAFT
efforts followed the bomb attacks by the Algerian GIA network in 1995 and
the aborted plot against the Christmas market in Strasbourg in 2000.

The attacks against the US in 2001 marked a dramatic turning point not
only in the fight against terrorism, with the official launch of the “War on
Terror’, but also in development of counter-measures in the realm of terrorist
financing. The 9/11 attacks reshaped the international scene and terrorism
financing became an urgent priority and core component in international and
European agendas (Giménez-Salinas, 2007). Since the movement and transfer
of big amounts of money were achieved through the formal banking system,
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(Keating, Keen and Moiseienko, 2018), the role of financial institutions was
placed in the spotlight and strategies were devised that might increase public—
private cooperation in the field. In December 2001, EU governments agreed,
in the Common Position 2001/931/CESP, to create a list of individuals,
groups and entities involved in terrorism whose funds and financial assets had
to be frozen. The strategy was reinforced by Council Regulations (EC) No
258072001 and (EC) 881/2002.

The extensive monitoring of data from financing institutions became
acceptable and possible due to technical smart software possibilities
(Wesseling, 2014). This served to launch the Terrorist Finance Tracking
Program (TFTP) set up by the US Treasury Department. The Program
ensured that the Society for Worldwide Interbank Financial Telecommuni-
cations (SWIFT) gave access to its database, and in 2010 EU member states
were also granted access thanks to the EU-US TFTP Agreement (European
Commission 2017a).® These changes placed financial institutions at the front-
line of CTF (Lin 2016) and pushed towards further developments in the area
of financial intelligence (FININT). Collaboration is also offered by
EUROPOL’s FlU.net, a decentralized computer network connecting the
national member states Financial Intelligence Units (FIUs), while the informal
Egmont Group provides FIUs around the world with a confidential informa-
tion exchange forum.

The attacks perpetrated in Europe by home-grown terrorists in the first
part of the twenty-first century determined yet a new turning point. The
bombings in Madrid in 2004 and in London in 2005 modified the general
perception of terrorism and made its better understanding urgent. The study
of radicalization grew, revealing that terrorists were not foreigners crossing
the borders of Europe with the intent to attack its territories, but European
residents and citizens bombing their own countries after embracing funda-
mentalist ideas and radical narratives. The Madrid attack was carried out by
individuals engaged in petty crime and drug trafficking, who got hold of
bombs through a drugs-explosives exchange deal (Passas and Giménez-Salinas,
2007). Estimates of the total cost of the operations vary by up to 90 per cent:
while FAFT reports the figure of $10,000, other commentators indicate
$60,000 or $100,000. The cost of the London bombings in July 2005 is
estimated at between $8,000 and $15,000 (FAFT, 2008; Oftedal, 2015; Passas
and Giménez-Salinas, 2007).

Emergency reactions translated into a new set of measures being developed
at international level as well as in Europe. The Counter-Terrorism Imple-
mentation Task Force (CTITF) was established in 2005 to coordinate eftorts,
and a specitic Working Group on Tackling the Financing of Terrorism was
created to assist States in implementing counter-measures. The European
Union’s Strategy on combating the financing of terrorism was presented in
December 2004.” The 2005 Third Anti-Money Laundering Directive
(2005/60/EC)* extended the scope of AML to terrorist financing, moving
from a rule-based to a risk-based approach, and enhancing the ‘know your
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customer’ principle to push financial institutions into increasing vigilance on
transactions. The cash control Regulation’ (EC) No 1889/2005 and the
Regulation (EC) No 1781/2006 stipulated the gathering of information on
customers transferring funds, while the Payments Services Directive 2007/64/
EC addressed alternative remittance systems, reinforcing public—private
cooperation (Wesseling, 2014; Wensink ef al., 2017).

Terrorism financing trends and the ‘new’ crime-terror
relations

During the second decade of this century, ISIS widely modified, again, the
global terrorism scene. In 2014, the organization reached an annual income
between $1,890 million (HeiBner ef al., 2017) and $2,900 million (CAT,
2016)." The money helped ISIS to continue the war, maintain a vast ter-
ritory under its control and invest large sums in marketing and propaganda. It
quickly became one of the richest ever terrorist organizations, managed with
efficiency as a perfect financial machine and promoting a totally new model
of terrorist organization (FAFT 2015b; Sinchez 2008; Napoleoni 2015). The
new threat forced once more CTF to react and adapt responses to the emerg-
ing financing methods and trends (FAFT, 2015a; Wensink ef al., 2017).
Directive 2014/42/EU set minimum security standards, reinforced cross-
border cooperation and established common practices in the freezing and
confiscation of assets. The Payment Services Directive 2015/2366/EU
amended previous Directives, while Regulation (EU) 2015/847 relating to
information on payers and beneficiaries of money transfers expanded the
scope of surveillance by financial institutions. Later, specific efforts included
the Council Decision 1693/2016 and Council Regulation 1686/2016 to
adopt restrictive measures independently from the UN (European Commis-
sion, 2017b).

In February 2016 the European Union’s Strategy on combating the financ-
ing of terrorism gave way to the European Commission’s action plan, which
is expected to inform EU policies and act as the main European instrument
to be utilized by CTF. The Action Plan, which in fact has not yet been
adopted or fully implemented, contains legislative and non-legislative propo-
sitions as well as the suggestion of strategic practices in full respect of the
different EU Treaties. The Plan identifies the main objectives as: to disrupt
terrorism revenue sources, prevent and detect fund transfers, and trace terror-
ists through their financial operations (European Commission, 2017b). As
part of the Action Plan, in July 2016 the Commission presented a proposal of
revision of the Fourth Anti-Money Laundering Directive to further
strengthen EU rules on anti-money laundering and better counter-terrorist
financing. The proposal set out a series of measures to ensure increased trans-
parency of financial transactions, the use of virtual currencies or pre-paid
cards and enhancing the access of Financial Intelligence Units to information.
To reinforce cooperation and coordination, the European Counter Terrorism
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Centre (ECTC) launched in 2016 by Europol included within its mandate
the sharing of information, intelligence and expertise on terrorism financing
(European Commission, 2017b).

ISIS produced an impact not only on international terrorism, but also on
the modus operandi of terrorism in Europe (Europol, 2016). With the decline
of the ‘Caliphate’, (Heilner et al., 2017) Europe has to face the novel threats
to security posed by new terrorist groups. As is well known, ISIS attempted
to mobilize Muslims in the West not only through direct recruitment, but
also by persuading them to enact Jihad in their home country. It incited inde-
pendent attacks to be perpetrated in the Western world without these being
coordinated by the central organization, producing explicative manuals, tacti-
cal guidelines and a plethora of other military material (Europol, 2016). As
different scholars have argued, the new strategy resulted in a reinforcement of
operational procedures adopted by terrorists within Europe which are rel-
evant for financing and, at the same time, bring the crime-terror nexus to a
different level. Changes can be noted in the ways in which terror attacks are
committed as well as in the choice of radicalization and recruitment path-
ways. Large and carefully planned terrorist attacks, like the one launched in
Paris in January and November 2015, have coexisted with more rudimentary
but equally eftective attacks. The relative simplicity and costless character of
the latter have contributed to a dramatic increase in social anxiety and feelings
of insecurity among Europeans (Nitsch and Ronert, 2017). High impact
attacks committed with the mere use of knifes or rented vehicles (like those
in Nice and Berlin in 2016, followed in 2017 by more in Stockholm,
London, Manchester and Barcelona), though described as ‘low-cost’ or low-
tech’ terrorism, cause as much fear as large-scale operations (Levitt, 2017,
Acharya, 2009a; Witherspoon, 2017; Zoli, 2017).

Moreover, the spread of low-tech terrorism goes hand in hand with the
legitimation of conventional crime victimizing the ‘infidels’, thereby adding a
further source of funds for terrorist activity. In brief, stealing or robbing is
permitted if the final goal of the Caliphate is simultaneously pursued
(Neumann and Salinas de Frias, 2017). In this respect, the relationships
between terrorism and petty crime have been duly highlighted, unveiling
new aspects of radicalization, recruitment and the financial issues
accompanying them (FATF, 2018). Simcox (2015) found that 22 per cent of
the 58 individuals associated with terrorist activity in the West, between July
2014 and August 2015, had a criminal record or were known to law enforce-
ment, while other authors found similar or higher percentages among indi-
viduals engaged in terrorist financing: 33 per cent in Germany, 50 per cent in
France and Belgium, up to 60 per cent in Norway and The Netherlands
(Neumann and Salinas de Frias, 2017). Surely, larger property offences are
still important, but the fact that many terrorists have a conventional criminal
background deserves proper attention, as it could prove that conventional
organizations and terrorist organizations, at least partly, recruit from the same
pool of individuals (Normak and Ranstorp, 2015; FAFT, 2018; Basra,



Terrorism financing and crime-terror relationships 149

Neuman and Brunner, 2016). This circumstance appears to provide terrorist
groups with the advantage of recruiting people who are already trained in
criminal activities and are, therefore, malleable when training aimed at refin-
ing other illegal, operational skills is offered. In addition, and contrary to what
we might think, the use of individuals with a criminal record does not
increase the risk of detection, since evidence has shown that terrorist cells
involved in crime to finance their activity, between 1994 and 2013, were not
more often detected than others (Oftedal, 2015).

Financially self-sufficient organizations possess more operational independ-
ence in that they are not obliged to abide by rules and procedures established
by external donors. Such organizations are not subordinated to control by
peripheral agents, nor do they risk compromising their activities in case of
donors” withdrawal (as was the case in the 1990s, when state sponsorship of
terrorism came to an end). In Europe, as we have seen, large, costly opera-
tions coexist with low-cost ones, both having a huge impact thanks to the
successful recruitment and radicalization of home-grown fighters. Both dis-
seminate insecurity and fear, thus making terror all the more effective.
Besides, the autonomy given to cells and lone actors helps to dodge CTF
controls, allowing the preparation of attacks to merely depend on small
amounts of money in what we can term practices of microfinancing. Para-
doxically, sophisticated financial operations conducted by large terror groups
are easier to detect as they offer a variety of options to law enforcers and
other public or private agents. On the contrary, given that European terrorists
act, move and spend money in ways that are ‘remarkably ordinary’ (Oftedal,
2015), their behaviour in the financial sphere is difficult to distinguish from
that of their law-abiding counterparts. Leaving fewer footprints, they can
easily escape institutional control.

Autonomy gives some groups the possibility of recruiting their own
members, conducting criminal activity aimed at acquiring funds, and conceal-
ing themselves better in European societies. ‘Cells’ and ‘lone actors’ can easily
mingle in urban contexts and become indistinguishable, also because they are
in no need to keep contacts or establish communication with the larger
organizations. Moreover, cells and lone actors have detailed knowledge of the
context in which they operate, being able to identify targets and weigh risks
in areas familiar to them. In the case of individuals with a previous criminal
background, training needs and costs will be substantially reduced, while their
capacity to access illegal networks turns out to be an added value. We can
therefore hypothesize that international terrorist groups will, in the future,
inspire and support attacks in Europe without directly funding them, and will
limit their tasks to general indoctrination, emotional communication, market-
ing operations, and the production of manuals, propaganda and ideological
guidelines. If home-grown terrorist attacks in Madrid 2004 and London 2005
made Europeans realize that terrorists did not necessarily come from abroad,
the recent evolution shows that European terrorism, day after day, becomes
increasingly context specific.
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Neither new nor unknown: looking at the future
of CTF

While evading law enforcement, terrorism in Europe is changing in a way
that facilitates financing procedures and simplifies the planning, preparation
and enactment of attacks. The reduction of costs is simultaneous with the
ideological rationalization encouraging the resort to conventional crime as a
way of securing funds. All these aspects, however, are not new and have also
characterized previous terrorist activities in Europe.

Since the middle 1990s, the use of petty crime to fund European jihadist
cells has been the second most used method: the financing of 28 per cent of
the terrorist acts perpetrated between 1994 and 2013 included illegal activities
like drugs trafticking or illicit trade in cars, weapons or forged documents
(Oftedal, 2015). The GIA members were described as a group of ‘gangster
terrorists” in French newspapers due to the fact that many of them had been
involved in local criminal groups and gangs (Lia and Kjok, 2001). The group
was able to carry out a bombing attack in 1995 whose total cost, around
$20,000, was financed by criminal activities and through the support of its
own network located in the UK (Oftedal, 2015). The Madrid attacks consti-
tute a relevant precedent in terms of the current relationships between
criminality and terrorism. Already engaged in petty crime and drug traftick-
ing, the attackers obtained the required resources by accumulating criminal
proceeds and exchanging quantities of drugs for explosives (Passas and
Giménez-Salinas, 2007). A similar strategy was later used in The Netherlands
in 2004, but also in the Stockholm bombing of 2010 and in Toulouse in
2012 (Reitano, Clarke and Adan, 2018).

Further studies have also focused on these aspects. For instance, research
conducted in 2006 into jihadi terrorism found that many of the sampled indi-
viduals involved had been previously active in different forms of crime, with
25 per cent having a criminal record (Bakker, 2006). Finally, the role of
prison in fostering radicalization, recruitment and networking has also been
examined, showing the strong effect custodial institutions may have on radi-
calization processes (Reitano, Clarke and Adan, 2018; Neumann and Salinas
de Frias, 2017; Basra, Neumann and Brunner, 2016).

On the declining costs of terrorist attacks carried out in Europe, discus-
sions were lively even prior to 9/11 (Wesseling, 2014). An empirical study
led by the Norwegian Defence Research Establishment (Oftedal, 2015) ana-
lysed the financing of 40 jihadi cells involved in attacks on European soil in
the 1994-2013 period. One of the main findings of the study was that those
attacks were generally cheap, with 75 per cent costing under $10.000 and
only 8 per cent over $20,000. In brief, low-cost terrorism is hardly something
new, as by no means new is the circumstance whereby low-cost terror mixes
up with larger, thoroughly planned and costly terror operations.

Recent developments are the result of CFT action, to which some con-
cluding remarks must be devoted. CFT strategies and measures have mainly
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addressed the international dynamics and the financing of big terrorist groups,
thus failing to respond to the new developments described above. As ter-
rorism financing is conditioned by CTF initiatives, future institutional
responses should predict their own possible effects and foresee the potential
counter-responses by terrorist organizations. Midterm strategies, for example,
should proceed with detailed evaluations of the outcomes each component of
such strategies is likely to produce. Currently, CTF does boost control by
creating barriers to external funding sources. However, specific measures that
address self-financing through legal or illegal activities need to be strength-
ened. In addition, public—private cooperation and the role of financing insti-
tutions need to be reviewed. This is because the plethora of new modes of
terrorist financing remain untouched by public—private concerns. The new
response strategies will probably require intelligence-led approaches fostering
collaboration among the diverse law enforcement agencies. Ultimately,
changes in CTF measures will have to bear in mind the counter-measures
that can be potentially adopted by terrorist organizations.

Notes

1 These can be real or ghost companies which usually have a key role in moving
funds, buying and shipping materials and other resources.

2 Those are extensive to different illicit fraud and related mechanisms, credit card
fraud, insurance fraud and tax evasion to the use of forms of petty or mass
criminality and even violence.

3 As an example, while fraud may be used for FTF, other methods as robbery can
be used by cells or massive drug or arms traffic will relate to big criminal or ter-
rorist organizations.

4 Interesting and relevant are Keatinge (2015) which specifically analyses the com-
plete FTF joining process including many study cases and communications, and
the specific section of FAFT (2015a: 13—23) on the FTF financing methods and
techniques.

5 Hawala means transfer in Arabic, but has different denominations as Fei-Chi’l
(China), Padala (Philipines), Hundi (India), HuiKuan (Hong Kong) or Pei Kwan
(Thailand). A good description can be found in a specific FATF’s report (2013).

6 The agreement took effect after EU requirements for providing the appropriate
safeguards to accommodate legitimate concerns about security, privacy and respect
of fundamental rights.

7 The strategy would be later revised in 2008 and 2011.

The Directive is result of previous AML Directives 91/308/EEC and 02001/97/EC.

9 This regulation requires the disclosure of cash or equivalent in excess of €10,000
when entering or leaving the EU.

10 Its incomes and capital widely vary among different analysis (HeiB3ner ef al., 2017)

but in 2014 roughly rounded $2 billion in 2014 (Stergiou, 2016: 191), much more

even than some countries gross profit.
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10 Tackling the nexus at the
supranational level

Matteo E. Bonfanti and Lukas Meyer-Daetsch

Introduction

Terrorism, on one side, and organized crime, on the other, are menaces to
the stability, security, integrity, and cohesion of several communities across
the world. Not least, the development in recent years of terror groups using
everyday criminal skills in their pursuit of terror, which is often referred to as
the crime-terror nexus, or the ‘the nexus’ in this chapter (Makarenko, 2004;
Makarenko and Mesquita, 2014; Ruggiero, 2019; also Musotto and Wall in
this collection (Chapter 4) for different interpretations). Countering these
menaces tops the policy agendas of many national governments, drives the
adoption of specific measures by domestic institutions, and is the object of
different transnational cooperation initiatives promoted at both the global and
regional level. With regard to Europe, supranational organizations like the
European Union (EU), the Organization for Security and Co-operation in
Europe (OSCE) and the Council of Europe (CoE) have been extensively
engaged in fighting terrorism and organized crime for many years. Within the
scope of their remits and capabilities as well as by employing multiple per-
spectives, programmes and tools, they favour coordinated interventions and
actions aimed at preventing and responding to the threats posed by these phe-
nomena. They adopt policies and legal instruments, as well as establish ad hoc
mechanisms, which are progressively implemented by the states that are
members of these organizations. Overall, they promote a holistic and integ-
rated approach towards terrorism, on one side, and organized crime, on
the other; an approach that covers different aspects of these issues — from
their inherent causes to the manifestations — and mobilizes several actors
(public institutions, private organizations, and the civil society) for its
implementation.

As far as the EU cooperation framework is concerned, different institu-
tions, bodies and agencies are dealing with organized crime and terrorism.
Their initiatives and actions are multi-level and multi-sector. Overall, they
address terrorism and organized crime from a social, economic, law enforce-
ment (judicial and policing), and security perspective. Interventions range
from the adoption of legislation criminalizing these phenomena (as a whole,
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or with regard to their specific elements) or sustaining operational cooperation
among national authorities (e.g. through the setting up of information sharing
platforms and systems), to the funding of research and development projects
aimed at enhancing stakeholders’ prevention and response capabilities. Given
the complexity, diversity, and articulation of terrorism and organized crime,
the EU tends to address them separately. Some of the initiatives and pro-
grammes introduced to tackle organized crime eventually came to cover
more explicitly terrorist activities as well. This is the case, for example, with
measures aimed at identifying proceedings from illicit activities that can be
also used for financing terrorism. Other measures include enhanced border
and travel control to identify both criminals and terrorists. The overlap
between interventions depends also on the fact that terrorism itself, like
organized crime, is a serious crime.

During the last few years, however, the EU seems also interested in under-
standing and tackling the possible intersections between terrorism and crime.
Not always deliberately and explicitly, the EU seems to orient its actions also
towards the contrast and disruption of the so-called ‘nexus’ between the two
phenomena. From a conceptual point of view, the word ‘nexus’ refers to the
interplay between terrorism and crime. It refers to the (evolving) relationships
and links between terrorist and criminal activities (and groups). In Europe,
links between crime and terrorism have recently been reported in different
countries. For example, there is enough evidence of cross-fertilization
between criminal and terrorist milieus within prisons in Italy, the Nether-
lands, France, Austria, Germany, Belgium and Luxembourg, the UK and
Ireland (Rekawek er al., 2018). In these countries, jihadists with criminal
records have leveraged criminal skills and connections for the purposes of ter-
rorism, and actively encouraged crime for the sake of jihad. In some of these
countries, there are also criminal organizations, which have not intentionally
or formally collaborated with terrorist groups, but — especially through their
involvement in human smuggling, arms or other illicit good trafticking — may
unwittingly facilitate terrorist organizations.

From a law enforcement perspective, tackling the nexus involves identify-
ing, investigating, and disrupting the interactions between criminal groups
and terrorists. It requires an understanding of the existing or potential con-
nections and areas of ‘adherence’ or ‘continuity’ between these groups or
individuals to intervene adequately. Understanding involves the collection
and analysis of information on actors (individual or groups), their capabilities,
modus operandi, intentions, relationships, activities and other risk indicators.
It involves the sharing of actionable knowledge among anti-crime and anti-
terrorism agencies. To happen and be eftective, the sharing of information at
both the domestic and supranational level should be based on trust and on
established relationships among the involved parties. It should occur through
defined frameworks, channels and mechanisms that support the flow of
information. These frameworks and mechanisms do exist in Europe (Bon-
fanti, 2016).
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In light of the above, this chapter examines the EU approach towards the
nexus and presents the array of tools and measures the Organization can
deploy to counter the phenomenon from a law enforcement and, to a lesser
extent, intelligence perspective. First, it looks at the EU’s view on the nexus
by analysing relevant documentation issued by its institutions and agencies.
Then, it reviews the mechanisms that are relevant for tackling the nexus
between organized crime and terrorist networks from a law enforcement and
security perspective. It focuses on the instruments that favour the collection
and sharing of criminal or security information/intelligence and discusses their
main advantages and limits. It also reviews the initiatives covering specific
areas of convergence or cooperation between terrorist and organized criminal
groups, i.e. (i) the generation of funds; (ii) access to weapons, forged docu-
ments and other services; (ii1) and the recruitment of terrorists from the crim-
inal milieu. Drawing on the results from a qualitative survey which
questioned the main issues European and national decision makers face when
confronted with organized crime and terrorism, the chapter concludes by
providing recommendations for improving the EU response to the nexus.

The EU’ view on the nexus: convergence and
cooperation across three areas of activities

The EU’s interest in the crime-terror nexus can be traced back to 2012 when
the European Parliament commissioned a study on the topic. The study
addressed the academic scepticism regarding the existence of established and
long-term cooperation between criminals and terrorists in the EU at the time.
The scepticism pointed towards it being counterintuitive for organized crim-
inal groups to cooperate with terrorists. These latter not only strive to disrupt
the political environment in which organized criminal groups become
embedded; they also presumably make organized criminal groups more vul-
nerable to authorities. The study, however, also indicates the existence of
various organizational and operational linkages between terrorist and organ-
ized criminal groups (European Parliament, 2012: 8).

It did not take long for the EU to take an official position on the matter.
In 2015, the European Agenda on Security mentioned there are interlinked
areas among terrorism and organized crime (European Commission, 2015:
13). A few years later, the Directive 2017/541 on Combating Terrorism
acknowledged that ‘[...] the increasing links between organised crime and
terrorist groups constitute a growing security threat to the Union and should
therefore be taken into account by the authorities of the Member States
involved in criminal proceedings’ (European Union, 2017a, No. 13).
Recently, the Council of the European Union and its working groups have
been even more explicit. In a note, the Presidency of the Council called for
further analysis of the possible links between crime and terrorism and asked
relevant authorities to increase their cooperation in identifying these links
(Council of the European Union, 2018a: 5). Rather than speaking of hybrid
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groups, the Council emphasizes the need to investigate the macro areas of
activities in which convergence or cooperation between terrorist and organized
criminal groups may occur, i.e. (i) the generation of funds; (i) access to
weapons, forged documents and other services; (iii) and the recruitment of
terrorists from the criminal milieu. The Council’s reference to these macro
areas does not seem random. It is indeed in line with the forms of cooperation
or convergence that member states” authorities and EU agencies have suggested,
identified and monitored so far. In particular, it acknowledges EU INTCEN
and Europol analytical assessments, which have been delivered recently.
Opverall, this suggests that the EU interpretation of, and approach to, the nexus
tends to be pragmatic and evidence-based. It seems grounded on data and intel-
ligence provided by agencies having counter-terrorism and/or anti-crime
remits. Data and intelligence which seems to demonstrate that — as far as the
EU is concerned — the nexus takes the forms of convergence/confluence,
cooperation and collaboration across three specific areas of activities.

The first activity is recruitment. Analytical assessments provided by
Europol reveal a trend towards terrorist suspects having an extensive criminal
background (Europol, 2017a). In other words, there is a significant number
of individuals reported to Europol for both terrorism-related offences and
involvement in serious and/or organized crime, including migrant smuggling,
drug and firearms trafficking, financial crimes and organized property crime.
Almost all of these individuals were first reported for serious/organized crim-
inal, and only later, for terrorism-related offences (Europol, 2016a).

The second is funding. Available information and assessments show that
terrorist groups acquire money through: the smuggling of drugs (Salinas de
Frias, 2017; Europol, 2011); tobacco (Europol, 2017a); oil; stolen cultural
goods, antiquities and artefacts (European Parliament, 2018; Europol, 2017b);
and trafficking in human beings/migrant smuggling (Europol, 2016b; Euro-
pean Parliament, 2016, No. 9). Furthermore, organized offences groups
might help with financial crime services, including money laundering, tax
evasion and large-scale VAT fraud (European Parliament, 2018: lit. G;
Europol, 2017b; Europol, 2016¢: 12). Finally, terrorists might be able to
cooperate with organized criminal groups or engage themselves in acquiring
funds in cyberspace, especially in connection with cryptocurrencies, which
might increasingly be used to launder money, and money-making malware
such as ransomware (Europol, 2016d, 2018).

The third activity is collaboration. There are concerns about the provision
of services, particularly the procurement of weapons and forged documents.
Terrorist groups are known to not only have acquired automatic firearms, but
also hand grenades, rocket launchers and high-grade plastic explosives and
detonators (Europol, 2016a, 2016¢, 2017a, 2017¢, 2018). Terrorists with a
criminal background might already know relevant personal sources from their
past, but they are also readily available online. Of concern in this regard is the
role of the Darknet in facilitating the sale of firearms. Other services that ter-
rorists might outsource is the forging of documents, including documents
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used for money laundering activities, travel or identification documents and
work permits (Europol, 2013, 2014, 2016d, 2017b; Frontex, 2017a). Forged
documents can also help terrorist groups in entering Europe by posing as
refugees. Migration-aftected countries expect European foreign fighters to use
organized crime groups engaged in illegal migration to facilitate their return
to Europe (Europol, 2017a, 2018; Frontex, 2016a). Finally, there is evidence
that terrorists learn from cyber-criminals in the online environment, which
leads to growing cyber capabilities among terrorist groups as their cyber
expertise expands (Europol, 2016d).

The linkages between terrorism and criminal activities described above are
believed to be pragmatic, ad hoc and short-term. There is evidence, however,
that terrorists with extensive criminal backgrounds manage to sustain
cooperation with criminal groups in the longer term. For instance, some of
the terrorists involved in the November 2015 attacks in Paris are believed to
have been active participants in criminal networks rather than their clients.
Moreover, the relative incidence of existing connections appears to have
increased (Europol, 2016a). It is worth noting that, according to Europol,
while cooperation between terrorist groups and organized criminal groups
constitute an increased security threat to the EU, they also make both entities
more vulnerable to detection (Europol, 2015). Mutual support between agen-
cies working on counter-terrorism and on fighting organized crime should be
further extended, given the existing linkages and areas of adherence between
the two phenomena for improved detection, cooperation, and information/
intelligence exchange.

This is not only true for the domestic dynamics in many European coun-
tries, with anti-crime and counter-terrorism being treated as different ‘silos’,
but has also impacted the activities on the EU level. There needs to be a
stronger ability and willingness of counter-terrorism and anti-crime agencies
on both national and international levels to share intelligence, cooperate on
an operational level and identify and monitor existing and potential links
between organized criminal groups and terrorist networks (European Parlia-
ment, 2012). The EU should explore its existing capabilities to the full,
improve the tools in place and connect the difterent stakeholders, rather than
adopt policies and measures in the wake of terrorist incidents that are out-
dated the moment they are implemented (Wensink ef al., 2017). This means
to improve effective information collection and sharing through the already
established channels and platforms.

The EU capabilities to tackle the nexus from a law
enforcement perspective

There are different EU agencies and instruments that can contribute to the
tackling of the nexus and enhance the law enforcement-based response to the
phenomenon. Although not always and specifically tasked or designed for
that, these agencies and instruments can be useful in pursuing and disrupting
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the nexus. On the one hand, they support the collection and, above all,
sharing of information and intelligence between national authorities having
counter-terrorism and/or anti-crime remits. Therefore, they can in principle
generate the multi-stakeholders’ understanding of the linkages and areas of
continuity between terrorism and organized crime and allow for more
effective law enforcement interventions. On the other hand, they tackle the
three areas of concern identified by the EU.

Understanding and tracking the nexus: agencies, information systems,
and cooperation frameworks

A significant contribution in pursuing the nexus can be provided by the EU’s
Justice and Home Aftairs (JHA) agencies, in particular Eurojust, Europol, and
Frontex, which represent the central hubs for police and judicial cooperation
across Europe. Eurojust coordinates judicial investigations and prosecutions
across two or more member states (European Union, 2002). When member
states share their information with Eurojust, it is stored in Eurojust’s Case
Management System. Moreover, the agency maintains the so-called Ter-
rorism Convictions Monitor (TCM), which is a non-public overview and
analysis of trials and court proceedings linked to terrorism (Wensink et al.,
2017). Europol fosters coordination of investigation in criminal cases with
transnational implications (European Union, 2016a). Over the years, Europol
has started to incorporate new tasks in its mandate depending on threat devel-
opments, including terrorism. The agency collects, stores, analyses and
exchanges information and intelligence on serious crime and terrorism with
the member states and other EU institutions. The gathering and sharing is
boosted by technological systems like the Europol Information System (EIS;
see below) and the SIENA network. The latter is a secure electronic commu-
nication infrastructure shared by Europol, member states’ designated authori-
ties, including customs, asset recovery oftices, as well as third parties that have
a cooperation agreement with Europol. Finally, Frontex is in charge of the
monitoring of external borders and promotes information and intelligence
gathering and sharing in matters relevant for the fight against transnational
crime and terrorism at the EU external borders (European Union, 2016D).
The agency now carries out risk analyses with regard to all aspects of integ-
rated border management, conducts multi-purpose operations, and has deep-
ened its cooperation with Eurojust and Europol (Frontex, 2016a, 2016b,
2017a, 2017b; Eurojust, 2017).

These agencies play an important role in the EU’s fight against terrorist
networks and organized crime. First, as shown, they are mandated to work
on both phenomena. Second, they implement their mandates into specific
activities regarding both phenomena. For example, while not established for
counter-terrorist purposes, the counter-terrorism drive that followed 9/11
gave Eurojust a boost. Coolsaet (2010) highlights Eurojust’s proactive
approach that is making it possible to disrupt criminal activities, including
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terrorism, while achieving good results at trials. Europol pools expertise and
shares best practices on both phenomena, it outlines trends and assesses threat
developments in its Terrorism Situation and Trend (Te-Sat) and Serious and
Organised Crime Threat Assessment (SOCTA) reports. Frontex processes
personal data related to suspects of both terrorism and organized crime, for
example by transmitting ‘information packages’ on suspects to Europol for
further investigation (Council of the European Union, 2018b). Third, these
agencies have access to vast amounts of information related to both phe-
nomena in their databases. These factors make the agencies the predestined
actors in the EU to see links, identify parallels and connect the dots in the
nexus area.

The EU hosts information systems and databases used for border manage-
ment and law enforcement purposes that can be useful for the agencies to get
an even clearer picture on the nexus (European Commission, 2017a; Dumb-
rava, 2017). The main ones are: the Schengen Information System (SIS)
which contains information on wanted or missing EU and third-country
nationals or wanted and stolen objects (firearms, vehicles, identity documents,
industrial equipment, etc.) as well as information related to the refusal of
entry for individuals (European Commission, 2016a). EURODAC gathers
the fingerprint data of asylum applicants and third-country nationals who
have crossed the external borders irregularly; the Visa Information System
(VIS) collects data on short-stay visas; the Europol Information System (EIS)
is a centralized criminal database which includes information on persons,
identity documents, cars, firearms, telephone numbers, e-mails, fingerprints,
DNA and cybercrime-related information (European Commission, 2016a);
the Entry/Exit System (EES) reports information on individuals entering or
leaving the EU (Aden, 2018), and the Advance Passenger Information (API)
system gathers information about passengers’ identity (name, date of birth,
nationality, number and type of travel document, etc.) before they board an
inbound flight to the EU. Furthermore, there are other decentralized tools
and frameworks favouring law enforcement information exchange in the EU.
The Council Decision 2008/615/JHA (so-called ‘Priim’ Decision) is one of
them. It enables the exchange of DNA, fingerprints and Vehicle Registration
Data and is based on the interconnection of a national system to all other par-
ticipating national systems to enable remote cross-searching (European
Union, 2008). The European Criminal Records Information System (ECRIS)
is an electronic system that enables the exchange of information on previous
convictions handed down against an individual by criminal courts in the EU
(European Union, 2009a; European Union, 2009b). Additionally, the Pas-
senger Name Records (PNR) exchange mechanism provides for the collec-
tion and sharing of information on passenger’s travel requirements held in
carriers’ reservation and departure control systems (European Union, 2016¢).
Criminal intelligence can also be shared within the cooperation framework
established by the Council Framework Decision (CFD) 2006/960/JHA. The
Decision establishes the process by which competent law enforcement
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agencies in each EU member state exchange existing information and intelli-
gence on serious crime to conduct a criminal investigations or intelligence
operations (European Union, 2006). It allows law enforcement agencies
across the EU to exchange information and intelligence internationally in the
same way they would domestically.

Similar to the EU JHA agencies discussed, these information systems and
databases provide data that can be useful in identifying the nexus both at Euro-
pean and national levels. They cover data ranging from criminal records and
convictions, wanted or missing EU and third-country nationals to travel and
migration data, which are all relevant for the areas of concern and should
enable the EU and member states to prevent, detect and investigate organized
crime and terrorism. The EU thus has both the actors and the systems that are
useful in storing and sharing data among all involved stakeholders on the two
phenomena. Member states, with proper interoperability of domestic and
supranational systems, the right technological tools and staft expertise, should
be able to leverage the sources that cover different phenomena to bring out a
clearer picture on the nexus. This better understanding of the nexus, enabled
by the actors and databases in place, will lead to more effective counteractions.

Specific measures against areas of concern

As mentioned above, there are policies and measures adopted by the EU that
can prove to be particularly relevant and useful for tackling the nexus. Refer-
ence is made to policies, regulations and other instruments that address the
three areas of concern for the EU.

Recruitment of terrorists with criminal backgrounds

The EU Strategy for Combating Radicalisation and Recruitment to Ter-
rorism, revised in 2014, guides the EU’s approach to terrorist radicalization
and recruitment (Council of the European Union, 2014a), a domain that lies
primarily with the member states. The Strategy does not specifically address
the nexus, however, because according to its 2017 revised strategy version,
the radicalization of prison inmates is a matter of concern (Council of the
European Union, 2017a). This is interesting from a nexus perspective, as
inmates who radicalize will have per se a criminal background.

In the case of radicalization in general, but also with regard to radicaliza-
tion in prison, the Radicalisation Awareness Network (RAN) constitutes one
of the most important transnational networks. It runs the Working Group on
Prison and Probation (P&P) that brings together European practitioners
ranging from probation and prison officers, justice department and intelli-
gence services representatives to civil society organizations, to discuss risk
factors and develop best practices and recommendations. The group contends
that classified information constitutes the overarching issue around multi-
agency cooperation on prison radicalization, especially in the relationship
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between intelligence services and prison officers as well as social workers
(RAN, 2016a, 2016b, 2018). The fact, however, that it involves representa-
tives from all stakeholder groups has to be welcomed, as it is reasonable to
assume that the interactions might establish relationships of trust and
understanding.

Radicalization in prison has gained more attention by the EU in recent
years, and the Commission has supported various projects, including the risk
assessment toolsets of the Radicalisation Risk Assessment in Prisons (RRAP)
and Violent Extremist Risk Assessment 2 Revised (VERA-2R). These tools
help practitioners assess the risk of radicalization and extremism in the
offender population. For example, VERA-2R works with analysis factors
related to criminal and personal history and mental disorders and is used in
interventions and programs supporting rehabilitation of individuals (RAN,
2018).

Terrorist use of crime to acquire funding

In terrorist financing, the EU’s adopted measures follow two main strands of
action (see Chapter 9). First, they are supposed to disrupt the terrorists’ capa-
city to raise funds. Second, they are supposed to detect and prevent terrorist
groups from moving funds and other assets as well as ensure that financial
movements help law enforcement to trace terrorists (European Commission,
2016b). With regard to the latter strand, some EU member states and the
European Commission are part of the Financial Action Task Force (FATF),
which is an intergovernmental organization that set international standards for
the fight against money laundering and terrorist financing (FATF, 2012). The
EU is then partnering with the US in the Terrorist Finance Tracking Pro-
gramme (TFTP) aimed at tracking terrorist money flows as well as identifying
and locating terrorist operatives and their financiers. While the TFTP is based
on queries linked to terrorist financing, the generated information has at times
also led to the identification of new lines of inquiry (that were initially not
related to terrorism) (Europol, 2017a: 33). Europol is also fully engaged in
countering terrorism financing. The agency hosts: the FIU.net system that
facilitates the exchange of information between the Member States’ Financial
Intelligence Units (FIUs); the Anti-Money Laundering Operational Network
(AMON); and the Camden Asset Recovery Inter-Agency Network
(CARIN). Europol also has an Analysis Project called Sustrans and the Crim-
inal Assets Bureau, which help member states analyse suspicious transaction
reports and assist in tracing criminal proceeds (Council of the European
Union, 2018b). In December 2017, Europol launched a program that incorp-
orates private entities more directly.

The so-called Public Private Partnership in Financial Intelligence (EFIPPP)
includes not only police, customs and regulatory authorities as well as national
FIUs, but also major European banking institutions. It attempts to enhance
the detection of suspicious financial operations and the exchange of strategic
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information and operational data (Council of the European Union, 2018b).
The above initiatives are complemented by other measures like the fourth
Anti-Money Laundering Directive (Council of the European Union, 2017b,
2018¢; Krais, 2018). In addition, the EU strives to increase the powers on
freezing and confiscating assets of terrorist groups. On 20 June 2018, the
European Parliament and the Council agreed on a new regulation regarding
the mutual recognition of freezing and confiscation orders among member
countries. This measure complements the 2014 Directive on the Freezing and
Confiscation of Instrumentalities and Proceeds of Crime (European Union,
2014). While the latter facilitates the seizing and confiscating of assets at
national levels, the new regulation improves the cross-border enforcement of
freezing and confiscation orders (Council of the European Union, 2018d).

Many of these measures make it harder for organized criminals and terror-
ists to move funds and finance themselves. As responses adapt, however, so
do terrorist networks. As seen, terrorist plots involving lone actors and small
cells are not only low-cost attacks (Oftedal, 2015), but are increasingly self-
funded through legitimate means such as personal and business income
(FATF, 2015). Even when criminal means of funding are involved, the inter-
national banking sector remains an attractive way to move funds, in spite of
the discussed measures. Its sheer size and scope make it difficult to distinguish
illegitimate from legitimate financial transactions undertaken each day. More-
over, terrorist groups started to explore virtual currencies and internet-based
payment services (FATF, 2015) to move funds, again making it harder for
existing measures to keep up.

As demonstrated above, the ways terrorist networks fund themselves can
be varied, but include criminal activities, such as drug trafficking, cybercrime,
illicit trade in cultural objects, and human smuggling. The EU’s JHA agencies
play a particular role in the fight against such means of funding with their
coordination platforms and databases. Generally speaking, the EU is approach-
ing these issues internally with a mix of legal measures, intelligence and polic-
ing, and financial tools, and externally by participating in international
initiatives and direct support in third countries.

The way the EU has adopted legislative tools to disrupt drug smuggling
activities is a good example of this approach. Internally, it has been character-
ized by the elements of risk assessment and trend reports (e.g. Council Deci-
sion 2005/387/JHA of 10 May 2005 on the information exchange, risk
assessment and control of new psychoactive substances), forensic analysis and
criminal investigation (e.g. Council Recommendation of 30 March 2004
regarding guidelines for taking samples of seized drugs (2004/C 86/04)),
information exchange (e.g. with the Priim decision — Council Decision
2008/615/JHA), and judicial and police cooperation (e.g. Council Frame-
work Decision 2004/757/JHA of 25 October 2004 laying down minimum
provisions on the constituent elements of criminal acts and penalties in the
field of illicit drug trafticking). Externally, with more than 70 per cent of the
EU’s external borders being maritime, the EU has developed a European



166 Matteo E. Bonfanti and Lukas Meyer-Daetsch

Maritime Security Strategy that includes the fight against drug tratticking
(Council of the European Union, 2014b). Furthermore, the EU participates
in several initiatives fighting the illicit drug trade, including the UNODC/
World Customs Organization Cargo Container Programme or the Heroin
and Cocaine Route Programmes (EMCDDA, 2017).

Still, the Commission identified the need for a stronger judicial
cooperation in drug-related cases at the EU level, especially with regard to
Europol, Eurojust and the European Monitoring Centre for Drugs and Drug
Addiction (EMCDDA). In the Evaluation of the implementation of the EU
Drugs Strategy 2013-2020, the Commission also had to encourage the gath-
ering of evidence of potential connections between drug trafficking and the
financing of terrorist cells in the EU (European Commission, 2017b). Similar
to the way terrorist groups are adaptable to find new means of moving funds
acquired by criminal activity, perpetrators keep finding new ways to produce
and traffic in drugs as responses to new measures (EMCDDA, 2017, 2018).

There is evidence that terrorist groups use the illicit trafficking of cultural
goods (such as antiques) as a source of income (European Commission,
2016b; Howard, Prohov and Elliott, 2016; Pineda 2018; Pringle 2014). Two
Regulations impose trade restrictions on cultural goods illicitly removed from
Iraq and Syria and provide a legal basis for import controls. Since their effec-
tiveness is limited, however, the European Parliament called for a traceability
certificate for artworks and antiques entering the EU market and for member
states to establish police units specializing in the trafficking of cultural goods.
Moreover, according to the Parliament, companies in the art dealing industry
should be obliged to report suspicious transactions and even be subjected to
penalties for the financing of terrorism through negligence when they fail to
report (European Parliament, 2018; European Union, 2003, 2012).

Exchange of illicit goods and services

Fraudulent or fraudulently obtained travel and identity documents are an
important part of the smuggling package and are generally a crucial illicit
service for terrorist groups. There is a booming market for fake documents,
and terrorists sometimes do not even have to acquire fake documents, but can
buy or come to possess genuine documents either from dead soldiers or civil-
ians in conflict areas, or from the growing set of lost and stolen documents in
the EU. As presented above, there are several initiatives in place to verify
travel information and manage borders, including the cited information
systems (PNR, EES, SIS and EURODAC). The EU is working on a regula-
tion to establish a framework for boosting their interoperability (European
Commission, 2017¢; Council of the European Union, 2018e).

JHA agencies are active in the fight against document forging too. Frontex is
creating training activities in relation to the detection of fraudulent documents
at the EU’s external borders as well as a number of tools to support member
states in the fight against document fraud. Europol’s Counter-Terrorism Centre
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(ECTC) is working on the link between fraudulent documents and terrorism,
while its Migrant Smuggling Centre is working on efforts to boost document
security. There are also initiatives that incorporate private entities (Council of
the European Union, 2016a, 2018b; Europol, 2017b). Of particular importance
is Interpol’s Stolen and Lost Travel Documents database (STLD), which enables
the EU agencies and member states to conduct searches on 55 million travel
documents (Paravicini, 2016). The database, however, is underutilized and
suffers from inconsistent reporting on lost or stolen travel documents (Schmitt,
2014), thus making it still possible to illegally use legitimate passports.

Beyond forged documents, terrorists also engage with criminals in order to
acquire firearms. The main tool regulating firearms in the European Union is
the European Firearms Directive, which is presently undergoing an amend-
ment procedure (European Union, 2017b). The Directive is market and
governance-oriented and fails to sufficiently integrate the counter-terrorism
paradigm. Since it remains a regulation of the legal market, it is questionable
that the rules are able to curb the illicit trade in and trafficking of firearms
(Wensink et al,, 2017). While the Firearms Directive is not regulating
international external cooperation, the EU also cooperates with third
countries on these issues, for instance with its joint EU-Western Balkans
Action Plan on illicit trafficking in firearms (Council of the European Union,
2017c: No. 11).

Finally, the EU is active in the fight against the proliferation of chemical,
biological, radiological and nuclear (CBRN) agents and explosives. For
instance, Europol’s ECTC has a CBRN and Explosives Team assisting
member states operationally in terrorism and organized crime investigations.
It also facilitates the cooperation between CBRN and explosives specialists
through the European Explosive Ordnance Disposal Network (EEODN).
The EU Bomb Data System (EBDS), meanwhile, is an expert platform for
the timely sharing of relevant information and intelligence on incidents
involving explosives and CBRN materials (Europol, 2017a, 2018). Similar to
the points raised above, however, legal ways of obtaining chemical substances
that can be used for explosives continue to be a concern. The EU has taken
action to combat explosives precursors. Its Regulation No. 98/2013 on the
marketing and use of explosives precursors restricts the public’s access to and
use of certain chemical substances, which member states can only grant access
to through a system of licences and registration. Similar to the financial regula-
tions in the fight against terrorist financing, operators must also report any sus-
picious transactions. Its implementation is being monitored by an expert group
called the Standing Committee on Precursors (SCP). Again, there are familiar
challenges to the control regime: not all member states have fully implemented
the regulation (as of February 2017), the size of the market (large number of
economic operators) makes it difficult to control, and the regime is under-
mined by internet sales. Moreover, the criteria for licences and registration
have been somewhat unspecific and uneven across member states (European
Commission, 2017d). And although the Commission has proposed a revision
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of the regulation, recent terrorist attacks (e.g. Manchester and Parsons Green
in the UK in 2017) that have featured such explosives precursors (European
Commission, 2018) revealed how it is still possible to circumvent the regula-
tion. With regard to the nexus, the same criticism put forward against the
Firearms Directive applies to Regulation No. 98/2013: it is questionable that
the rules are able to curb the illicit acquisition of explosives precursors.

The same old limits to improved action against
the nexus

In light of our discussion above, the EU and its member states are provided
with instruments that can prove useful in tackling the nexus between ter-
rorism and organized crime. These instruments contribute to the generation
of more knowledge on the nexus, enable the sharing of this knowledge
among relevant stakeholders, and encourage the tailoring of better law
enforcement intervention. They also directly affect the areas of cooperation
and convergence between terrorism and organized crime by exploiting and
disrupting the identified linkages. The full employment of such instruments,
however, seems limited by some (already known) issues that generally aftect
the EU supranational policing and counter-terrorism cooperation. The hubs,
systems, channels for collecting and sharing relevant information, as well as
the measures impacting the three areas of adherence, lack overall consistency
and coherence (Aden, 2018). Moreover, there is lack of willingness from rel-
evant member states’ authorities to fully cooperate. These old problems can
undermine the effective use of the EU capabilities to tackle the nexus. For
example, although member states are obliged to share information with EU
agencies, this is not always done in a timely and systematic manner. In fact, in
2016, the Council of the European Union lamented that there is

little justification why information about all prosecutions, convictions,
links with other relevant cases, as well as requests for judicial assistance,
including ‘rogatory letters’ and European Arrest Warrants, along with
the relevant responses are not being transmitted to Eurojust in a timely
and systematic manner, as legally required by Council Decision
2005/671/JHA.

(Council of the European Union, 2016b)

Although information sharing within Eurojust on counter-terrorism prosecu-
tion and convictions has improved since then, the EU Counter-Terrorism
Coordinator is still calling for a consistent sharing of information that should
enable Eurojust to provide more efficient support to the member states’
authorities and to identify links with organized crime cases (‘of growing
importance’), which in turn may trigger national authorities to launch new
investigations or extend ongoing ones (Council of the European Union,

2018b: 9).
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Different studies specifically found that there were gaps in member states
sharing data with Europol (Deloitte and European Commission Directorate-
General Migration and Home Affairs, 2015; Disley et al., 2012; Wills et al.,
2011; Figersten, 2010). They found that some police officers are hesitant to
upload information on Europol databases in order to avoid compromising
ongoing operations. Others meanwhile were not aware that there even is an
obligation to share certain information with Europol (Deloitte and European
Commission Directorate-General Migration and Home Affairs, 2015). In
2016, SIENA was still struggling due to a lack of implementation in member
states and — where implemented — it was not used in a significant manner
(Council of the European Union, 2016¢; Deloitte and European Commission
Directorate-General Migration and Home Affairs, 2015). At the same time,
the Paris November 2015 attacks also seemed to have had a lasting impact on
data sharing with Europol. In fact, Europol’s most extensive involvement has
been through Task Force Fraternité dealing with the investigation of the
attacks. In January 2017, Europol released a statement saying that information
sharing on counter-terrorism, across European countries as well as through
and with Europol, had reached an all-time high by the end of 2016 (Europol,
2017d). The statement mentions how member states and third parties increas-
ingly use the ECTC as a hub to exchange information, conduct analysis and
coordinate operational support, and how Europol supported 127 counter-
terrorism operations in 2016, signifying an increase of almost 50 per cent in
comparison with 2015 (Europol, 2017d).

The terrorist attacks in Paris in November 2015 were seen as a ‘wake-up
call’ with regard to SIS (Schengen Information System). While all the perpet-
rators were subjects of an SIS alert, there was not enough information in the
alert, so that the system did not reveal that the person was wanted for ter-
rorism. A further problem was that the perpetrators were travelling under
false identity documents and SIS was not able to capture them on the basis of
an alphanumeric search. In a more general vein, although having had more
information on foreign terrorist fighters than Europol at the time, member
states did not systematically enter them into SIS or did not provide full
information. To tackle these shortcomings, the EU therefore called for the
member states to remove national obstacles for their security services to enter
complete information into SIS, the introduction of common criteria to define
whether a person is involved in terrorism or terrorism-related activity, as well
as the introduction of the SIS Automated Fingerprint Identification System
(AFIS), which enables the identification of a person from their fingerprints
alone and which was launched by eu-LISA in the beginning of 2018 (Council
of the European Union, 2016b).

With regard to VIS and EURODAC data, member states have reported
practical problems (in the case of VIS) and implementation limitations (in the
case of EURODAC) for law enforcement to access the two databases. With
regard to APl and PNR, the Commission felt there was a need to revise the
legal basis for the processing of API data and to extend the linkages of the



170 Matteo E. Bonfanti and Lukas Meyer-Daetsch

two to improve data sharing in the fight against terrorism and organized
crime (European Commission, 2016a). Also, Priim (Council Decision
2008/615/JHA), initially established outside of the EU Treaties, had issues
with member states not being politically willing or able to coordinate their
policing and intelligence forces more closely (Tekin, 2015). Even when an
increasing number of countries joined, many countries continued to refrain
from the in-depth exchange Priim is based on. Niemeier explains the dif-
ficulties with the extensive technical, financial and administrative efforts that
are required for states to implement reciprocal access to national-level DNA,
fingerprint and vehicle registration databases on a hit/no-hit base. Once the
comparison system has actually been implemented and the system has pro-
duced a hit, there is still a long and complex process until the asking country
receives the necessary information from its partner (Niemeier, 2015).

So, although it looks like there are developments pointing towards more
efficient cooperation and data sharing, as long as there is a lack of implemen-
tation in member states and limited use of databases and cross-searches, the
pure existence of EU actors and databases will not lead to a more holistic and
better picture of the nexus. There are overarching elements in the identified
problems. Gerspacher and Dupont (2007: 353) generally speak of ‘an inherent
paradox’. The databases and information platforms were deliberately created
by governments to facilitate cooperation, but ‘many of the legal, logistical,
and technical limitations that these international actors encounter are due to
restrictions designed by States in order to maintain state supremacy in matters
related to law and order’. The Council of the European Union more specifi-
cally identifies five main problems. First, the human factor, meaning that
information will only be effectively exchanged if there is trust among the
agents involved, and that errors in the interaction might be caused by the
complexity of available tools and procedures, by different law enforcement
traditions, as well as difterent expertise levels. Second, the legal requirements,
such as criminal procedural law, data protections, purpose limitations, etc.
that limit what information can be shared, when, and with what actors or
databases. Third, limited resources at the national and European level might
make it very challenging for the agencies involved to address all needs they
have. Fourth, there are technical requirements which lead to shortcomings in
the functionalities of existing systems. This is also related to the existing
systems often being created for specific areas rather than based on a systematic
approach. Finally, existing legislation, policies and procedures on EU
information management in the JHA area have not been implemented fully
and the capabilities of JHA agencies have not been used to their full extent to
support member states (Council of the European Union, 2016¢). Thus, the
problems associated with making full use of the actors and databases are not
only stemming from a lacking willingness from member states but are also
connected to broader systemic elements.

Various member states insist that intelligence matters should remain outside
of the realm of the integration process. Most of the cooperation between
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secret services takes place outside the institutional framework of the EU
(Coolsaet, 2010; Bonfanti 2016). The most important information sharing
platform remains the informal non-EU Club of Berne with its Counter Ter-
rorist Group (CTG) (Aden, 2018; Cross, 2013; Wensink et al., 2017). While
the EU runs the EU Intelligence Analysis Centre INTCEN, which coord-
inates secret information sharing and provides meta-evaluation of intelligence
provided by the member states” services (European Union Intelligence Ana-
lysis Centre, 2015), bi- and multilateral cooperation still prevails (Aden,
2018). The same seems to be true for cooperation between secret services and
law enforcement agencies (Wensink ef al., 2017). Although there is a certain
level of cooperation between secret services and law enforcement agencies, it
is often limited due to organizational or legal reasons. For instance, while
Europol and EU INTCEN both have the task of analysing terrorist threats
from their perspectives, they often share analyses but not the operational data
that these are based on (Aden, 2018; Mogherini, 2016).

Related to this last point is the observation that cooperation between
agencies fighting organized crime and agencies focusing on counter-terrorism
continues to be a challenging task. Although there has been a great deal of
cooperation between terrorist groups and their organized crime counterparts,
the bureaucratic reality in most member states is that national anti-crime and
counter-terrorism agencies still work independently of each other with
limited intelligence sharing and operational collaboration. This also translates
to the transnational and supranational level. Some of the problems raised
above also apply here. Trust between and desire of different agencies to
cooperate with each other are relevant factors. There are also institutional and
organizational factors relevant in the cooperation between anti-crime and
counter-terrorism agencies. Wensink er al. (2017) discuss how certain member
states combine security and intelligence capabilities in one organization (e.g.
the Netherlands, Belgium, and Slovakia) while others have separate organiza-
tions (e.g. France, Germany, Bulgaria and Spain); some security services are
police organizations (e.g. Denmark) while others are not (e.g. in the Nether-
lands and Germany). Moreover, limited resources in many member states
may hinder the development of better linkages (Wensink ef al., 2017). Con-
sequently, lacking multilateral cooperation between secret services and a con-
tinuing silo-ization of anti-crime and counter-terrorism agencies further
undermine a holistic approach to the nexus.

Conclusion

In light of what has been described so far, it seems the EU has difterent cap-
abilities that can be deployed to tackle the nexus between terrorism and
organized crime. The EU JHA agencies and information systems provide
platforms to coordinate activities, share best practices and store and analyse
data. They deal with both phenomena and already support member states in
the areas of concern identified by the EU. A more consistent and coordinated
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approach that brings together information, intelligence and data, both on
counter-terrorism and anti-crime, could help in getting a more holistic
picture of the nexus and feeding back into more efficient law enforcement
policies and actions. The above means that the wheel should not be rein-
vented. The capabilities that are already in place should be made more
effective rather than new ones to be adopted, thereby creating — or adding to
— a cacophony of tools and approaches. Generally speaking, however, in
order to do so, some overarching issues have to be addressed. Member states
should fully implement the existing tools. As discussed, different national
legislation and questions of sovereignty make it harder for member states to
implement the established instruments. However difficult this may be, some
level of harmonization might be necessary for various member states to even
be allowed to share some information. Furthermore, there are technical issues
at hand with some of the information systems. A better interoperability
among them is crucial for a functioning information sharing process. This
often requires not only investments in IT systems, but also the appropriate
expertise and training of staff. This inevitably is connected to resources spend-
ing, which not all member states might find feasible in these times. Finally,
with existing systems often being created for specific areas rather than by a
systematic approach, it should be ensured that agents understand the different
databases. Equally, there should be no more overlaps or gaps across the
different databases. For instance, criminals that are aligned with terrorist
groups should lead to hits in the databases (SIS) not only for their criminal
records, but for some kind of terrorism-related category. The Commission’s
discussion of how interoperability could be increased has to be welcomed and
further developed (European Commission, 2016a). Furthermore, there are
bureaucratic cultures that hinder efficient cooperation and information
sharing. The EU could establish a working group on the nexus that regularly
meets to discuss trends and share best practices on nexus dynamics. This
would lead to more familiarity between anti-crime and counter-terrorism
experts and practitioners across Europe. As for the measures adopted at the
EU level to tackle specific areas of contact between terrorism and organized
crime, they are not perfect. It is worth mentioning, however, that they keep
being refined. The Firearms Directive, the Regulation on explosives precur-
sors and the AMLD are examples of this. Gaps and new trends were identi-
fied and revisions to the existing measures proposed. However, the
effectiveness of the amendments has still to be assessed.

To conclude, the EU can be the forum that provides member states with a
clearer picture of the nexus and the tools to tackle it. However hard it is,
there are some technological, logistical, cultural and legal issues to overcome.
A smoother cooperation of judiciaries, law enforcement and intelligence
agencies is needed, which means that anti-crime and counter-terrorism agen-
cies should better work together within member states, across member states
and within forums available at the supranational level.
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11 Identity crime in the UK

Aida Fazely

Introduction

This chapter deals with the definition, measurement, detection and prosecution
of offences that appear to defy the categories to which criminology has made us
accustomed. Identity crime is characterized by a degree of hybridity, in that it
can be perpetrated by offenders from diverse backgrounds and affiliations. It
presents itself with the hazy traits perceptively identified in the introduction to
this collective volume. In brief, it prompts questions around the possible evo-
lution of crime, the professional skills this requires and the type of subculture in
which offenders are embedded. The chapter begins by looking at definitions of
identity crime provided by the Home Office and the various types of identities
that are of value to criminals. The different stages of committing this crime are
explained next which include ‘identity theft’ (via offline and online methods)
and ‘committing fraud on stolen identities’. In order to clarify further the
methods being used by fraudsters, some real-life examples have been examined
and explained. The chapter then moves on to review how ID crime has come
to prominence, been recognized as a threat and early attempts to tackle it in the
UK, examining the formation of the National Fraud Authority (NFA) and the
victim support service provided by the credit reference agencies.

There are a number of major organizations that play an important role in
tackling this crime such as NFA, CIFAS, credit reference agencies and law
enforcement. NFA was established by the government with identity crime as
one of its major projects/focus but unfortunately was dissolved in 2014 and
its responsibilities were passed on to various other organizations. CIFAS and
credit reference agencies provide support for victims, a fraud database and a
number of solutions to help businesses protect themselves against this crime.
And finally, there are the law enforcement agencies which run a number of
projects to tackle various aspects of this crime. The scope and activities of
these organizations will be discussed in more detail in this chapter.

Cybersecurity (of which identity theft is part) has attracted the attention of
the authorities in the last few years. The latest strategies employed to tackle
this element of identity crimes will be examined along with national and
international efforts focusing on the EU and UNODC.
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And to conclude, the extent of the problem and the way that it is meas-
ured is examined, which includes data provided by the financial sector,
CIFAS and the reports that have been published by the NFA.

Identity crimes and its definition

According to Yang, Manoharan and Barber (2014) ID crime has become the
defining crime of the information age, with an estimated nine million inci-
dents per year. Academia, governments and the private sector all work to get
this ever increasing crime under the control. Helser (2015) points out that
not only is this crime on the rise but that it affects individuals, businesses and
industry worldwide, compromising the integrity of the systems that are funda-
mental components of our society.

The damage that this crime causes its victims is significant to the point
that what is stolen is almost never returned, and criminals keep on
selling and trading stolen identities to other criminals for further misuse via
illicit criminal marketplaces within the dark net (Lacey, Zaiss and Barber,
2016).

Camp (2007) takes the argument further by stating that we have lost
control of our identities and that all the data about them is publicly available.
The technological achievements and the new ways that we conduct our lives
such as increased mobility of individuals, and the new payment infrastructures
and methods are to be blamed for this crime becoming so widespread and
ubiquitous. The concerns about this crime have been reflected in media, aca-
demic discourse, government and private sector rhetorics.

One of the issues that have been challenging the industry for the last few
years is defining this crime. The Home Office Identity Fraud Steering Group
(2009) in order to bring some clarity and unity provided a set of definitions
on their website for everyone to use. They state that:

Identity fraud and identity theft are often used very loosely to describe
any situation in which personal details are misappropriated for gain.

It then moves on to provide definitions on the following:

Identity Crime: a generic term for identity theft, creating a false identity
or committing identity fraud.

False identity: a fictitious (i.e. invented identity) or an existing identity
(i.e. genuine identity) that has been altered to create a fictitious
identity.

Identity theft: occurs when sufficient information about an identity is
obtained to facilitate identity fraud, irrespective of whether, in the case of
an individual, the victim is alive or dead.
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Identity fraud: occurs when a false identity or someone else’s identity
details are used to support unlawful activity, or when someone avoids
obligation/ liability by falsely claiming that he/she was the victim of
identity theft.

There are three types of identities that can be stolen: personal individual iden-
tity, identity of directors of companies and corporate identity. Personal indi-
vidual identity is when the identity of a person is stolen and used to access
services or acquire goods. Identity of directors is when the identity of a dir-
ector of a company is stolen and used to access company data in order to
obtain assets, goods or services. This can be very damaging for small busi-
nesses as they rely on cash flow to help them continue trading. Companies
House, in order to tackle this issue, introduced PROOF (PR Otected Online
Filing) which enables companies to protect themselves from unauthorized
changes to their company’s record as it prevents the filing of certain paper
forms. These include documents for an appointment/termination/change of
particulars of company officers and the change of the registered office
(Companies House Website).

Corporate identity crime is when the identity of a corporation is stolen
and used to obtain data or other goods and services. Mass marketing fraud
also falls into this category as fraudsters use this method to pretend to be
banks or other institutions, by way of e-mails or by calling people in order to
acquire their personal identifying details.

As it was seen from the definition provided by Home Office there are two
major elements to identity crime: identity theft and identity fraud. There are
many ways that each of these can be committed. Although the identity fraud
steering website provided definitions, in practice there are still issues around
this area. The latest attempts to introduce definitions that can be used have
not only done nothing to solve the problem but rather they have created
further contusion both for the public and for the market.

The identity information that fraudsters seek to steal in order to carry out
the ‘cashing out’ stage are: (Cendrowski, Petro and Martin, 2007) name,
address, National Insurance number, date of birth, phone number, ATM,
debit and credit card numbers, Credit card security codes and Personal Iden-
tification Numbers (PIN) for bank and credit cards, bank account numbers
and balances, income and credit history, driver’s license number, passwords,
e-mail address.

Committing different stages of identity crime

Committing identity theft

Allison, Schuck and Lersch (2005) categorize identity theft into two types:
low-technology and high-technology or offline and online methods.
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Offline methods

Burglaries: previously it was valuable items that thieves were after but
now it is people’s cards or card numbers that they seek to steal. One
card’s data has a street value between /250 and /£500. In some instances,
fraudsters work with subcontracted burglars.

Insider thieves: fraudsters are on the lookout for people who work inside
businesses where cards or card data are used to conduct transactions. The
nature of such businesses usually means that employees are on low
incomes so the lucrative nature of the fraudsters’ offer proves to be too
good to miss. In some cases, fraudsters even lurk around the offices of
such businesses very openly to recruit their staff to their ID crime object-
ives. In some instances, they even seek jobs in such businesses themselves.
These include bars, call centres and retail stores. Often, the criminal gangs
use threats to coerce the employees to comply.

Stealing the deceased’s data from the obituary part of the local news-
papers is another method that fraudsters use to obtain identity data.
Intercepting mail.

Sophisticated methods to capture card data at ATM cash points. These
attacks consist of using devices inside the cash machine to capture card
data and hidden cameras to record the PIN.

Online methods

Usage of chat rooms and social media sites such as Facebook and Twitter
to acquire data.

There are also sites where fraudsters can buy fake identity documents.
These fake documents can be obtained relatively cheaply and easily.
Cloning the sites of well-known companies and institutions.

Phishing attacks which happen when fraudsters send random e-mails to
consumers, pretending to be from major companies such as banks, in
order to deceive them and obtain their identifying information.

Tapping into wireless networks of retailers is another method used by
fraudsters. They achieve this by simply positioning themselves close to
the stores. Often these are open networks (such as Starbucks) which have
no protection/encryption hence data can be easily stolen.

Hacking: the hackers break into the systems of companies which have
less secure databases or websites. The data is then sold in specific chat
rooms that fraudsters use. Just like the fraud prevention community,
fraudsters have forums where they can share information and maximize
their illegitimate business. The data that are sold on such sites are mainly
card data which are then used to commit Card Not Present fraud.
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Committing fraud on stolen identities or ‘Cashing Out’

Obtaining services

Once the criminals obtain personal data, they use it to acquire services such as
State Benefit and/or hospital care. In one of the recent cases, for example, a
national of Zimbabwe, having changed his name on arrival to the UK,
claimed benefit on his true name and pocketed three years of Government
education grants on top of the State and housing benefits he had been claim-
ing (Double identity immigrant benefit thief jailed, 2011).

Acquiring goods and products

Once fraudsters acquire the necessary data, they then conduct some research
in order to find out which website is less secure so they can attack and misuse
the data. It is believed that fraudsters target these sites when they believe that
the chances of getting caught are lower, at times such as at night or Friday
afternoons.

There are a number of methods that fraudsters use in order to make sure
that their efforts bring them the result that they desire such as: testing the
cards or the card data to make sure that it is working by purchasing low value
goods before going for the major buy, not making very big purchases for fear
of being detected, buying goods for under £500 mostly and only sometimes
spending over this value but making sure that they make the most of the
short window of opportunity.

‘When receiving delivery, fraudsters use a number of methods to make sure
that they receive their goods. The methods include: waiting outside for the
delivery van to show up and pretend that they are the friendly neighbour,
using empty houses by breaking in, collaborating with estate agents or finding
recently deceased individual’s homes through the obituary section of local
papers. In some instances, fraudsters use multiple addresses to conduct their
operations. In addition, some fraudsters use rental properties to conduct their
businesses and once they make the most oft that address they move on.
Others go as far as purchasing properties in some cases dividing them to flats
with different numbers, renting them out and then getting goods delivered
there claiming that they belong to the previous tenant and need to be
redirected.

Once fraudsters have safely acquired their goods, they then employ a
number of methods to turn them into cash. They are sold on auction web-
sites, which provide an anonymous place for selling goods in addition to
having the advantage of providing the fraudster with enough identifying
information of the person who makes the purchase to start the identity fraud
loop again

Additionally, the creation of bogus identities is another way of committing
identity fraud. This is perhaps the most challenging aspect of this crime as it is
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extremely difficult to detect and quantify the losses. In most cases, they are
simply treated as bad debt.

Finally, some criminals use stolen or created identities to avoid arrest or
use them to travel to other countries without being noticed by Police or the
border agencies. This has been more prevalent in the US, to the extent the
Attorney General’s Office provides a service where victims of identity theft
can present their passports to law enforcement agencies to help prevent arrest
for offences committed by someone using stolen information.

A brief look at Action Fraud UK, in the News and Alerts section, reveals a
list of recent fraudulent methods and what the public need to look out for.
By looking at this list it could truly be said that this crime is out of control.
Some of the recent attempts are:

*  Fraudsters target university staff in pay rise scam along with police and
government employees.

e NHS members targeted by tax rebate scam.

e ID Fraud victims from internet dating websites are being reported at the
rate of one every three hours.

*  Medical practices targeted by CEO fraud.

«  HMRC and Apple gift card fraud.

*  Social media used to harvest fake charity donations.

e ‘Migrant helpline’ phishing e-mails lead to Ramnit malware.

What is constant is the misuse of identity information, but the ways that
fraudsters abuse this data to acquire goods and services changes significantly.
They are very good at using world events (such as the migrant crisis and other
disasters) and special events (Such as Valentine’s Day or Christmas) to deceive
people and persuade them to part with their personal data.

In order to illustrate ID crime more clearly, two real-life examples of iden-
tity crimes are included below:

Theophillus Madekurozwe stole letters from unlocked mailboxes at
blocks of flats and the identities inside enabled him to obtain a series of
credit cards for the amount of £113,000. He then used the bank cards
to buy high value gift cards which funded a massive spending spree
on designer goods including iPad tablets iMac laptops and high-end
tech goods. He almost managed to escape because he spent the gift
cards in stores where he hadn’t obtained them. He was apprehended
and jailed.

(The fraudster who lived the high life thanks to identity theft, 2014)

In what was deemed UK’s worst-case of identity crime, a British man’s pass-
port was stolen and then used with a difterent photograph to set up a com-
munications company in the Isle of Man. The company was fined for
breaching codes of practice and as the company was in the victim’s name he
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was facing a /34,000 court order and unpaid VAT totalling more than
£110,000. The battle against tax authorities to clear his name took him three
years (Our £130,000 bill from identity theft, 2013).

Identity crime in UK

Although identity crime has been committed for years in one form or another
it was not until 19 years ago that the first attempt was made by banks to col-
lectively start measuring this fraud. It was then the constant presence of iden-
tity crime in the media, people’s increasing concerns and the soaring figures
of this crime that raised its profile and placed it prominently on the agenda of
Government agencies and other major organizations. A number of forums
and working groups were developed and information started being dissemi-
nated on what identity crime is and what people can do to protect
themselves.

In 2002 the Cabinet Office published a report examining the identity fraud
problem in the UK and estimated that identity fraud was costing /1.2 billion.
The report recommended a multi-task force of public and private sector col-
laboration to be set up in order to tackle the harm caused by this crime to the
UK economy. This work was sent to the Home Office in 2003 and the Iden-
tity Fraud Steering Committee was set up to work with public and private
sectors to ‘identify and implement cost effective measures to counter identity fraud’
(New Estimate of Cost of Identity Fraud to the UK Economy, 2006-2007).

In 2005, a number of MPs and Peers from both sides of Parliament, con-
cerned with the prevalence of identity crime, established the All Party Parlia-
mentary Group (APPG on Identity Fraud). In 2006 the APPG was asked by
Andy Burnham MP, the then Home Office Minister, to conduct an ‘investi-
gation into identity fraud with a view to making recommendations to gov-
ernment of the immediate steps which can be taken to tackle this issue’” (All
Party Parliamentary Group Report into Identity Fraud, 2007). Fifty-three
recommendations were made by the report but three key issues, to address
identity crime more effectively, were highlighted: better public awareness, a
more accurate understanding of the scale of the problem, and the provision of
more resources for law enforcement and the authorities to tackle identity
crime. In 2007 a total of £29m was allocated to implement the recommenda-
tions of this report, and finally in 2008 the National Fraud Authority was
established to fight against identify fraud and fraud in general which was a
major step forward in addressing this issue (National Fraud Authority Business
Plan, 2010/11).

In addition to the formation of NFA, and following on from discussions
between the UK Card Payments industry and the National Consumer Group,
a specialized service called the Victims of Fraud Service was developed in
2008. The service is run by the three credit referencing agencies (Callcredit,
Experian and Equifax) with the objective of assisting victims with the follow-
ing support:
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*  Providing advice to victims on how to protect themselves from further
identity compromise i.e. signing up to CIFAS Protective Registration.

*  Handling credit report related issues on an individual case management
basis on behalf of the victim where the victim has the option to contact
any of the three credit reference agencies by telephone, e-mail or in
writing.

*  Contacting lenders on the victim’s behalf, in order to restore the victim’s
credit history to its former state.

*  Provision of regular updates and advice to victims on the progress of
amendments to the victims’ credit report.

This was the first and a major step on behalf of the industry to acknowledge
the pain caused by identity fraudsters to their victims and a very positive
move towards helping the victims to rectify the damage caused to their lives
by this crime. Previously it would have been the victim’s responsibility to
contact all the major banks or financial service providers which was a very
stressful and time consuming task and in some cases the victims were com-
pletely oblivious as to what was happening to them and how their identifying
information had been stolen and used.

In addition to the above eftorts, the following actions were taken to assist
in tackling identity crime:

*  Provisions were made in the Serious Crime Act 2007 to allow for the
‘targeted exchange of data between the public and private sector through
an anti-fraud organisation to highlight potentially fraudulent applications
for goods and services’.

*  Provisions in the Police and Justice Act 2006 allowing for the release of
information on the recently deceased to the private sector to help prevent
those identities from being used by criminals.

e Identity and Passport service deploying a number of measures to increase
the security of UK passports and to prevent fraudulent passport applica-
tions by conducting face-to-face interviews for first time adult passport
applications.

e Establishment of the Get Safe Online website to help provide awareness
and guidance for the public and small businesses to keep their computers
safe and conduct online business and transactions safely.

Major organizations

There are a number of public and private organizations that make significant
contributions to tackling identity-related crimes in the UK. Some of them
also represent the UK in international forums. These organizations are the
NFA, CIFAS, credit reference agencies and a number of law enforcement
agencies.
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Formation of the National Fraud Authority

The NFA was legally established as an executive agency of the Attorney Gen-
eral’s Office with four main strategic priorities and 15 key projects, one of
which was focused on identity crime. Although the four strategic priorities
were not identity-crime specific, they would have had a significant impact on
this crime. It is acknowledged that not only is the fraud landscape complex
and the response to it fragmented but also that fraud in general is misunder-
stood and not always taken seriously (National Fraud Authority Business Plan,
2010/11). Therefore, it was the NFA’s responsibility not only to raise the
profile of fraud among the public but also to bring unison in tackling fraud
and to draw the efforts of industry together.

There were some general and some identity crime specific actions. The
latter fell under strategy number six which included the following approaches
(National Fraud Authority Business Plan, 2010/11):

*  Continue to lead multi-agency work to crack down on identity crime.

e Deliver a strategic threat assessment of the harms caused by ID crime,
how ID fraud is perpetrated and the vulnerabilities of ID credentials.

e Conduct an evaluation of ID authentication, establish best practice and
make recommendations to improve ID fraud prevention and detection.

e Disseminate best practice and ensure vulnerabilities exploited by crim-
inals are shared with the counter-fraud community.

*  Work with public and private sectors to improve public awareness of ID
crime.

e Improve and roll out the ID victims toolkit to all Victim Care units and
partner agencies.

There were two major developments in 2009. The formation of the National
Fraud Reporting Centre (called Action Fraud) by the City of London Police
and the National Fraud Authority and the launch of the National Fraud Intel-
ligence Bureau (National Fraud Authority Business Plan, 2010/11). Action
Fraud, which started operating on 26 October 2009, is providing a ‘simple
and central point for individuals and small and medium sized businesses to
report fraud’ (National Fraud Authority Business Plan, 2010/11). The NFA
believed that more than half of all fraud victims do not report the crime
because of embarrassment. This service is focused not only on recording the
reported fraud but also providing victims with support (Fraud Focus, Febru-
ary 2010). The National Fraud Intelligence Bureau’s role is analysing the col-
lected and collated reports alongside data inputs from the public sector and
industry as a whole (National Fraud Authority Business Plan, 2010/11).

The last news release from NFA indicated that in the first year of Action
Fraud 150,000 people contacted them to report fraud totalling £78m and
although this total is not identity fraud specific, online shopping and applica-
tion fraud (which are classed as identity fraud) are among the five most
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commonly reported frauds (Fraud Focus, October 2010). At the moment
Action Fraud is not recording and reporting identity crime separately but
there is some indication that this could change in the future. The NFA
however believes that the correct recording of identity-related crime will be
influenced by the public’s perception of the crime in that it is important
enough to be reported. For example, when somebody calls the service to log
in a fraud on their credit card, if they call it card fraud it will be recorded as
card fraud if they call it identity fraud it will be reported as identity fraud.
Additionally, there is so much overlap between identity fraud and other types
of fraud, such as mass marketing and phishing, that sometimes it seems almost
impossible to have a clear-cut distinction.

In dealing with identity fraud the NFA has set up a task force which over-
sees a programme of work delivered by the three subsidiary groups. There
were also a number of activities that the NFA was undertaking which have
not been carried out previously. The first one was the provision of a tool kit
for victims of identity fraud. The support will target those that make phone
calls or send e-mails to Action Fraud and report their victimization. Once a
report is made the person contacting the centre will be asked whether they
require further support and if the reply is affirmative they will be visited by a
community representative to hand them the tool kit and answer their ques-
tions and concerns.

The second activity concerns the identity-related materials confiscated by
law enforcement agencies. When police interrupts an identity factory or a
website selling false identities, they will end up with a lot of material, so they
will possibly prosecute the people involved but as part of the operation they
will have thousands of false identities. NFA produced guidance to police and
banks and others on what they should do when they get this material, they
have also established a way that this material could be shared with other fraud
partners.

The NFA’s third role was to represent the UK in the international forums
dealing with identity fraud. In addition, they were tasked with coordinating
the UK approach to international engagement. And finally, the fourth area
was to produce a UK strategic threat assessment. There is a lot of information
and knowledge on identity fraud but there has never been a coordinated
approach to drawing all this data together in order to form a more coherent
understanding of the issue. The NFA was to clearly fill this gap.

One of the other key issues that the NFA addressed was to measure the
monetary losses due to fraud. A measurement unit has been set up that has
been producing an elaborate report on the fraud losses to the UK economy
on an annual basis. Identity fraud is part of this exercise. For their first exer-
cise the NFA used the /1.2 billion figure calculated in 2006 but going
forward, this figure was to be revisited on an annual basis. In order to com-
plete such an exercise the measurement unit has been relying on data from
various organizations which have all been collaborative in providing informa-
tion and assistance.
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The NFA’s role was to focus the numerous amount of activity that is cur-
rently being carried out by other organizations. In order to accomplish this
objective a taskforce was set up with a specific time limit. The task force was
run by its board which comprised of chairs of ACPO (Association of Chief
Police Officers) Working Group on identity fraud and SOCA (Serious
Organised Group Crime Agency) programme 17 and the IFCAG (Identity
Fraud Consumer Awareness Group) plus HMRC and the City of London
Police. The taskforce board oversees a program of work which is delivered
by the three subsidiary groups.

Unfortunately, the NFA’s existence was short-lived and it was dissolved in
March 2014. Action Fraud was transferred to the City of London Police and
Strategic development of threat analysis transferred to the National Crime
Agency. The e-confidence campaign went to the Home Office and respons-
ibility for the development of the counter-fraud checking service was taken
on by the Cabinet Office. The responsibility for managing the Annual Fraud
Indicator was passed to non-Governmental organizations (Experian, PKF Lit-
tlejohn and the University of Portsmouth’s Centre for Counter Fraud
Studies).

CIFAS (UK’s fraud prevention service)

One of the other major players in the identity fraud and fraud in general
arena 1s CIFAS which was established in 1988 by the major lenders in the
UK consumer credit industry. CIFAS is a not-for-profit membership associ-
ation representing the private and public sectors dedicated to the prevention
of fraud, including staff fraud, and the identification of financial crime. It has
over 260 members spread across banking, credit cards, asset finance, retail
credit, mail order, insurance, savings, telecommunications, factoring, share
dealing and the public sector. Although at present CIFAS Members are pre-
dominantly private sector organizations, public sector bodies may also share
fraud data reciprocally through CIFAS to prevent fraud. CIFAS’s role is to
facilitate the sharing of information provided by its members in order to
prevent further fraud (CIFAS website).

In addition to information sharing, CIFAS provides a service called the
Protective Registration service which is a tool to assist individuals and organi-
zations to combat identity crime. The service is run both for individuals and
for organizations. CIFAS Protective Registration for individuals enables them
to seek protection against possible impersonation attempts when they have
good reason to believe that their details might be used by a fraudster. For
example, there may have been a burglary or a violent crime where personal
documents have been stolen. CIFAS Member organizations dealing with
requests for credit or other services from someone who has taken out CIFAS
Protective Registration will be alerted to the need for caution. During their
routine checks, they will see a CIFAS warning flag marked ‘Protective Reg-
istration’ against the individual’s name and personal details which indicates
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that he or she has been recorded on the CIFAS database for their protection.
As a result of the entry, CIFAS Members will undertake additional checks to
make sure that the applicant is genuine and not a fraudster trying to commit
identity theft. This offers reassurance that the identity of an individual (who
has taken out Protective Registration because they are at heightened risk of
identity theft) is protected against further fraudulent applications.

CIFAS Protective Registration for organizations on the other hand is devised
to help them in protecting their consumers and employees from identity fraud
in the event that there has been a data security breach. When a laptop bearing
customer details is stolen, or payroll or other information is intercepted, for
example, a straightforward solution is available from CIFAS. The service is
known as the CIFAS Bulk Protective Registration Service. It enables organiza-
tions to coordinate and to submit to the CIFAS database, as a batch, the details
of all those individuals who require protection. The service allows those who
are at risk of identity theft to have a special CIFAS warning ‘flag’ placed on
their credit reference agency file. Then when, for example, an application for
credit or insurance is received by a CIFAS member (such as a bank, building
society or insurance company), the member is alerted by the warning ‘flag’ of
the need to undertake additional verification checks to ascertain that the appli-
cant is genuine, and not a fraudster trying to commit identity theft.

In addition to the above, CIFAS also publishes data on the extent of the
issue on a regular basis and proactively participates in the Identity Fraud Con-
sumer Awareness Group.

Credit reference agencies

The credit reference agencies play a prominent role in the identity crime
arena. This role has traditionally been as the credit risk and information pro-
viders to credit risk decisions and decision makers. These fraud solutions have
been perceived as a major business development opportunity for credit refer-
ence agencies and are provided to consumers, businesses and government
agencies as well as law enforcement bodies. The products are risk based and
involve identity verification and authentication. These solutions not only
assist in tackling identity fraud but also help in combating money laundering.
These services and products can be listed as:

*  Solution on authentication to prevent id fraud.

*  Product to detect any discrepancies in applications. Comparing the data
with information provided on previous applications and highlighting if
they do not match. Also, looking for matches against other applications
to highlight possible fraud.

*  Product recording where fraud has happened, whether an application has
been declined or accepted, looking at mortgage brokers and whether
they have been involved in fraudulent mortgage applications, basically
building intelligence.
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e  Providing credit reports and credit report monitoring to consumers.

*  Victim of fraud service.

e Solution for companies that have suftered a data breach. The credit refer-
ence agencies would offer a discounted version of their credit expert
service to such companies to be offered to their customers. They also
advise companies on ways they can help their affected customers to
protect themselves.

e Provide credit reports on business to business so that when businesses
want to trade with other businesses they may identify where there may
be fraud in trade-credit relationships. This service also helps companies to
prevent, for example, trading with fictitious companies.

In addition to the above, the data that credit reference agencies generate
enables other organizations that primarily verify data for businesses and gov-
ernment agencies to exchange information. The source of the data for the
credit reference agencies comes from public sources (such as electoral roll,
court judgments, bankruptcies and so on) and the data from lenders (such as
accounts).

Law enforcement

There are a number of law enforcement agencies taking an active role in
fighting identity crime. These are the City of London Police, the Association
of Chief Police Ofticers (ACPO), NCA (National Crime Agency) and
DCPCU (Dedicated Cheque and Plastic Crime Unit). Currently there is no
single legislative definition of identity crime and thus no single law designed
to address it. This is unhelpful to law enforcement agencies. There are,
however, a range of other criminal offences which together provide appro-
priate tools to combat this crime. The following two Acts have criminalized
the methodologies that identity fraudsters use to commit these offences.

e The Fraud Act of 2006 which created a new oftence of fraud which can
be committed in three ways: by making a false representation (dis-
honestly, with intent to make a gain, cause loss or risk of loss to another),
by failing to disclose information, and by abuse of position.

e It also established, in section 6, the crime of being in possession or in
control of ‘articles for use in or in connection with any fraud’.

e Sections 25 and 26 of the Identity Cards Act 20006, since repealed, created
new criminal offences of being in possession or control of false identity
documents, or apparatus or material for making false identity documents.

Cyber security strategies

In November 2011, the Government published the UK Cyber Security
Strategy which focuses on all risks relating to internet use. By 2015, the
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Government’s aspiration was that the measures outlined in the strategy would
mean the UK is in a position where Law Enforcement is tackling cyber-
criminals, citizens know what to do to protect themselves, effective Cyber
security is seen as a positive for UK businesses, a thriving cyber security sector
has been established, public services online are secure and resilient, and the
threats to national infrastructure and national security have been confronted.
Cyberspace plays a very important role in facilitating identity crimes. As
mentioned above, criminals easily harvest personal identifications using the
World Wide Web. Cyber security is finally having the attention that it needs.
The opening paragraph of the UK cyber security report reads:

The future of the UK’s security and prosperity rests on digital founda-
tions. The challenge of our generation is to build a flourishing digital
society that is both resilient to cyber threats and equipped with the
knowledge and capabilities required to maximise opportunities and
manage risks.

(The UK Cyber Security Strategy, 2011-2016)

The national response is about Defend, Deter and Develop along with inter-
national action.

In the report, it is acknowledged that cyber security is an area of relative
immaturity when it comes to the measurement of outcomes and impacts
(normally referred to as metrics). Absence of data is also acknowledged.

We will ensure that this strategy is founded upon a rigorous and compre-
hensive set of metrics against which we measure progress towards the
outcomes we need to achieve.

(The UK Cyber Security Strategy, 2011-2016)

Additionally, a National Cyber Security Centre which is part of the intelli-
gence agency GCHQ was established and started to work in October 2016 as
part of a /1.9 billion five-year strategy. One-hundred private sector
employees were seconded to the centre to help identity threats. Chancellor
Philip Hammond was quoted saying

Government cannot protect business and the general public from the
risks of cyber-attack on its own. It has to be a team effort. It is only in
this way that we can stay one step ahead of the scale and pace of the

threat that we face.
(Hammond, 2017)

The centre will be working on a voluntary basis with political parties and
giving advice to high profile individuals — including MPs on how to protect
their sensitive data.
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Extent of the problem and how it is measured

In dealing with any kind of crime or fraud it is imperative to discover the
extent of the problem under examination. A brief study of recent media indi-
cates identity crime to be one of the most modern and fastest-growing types
of crime in the UK. However, the question is: how accurate is this assertion?

There are a number of organizations that publish data on losses due to
identity-related crimes. One of the responsibilities of NFA was to provide an
accurate figure of how much was lost to fraud in general and identity crimes
but after NFA’s abolition this responsibility was transferred to the University
of Portsmouth. There are certain organizations that also produce statistics
related to identity crimes such as UK Payments who provides services to the
banks and financial service providers. UK Payments, in its publication ‘Fraud
the Facts’ (2018), refers to identity crime as card ID theft and explains that
these are incidences where ‘a criminal uses a fraudulently obtained card or
card details, along with stolen personal information to open or take over a
card account held in someone else’s name’. It then categorizes this fraud into
two main types, ‘application fraud’ and ‘account take over’. ‘Application
fraud happens when fraudsters use stolen or fake documents to open an
account in someone else’s name’ while account takeover

involves a criminal fraudulently using another person’s credit or debit
card account, first by gathering information about the intended victim,
then contacting their bank or credit issuer whilst masquerading as the
genuine cardholder. The criminal will then arrange for funds to be trans-
terred out of the account, or will change the address on the account and
ask for new or replacement cards to be sent to the new address.

(ibid: 3)

UK Payments however does not regard other types of fraud as identity
crime but recognizes them as, fraud types in their own right. The discrepan-
cies in using an agreed set of definitions are further evidenced by the follow-
ing assertion

There are two different types ... transaction fraud and identity fraud.
Transaction is an id fraud to enable a transaction, it is a card id, and
someone’s credit card is a part of their id. It is a bigger id fraud when
somebody takes your whole demographic, represents you completely as
your age, job and the rest of it, that is a different level and that is why
victims vary.

(ibid: 5)

It is due to these differences of opinion that there are different data and meas-
ures of identity fraud.

The different fraud types and their definitions that UK Payments do not
recognize as identity fraud are:
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* Card-not-present: This crime most commonly involves the theft of
genuine card details that are then used to make a purchase over the inter-
net, by phone, or by mail order.

*  Counterfeit card fraud: occurs when a fake card is created by fraud-
sters using compromised details, from the magnetic strips of a
genuine card.

* Lost and stolen fraud: this occurs when a customer’s card is lost or
stolen and fraudulent purchases are made on it either in shops that do not
have chip and PIN or online/ mail order or telephone.

*  Mail non-receipt fraud: this type of fraud happens when the cards
involved are stolen while being sent to the customer. This can happen
either when the card is posted to the customer or in some cases where
communal letterboxes or halls are used. It can also happen to people who
do not redirect their mail when they move.

However, these definitions are not shared by all of the identity crime preven-
tion practitioners and academics and therefore, for the purposes of this study,
all identity-related crimes (card or non-card) will be included.

The graph below depicts the losses to the banking industry through the
different types of fraud. All the different typologies have been included.
Although the total fraud losses are decreasing, card-identity theft seems to
have increased gradually and then plateaued out in the last three years.

These figures are only representative of identity crime in the financial
sector, but other sectors have also been impacted heavily by this crime. While
these figures are only a small portion of identity-fraud losses, they are the
most robust figures in terms of the transparency and methodology used to
collect them. UK Payments has a dedicated team that, on a monthly basis,
collects and collates data from member banks and financial institutions and
uses these data to prepare and publish monthly, quarterly and yearly reports
which are then disseminated to all their members and are published for the
general public on their website. There is no other sector that publishes data
on identity crimes in such a scientific manner. The appetite of different
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Figure 11.1 UK Payments identity-related fraud figures in millions of pounds.
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organizations for implementing the processes to monitor and accurately
record identity crime is important. Apart from the banking industry which is
transparent with the amount of money that is lost to this type of crime, no
other organization (either public or private) seems to be publishing their
figures independently. It is only after the exercise carried out by the IFSC
that the losses of other organizations have come to light.

CIFAS, the UK’s Fraud Prevention Service, is the second source of
information on the scale of identity fraud and (very similar to the UK Pay-
ments) regards identity fraud as account takeover and application fraud.
CIFAS, in collaboration with a number of private and public sector bodies,
publishes a report that combines research, statistics, maps, prevention tips,
case studies and opinion pieces on this issue. The methodology that is used to
examine identity fraud is based on the number of reported fraudulent cases.
This data is based on the data provided by CIFAS members and therefore
may present a significant bias as it will only capture the data presented by
CIFAS members and will not reflect all the identity-crime incidences.

The trend shows a sharp increase in 2009, 2010 and 2011 and even though
the figures decline in 2012 they continue to rise year by year. Although there is
hardly any data available on the identity theft part of this crime, an important
assertion states that the decreases in identity theft may not necessarily mean that
identity fraud or crime is decreasing. It could simply be that the criminals are
getting more money out of old identities rather than looking for new ones.

Although the data and sources captured above are valid and reliable, they
do not provide a holistic picture of identity crime in the UK. To address this
issue, the Identity Fraud Steering Group in 2006 made an estimation of the
losses suffered by the UK economy to this type of fraud. The estimated figure
was £1.72 billion which was then reduced to /1.2 billion when the study
was revised in 2007. This figure includes losses suftered by a large number of
public and private organizations.

The methodology used to collect this data takes into account three
different costs associated with identity crime. These are: anticipation costs

Table 11.1 Number of identity-related fraud cases per year

Year ID Fraud cases identified
2007 77,500
2008 77,600
2009 102,300
2010 217,385
2011 236,516
2012 123,58
2013 108,554
2014 114,000
2015 169,592
2016 173,000

2017 174,523
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(costs associated with risk assessment, deterrence, prevention and identification/
detection), reaction costs (investigation, recovery and restoration) and finally
financial loses (net cost of detected identity fraud and estimated cost of
undetected identity fraud).

Since 2007 there has not been any consistency in providing figures for this
crime. NFA used the figure from 2007 for their reports in 2010, 2011 and
2012. In the 2013 Annual Fraud Indicator a new estimate was published by
NFA putting identity crime losses at an all-time high of /3.3 billion but
following their demise in 2014 no report was produced for 2014. Once
the responsibility of the Annual Fraud Indicator report was transferred to
Centre for Counter Fraud Studies, they produced a figure of /5.4 million for
2015 and used the same figure for 2016. A new estimate was reported in
the 2017 report for 1.3 million (Annual Fraud Indicators, 2010, 2011, 2012,
2013, 2015, 2016 and 2017).

Conclusion

Identity criminals do not discriminate, they victimize people, young and
old even dead and then move on to governments and private companies
small and large. The impact on individual victims in some cases has been
so severe that the only option left for the victim has been to take their
own life. Dealing with this crime is challenging to everyone involved,
individuals and organizations and the impact of this crime on society is
severe as it can call into question the integrity of the systems that we have
in place.

Regulatory pressure has been seen to be eftective in this area. But there is
a conflict between what government perceives and what it is prepared to do
to address this issue. Even though government acknowledges this as a priority
they have failed, to address it adequately and their efforts are patchy and
inconsistent. This attitude was evident from the formation and subsequent
dissolution of the NFA and the political climb-down surrounding the aborted
attempt to introduce ID cards.

One of the major issues in this area is that no one body or organization
has an overall measure of the amount of identity crime being committed.
The issues of definition and measurement are still present and despite such
patchy work by government they still have not been resolved. Home
Oftice’s definition was to bring some unity in this area but they are viewed
as too broad by some practitioners and in fact the challenge is in defining
‘identity’ itself.

Action Fraud which is the overall body in collecting data on fraud does
not actually record and report identity crimes as a standalone category there-
fore this crime type does not have the visibility that it needs.

There are lots of pockets of activities when it comes to tackling this
issue. One of the responsibilities of NFA was to bring all these activities
together and provide a focus for industry to go forward by way of an iden-
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tity fraud threat assessment. After NFA’s depletion that responsibility has
gone to City of London Police, but little is known about the effectiveness
of that.

There is a need for one national body to champion the fight against iden-
tity crimes. A lot of organizations (both public and private) have an interest in
this crime type but this is no one’s number one priority. The government
needs to show commitment to a long-term strategy and resources and create
a central department to win and champion the fight against ID crime. The
NFA was to provide this role but it was dissolved therefore there is a need for
a government body to provide such leadership and direction but also a body
with regulatory powers. Additionally only 3 per cent of detected ID crimes
are investigated and prosecuted. This crime needs to be higher up on law
enforcement’s agenda both on a local and national level. It must feature in the
high-level national strategic plan in order to receive the attention and support
it needs at local level.

Identity crime challenges traditional criminological typologies: is it a form
of white-collar crime? What degree of organization does it require? Is it,
rather, a ‘lone’ variety of patrimonial offence? Are we witnessing, as Ruggiero
suggests in the Introduction to this book, the opening of novel illicit oppor-
tunities made available to all? This type of crime seems to grant ‘equal oppor-
tunities’ to very different actors who, after acquiring the necessary
technological skills, will then act and, perhaps, even mobilize the specific
techniques of neutralization more consistent with their social group and sub-
culture. Further research should assess whether and how organized crime and
terrorist networks engage in this type of crime and whether, by doing so,
they indeed shape new distinctive ‘hybrids’ that supersede those discussed in
this book.
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