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Since the rest of the recovery is waiting on this initial step, it should be done as quickly as possible and 
only to close critical gaps. Key things to consider at this point in the recovery process include the following:

•	 Disrupting attacker communications channels so attackers cannot control malware 
inside the enterprise that might be left over from before the attack

•	 Protecting critical systems administrator accounts with multi-factor authentication, 
rapidly changing passwords, or extensive auditing

•	 Protecting critical security servers through patching, hardening, network isolation, 
or monitoring

•	 Isolating key infrastructure onto separate network segments with restrictive  
firewall rules

•	 Using application whitelisting or monitoring to detect unauthorized changes on key 
and/or vulnerable systems

•	 Establishing 24x7 monitoring and alerting to detect and respond to future  
attacker activity

Establishing Interim IT Capabilities
While cybersecurity gaps are being closed, IT can simultaneously start preparing interim IT capabilities 
to replace those capabilities lost during the attack and to support the recovery process. Depending on the 
severity of what was lost and the long-term strategy for the IT functions involved, there are a number of 
options here:

•	 Transitioning production IT data and services to development or staging systems 
that were unaffected by the attack

•	 Recovering IT servers from backups and bringing them back to operation as they 
were before the crisis

•	 Recovering IT data from backups and rebuilding affected servers as they were before 
the crisis

•	 Migrating IT functions to cloud services, either on a temporary or a permanent basis

•	 Accelerating otherwise planned upgrades to IT systems and rolling out upgraded 
systems (Note that this option can be risky if the upgrades are significant.)

•	 Proceeding to use manual workarounds, such as pen and paper or personal 
computer tools rather than enterprise applications.

If the crisis is severe and affects multiple IT services, a combination of these approaches can be 
used on a case-by-case basis for each IT service and system. Do not underestimate the value of manual 
workarounds; as pen and paper or personal computing can work fine on a temporary basis for many 
functions and free up critical IT talent to focus on recovering the most important IT systems and functions. 
The other important point is these approaches are interim IT capabilities to buy time while the full IT 
recovery takes place. These approaches only need to last long enough to bring the full production capability 
back online during the next phase of the recovery.
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Conducting Prioritized IT Recovery and Cybersecurity Improvements
Once critical cybersecurity gaps are addressed and interim IT capabilities are established, the recovery 
effort can begin in earnest. This effort should be prioritized based on business need, with recovery efforts 
coordinated to use all available resources to the greatest extent possible to deliver business capabilities in 
the order they are needed. These efforts are often broken up into multiple phases of IT capabilities so initial 
operating capability can be delivered as quickly as possible and full operating capability achieved at a later 
time. By breaking recovery up in this manner, limited resources can be used to deliver the greatest amount of 
IT functionality in the least amount of time.

In parallel with the IT recovery, the enterprise will also most likely be making improvements to 
cybersecurity capabilities as well. These improvements will help ensure recovered IT systems are adequately 
protected from the current attackers returning or other more advanced attackers striking in the future. 
These improvements must be carefully planned so they do not get in the way of the IT recovery process 
and excessively hold up progress. Like IT capabilities, cybersecurity improvements may also be broken 
up into initial operating capabilities and full operating capabilities in an effort to efficiently utilize limited 
engineering, deployment, and support resources.

Establishing Full Operating Capabilities for IT and Cybersecurity
With the completion of the above phase, IT and cybersecurity should have initial operating capabilities 
for the majority of the functions damaged or lost due to the crisis. The enterprise should be able to resume 
normal operations as it conducted before the crisis occurred. However, these initial capabilities mean the 
IT work is not done. Usually, initial operating capabilities have significant limitations in terms of capacity, 
redundancy, high availability, disaster recovery, or security. In the final phase of the recovery effort, these 
shortcomings should be addressed so full operating capability of all systems is achieved.

Due to schedule, budget, and resource constraints, this last phase may end up taking place over a 
lengthy period of time—extending months or even years after the initial restoration is completed. In the 
event of budget constraints, full recovery may be deferred to future fiscal years. Systems may be operated 
in a “high-risk” configuration until the recovery budget becomes available. While uncomfortable, these 
decisions and trade-offs are appropriate, provided such decisions are made as business decisions accurately 
considering the business, IT, and cybersecurity risks that are involved.

Cybersecurity Versus IT Restoration
Throughout the recovery process, there will likely be an active tension between cybersecurity and IT. 
Cybersecurity controls to protect against counterattack or future breaches will inevitably get in the way of IT 
personnel recovering systems and rebuilding IT capabilities. When the balance between these two factors 
needs to be adjusted to either improve cybersecurity at the expense of the IT recovery process or to speed up 
the IT recovery process at the expense of cybersecurity, it is important the enterprise embraces this tension 
and maintains open channels of communication on what is working and what is not working. There is no 
right answer here—only a delicate balance that must be carefully maintained.

The enterprise can take several actions to maintain this balance:

•	 Educate IT staff on the purpose of cybersecurity controls that interfere with their 
work and let everyone know that management understands how the controls impact 
productivity.

•	 Ensure cybersecurity staff understands thoroughly the operational impact of 
cybersecurity controls and plans ahead for alternatives should this impact become 
untenable at a critical time.

•	 Have leadership regularly monitor the productivity impact of cybersecurity controls 
and be prepared to execute contingency plans if necessary.
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Cybersecurity can be very helpful by being proactive about these challenges and engaging regularly 
with IT staff to understand the impact of security controls and discuss the trade-offs and alternatives. IT 
staff will be much more supportive of security controls if they have had the opportunity to discuss them with 
cybersecurity, consider the alternatives, and come to their own conclusion that the chosen security controls 
are the least bad alternative from among the possible approaches.

Cybersecurity should also remember the security value of speed. Relaxing some security controls on 
a temporary basis may be warranted if it causes a critical recovery action to proceed twice as fast, or even 
faster. Getting key infrastructure operational may be more valuable to the business if it is done sooner, even 
if considerable security risk is accepted to get there. To support this type of improvisation, cybersecurity can 
compensate for relaxing preventive controls by being more aggressive with detective or audit controls to 
achieve the same levels of security with a lower operational impact.

Maximum Allowable Risk
In balancing all of these factors, business, IT, and cybersecurity leaders need to remember the concept of 
Maximum Allowable Risk. As shown in Figure 10-9, leadership needs to ensure all aspects of the recovery are 
performed at the same overall risk level.

Figure 10-9.  In a crisis, business, IT, and cybersecurity risk levels must be synchronized at an agreed-upon 
maximum allowable level until service can be restored.

Depending on the severity of the original crisis, the enterprise’s tolerance for risk may be quite high.  
If the crisis was minor, then the enterprise appetite for risk in the recovery may also be low. If the crisis was 
catastrophic, then the enterprise appetite for risk in the recovery could be very high.

During the recovery effort, business leaders must constantly monitor the business, IT, and cybersecurity 
risk levels for the recovery effort, and they must ensure these risk levels stay as well coordinated as 
possible. The primary business driver is going to be speed, and business leadership will likely push IT and 
cybersecurity to move at the maximum speed possible to get the recovery done in a secure way without 
resulting in spectacular failure. The business impairment caused by the criss may be worth  thousands or 
even millions of dollars each day. When these costs are high, the business appetite for risk in the name 
of speed will likely be quite high. The challenge is translating these risk factors into business decisions so 
leaders can make the best-informed decisions possible.

Ending the Crisis
As the expression goes, “This too shall come to pass.” The enterprise will eventually reach a point where it 
is no longer operating in crisis. This transition generally happens at different times for different teams, with 
some personnel—particularly cybersecurity personnel—staying in crisis mode long after most employees 
have gotten back to business as usual.
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Resolving the Crisis
Generally, a crisis winds down through four distinct phases of business recovery, as different parts of the 
enterprise return to normal operations:

•	 Regular Employees: The first recovery phase is when basic enterprise functions 
are restored, often using interim or contingency capabilities. This phase may occur 
relatively quickly after the crisis first occurs, and it allows the enterprise to continue 
operating even while IT and cybersecurity are recovering systems. Interestingly, for 
most regular employees, this first milestone marks the conclusion of the crisis since 
the impact to their ability to do their jobs is largely mitigated.

•	 Corporate Staff :  The second recovery phase occurs when the most important 
enterprise IT systems are recovered to an initial operating capability since, at this 
point, business personnel (also known as corporate staff) are able to get back to work 
using their normal processes.

•	 IT Staff :  The third recovery phase occurs when IT systems are fully restored back to 
full operating capability. At this point, IT staff can get back to a regular schedule of 
system maintenance, updates, and improvements.

•	 Cybersecurity Staff :  The fourth recovery phase occurs when cybersecurity 
improvements are completed and cybersecurity staff can “relax” and get back to 
their business as usual.

Declaring the Crisis Remediated and Over
At some point in these four recovery phases, enterprise leadership is able to declare the crisis remediated 
and over. Why is it important to declare the crisis remediated and over? Reasons for this include the 
following factors related to morale and business considerations:

•	 First, it is important for employees to understand the crisis is over and the 
expectation for them to go the extra mile is no longer present. Employees can get 
back to a normal work-life balance, take care of families and households, and enjoy 
vacations, as they would have otherwise planned. It is important to explicitly state 
this situation to employees, as what is obvious to managers and leaders in staff 
meetings may not be so apparent to IT staff on the ground.

•	 The second reason for declaring the crisis complete is there may be policies and 
procedures put in place specifically for the crisis that need to either be returned to 
normal or permanently adjusted into part of the new normal enterprise culture. 
These temporary arrangements need to be taken out of limbo and either dismantled 
or made permanent.

•	 The third reason for declaring the crisis complete has to do with funding. Often, 
crisis situations are funded and accounted for separately from normal business 
operations so that they can be tracked as one-time events or may even paid for 
separately by insurance. In these cases, the costs associated with the crisis need to be 
accounted for and the end of those expenses must be clearly delineated.

There is no hard-and-fast rule when the crisis is declared remediated and over, but generally it 
is some time between the third and the fourth recovery phases. Generally, once IT systems are fully 
restored, cybersecurity strengthening that occurs afterward is characterized separately as a cybersecurity 
improvements project.
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After Action Review and Lessons Learned
When the crisis is declared complete, it is very helpful for leadership to come together and make a list of 
lessons learned regarding the crisis experience. This list should not be huge, but it should candidly review 
what went well and what went poorly with the crisis response, and what lessons the enterprise should learn 
in order to handle the next crisis a little better or at least with a little more collective wisdom than it had 
before. These lessons learned can then form the basis for strategic culture shifts that will persist long after 
the original crisis has been declared resolved. The after action review can include lessons in successes and 
failures regarding:

•	 Balancing of operations versus cybersecurity and recovery

•	 Task organization and coordination

•	 Performance of technologies, procedures, and techniques

•	 Performance of teams and organizations

•	 Performance of partners and contractors

•	 Recovery costs and cost-savings opportunities

Establishing a “New Normal” Culture
Every crisis has a lasting impact on an enterprise. The leadership challenge is to leverage the crisis to 
make strategic adjustments to enterprise culture and translate those cultural changes into a new normal. 
Cybersecurity crises can translate into cultural changes that emphasize computer and information security 
more greatly than they were in the past. This new emphasis can translate into a number of concrete and 
visible changes to how the enterprise does business:

•	 Greater willingness among business leaders to trade-off cost and productivity in the 
name of cybersecurity

•	 Greater security of enterprise endpoint devices and computers at the expense of 
functionality

•	 Restrictions on the use of personal computing devices and conduct of enterprise 
business from home or other locations

•	 Greater emphasis on using enterprise devices inside of controlled facilities to do 
critical work

•	 Greater discipline among IT staff to focus on protecting enterprise systems and 
servers

•	 Employee awareness training on cybersecurity concerns and potential threats

Being Prepared for the Future
Inevitably, one of the most important crisis situation lessons learned is that going forward the enterprise 
needs to prepare better to prevent or reduce the impact of future cyberattacks. Figure 10-10 depicts how 
such preparations can accelerate the OODA loop process in future crisis situations.
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The left-hand side of Figure 10-10 depicts how enterprise contingency planning prepares the enterprise 
for potential situations by spending a minimum amount of time in the “Orient” and “Decide” phases of the 
OODA loop. When contingency scenarios are well defined ahead of time, subordinate staff can go straight 
from observations to execution, without having to waste precious time with leadership orienting them to 
the situation and getting decisions on how to proceed. This contingency planning is critically important for 
incident rapid response scenarios, where very specific attack scenarios can be worked out ahead of time 
along with response procedures to isolate affected accounts, computers, networks, and servers so attacks 
can be stopped before they get out of control.

The right-hand side of Figure 10-10 depicts how enterprise disaster recovery resources can be brought 
to bear quickly in a future crisis. These resources may be offsite backups, contingency systems, or cloud 
services that are pre-coordinated and prepared ahead of time (the “Decide” and “Act” phases of the OODA 
loop). By doing this work ahead of time, the enterprise is able to quickly go from the “Orient” phase through 
to decision and action by activating the emergency resources and getting back to the “Observe” phase to see 
if the resources have the intended effect.

In addition to these two types of general preparations, the enterprise can also gain a great deal of 
institutional knowledge about how to operate in a crisis and what capabilities are needed (for example, 
reports, meeting formats, decision-making processes, and contingency task organization). These capabilities 
can be built ahead of time through realistic training and tabletop exercises. The value of practicing these 
skills cannot be understated.

Disasters happen, and they happen to everyone … eventually.

Figure 10-10.  Contingency planning can increase the performance of the OODA loop by preparing 
contingency plans to specific scenarios or arranging disaster recovery resources ahead of time.



Part IV

Enterprise Cyberdefense 
Assessment



195

Chapter 11

Assessing Enterprise 
Cybersecurity

This chapter discusses several things related to assessing an enterprise cybersecurity program. First, it 
discusses the audit process and how auditing is used to evaluate enterprise cybersecurity. Second, it 
discusses how audits can and should be used to drive the cybersecurity control design process. Third, 
it describes how enterprise cybersecurity can be systematically evaluated using four different levels of 
assessment detail. Finally, it describes deficiency tracking, which is an integral component of any formal 
auditing or assessment process.

Assessments and audits can be conducted by internal or external assessors, and they can be risk-
based, threat-based, framework-based, or control-based. It is critical that assessments and audits be a 
formal part of a successful enterprise cybersecurity program. Without periodic and objective assessment, 
the cybersecurity program will eventually suffer due to the atrophy that naturally occurs over time and the 
demands of competing IT priorities.

Cybersecurity Auditing Methodology
What is a cybersecurity audit? For the purposes of this book, an audit is a process whereby a person 
checks an automated system or operational process to ensure that it is operating properly. As illustrated 
in Figure 11-1, these checks involve looking at the records generated by the system or the process, and 
collecting from those records evidence that indicates the proper operation of the automated system or 
operational process. This evidence is then compiled into artifacts that are collected to support the audit 
process. The artifacts and the conclusions drawn from them are then compiled into the audit results, 
which are stored as formal records that the cybersecurity audit occurred. The audit results document what 
was done during the audit and what was found from the audit, including identified deficiencies and their 
eventual remediation.
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The Challenge of Proving Negatives
The fundamental challenge with a cybersecurity audit is proving negatives, where the goal of the auditor 
is to collect evidence that proves nothing bad or unexpected occurred during the audited period of time. 
Inductive reasoning suggests it is not possible to prove the absence of something, but that collecting 
evidence of its absence gives us basis for reasonably concluding that it may not exist.

To phrase this thought another way, if it can be reasonably assumed malicious or negligent activity 
generates records of its occurrence, then checking those records can be used to gain confidence if the 
negligent activity took place or not. The question then becomes how thorough does the checking need to 
be. In the case of financial records, it may be necessary to check every transaction because fraud may only 
be in a single transaction. For other records, spot-checking may be sufficient to achieve a high degree of 
confidence that all is well.

In general, audits work fundamentally the same way by collecting evidence from the available records 
to indicate the proper operation of the automated system or operational process.

Cybersecurity Audit Objectives
The cybersecurity audit planning process starts with the audit objective. The objective is phrased in terms of 
a sentence that goes something like the following:

I want my audit to indicate that ___ is occurring, or  
I want my audit to indicate that ___ is NOT occurring.

Following are example cybersecurity audit objectives:

•	 I want my audit to indicate that my web servers are functioning properly and serving 
up the correct pages.

•	 I want my audit to indicate that my IT systems are compliant with Sarbanes-Oxley 
regulations.

Figure 11-1.  Cybersecurity audits analyze records generated by security controls and obtain evidence 
regarding automated system and process operations. They then compile those artifacts together into formal 
results that are retained for presentation to interested parties.
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•	 I want my audit to indicate that payment information stored on my systems is being 
protected as required by Payment Card Industry (PCI) standards.

•	 I want my audit to indicate that attackers are NOT abusing my systems administrator 
accounts.

Threat-based cybersecurity audits focus on threats to confidentiality, integrity, or availability of IT 
systems. Example threat-based audit objectives include the following:

•	 I want my audit to indicate that my confidential customer data is not being 
inappropriately accessed.

•	 I want my audit to indicate that the integrity of financial transactions in my system is 
being maintained.

•	 I want my audit to indicate that the availability of my front-end web applications is 
not being impaired.

Cybersecurity Audit Plans
The second step in the audit process is to create a plan for conducting the audit in order to indicate the 
desired outcome. Many audits involve proving a negative. Logic theorists will state that this is an impossible 
task, but that it is possible to show evidence supporting a negative hypothesis, even if it cannot actually be 
proven beyond a doubt. Consequently, the best the audit plan may be able to do is establish a high degree of 
confidence that the undesired activities are not actually occurring.

The cybersecurity audit planning process starts with the audit objective and then identifies what 
evidence is helpful to prove the audit objective. This desired evidence must then be compared to what 
evidence is available from IT systems’ audit trails and logs, or manual processes’ records. Figure 11-2 
illustrates this high-level process.

Figure 11-2.  Starting with the cybersecurity audit objective, this audit process is followed to identify the 
evidence necessary to satisfy the audit objective. The audit process may involve modifying IT systems or 
manual processes to log additional data.
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The cybersecurity audit planning process is a six-step process:

	 1.	 The auditor(s) analyzes the audit objective to understand what information is 
needed to satisfy the objective(s).

	 2.	 The auditor determines the desired evidence that supports the audit objective(s).

	 3.	 The auditor analyzes the available records to see what logs and information are 
available for analysis.

	 4.	 The available evidence comes from the available records. The auditor analyzes 
the available evidence to determine if it will be adequate for satisfying the audit 
objective(s).

	 5.	 If the available evidence is not adequate, system changes (automated or manual) 
may need to be made to increase or change the available logs and evidence.

	 6.	 Finally, the auditor constructs audit procedures to analyze the available 
evidence in order to satisfy the audit objective(s).

Audit Evidence Collection
Audit procedures direct how the available records and evidence are to be analyzed to satisfy the audit 
objectives. The procedures document (1) what records are to be analyzed, (2) the analysis processes, and (3) 
key information such as record sources, points of contact, and sample sizes.

Often, the audit does not look at all records and instead relies on statistical sampling. In these cases, the 
audit procedures specify sample sizes and statistical analysis methods that are to be used. Sample sizes are 
selected so they provide reasonable evidence of compliance or non-compliance, and are tailored based on 
experienced failures, control deficiencies, and other issues.

Audit Artifacts
When the auditor reviews records for evidence, the records become artifacts that are attached to the audit. 
The purpose of artifacts is to answer the “because” question regarding the audit. For example, an audit states:

We believe systems administrator accounts are not being compromised BECAUSE we 
looked at systems administrator activity for 50% of the administrators over a two-week 
period and did not find any anomalies.

This audit’s artifacts are the data behind the second half of this sentence. What makes an artifact 
different from the original logs is that an artifact is copied out of the logs and then stored with the audit, 
subject to the data retention rules that apply to the rest of the audit. Generally, audit artifacts are kept longer 
than the underlying data records due to their smaller size and the need to review them after the original logs 
are deleted.



Chapter 11 ■ Assessing Enterprise Cybersecurity

199

Audit Results
The final step in the audit process of Figure 11-1 is to compile the results together for reporting to 
management. These results will identify what was audited and the findings that resulted, including 
deficiencies to be remediated. Audit results should be summarized to management in terms of their 
business impact or level of concern, while also containing enough supporting information to be used by 
security practitioners to respond to and remediate the deficiencies. To be effective, audit results must be 
actionable—security practitioners must be able to turn the audit results into an action plan that is executable 
and will produce tangible and measurable improvements on the next audit.

Deficiency Tracking
Cybersecurity audits frequently identify deficiencies in security controls that need to be remediated. While 
tracking and remediating the deficiencies is generally outside of the audit process of Figure 11-1, it is 
important that deficiencies be formally tracked and associated remediation documented when it occurs. 
If a particular deficiency occurs over and over again or if a deficiency is identified but never remediated, 
these issues should be brought to management’s attention.

Sometimes it may not make sense to remediate deficiencies. Remediation may be too expensive or 
less important than other business priorities. Consequently, remediation may be deferred for an extended 
period of time. Deficiencies that cannot be remediated, or are not cost-effective to remediate completely, 
should be treated as enterprise risks and handled using the enterprise’s risk management process.

Reporting and Records Retention
Audit results and deficiency remediation should be reported to management and retained for subsequent 
review and analysis. A couple of rules of thumb regarding audit record retention:

•	 Audit records should include the audit report and all supporting artifacts. Artifacts 
that stem from IT system logs should be copied from those logs so that the artifacts 
can be retained after the original logs are deleted or recycled.

•	 How audits are reported and records retained depend, in part, on the type of 
audit. Required audits for regulatory compliance should be retained as per the 
requirements of the regulations, or as required by the independent auditors attesting 
to regulatory compliance. In the absence of specific regulatory guidance, audit 
records can be retained like other enterprise business and financial records.

•	 Often, it does not make sense to report on deficiency remediation as part of the 
original audit report since it can take weeks or months to complete remediation 
after the original audit is completed and reported. In this case, the remediation team 
could conduct a follow-up briefing to cover remediation. If the audit is a regularly 
scheduled one, the remediation team could brief the deficiency remediation at the 
start of the next regularly scheduled audit.
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Cybersecurity Audit Types
Various cybersecurity audits follow a consistent methodology that starts with audit objectives and ends with 
an audit report. Figure 11-3 depicts three main cybersecurity audits described in this book.

A threat audit involves analyzing cyberthreats and then auditing for evidence that those threats are 
occurring in the IT environment. Threat audits are specifically focused around looking for evidence of the 
threat targeting the confidentiality, integrity, or availability of the enterprise’s IT systems and data. Another 
cybersecurity term for this audit is hunting where auditors actively search for intruder and attacker activities. 
The hunting effort factors in the latest intelligence on intruder/attacker tactics, techniques, and procedures 
(TTPs). The threat audit report includes an evaluation of which attacks are actively being conducted against 
the enterprise and the outcomes of those attacks.

An assessment audit involves analyzing a set of requirements and assessing the cybersecurity controls 
pertaining to those requirements. In general, assessments are conducted against regulatory requirements, 
external standards, industry frameworks, or with regard to defenses against specific cybersecurity threats. 
Unlike a threat audit, the assessment audit is concerned with (1) determining if controls are countering 
the threats or complying with the regulations or standards, (2) identifying which controls pertain to which 
threats, regulations, or standards, and (3) evaluating the effectiveness of those controls in satisfying the 
requirement or countering the threat. Often, the assessment audit output (1) is organized by the regulation, 
standard, or threat under consideration, and (2) documents the applicable controls (for example, control 
type), and (3) details the evaluation of the controls’ effectiveness.

A validation audit, unlike the other two cybersecurity audit types, starts with the enterprise security 
controls and evaluates each control’s effectiveness compared to its design and documented requirements. 
Whereas an assessment audit identifies which controls apply to the satisfaction of a particular regulation 
or requirement, the validation audit evaluates if those controls are actually performed effectively. The 
validation audit report is used to improve cybersecurity control operation and design. The report can also be 
mapped back to external regulations or standards to demonstrate compliance.

Figure 11-4 summarizes the three types of cybersecurity audits in terms of their inputs and outputs. It 
is possible to combine different audits into a single audit activity, although it is important to understand the 
different inputs and outputs that need to be considered.

Figure 11-3.  Among many audit types, there are three main cybersecurity audit types: threat, assessment,  
and validation.
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“Audit First” Design Methodology
All too often, security practitioners jump straight to preventive controls (versus audit, forensic, or detective 
controls) when they are designing cybersecurity defenses. Preventive controls are frequently cheap to 
operate, use exciting new technology, and allow the practitioner to answer questions about enterprise 
security with definitive statements of “We block that behavior” or “They won’t be able to do that.” The reality 
is enterprise cybersecurity is never as simple as a point solution or collection of point solutions. Every 
preventive control technology has vulnerabilities or dependencies on other systems to do its job. Smart 
attackers target those vulnerabilities and dependencies to defeat the controls. A preventive-control-first 
approach results in a set of complex interdependencies that are often poorly understood, yet represent the 
foundation of the enterprise’s security. All too often, the actual enterprise cybersecurity ends up simply 
being security by obscurity, until an attacker comes along and figures out how to bypass everything.

To address this reality, security practitioners should design controls by thinking about preventive 
controls last instead of first. Figure 11-5 delineates an Audit First Methodology for thinking about preventive 
controls last, after considering the other control types.

Figure 11-4.  Each type of audit has specific inputs and outputs for evaluating different aspects of enterprise 
cybersecurity. 

Figure 11-5.  The Audit First Methodology involves starting from the threat analysis and then designing 
controls to counter those threats, beginning with audit controls, then forensic controls, detective controls, and 
finally preventive controls.

Threat Analysis
The Audit First Methodology starts with the threat analysis that was used to determine the enterprise’s 
various security scopes. Remember, a security scope groups together assets and controls around a shared 
business impact caused by a common set of threats against confidentiality, integrity, or availability (CIA). 
Therefore, the threat analysis identifies CIA threats to the enterprise’s data and IT systems in terms of threat 
impacts and indicators.
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It is important to note that an enterprise does not have to consider every single possible threat—such 
consideration will quickly become overwhelming. An enterprise starts by considering the threats that are 
most likely and most dangerous, or a combination of the two. As the enterprise has time and resources, it 
should consider additional threats and less-likely risks. It is important to prioritize, just as an enterprise does 
with physical security considerations by addressing the greatest risks first.

Audit Controls
After the threat analysis, the next step is to design threat audit controls that search for threat activities.

•	 If an enterprise’s concern is a loss of confidentiality, then how would the enterprise 
manually search the IT systems to identify that a confidentiality breach had 
occurred? What evidence would the attacker leave?

•	 If the enterprise’s concern is a loss of integrity, what evidence would be left when 
data was changed inappropriately? How would the enterprise investigate a data 
change incident to prove that data had been changed?

•	 If an enterprise’s concern is a loss of availability, how would the enterprise 
differentiate an availability loss due to system failure from one caused by malicious 
attack?

Interestingly, most of these questions cannot be answered easily. In many enterprises, the available 
instrumentation and monitoring does not collect enough information to make it possible to answer the 
threat audit questions. However, the proper exercise is to start with these questions and then use them as a 
starting point for determining what types of information should be collected so attacker activity can actually 
be found when it occurs.

Forensic Controls
When conducting a threat audit, an enterprise generally discovers that little of the information needed to 
find confidentiality, integrity, or availability breaches against its systems is available. However, going through 
a threat audit provides the enterprise with insight regarding the information it needs to collect to protect itself 
against such breaches. This insight leads an enterprise to consider forensic controls, where it configures its 
systems to log the data that is needed to search for attacks.

Generally, an enterprise finds the forensic control effort requires significant upgrades to enterprise  
IT systems to increase logging, enable correlation between system logs, and enable effective investigations. 
This reality is common, as many real-world environments are deficient in logging the right data. However,  
it is also important to resist the temptation to log everything.

Logging efforts should collect the information necessary to investigate likely threat scenarios first. 
Then the enterprise can evaluate the usefulness of the logs by conducting simulated attacks or actual 
investigations. Logs that are less likely to be needed in an investigation do not need to be as easily accessible 
as other logs. So that potential attacker activities can be successfully investigated across the IT security 
environment, data logging should extend across all of the 11 enterprise cybersecurity functional areas.

Detective Controls
Once effective logging is in place and can support actual investigations that find attacker activity, it becomes 
possible to detect attacker activity when it occurs. In this step of the Audit First Methodology, the enterprise 
designs detective controls that alert on suspected attacker activity. The challenge here is that if the detective 
controls are too noisy and generate lots of false positives that have to be investigated, the detective controls 
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are not useful. In this situation, a security information and event management (SIEM) system may be helpful 
to do cross-correlation and enable more sophisticated alerting. An alternative to SIEM is a big data logging 
system to conduct complex multi-dimensional queries and alerts. It is important to design detective controls 
to ensure they alert seldom enough so that every alert can be investigated, or at least checked, to identify if 
the alert is malicious. Alerts that are consistently ignored are of little use.

Detection does not need to be perfect to be effective. The goal with detective controls is to ensure the 
most dangerous attacks trigger an alert when the attack occurs, and ideally trigger more than one alert. The 
alerts themselves can be somewhat arbitrary as long as they have a high probability of indicating an attack. 
For example, there is no point in alerting on port scans against Internet-facing firewalls since those scans 
occur all the time and do not necessarily correlate with a successful attack. However, port scans against 
internal firewalls should generate alerts since there are few legitimate business reasons for such scans 
to occur during normal business. In other words, an alert on internal firewalls has a high probability of 
indicating an attack, a compromised machine, or employees or contractors who are poking around in areas 
where they shouldn’t be. Thinking creatively and analyzing the attack sequence, an enterprise can find that 
there are many activities it can recognize (in other words, alert on) to identify attacks when they occur.

Another important detective control consideration is the cost and business impact of deploying detective 
controls. Detective controls tend to have a small impact on business operations, while preventive controls 
tend to be high-impact. Therefore, an enterprise can be more aggressive in deploying detective controls 
versus preventive controls. An enterprise can deploy detective controls and remove them as desired with a 
minimum of business impact. This agility is critical when responding to fast-evolving threat scenarios.

The greatest advantage of focusing on forensic and detective controls is these controls give an 
enterprise the ability to know when attacks occur and stop them. If an enterprise only blocks attacker 
activity, then attackers simply try something else and wait until the enterprise makes a mistake to allow them 
to bypass the controls. On the other hand, if an enterprise detects attacks while they are still in progress, it 
gets an opportunity to catch and repel the attackers.

Preventive Controls
The Audit First Methodology final step involves preventive controls that block undesired activities and 
prevent them from occurring. Enterprises often primarily consider preventive controls, to the detriment of 
audit, forensic, and detective control types. However, it is these other control types that fill in the gaps when 
prevention fails. Also, preventive controls are frequently the most disruptive to the business to emplace and 
operate.

For every preventive control, there must be a process for getting access or bypassing the block when 
required by the enterprise. This access may be a firewall exception process, an account request process, or 
an access management process. In practice, enterprises frequently have access control processes that are 
complex and cumbersome for all employees. At the same time, attackers frequently find the vulnerability 
in the access control system and bypass it altogether. Consequently, an enterprise can have a preventive 
control that is expensive, disruptive, and largely ineffective against a determined attacker. This situation is 
not a good use of limited security resources.

If an enterprise focuses on detection first, it may find that it can use fewer preventive controls to obtain 
the same amount of security effectiveness and specifically target them to deliver the greatest value. Useful 
preventive controls have the following characteristics:

•	 They block behaviors that would be noisy with detection alone, reducing 
investigation costs.

•	 They do not cost too much to deploy or operate, particularly in terms of business 
disruption caused by the block.
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•	 They do not introduce significant new vulnerabilities, either in the preventive 
control itself or through dependencies on supporting services such as enterprise 
authentication or directories.

•	 They not only block attacks, but also detect attacks in progress so the attacks can be 
thwarted before the attackers figure out how to bypass the block.

Letting Audits Drive Control Design
As shown in Figure 11-6, the Audit First Methodology helps an enterprise design controls that effectively 
detect attacker activities while reducing the disruption to the enterprise’s business operations.

Figure 11-6.  Using the Audit First Methodology, an enterprise analyzes the threats to be countered to identify 
attack indicators. The enterprise then builds detective controls to alert on the indicators and, finally, blocks the 
most concerning threat activity with preventive controls.

A threat audit identifies the most likely threats to enterprise IT confidentiality, integrity, or availability. 
The threat audit is designed to search for attacks that have occurred and collect the necessary supporting 
evidence. Based on the threat audit, the enterprise identifies what forensic records are needed to log 
incidents and give the enterprise indicators of compromise (IOCs) when attacks occur. From those IOCs, the 
enterprise creates detective controls that alert on attacks and bring them to the attention of the enterprise 
defenders. Finally, preventive controls block the attack patterns that are most destructive, hardest to detect, 
or otherwise of greatest concern. The preventive controls are supported by robust business processes for 
control operation and exception management.

Enterprise Cybersecurity Assessments
The enterprise cybersecurity architecture presented in Chapters 2 through 7 lends itself well to a hierarchical 
cybersecurity assessment model that generates measurable results quickly and detailed results progressively. 
This approach is directly tied to the risk assessment process and the 11 functional areas this book uses to 
organize an enterprise cybersecurity program. The remainder of this section describes how to do a multi-level 
enterprise cybersecurity assessment organized around the 11 functional areas of enterprise cybersecurity.

This top-down assessment approach differs from control-based cybersecurity assessments because 
it looks at cybersecurity functional areas and capabilities, rather than focusing on the individual 
controls. Often, traditional assessment approaches produce results containing dozens or hundreds of 
recommendations, but contain little guidance on how to manage the remediation at a strategic level or 
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prioritize the remediation activities. The top-down assessment approach described in this section addresses 
the traditional assessment problem of finding the forest for the trees by organizing assessment activities 
and results into the 11 enterprise cybersecurity functional areas. By grouping results into functional areas, 
it is easy to compile, report, and delegate the remediation activities among cybersecurity staff so that 
assessments can be turned into improvements.

This section’s top-down approach uses four levels of assessment to examine enterprise security 
in increasing levels of detail: (1) Risk Mitigations, (2) Functional Areas, (3) Security Capabilities, and 
(4) Controls, Technologies, and Processes. Each assessment level produces results that are useful and 
actionable, while the lower level assessments produce results that are more detailed and more specific. 
Figure 11-7 illustrates the four enterprise cybersecurity assessment types. An example assessment at three of 
these four levels of detail for a notional enterprise is contained in Appendix H.

Figure 11-7.  An enterprise cybersecurity program organized into functional areas lends itself well to an 
assessment methodology that can be executed at different levels of detail.

The four levels of enterprise cybersecurity assessment described in this section are as follows:

	 1.	 Level 1 Focus on Risk Mitigations: This assessment level involves analyzing the 
risks to the enterprise and the threats against the confidentiality, integrity, and 
availability of enterprise IT systems and data. It identifies the most likely and most 
dangerous threat vectors. This assessment level examines the attack sequences 
for those threats and enterprise defensive capabilities to disrupt, detect, delay, 
and defeat those attacks.

	 2.	 Level 2 Focus on Functional Areas: This assessment level builds on the Level 
1 assessment to include evaluating the 11 enterprise cybersecurity functional 
areas, as well as security operations, at a high level. This assessment quickly 
identifies the functional areas that are most likely to be exploited by targeted 
attackers to compromise enterprise cybersecurity and should be prioritized for 
improvements.
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	 3.	 Level 3 Focus on Security Capabilities: This assessment level involves assessing 
in detail the 113 enterprise cybersecurity capabilities and 17 operational 
processes described elsewhere in this book. It looks at the capabilities and 
operational processes to assess their effectiveness in protecting the enterprise. 
This level aggregates the results into an overall enterprise cybersecurity 
assessment that can be used to prioritize areas for focus and improvement.

	 4.	 Level 4 Focus on Controls, Technologies, and Processes: This assessment level 
involves assessing the controls, technologies, and manual processes that deliver 
the enterprise’s cybersecurity capabilities. It is usually used to identify specific 
recommendations for tuning, adjustment, or remediation to improve their 
operational effectiveness.

Enterprise cybersecurity assessments should be performed within the security scopes identified in the 
cybersecurity planning process. Different scopes address different security threats and may have different 
protection postures. When there are multiple scopes to consider, the enterprise should perform separate 
assessments for each scope. Assessments can also be performed at the whole-enterprise level, considering 
the aggregate of all scopes, although this high-level assessment type can yield less specific results. Finally, 
assessments do not have to be performed by external organizations or consultants to be useful or effective. 
Self-assessment can be very helpful to provide enterprise leadership with insight on cybersecurity program 
effectiveness, without incurring significant cost or requiring much time.

In all of these assessments, an enterprise can use quantitative methods to calculate assessment 
scores. A method for quantitatively assessing enterprise cybersecurity will be presented in Chapter 12. 
Cybersecurity assessment scores, if calculated appropriately, can be combined into measurement indices 
that indicate the entire enterprise’s cybersecurity effectiveness. Such a “combined enterprise cybersecurity 
score” can be very useful for executive leadership trying to balance cybersecurity against other enterprise 
business risks and challenges.

Level 1 Assessment: Focus on Risk Mitigations
In the context of Figure 11-7, the highest-level enterprise cybersecurity assessment is a Risk Mitigations 
Assessment. This assessment starts by using the risk management methodology described in Chapters 2 
and 4 to identify the most likely and most dangerous threats to the security scope. The assessment then 
considers those threats in terms of their attack sequence steps and security measures that log, detect, or 
prevent each step. If possible, assessors may also audit system logs to find if attacks have occurred in the past 
or are actively occurring at present. This assessment includes the following activities:

	 1.	 Identify threats to the security scope and their business impacts on 
confidentiality, integrity, and availability of enterprise IT systems and data

	 2.	 Consider the threats in terms of most likely and most dangerous so that the most 
important threats are considered

	 3.	 Analyze the threats to understand the attack sequences that attackers would 
follow

	 4.	 Assess security controls that log, detect, or block those attack sequences in terms 
of their ability to reduce the probability or the impact of the attack occurring

	 5.	 If possible, investigate security control logs to see if attacks have occurred or are 
occurring and may be escaping detection

http://dx.doi.org/10.1007/9781430260820_12
http://dx.doi.org/10.1007/9781430260820_2
http://dx.doi.org/10.1007/9781430260820_4
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The risk mitigations assessment outcome includes the following:

•	 A list of the highest-level risks and the threats that they pose to the security scope

•	 Documentation of the attack sequences associated with those risks

•	 Identification of the security controls that apply to those attack sequences

•	 Scoring of the impact those controls have on reducing the probability or the impact 
of the attacks occurring

Level 2 Assessment: Focus on Functional Areas
The second level of enterprise cybersecurity assessment focuses on the functional areas. This assessment 
builds on the Level 1 Assessment by considering not only risk mitigations but also the cybersecurity posture 
with regard to the 11 enterprise cybersecurity functional areas, as well as security operations. In this 
assessment, the security scope is examined to estimate its security effectiveness by using expert judgment to 
evaluate and score each of the 11 cybersecurity functional areas. This assessment measures each functional 
area’s effectiveness to determine which functional areas are the strongest and which are the weakest. Like 
the Level 1 Assessment, this assessment is performed for each security scope and may have to be performed 
multiple times if there are different cybersecurity scopes within the enterprise.

A key tenet of the enterprise cybersecurity architecture in this book is that the 11 functional areas of enterprise 
cybersecurity are of approximately equal importance. This means the functional areas that are weakest 
are the ones most likely to be attacked successfully in a targeted attack and should be prioritized first for 
strengthening. When risk mitigations and security operations are considered alongside of the 11 functional 
areas, there are a total of 13 characteristics of enterprise cybersecurity that should all be considered and should 
all be of approximately equal levels of effectiveness.

This assessment builds upon the Risk Mitigations Assessment and also considers the 11 enterprise 
cybersecurity functional areas and a high-level evaluation of security operations. The assessment includes 
the following activities:

	 1.	 Use the Level 1 Assessment to identify security scopes and evaluate risk 
mitigations against the enterprise cybersecurity attack sequence.

	 2.	 For the security scope to be evaluated, consider the 11 enterprise cybersecurity 
functional areas in terms of their comprehensiveness and effectiveness at 
delivering security capabilities to the enterprise. Use expert judgment to assess 
the functional areas at a high level.

	 3.	 For the security scope to be evaluated, consider security operations in terms 
of comprehensiveness and effectiveness at effectively operating the scope’s 
cybersecurity. Use expert judgment to assess security operations at a high level.

	 4.	 Capture results for all 11 enterprise cybersecurity functional areas and security 
operations, identifying which functional areas are strongest and which are 
weakest.
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	 5.	 For the weakest functional areas, identify how they could be improved 
considering people, organization, budgets, processes, technologies, and 
capabilities.

	 6.	 Finally, consider the overall security posture compared to the security 
requirements of the scope. A high-security scope requires that all functional 
areas deliver effective security, while a lower-security scope does not require the 
functional areas to be as mature.

For each security scope considered, the Level 2 Assessment outcomes include an evaluation of each 
functional area and an identification of the weakest functional areas, which can then be prioritized for 
strengthening and improvement. Finally, this result is combined with the Level 1 Assessment focusing on 
risk mitigations and the high-level evaluation of security operations to get the full Level 2 Assessment results.

Level 3 Assessment: Focus on Security Capabilities
A Level 3 Assessment goes into greater detail by considering the individual capabilities within each 
functional area, as well as examining each of the 17 operational processes. For each capability and 
operational process, this assessment evaluates their maturity and utilization.

This level of assessment supplements the Level 2 Assessment by replacing the high-level expert 
judgments with more detailed evaluations based on individual security capabilities and operational 
processes. Its evaluation steps can replace the Level 2 Assessment altogether, or they can be combined to 
assess some functional areas at a high level and then only go into detail on the functional areas that require 
additional attention.

In a Level 3 Assessment, individual capabilities and operational processes are evaluated in terms of 
their maturity and utilization within the evaluated security scope. When used to “drill down” into functional 
areas of interest, this assessment can be used to develop action plans for improving specific functional areas 
or to confirm and refine the higher-level Functional Areas assessment.

The Level 3 Assessment focusing on cybersecurity capabilities represents an excellent balance of 
assessment effort versus actionable results. It is comprehensive enough to provide specific, actionable 
results, while still being simple enough that it can be performed quickly as a self-assessment. This 
assessment includes the following activities:

	 1.	 Use the Level 1 Assessment to identify security scopes and evaluate risk 
mitigations against the enterprise cybersecurity attack sequence.

	 2.	 Identify the functional areas to be evaluated and the corresponding enterprise 
cybersecurity capabilities for those functional areas. For a complete assessment, 
all capabilities in all functional areas should be evaluated, along with all 
operational processes. However, a partial assessment that focuses on only one 
or more functional areas is possible and can also be useful, particularly as a 
supplement to a Level 2 Assessment.

	 3.	 For each of the functional area capabilities considered, examine the technologies 
and processes that deliver the capability. Its maturity should be analyzed 
to understand how well it works, and its utilization should be analyzed to 
understand how consistently it is being used. This examination evaluates how 
well the capability delivers security to the enterprise.

	 4.	 For each of the operational processes considered, the operational process should 
be analyzed to understand its maturity and utilization. Maturity should be 
analyzed to understand how well it works, and utilization should be analyzed to 
understand how consistently it is being used. This examination evaluates how 
well the operational process helps the enterprise operate its cybersecurity.
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For each capability considered, the capability assessment evaluates its maturity and utilization within 
the scope. This capability assessment identifies which capabilities are strongest and which are weakest. 
Capabilities that are weakest can then be prioritized for strengthening.

It is important to note there is not a perfect correlation between the presence of capabilities and a 
functional area’s overall security effectiveness. A functional area can be effective without having all of the 
enterprise cybersecurity capabilities. Similarly, a functional area can have many of its security capabilities 
present and utilized; however, if they are not configured properly, they can still be ineffective or neutralized 
by a deliberate attacker.

Level 4 Assessment: Focus on Controls, Technologies, and Processes 
The fourth level of enterprise cybersecurity assessment focuses on controls, technologies, and supporting 
processes. The Level 4 Assessment builds on the Level 3 Assessment by evaluating the specifics of the security 
controls, technologies, and processes that deliver the risk mitigations, security capabilities, and security 
operational processes to the enterprise. This assessment examines controls, technologies, and processes  
to identify and prioritize areas for improvement to deliver better security to the enterprise.

It may be the case that a complete Level 4 Assessment is not necessary. Instead, the assessment 
can be limited to a single functional area or even just a set of cybersecurity capabilities, their supporting 
technologies and processes, or the security controls that they support. A Level 4 Assessment can be useful 
when evaluating deficient functional areas in order to identify tuning opportunities and cost-effective 
capability improvements. The assessment includes the following activities:

	 1.	 Identify the functional areas, capabilities, or operational processes that are of 
interest and the controls, technologies, and/or processes that are related to them. 
Because of the level of detail and amount of work involved in this assessment, it 
is generally helpful for this assessment to focus only on a small set of controls, 
technologies, or processes that are of greatest concern.

	 2.	 For the controls, technologies, or processes to be considered, examine them in 
detail to identify issues with their effectiveness, configuration, or operation.  
This analysis should be specific to the control, technology, or process and any 
third-party products involved. Resulting recommendations should be doable 
actions to address effectively the identified issues.

	 3.	 At the end of the assessment, resulting recommendations can be aggregated 
together into comprehensive change proposals for updating controls, 
technologies, or processes to make them more effective at delivering enterprise 
security risk mitigations, capabilities, or operations.

The outcome of this assessment is specific recommendations to improve the effectiveness of each 
control, technology, or process that was considered. These recommendations should be technology-specific 
and actionable.

Audit Deficiency Management
Deficiencies and deficiency tracking are important parts of the auditing process and must not be  
short-changed or ignored just because the audit is over. All too often, enterprises identify important security 
shortcomings and then those shortcomings persist because the audit is completed and attention shifts 
elsewhere.
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Deficiencies are important because they undermine, or even completely nullify, the enterprise security 
that should be present through the various security architecture controls and capabilities. Deficiencies are 
the fine print that needs to be appended to any discussion of the business value of the security controls and 
capabilities found to be deficient. Tracking such deficiencies is one of the 17 processes that are important to 
a successful cybersecurity operation.

What is a deficiency? Formally, a security deficiency is a situation where a capability, process, 
technology, or control does not function as it was designed and documented. A deficiency indicates overall 
enterprise security is not as effective as one would expect based on a simple review of the documentation. 
For example, an enterprise’s documentation may state that firewalls block all inbound traffic except a, b, 
and c, but then an audit reveals that d, e, and f are also allowed. This situation is a security deficiency. This 
deficiency undermines the value of simply looking at the documentation to understand the enterprise’s 
security posture. Audits reveal deficiencies when the actual performance of capabilities, processes, or 
technologies is not what was expected when they were tested.

When deficiencies are identified, a simple process is followed to track the deficiencies until they are 
resolved or accepted. An enterprise does not have to remediate all deficiencies, but an enterprise shouldn’t 
simply ignore them either. An enterprise should formally track deficiencies as part of its overall risk 
management process so that deficiencies do not slip through the cracks. Figure 11-8 depicts a process for 
tracking deficiencies over their life cycle.

Figure 11-8.  Deficiencies found during audits should be formally tracked until they can be remediated.  
If deficiencies are not going to be remediated, they should be tracked as enterprise risks.

The figure shows six main steps, which are in turn part of the larger auditing and deficiency tracking 
process.

	 1.	 The first step is to identify the deficiencies through an audit or other formal test 
of security capabilities, processes, or technologies. Deficiencies are situations 
where things do not work the way the enterprise claims they should, where 
reality does not match up to documentation, or where the enterprise’s security 
does not meet a required standard.

	 2.	 Once deficiencies are identified, they should be tracked via a list, spreadsheet, 
or a database. Deficiency tracking should be robust enough to keep track of 
deficiencies over time and to keep track of deficiencies that remain unresolved 
for weeks, months, or years. While tracking does not need to be fancy, the 
tracking mechanism should be robust enough that employee departures, lost 
laptops, or other routine changes do not result in the deficiency list being lost. 
Also, the deficiency list must be reported to management on a regular basis until 
deficiencies are remediated, converted to enterprise risks, or otherwise closed out.
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	 3.	 Ideally, identified deficiencies should be simply remediated so things go back 
to working as expected. In practice, remediation is seldom this simple. First, 
there may be back-and-forth between technical staff and the auditors arguing 
the deficiency does not really exist or is not as bad as it appears. Ultimately, 
management may have to adjudicate such situations and make a final 
determination. Second, there may be delays or resource constraints involved 
in the remediation. Management should decide what constitutes reasonable 
in terms of timeliness for remediation, especially if that remediation is delayed 
waiting for staffing, budget, or other limited resources.

	 4.	 Remediated and resolved deficiencies should be documented and reported, 
just like deficiencies that remain open. This documentation is helpful for 
two reasons. First, it gives credit where credit is due to the people working 
hard to fix these types of problems. Second, the documentation provides 
visibility into deficiencies that are discovered and resolved repeatedly. This 
repetitive deficiency situation is particularly common for manual processes, 
where deficiencies are often found every time the process is audited and 
then remediated every time as well. Such patterns of repeat deficiencies and 
remediation should be tracked and recognized as the enterprise risks that they 
really are.

	 5.	 Unresolved deficiencies are deficiencies that are not remediated in a timely 
fashion, possibly due to resource constraints or enterprise priorities. Deficiencies 
that are open for more than a year should probably be considered unresolved, 
unless there is an enterprise-approved mitigation plan.

	 6.	 If a deficiency is left unresolved, typically there are two consequences. First, the 
capability, process, technology, or control that contains the deficiency is not 
as effective as it should be. For security controls, this situation may be entirely 
acceptable provided that there are compensating controls to fill the gap and 
limit the overall risk. In such cases, the key is to update documentation to reflect 
the fact that this capability, process, technology, or control is imperfect and that 
future audits of it should expect to find deficiencies, up to some threshold. For 
example, a manual account de-provisioning process that is 75% effective is still 
much better than a fully automated process that is broken and does not work 
at all. The key is documenting the fact that the enterprise only expects it to be 
75% effective. Consequently, when the de-provisioning process is audited in 
the future, the auditors should expect 75% effectiveness. Second, unresolved 
deficiencies must be considered in the context of overall enterprise risk. If 
security controls expected to mitigate enterprise risks are not as effective as 
planned, then the residual enterprise risk may be higher than was previously 
expected. Often, this risk may be acceptable, but it is important that the auditors 
engage and inform enterprise management. There is nothing worse than a CISO 
believing enterprise risk is effectively handled only to find out the control the 
enterprise was relying on is deficient and ineffective.

Whether the audits are regularly scheduled control validations, externally performed assessments, or 
internal threat audits, it is critical the audit findings, deficiencies, and recommendations be tracked through 
to completion. With tracking, follow-up, and timely remediation, an enterprise can benefit from the value of 
the overall audit process.
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Chapter 12

Measuring a Cybersecurity 
Program

Measurement for measurement’s sake is a waste of time and money. It is not unusual for people to measure 
things simply because somebody—some edict or some policy—stipulates that things should be measured. 
Yes, measurement certainly has a role to play in making successful cybersecurity happen. But unless this 
role is thought through, measurement can degenerate into a meaningless exercise. This chapter describes a 
measurement approach that can help an enterprise assess the effectiveness of its cybersecurity program.

In the measurement world, the term meaningless has a number of nuances. Consider the following 
comments:

•	 It is meaningless to try to measure lengths down to the nearest sixteenth of an inch 
with a ruler that contains only quarter-inch marks.

•	 It is meaningless to try to measure things in a vacuum. There are many ways to set 
measurement context. In this book, measurements are taken for the purpose of 
answering specific questions.

•	 It is meaningless to express measurements in language the intended audience 
cannot understand—in effect, a foreign language. It makes no sense for someone to 
listen to a presentation in, say, Latin, if that person never studied Latin. Likewise, it 
makes no sense to communicate measurements in a language that may be foreign 
to an intended audience. For example, if the intended audience is conversant with 
the language of statistics, it is appropriate to use statistics to express measurements. 
If, on the other hand, statistics is a foreign language for the intended audience, using 
terms such as mean, mode, and standard deviation will be meaningless.

The preceding discussion leads to the following fundamental measurement principle that underlies 
much of the discussion in this chapter:

Measurement needs to be expressed in everyday terms that are familiar to the enterprise—otherwise, the 
measurements may, at best, be of little value.

Measurement, like many of the other cybersecurity techniques in this book, is an exercise in 
effective communication among the parties responsible for defending an enterprise against cyberattacks. 
Understanding how to define, collect, use, and communicate measurement is a significant contributor to 
making successful enterprise cybersecurity happen. This chapter describes how to measure the effectiveness 
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of ongoing enterprise risk mitigation and security operations. Furthermore, this chapter offers guidance 
on how to measure the effectiveness of cybersecurity functional areas and their associated capabilities in 
everyday terms familiar—and therefore meaningful—to the enterprise.

An enterprise can use various measurement approaches to measure cybersecurity. For example, an 
enterprise can use expert judgment to measure the nuances and complexities of cybersecurity, subject to the 
judgment, knowledge, and experience of the evaluator. A challenge with expert judgment evaluation is that 
different evaluators can produce widely different results. Consequently, results are not always reproducible 
across different environments or at different times.

On the other hand, an enterprise can use observed data associated with cybersecurity processes or 
security controls. The advantage of using observed data is the results are generally more objective, more 
reproducible, and less subject to individual opinions, knowledge, experience, or judgment.

Regardless of expert judgment measurement, observed data measurement, or some combination of 
measurement approaches, an enterprise measurement program needs to produce results that support smart 
business decisions. If an enterprise’s measurement approach tells it to do things that the enterprise knows are 
incorrect, then its measurement approach needs to be reworked.1

Cybersecurity Measurement
How does an enterprise measure cybersecurity? Despite the significant challenges cybersecurity 
practitioners face on a daily basis, there is no shortage of assessment frameworks that can be used to 
evaluate an enterprise’s cybersecurity program. Today, the most popular of these frameworks focus on 
business processes or security controls. Ironically, while the major frameworks include guidance for 
evaluators on how to judge whether business processes or security controls are present or compliant, 
assessment frameworks generally do not include guidance on how to score or measure the effectiveness of 
the security controls.

For example, an enterprise can end up with the following situation. An enterprise evaluates its 
cybersecurity program against a control framework and finds 80% of the controls are present and 
functioning. So, is the cybersecurity good? Or are the 20% of the controls that are missing the ones that 
attackers are exploiting to steal the enterprise’s data?

Using control frameworks to measure cybersecurity programs poses a number of challenges to include 
the following:

•	 Frameworks are often designed around cybersecurity programs achieving 100% 
compliance. Programs less than 100% compliant may be considered deficient.

•	 Frameworks do not provide much guidance on how to prioritize remediation of 
security controls for cybersecurity programs that are found to be deficient (in other 
words, noncompliant).

•	 Frameworks do not provide much guidance on how to prioritize maintenance of 
security controls to ensure the most important controls stay operational.

1See Appendix F - Object Measurement for a more detailed discussion regarding expert judgment and observed data 
measurement approaches and associated steps.

http://dx.doi.org/10.1007/9781430260820_AppF
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Another framework challenge has to do with quantifying cybersecurity measurements. How does an 
enterprise score itself when it is trying to determine the effectiveness of it security controls?

•	 When using frameworks with lots of controls, an enterprise can count how many 
controls are effective, ineffective, or absent, and score the cybersecurity program 
based on various ratios. Defining effective and ineffective can be a measurement 
challenge.

•	 When there are fewer controls, the enterprise may need to consider some shades of 
gray and give partial scores to controls based on how well they are implemented or 
how effectively they are employed.

•	 Finally, when some controls are more important than others, the enterprise may 
need to weight scores to account for more important controls carrying more weight 
in the overall evaluation.

These challenges are non-trivial and contribute to the uncertainty in trying to get useful, actionable 
results from a cybersecurity program evaluation.

Cybersecurity Program Measurement
For the purposes of this book, a cybersecurity program includes enterprise policies, personnel, budgets, 
security capabilities organized into functional areas, security controls, technologies, IT systems, and 
supporting processes.

The functional areas and their security capabilities are at the core of a cybersecurity program and 
can be used, in part, to measure a program’s effectiveness. Measurement provides enterprise leadership 
with insight into functional areas’ strengths and deficiencies, and provides a direct correlation between 
an enterprise’s risk analysis and its level of protection. If the risk analysis requires an excellent level of 
protection, then all 11 functional areas need to be excellent, along with enterprise security operations and 
risk mitigation. If the risk analysis requires only a good level of protection, then all 11 functional areas can 
be good, along with enterprise security operations and risk mitigations. Leadership can then prioritize 
remediation activities and corresponding budgets. Measurement needs to flex with morphing cybersecurity 
threats and enable an enterprise to adjust dynamically its security posture.

Measurement acts as a focusing agent to help point the enterprise to potential weaknesses that 
cyberattackers can use as attack vectors. Rather than wading through lists with dozens of security controls, 
enterprise leadership can focus on functional areas needing improvement and empower the next level of 
leadership to worry about the security controls, and so forth. This layered management approach lends itself 
to the realities of delegation, budgeting, and shared management.

Figure 12-1 depicts a cybersecurity program measurement approach leveraging the connectivity 
among an enterprise’s risk mitigations, functional areas, and security operations. This connectivity also 
encompasses the corresponding security controls, security capabilities, and technologies and processes.
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Object Measurement (OM) is a methodology that can be used to measure an enterprise cybersecurity 
program and produce actionable results. Object Measurement for cybersecurity uses the following six-step process. 
This process is explored in the remainder of this section using an example cybersecurity program assessment.

•	 Step 1: Define the question(s) to be answered.

•	 Step 2: Select appropriate objects to measure.

•	 Step 3: For each object, define the object characteristics to measure.

•	 Step 4: For each characteristic, create a value scale.

•	 Step 5: Measure each characteristic using the value scale.

•	 Step 6: Calculate the overall Cybersecurity Program Assessment Index using Object 
Measurement.

OM Step 1: Define the Question(s) to Be Answered
The remainder of this section walks through an example expert judgment assessment. For this example 
assessment, the question is:

For the selected scope, how effective is the enterprise’s cybersecurity program against 
cyberattacks?

OM Step 2: Select Appropriate Objects to Measure
Measurement can be done with different levels of detail and fidelity (in other words, various assessment 
scopes), allowing for quick, high-level assessments or thorough, detailed assessments. For example, 
assessment scope could be defined with different levels of detail as follows:

•	 Level 1—Focus on Risk Mitigations: Measure Risk Mitigations

•	 Level 2—Focus on Functional Areas: Measure Risk Mitigations + Functional Areas + 
Security Operations

Figure 12-1.  A cybersecurity program measurement approach considers enterprise risk mitigations, 
functional areas, and ongoing security operations.
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•	 Level 3—Focus on Security Capabilities: Measure Risk Mitigations + Security 
Capabilities + Security Operations

•	 Level 4—Focus on Controls, Technologies, and Processes: Measure Security 
Controls + Technologies + Processes

Assessment scope can be a portion of the enterprise’s environment where a security compromise will 
have a business impact. Within well-defined scopes, systems work together to maintain a particular security 
posture to defend against the business impact. Scope is frequently defined based on regulatory, statutory, 
or liability requirements. Note that there can be multiple cybersecurity program assessments performed 
against corresponding assessment scopes.

OM Step 3: For Each Object, Define the Object Characteristics to 
Measure
This example assessment focuses on Level 2-Functional Areas. Figure 12-2  depicts the scope for this 
example, shown as a measurement map.

Figure 12-2.  Cybersecurity program assessment scope can be depicted as a simple measurement map.
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OM Step 4: For Each Characteristic, Create a Value Scale
This step establishes value scales the enterprise can use to measure cybersecurity program effectiveness. 
Often, people think of cybersecurity effectiveness from a single perspective (such as a manager or 
cybersecurity expert) or in terms of a function (such as a systems administration or network security) or a 
security operation (for example, control management or cyberintrusion response). However, measuring 
effectiveness often involves multiple dimensions.

Appendix F: Object Measurement (OM) provides a detailed explanation of how to define assessment 
value scales. Simply stated here, OM defines almost any object (for example, risk mitigation, functional 
areas, and security operations) in terms of value scales that help tie measurement activities to familiar 
enterprise language. Figure 12-3 depicts OM combining multiple value scale measurements into an overall 
index (in other words, overall score).

Figure 12-3.  Object Measurement combines value scale measurements into an overall index that can be 
“unfolded” and displayed in a variety of ways to provide insight into the underlying measurements, such as 
cyberseucurity program assessments.

Value scales help associate an enterprise’s vocabulary (that is, language) with measurement. The 
challenge is to establish value scales in a relatively painless way to make measurements based on these value 
scales. In the end, an enterprise needs meaningful measurements. Meaningful here means the enterprise 
uses the measurements to determine whether and where cybersecurity needs to be improved.

Value scales have minimum and maximum numeric values, along with plain language descriptions 
for each numeric value. The example value scales described below range from zero (0.00) to one (1.00), 
but the scales can accommodate any numeric range. For example, a value scale can range from 0% to 100% 
or whatever range makes sense for the enterprise. For the purposes of this book and to aid with example 
measurement calculations, most value scales are defined from 0.00 to 1.00, although sometimes the values 
may be displayed as percentages.

Furthermore, the numeric value labels need to be defined in everyday enterprise language to aid 
in communicating measurement results. It is important to note that there is no one set of terms (in other 
words, numeric values and corresponding plain language descriptions) that defines a value scale. The 
enterprise decides what terms define its value scales. As described below, value scales can be defined in 
expert judgment language or in terms of observed data language (that is, cybersecurity data the enterprise 
observes).

Figure 12-4 shows how the example value scales, which are subsequently defined below, can be folded 
into a cybersecurity assessment. The example assessment is defined by the following expert judgment value 
scales:

 Risk Mitigations

	 1.	 Risk Probability Reduction Value Scale

	 2.	 Risk Impact Reduction Value Scale

http://dx.doi.org/10.1007/9781430260820_AppF
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•	 Functional Areas

	 1.	 Effectiveness Value Scale

	 2.	 Comprehensiveness Value Scale

•	 Security Operations

	 1.	 Maturity Value Scale

	 2.	 Utilization Value Scale.

Figure 12-4.  Expert judgment or observed data value scales define how a cybersecurity program assessment is 
measured. For this example, the value scales are defined in expert judgment terms.

Risk Mitigations Value Scales
Within each cybersecurity program scope one of the first measurement challenges is to see how well the 
enterprise mitigates cybersecurity-related risks. The enterprise needs to list out the business consequences 
associated with the risks and then consider the attack sequences if those risks occurred. Consider the 
following example risks:

•	 Intruders steal customer financial data.

•	 The business loses regulated data.



Chapter 12 ■ Measuring a Cybersecurity Program

220

•	 Attackers steal money from the business.

•	 The business suffers reputational damage from a breach.

The list of risks should not be too long, nor should it be too specific. The list should be specific enough 
so the enterprise can apply the attack sequence to the risks, at least for the risks driven by intrusions. The 
enterprise could ask itself the following questions:

•	 What is the enterprise doing to prevent the risk from happening in the first place?

•	 What is the enterprise doing to reduce the amount of damage that can be caused by 
the risk?

•	 What is the enterprise doing to detect and respond to the risk when it happens?

An enterprise can grade its risk mitigation efforts based on two dimensions (that is, two value scales): 
(1) reducing the probability of the risk occurring, and (2) reducing the impact of the risk should it occur. If an 
enterprise is significantly reducing the probability and the impact of the risk, then the enterprise’s security can 
be considered to be very good or excellent. An enterprise can evaluate risk probability reduction as follows:

•	 Low probability reduction means that the probability of the risk manifesting itself is 
not significantly reduced, or only requires overcoming a single security protection.

•	 Medium probability reduction means that for an attack to succeed, it must 
overcome two or more security protections, and breaches of at least one of them will 
be detected before the attack can be completed.

•	 High probability reduction means that for an attack to succeed, it must overcome 
three or more security protections, and breaches of at least two of them will be 
detected before the attack can be completed.

Figure 12-5 depicts an example expert judgment value scale for risk probability reduction based on the 
preceding descriptions.

Figure 12-5.  Expert judgment risk probability reduction value scale related to risk mitigation.
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An enterprise can evaluate risk impact reduction as follows:

•	 Low impact reduction means that the impact is not reduced.

•	 Medium impact reduction means that successful attacks are detected and the 
impact and cost of the risk are reduced some, but not significantly.

•	 High impact reduction means that successful attacks are detected and the impact 
and cost of the risk are significantly reduced.

Figure 12-6 depicts an example expert judgment value scale for risk impact reduction based on the 
preceding descriptions.

Figure 12-6.  Example expert judgment risk impact reduction value scale related to risk mitigation.

Functional Area Value Scales
Within each assessment scope, the next measurement challenge is to evaluate functional area effectiveness. 
An enterprise can grade these items based on two dimensions (that is, value scales). Consider the following 
questions:

•	 Is the functional area effective or ineffective?

•	 Effectiveness measures how effective the functional area is in protecting the 
enterprise and mitigating cybersecurity risks.

•	 Is the functional area used in a comprehensive manner (in other words, everywhere 
consistently or only sporadically)?

•	 Comprehensiveness measures how comprehensively the functional area is used 
to protect the security scope.

An enterprise can evaluate functional area effectiveness as follows:

•	 Low effectiveness means the functional area is not very effective in protecting the 
enterprise and has significant issues or capability gaps.

•	 Medium effectiveness means the functional area is effective, but has moderate issues 
or capabilities gaps that impair the functional area.

•	 High effectiveness means the functional area is effective and has few issues or 
capabilities gaps that impair that overall functional area effectiveness.
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Figure 12-7 depicts an example expert judgment value scale for functional area effectiveness based on 
the preceding descriptions.

Figure 12-8.  Example expert judgment comprehensiveness value scale related to functional areas.

Figure 12-7.  Example expert judgment effectiveness value scale related to functional areas.

An enterprise can evaluate functional area comprehensiveness as follows:

•	 Low comprehensiveness means the functional area is used for 25% or less of the 
areas where it could be used.

•	 Medium comprehensiveness means the functional area is used in many of the 
places where it could be used. Measured quantitatively, this usage amounts to 
approximately 25% to 75% of potential utilization.

•	 High comprehensiveness means the functional area is used in most of the places 
where it could be used. Measured quantitatively, this usage amounts to greater than 
75% of potential utilization.

Figure 12-8 depicts an example expert judgment value scale for functional area comprehensiveness 
based on the preceding descriptions.
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Security Operations Value Scales
Within the assessment scope, the next measurement challenge is to evaluate the elements of security 
operations. An enterprise can grade an individual security operations element based on two dimensions (in 
other words, value scales). Consider the following questions:

•	 Is the security operations element mature (that is, well-developed and well-proven, 
or it still under development and relatively untested)?

•	 Maturity measures how well implemented the security operations element is.

•	 Is the security operations element utilized everywhere it can be and should be 
utilized, or is it still in a pilot or limited-rate deployment?

•	 Utilization measures how much the security operations element is used in the 
enterprise.

An enterprise can evaluate the maturity of security operations elements as follows:

•	 Low maturity means the security operations element is barely or partially 
operational. There is little operational documentation and procedures are ad hoc. 
There are severe limits on its functionality, durability, reliability, or scalability.

•	 Medium maturity means the security operations element is partially operational 
but unproven. Documentation and operational procedures are not complete or 
are untested. There are minor limitations on functionality, durability, reliability, or 
scalability. It has not been tested for durability, scalability, or security.

•	 High maturity means the security operations element is fully operational and 
proven. Its configurations and operational procedures are fully documented, and 
performance specifications for functionality, durability, reliability, and scalability 
have been defined and validated by third-party experts.

Figure 12-9 depicts an example expert judgment value scale for security operations maturity based on 
the preceding descriptions.

Figure 12-9.  Example expert judgment maturity scale related to security operations.



Chapter 12 ■ Measuring a Cybersecurity Program

224

An enterprise can evaluate the utilization of security operations elements as follows:

•	 Low utilization means the security operations element is in pilot or only used by a 
small group. Total utilization is less than 25% of its potential.

•	 Medium utilization means the security operations elements is being utilized for many 
of its intended purposes. Total utilization is between 25% and 75% of its potential.

•	 High utilization means the security operations element is being utilized for most of 
its intended purposes. Total utilization is above 75% of its potential.

Figure 12-10 depicts an example expert judgment value scale for security operations element utilization 
based on the preceding descriptions.

Figure 12-10.  Example expert judgment utilization value scale related to security operations.

Figure 12-11.  Example expert judgment risk mitigations measurements.

OM Step 5: Measure Each Characteristic Using the Value Scale
Now that the characteristics to be measured have been identified and the measurement values for those 
characteristics have been determined as well, it is time to assess the characteristics using the value scales 
and determine the raw data of the assessment. Examples are provided here for using expert judgment for risk 
mitigations, functional areas, and operational processes. In addition to these expert judgment scales, technical 
data observations can also be used, but are not presented here. Observed data value scales for the  
113 enterprise cybersecurity capabilities are provided in Appendix G, with a sample assessment in Appendix H.

Risk Mitigations Expert Judgment Values
Attack sequence steps are measured by using the risk probability reduction and risk impact reduction value scales. 
Figure 12-11 lists the following example risk mitigation measurements related to the attack sequence steps.

http://dx.doi.org/10.1007/9781430260820_AppG
http://dx.doi.org/10.1007/9781430260820_AppH
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Functional Area Expert Judgment Values
Functional areas are measured by using the effectiveness and comprehensiveness value scales. Figure 12-12 
lists example functional area measurements.

Figure 12-12.  Example expert judgment functional area measurements.

Figure 12-13.  Example expert judgment security operations element measurements.

Security Operations Expert Judgment Values
Security operations elements are measured using the maturity and utilization value scales. Figure 12-13 lists 
example security operations elements measurements.



Chapter 12 ■ Measuring a Cybersecurity Program

226

OM Step 6: Calculate the Overall Cybersecurity Program Assessment 
Index Using Object Measurement
Once the risk mitigations, functional areas, and security operations elements have been measured, the 
measurements can be aggregated into corresponding summary ratings (also known as the three overall indices). 
As shown in Figure 12-14, the three expert judgment indices (RiskMitigationsIndex, FunctionalAreaIndex, 
and SecurityOpsIndex) and the overall expert judgment index (CybersecurityProgramAssessmentIndex) are 
calculated using the calculated using the OM Index Equation (explained in detail in Appendix F).

Figure 12-14.  The overall CybersecurityProgramAssessmentIndex combines the expert judgment indices 
for the risk mitigations, functional areas, and security operations elements into a single index, which can be 
tracked over time as the enterprise makes changes to its cybersecurity program.

At this point, the enterprise needs to decide whether the question “How effective is the enterprise 
cybersecurity in protecting against cyberattacks?” has been answered. The appropriate people in the 
enterprise should meet to examine the measurements and discuss how to address the corresponding results. 
This measurement approach helps the enterprise focus on what cybersecurity areas need to be addressed.

http://dx.doi.org/10.1007/9781430260820_AppF
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As a result of reviewing the above measurements, enterprise leadership can focus its attention 
(and, potentially, resources) on those areas that may need improvement or questions that need to be 
answered. The decision might be to take more measurements and review them carefully. Perhaps the 
cybersecurity program needs to be more rigorously enforced, maybe the program needs to be changed, or 
maybe leadership is overcommitted and resources are scarce. Regardless, these measurements need to be 
expressed in everyday terms that make sense to the enterprise so leadership can make informed decisions.

Visualizing Cybersecurity Assessment Scores
As illustrated with various measurement maps, there are numerous assessment scopes ranging from a 
specific portion of the enterprise cybersecurity program to the entire program. Correspondingly, there is 
an equal number of methods for visualizing the measurements, which need to be tailored to the intended 
audience. When an enterprise sets out to establish a measurement program, it is important to think ahead of 
time how the measurements are going to be used. With this purpose in mind, the measurement program can 
be based on what enterprise stakeholders view as important or needed to make informed decisions.

Figure 12-15 depicts alternative ways to visualize expert judgment value scales.

Figure 12-15.  Cybersecurity assessment measurements can be visualized in a number of ways, but enterprises 
need to decide what makes the best sense for their organizational culture.

The upper half of Figure 12-15 shows example risk mitigation expert judgment value scales for risk 
probability reduction and risk impact reduction. These value scales are expressed in everyday enterprise 
language to aid in communication measurement results. The enterprise determines what terms define its 
value scales. Once agreed upon within the enterprise, these terms help to increase effective measurement 
communications within the enterprise.
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The left-hand, lower half of Figure 12-15 shows an alternative visualization of the upper-half value 
scales. Furthermore, the intersections of the two value scales present nine combinations that provide 
additional insight to the meaning of potential measurements. The right-hand, lower left of Figure 12-16 
shows another way to depict the combination or interaction of the two value scales.

Figure 12-16.  Measurement maps help to communicate what is being measured (for example, risk mitigation 
in terms of the attack sequence) in language familiar to the enterprise.

Figure 12-16 depicts alternative visualizations of expert judgment measurement maps. The left-hand 
side of Figure 12-16 shows how the two value scales are networked to the attack sequence steps that are 
related to enterprise risk mitigations. The right-hand side of the figure shows the possible values for the two 
value scales. The figure shows the possible values for individual attack sequence steps when two value scales 
are combined. Also, the figure shows the possible values for risk mitigations when the five attack sequence 
steps are combined.

Figure 12-17 shows example risk mitigation measurements using Figure 12-16’s measurement map.

•	 The left-hand side of Figure 12-17 depicts the corresponding measurement map 
and expert measurements recorded on the value scales, calculated for the attack 
sequence steps, and calculated for the overall risk mitigations index.

•	 The right-hand side of Figure 12-17 shows the RiskMitgationsIndex calculation and 
the expert judgment value scale legends for a single measurement and combined 
measurements.
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Cybersecurity Measurement Summary
This chapter demonstrates how to quantify the extent to which an enterprise is defending itself against 
cyberattacks. This demonstration proceeds from the following measurement principle:

Measurement needs to be expressed in everyday terms that are familiar to the enterprise—otherwise, the 
measurements may, at best, be of little value.

This chapter focused on showing how cybersecurity experts, using their experience, can assess an 
enterprise’s cybersecurity posture. This chapter uses example calculations to show how a collection of expert 
judgments can be combined into a single number called an “index” that gives enterprise management the 
means to chart a corrective-active course to improve this cybersecurity posture.

Appendix F extends the measurement approach discussed in this chapter. In the appendix, worked-out 
examples show how observed data measurement (versus expert judgment measurement) can be quantified 
to provide insight into an enterprise’s cybersecurity behavior. When tracked over time, such measurements 
can serve to help focus the enterprise’s cybersecurity improvement activities.

Figure 12-17.  This figure shows, in part, what expert value judgments are recorded in terms of risk probability 
and impact reductions (indicated by circled values), the resulting attack sequence step metrics (indicated by 
solid circles with a numeric value), and the overall combined risk mitigation metric (that is, indicated by a 
solid circle with a numeric value = 0.55).

http://dx.doi.org/10.1007/9781430260820_AppF
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Chapter 13

Mapping Against Cybersecurity 
Frameworks

While designing an effective enterprise cybersecurity architecture is an admirable goal in and of itself, no 
architecture lives in a vacuum. Being able to map to other cybersecurity frameworks is an important part 
of making sure the enterprise’s cybersecurity program is complete and demonstrating that completeness 
to outside observers. This chapter details how an enterprise cybersecurity program can be mapped against 
other cybersecurity frameworks, some of which were introduced in Chapter 2. Reasons for mapping an 
enterprise cybersecurity program against other frameworks include the following:

	 1.	 Parts of the industry are regulated and cybersecurity programs must be designed 
so they comply with regulatory cybersecurity requirements and that compliance 
can be demonstrated to independent auditors and regulators.

	 2.	 Enterprises need to report on the status of their cybersecurity programs  
against external frameworks to satisfy their own auditors or other internal 
business purposes.

	 3.	 Enterprises wish to cross-walk their cybersecurity program against an external 
framework to generate ideas for strengthening the enterprise’s cybersecurity 
posture.

Why not simply run an enterprise’s cybersecurity program according to one of these frameworks? In 
the authors’ experience, while these frameworks are designed for organizing cybersecurity information 
or cybersecurity controls for compliance purposes, they are not generally designed for running a 
comprehensive cybersecurity program. The enterprise cybersecurity architecture described in this book, 
on the other hand, was designed from the beginning to be a complete framework unifying all aspects of 
an enterprise’s cybersecurity program into coherent functional areas useful for day-to-day cybersecurity 
operations.

Specifically, the 11 enterprise cybersecurity functional areas are designed to group together the 
following aspects of enterprise cybersecurity into a single framework:

•	 Cybersecurity policy

•	 Staffing and expertise

•	 Budgets and resource allocation

•	 Technology, capabilities, and controls

•	 Processes and operations

•	 Auditing and reporting

http://dx.doi.org/10.1007/9781430260820_2


Chapter 13 ■ Mapping Against Cybersecurity Frameworks

232

For cybersecurity operations, the 11 functional areas provide: (1) clear lines of responsibility and 
accountability, (2) alignment of enterprise technologies and capabilities with the people skill sets, and  
(3) efficient engineering, deployment, operation, auditing, and reporting of enterprise security capabilities. 
These combined features make this an easy-to-understand and practical cybersecurity architecture that 
adapts to the real world of evolving threat vectors.

In addition to day-to-day operations, enterprises need to respond to regulatory requirements and 
resulting compliance activities. The 11 functional areas lend themselves to the type of cross-walking 
needed for cybersecurity reporting against multiple regulatory requirements. For example, a publicly 
traded company doing business with the US government may be subject to Sarbanes-Oxley regulations for 
their financial systems and NIST guidance for their customer-serving systems. A healthcare provider may 
be subject to HIPAA or HITRUST for their medical systems and PCI DSS for their payment processing. An 
energy company may be subject to NERC CIP regulations for their energy generation systems and ISO 27001 
for their general IT security. There are many regulatory reporting combinations. It is not uncommon to find 
an enterprise reporting against two, three, or more cybersecurity frameworks. As described in the following 
section, an enterprise cybersecurity program organized using the architecture described in this book lends 
itself well to these regulatory reporting scenarios.

Looking at Control Frameworks
Figure 13-1 presents a side-by-side comparison of this book’s enterprise cybersecurity architecture 
alongside of some of the major control frameworks.

Figure 13-1.  This book’s enterprise cybersecurity architecture alongside the (ISC)2 Common Body of 
Knowledge, ISO 27001/27002, NIST SP800-53, and the Council on CyberSecurity Critical Security Controls.

As shown in the figure, the five frameworks have some commonalities. All five frameworks include 
access control and network or communications security; four of the five include physical security, and so on. 
A detailed examination reveals the frameworks more or less cover the same topics, just “slicing and dicing” 
the various aspects of enterprise cybersecurity slightly differently.
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However, unlike the other frameworks, this book’s enterprise cybersecurity architecture is designed not 
only for organizing controls, but also for running an entire cybersecurity program. The 11 functional areas 
of enterprise cybersecurity have been selected so they are of approximately equal importance. Effective 
enterprise cybersecurity requires an enterprise to have an approximately equal level of capabilities in all  
11 functional areas. This principle means functional areas that are weaker than other functional areas 
should be prioritized for improvement, thus dramatically simplifying the enterprise cybersecurity strategy 
and prioritization challenge.

Another interesting aspect of this book’s enterprise cybersecurity architecture is that it does not 
require an enterprise to do a “perfect” job in every area, nor does it “check the compliance box.” Instead, the 
architecture focuses on the enterprise identifying the capabilities that it has compared to the capabilities 
that it needs in order to be successful in thwarting attack patterns that are of concern.

In addition to the frameworks shown in Figure 13-1, Appendix B contains high-level summaries of the 
following other frameworks that are likely to be encountered in real-world enterprise cybersecurity:

•	 (ISC)2 Common Body of Knowledge (CBK)

•	 ISO 27001 / 27002 Version 2013

•	 ISO 27001 / 27002 Version 2005

•	 NIST SP800-53 Revisions 3 and 4

•	 NIST Cybersecurity Framework (2014)

•	 Department of Homeland Security Cyber Resilience Review (DHS CRR)

•	 Council on CyberSecurity Critical Security Controls (SANS 20)

•	 Australian DSD Strategies to Mitigate Targeted Cyber Intrusions

•	 PCI DSS Version 3.0

•	 HIPAA Security Rule

•	 HITRUST Common Security Framework (CSF)

•	 NERC CIP Cyber Security Version 5

•	 NERC CIP Cyber Security Version 3

Clearly Defining “Controls”
An examination of some of these external cybersecurity frameworks reveals there is some confusion over 
exactly what is meant by an “IT security control.” This confusion results in considerable room for interpretation 
and judgment with regard to auditing against these frameworks. Sometimes, what the frameworks call a 
“control,” this book would call a “capability.” Other times, the frameworks talk about “requirements,” and it is 
up to individuals to identify what capabilities and controls would be needed to satisfy the requirements. So, for 
the sake of clarity and purposes of this book, a security control is defined as follows:

A security control consists of security capabilities or audit activities that are applied to an IT system or business 
process to prevent, detect, document, or investigate specific activities that are undesirable, and incident 
response to react to those activities when they occur.

http://dx.doi.org/10.1007/9781430260820_AppB
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Figure 13-2 depicts this security control definition and shows how enterprise cybersecurity controls fit 
in with security capabilities and the various types of audits into an operational cybersecurity program that 
reacts to malicious activity and responds to incidents.

Figure 13-2.  Security controls result when security capabilities or manual audits are applied to IT systems or 
business processes to restrict, delay, detect, or document activities that may potentially be malicious.

Starting from the top of the figure, security technologies or manual processes deliver security 
capabilities to the enterprise, and the enterprise security program is managed around those capabilities. 
When those capabilities, along with manual audit controls, are applied to enterprise IT systems or business 
practices, the capabilities result in four types of security controls: preventive, detective, forensic, and audit. 
These controls can then trigger incident response when potentially malicious behavior occurs. Finally, 
there are audit activities that deliver enterprise audit controls and periodic validation audits to ensure that 
everything is operating as designed.

For a security control to be effective, these five elements should be present:

	 1.	 A specific IT system or business process must be identified that contains 
information where the enterprise is concerned about its confidentiality, integrity, 
or availability.

	 2.	 A specific malicious activity against an IT system or business process must be 
identified. This activity attempts to compromise the confidentiality, integrity, or 
availability of the IT system or business process.

	 3.	 A security capability or audit control must be applied to an IT system or 
business process to restrict, delay, detect, or document the specific malicious 
activity that is of concern.

	 4.	 Incident response must occur when malicious activity is detected. This incident 
response must investigate the malicious activity, repel the attacker (if necessary), 
and restore systems back to normal operations following the attack.

	 5.	 Validation audits must occur periodically to ensure that controls are effective 
and functioning properly. These audits must thoroughly test the controls and 
underlying capabilities, technologies, manual processes, and audit activities to 
provide evidence of the controls’ proper operation.
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As an enterprise looks at its enterprise cybersecurity in the context of external frameworks, the 
enterprise wants to ensure that all five elements are present so its security controls are effective, even if the 
controls are not specifically called out in the framework itself.

Remember, the enterprise control list, as discussed in Chapter 5, is one of the 14 cybersecurity 
information systems of a successful enterprise, and the cybersecurity control management process is one 
of the 17 operational processes. So, for an enterprise’s overall security program to be effective, it is very 
important that it tracks and maintains its controls over time.

Mapping Against External Frameworks
An enterprise can use external cybersecurity frameworks in the following three ways:

•	 To help design an enterprise’s cybersecurity program to comply with specific 
external standards

•	 To validate an enterprise’s cybersecurity program against those external standards

•	 To give an enterprise ideas for cybersecurity capabilities and controls that may be  
of interest

Figure 13-3 combines the these usage scenarios with the Figure 13-2 control model and the Chapter 11  
audit types (threat, assessment, and validation audits) into a process for selecting appropriate security 
scopes and controls for defining an enterprise cybersecurity program.

Figure 13-3.  External frameworks feed into the selection of security scopes and security controls in the 
enterprise that are delivered by security capabilities, technologies, manual processes, and audit controls.

http://dx.doi.org/10.1007/9781430260820_5
http://dx.doi.org/10.1007/9781430260820_11
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Assessment Audit and Security Scopes
The first step in the Figure 13-3 process is the assessment audit. In the assessment audit, the enterprise takes 
the controls and requirements of the external framework and analyzes how it applies to the enterprise. Key 
to this analysis is identifying the scope of the framework and deciding if the enterprise wants a narrow scope 
or broad scope application of the framework:

•	 In a “narrow scope” assessment, only IT systems and processes that are primarily 
involved in the external framework’s scope are considered to be in-scope for 
assessment. Supporting systems and processes that are only indirectly involved in 
the assessed function are considered to be out-of-scope.

•	 In a “broad scope” assessment, IT systems that are primarily involved in the external 
framework’s scope, as well as supporting IT systems that are only indirectly involved, 
are all considered to be in-scope for assessment. This scope choice can result in a 
large number of systems to be considered in-scope.

An example of the difference between the two assessment scope choices has to do with how supporting 
security systems, such as authentication and network security, are handled. Since these systems are general 
cybersecurity systems that frequently support the whole enterprise’s security, they may or may not be 
considered in-scope for a specific assessment such as the Payment Card Industry Digital Security Standards 
(PCI-DSS) or Sarbanes-Oxley (SOX) for financial systems.

If an enterprise security program is going to be validated by internal or external auditors, it is recommended that 
the cybersecurity team meet with the auditors to mutually agree on whether a “narrow scope” or “broad scope” 
approach is appropriate. It is important to determine which supporting security systems and processes are to be 
considered in-scope for an assessment.

Regulatory frameworks, in particular, will lead to an enterprise identifying certain systems that are  
in-scope for regulation and others that are out-of-scope. Examples of these situations involve financial 
systems, payment card processing systems, healthcare electronic health record systems, or energy 
production and control systems. In these cases, it likely makes sense to use the regulation boundary to 
define one or more security scopes in the enterprise and segment the enterprise IT systems to provide 
isolation and protection to these regulated systems.

Similarly, enterprises frequently use a number of shared security services, such as network protection, 
authentication, enterprise directory, and centralized access control. In such cases, the shared security 
services have to be protected to the highest level of all systems and security scopes dependent on them, 
since a compromise of the shared service can be exploited to undermine the security of all dependent 
systems. Enterprises can have situations where the regulated systems themselves are locked down nicely, 
but then rely on supporting security systems that are poorly secured and easily exploited.

IT Systems and Security Controls
The next step of the assessment audit is to identify the security controls appropriate to meet the external 
framework’s requirements. These requirements may be general guidance such as “you shall have a firewall” 
or “credit card data will be encrypted,” or it may be very specific such as “application whitelisting technology 
will be used on servers.” The mandated controls depend upon the specifics of the framework being 
considered and the capabilities available to implement them.



Chapter 13 ■ Mapping Against Cybersecurity Frameworks

237

In the case of frameworks with general requirements (for example, ISO 27001 and the HIPAA security 
rules), there may be considerable leeway for an enterprise to select the specific controls that meet the spirit 
of the framework requirement. Other frameworks, like the Council on CyberSecurity 20 Critical Controls 
and HITECH, are more specific in their guidance. When using the frameworks where there is leeway, an 
enterprise can take advantage of the opportunity to select controls that work well in its environment and are 
economical to procure, deploy, and operate.

Balancing Prevention with Detection and Response
Many of the popular frameworks focus primarily on preventive controls that block undesirable activities and 
give far less attention to detective, forensic, and audit control alternatives. This prevention focus can lead to 
both a false sense of security and controls that are highly disruptive to legitimate business activities. When 
an enterprise delivers the same level of security “in the background” without disrupting people’s normal 
activities, it can be a significant win compared to the situation of security being a constant disruption to 
people doing their jobs.

Enterprises should look at security control alternatives with an open mind and consider audit 
requirements when selecting controls or control alternatives. This “audit first” consideration helps to 
minimize procurement, deployment, and operational costs and limit the impact of security on business 
operations.

If an enterprise opts for detective, forensic, or audit control alternatives versus preventive controls, then 
some negotiation between the cybersecurity team and the auditors may be required with respect to how the 
enterprise protects itself. The auditors may be thinking only of preventive controls and not give credit for 
other controls that are in place. The enterprise may need to describe its other security controls in preventive 
terms, using phrasing like the following:

•	 Unauthorized users are not able to get access to protected data because the data 
access logs are reviewed daily and unauthorized accesses are identified, investigated, 
and remediated.

•	 Network access is restricted to authorized devices only. Unauthorized devices are 
detected and removed from the network within one hour of their connection.

•	 All administrator activity is logged and audited the next business day to detect and 
remediate unauthorized or inappropriate systems administration.

•	 Server configuration files are monitored to detect unauthorized or inappropriate 
configuration changes hourly, with systems administrators investigating and 
remediating problems by the next business day.

An enterprise may be able to show that detective, forensic, and audit controls are just as effective as 
preventive controls and may even be more effective. Perhaps most interesting about this exercise is there 
are many areas—such as systems administration—where intelligent and effective prevention is almost 
impossible. In such cases, detective and audit controls are in fact an enterprise’s only viable protection, 
and they are more effective at catching actual rogue activities than layers of preventive controls alone. An 
enterprise needs to work with its auditors to consider how passive controls (detective, forensic, and audit) 
can provide effective protection of IT assets and data.

Security Capabilities, Technologies, and Processes
Once an enterprise identifies the security controls to satisfy the requirements of the external frameworks 
it supports, the next step is to identify the security capabilities, technologies, manual processes, and audit 
processes necessary to deliver those controls. It is often faster and cheaper to set up a manual detective 
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control or audit process than to install a new security technology. In situations where speed is of the essence, 
an enterprise can stand up “quick and dirty” controls to give it some protection until more permanent 
solutions can be put in place. In fact, don’t underestimate the power of manual processes to protect an 
enterprise on a temporary basis. It is important to remember a temporary fix can serve for months or years 
until funding for long-term solutions is obtained. Such an approach is normal and acceptable, provided the 
protection works well enough to satisfy the enterprise’s needs, the requirements of the frameworks, and the 
judgment of the auditors.

The next component is manual processes and audit controls. Some of an enterprise’s controls are 
manual in nature. Such controls consist of personnel manually doing certain procedures on a regular basis, 
maintaining paper or digital logs of activities, and auditing system logs to identify and investigate malicious 
activities. These controls are no less valid than automated preventive and detective controls, and they can 
be just as effective. For these manual activities, an enterprise should document what they are, who should 
be doing them, and who is responsible for overseeing and maintaining them. If these activities deliver the 
same functionality as an automated technology, then the enterprise should give itself credit for having that 
capability, even if it is through manual procedures.

Validation Audit and Reporting
Given that an enterprise’s controls are in place, an enterprise can conduct validation audits of the cybersecurity 
program and report the results of the validation to internal and external auditors and regulators. Figure 13-3 
shows the validation audits parallel to the initial assessment audits because they should be conducted in a 
similar fashion. Once an enterprise’s cybersecurity program is in place, the validation audit from one time 
period can serve as the assessment audit for the next time period. This audit sequence provides the enterprise 
with the inputs needed to make adjustments to the cybersecurity program over time.

There are two validation audit reports, one external-facing and one internal-facing:

•	 The external-facing audit report presents the results of the validation audit 
to external auditors and regulators. It lists the requirements of the framework 
to be audited against and explains how the cybersecurity program satisfies the 
requirements of that framework, any deficiencies identified during the audit, and the 
results of remediating those deficiencies.

•	 The internal-facing audit report is an addendum to the external-facing report 
and contains internal-use-only recommendations for improving security and audit 
results in the future. There are cases where internal controls satisfy external audit 
requirements but are not as effective as they should be, or where significant  
“tap-dancing” was involved in the audit process. These “almost-a-deficiency”  
cases should be tracked and remediated where possible, albeit at a lower priority 
than the actual deficiencies.

One Audit, Many Results
Enterprises are often required to report to multiple external frameworks where a number of controls are 
common to more than one framework. Figure 13-4 depicts an approach for auditing the controls and then 
reporting the results of those audits against the separate frameworks.
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Figure 13-4.  Once controls are in place, validation audits can verify the control framework as it was 
implemented, and then the results of those audits can be mapped and reported against multiple frameworks.

The key to this reporting approach is separating the audit process from the security frameworks so that 
the audit covers all controls and a superset of the framework requirements.

Audit Report Mapping
Once the audit has been conducted, the audit results can be reported against the various frameworks 
involved. It is straightforward to track results to various frameworks if the enterprise’s control database 
includes cross-references connecting controls to the applicable framework requirements.

Using such cross-references, a single control can be referenced by multiple frameworks, and it can even 
be referenced from different parts of a single framework. When the audit is completed, the enterprise follows 
these cross-references to build the report against the structure of each framework to be reported against.  
A simple database is able to show results against multiple frameworks across multiple audits.

Deficiency Tracking and Management
Similarly, an enterprise’s audit deficiencies should be tracked against the controls they apply to and cross-
referenced against the external frameworks for reporting purposes. This tracking and cross-referencing 
allows an enterprise to report on its deficiencies against the frameworks. Furthermore, these results provide 
input to substantial discussions about the materiality of deficiencies against framework compliance.

Interestingly, an enterprise may have cases where a single deficiency is material (in other words, 
substantial) against one external framework, and immaterial and unsubstantial when measured against 
another external framework. While uncommon, this situation is to be occasionally expected.

The key deficiency tracking challenge is properly handling the delay between reporting the initial 
results of the audit and actually remediating the deficiencies identified in the audit. An enterprise’s best 
bet here is regularly scheduled audits that look at the same controls on a regular basis—say quarterly or 
annually. When an enterprise does not have regularly scheduled audits, the deficiencies from the previous 
audit may become a part of the kickoff for the next audit. By doing this reporting, enterprise management 
can pay particular attention to deficiencies that are not remediated between audits, or that show up as 
recurring problems across multiple audit cycles.
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Chapter 14

Managing an Enterprise 
Cybersecurity Program

Once the enterprise has its cybersecurity controls and capabilities, and can quantitatively assess its 
cybersecurity posture and operate its cybersecurity processes, it is time to engage with the business at a 
programmatic level and operate a comprehensive cybersecurity program. This chapter describes how the 
enterprise can use iterative assessments and prioritization to select, plan, resource, and execute progressive 
improvements to its cybersecurity posture. This cybersecurity program utilizes all the management tools 
described in this book, including: (1) a framework for managing a cybersecurity program, (2) a quantitative 
method for assessing the program and identifying strengths and weaknesses, and (3) ongoing operations 
and cycles of improvements.

Enterprise Cybersecurity Program Management
Enterprise cybersecurity program management ties together risk management, control management, 
deficiency tracking, process improvement, and measurement processes into a single overarching 
programmatic cycle. Figure 14-1 depicts this high-level process.

Figure 14-1.  The enterprise cybersecurity program management process involves an ongoing cycle of assessing 
threats and risks, making progressive improvements to mitigate them, and collecting metrics from security operations.



Chapter 14 ■ Managing an Enterprise Cybersecurity Program

244

The enterprise cybersecurity program management process consists of the following major steps:

	 1.	 Assess assets, threats, and risks

	 2.	 Identify security scopes

	 3.	 Assess risk mitigations, capabilities by functional area, and security operations

	 4.	 Identify target security levels

	 5.	 Identify deficient areas

	 6.	 Prioritize remediation and improvements

	 7.	 Resource and execute improvements

	 8.	 Collect operational metrics

	 9.	 Return to Step 1

Each of these process elements is summarized in the following sections.

Cybersecurity Program Step 1: Assess Assets, Threats, and Risks
Step 1 involves assessing enterprise assets, threats, and risks and its IT systems, as outlined in Chapter 4.  
This step involves considering the missions of potential attackers—whether they are to to breach 
confidentiality, compromise integrity, or disrupt availability. Well-defined cybersecurity scopes simplify the 
defensive process by ensuring that defensive measures focus on the needs of the security scope, rather than 
trying to protect everything from every possible threat simultaneously.

This step’s output is an understanding of the enterprise assets to be protected and the threats against 
those assets. These assets might be corporate data, customer data, or critical services such as power 
generation or healthcare delivery. With an understanding of the assets, how they interconnect, and how 
attackers might target them, the enterprise can ensure that the defensive measures applied to each scope are 
appropriate and the most economical way to achieve the desired protection.

Cybersecurity Program Step 2: Identify Security Scopes
Step 2 is to group the previously identified enterprise assets and the threats and risks against them into 
security scopes for protection, as described in Chapter 4. Enterprise cybersecurity capabilities should be 
tied to security scopes, and while many scopes may use the same security capabilities, scope boundaries are 
important for ensuring the right levels of capabilities are employed in the right places. It is also important 
to maintain the right balance between restrictive security and permissive operations so the enterprise can 
operate efficiently and effectively. Additionally, security scopes are useful in identifying regulated data and 
systems, and ensuring regulations are adhered to in a practical and economical fashion. By establishing 
well-bounded security scopes, the enterprise can dramatically simplify the cybersecurity effort by only 
applying controls and mitigations where they are most needed and where the operational trade-offs of those 
controls are acceptable.

With this approach in mind, there are two challenges that occur when using scope boundaries to 
compartmentalize security. The first challenge is the enterprise must keep track of which policies, rules, and 
controls apply to which scope, potentially increasing complexity. The enterprise can counter this challenge 
by having only a limited number of scopes, clearly aligned with the business’s regulatory obligations and 
cybersecurity architecture. For example, systems handling regulated data such as financials regulated by 
Sarbanes-Oxley, payment card information regulated by PCI-DSS, or medical information regulated by 
HIPAA might be placed into separate scopes to ensure their protection.

http://dx.doi.org/10.1007/9781430260820_4
http://dx.doi.org/10.1007/9781430260820_4
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The second challenge has to do with systems that cross scope boundaries, such as data interconnects 
and systems administration consoles. In these cases, compensating controls may be necessary to ensure 
the interconnections do not become security vulnerabilities. A common example of this situation involves 
systems administration workstations, which typically are nothing more than regular personal computers 
that are used with very powerful systems administration credentials. Allowing these systems to receive 
e-mail, surf the web, and run office productivity applications may open them up to targeted attacks that 
would give the attackers significant administrative permissions.

Cybersecurity Program Step 3: Assess Risk Mitigations, Capabilities 
by Functional Area, and Security Operations
With an understanding of the assets, threats, and risks within each security scope, the next step is to assess 
the security of the scope. This assessment can be performed using the methods described in this book, 
looking at risk mitigations, the 11 functional areas of cybersecurity capabilities, and security operations. 
Using this book’s methodology, assessment results include Object Measurement scores for the cybersecurity 
functional areas and can also include an aggregate score for the complete enterprise cybersecurity posture.

Looking at risk mitigations, the enterprise uses the attack sequence to evaluate its ability to disrupt, 
detect, delay, and defeat attacks against its assets. This evaluation considers each potential attack scenario 
and then aggregates the results together. Looking at security capabilities, the enterprise examines the  
11 functional areas and calculates scores for each of the functional areas. One area of focus involves looking 
out for functional areas that are deficient when compared to the other functional areas. Finally, looking at 
security operations, the enterprise examines the 17 security operational processes. The enterprise assesses 
its ability to perform these processes to operate its cybersecurity systems.

Once the enterprise has scores for these areas, the scores can be aggregated and compared for 
evaluation and further analysis. The overall enterprise cybersecurity program assessment score can be 
tracked over time to show quantitatively how the cybersecurity posture evolves as improvements are 
implemented. The overall score can be evaluated within the security scope to determine if the scope is 
adequately or inadequately protected. If the security scope is inadequately protected, then specific activities 
can be implemented to reach a stated improvement goal or target assessment score.

Cybersecurity Program Step 4: Identify Target Security Levels
With an idea of the assets, threats, risks, and effective security in each scope, the next programmatic goal 
is to use risk assessment methodology to identify the target security levels and understand if the scope’s 
current security is adequate, inadequate, or even excessive. Generally, it is not cost-effective or practical 
to deliver “perfect” security to every part of the enterprise. Various parts of the business require different 
security postures to satisfy business needs while giving employees the freedoms they may desire. Various 
parts of the business require different preventive, detective, forensic, and audit controls.

Security scopes accommodate these realities by limiting the number of systems and people who are 
subject to the most stringent security protection. Security scopes help prioritize limited cybersecurity 
resources toward the areas where they will deliver the greatest enterprise benefits. Security scopes also 
simplify the cybersecurity process by reducing the attack surface of vulnerable systems and increasing 
cybersecurity’s ability to succeed through that simplicity.

For each security scope and associated assets, this step involves identifying threats, risks, and a target 
security level. The identified security level represents the business tolerance for potential compromise 
within the scope. Furthermore, the security level is used to balance the severity of the threats with the 
business desire for flexibility and unobtrusive security that does not impede business agility. Different parts 
of the enterprise require different levels of protection, but the security infrastructure requires the greatest 
level of protection so that it can successfully protect the rest of the enterprise.
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Cybersecurity Program Step 5: Identify Deficient Areas
Once the enterprise has identified its security scopes, actual security within the scopes, and established 
target security levels, the next step is to identify which areas are deficient and require improvement when 
compared to the targets. Identifying deficient areas produces results to include the following:

•	 First, the target security level for the security scope might be too high or too low.  
In this situation, when the enterprise considers what additional security capabilities 
might be necessary, the associated costs, and potential operational trade-offs, the 
business may determine that a different security posture is more appropriate. When 
a different security posture is required, the target security level can be adjusted 
either up or down, and the evaluation can be reconsidered.

•	 Second, during the assessment, some functional areas are likely to stand out as being 
considerably weaker than other areas. These weaker areas should be prioritized for 
improvements first. Shoring up the weaker functional areas with improvements addresses 
the cybersecurity gaps that are the most likely to be exploited by potential attackers.

•	 Third, after the most deficient functional areas are addressed, the next improvement 
phase involves bringing all areas up to the target level of security. This phase often 
involves a comprehensive effort to improve risk mitigations, security capabilities, 
and security operations.

Cybersecurity Program Step 6: Prioritize Remediation  
and Improvements
Once the enterprise understands its “as-is” cybersecurity posture, as well as its security needs for each 
scope, the next step is to prioritize remediation and improvement efforts. This prioritization is influenced by 
the following factors:

•	 Bringing deficient functional areas up to target levels of security

•	 Improvements that rely on other improvements as prerequisites

•	 Availability and skill levels of available staff and contractors

•	 Costs of improvements

The goal is to address deficient enterprise cybersecurity functional areas first, then work on bringing all 
functional areas up to the target cybersecurity level in a balanced manner.

As improvements are prioritized and sequenced, they can be logically grouped into four different 
categories. This categorization is based on practical assessments of what should be done in what order and 
when different efforts can realistically be resourced. These categories can be maintained across all security 
scopes provided the scopes of improvements are clearly identified within each project. Improvements 
should be grouped into the following categories:

•	 Immediate improvements that can be done starting immediately using readily 
available staff and budget

•	 This Year improvements that can be done within the current year using resources 
that are obtainable in the year or after minor prerequisites or other dependencies 
have been addressed
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•	 Next Year improvements that should be done next year, after completing the 
immediate and this year projects, and obtaining budgets, approvals, or satisfying 
other prerequisites

•	 Future improvements that are lower priority or will require obtaining budget, hiring 
staff, completing prerequisites or satisfying other non-trivial requirements before 
they can begin

Within each of these categories, improvements can be further prioritized and sub-grouped, but at the 
highest level this grouping is helpful to start aligning cybersecurity priorities with business financial cycles 
so that work can be resourced and executed. Obviously, projects and tasks will move around on these 
priority lists and get moved forward or back in the sequencing as priorities change and time passes. Having a  
“big picture” story to tell leadership about where the enterprise is, where it is going, and how it is going to get 
there is important. Business leadership wants to understand that such prioritized improvements are not just 
spending money or buying new cybertoys. Maintaining the cybersecurity strategy grouped into these four 
categories simply makes it easier for security to manage and explain its priorities and plans to enterprise 
leadership.

Cybersecurity Program Step 7: Resource and Execute Improvements
Once improvements are prioritized, the enterprise can begin resourcing and executing them. This 
resourcing process generally involves the following tasks that are conducted in parallel against each category 
grouping of improvements:

•	 For Immediate improvements, cybersecurity leadership directs the work and 
supervises its progress.

•	 For This Year improvements, cybersecurity leadership works on lining up resources, 
shuffling priorities, or completing prerequisites so the actual improvement can start 
work within the current year.

•	 For Next and Future improvements, cybersecurity leadership starts framing project 
plans and resource requirements so they can be considered and budgeted in future 
fiscal years. Many times, improvements are pushed back because they are too big 
or expensive to execute in a foreseeable time frame. In such cases, it is helpful to 
consider creative ways to break these projects up into smaller pieces that are more 
manageable and potentially fundable. Alternatively, it may help to link their benefits 
to other business needs so they have business support from multiple departments.

Cybersecurity Program Step 8: Collect Operational Metrics
As the enterprise executes its improvements and operates its security program, the next step in the 
programmatic sequence is to collect metrics from cybersecurity operations. These metrics should span 
all functional areas, with particular emphasis paid to metrics that measure signs of security incidents and 
near-incidents, or indicators of attacker activities indicating the presence of anticipated threats. These 
metrics give enterprise leadership visibility into what the threats are, where they are coming from, and what 
can result if the threats are not stopped before they can succeed. Even relatively crude metrics, like “The 
enterprise was scanned a million times last month,” can be useful if metrics are tracked and trended over 
time. For example, tracking and trending threats could show that the million scans are an increase from only 
ten thousand from the previous month. Security takes on a whole new urgency if enterprise leadership has a 
mental picture of attackers who are just waiting to pounce at the slightest mistake or vulnerability.



Chapter 14 ■ Managing an Enterprise Cybersecurity Program

248

Cybersecurity Program Step 9: Return to Step 1
After collecting metrics, the cybersecurity program management process returns to the assessment phase 
and the cycle repeats. This assess ➤ prioritize ➤ execute ➤ operate cycle should go through a complete 
iteration multiple times each year. During each cycle, the enterprise updates its threat assessment, takes 
stock of completed security improvements, identifies new security improvements to implement, and lines 
up future security improvements for execution when resources become available.

As this cycle iterates, security projects move through the various priority categories until they are 
executed. A project might start out on the Future category, then get moved to the Next Year category, 
then to the This Year category, and finally to the Immediate category for execution. In addition to this 
natural flow, projects get inserted into the categories due to incidents, new threats, or IT projects requiring 
additional protections. This insertion provides the enterprise a flexible framework for managing its overall 
cybersecurity program. The framework also provides the ability to report on both immediate activities and 
the big picture strategy at any time. Moreover, this overall strategy helps to balance effectively cybersecurity 
with business needs in a cost-effective manner.

Assessing Security Status
Once an enterprise has assessed its assets, threats, and risks (Enterprise Cybersecurity Program 
Management Step 1), and identified security scopes to contain those risks (Step 2), the third step is to assess 
the overall security posture and status within each scope. Figure 14-2 depicts the next level of detail for 
assessing the enterprise’s overall security posture.

For each scope, the enterprise can consider if it needs to protect primarily confidentiality, integrity, or 
availability. Also, the enterprise needs to consider the appropriate balance of preventive, detective, forensic, 
and audit controls to deliver that protection.

Complementing these considerations, it is important for the enterprise to have substantive discussions 
with business leaders to understand, for each scope, the proper balance of cybersecurity versus business 
utility to deliver the most appropriate and cost-effective protection. The discussions need to include what 
costs and trade-offs the enterprise is willing to accept to achieve agreed-upon cybersecurity protection. This 
next level of assessing the security status, per security scope, is summarized below.

Figure 14-2.  The assessment process involves looking at each security scope from a perspective of risk 
mitigations, security functional areas, and operations, as well as considering progressive improvements into 
all areas on an ongoing basis.
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Cybersecurity Program Step 3: Assess Risk Mitigations, Capabilities, 
and Security Operations

Step 3a: Assessing Cybersecurity Risk Mitigations
What is the effectiveness of risk mitigations within the security scope? What are the abilities of the risk 
mitigations to disrupt the attack sequence of the anticipated attack? This step considers the attacks to be 
countered, the controls being deployed against those attack sequences, and the effectiveness of the resulting 
risk mitigations. This step can use Object Measurement methodology detailed in Chapter 12 to measure 
these mitigations and calculate an aggregate score across all anticipated attack sequences. If risk mitigations 
are deficient compared to the other aspects of the cybersecurity program, improving the mitigations to the 
baseline standard should be a top priority.

Step 3b: Assessing Cybersecurity Capabilities by Functional Area
The next step assesses the cybersecurity functional areas using Object Measurement methodology to 
calculate enterprise cybersecurity program assessment scores for each functional area. These functional 
area assessment scores are evaluated alongside the risk mitigations and security operations to determine,  
in part, the enterprise’s overall cybersecurity posture.

Step 3c: Assessing Security Operations
The next step is to consider security operations by considering the utilization and effectiveness of the  
17 security operational processes and the 14 supporting information systems. Objective Measurement can 
be used to score the security operations processes and/or information systems separately.

Cybersecurity Program Step 4: Identify Target Security Levels
The next step is to identify the target cybersecurity levels for the scope, based on the risk assessment process 
detailed in Chapter 4. This risk assessment process considers the assets, threats, and risks to the scope, and 
the potential attack sequences against its assets. It considers the balance between restrictive cybersecurity 
needs versus flexible business agility needs to determine if preventive, detective, forensic, or audit controls 
are most appropriate for mitigating the considered risks. One output of this step can be an enterprise 
cybersecurity program assessment score that represents the target cybersecurity level for the scope.

Using Object Measurement, the target security level can be represented as a single number for the entire 
scope. A comprehensive enterprise cybersecurity program assessment evaluates risk mitigations (per attack 
sequence), the 11 functional areas, and 17 security operational processes. For enterprise cybersecurity 
to be effective, all of these assessments should be at approximately the same level of effectiveness, since 
they are all of approximately equal importance in delivering overall enterprise cybersecurity. So, the 
target cybersecurity security level for the scope can be represented as a single value that applies to the risk 
mitigations, functional areas, and security operations.

Figure 14-3 depicts one way to visualize this step’s output. This figure shows the measured enterprise 
cybersecurity program assessment scores for risk mitigations (aggregated score), the 11 functional areas 
(individual scores), and security operations (aggregated score). Finally, the target cybersecurity program 
assessment score is shown on the chart as a dotted line at the 80% level.

http://dx.doi.org/10.1007/9781430260820_12
http://dx.doi.org/10.1007/9781430260820_4
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This figure becomes the baseline assessment for the enterprise cybersecurity program and shows which 
areas are strongest and which areas are weakest. In addition, this assessment can be used to calculate an 
overall enterprise cybersecurity program assessment score for the enterprise. In this example, the overall 
score for the evaluated scope is 55%, and the target score is 80%.

Cybersecurity Program Step 5: Identify Deficient Areas
Once the scoring is complete and the results plotted or otherwise displayed, the areas of the cybersecurity 
program that are most deficient should be apparent. In Figure 14-3, the following areas stand out as being 
deficient relative to the overall average cybersecurity level:

	 1.	 Risk Mitigations (40%)

	 2.	 Functional Area: Systems Administration (40%)

	 3.	 Functional Area: Identity, Authentication, and Access Management (40%)

	 4.	 Functional Area: Incident Response (40%)

	 5.	 Functional Area: Asset Management (40%)

	 6.	 Security Operations (40%)

Based upon the enterprise cybersecurity program assessment, the above enterprise cybersecurity areas 
are most likely to be related to security failures leading to successful attacks. The fact that risk mitigations 
and security operations are two of the weaker areas indicates the attack sequences are most likely not 
disrupted as effectively as they should be. Also, the enterprise’s overall cybersecurity program is likely not 
being operated with adequate rigor to protect against deliberate or targeted attacks.

A recommendation coming from this assessment might be that these six areas should be designated 
for improvement. These improvements should address the greatest known weaknesses in the overall 
cybersecurity across the enterprise. Remember, a tenet of the enterprise cybersecurity architecture in 
this book is that risk mitigations, functional areas, and security operations are all of approximately equal 
importance in delivering overall enterprise cybersecurity.

Figure 14-3.  The enterprise can depict the side-by-side results of its enterprise cybersecurity program 
assessment of the risk mitigations, the 11 functional areas, and security operations, along with the target 
cybersecurity level for the security scope.
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Cybersecurity Program Step 6: Prioritize Remediation and  
Improvements
Once the enterprise assesses its cybersecurity posture, identifies a cybersecurity target level, and identifies 
the most deficient areas for improvement, the next step is to prioritize the remediation and improvement 
efforts. Unlike the assessment steps, which are done on a per-scope basis, this step should be executed as a 
single process across all security scopes within the enterprise. Also, this step integrates improvements across 
all scopes to come up with and manage a single list of cybersecurity improvements for the entire enterprise. 
These cybersecurity improvements can be performed in two phases. The first phase involves addressing 
deficient functional areas and bringing them up to the same cybersecurity level as the other areas, making 
cybersecurity effectiveness consistent across all functional areas. The second phase involves bringing all  
the cybersecurity functional areas up to the target level together.

Considering the example from Figure 14-3, this first improvement phase should focus on the areas 
identified as deficient. These improvements should bring the following cybersecurity areas up to a 
consistent score of approximately 60%: (1) risk mitigations, (2) systems administration, (3) identity, 
authentication, and access management, (4) incident response, (5) asset management and supply chain, and 
(6) security operations. These improvements are shown in Figure 14-4. Calculating the overall enterprise 
cybersecurity program score, the phase-one improvements change the scope’s overall cybersecurity 
assessment score from 55% to 65%.

The second phase of cybersecurity improvements would be more comprehensive, bringing all 
cybersecurity areas up to the target 80% level. As shown in Figure 14-5, every area needs to be improved 
except for the following three functional areas that were already at the target level:

•	 Functional Area: Data Protection and Cryptography

•	 Functional Area: High Availability, Disaster Recovery, and Physical Protection

•	 Functional Area: Policy, Audit, E-Discovery, and Training

Figure 14-4.  In this enterprise cybersecurity program assessment example, the first phase of cybersecurity 
improvements brings the most deficient areas up to the same level as the others.
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These phase-two improvements might be accomplished by the following:

•	 Improving risk mitigations by addressing projected attack sequences

•	 Improving functional areas by adding security capabilities or improving their utilization

•	 Improving security operations by implementing operational processes

At the strategic level, exactly which improvements are done first and which are done last is less 
important than the overall effect the improvements have in aggregate on improving the enterprise’s 
cybersecurity posture and ability to resist. This ability to resist attack is quantitatively represented by the 
cybersecurity assessment score calculated during the assessment process.

Analyzing Enterprise Cybersecurity Improvements
Because the enterprise cybersecurity program assessment assigns a quantitative measurement to 
cybersecurity, it is helpful for making business decisions regarding the relative value of different types of 
security investments. Using program assessment scores, it is relatively straightforward to calculate which 
improvements will provide the biggest “bang for the buck.” Dividing projected program assessment score 
changes (delta score changes due to the improvements) by the estimated improvement cost helps to provide 
insight into which cybersecurity improvements will generate the greatest security improvement for the 
lowest potential cost.

One cybersecurity improvement challenge is related to the fact that there are multiple scopes in most 
enterprises. An enterprise cybersecurity program assessment focuses on the security scope as the basic 
platform for analyzing security and security capabilities. When considering security improvements, it is 
important to remember that a single risk mitigation, capability, or operational process may be shared across 
multiple scopes. Consequently, the benefit of security improvements should be considered across multiple 
scopes as well. This section explains this calculation process in more detail and provide some helpful 
examples of how it can work in practice.

Figure 14-5.  Once the deficient functional areas are brought up to baseline, the second phase of improvements 
brings all cybersecurity areas up to the target level.
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Considering Types of Improvements
In general, security improvements fall into three categories, depending on the specific security area to be 
improved. These categories are the following:

•	 Risk mitigations should be the top improvement priority if it scores poorly 
compared to the other categories. Risk mitigations focus on disrupting, detecting, 
delaying, and defeating known threats and their attack sequences. To achieve 
effective risk mitigations, certain levels of security capabilities and security 
operational processes are required.

•	 Security capabilities is the next category for improvement. After risk mitigations 
are addressed, the overall security capabilities (and their utilization) will address 
unknown threats, unanticipated attacks, defender mistakes, and attackers who use 
new technologies or innovative approaches.

•	 Security operations is the third category for improvement. When risk mitigations 
and security capabilities are all in place, effective security operations is required to 
make them work in repelling attacks on an ongoing basis.

Cybersecurity improvements in all these categories improve the enterprise’s cybersecurity posture. 
However, it is very useful for the enterprise to do some modeling to calculate which improvements will 
generate the greatest security improvement for the lowest investment and in the least amount of time.

Considering Threat Scenarios
When considering attacker scenarios and corresponding risk mitigations, it probably makes sense to take 
a moment and consider the value of red-team exercises and penetration testing. Red-team exercises and 
penetration tests analyze enterprise defenses from the attacker’s perspective to identify gaps in protection 
and vulnerabilities in defenses. The enterprise should consider conducting exercises involving the following 
threat scenarios elements:

•	 What asset would be endangered (for example, credit card numbers that could be stolen)

•	 Where the asset resides and when

•	 Who has access to the asset

•	 When and how an attacker might access the asset (for example, via the operating 
system, database, application, or user account levels)

•	 Attack sequences for attackers to obtain access

•	 Audit controls to find the attacker’s access point, if the scenario occurred

•	 Forensic controls to log the access, if the assess occurred

•	 Detective controls to alert the enterprise when such access occurred

•	 Preventive controls to block such access from occurring

At the same time, after the enterprise works out threat scenarios on its own, it is useful to bring in 
third parties who might look at the situation more creatively and find attack vectors the enterprise never 
considered. This type of red-team exercise is useful to identify faulty enterprise cyberdefender assumptions 
and gaps in cyberdefense thinking that might undermine the overall security posture.
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Once attack scenarios are identified, another useful exercise is to have penetration testers actually 
exercise the scenarios, utilizing the tools and techniques attackers might be expected to use. These exercises 
can then be used to understand how preventive controls should block the attacks. Such exercises can also 
test detective, forensic, and audit controls to help ensure that even if the attack is not blocked, it could still be 
successfully detected and investigated after the fact.

Examining Cybersecurity Assessment Scores across Multiple Scopes
If the enterprise is using enterprise cybersecurity program assessment scores to evaluate its cybersecurity 
posture and quantitatively establish its cybersecurity target levels, it is important to remember that 
assessment scores are calculated within a single security scope. Most enterprises will have multiple security 
scopes to contend with, representing different aspects of the business and different balances of flexibility 
versus security. This reality adds complexity to the cybersecurity management effort. In an enterprise 
cybersecurity architecture, security scopes represent the following:

•	 Separately managing the security posture of each scope, including:

•	 Assets, threats, and risks

•	 Risk mitigations applied to defend against attacks

•	 Cybersecurity capabilities and controls used to deliver risk mitigations

•	 Operational processes used to operate capabilities

•	 Separately calculating cybersecurity assessment scores and target scores for each scope

Frequently, there will be significant sharing of cybersecurity capabilities across multiple scopes. This 
sharing is fine as long as the cybersecurity capabilities do not themselves become a vulnerability that 
attackers can exploit to get from a lower-security scope to a higher-security scope.

Figure 14-6 depicts one way to visualize enterprise cybersecurity program assessment scores and 
targets across multiple scopes. The figure shows how a hypothetical publicly traded enterprise might 
have data regulated by Sarbanes-Oxley (SOX), Payment Card Industry (PCI), and the Health Information 
Portability and Accountability Act (HIPAA).

Figure 14-6.  Using enterprise cybersecurity program assessment scores, an enterprise can track cybersecurity 
assessment scores and targets across multiple scopes.
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Considering the cybersecurity requirements typically associated with these regulations, the example 
enterprise might have the following six security scopes:

	 1.	 Security infrastructure that protects the data in the other five scopes. This 
infrastructure must be hardened to resist attack, detect breaches or failures 
of security, provide a forensic trail for all security-related activities, and be 
aggressively audited to ensure its ongoing integrity.

	 2.	 General business users who primarily use e-mail, desktop productivity tools, 
and web-based business applications for conducting general business. Such 
users should not have significant or privileged access to business systems, and 
the amount of damage that could occur if a single user or a group of users’ 
computers is compromised should be limited.

	 3.	 Business application servers that support the enterprise’s business operations. 
These servers might include e-mail, file servers, collaboration servers, and other 
secondary business systems.

	 4.	 SOX regulated systems that support the business’s reporting of financial results 
to the public stock markets and are subject to the Sarbanes-Oxley regulations 
regarding financial reporting integrity. These systems, because of their regulatory 
importance, must be well protected and audited for cybersecurity by external 
auditors.

	 5.	 PCI regulated systems that support the business’s processing of credit cards and 
other payment mechanisms and are subject to the regulations of the payment 
card industry (PCI). These systems must be protected and their security audited 
according to PCI guidelines.

	 6.	 HIPAA regulated systems that handle medical and personally identifiable 
information for the business and are regulated by the Health Information 
Portability and Accountability Act (HIPAA). These systems must be protected 
according to HIPAA regulatory requirements.

Figure 14-6 shows how the security posture of these six scopes might be visualized. As illustrated, 
the assessed scores for each scope are overlaid on the corresponding cybersecurity target scores. The 
enterprise’s cybersecurity program objective would be to ensure regulated security scopes are operated 
according to the specific regulation requirements, and to gradually improve all the security scopes to achieve 
their target security levels.

Considering Improvement Opportunities across Multiple Scopes
When looking at cybersecurity scores across multiple scopes, it is worthwhile to model and visualize 
the cybersecurity value of potential improvements. To assess the cybersecurity benefits to be had from a 
cybersecurity improvement project, the enterprise simply calculates its cybersecurity program assessment 
scores for the enterprise before and after the improvements, and determines the amount the assessment 
scores change between the two assessments. Figure 14-7 provides an example before-and-after calculation 
showed graphically. In this example, the proposed improvement impacts five of the six security scopes. The 
total improvement value can be calculated by adding up its impact across all of the scopes.
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Considering “Bang for the Buck”
It is important for leadership to make well-informed decisions regarding possible cybersecurity investments. 
Every cybersecurity investment must be considered in terms of its cost and the time involved in deployment 
and operations, compared to the impact the capability will have on the enterprise cybersecurity posture 
once it is deployed and operational. One management challenge that frequently occurs is the enterprise 
embarks on a major cybersecurity initiative—for example, to upgrade core firewalls or to deploy identity 
management technology—and then spends thousands or even millions of dollars on the deployment. 
However, at the end of the day, this huge investment only delivers one of the 113 enterprise cybersecurity 
capabilities. While certainly some capabilities are more valuable than others, there is a cautionary tale here: 
There are no “silver bullets” in cybersecurity and the deployment of a single capability will seldom make the 
difference between overall cybersecurity success and failure against targeted attackers.

A single capability will seldom mean the difference between cybersecurity success and cybersecurity failure. 
In fact, capabilities should back each other up so that the failure or defeat of a single one does not prove 
disastrous.

This book’s enterprise cybersecurity architecture, by focusing on the big picture of risk mitigations, the 
11 functional areas, and security operations, de-emphasizes the value of a single cybersecurity capability 
and instead focuses on the value of having many capabilities all working together in an integrated fashion. 
In this framework, the value of an investment in cybersecurity is represented by how much it increases the 
enterprise’s cybersecurity program assessment scores across all scopes. Investments that improve multiple 
capabilities, deploy capabilities across multiple security scopes, or increase the utilization of deployed 
capabilities result in the greatest increase in the enterprise’s assessment scores, and are the most likely to 
improve the enterprise’s cybersecurity overall.

By looking at security benefits compared to cost and complexity, potential improvements can be 
considered based on whether the cost or the benefit is low or high. Figure 14-8 depicts a matrix of possible 
results when combining these two variables.

Figure 14-7.  Using enterprise cybersecurity program assessment scores, the enterprise can calculate 
quantitatively the impact of cybersecurity improvements across multiple scopes.
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This simple matrix shows potential improvements falling into four general categories, as examined in 
the following list. These categories are based on whether the security improvement benefit is low or high, 
and whether the security improvement cost/complexity to deploy/operate is low or high:

•	 Quick wins have high security benefits and low cost and complexity. Enterprise 
leadership should be on the lookout for these opportunities and should give them 
high priority for implementation.

•	 Good investments have high security benefits, but also high cost and complexity. 
Leadership must carefully consider and manage these investments to ensure they 
are successful. Making multiple good investments in a single fiscal year may require 
significant resources.

•	 Tweaks have low security benefits, but also low costs. Tweaks can be a time sink for 
enterprise leadership as they distract leadership from the high-value activities and 
investments. Technical staff should be empowered to implement tweaks on their 
own, with minimal leadership oversight.

•	 Poor investments have high costs, but low security benefits. Unless these 
investments can be carefully managed to control the costs and ensure the potential 
benefits, these projects should be avoided. In particular, poor investments can 
be a significant drain on leadership bandwidth, taking attention away from other 
opportunities with greater security value.

One interesting note regarding the preceding matrix is the scenario of the partially implemented good 
investment. This situation can be a large project (for example, an identity management effort, public key 
infrastructure, or core firewall upgrade) that is finished or stopped before its full security benefits are realized. 
In these situations, it is easy for the good investment to turn into a poor investment that delivers little value or 
a marginal improvement in capability, simply because the project was never fully completed. Cybersecurity 
leadership should watch out for these situations and try to prevent or minimize their occurrence.

Prioritizing Improvement Projects
Once the enterprise identifies the most valuable cybersecurity improvement projects, the next cybersecurity 
program management step is to prioritize projects for execution. As much as everyone would like to, it is 
seldom possible or practical for the enterprise to do all the improvements at once to improve the enterprise’s 
security posture. Tasks have to be prioritized based on value and cost, sequenced based on dependencies, 

Figure 14-8.  Security strategy should consider the cost and benefit of desired improvements and prioritize  
“quick wins” and “good investments” for leadership focus. Lower-value “tweaks” should be delegated to 
technical staff and “poor investments” should be avoided altogether.
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and ultimately resourced from limited available resources. Furthermore, there are often other internal and 
external constraints. These projects can be grouped into the following general categories depending on the 
effects of the cybersecurity improvements:

•	 They directly thwart anticipated attacks or address known risks to improve  
risk mitigations

•	 They deliver capabilities that improve cybersecurity functional areas

•	 They strengthen cybersecurity operational processes

For each intended cybersecurity project, leadership should consider the following questions related to 
what it will take to successfully complete the project:

•	 Risk Mitigated: What is the risk to be mitigated by the project or its capabilities? 
Expressed in business terms, what is this project going to do to improve the 
enterprise’s cybersecurity?

•	 Resources: Are the resources required for the project within both the budget and 
personnel expertise?

•	 Duration: What is the duration for the project? A quarter? A year? Multiple years? 
Can it be broken up into phases that are manageable and enable iterative success?

•	 Prerequisites: What are prerequisites for the project? Is the project loosely or strictly 
dependent on other projects or tasks being completed beforehand?

•	 Constraints: Does the project account for other constraints? Particular attention 
should be given to security controls or information systems that are regulated or 
subject to external scrutiny or audit.

As the enterprise analyzes and prioritizes cybersecurity projects, they can be sorted into four groups for easy 
management. Figure 14-9 depicts these groups in terms of time frames: immediate, this year, next year, and future.

Figure 14-9.  Cybersecurity improvement projects can be divided into four groups based on when they might 
take place. These groups can be characterized as “executing,” “preparing,” “resourcing,” or “prioritizing.”

When combined, these four groups and their improvement projects constitute the enterprise’s long-term  
cybersecurity improvement program and strategy. Using enterprise cybersecurity assessments and calculated 
assessment scores, cybersecurity leadership can show quantitatively how the enterprise’s cybersecurity 
posture is going to change as projects are completed and improvements are made.
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Immediate: Executing
Immediate or executing projects are projects to be executed now. Early in a cybersecurity program, these 
improvements are generally quick wins that deliver new/improved/enhanced capabilities at low cost. Later 
in the improvement program, immediate executing projects will also include larger investment projects that 
focus on project execution for success to help ensure the desired cybersecurity capabilities are obtained in a 
timely and cost-effective manner.

This Year: Preparing
This year or preparing projects are projects to be completed within the current fiscal year. These projects are 
often low-cost in nature but may require an investment. When these projects are ready to execute, they will 
be moved to the executing list and tracked for successful completion. In the meantime, the business needs to 
focus on preparatory tasks that need to be completed so the project can start. These tasks include technical 
prerequisites, vendor selections, or contract negotiations. Cybersecurity leaders need to carefully track these 
tasks to ensure all preparations are completed so the projects can start on time, execute on schedule, and 
stay within budget.

Next Year: Resourcing
Next year or resourcing projects are projects that cannot be queued up within the current fiscal year and 
must be deferred to next year for one reason or another. Generally, projects are deferred because of limited 
resources to include financial, personnel, or some other constraint. For these projects, the focus is on 
refining plans and estimates to ensure they are accurate and ready to execute if needed. It is also important 
to take care of prerequisites so the projects can be lined up to actually execute during the following year.

In addition, projects in this category should prepare for two possibilities that may result in their 
acceleration. The first possibility is the situation may change and new or emerging cybersecurity threats may 
warrant accelerating these projects and executing them sooner than was originally planned. The second 
possibility is budgets and available funding change during the course of the year, and sometimes extra 
funding becomes available for projects that are prepared and ready to be accelerated to the current year.

Future: Prioritizing
Future or prioritizing projects are projects that do not make sense to execute in the current fiscal year and 
where resources are not available to plan them for the following fiscal year. These projects are characterized 
as prioritizing because they are competing for priority alongside other business concerns and strategic 
investment opportunities. For these projects, the focus is on clearly understanding the costs associated with 
the projects and communicating to business leaders the benefits once the projects are completed.

Projects in this category are usually deferred because they are expensive and complex, or they depend 
on a number of other things being completed first. Because of these reasons and others, such projects are 
seldom pushed up to immediate execution, but they may be accelerated if the situation changes and the 
business need becomes more urgent or critical.

Cybersecurity leadership should remain aware of the risks mitigated by the projects and watch those 
risks carefully. Leadership should ensure that addressing these risks can really be deferred to future years, 
and should monitor the associated risks in case the situation changes and the risks need to be addressed 
more urgently.
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Updating Priority Lists
Over time, cybersecurity projects naturally migrate from one list to another. Executing projects are 
completed, projects planned for this year move into execution, and, as fiscal years transition, what was 
planned for next year transitions into executing for the current year. Each year the enterprise updates its 
plans and projects get shifted. Some projects are perennially in the deferred until next year category until 
they become critically needed. Other projects are planned for the future and then pulled forward due to 
changing circumstances or shifting priorities.

Figure 14-10 depicts this process of updating the enterprise’s priorities. In general, as time marches on, 
projects shift to the left on these lists, although sometimes shifting business priorities and limited available 
resources can cause them to be deferred to later times as well.

Tracking Cybersecurity Project Results
Because the enterprise cybersecurity program assessment score is a quantitative measurement, it is 
well suited for managing cybersecurity status over time and visualizing that status graphically to inform 
leadership decision-making. As a quantitative method, these program assessment scores are well suited for 
tracking results over time and aggregating results for functional areas and scopes into combined scores that 
can then also be tracked and reported over time.

Visualizing Cybersecurity Program Assessment Scores
Earlier in this chapter, cybersecurity program assessment scores were visualized as column charts showing 
risk mitigations, the 11 functional areas, and cybersecurity operations side by side. An alternative method for 
visualizing these aspects of the enterprise cybersecurity program is a Kiviat diagram or spider chart format, 
as shown in Figure 14-11. This figure shows the same data as Figures 14-3, 14-4, and 14-5, except in this 
depiction the data is visualized using a circular format, with zero at the center of the circle.

Figure 14-10.  Cybersecurity improvement projects naturally shift to the left over time as executing projects are 
completed and future planned projects move closer to execution.
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The advantage of this format is that the shape of the filled-in area reflects nicely the relationships among 
all of the plotted assessment scores. If all of the assessment scores vary widely in their values, then the shape 
of the filled-in area is irregular, as can be seen in the left-hand Initial Assessment chart. If all of the assessment 
scores are at similar levels, then the chart is more circular in shape, as can be seen in the center Updated 
Assessment chart. When all of the assessment scores are at the same level (and also match the target security 
level), then the resulting chart is circular, as can be seen in the right-hand Target Security Level Achieved chart. 
Achieving this right-most chart should be the objective for the enterprise’s cybersecurity program.

There are other formats that can also be used, such as bar charts, column charts, and line charts.  
Bar and column charts can be particularly helpful when looking at the security of multiple scopes side by 
side, as was shown in Figures 14-6 and 14-7.

Measuring Cybersecurity Program Assessment Scores over Time
Enterprise cybersecurity program assessment scores also lend themselves well to measurement and 
trending over time. Using these scores, the security posture for a cybersecurity scope can be reduced to a 
single number. The resulting number can be tracked over multiple time periods (for example, quarterly, 
semiannually, or yearly) to observe its trends upward and downward, and show quantitatively the impact of 
security investments in terms of improved enterprise cybersecurity. Recalling the example of the six security 
scopes used earlier in this chapter, the scores for these security assessments can be plotted over time to show 
trends and to measure quantitatively if the enterprise’s cybersecurity posture is improving or degrading over 
time, as shown in Figure 14-12.

Figure 14-11.  A Kiviat diagram or spider chart format is useful for showing the assessment scores for a scope 
as cybersecurity is improved from the initial assessment through to the target security level.
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While investments in cybersecurity will generally result in the enterprise’s cybersecurity assessment 
scores increasing over time, it may also be possible for scores to decline from assessment to assessment.  
The following are some potential causes for such a downward trend when it occurs:

•	 First, it is possible the enterprise may deliberately choose to dismantle cybersecurity 
capabilities to reduce operational costs, simplify the enterprise architecture, or 
because cybersecurity systems reach end-of-life and are retired without deploying 
replacements.

•	 Second, cybersecurity capabilities may degrade over time due to neglect or lack of 
upgrades, or due to products not keeping pace with the level of capability required to 
be effective.

•	 Third, scores for risk mitigations may go down as new attacker threats and risks are 
identified and left unmitigated, thus reducing scores for risk mitigation.

•	 Fourth, staffing changes and reorganizations may result in security operational 
procedures languishing or falling apart, thereby reducing scores for operational 
processes.

Regardless of the cause of downturns, a well-run enterprise cybersecurity program has the ability to 
identify these downturns, diagnose their causes, and work with cybersecurity, IT, and business leadership 
to address them quickly, before they prove disastrous. Using quantitative assessment methods and the 
functional areas of enterprise cybersecurity, the enterprise has the tools it needs to delegate and manage its 
enterprise cybersecurity program so that its overall posture improves more often than it degrades.

Figure 14-12.  Cybersecurity program assessment scores can be used to track quantitatively enterprise 
cybersecurity posture over the course of multiple years. This chart uses columns to show the assessment scores 
for multiple security scopes on a single chart.
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Chapter 15

Looking to the Future

This book describes a pragmatic framework for managing a comprehensive enterprise cybersecurity 
program. This architecture uses 11 functional areas to organize all aspects of an enterprise’s cybersecurity, 
including policy, programmatics, IT life cycle, and assessment. While this framework may provide a 
successful cyberdefense today, attackers and defenders are not standing still. Cybersecurity challenges 
and technologies continue to evolve quickly. How will this book’s framework hold up over time? Only time 
will tell for sure. This concluding chapter examines how the authors expect that this book’s enterprise 
cybersecurity architecture may evolve in the future.

The Power of Enterprise Cybersecurity Architecture
Figure 15-1 illustrates how the enterprise cybersecurity architecture in this book provides a single framework 
that encompasses all aspects of an enterprise’s cybersecurity program.

Figure 15-1.  This book’s enterprise cybersecurity architecture is a single framework for organizing all aspects 
of a comprehensive enterprise cybersecurity program.
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As shown in Figure 15-1 , the 11 cybersecurity architecture functional areas align with the eight aspects 
of a cybersecurity program to produce a comprehensive enterprise cybersecurity solution. Looking at  
each of these aspects in sequence:

•	 Policy: Cybersecurity policies can be organized using the 11 functional areas, 
helping to ensure comprehensive coverage of enterprise cybersecurity with clear 
policy statements.

•	 People: Enterprise cybersecurity functional areas align closely with actual skill 
sets of technical staff and team leaders. By aligning responsibilities with skills, 
technical staff and cybersecurity leadership are positioned for success in their areas. 
Cybersecurity functional areas also align well with typical organizational boundaries 
for matrixed teams where cybersecurity policy and enforcement might be separated 
from technical implementation and operations.

•	 Budget: Enterprise cybersecurity functional areas align well with policy and 
organizational structures. Cybersecurity leadership can allocate operational and 
project budgets along functional areas, ensuring that money, people, and technology 
are coordinated.

•	 Technology: Enterprise cybersecurity functional areas align well with the capabilities 
of many security technologies. Enterprise technologies can be organized by 
functional areas to establish clear organizational accountability of all cybersecurity 
technologies and the capabilities they deliver.

•	 Strategy: Enterprise cybersecurity functional areas were designed with the IT 
Infrastructure Library (ITIL) framework in mind. IT strategy and architecture can be 
planned using the 11 functional areas to help ensure a well-integrated overall solution.

•	 Engineering: Enterprise cybersecurity functional areas align well with typical 
engineering boundaries for system design, deployment, support, and retirement 
activities. This alignment helps to ensure full coverage of the engineering life cycle.

•	 Operations: Cybersecurity operations can be performed in an integrated fashion 
across the functional areas to ensure all aspects of security operations are well 
coordinated.

•	 Assessment: Enterprise cybersecurity architecture provides a straightforward 
framework for quantitatively assessing the enterprise cybersecurity program, 
measuring its quality over time, and reporting that assessment against external 
cybersecurity frameworks and regulations as required.

Evolution of Cyberattack and Defense
This book’s enterprise cybersecurity architecture provides a robust framework for managing cyberdefense, 
but attacker sophistication continues to increase. Nation-state attackers have the greatest amount of 
sophistication and generally are the trailblazers of the most sophisticated and devastating cyberattacks. 
Professional attackers follow these nation-state leaders, taking their techniques and commercializing them 
for use on industrial scales to conduct espionage, blackmail, larceny, and identity theft. Casual attackers take 
these capabilities when they become mainstream and use them for opportunistic ends to disrupt operations, 
explore private enterprises and their data, and make political statements for the world to see. Figure 15-2 
depicts generations of cyberattacks increasing in their sophistication and proliferation over time.
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Looking at this pattern over the past 20 years, one sees a cyberattack and cyberdefense evolution that can 
be grouped into discrete generations of cybersecurity. Military scientists characterize generations of weapons 
systems as a group of improvements that, when taken together, effectively render the previous generation of 
weapons obsolete. Historically, the tanks, planes, and aircraft carriers of World War II rendered the Maginot Line, 
guns, and battleships of World War I obsolete. More recently, the American F-15 fighter plane, a fourth-generation 
fighter, has never been shot down in combat because it has always faced third-generation opponents.

Each generation represents such a leap forward in capability that it is virtually invulnerable when facing 
the previous generations. Cyberweapons work the same way. Newer cyberattack tools and techniques are 
almost completely effective against previous generation cyberdefenses. To remain effective against newer 
generations of cyberattacks, defenses must be constantly upgraded to include the capabilities of newer 
generations of cyberdefense.

Applying this generational theory to cybersecurity, cyberattacks and cyberdefenses can be grouped into 
the following distinct generations:

•	 Generation 1: Hardening the Host

•	 Generation 2: Protecting the Network

•	 Generation 3: Layered Defense and Active Response

•	 Generation 4: Automated Response

•	 Generation 5: Biological Defense

The next section will describe each of these generations, how they can be identified, and how 
cyberattacks and cyberdefenses are changing with each succeeding generation of capability improvements.

Before the Internet
Before the Internet, there was the Advanced Research Programs Agency network (ARPANET). Back in 
the ARPANET days, there was little cybersecurity since the network was small and everyone on it was 
essentially trusted. As the community got larger, ARPANET users started putting passwords on computers 
and networking protocols. However, ARPANET was not designed with security in mind. This earliest security 
did not provide robust cyberdefenses. Essentially, it was good-fences-make-good-neighbors security that 
was good enough to keep honest people honest, but it was not designed to withstand the onslaught of a 
determined attacker. At the same time when ARPANET had little to no security, neither did disconnected 
personal computers. Early viruses ran rampant propagating from machine to machine via floppy disks and 
other media. On the other hand, since none of this personal computerization was interconnected and was 
essentially being used as advanced typewriters and calculators, not much was at stake, either.

Figure 15-2.  Over time, attacks are continuing to become more capable and sophisticated across all levels of 
potential attackers.
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Generation 1: Hardening the Host
As the ARPANET evolved into the Internet, more and more computers were connected from enterprises 
outside of the initial community of military researchers and academic institutions. Even though ARPANET 
was still a select community, the community was becoming more diverse. The opportunities for malicious 
activities were increasing. First-generation cyberattack and cyberdefense challenges included the 
following:

•	 The community of Internet-connected systems and the people operating those 
systems expanded and diversified.

•	 Internet-connected systems did not have significant security features built into their 
operating systems and were open to external connections.

•	 Internet communications protocols, such as Telnet, File Transfer Protocol (FTP), 
Simple Mail Transfer Protocol (SMTP), and Simple Network Management Protocol 
(SNMP) provided only rudimentary security features and lacked protection against 
many types of deliberate attacks.

•	 Network service authentication was almost exclusively single-factor using 
usernames and passwords.

Generation 1 Attacks: These attacks center on directly attacking computers connected to the networks 
via authorized network connections. Attacks against unprotected systems (in other words, systems  
that had not been hardened) were almost always successful. Following are some key characteristics of  
these attacks:

•	 Network connections originate from attacker machines and connect to services 
running on victim machines.

•	 Attacks exploit insecure protocols to obtain credentials or send false commands.

•	 Attacks exploit unpatched vulnerabilities to take control of victim machines.

Generation 1 Defenses: Because Generation 1 attacks consist of directly targeting network-connected 
computers, the corresponding generation of defenses must focus on protecting network-connected 
computers from attack. Some key characteristics and capabilities of these defenses include the following:

•	 Security Technical Implementation Guides (STIGs) for installing and configuring 
operating systems in a secure fashion

•	 Regularly scheduled installation of vendor patches

•	 Host firewalls and intrusion prevention / detection to reduce network attack surfaces

•	 Disconnecting critical systems from the network altogether (air-gapping and  
air-gapped networks)

The Resulting Generation 1 Environment: After Generation 1 protections are applied, most computers 
are still directly connected to the Internet, but hardened so that they are resistant to attack. Unfortunately, 
those security configurations have to be constantly maintained to ensure continued protection, setting the 
stage for the next cybergeneration.
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Generation 2: Protecting the Network
As networks continued to grow in size and complexity, the number of hosts connected to them exploded. 
Whereas before, a single administrator might manage a dozen machines, now the same people were trying 
to manage ten times the number of machines, or even a hundred times the number of machines. Faced 
with this proliferation of network-connected systems, administrators struggled to maintain the security 
protections of their Generation 1 defenses. Second-generation cyberattack and cyberdefense challenges 
included the following:

•	 Numbers of Internet-connected machines increased by one to two orders of 
magnitude, overwhelming manual systems administration methods.

•	 System communication and administration protocols remained insecure and were 
being deliberately targeted over open networks.

•	 Personal computers and Internet-connected services were becoming mission-critical 
and unplanned downtime became a leadership and business concern.

Generation 2 Attacks: First-generation cyberattackers practiced the art of exploitation on a single 
victim machine at a time. By the second generation, scripting and automated tools turned such exploitation 
into a science. Some key characteristics of these attacks include the following:

•	 Attackers use automated tools that scan for vulnerabilities and exploitable protocols 
across hundreds or thousands of victim systems in a matter of seconds or minutes.

•	 Automated tools work fast enough that even minor vulnerabilities or mistakes in 
configurations can be exploited before they are remediated.

•	 Automated tools can then take control of vulnerable machines and add them to 
centrally managed communities of remotely controlled zombie machines (botnets).

•	 From these compromised systems, attackers steal files, databases, and user account 
information such as online identities and passwords.

•	 Botnets can also be used to overwhelm Internet-connected systems through 
Distributed Denial of Service (DDoS) attacks.

Generation 2 Defenses: To defend against these newer, faster Generation 2 attacks on ever-growing 
IT environments, defenders rely on their own automation to stay ahead of the attackers. Most importantly, 
defenders rely on the network perimeter to protect the majority of the enterprise's machines from remote 
attack. Some key characteristics and capabilities of these defenses include the following:

•	 A strong network perimeter uses network address translation to protect user 
workstations and secondary servers from direct network connections originating 
from the Internet.

•	 On the network perimeter, centrally managed firewalls, intrusion prevention and 
detection, and other features protect the Internet-connected systems using a small 
group of centrally managed security appliances.

•	 Within the perimeter, enterprise management systems enable automated endpoint 
management and patching, centralized user accounts and passwords, and  
single-sign-on authentication.
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•	 Since only a small number of systems are directly connected to the Internet, the 
Generation 1 challenges of hardening endpoints are kept manageable. Endpoint and 
server protection inside the perimeter can be imperfect without tremendous risk.

•	 Internet services can be protected from DDoS attacks through network perimeter 
protections, high-performance infrastructure, connectivity diversification, and 
content delivery networks.

The Resulting Generation 2 Environment: The Generation 2 environment is one where strong network 
perimeters shield the majority of endpoints and servers from direct Internet-based attack. This shielding 
reduces the attack surface of most enterprises by 90% or more. The remaining Internet-facing servers can be 
manageably protected using Generation 1 techniques to harden them from attack and make them difficult 
to compromise, especially when the servers are positioned behind the network perimeter in demilitarized 
zones (DMZs). However, the central automation that is critical to the Generation 2 defense has its own 
vulnerabilities. Central automation becomes the enterprise's Achilles’ heel against the next generation of 
evolving cyberattacks.

Generation 3: Layered Defense and Active Response
At this point in cyberhistory, Generation 2 enterprises have a great wall protecting them and isolating 
specialized areas such as the DMZ. However, inside the wall there is a very soft interior filled with 
haphazardly protected endpoints and servers. An attacker who establishes a foothold on the inside has 
numerous options to propagate the attack from the initial foothold. The Generation 2 defense of central 
management and security infrastructure is itself nothing more than servers and endpoints delivering 
services inside the network. Those servers and endpoints are themselves attackable from the inside. The 
use of cloud services, Bring Your Own Device (BYOD), and vendor network connections has contributed 
significantly to increasing perimeter complexity. Third-generation cyberattack and cyberdefense challenges 
include the following:

•	 Inside the perimeter, enterprises have the same Generation 1 cyberdefense 
challenges of hardening endpoints and servers against attack but with tens or 
hundreds of times as many systems to protect.

•	 IT consolidation has put administrative control of hundreds, thousands, or tens of 
thousands of systems and servers in the hands of a small group of highly privileged 
systems administrators and the tools they use.

•	 Systems administration protocols and technologies used inside the network are 
vulnerable to attack and exploitation that can give attackers administrative control.

•	 Security servers on the enterprise network are vulnerable to the same Generation 1 
attacks as any other system.

•	 Enterprise perimeters have become more complex than ever before, protecting 
regulated data while enabling remote connections from employees, vendors, 
customers, and partners.

•	 Network resources, tools, and services are frequently protected using single-factor 
username and password authentication.

•	 In this complex and sprawling IT environment, operators have limited visibility or 
auditing of activities to be able to detect potentially malicious activity going on inside.
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Generation 3 Attacks: The IT challenges described above set the stage for a whole new generation 
of cyberattacks. These Generation 3 attacks focus on getting inside the perimeter and then using the 
enterprise's centralized infrastructure and administration systems against itself. Attackers get control of 
security systems and privileged accounts, and then use them to obtain complete enterprise control, all with 
a minimum of effort. Some key characteristics of these attacks include the following:

•	 Attackers target end-user personal computers through viruses, compromised web 
sites, and malware delivered inside the perimeter via targeted e-mail (phishing).

•	 Professional attackers buy access inside the enterprise from botnet operators, who 
maintain catalogs of systems for sale inside of compromised enterprises.

•	 From an initial foothold inside the enterprise, attackers target the security 
infrastructure and its accounts, tools, and protocols to gain administrative control 
over the entire enterprise.

•	 Attacker activity inside the victim network is remotely controlled using network 
connections from compromised machines, or from command-and-control systems 
installed in the victim's network perimeter.

•	 Once administrative control has been obtained, attackers then can do whatever they 
want to do, including stealing, modifying, or destroying intellectual property and data.

Generation 3 Defenses: The Generation 3 attacks pose a conundrum to cyberdefenders, as attackers 
exploit a decade of IT consolidation and centralized management trends against the very enterprise they 
are meant to serve. Enterprises with thousands of Internet-connected systems cannot go back to the “good 
old days” of having a few expert administrators maintaining, by hand, a small number of hardened systems. 
Combating Generation 3 attacks requires an equally powerful generation of defenses designed to enable the 
business while providing the enterprise with multiple layers of cyberdefenses. Some key characteristics and 
capabilities of these defenses include the following:

•	 The enterprise architecture is re-evaluated with cybersecurity as a central objective. 
Security is designed from the inside-out to protect critical systems first. This 
approach is in contrast to second-generation defenses that were designed starting 
with the perimeter and then implemented from the outside-in.

•	 Cybersecurity perimeters are established inside the enterprise to protect servers 
from users and to protect cybersecurity infrastructure and protocols from the rest of 
the enterprise.

•	 All systems with Internet connectivity—whether inbound or outbound—are treated 
as demilitarized zones with security protections surrounding them and protecting 
the rest of the enterprise from them.

•	 Multi-factor authentication is employed both to protect privileged accounts on the 
inside of the enterprise and to protect access to enterprise resources from outside 
the enterprise on the Internet.

•	 Enterprise cybersecurity central administration systems are treated as critical 
infrastructure and armored to make them difficult to attack, raise alerts when such 
attacks occur, and log activities so attacks can be investigated.

•	 Incident detection and response is established to catch cyberintrusions that occur in 
Internet-connected systems, and repel those intrusions before they can be extended 
further into the enterprise.

•	 Cybersecurity systems are monitored full time, 24 hours a day, 7 days a week,  
365 days a year (24×7×365).
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The Resulting Generation 3 Environment: The Generation 3 environment is significantly different 
from the Generation 2 environment. The entire enterprise's IT environment has been remodeled around 
cybersecurity, with multiple layers of defenses that attackers must breach before they can succeed. 
Consequently, cyberdefenders have multiple opportunities to detect and repel attacks before they are 
successful. Still, this environment is far from invulnerable; it will just take a new generation of cyberattacks 
to defeat it.

Generation 4: Automated Response
Generation 3 cyberdefenses, if properly deployed, present a dramatic improvement in the enterprise 
cybersecurity posture and make an enterprise considerably harder to attack than it was with just a 
Generation 2 defense. However, Generation 4 attacks will defeat the Generation 3 layered defense by 
moving faster than the defenders can respond, and overwhelming the defenses at machine speeds. Key 
Generation 4 cyberattack and cyberdefense challenges include the following:

•	 Whereas before, enterprises only had a single perimeter to consider, with a  
third-generation cyberdefense there are multiple perimeters protecting different 
areas of the infrastructure, and all these perimeters must be maintained using 
limited staffing and expertise.

•	 Numbers of network-connected systems continue to increase, with the addition 
of the Internet of things with devices, appliances, and accessories all becoming 
network-connected. Often, these devices have only limited security features and are 
vulnerable to a myriad of attacks.

•	 External business relationships continue to increase as cloud services are employed 
for more and more business functions. All these services require complex 
interconnections to permit authentication, identity management, data sharing and 
synchronization, systems administration, and operational monitoring.

•	 Mobile computing and Bring Your Own Device (BYOD) make endpoint security 
policy enforcement more complex and increase the possibility of enterprise data and 
credentials ending up on potentially compromised devices.

•	 Incident responders must be constantly vigilant to investigate alerts and repel attacks 
before they can break through all layers of defenses and complete successfully.

Generation 4 Attacks: Generation 4 attackers must design a new generation of attacks to overwhelm 
and defeat the Generation 3 defenses. These attack methods target the weaknesses of the Generation 3  
defenses. Such weaknesses include the challenges of managing a complex network environment, the 
explosion in network-connected devices, the challenges of securing unmanaged endpoints, and the limited 
bandwidth of incident responders who must manually investigate alerts and events. Some key Generation 4 
cyberattack characteristics include the following:

•	 Attackers leverage social media and data analytics to target enterprise employees 
and their online accounts to establish targeted initial footholds inside the enterprise, 
focusing on executives and systems administrators with privileged account access.

•	 Once an initial foothold is obtained, customized malware (to evade initial detection) 
automatically exploits vulnerabilities and escalates privileges to jump from the 
foothold network into more protected parts of the enterprise.

•	 Automated malware is scripted to execute the detectable portion of the attack 
so quickly that defenders do not have time to investigate and repel it before it is 
successful.
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•	 Scripted attacks generate so much security event activity that incident responders 
are overwhelmed and unable to respond effectively.

•	 Attackers compromise the enterprise so completely that defenders are unable to 
clean it up, enabling the attacker to maintain a persistent presence.

Generation 4 Defenses: The hallmark of the Generation 4 cyberattack is speed. Attackers hit the 
defenders' manual incident response teams with automated attacks that overwhelm and distract them. The 
remainder of the attack can be executed while the defenders are ineffective. With this attack approach in 
mind, a Generation 4 cyberdefense must use defensive speed to repel the attackers before they can succeed. 
Some key Generation 4 defense characteristics and capabilities include the following:

•	 IT environments provide containment so high-speed attacks are limited in the 
amount of damage they can do before automated defenses are engaged.

•	 Automated technologies detect, disrupt, and remediate attacks by cleaning malware, 
disabling compromised accounts, or blocking malicious network traffic—all 
automatically and without human intervention.

•	 Well-rehearsed manual procedures are developed to enable rapid manual response 
to attacks that cannot be stopped by automated technologies.

•	 Systems are monitored 24x7x365, with the ability to investigate, contain, and 
remediate cybersecurity incidents in real time.

The Resulting Generation 4 Environment: A Generation 4 defensive environment looks similar 
to a Generation 3 defensive environment. However, these looks are deceiving because a Generation 4 
environment is able to detect, contain, and remediate cyberintrusions many, many times faster than its 
predecessor. While a Generation 3 environment might become overwhelmed by a dozen cybersecurity 
investigations per day, a Generation 4 environment might be able to handle a hundred times more attacks 
due to the power of automated detection and response, freeing up incident response personnel to  
watch the big picture and spot-check the systems. This ability to repel attacks automatically in real time is  
game-changing.

Generation 5: Biological Defense
If an enterprise can achieve a Generation 4 cyberdefense, one would think the job would be done and all 
would be well. However, as with all things biological, and especially when there is a talented adversary 
involved, nature finds a way to defeat even the most determined defense. Since attacks can be contained, 
and rapid attacks can be contained rapidly, the attacker must change tactics once again. Key Generation 5 
cyberattack and cyberdefense challenges include the following:

•	 Complexity continues to be a problem because enterprise IT architectures continue 
to increase in the numbers of connected devices, the size of connected networks, 
and the amount of traffic and activity taking place over those networks.

•	 With complexity, visibility and detection inside the environment is an ongoing 
challenge. Cybersecurity controls require constant maintenance to keep up with 
rapid IT changes to support the business.

•	 Automated detection and response can only detect what it can see and can only 
respond in predetermined ways.
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Generation 5 Attacks: Generation 5 cyberattacks focus on stealth and intelligence to avoid detection 
and work around automated defenses. The malware powering these attacks is almost biological in nature, 
constantly morphing its code and techniques to avoid detection. Malware moves quickly through target 
environments and stays one step ahead of automated defenses trying to target it. Following are some key 
Generation 5 attack characteristics:

•	 Professional adversaries will obtain security technologies and thoroughly analyze 
them to understand their weaknesses and limitations. Malware is designed to 
specifically target defensive technologies and avoid or defeat them.

•	 The resulting malware is stealthy and polymorphic, covering its tracks and 
constantly changing so that it cannot be identified and targeted by defensive systems 
or incident responders.

•	 Malware uses built-in intelligence to analyze its target environments, find targets, 
move laterally, escalate privileges, and perform its objectives. This built-in 
intelligence does not require external command-and-control connections that could 
be detected and blocked.

•	 Professional and nation-state attackers use social engineering and good old-
fashioned spying to obtain access to IT systems protected by organizational 
personnel and secured facilities. Attackers target network-connected physical 
security systems to defeat facilities using coordinated attacks that cross cyber and 
physical boundaries.

Generation 5 Defenses: Since the hallmark of the Generation 5 cyberattack is stealth, the hallmark of 
the Generation 5 cyberdefense is visibility. Defenses must be designed to catch attacks specifically trying to 
evade detection and thwart those attacks before they can succeed. Detected attacks can be brought into the 
crosshairs of legacy Generation 3 and Generation 4 defenses, and be disrupted, contained, and remediated. 
Some key Generation 5 cyberdefense characteristics and capabilities are as follows:

•	 Defensive technologies are distributed rather than centralized, making them harder 
for attackers to target and easier for attacks targeting the defensive systems to be 
detected, contained, and remediated.

•	 Protection is tied to data with data rights management, data leakage protection, and 
data integrity validation. These technologies are used to monitor sensitive data flows 
and detect inappropriate transfers or data modifications.

•	 Logging and analytics are used to observe account, network, and computer software 
patterns to identify and trace anomalies. To minimize false positives, behavioral analysis 
is used to track suspect activities before flagging them as being potentially malicious. 
Intelligent incident detection uses complex triggers created via machine learning.

•	 Analytics are integrated with automated response systems to disrupt detected attacks 
and contain them at machine speed.

•	 Generation 5 defenses take place 24×7×65, under the watchful eyes of trained staff at 
an equipped security operations center (SOC).

The Resulting Generation 5 Environment: A Generation 5 defensive environment has the biological 
capability to detect and respond to sophisticated and stealthy cyberattacks. Detection and response are 
mostly automatic. This environment's behavior is almost biological in nature, as attacks adapt to evade 
the defenses and the defenses adapt to keep up with attacks. Exactly how Generation 5 defenses behave in 
practice is yet to be seen. The technologies to deliver Generation 5 defenses are cutting-edge at the time of 
this writing and largely unproven in practice. Much evolution of the technologies is required before these 
attacks, and the defenses to thwart them, achieve what could be called maturity.
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Cybergenerations Moving Down Market
At the time of this writing, Generation 5 cyberattacks and Generation 5 cyberdefenses represent the pinnacle 
of what can be done using existing cyberattack and cyberdefense technologies. There have been relatively 
few known Generation 5 cyberattacks, which have been almost exclusively in the realm of nation-state 
actors. As for Generation 5 cyberdefenses, while many of the technological pieces exist today, the authors 
are not aware of any operational installations satisfying the entire Generation 5 defense criteria previously 
described (except for very specialized or limited environments).

With this said, cyberattack generations move down market over time. Down market means that 
cyberattack techniques become cheaper and more widely used over time. For example, whereas Generation 
5 cyberattacks are solely in the domain of advanced nation-state attackers, it is realistic to expect five years 
from now that these techniques will be used by other nation-state attackers. Ten years from now, these 
Generation 5 techniques might be used by everyday professional cybercriminals. As another example, the 
Generation 3 cyberattacks that are causing so much trouble for commercial industries today were being 
commonly used by nation-state attackers only five years ago. Looking forward five years from now, these 
Generation 3 cyberattack tools and techniques will likely be in the hands of casual hackers. Over time, 
cyberattack technologies proliferate. Cyberattacks that are niche problems today will likely be widespread 
problems tomorrow. Enterprises must be aware of these trends and try to stay ahead of them.

Future Cybersecurity Evolution
As has been discussed, cyberattacks and defenses can be grouped into generations that provide strategists 
a convenient way to group and characterize attacker methods and defender abilities. Furthermore, newer 
generations of attacks will be extremely effective against older generations of defenses. Moreover, defenses 
cannot simply skip a generation and jump straight to advanced defensive techniques. These generations 
are cumulative, and each successive generation of defenses requires the previous generation of defenses be 
present and functioning properly to support the protections of the next generation of defensive technologies.

At the time of this writing, enterprise cybersecurity is at a crossroads. Most enterprises have Generation 2 
 cyberdefenses while nation-state attackers, professional cybercriminals, and advanced hacktivists have 
adopted Generation 3 targeted cyberattack methods. These cyberattacks are extremely successful against 
legacy cyberdefenses. Consequently, there is an explosion in breaches and incidents affecting almost every 
industry segment. A whole-scale adoption of Generation 3 cyberdefenses will help the IT industry catch up 
to these attackers and once again regain defensive parity. Many of the cybersecurity techniques described 
in this book, particularly in Chapters 8, 9, and 10, have to do with deploying effective cyberdefenses against 
these Generation 3 and later cyberthreats. By keeping defenses up to the levels of the anticipated attacks, 
defenders will be able to keep up or get ahead.

A second-generation cyberattack will almost always succeed against a first-generation cyberdefense, and a 
third-generation cyberattack will almost always succeed against a second-generation defense. Cyberdefenses 
must keep up if they are to remain effective over time.

These challenges are made more acute because the compliance frameworks used by industry, 
regulators, and government to assess effective cybersecurity were largely designed around the model of 
Generation 2 cyberdefenses. The compliance framework language used to describe effective cyberdefense 
tends to focus on establishing strong perimeters to keep attackers on the outside and prevent malicious 
behavior. Such models can only go so far in thwarting determined, professional attackers using advanced 
Generation 3, 4, and 5 cyberattack techniques and technologies to accomplish their goals. Upgrading 
these frameworks to reflect the capabilities needed to disrupt, detect, delay, and defeat advanced attacks is 
fundamental to confronting today's cybersecurity challenges.

http://dx.doi.org/10.1007/9781430260820_8
http://dx.doi.org/10.1007/9781430260820_9
http://dx.doi.org/10.1007/9781430260820_10
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Another key cybersecurity challenge is balancing the trade-offs in cost, protection, and agility versus 
prioritizing cyberdefense deployment speed and convenience. Balancing these trade-offs requires 
translating security considerations into business consideration and translating security trade-offs into 
business trade-offs. Few business or cybersecurity leaders have the skills to do these translations, so there is 
a lot of work to be done.

Evolving Enterprise Cybersecurity over Time
Since cybersecurity is constantly and rapidly evolving, is it realistic to expect an enterprise cybersecurity 
architecture to sit still as well? Of course not! While this book’s enterprise cybersecurity architecture is 
designed to be relatively enduring, the authors harbor no false illusions about this framework and its  
ability to stand the test of time. However, this book’s framework was designed to hold up over time 
reasonably well as a framework for managing a cybersecurity program. Over the past five years of using 
this framework, it has proven itself to be effective while also evolving. In the future, this book’s enterprise 
cybersecurity architecture and the cybersecurity environment in which it is used will continue to evolve  
and mature.

Enterprise Cybersecurity Implementation Considerations
This book’s enterprise cybersecurity architecture is a framework for cybersecurity practitioners to organize 
and measure real-world cyberthreats, cyberdefense capabilities, and day-to-day cybersecurity operations. 
This framework is designed to accommodate a wide spectrum of enterprise cybersecurity configurations  
so that practitioners can manage and communicate the challenges they deal with on a daily basis. Like all  
frameworks, this book’s framework is only an approximation and will never be able to capture all the 
richness and nuance of the underlying reality. A major goal of this architecture is to provide a framework 
to help enterprise leaders and practitioners summarize this complexity effectively so that they can make 
informed strategic and tactical decisions.

As an enterprise incorporates this book’s cybersecurity architecture into its cybersecurity program, 
there are implementation considerations that include the following:

•	 This book’s enterprise cybersecurity architecture is designed to be a simple 
framework for organizing policy, programmatics, IT life cycle, and assessment into 
a coherent program of 11 functional areas. These functional areas were selected 
so they apply well to a wide range of enterprise types, but may need to be adapted 
or modified to meet an enterprise’s particular needs. This customization can be 
performed without diminishing the value of the overall framework.

•	 A key tenet of this book’s enterprise cybersecurity architecture is the idea that all 
functional areas are approximately equal in importance. This tenet means that a 
key strategic goal for the enterprise is to keep all functional areas at approximately 
equal levels of effectiveness. This tenet helps cybersecurity leaders ensure their 
program stays balanced over time and they are not relying too much on a single set 
of cybersecurity capabilities for enterprise protection.

•	 The list of enterprise cybersecurity capabilities in this book, while comprehensive, is 
not and will never be perfectly complete. New technologies and capabilities are being 
developed all the time. Each enterprise should treat this list as a starting point and 
add, remove, or tailor it to suit its needs.
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•	 This book’s enterprise cybersecurity architecture groups cybersecurity capabilities 
into functional areas so they can be managed with regard to policies, programmatics, 
life cycle and assessment. This alignment will never be perfect, and some 
technologies and capabilities will bridge functional areas or blur the lines between 
them. If an enterprise needs to move capabilities around to make them align better 
with how it prefers to operate, then this framework can be tailored to accommodate 
the enterprise’s needs.

These implementation considerations should be kept in mind when using this book’s enterprise 
cybersecurity framework to support a cybersecurity program. No framework is perfect. An enterprise will 
need to adapt this book’s framework so it makes sense and works as effectively as possible.

Tailoring Cybersecurity Assessments
Entire books have been written on the cybersecurity assessment process. Entire volumes exist for assessing 
cybersecurity maturity against the many published frameworks and regulations. This book’s enterprise 
cybersecurity architecture works well for conducting a cybersecurity assessment, because of the following 
strengths:

•	 By considering risk mitigations, cybersecurity capabilities (grouped into functional 
areas) and security operations side by side, this book’s cybersecurity assessment 
results align closely with an enterprise's real-world cybersecurity effectiveness.

•	 By using a hierarchy of risk mitigations, functional areas, capabilities, and underlying 
technologies, enterprise cybersecurity assessments can be performed at numerous 
levels to provide high-level results quickly and detailed results progressively. This 
multi-level assessment process provides the enterprise with flexibility for choosing 
what to assess and to what depth.

•	 When an enterprise cybersecurity program is organized into functional areas, 
assessment results are already aligned with the way policy, programmatics, IT life 
cycle, and operations are organized. This organizing principle enables immediate 
delegation and assignment of the resulting recommendations to the appropriate 
teams for execution.

With these strengths in mind, enterprises considering this book’s enterprise cybersecurity architecture 
for conducting assessments will need to tailor it to make sure the results accurately reflect reality and make 
sense. When tailoring cybersecurity assessments, enterprises should consider the following:

•	 The cybersecurity capabilities presented in this book are meant as a starting point 
only. New technologies and capabilities are coming out all the time and should 
be incorporated into the enterprise cybersecurity framework for assessment and 
evaluation.

•	 This book’s cybersecurity assessment methodology uses Object Measurement to 
quantitatively measure cybersecurity program effectiveness. This measurement 
approach provides a direct correlation between an enterprise's risk analysis and its level 
of protection. Value scales used for performing assessments necessarily summarize 
many aspects of complex cybersecurity technologies and the capabilities they deliver 
into quantitative metrics. Such metrics act as a focusing agent to help point the 
enterprise to potential weaknesses that cyberattackers can use as attack vectors.
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•	 The enterprise cybersecurity assessment framework presented in this book rates all 
cybersecurity capabilities equally within each functional area. This is a deliberate 
simplification to help clarify the explanation and examples. Tailored assessments 
may choose to apply weighting factors to capabilities and functional areas based on 
their strategic cybersecurity power and value.

There is no harm in tailoring a framework like this one to meet the needs of the enterprise.  
The only key is to track the customizations so that subsequent assessments are performed using a  
consistent methodology, and valid comparisons among assessments can be made.

Evolution of Enterprise Cybersecurity Capabilities
Considering that cybersecurity technology is evolving at a rapid rate, the enterprise cybersecurity capabilities 
presented in this book will evolve significantly over the next ten to twenty years. Just as it would have been hard 
to conceive ten years ago of the myriad of advanced firewalls, intrusion detectors, multi-factor authentication, 
and other capabilities that go into the modern cybersecurity architecture, it is difficult to envision today what 
such capabilities might look like a decade from now. This book’s enterprise cybersecurity architecture will 
continue to evolve with the strategic challenges of managing complexity in an increasingly interconnected 
world. Enterprise cybersecurity capabilities may change in a number of ways that include the following:

•	 Valid security capabilities available today may not have made it onto the lists 
contained in this book. While the capabilities list is comprehensive, winnowing 
down all of enterprise cybersecurity to a single set of capabilities means capabilities 
had to be omitted. Capabilities not listed in this book, but useful for an enterprise, 
should be considered and added to the framework as necessary.

•	 New security technologies may provide capabilities that simply did not exist before. 
Such technologies may be added to the list over time. These capabilities may fit into 
the existing functional area framework fairly well. Sometimes, a single technology 
will provide multiple capabilities that might fall into different functional areas. In 
these cases, the enterprise will want to choose which functional area makes the most 
sense to be the owner and operator of the technology.

•	 Security capabilities this book’s list shows as separate may, over time, merge into 
what is effectively a single, integrated capability. Alternatively, single capabilities 
may split into multiple sub-capabilities over time. In either of these cases, the lists 
may need to be updated to reflect the proper separation of the capabilities.

•	 Capabilities on the current list may, over time, be superseded by other capabilities, 
fall out of favor, or simply become obsolete. In these cases, these capabilities should 
be removed from the list.

Evolution of Enterprise Cybersecurity Functional Areas
While this book’s enterprise cybersecurity architecture may need to be tailored for assessments, the  
11 functional areas, along with risk mitigations and security operations, were designed to be relatively stable 
and require little adjustment over time. The key point is that all of an enterprise's cybersecurity should 
be divided up into the functional areas, and capabilities within those functional areas, so everything is 
accounted for and nothing is missed.



Chapter 15 ■ Looking to the Future

277

Over time, the enterprise cybersecurity functional areas may evolve as follows:

•	 First, as capabilities are added to the architecture, the new capabilities may strain 
the original definitions of the different functional areas, prompting adjustments. It is 
important that the functional areas provide clear lines of delineation for organizing 
policies, people, programmatics, IT life cycle, and assessments. Over time, it may 
make sense to adjust the definitions of one or more of the functional areas so their 
core functions and the lines separating them are as clearly defined as possible.

•	 Second, as cybersecurity technologies and practices evolve, there may be a 
marked shift in the importance of different functional areas to overall enterprise 
cyberdefense. The enterprise cybersecurity framework was designed to address the 
needs of Generation 3, 4, and 5 cyberdefenses. However, this architecture is already 
being challenged by the rise of cloud and BYOD and how they strain enterprise 
cybersecurity methodologies, technologies, and practices. There is no reason 
to think other innovations and paradigm shifts might prompt additional future 
adjustments. Over time, the architecture will need to evolve so the overall framework 
remains balanced and maintains its relevance and effectiveness.

Final Thoughts
This book has presented a number of ideas for dealing with the challenges of modern enterprise 
cybersecurity. It has attempted to frame these challenges in a logical and coherent manner that enables 
cybersecurity practitioners to succeed despite determined adversaries and internal struggles for priority and 
resources. This book includes the following key ideas and methodologies:

•	 A characterization of modern cybersecurity challenges

•	 A management approach for facing those challenges

•	 A coherent, integrated cybersecurity program framework suitable for an enterprise 
ranging from a few dozen employees to hundreds of thousands

•	 Techniques for applying this cybersecurity program framework against modern 
adversaries

These ideas are not theoretical, but represent the authors' own experiences within our own enterprises 
and our clients' enterprises. These clients include the US federal government, US Department of Defense, 
and commercial customers ranging from small nonprofits to huge multinationals. Organizing cybersecurity 
into the 11 functional areas of enterprise cybersecurity makes it possible to manage most aspects of a 
cybersecurity program (including policy, people, budget, technology, architecture, engineering, operations, 
and assessment) in one convenient and coherent framework. This book’s enterprise cybersecurity 
architecture works—and it works well—across a wide range of enterprise situations.

The different generations of cyberattack and cyberdefense provide a context for considering cyberthreats 
at a strategic level. While technology evolves on a continuous basis, it is helpful to use generational groupings 
to simplify the different attack waves and the sets of defensive capabilities required to counter those waves. 
At the time of this writing, the cybersecurity industry is in the throes of a generational shift going from 
Generation 2 defenses to Generation 3 defenses. Within the next decade, a similar shift will need to occur to 
get to Generation 4 defenses, and then Generation 5 defenses. Of course, by the time Generation 5 defenses 
are commonplace, there will be sixth- and seventh-generation attacks to defend against. What those 
generations will look like is difficult to articulate now, but in ten years these next steps in cyberevolution will 
be clearer.
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Finally, the authors want to leave you with some thoughts on the larger context of the cybersecurity 
journey we are all embarking on together. As computers have risen in power and capability, and the 
capability has been multiplied through networking, the threats against these systems have risen as quickly 
as the capability. As reliant as people are on computers and networked systems, it is only today they are 
becoming truly mission critical. For example, in the airline and financial industries, when their computers go 
down, the businesses stop. It is reasonable to expect that over the next 20 years, this mission critical reliance 
on computers and networks will occur in almost every area of business and government. In the next few 
decades, our computers and computerized systems will have to achieve a level of resilience where they do 
not go down, even in the face of severe crises from adversaries, criminals, or natural disasters.

Looking back on the past 30 years of information technology, it is mind-boggling how information 
technology has transformed our lives. Nothing makes this observation clearer to us as authors than to talk 
to our children about technology. Our children cannot conceive of televisions that aren’t large and flat, of 
typewriters that only put words on paper, or of mobile devices that do not have instant access to all of the 
knowledge on Earth. Even for those of us who remember the past, it is hard to conceive of what life would 
be like today without these amazing machines at our fingertips. Let's work together to keep these machines, 
and ourselves, safe for the next 30 years.
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APPENDIX A

Common Cyberattacks

When people talk about cyberattacks, they generally think about the solitary hacker, penetrating computers 
in far-away countries and stealing data, changing records, or doing other dastardly deeds. In reality, there 
is a veritable smorgasbord of cyberattacks out there using various techniques to get into the enterprise, 
maintain a presence, and move around within the enterprise to accomplish the attackers’ objectives.

While hardly an exhaustive list, this appendix describes some of the most common cyberattacks in 
terms of their impact, methods and consequences, and potential defenses, as listed in Figure A-1.

1. Phishing / Spearphishing
Phishing and spearphishing are some of the most effective ways of getting into an enterprise’s network. 
Attackers send e-mail to the victims (targeted e-mail to a specific person if it’s spearphishing), and the 
e-mail takes control of the victim’s computer.

•	 Impact: The impact of this attack is the attackers gain control of a personal 
computer inside the enterprise’s network. In the case of spearphishing, this control 
includes a computer belonging to a specific person, such as an executive or systems 
administrator.

•	 Methods and Consequences: There are three techniques commonly used for 
phishing and spearphishing attacks.

•	 The first, and most straightforward, technique is for the e-mail message to contain a 
malicious attachment that takes control of the victim’s computer when it is opened.

Figure A-1.  List of common cyberattacks.
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•	 The second technique is for the e-mail to contain a link to a web page that 
exploits a vulnerability to take control of the victim’s computer.

•	 The third technique is for the e-mail to contain a link to a web page that asks for 
the victim to type in his or her logon credentials, giving the attackers the victim’s 
username and password.

Attackers can dramatically increase their probability of success by launching a 
campaign of many e-mails that are all related, increasing the odds that the victim will 
click on one of them.

•	 Potential Defenses: The first round of defense against these attacks is user training 
to help users recognize when they are being phished, and educating executives 
and systems administrators on the threats specifically targeting them. Additional 
protection can be provided through e-mail and web gateways that block or strip 
malicious attachments and links, and by hardening endpoint computers so they are 
harder to compromise.

2. Drive-By / Watering Hole / Malvertising
A drive-by or watering hole attack involves compromising a victim’s web site and then configuring that web 
site to deliver malware to people who visit the site. When unsuspecting users visit the site, their computers 
are infected with malware and the attackers are able to move their attack forward.

A malvertising attack has the same effect, but rather than directly compromising the site, attackers 
deliver malware through advertising feeds displayed on the web page alongside the victim’s content.

•	 Impact: This attack is interesting, in part, because the victim enterprise is just an 
intermediary in an attack that is really targeting the people who visit the victim’s web 
site, not the victim enterprise. The victim is simply “collateral damage,” although the 
enterprise’s reputation can certainly be damaged when the story comes out.

•	 Methods and Consequences: Attackers perform this attack by compromising the 
victim’s public-facing web site, either directly (watering hole) or through advertising 
feeds on the site (malvertising). Watering hole attacks are generally done through 
one of two methods:

•	 Web sites with vulnerabilities are exploited to get control of the site directly from 
the Internet.

•	 Attackers compromise the victim’s enterprise to get access to the computers and 
accounts with administrative control over the site. Once they have control, the 
attackers configure the site to deliver its malware payload.

Malvertising attacks, on the other hand, are performed through advertising web 
networks, using rich media functionality that can be modified to deliver malware.

•	 Potential Defenses: To protect against web site attacks, web site operators need to 
have strong configuration control over public-facing web sites. Strong control means 
that changes are difficult to perform in the first place, and unauthorized changes 
can be easily identified and analyzed. Malvertising attacks are more difficult to 
prevent since they require advertising networks to filter their content and prevent 
unexpected and unacceptable behavior. Either way, potential victims can protect 
themselves by surfing the web carefully using non-administrative credentials on fully 
patched and hardened endpoint computers.
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3. Code Injection / Webshell
Servers are potentially just as vulnerable as endpoint computers, and they can be compromised using some 
of the same techniques. Two attacks unique to servers are code injection and webshells. Code injection 
compromises a vulnerable web site by modifying requests to the site so they contain either scripting 
code or SQL code that is executed by the server without checking it. If the server executes this code using 
administrative privileges, then the attackers can use the attack to take control of the server. Once the attackers 
get control of the server, they can place a webshell into the server’s web site. The webshell is a back door that 
allows attackers to come back to the server’s web site and execute commands directly on the server.

•	 Impact: These attacks give the attackers administrative control over an Internet-
facing server just like they might get control of a personal computer. Because 
the server is always on and operating, it gives the attackers a back door into 
the enterprise that is always open and operational. If the server is running web 
applications, the attackers can then use this access to compromise the data and 
account information of all the users of those applications.

•	 Methods and Consequences: Attacker toolkits contain exploits designed to test 
Internet-facing web sites for a large number of potential code injection and scripting 
vulnerabilities. They can re-scan sites periodically to catch these vulnerabilities 
should they occur due to a bad patch or coding mistake. Once the attackers identify 
the vulnerability, they can move quickly to exploit it, compromise the server, and 
install a webshell or other permanent back door for access.

•	 Potential Defenses: Strict configuration control of Internet-facing servers is the 
best defense against these types of attacks since the attackers must change the 
configuration of the server and the site to make their incursion permanent. Web 
servers should be carefully configured so even if they are vulnerable, attackers are 
not able to exploit the vulnerability. Sites should then be scanned frequently to catch 
vulnerabilities if they occur.

4. Keylogging / Session Hijacking
Once attackers gain control of a victim’s endpoint computer, they can use a variety of methods to gain use of 
the victim’s online accounts. Keylogging can be used to capture usernames and passwords of accounts with 
single-factor authentication, while session hijacking can be used to exploit accounts protected by multi-factor 
authentication.

•	 Impact: The impact is the attackers gain control over the victim’s online accounts 
and can do anything the victim can with the accounts. This control can include 
accessing the victim’s address book and e-mail, social networking accounts, or even 
financial accounts and money.

•	 Methods and Consequences: Once attackers gain administrative control over the 
victim’s computer, they can see everything the victim sees and record everything 
the victim does. Common malware packages interface with the operating system 
to be able to recognize computer logons and authentication to common web sites, 
including multi-factor authentication logons. Once these logons occur, attackers can 
impersonate the user and make use of the accounts.
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•	 Potential Defenses: The easiest way to protect against these attacks is for the user’s 
endpoint to never be infected in the first place. This situation can be accomplished 
by having users use unprivileged accounts that are unable to modify their computers 
and having endpoint protection, such as anti-virus, anti-malware, and intrusion 
prevention and application whitelisting capabilities. Multi-factor authentication is 
also effective since it forces attackers to use session hijacking, which is usually more 
difficult than keylogging.

5. Pass-the-Hash and Pass-the-Ticket
Pass-the-hash and pass-the-ticket are attack techniques that enable attackers to exploit credentials on an 
enterprise network. These credentials are stored in computer memory and on hard drives. These attacks 
effectively bypass the authentication mechanism of certain enterprise applications.

•	 Impact: These attacks can be extremely effective in allowing attackers to move 
laterally within enterprise IT environments from computer to computer.

•	 Methods and Consequences: To use these techniques, attackers must gain 
administrative control of the victim’s computer. They then scan the memory and 
hard drives of the victim’s machine for hashes and tickets belonging to the user, 
as well as other users who have logged onto that system. For large multi-user 
systems, such as virtual desktop or e-mail servers, there can be hundreds—or even 
thousands—of credentials that are accessible in this way. Once attackers have the 
hashes and tickets, they use them to connect to other computers on the enterprise 
network and move laterally.

•	 Potential Defenses: There are a number of specific techniques to reduce enterprise 
vulnerability to these attacks. Such techniques reduce the numbers of hashes and 
tickets stored in memory and on hard drives, and make the use of these hashes and 
tickets over the network more difficult. These techniques are readily available online.

6. Credential Harvesting
Credential harvesting is a technique whereby attackers compromise systems that a large number of 
users visit. They then harvest user credentials from those systems. In this way, attackers can get the user 
credentials for a large portion of the enterprise, all in a single step.

•	 Impact: This attack gives attackers access to a large number of user credentials in a 
single step, and it may also afford them access to administrator credentials as well.

•	 Methods and Consequences: There are two general approaches for conducting 
credential harvesting attacks:

•	 The first approach is to target public-facing systems with large numbers of users 
(such as e-mail, web portal, or virtual desktop systems), exploit a vulnerability to 
gain control of them, and then start capturing user credentials from them.

•	 The second approach is to get inside the enterprise and target vulnerabilities 
in authentication systems. Once authentication systems can be compromised, 
attackers can get access to credential hashes, tickets, and often the usernames 
and passwords themselves.
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•	 Potential Defenses: Protecting against credential harvesting involves understanding 
which enterprise IT systems collect large numbers of user logons. The enterprise 
should protect those systems so they are difficult to compromise. Attempts to 
compromise the systems, or successful compromises, should be detected and 
responded to in a timely fashion. Since most multi-factor tokens are resistant to 
credential harvesting attacks, multi-factor authentication can be extremely effective 
against credential harvesting.

7. Gate-Crashing
Gate-crashing attacks involve attackers positioning themselves so they can exploit a vulnerability or a 
defender mistake to get past a particular security defense. Due to the realities of security technology 
maintenance and human errors, almost every preventive defense gets disabled sometime, either 
intentionally or by accident. The gate-crashers make sure they are there to take advantage when it occurs.

•	 Impact: Gate-crashing enables attackers to slip past defenses when the opportunity 
arises and get deeper into the enterprise’s IT systems. In well-defended enterprises 
with layers of defenses, attackers may have to wait multiple times for just the right 
vulnerability or mistake to occur so they can slip past each layer of defense.

•	 Methods and Consequences: Gate-crashing can be done either manually or 
automatically. When it is done manually, attackers must have active command-and-
control connections to systems inside the victim’s network so they can probe for and 
exploit the vulnerabilities or mistakes they require. When it is done automatically, 
intelligent malware watches the victim network for openings and then exploits those 
openings when they occur.

•	 Potential Defenses: The best protections against gate-crashing are defense layering 
so a single successful exploit is not disastrous, and active monitoring so gate-crashing 
activity can be recognized and stopped before it is successful. In addition, security 
administrators must be educated on the gate-crashing possibility so they understand 
that turning security off “just for a minute” can be just the opportunity the smart 
attackers need and can be a far greater vulnerability than one might think.

8. Malware / Botnet
Malware is a generic term for malicious software, and it can include viruses, worms, Trojans, and others. 
There is an extensive malware industry with commodity and custom toolkits that can be integrated together 
to perform remote control, session hijacking, credential harvesting, maintain persistence, and other 
functions. It’s also important to consider remote control functions built into most modern operating systems 
as well since, with the right administrator credentials, those functions can be used for malicious purposes 
as well. Once computers are infected with malware, they may be tied into a botnet so they can be accounted 
for and access to them can be sold to the highest bidder. Botnets can contain hundreds, thousands, or even 
millions of compromised machines that can then be used for any attacker purpose.

•	 Impact: Once installed, malware can be used to monitor all activity on the victim 
computer, record any credentials and accounts used by the victim, and allow 
the attackers to use the computer, either on its own or in conjunction with other 
machines in a botnet.



Appendix A ■ Common Cyberattacks

286

•	 Methods and Consequences: Malware is installed once a computer has been exploited 
via a vulnerability, or by the user of the computer willingly (but most likely unwittingly) 
allowing it to be installed from a malicious web site, e-mail attachment, or web link. 
Malware may be custom-built or morphed so it is not recognized by signature-based 
anti-virus software. Once compromised and joined to a botnet, the computer and its 
data become available to the botnet operators for whatever purpose they chose.

•	 Potential Defenses: There are a number of ways to protect against malware being 
installed in the first place, including hardening the operating system, anti-virus 
and anti-malware, user privilege limitation, and application whitelisting. All these 
techniques involve operational trade-offs, and none of them will make computers 
“invulnerable” or reduce malware infections to zero in a large enterprise. When 
computers are compromised and added to botnets, enterprises may be able to catch 
botnet command-and-control traffic using advanced network defenses.

9. Distributed Denial-of-Service (DDoS)
DDoS involves flooding the victim’s computers with so much web traffic—generated from a distributed 
network—that the victim is unable to continuing delivering services over the Internet.

•	 Impact: The impact of DDoS is the targeted web site is often rendered unusable. If 
this site is a business capability, such as an e-banking or a government web site, the 
capability is effectively neutralized and made unavailable to customers or partners.

•	 Methods and Consequences: There are massive networks of thousands and 
thousands of compromised computers available for hire on the Internet. Attackers 
only need to hire one of these networks and point it at the desired target.

•	 Potential Defenses: There are two approaches to defend against DDoS:

•	 The first approach is to utilize content distribution networks that are hard to 
target and have the distributed capacity to resist all but the largest DDoS attacks.

•	 The second approach is to respond quickly to block DDoS traffic at the network 
layer, thus mitigating its impact and allowing services to stay operational.

10. Identity Theft
Identity theft is one of the most common professional cyberattacks since stolen identities—particularly 
social security numbers, credit card numbers, and medical records—can be easily sold on the black market 
for cash. Such attacks tend to focus on centralized IT systems and databases, and hacking into point-of-sale 
(PoS) and other critical systems to obtain identity information.

•	 Impact: The impact of these attacks can be severe for victim enterprises. The data 
involved is frequently regulated and such breaches can have severe disclosure 
requirements, compensation to victims, and possibly penalties as well.

•	 Methods and Consequences: Attackers use a number of techniques to gain access 
to victim networks and get privileged access to victim data. These techniques 
take advantage of victims who do not have good visibility into their environments 
for detecting or protecting against attackers who have penetrated the outermost 
defensive layers.
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•	 Potential Defenses: Protection against these attacks hinges on protecting the data 
involved, whether it is financial, medical, or identity data. Defenders should think 
through the life cycle of the data involved from capture to disposal, and consider the 
steps an attacker would need to take to intercept that data. Security revolves around 
making these steps both difficult for attackers to perform and easy for defenders 
to monitor. Some systems, such as point-of-sale networks and backups, are often 
assumed to be secured, but such security is not actually tested or looked at from an 
adversary’s perspective.

11. Industrial Espionage
Industrial espionage is a common attack performed by professional and nation-state attackers to gain 
advantages in international business. In the international marketplace, such advantages can be big business, 
indeed, with billions of dollars and entire market segments at stake.

•	 Impact: The impact of these attacks can be difficult to measure since it is often 
difficult to differentiate “healthy” open-market competition from competitors who 
are reading each other’s playbooks clandestinely. At the same time, the economic 
impact of players who gain the advantage of knowing their competitors’ every move 
can be difficult to understate. Recent industrial revelations have shown it isn’t just 
the “crown jewels” data that is stolen. Often, benign business information, such 
as meeting schedules and enterprise processes, can be just as useful in defeating 
competitors in the international marketplace.

•	 Methods and Consequences: To conduct espionage attacks, attackers generally 
target victim networks to achieve an initial entry, and then exploit the entry to 
move laterally and gain privilege within the victim networks. Once attackers have 
administrative control of the victim’s environment, or at least the data they are 
targeting, attackers can steal business information with impunity.

•	 Potential Defenses: Protecting against industrial espionage generally revolves 
around defeating the targeted cyberattack sequence through preventive and 
detective controls, and layering those controls so targeted attacks cannot succeed 
without tripping multiple alarms and detectors.

12. Pickpocket
A “pickpocket” attack involves hacking victim systems to steal relatively small amounts of money across 
a large number of transactions. Some common examples of this attack include redirecting direct deposit 
accounts, payroll, or accounts payable accounts to send money to the attackers’ accounts instead.

•	 Impact: The impact of this attack is the attackers quickly get away with a large 
amount of money when the many transactions involved are added up. When this 
money is transferred via wire transfer or direct deposit, it can be difficult or even 
impossible to trace and recover.

•	 Methods and Consequences: Attackers target victim enterprises and target systems 
with a large number of financial transactions that can be intercepted and redirected. 
This attack often involves employee payroll and accounts payable systems. Attackers 
get into these systems—or intercept credentials to them if they are “cloud” services—
and redirect the accounts involved. By the time the victim enterprise catches the 
redirection, the money is often long gone.
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•	 Potential Defenses: This attack involves rapidly changing online payment 
destinations to redirect funds to the attackers. When these functions are provided 
by cloud providers, detecting such changes can be difficult. Defenders must make 
account destinations difficult to change, with rapid alerting and auditing to catch 
unauthorized changes before money is moved. Financial institutions can help with 
this defense by imposing time delays between when account information is changed 
and when the change becomes effective.

13. Bank Heist
While a pickpocket attack involves changing financial destinations and intercepting the victim’s money, a 
bank heist involves simply getting direct access to the victim’s bank accounts and stealing it.

•	 Impact: The impact of this attack is that victims can find their bank accounts 
partially or completely drained in an instant, with little recourse. Business banking 
and checking accounts do not have many of the safeguards afforded to consumers 
so, in many cases, the money may simply be gone.

•	 Methods and Consequences: Attackers conduct this attack by compromising victim 
computer systems with privileges to access business financial accounts. Once 
attackers get access to these systems, attackers transfer large sums of money out via 
hard-to-trace methods such as wire transfer.

•	 Potential Defenses: Protecting against this attack involves closely guarding the 
computers and credentials used to manage corporate financial accounts. Allowing 
financial personnel to manage these accounts from their personal computers used 
to surf the web and do e-mail may not be adequate. Such systems can be easily 
compromised, and once compromised there is little protecting those accounts.

14. Ransomware
Ransomware compromises victim computers and encrypts the data stored on them, and then charges a 
ransom to get the keys to decrypt the data. While this attack can be an expensive nuisance for an individual, 
it can be devastating at an enterprise level.

•	 Impact: In highly collaborative enterprises, large amounts of corporate data are 
accessible by large numbers of employees. An employee who has write access to that 
data and who is infected can end up encrypting it for everyone.

•	 Methods and Consequences: Ransomware is a common type of malware that is out 
on the Internet and constantly used to get into victim computers and enterprises. 
More sophisticated ransomware is even aware of common backup methods, such 
as shadow copies. Such ransomware will take steps to ensure online backups are 
rendered useless as well.

•	 Potential Defenses: Fortunately, ransomware vendors tend to have good customer 
service, so victimized enterprises can usually “pay up” and get their data back. 
Preventing this attack from happening in the first place requires hardening 
endpoints and training users to not get infected in the first place. Containing 
outbreaks when they occur requires having good segmentation and access controls 
to contain the damage, plus good backups for data recovery.
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15. Webnapping
In the cloud-connected environment, many enterprise IT assets are web intangibles that are only protected 
by an online account. These assets include domain names, online accounts at popular sites such as Facebook 
and LinkedIn, and services such as Twitter. In a webnapping, attackers steal enterprise account credentials 
with these services, or enterprise assets such as domain names, and then hold the credentials or assets 
hostage until the enterprise pays to get them back. Since Internet real estate can be costly—domain names 
have been sold for thousands to millions of dollars—getting things back to normal can be quite expensive.

•	 Impact: The theft of a domain name can be extremely destructive to a business, 
while the theft of enterprise e-mail or other communications channels can cause 
tremendous damage, even if it only occurs for a short time.

•	 Methods and Consequences: Attackers intercept the credentials used to set up and 
operate these accounts online. Unfortunately, these accounts are Internet-based, 
attackers can easily control these accounts, and enterprises may or may not have 
recourse to get the accounts back.

•	 Potential Defenses: Enterprises can protect themselves from webnappings by tightly 
controlling the credentials used to manage web accounts and the computers where 
those accounts and credentials are used. Critical accounts to the enterprise’s public 
Internet presence should be carefully protected to the maximum amount possible, 
and enterprises should inquire with providers on additional protections, such as 
auditing, alerts, and multi-factor authentication.

16. Hijacking
Hijacking is similar to webnapping, except attackers use the compromised web resources to suit their own 
malicious goals. Attackers may use compromised accounts to send out malware or malicious links, hurt the 
victim’s reputation, or simply to make a political statement.

•	 Impact: The impact of a hijacking is almost always reputational in nature, as the 
victim enterprise is used to serve the attacker’s goals and left “holding the bag” for 
the damage done. Fortunately, hijacking attacks are generally easy to remediate, 
once hijacking is identified as what is happening.

•	 Methods and Consequences: Like webnapping attacks, hijackings generally start 
with getting control of computers inside the victim enterprise where web resources 
are controlled, and then using those computers to intercept credentials for web 
systems and take control of them. Unlike webnapping attacks, attackers generally do 
not take measures to prevent the victim from re-taking control of the accounts once 
they know what is happening.

•	 Potential Defenses: Once again, the best defense is to carefully lock down 
administrative access to web resources and the people, accounts, and computers 
with such privileges to these systems.
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17. Decapitation
A decapitation attack involves targeting an enterprise’s senior leadership and neutralizing its computer 
assets so leadership is sharply limited in its ability to lead the enterprise.

•	 Impact: By rendering most of the senior leadership ineffective for a period of time, 
the enterprise is sharply impaired in its ability to respond to circumstances. If this 
technique is used against an enterprise that is already in the middle of a crisis or 
in the middle of a significant business event (such as a merger or divestiture), it 
can have a dramatic psychological impact and affect the conduct and outcome of 
negotiations.

•	 Methods and Consequences: Attackers perform this attack by targeting senior 
personnel. Frequently, these people can be identified from corporate publications 
and social media. Once identified, senior personnel can be easily targeted directly 
with phishing or spearphishing attacks. They can also be targeted on the internal 
corporate network from other compromised computers. A single compromised 
computer or account may be enough to get access to enterprise directories and 
organization charts, thus making it easy to identify and target senior personnel. 
If attackers can get administrative control of the victim’s network, conducting a 
decapitation attack is relatively trivial.

•	 Potential Defenses: Educate executives on the cyberrisks posed to them by being 
senior, publicly visible representatives of the company and help them understand 
the threats posed by that visibility. Configure security and monitoring systems so 
their computers are better protected, or at least better monitored, than average 
employees. In particular, pay attention to supporting administrative staff members 
who may have many of the same privileges as the executives they support. 
Administrative staff members may not believe they are targets as well.

18. Sabotage
The purpose of sabotage is to deliberately cause damage to the victim’s systems or infrastructure. This type 
of attack can be performed in the cyberworld just as easily as it can be performed in the real world.

•	 Impact: Perhaps the most famous incidence of sabotage was Stuxnet, where 
malware affected centrifuges used by the Iranian nuclear program, ultimately 
destroying them. Pure cyberdamage is also possible. Corruption of data or 
destruction of IT systems can take months and cost millions to rebuild, depending 
on the extent of the damage and the robustness of recovery capabilities.

•	 Methods and Consequences: Sabotage attacks are usually conducted in a targeted 
fashion, with a specific objective for destruction. As physical security, control, and 
monitoring systems all go online and get interconnected, the amount of damage that 
can be done by sabotage attacks only increases.

•	 Potential Defenses: Isolate mission-critical applications and control systems on 
the network. Require tight restrictions on all data going into or out of these systems. 
Conduct monitoring to detect anomalies on the network that might indicate an 
attack or attempt to penetrate into the protected networks. For cyberassets that 
might be damaged, have robust backup and disaster-recovery capabilities that can 
be quickly brought to bear to repair or replace damaged systems should they be 
affected.
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19. Sniper / Laser / Smart Bomb
These are all targeted attacks designed to have a significant impact with a small amount of cyberdamage that 
is difficult to trace and investigate. In a sniper attack, a single person’s accounts and computers are targeted. 
In a laser attack, a single critical computer or infrastructure component is targeted. In a smart bomb attack, a 
single IT system is targeted.

•	 Impact: These attacks are designed to have strategic impact with a small footprint 
of damage. Impacts might include taking out an enterprise’s financial system or 
timekeeping system, or neutralizing their general counsel or a critical executive in 
the midst of important negotiations.

•	 Methods and Consequences: These attacks can be conducted over the Internet 
through targeted campaigns such as spearphishing. Such attacks can also be 
conducted from inside the enterprise once an initial foothold is established 
through control of one or more computers on the inside. If attackers can establish 
administrative control of the victim’s network, these attacks are trivial to conduct. 
Because this attack is highly targeted with a minimum of collateral damage, it may 
be difficult to determine if the damage was actually caused by malicious activity, and 
not simply a random failure or bad luck.

•	 Potential Defenses: Layered security and cybersecurity training for key personnel 
are essential for recognizing and mitigating these types of attacks. Robust recovery 
capabilities can dramatically reduce their impact when they occur.

20. Smokeout / Lockout
In this type of attack, attackers take administrative control of the victim’s enterprise or its infrastructure and 
lock the enterprise out of its own IT systems.

•	 Impact: This attack can be highly disruptive, generally without causing significant 
permanent damage. It can be particularly effective as a diversion since it buys 
attackers considerable time to steal information, change data, or move money while 
IT personnel are trying to get back into their systems.

•	 Methods and Consequences: Attackers conduct this attack by penetrating systems 
administration and privileged systems, and then using those systems against the 
victims. A good channel for conducting this type of attack is “lights-out” data center 
infrastructure systems that are network-connected, such as keyboard-video-mouse, 
storage subsystems, and virtualization control consoles. If attackers can take control 
of these low-level systems, they can power down the data center virtually or even 
physically. Bringing things back up again will be difficult and time-consuming.

•	 Potential Defenses: When this attack occurs, remediating it may require physical 
access to equipment, which can take time when the equipment is in “lights-out”  
data centers or cloud services. Preventing this attack vector involves protecting  
low-level supporting infrastructures and ensuring that their administrative channels 
are isolated, protected, and monitored for intrusions.
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21. Infestation / Whack-a-Mole
An infestation attack spreads malware so thoroughly around the victim’s IT infrastructure that it is infeasible 
to remove it without having an unacceptable business impact. The other objective is to give the attackers 
enough leverage in the enterprise so any attempt to remove the attacker’s foothold results in a futile exercise 
in removal and re-infection (whack-a-mole).

•	 Impact: While this attack may not have business consequences, it gives the attackers 
tremendous leverage on the enterprise and makes the attackers difficult, or even 
impossible, to remove without dramatic business consequences. This situation, in 
turn, can put the business in an untenable risk position because of the vulnerability 
of data and systems to breaches of confidentiality, integrity, or availability.

•	 Methods and Consequences: Attackers conduct this attack by gaining partial or 
complete administrative control of the enterprise, and then using that control to 
distribute malware to large numbers of servers and endpoints. More sophisticated 
versions of this attack may use multiple versions of malware, or malware that 
dynamically modifies itself, to make it more difficult to find and remove the malware 
after the fact. This attack can then be used as a precursor to a more serious attack in 
the future, such as a lockout, meltdown, or even a burndown attack that destroys the 
victim’s entire IT enterprise.

•	 Potential Defenses: There are a number of defenses against this attack:

•	 The first line of defense against an infestation attack is robust protection 
around administrative accounts and systems, including authentication, patch 
management, and enterprise endpoint security systems.

•	 The second line of defense is application whitelisting to block and alert on 
attempts to install malware onto protected systems.

•	 The third line of defense is robust detection and response capabilities so an 
outbreak can be caught and stopped quickly.

•	 The final line of defense is auditing of system activities so an outbreak can be 
analyzed and cleaned up after the fact.

22. Burndown
A burndown attack destroys the victim’s entire IT infrastructure, or a major portion of it, rendering the business 
unable to use its computer systems. Effectively, this attack pushes the victim back to the age of pen and paper. 
The most famous publicly disclosed instance of a burndown is the Sony Pictures Entertainment attack of 2014.

•	 Impact: If the attack is successful, a burndown renders the victim’s entire IT 
infrastructure unusable, thus having to be replaced or rebuilt. A thorough burndown 
can even damage equipment firmware to the extent that firmware has to be 
reprogrammed or equipment—such as hard drives—has to be replaced altogether. A 
burndown can cause considerable business disruption during the recovery period. 
When used as a diversion, a burndown attack can completely cover up the actual 
crime and make it difficult or impossible to investigate.
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•	 Methods and Consequences: A burndown requires extensive administrative control 
of the victim’s enterprise at multiple levels of systems administration (for example, 
application, operating system, and data center infrastructure layers). The attack 
requires careful planning to ensure systems are destroyed in the correct order for the 
full sequence to complete.

•	 Potential Defenses: A tiered and layered security defense with extensive 
monitoring is an effective way to protect against a burndown attack. A robust 
backup and recovery capability is the best way to recover from a burndown attack. 
Compartmentalization in the enterprise can help contain a burndown attack and 
reduce the amount of damage that can be done all at once.

23. Meltdown
Similar to a burndown, a meltdown attack disables a significant portion of the enterprise’s IT capabilities. 
Unlike the extensive nature of a burndown, a meltdown targets just the core enterprise infrastructure, 
causing an enterprisewide outage, but without necessarily causing enterprisewide damage. A meltdown 
may take out just a handful of components, such as the network or virtual environment, or it may take out 
the entire data center or enterprise applications.

•	 Impact: Because a meltdown attack takes out key infrastructure, this attack can 
have an extensive impact on enterprise business operations by disabling web sites, 
stopping assembly lines, or other dramatic effects. Depending on the extent of the 
damage, a meltdown may take a considerable amount of time to recover disabled 
servers and restore deleted data.

•	 Methods and Consequences: Attackers conduct this attack by gaining administrative 
control of all or part of the enterprise’s data center infrastructure, and then use 
that infrastructure to disable a large portion of the enterprise’s IT systems and 
applications. Low-level access to data center hardware and virtualization layers 
may make it possible to do this attack without having to compromise systems at the 
operating system or application layers. A meltdown may also occur as a result of a 
burndown attack that fails or is disrupted before it can complete.

•	 Potential Defenses: To protect against meltdown attacks, data center systems and 
infrastructure must be well protected. In particular, low-level infrastructure that can 
bypass application and operating system protections must be isolated, protected, 
and monitored for anomalous activities. In the event this attack occurs, robust 
disaster recovery and reconstitution capabilities can reduce the business impact.

24. Defamation
A defamation attack is intended to damage the reputation of the victim, either by releasing embarrassing 
information from within the victim’s environment—such as executive memos, e-mails, or voicemails—or by 
publishing false and defamatory information through authoritative channels such as the press.

•	 Impact: A defamation attack—particularly when it involves the release of true, but 
embarrassing information—can cause extensive public relations damage that can 
take a long time to repair. Even when it involves false information, a defamation 
attack can disrupt public confidence in the enterprise in significant ways.
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•	 Methods and Consequences: There are multiple ways this attack type can be 
conducted:

•	 First, attackers can compromise press channels external to the enterprise and 
use them to publish false or misleading information.

•	 Second, attackers can compromise critical public relations components, such 
as enterprise web sites or Twitter or Facebook accounts, and then use them to 
distribute false or misleading information.

•	 Third and perhaps the most destructive, attackers can compromise key 
internal IT systems such as e-mail or voicemail, and then publish embarrassing 
information from those systems.

•	 Potential Defenses: Enterprises must stay constantly vigilant of their reputation in 
public and in cyberspace. There are monitoring services that watch press and other 
channels to stay abreast of what information is being published and its truthfulness. 
Internally, executives and employees must be aware that every message they write, 
send, or record can be stored and may be publicly released outside of its original 
context. Finally, key collaboration and communications systems—particularly 
telecommunications, videoconferencing, and voicemail systems—must be carefully 
protected and defended from cyberattack.

25. Graffiti
Graffiti is a common attack by politically motivated organizations and cyberactivists, and it involves defacing 
victim web pages to make political or ideological statements.

•	 Impact: Impact is generally reputational in nature since having one’s web site 
defaced can be publicly embarrassing and possibly require political damage control 
after the fact.

•	 Methods and Consequences: There are two main methods for conducting these 
types of attacks:

•	 The first method is to compromise the user accounts or computers of web site 
authorized administrators. In the case of smaller enterprises, this attack can be 
easily done using information publicly available in domain name service (DNS).

•	 The second method is to find and exploit a vulnerability in the web site itself, 
and use the vulnerability to take control of the site and/or its servers. Once 
control is established, modifying the site tends to be straightforward.

•	 Potential Defenses: Several methods to reduce exposure to this type of attack 
include having tight configuration control of web site content, the ability to quickly 
“roll back” unauthorized changes, tight control of web site administrator credentials 
and permissions, and aggressively testing the security and protection of web site 
servers and applications.
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26. Smokescreen / Diversion
Attackers use a smokescreen attack to disguise another attack that is taking place simultaneously.  
For example, attackers might use a DDoS to distract defenders while they are conducting a bank heist and 
draining the victim’s accounts. The purpose of the smokescreen is to keep defenders busy enough so they do 
not notice the real attack until it is too late.

•	 Impact: While the smokescreen itself may or may not do much damage, the 
underlying attack it is covering up can be as damaging as the attackers wish. In 
cyberspace, attackers can use a very destructive attack—such as a burndown—as the 
smokescreen, and effectively cover their tracks for quite some time.

•	 Methods and Consequences: To use a smokescreen, attackers plan out the primary 
attack and then consider what type of diversion attack will be most effective. The 
diversion attack can serve to distract attackers while the real attack takes place, or it 
can also serve to cover up the evidence after the real attack is conducted.

•	 Potential Defenses: Cyberdefenders should be educated on the concept of 
diversions and the possibility of multiple attacks taking place simultaneously. 
Leadership should be trained in how to watch for multiple sets of anomalies taking 
place at the same time and understand that what they are seeing may not be the 
attacker’s primary objective. Finally, it is useful to have contingency plans to allow 
for “locking down” both physical assets and cyberassets when cyberattacks are 
taking place, even if those assets appear to be unrelated to the attack in question.

27. Fizzle
Not all attacks succeed. However, a potentially disastrous attack can still be highly disruptive even if it fails 
before it can be completed. An example of this attack might be a burndown attack that fails because it 
disables key infrastructure too early in the attack, resulting in a meltdown instead of the intended burndown. 
Even when the attack does not succeed in accomplishing its full objective, it can still be highly disruptive to 
the business and disconcerting for defenders.

•	 Impact: A fizzled attack can still be extremely destructive, even though the impact 
is less than what was originally intended by the attackers. Defenders should analyze 
attacks to understand what the attackers were intending to accomplish and to 
understand why the attack fizzled and failed to achieve its full objective.

•	 Methods and Consequences: Attacks fizzle because something goes wrong before 
the attack can realize its full intent. This situation may be because the attackers fail to 
properly plan the attack sequence, or it may be because they make a mistake in their 
execution. An attack can also fizzle because defensive measures catch it and disrupt 
it before it can complete.

•	 Potential Defenses: Sometimes attacks fizzle because defensive controls worked 
as intended and disrupted the attack before it could complete. When this situation 
happens, the enterprise can count it as a defensive win, which is great. Other times, 
attacks fizzle because of mistakes made by the attackers. Defenders should always 
remember the attackers will learn from their mistakes and the actions of the defense, 
and they will try to improve their attack so it is able to completely succeed the next 
time around.
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Appendix B

Cybersecurity Frameworks

Many cybersecurity frameworks have been established over the past two decades and are in common use today. 
It is interesting to place these frameworks side by side and observe quite clearly how all of them are slicing and 
dicing the cybersecurity pie in different ways. This appendix provides an introductory overview of the following 
major cybersecurity frameworks that an enterprise may need to comply with or assess against:

•	 (ISC)2 Common Body of Knowledge (CBK)

•	 ISO 27001/27002 Version 2013

•	 ISO 27001/27002 Version 2005

•	 NIST SP800-53 Revisions 3 and 4

•	 NIST Cybersecurity Framework (2014)

•	 Department of Homeland Security Cyber Resilience Review (DHS CRR)

•	 Council on CyberSecurity Critical Security Controls (SANS 20)

•	 Australian DSD Strategies to Mitigate Targeted Cyber Intrusions

•	 PCI DSS Version 3.0

•	 HIPAA Security Rule

•	 HITRUST Common Security Framework (CSF)

•	 NERC CIP Cyber Security Version 5

•	 NERC CIP Cyber Security Version 3

(ISC)2 Common Body of Knowledge (CBK)
The International Information Systems Security Certification Consortium, Inc. (ISC)2 created the CBK as 
a core knowledge base for training Certified Information Systems Security Professionals (CISSP). CISSP is 
one of the most widely used cybersecurity certification programs today. While not a security framework per 
se, this training curriculum for CISSP professionals is one way of organizing a comprehensive enterprise 
cybersecurity program, and it aligns closely with the cybersecurity functional areas described in this book.



Appendix B ■ Cybersecurity Frameworks

298

The CBK consists of 10 security domains, as shown in Figure B-1.

ISO 27001/27002 Version 2013
The International Organization for Standardization (ISO) created the ISO 27000 series of standards.  
ISO 27001 is the specification for an enterprise information security management system (ISMS), and  
ISO 27002 is the code of practice for information security controls. Enterprises can be accredited for ISO 
27001 by following a formal audit process that requires independent accreditation by an outside auditor. The  
2013 version of this standard reduces the number of controls, but it adds additional domains for 
cryptography, operations security, and supplier relationships.

ISO 27001/27002 version 2013 consists of 114 controls in 14 domains, as shown in Figure B-2.

Figure B-1.  (ISC)2 Common Body of Knowledge (CBK).

Figure B-2.  ISO 27001/27002 Version 2013.
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ISO 27001/27002 Version 2005
The International Organization for Standardization (ISO) created the ISO 27000 series of standards. ISO 
27001 is the specification for an enterprise information security management system (ISMS), and ISO 27002 
is the code of practice for information security controls. The 2005 version of this standard focused on a core 
Plan-Do-Check-Act cycle for continuous improvement of cybersecurity practices and controls.

ISO 27001/27002 version 2005 consisted of 133 controls in 11 domains, as shown in Figure B-3.

Figure B-3.  ISO 27001/27002 Version 2005.
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NIST SP800-53 Revisions 3 and 4
The US National Institute of Standards and Technology (NIST) has responsibility for setting standards 
used by the US federal government. Such standards are frequently adopted in private industry as well. 
Special Publication (SP) 800-53 is titled “Security and Privacy Controls for Federal Information Systems and 
Organizations” and contains a catalog of security controls to be used for US federal IT systems. Revision 4 is an 
extensive revision that focuses on the risk management process and dramatically expands the control catalog.

NIST SP800-53 revision 3 and 4 are organized into 18 control families. Revision 3 contains 171 controls 
while revision 4 contains 224 controls, as shown in Figure B-4.

Figure B-4.  NIST SP800-53 revisions 3 and 4.
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NIST Cybersecurity Framework (2014)
The US National Institute of Standards and Technology (NIST) has responsibility for setting standards used 
by the US federal government. Such standards are frequently adopted in private industry as well. The NIST 
cybersecurity framework was created in response to Executive Order 13636, which requested a “prioritized, 
flexible, repeatable, performance-based, and cost-effective approach” for enterprise cybersecurity. This 
framework complements the more established SP800-53 framework in that it focuses on the cybersecurity 
operations and response process. To date, NIST has not yet provided detailed guidance on how to use these 
two frameworks together in concert.

The NIST Cybersecurity framework contains 5 functions, 22 categories, and 98 subcategories, as shown 
in Figure B-5.

Figure B-5.  NIST Cybersecurity Framework (2014).
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DHS Cyber Resilience Review (CRR)
The Department of Homeland Security (DHS) created the CRR as a “no-cost, voluntary, non-technical 
assessment to self-evaluate operational resilience and cybersecurity capabilities within Critical 
Infrastructure and Key Resources sectors.”1 The CRR framework focuses on enterprise assets and 
understanding how resources are allocated to ten domains of cybersecurity. It is designed for performing 
self-assessments and on-site sessions facilitated by DHS representatives.

The DHS CRR is organized into 10 domains, as shown in Figure B-6.

Figure B-6.  DHS Cyber Resilience Review (CRR).

1Cyber Resilience Review web site: www.us-cert.gov/ccubedvp/self-service-crr.

http://www.us-cert.gov/ccubedvp/self-service-crr



