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INTRODUCTION 
Cybersecurity in the twenty-first century reflects the most 

technologically sophisticated threat environment the world 
has ever seen.  Cyber incidents are asymmetric and evolv-

ing – threatening institutions, individuals, organizations, and gov-
ernments.  The familiar refrains “attribution is difficult” and “the 
threat is amorphous” have become the stuff of  industry lore.  In 
this environment, organizations frequently seek to stay ahead of  
the threat by maintaining a distinct technological advantage. This 
advantage has long been accepted as a given considering the histo-
ry and evolution of  the cyber domain. The Western world not only 
invented the Internet and the systems that form its architecture, 
but institutions of  higher education have responded by producing 
human talent that is adept at using the latest technologies. Our 
tools are second-to-none, and our capacity to train people in the 
use of  these tools has never been greater.

Yet, the technological edge enjoyed by organizations in devel-
oped nations is diminishing as the world further integrates its 
knowledge.  Furthermore, while technology enjoys pride of  place 
in any conversation on cybersecurity, technology is only part of  
the solution to real-time cybersecurity. Technology relies upon 
the people behind it, and because cybersecurity incident response 
increasingly requires collective action, this creates an entirely 
new paradigm for cybersecurity. The latest technologies remain 
bound to human social dynamics and approaches to collective 
problem-solving that pre-date our species’ mastery of  fire.

In short, the ability to make fire is inconsequential when two 
people — one holding the steel and the other the flint—are not 
collaborating.

Today, social dynamics are more important than ever, particularly 
in the practice of  cybersecurity incident response, which requires a 
well-managed, skilled and efficient Cybersecurity Incident Response 
Team (CSIRT). For CSIRT managers, finding the right mixture of  
talent and creating the right social dynamics is both imperative and 
increasingly challenging. Cybersecurity incident responders often 
need to work within volatile, uncertain, complex, and ambiguous 
(VUCA) environments.  So much of  the counterintuitive skillset that 
makes a good analyst—creative problem-solving, outside-the-box 
thinking, and subject expertise—reflects a mosaic of  skills that make 
traditional notions of  collaboration challenging.

For managers, building CSIRTs that can maintain tight time 
constraints and achieve data accuracy, all while working in an 
evolving threat landscape, will require a renewed focus on team 
building and collective problem-solving.  Such a complex environ-
ment, and its many challenges, launched the research that led to 
this body of  work.

STOPPING SOPHISTICATED THREATS 
REQUIRES SOPHISTICATED TEAMS

The effectiveness of  CSIRTs rests on both technological and social 
capacities.  Both are necessary; neither is sufficient.  Yet despite the 

joint importance of  these capacities, most handbooks and training 
programs designed to increase CSIRT effectiveness focus mainly on 
technology.  When “team” aspects of  computer security incident 
response are addressed in existing work, the emphasis is typically 
on individual functions and incident response process flow.  This 
Handbook responds to the growing sense among CSIRT profes-
sionals that human tech savvy is increasingly not enough; and it 
is certainly not scalable in lock-step with the outgrowth of  cyber 
threats. 

This first-of-its-kind Handbook is written precisely to address 
this challenge, and, above all, to answer the question: How does a 
CSIRT manager assemble and cultivate a team capable of  delivering effective 
cybersecurity incident response? 

What constitutes good performance among cybersecurity 
incident responders is not well understood.  The research summa-
rized in this body of  work identified several social processes and 
dynamics that contribute to incident response effectiveness. This 
Handbook, at the most practical level, seeks to provide a baseline for achieving 
effective CSIRT performance.  It provides the methods and strategies 
necessary to build, staff, train, and foster a team that leverages both 
the latest technologies and the social dynamics required to make 
the best use of  them. 

A sophisticated, high-performing CSIRT is not just a single 
team, but rather, a closely connected network of  teams.  Such 
component teams are often identified by function within the overall 
CSIRT, such as forensics or threat intelligence.  This network of  
teams is known as a multiteam system, or MTS.  This concept will 
be emphasized throughout this handbook.  When reading these 
chapters, it is important to keep in mind that building a productive 
CSIRT requires not just collaboration between individual team 
members, but collaboration among the component teams as well.  
The success of  a CSIRT can hinge on these MTS interactions:  a 
CSIRT can have strong collaborative bonds within teams, or be 
well-led overall, but still fail due to mistrust or lack of  communica-
tion among individual CSIRT component teams.  

The dynamic nature of  an MTS, in particular, means that 
CSIRT managers must develop a firm understanding of  the social 
dynamics that drive people in a complex organization. This is 
especially important when considering that MTSs are the future of  
cyber incident response and must become as operationally agile as 
the evolving threat.  The Handbook provides several recommenda-
tions to address complex MTS challenges including mapping the 
team relationships within the CSIRT, assessing the social maturity 
of  the overall CSIRT team and the MTS relationships, greater use 
of  situational interviewing and emphasizing common or shared 
goals among the CSIRT MTS.

USING THIS GUIDE
With an eye towards presenting both a practical tool for 

CSIRT managers, as well as our team’s full research 
findings, we begin the Handbook with a detailed Exec-

utive Summary (Quick Reference Guide).  The Quick Reference 
Guide represents an accessible reference tool for identifying and 
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correcting weaknesses within teams, as well as exercises for improv-
ing process flow across a CSIRT.  Using the Quick Reference Guide will 
help optimize the performance of  individuals, teams and MTSs in 
cybersecurity incident response.  

The Quick Reference Guide highlights key findings, recommenda-
tions and strategies to help CSIRT managers build the best cyber-
security incident response teams possible.  We discuss findings 
across Ten Key Areas (click on each for relevant discussion) and, 
where applicable, offer recommendations for applying these areas 
to your CSIRT.  These key areas are:

1. Social Maturity of  Teams
2. CSIRT Performance Evaluation 
3. Decision-Making in CSIRTs
4. Communication Effectiveness 
5. Information Sharing
6. Collaborative Problem-solving
7. Shared Knowledge of  Unique Expertise 
8. Trust in Teams and Incident Response Multiteam 

Systems 
9. Sustained Attention and Focus Over Time 
10. Continuous Learning in Incident Response 

In response to our findings, we have also provided tools for 
CSIRT managers to help operationalize these findings:  a series 
of  Assessment Exercises and Improvement Strategies found in 
Section 6 at the end of  the Guide.  

The rest of  the Handbook represents the full body of  our team's 
work and a comprehensive compilation of  our findings.  While the 
Quick Reference Guide offers a practical tool, the rest of  the Handbook 
provides more insight into the complex social dynamics that undergird 
cybersecurity incident response.  The Handbook examines the ten key 
areas listed above by chapter, which include extensive explanatory 
data and supporting documentation for all recommendations and 
strategies.  Links are provided from the Quick Reference Guide to 
relevant sections of  the Handbook for a more in-depth discussion of  
a particular topic.  

CSIRT managers seeking a full understanding of  best management 
practices should familiarize themselves with the full body of  work.  
This is particularly true when making use of  the Assessment Exercises 
and Improvement Strategies.  These strategies reflect findings from 
the most comprehensive study on the social dynamics of  CSIRTs 
to date; however, they are in no way intended to limit novel and 
future approaches to managing an effective CSIRT.  Reviewing the 
Handbook beforehand will enable managers to more effectively tailor 
these recommendations and strategies to their needs and objectives.  

PROJECT SCOPE
This Handbook was developed as the culmination of  a research 

effort jointly funded by the U.S. Department of  Homeland 
Security (DHS), the National Cyber Security Centre (NCSC) of  
the Netherlands, and the Swedish Civil Contingencies Agency 
(MSB).  This effort joined scientists from three institutions, George 
Mason University, Dartmouth College, and Hewlett-Packard, to 
create a large multidisciplinary research team.  

One purpose of  our research effort was to examine CSIRT 
MTSs that are typically used to resolve cybersecurity incidents.  
Another purpose was to define the planning processes, behaviors, 
and outcomes that reflect successful CSIRT performance at the 
individual, team, and MTS level.  Several projects comprised our 
research effort, including:

 • Construction and Validation of  an Incident 
Response Performance Taxonomy.  Our research 
team developed a taxonomy of  cybersecurity incident 
response performance, which indicates three dimensions 
of  performance: level (individual, team, MTS), timing 
(proactive versus reactive processes), and performance phase 
(planning vs. execution activities).  We used this taxon-
omy to derive Knowledge, Skills, Abilities and Other 
attributes (KSAOs) necessary for effective cybersecurity 
performance.

 • Review of  Existing CSIRT Research. Our research 
team undertook a comprehensive review of  existing 
academic and applied research on CSIRT effectiveness, 
which contributed to the construction of  the taxonomy 
of  cybersecurity incident response performance.

 • Review of  Existing CSIRT Job Analyses. In devel-
oping a job analysis, our team conducted a study of  the 
cognitive, social, personality, and motivational require-
ments involved in cybersecurity incident response and 
then validated our conclusions against several existing 
analyses in the field.

 • Review of  Job Ads for CSIRT Positions. Our team 
reviewed over 100 job advertisements for cybersecurity 
personnel hires and identified (a) the KSAOs typical-
ly sought by cybersecurity managers and (b) the gaps 
between such KSAOs and those attributes identified as 
important in our research.

 • Focus Group Interviews. Our research involved 
one of  the most comprehensive sets of  interviews of  
incident responders in a single study.  We conducted 52 
focus group interviews with a total of  approximately 150 
participants. We also interviewed 28 representatives of  
CSIRT MTSs. The interviews included CSIRTs from 
17 organizations across the United States, the United 
Kingdom, Germany, Sweden, and the Netherlands.  The 
types of  CSIRTs represented in our sample included 
government CSIRTs, military CSIRTs, managed security 
provider CSIRTs, corporate CSIRTs, and academic insti-
tution CSIRTs.

 • Survey of  Non-Technical KSAOs.  Previous known 
studies of  CSIRTs did not examine cognitive, social, and 
character attributes that influence CSIRT performance.  
As part of  this effort, we developed a comprehensive list 
of  such attributes from our taxonomy, our focus group 
interviews, and from a survey of  88 CSIRT professionals.

 • Cognitive Task Analysis. Most job analyses focus on 
the behaviors required for job performance.  However, 
because our taxonomy indicated the centrality of  
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CYBERSECURITY EXAMPLE AREAS FOR IMPROVEMENT (RELEVANT HANDBOOK CHAPTER/APPENDIX)

Many incidents require collaboration 
across organizational boundaries.  
However, information varies accord-
ing to what data is collected as well as 
how and with whom it is shared.

 • Communication across teams, organizations, and culture (5)
 • Identify what information to share, with whom and how (6, 11)
 • Identify performance metrics to evaluate whether CSIRTs successfully collaborate, communicate, 

and share information (3)
 • Encourage the development of effective networks and networking skills (11)
 • Enable CSIRTs to function as a multiteam system (2)

Turnover among CSIRT members can 
be high due to factors such as lack 
of preparedness or training, burnout 
from being overworked, and per-
son-job fit, among others.

 • Develop positive individual and team reactions to stress to enhance resilience (Appendix I)
 • Promote a climate of trust and respect among team members (11)
 • Increase individuals’ ability to sustain attention and focus over long periods of time (9)
 • Identify appropriate knowledge, skills, abilities, and other characteristics of the job that can be used 

to select job candidates who “fit” the job (2, 5, 7)
 • Identify performance gaps that would benefit from training (3)

Policy requirements place restrictions 
on what and how information can be 
shared.

 • Understand methods of effective communication (5) and their impact on information sharing (6)
 • Collaborate to solve problems (7) across team or organizational boundaries (2)
 • Manage conflict based on disagreements about processes (8)

CSIRT members perform at different 
levels of ability, sometimes due to dif-
ferences in experience despite similar 
training. 

 • Develop a focus on learning among individuals and within the team, MTS, or organization (11)

Difficulty in distinguishing novel in-
cidents from frequent events makes 
it hard to predict how an incident 
should be handled.

 • Collaborate to solve problems (7)
 • Increase individual and team capacity to adapt to novel circumstances (7)
 • Enable CSIRTs to function as a multiteam system (2)

Unusual events require decision-mak-
ing about whether to collaborate with 
others to escalate the event to an in-
cident.

 • Identify event and incident characteristics that influence decision-making (4)
 • Collaborate to solve problems (7)
 • Communicate with others under stressful circumstances (5)
 • Identify information to share during incident response (6)
 • Increase interactions with other teams and/or organizations (2)

Workers complete 12-hour shifts on 
a regular basis and frequently become 
stressed and irritable during incidents 
that require more attention over sev-
eral days or weeks.

 • Maintain sustained attention and focus over time (10)
 • Share incident information through effective communication during shift changes (5, 6)
 • Preserve individual and team resilience over long periods of time (Appendix I)
 • Manage conflict that results from work pressure or process disagreements (9)

Analysts tend not to want to request 
help from other analysts with particu-
lar expertise and experiences to col-
laborate on the resolution of unique 
incidents.

 • Include a focus on an individual’s preference for group work in the process for hiring analysts (2) 
(7)

 • Develop protocols to determine when analysts should seek help from others (4)
 • Use training strategies to improve collaboration (7)
 • Use strategies for developing shared awareness of unique expertise in your team (8)
 • Use strategies to build trust and psychological safety in your teams (9)

Attempts to collaborate with oth-
er analysts or teams with different 
points of view often result in disrup-
tive conflict.

 • Use strategies to build trust and psychological safety in your teams (9)
 • Employ conflict management strategies to promote constructive exchange of different ideas (9)

Analysts seem unsure about how to 
respond to unusual events.  Delayed 
responding causes incidents to esca-
late in severity.

 • Develop protocols to determine when analysts should seek help from others (4)
 • Facilitate use of adaptive case management to facilitate analysts’ decision-making processes (4)
 • Use pre-briefing to develop an understanding among team members about how to respond to 

unusual events (7)
 • Use strategies to develop and facilitate adaptive thinking (7)
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knowledge work in incident response, we also conduct-
ed a cognitive task analysis (CTA) designed to identify 
the particular cognitive skills that contribute to effective 
CSIRT performance.

 • MTS Analysis.  As discussed in the introduction, a key 
aspect our research was to examine CSIRTs as MTSs.  
Different processes and team dynamics are relevant 
for MTSs that are not equally relevant for traditional 
teams.  An MTS does not simply refer to a collection of  
teams working in a CSIRT, but highlights the fact that in 
CSIRT MTSs, component teams collaborate closely to 
solve complex problems. This concept in organizational 
science has been applied to many organizational settings, 
including military, health, transportation, business, and 
disaster recovery.  We have applied it to the domain of  
cybersecurity incident response.  As part of  this effort, 
we analyzed the elements of  28 incident response MTSs.

FINDINGS AT-A-GLANCE
This section provides a quick snapshot of  our findings and what 

managers need to know to improve CSIRT effectiveness.  It is not an 
exclusive list but is solely for illustrative purposes.  For a full discus-
sion please see Findings and Recommendations below.  

Highlights of  Findings: 
 • Responding to cybersecurity crises is an intense social 

process.
 • Successful cybersecurity incident response requires 

integration of  both technological and social processes.  
 • Failures in incident response can often be attributed to 

poor collaboration among team members.
 • Cybersecurity incident response often occurs within 

an MTS, a tightly coupled network of  teams that work 
closely together.

 • For individual analysts, curiosity and a preference for 
working in teams are critical for CSIRT success, but 
hiring managers often do not recruit candidates based on 
these attributes.  

 • Fostering a learning climate across teams, MTSs, and 
organizations leads to more effective incident response.  

 • Numerous lessons can be learned from collaboration and 
team failures in other domains and applied to cyber incidents.  

What Managers Need to Know:
 • Effective incident response is a complex web of  inter-

related concepts and strategies spanning 10 key areas.  
These are highlighted in this Quick Reference Guide and 
discussed in-depth later on in this Handbook.

 • Several “collaboration chillers” can impair CSIRT effec-
tiveness, including:

1. Failure to share unique information
2. Failure to initiate necessary collaboration
3. Failure to adapt
4. Poor communication practices

5. Poor listening
6. Lack of  trust
7. Lack of  knowledge about team member expertise
8. Interpersonal conflict
 • Recommended strategies to alleviate collaboration issues 

and improve CSIRT performance include:
1. Crafting employee hiring guidelines to focus on critical 

individual and team characteristics;
2. Utilization of  an Adaptive Case Management (ACM) 

system to automate processes that otherwise take up 
valuable time;

3. Adoption of  a balanced scorecard approach to review 
quantitative performance metrics in a quick yet 
comprehensive manner;

4. Emphasizing lower-cost behavioral changes such as 
regular feedback to and psychological safety for analysts;

5. Implementing training protocols that emphasize scenar-
io-based practice, role plays, and team simulations;

6. Greater use of  performance aids such as team charters, 
communication checklists, and managerial guidance; 
and

7. Using work design interventions such as work schedul-
ing and physical space to enhance collaboration. 

 • CSIRT managers can use the assessment exercise found 
at the end of  this Quick Reference Guide, and through-
out the Handbook, to determine where their teams need 
the most improvement and to customize and adapt the 
strategies most appropriate for them. 

 • While tailoring for individual circumstances is important, 
the Handbook also pinpoints common challenges faced 
by CSIRT managers and makes recommendations based 
on current research.    

FINDINGS AND 
RECOMMENDATIONS 

In this section, we present the ten key areas summarizing our 
major findings and recommendations.   

Social Maturity of  Teams. CSIRTs are composed primar-
ily of  multiteam systems (MTSs), which are a closely connected 
network of  teams working together to accomplish a common goal. 
MTSs represent a dynamic and necessary organizational struc-
ture for cyber incident response, but MTSs also present complex 
challenges for CSIRT managers. Our research found that in some 
instances, when cyber analysts believe they are part of  a strong 
team, they may not as readily trust other teams in the MTS, 
weakening the MTS as a whole. This frequently requires CSIRT 
managers to improve communications between teams and identify 
areas for improvement across the MTS. Conversely, our research 
also suggests that a strong MTS can often obscure the weakness-
es of  individual teams.  It can actually become more challenging 
for CSIRT managers to fix the weaknesses of  individual teams 
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because the urgency is not as apparent. CSIRT managers must 
maintain insight into the performance of  both individual teams 
and the broader MTS. Frequently, MTS performance can suffer 
when teams lack the social maturity to collaborate in the resolution 
of  incidents. Social Maturity is the degree to which a team has the 
capacity for its members to collaborate in completing the team’s 
mission. Our research found that collaboration can be improved, 
and team performance can be optimized, when CSIRT managers:

 • Map Their MTS.  This starts with recognizing that their 
CSIRT is a connected set of  teams.  It also requires 
maintaining awareness of  both the differing level of  
interaction between teams, and that these interactions 
change during higher impact, or more severe, events.

 • Assess the Social Maturity of  Each CSIRT Component Team and 
the Overall CSIRT MTS.  Key team attributes a manager 
should assess include: collaboration triggering, commu-
nication skills and protocols, information sharing, collab-
orative problem-solving, shared knowledge of  unique 
expertise, trust, adaptation, collective learning, and 
conflict management.

 • Using Situational Interviews to Make Staffing Decisions and 
Assess Group Work Preferences. Managers should ask job 
candidates a standard set of  questions focused on past 
behaviors and experiences that will illuminate a candi-
date’s ability to work effectively in a group environment.

 • Focus On Emphasizing Distal Goal Commitment. CSIRT 
Managers must be advocates for focusing on the goals of  
the entire CSIRT MTS. Component teams frequently 
focus on their own goals.  CSIRT managers must counter-
act the tendency by emphasizing common or shared goals.

 • Encourage Regular Cross-Team Connections. Managers must 
create opportunities and settings for more communica-
tion between different teams.

CSIRT Performance Evaluation. An effective performance 
measurement and evaluation program can greatly benefit CSIRTs 
by providing information on individual, team, and MTS behavior 
that reflect successful job performance. Establishing clear perfor-
mance metrics can measure the efficiency, effectiveness, value, 
or impact of  an employee's action.  Our research found that—
especially in light of  the diverse composition of  a CSIRT and the 
social maturity required of  its teams—performance metrics and 
evaluation are essential toward constantly improving performance 
outcomes.  A Performance Measurement Program is never static, 
but our research found that five strategies are instrumental to a 
successful CSIRT Performance Measurement Program.

 • Balancing Measuring Quantity and Quality.  Quantity falls 
under objectively-derived metrics, and quality often 
requires managerial and client ratings.  CSIRT managers 
can use their discretion to determine the balance needed 
when measuring the quality and quantity of  job behav-
iors; however, the only caution is not to allow metrics 
alone to guide performance evaluation.  Given the 
imperative of  collaboration and communication within 
an MTS, client ratings can be uniquely useful for CSIRT 

members.
 • Measure Maximum Performance in Addition to Typical 

Performance. In addition to typical performance, which is 
what managers usually measure, maximum performance 
can and should be measured through performance on 
periodically scheduled exercises and simulations. This 
will allow managers to understand the extent of  their 
team’s capabilities.

 • Measure Both Proactive and Reactive Performance. Every 
CSIRT manager to whom we spoke confirmed that an 
appreciable portion of  CSIRT tasks involved proactive 
behavior. Yet, most CSIRTs often skew measurement 
to reactive performance.  Managers should therefore 
supplement reactive performance metrics with proactive 
performance metrics.

 • Determine the Appropriate Level of  Measurement. The purpose 
of  measuring performance should guide a CSIRT 
manager’s approach. If  the manager wants to determine 
the strongest and weakest members of  a CSIRT, the 
individual level is most appropriate.  If  a manager wants 
to identify strengths and weaknesses of  teamwork, the 
team or MTS level is most appropriate.

 • Create a Balanced Scorecard for Performance Measurement. Our 
research found that one tool that can help a CSIRT 
manager maintain a comprehensive approach to perfor-
mance measurement is known as the balanced score-
card.  The balanced scorecard is not only a dashboard 
of  metrics to measure performance, but it can also 
suggest the relationship between different categories of  
performance.

Decision-making in CSIRTs. Our research found that for 
every incident response trigger, there is an initial decision regard-
ing whether to tend to the event. If  the decision is made to act 
rather than categorize as a false positive, there are numerous subse-
quent decisions that must be made, including how to prioritize the 
event.  Also, analysts must decide when it is appropriate to call on 
others to collaborate in order to mitigate the incident (referred to 
as collaboration triggering). Analysts must know when initiation of  
collaboration is necessary and when it is unnecessary, such as when 
the incident is routine. The effectiveness of  these decisions depends 
upon a cybersecurity analyst’s abilities. Our research found strate-
gies for improved decision-making.

 • Selecting for Decision-making Skills. CSIRT Managers should 
select applicants for their decision-making skills, particu-
larly those involving problem sensitivity, critical thinking, 
and information ordering. Chapter 4 of  this Handbook 
includes questions to facilitate this selection.

 • Training Decision-making Skills. We found that structured 
troubleshooting, critical thinking training, and expert 
modeling can alleviate the weaknesses in a novices’ 
decision-making. Expert modeling in particular—which 
pairs a novice with an expert to resolve an incident 
unfamiliar to the novice—can improve the novice’s abili-
ties and team performance.
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 • Cognitive Prompts for Expert Analysts. Cognitive prompts 
can reduce overconfidence and information bias. One 
such strategy is the “Five-Why Analysis,” developed by 
Toyota and used widely by a range of  companies includ-
ing Amazon.com. It involves asking “Why?” a particular 
incident happened and applying the same question five 
times to each answer. In cybersecurity, five-why analysis 
is believed to be more effective for use by teams of  cyber-
security analysts rather than individual team members. 
Another strategy, “the premortem,” asks analysts to 
imagine they have already attempted to resolve the 
incident but have failed. They are then asked to identify 
the reasons why the incident response effort may have 
failed.

 • Using Mnemonics to Capture Necessary Information. 
Mnemonics facilitate the use of  protocols that remind 
the decision-maker to consider different aspects of  
a new situation. A widely used mnemonic in health-
care is SBAR, which stands for Situation, Background, 
Assessment, and Recommendations. SBAR has been 
shown to improve the communication of  patient infor-
mation among healthcare staff in a number of  studies.

 • Using Adaptive Case Management. In contrast to process 
models, an adaptive case management system focuses on 
the individual case—that is, the incident. Rather than 
prescribing general processes that the analyst is expected 
to follow, an ACM system provides context surrounding 
the incident by summarizing the ways in which similar 
incidents were handled in the past and the extent to 
which those ways proved successful.

Communication Effectiveness. Our study found that cyber-
security analysts rated communication skills at the top of  social 
skills needed for CSIRT effectiveness.  Three common challenges 
to communication effectiveness in CSIRTs include time demands, 
team member physical distance, and the need to communicate 
across cultural boundaries.  To promote communication effec-
tiveness, CSIRT managers need to ensure messages are clear in 
meaning, relevant in content, as well as appropriately timed, sent 
to the correct person, and acknowledged by recipients.  Effective 
communication serves as a foundation for information sharing 
across individuals, teams, and MTSs.

 • CSIRT managers can improve communication in 
their teams and multiteam systems by using aids such 
as communication charters, handoff checklists, virtual 
displays, and wikis.

 • CSIRT managers can facilitate use of  communication 
aids through scenario-based practice exercises and team 
simulations.

 • CSIRT managers can enhance communication between 
teams by designating a specific person for each compo-
nent team responsible for such communication.

 • Careful design of  physical workspaces can facilitate more 
frequent communications and sharing of  information 

with appropriate stakeholders.
Information Sharing. Information sharing, in the realm of  

cybersecurity reflects the exchange of  incident knowledge and 
threat data across and within organizations.  The type of  infor-
mation shared, with whom information is shared, as well as both 
the speed and accuracy by which information is communicated 
before, during, and after an incident help determine the quality 
of  responses to both familiar and novel incidents. Focusing on 
parameters of  information sharing enables managers to identify 
effective strategies for improving CSIRT processes and perfor-
mance.  As examples, our research found that mandatory infor-
mation sharing regulations should clearly define how much of  what 
type of  communication should be communicated by when and to whom. 
Managers should not discourage the discretionary sharing of  
information, as such activities promote collaboration. Managers 
also need to establish specific communication protocols based 
on various levels of  information sharing (e.g., two individuals, 
within-team, intra- or inter-organizational); different strategies 
for improving information sharing might work at one level but 
not at another level.  When individual-to-individual information 
sharing occurs, confirmation and response is fairly straightfor-
ward. However, when an individual sends information to an 
entire team, MTS, organization, or outside organization, respon-
sibility for confirmation and response might not be clear.

To facilitate information sharing, CSIRT managers need to estab-
lish communication protocols and charters that do the following:

 • Identify the recipients who would most benefit or require 
the information being shared;

 • Consider carefully what information and how much 
recipients need in order to accomplish their work;

 • Set norms for review of  information posted for accuracy 
and completeness;

 • Specify communication methods that allow confirmation 
of  receipt to ensure information was received;

 • Provide sender contact information, along with an invita-
tion to request additional information, if  necessary;

 • Set communication norms within teams that support 
sharing of  discretionary information:  

ڤ  When in the incident response cycle information 
should be sent;

ڤ  What information is necessary for recipients;
ڤ  When particular types of  information are needed by 

others;
ڤ  What types of  information are necessary to share 

during high impact events;
ڤ  How much information is sufficient to create situa-

tional awareness.
 • In the case of  mandatory information sharing, have 

regulations that clearly define how much of  what type of  
information should be communicated by when and to whom:

ڤ  Managers should revise the regulations and protocols 
that determine the mandatory sharing of  information 
if  they receive reports that information being sent 
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under specific rules is consistently incomplete, irrel-
evant, inaccurate, not timely, or sent too infrequently 
(or too frequently).

 • In the case of  information sharing between individuals, 
teams, MTSs, organizations, or external stakeholders:

ڤ  Define what kinds of  information need to be shared 
with each.

ڤ  Establish guidelines about which members within a 
team should respond to which kind of  information 
sent to the entire team (based on knowledge).

ڤ  Establish boundary spanners, or individuals tasked 
with responding when information sharing occurs 
between teams in an MTS or between organizations.    

Managers should use guided simulations and scenarios to 
practice the use of  these communication charters and protocols to 
develop a shared understanding within the CSIRT of  how infor-
mation sharing at multiple levels should occur.

Collaborative Problem-solving.  The nature of  CSIRT 
work is knowledge work that typically involves multiple team 
members working together to solve complex problems.  CSIRTs 
must be able to engage in the processes of  situational awareness, 
collective information processing, and forecasting, in order to 
be effective in solving novel problems.  Our research found that 
managers can improve these processes using strategies such as 
pre-briefing, debriefing, simulations, and giving focused feedback.  
Our interviews with CSIRT analysts and managers consistently 
indicated a higher percentage of  endorsement of  collaborative 
problem-solving steps between teams versus within teams, which 
supports our broader research finding that CSIRTs are often MTSs, 
conducting problem-solving as closely-knit interdependent teams.  
Further, our survey of  critical knowledge, skills, abilities and other 
attributes that contribute to effective incident response indicated 
two problem-solving skills were in the top 10 highest rated attri-
butes.  Skill in reviewing information to develop and implement 
solutions to complex problems ranked fifth highest in importance, 
and skill in working with other members to solve problems and 
come to solutions that will help the team ranked tenth highest.

 • Strategy One: Engage in pre-mission planning (or “pre-brief-
ing”).  CSIRT members cannot resolve an incident if  
they cannot define the problem parameters.  Managers 
should lead a pre-briefing to create a shared understand-
ing of  the problem, a shared understanding of  the goal 
or desired outcome, and a shared understanding of  the 
solution strategy.  Contingency planning—a variation 
of  pre-briefing—can help teams and CSIRTs anticipate 
unexpected events by planning how they will be handled 
in advance.

 • Strategy Two: Use counterfactual thinking to get team members 
to share their unique information. Team members often do 
not realize that they have information no one else knows.  
Managers should ask their team members to consider 
what might have happened in a past situation or a given 
scenario that is different from what actually happened.  
This often elicits unique information that individuals 

would not otherwise share in a group dynamic.
 • Strategy Three: Provide team feedback during structured 

debriefing.  After incidents occur, and even after simula-
tions, feedback during debrief  is extremely important.  It 
has been shown to improve team performance 19% more 
than teams who did not receive feedback.  Managers or 
facilitators who are responsible for providing feedback 
should focus on teamwork successes as well as failures.

 • Strategy Four: Develop adaptive thinking by providing 
exploratory or active learning experiences with wide problem 
variety.  Managers can use forms of  exploratory or active 
learning to develop adaptive thinking skills.  Managers 
should encourage team members to change how they 
are thinking about a particular problem by using such 
frame-changing prompts as “How is this problem differ-
ent from other problems you faced?” or “What other 
possible solutions might apply to this problem?”

 • Strategy Five: For MTSs, train leaders to pre-plan strat-
egies for how multiple teams will work together. Multiteam 
problem-solving can also be improved using the pre-plan-
ning strategies discussed earlier.  Team leaders in an 
MTS can work together to engage in pre-planning that 
maps out (a) how multiple teams will work together, and 
(b) how each of  those teams will coordinate their actions 
with other specific teams.

 • Strategy Six: When staffing, build your CSIRT with team 
members who have a team orientation and teamwork skills.  A well 
thought out staffing plan can increase the effectiveness 
of  team collaboration and collective problem-solving.  
Having high levels of  team skills such as cooperative-
ness, team orientation, and organization skills will enable 
the team to build the levels of  trust and SKUE (shared 
knowledge of  unique expertise) that will foster effective 
collaborative problem-solving.

Shared Knowledge of  Unique Expertise.  By necessi-
ty, CSIRTs need a diverse collection of  members with different 
perspectives and expertise to respond to ever-evolving incidents.  
This makes shared knowledge of  unique expertise (SKUE) vital for 
CSIRT operations.  Called "transactive memory" by some, SKUE 
reflects the idea that all CSIRT team members and MTS compo-
nents must possess the same knowledge of  “who knows what” to 
work efficiently.  SKUE decreases the time it takes for CSIRT 
members to identify who has the knowledge that is needed, result-
ing in more effective collaboration.  In 80% of  the focus groups 
we conducted, knowing who had what expertise on the team was 
among the most important team attributes for CSIRT effective-
ness.  Knowing what other members across component teams 
know quickens the incident response process, including the identi-
fication and mitigation of  threats.  We found that two strategies in 
particular could help optimize SKUE in CSIRTs.

 • Strategy One: Establish knowledge tools (e.g. information 
board, knowledge map) that display members’ expertise, knowledge, 
skills and experiences.

 • Strategy Two: Train team members in areas other than their 
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specialty.  Training team members in roles outside of  
their own job position is known as cross-training. The 
three different forms of  cross-training are (a) Lecture/
Presentation, which involves a team member communi-
cating or presenting to others aspects of  their function-
al roles and responsibilities; (b) Job Shadowing, which 
involves team members, particularly novice members, 
shadowing a more experienced team member; and (c) 
Position Rotation, which involves individuals temporarily 
assuming the roles of  other team members.

Trust in Teams and Incident Response Multiteam 
Systems.  The CSIRT community has placed a significant 
emphasis on trust as an important factor for collaboration in 
incident response, one that was confirmed by our project findings.  
CSIRTs with high levels of  trust facilitate faster threat mitigation 
with better, more novel solutions due to the conditions created by 
team leaders.  For CSIRTs, trust can exist at multiple levels, includ-
ing (a) Trust between CSIRT members; (b) Trust between CSIRT 
leaders and subordinates; (c) Trust between teams in an CSIRT 
MTS; and, (d) Trust between organizations.  Our findings have 
concluded that a series of  exercises can be used by CSIRT manag-
ers to build trust in their teams, MTSs, and between organizations.

 • Strategy One: Provide structured opportunities for CSIRT 
members to learn about the expertise, experiences, and functional 
backgrounds of  other members.  When CSIRTs are newly 
formed, or when members have not previously worked 
together, building perceptions of  shared competence 
is an important first step in developing team trust.  
Disclosing unique skills and experiences related to these 
roles demonstrates that all team members are competent 
in their roles and can be counted on to perform tasks.  
Managers should encourage team members to engage 
in frequent interaction and information conversations 
where they exchange information about the following: 
backgrounds, work experiences, and (some) personal 
information that emphasizes shared goals and interest in 
establishing a good relationship.

 • Strategy Two: Establish clear individual and team goals, 
roles, and performance standards.  Developing perceptions of  
shared competence requires managers to set clear team 
goals and ensure that members have a clear sense of  team 
goals, their roles in meeting these goals, and the perfor-
mance standards that indicate goal accomplishment.  
This will foster increased dependability and reliability 
within the team.  In addition to considering the use of  
a chartering strategy and pre-briefing, managers should 
also clearly define team goals for a specific period of  time 
(e.g. monthly) and ask each member to provide a list of  
goals.  Based on team goals, each team member should 
specify their individual goals and demonstrate alignment 
with the team’s mission.  Managers should meet with 
the team on a regular basis to remind the team of  goals, 
evaluate progress and provide feedback.

 • Strategy Three: Establish norms for communication 

transparency in team.  The first two strategies in this section 
help establish swift trust and establish the basis for further 
trust development.  Deeper levels of  trust begin when 
managers create and enforce a climate for communica-
tion transparency.  Team members look to the leader 
for expectations of  how they should behave.  If  CSIRT 
managers model openness and honesty in their commu-
nications with others, then their subordinates will be 
more likely to do the same.  Managers should also enforce 
a norm for communication transparency by reacting 
swiftly to violations of  this norm.  If  team members 
display a reluctance to be open in their interactions 
with their colleagues, managers should have a “clearing 
the air” meeting with those particular individuals, with 
team leads, or, if  necessary, with the CSIRT as a whole.  
The tone of  such meetings should be constructive and 
supportive, with the purpose of  addressing issues that are 
fostering careful disclosure rather than transparency in 
communications within the team.

 • Strategy Four: Utilize managerial actions that create a psycho-
logically safe climate in the team.  When CSIRT managers 
create a psychologically safe climate, team members are 
more likely to generate novel ideas, explore new perspec-
tives, and learn from mistakes.  To create a psychological-
ly safe climate, CSIRT managers should ensure that team 
members feel valued.  They should encourage them to 
generate the novel ideas that are often necessary to resolve 
unusual incidents.  Creating this atmosphere requires 
CSIRT managers to take time during meetings to invite 
all team members to offer opinions, as some might be 
hesitant to go against the majority.  It is important for 
all team members to be present when discussing import-
ant information, to demonstrate inclusivity.  Managers 
should also actively try to take on other team members’ 
perspectives and weight all ideas equally to consider 
each opinion before coming to a decision.  During this 
process, it is important to encourage team members 
to bring up difficult topics and reward them (e.g. with 
praise) for offering new solutions or ideas.  Above all, a 
CSIRT manager must display non-defensive responses to 
questions and challenges.

 • Strategy Five: Create opportunities for building strong social 
connections among CSIRT members to support conflict manage-
ment.  Both swift trust and deep trust emerge from positive 
social relationships among CSIRT members.  Conflict will 
always occur in CSIRTs.  Yet, a manager can minimize 
the damage to trust that conflict can cause by helping 
the team develop stronger interpersonal ties early in the 
team's formation.  This can be as simple as providing 
“ice-breaking” social activities early in the team’s forma-
tion or as new members join.  Managers should have 
regular team social activities (e.g. team lunches, gaming 
activities), especially if  the team is not new.  Engaging the 
team (or multiple teams in an MTS) in training activities 
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that improve conflict resolution will prime the CSIRT to 
handle conflict constructively when it arises.

 • Strategy Six: Increase external connections and social network-
ing to facilitate inter-team and inter-organizational trust.  Inter-
organizational trust can be built through consistent 
networking across organizational boundaries, which is key 
to enhancing CSIRT maturity.  This level of  networking 
can be done at annual professional meetings or regular-
ly scheduled meetings among individuals from different 
organizations who need to work with one another.

Sustained Attention and Focus Over Time.  CSIRTs 
benefit when watch teams are vigilant and able to sustain atten-
tion throughout their shift, reducing the occurrence of  missed 
critical events.  Our interviews of  cybersecurity professionals 
indicated that employees sometimes look for critical events over 
extended periods of  time (e.g., “eyes on glass”).  This runs into 
the cost-benefit question of  sustaining attention versus the quali-
ty of  work.  Frequently, the longer one focuses on a single task 
the better the achievement of  the goal, provided that sustained 
focus does not compromise cognitive endurance (e.g., fatigue).  To 
improve sustained attention and focus over time, managers should 
implement as many of  our recommended strategies as possible. 
However, some strategies might not be applicable to specific 
CSIRTs or might be too costly to implement.  For instance, if  
shift lengths, rotations, and length of  breaks cannot be changed, 
managers could nonetheless provide suggestions for employees 
regarding the best use of  rest breaks (incorporating socialization, 
for example).  Additionally, managers could select employees 
based upon their ability to sustain attention; however, managers 
first must validate employee selection tools to ensure that working 
memory and brief  sustained attention (i.e., vigilance) tasks predict 
sustained attention in CSIRT employees.  Managers need to deter-
mine the primary factor influencing employees’ performance, such 
as whether employees come to work tired or lose steam through-
out work shifts.  Shift-length and shift-rotation decisions are useful 
strategies to address employee fatigue whereas rest-break strategies 
address decreases in attention over the length of  a work shift.  All 
of  these factors impact effective cybersecurity incident response, 
particularly during critical times that require sufficient attention 
and cognitive endurance.

 • Strategy One: Hire job applicants who display a capacity for 
sustained attention.  One way to maximize employee atten-
tiveness is to hire individuals who are better able to sustain 
attention and focus throughout their shifts.  Selecting 
employees with higher levels of  attention could be partic-
ularly beneficial for those teams whose tasks predomi-
nantly include surveillance tasks, such as monitoring and 
watch teams.  It is difficult to predict individual differenc-
es in sustained attention using measures of  personality 
or intelligence.  We suggest managers use an employee 
selection test.  Two measures, in particular, could prove 
useful in predicting an employees’ sustained attention 
throughout their work shift.  The first is a “working 
memory task,” which measures the portion of  memory 

that allows temporary storage of  verbal or visual infor-
mation.  The second measure involves “brief  sustained 
attention tasks.”  Performance on these tasks can predict 
employees’ performance on longer sustained attention 
tasks, such as the monitoring task involved in incident 
response.  

 • Strategy Two: Encourage employees to incorporate rest breaks 
into their shifts. Our interactions with CSIRT members 
pointed to the importance of  periodic rest breaks during 
the workday.  This strategy is practiced among cyberse-
curity professionals in Europe where a periodic break is 
endorsed, most often a coffee break.  We propose that 
organizations and managers should provide suggestions 
to employees about how to incorporate rest breaks into 
their schedules and encourage employees to take more 
consistent and regular rest breaks.  CSIRT managers 
should encourage employees to take approximately one 
15-minute break every two hours.  Managers should also 
allow employees some latitude regarding when to take 
breaks, rather than forcing adherence to a rigid break 
schedule.  A rigid break schedule can result in increased 
emotional strain for employees, possibly resulting from 
employees being interrupted in the middle of  complex 
tasks.  To provide a truly restorative setting during breaks, 
natural settings have been found to contribute to the replen-
ishment of  attention.  Researchers found that reaction 
time became faster and attention increased when partic-
ipants were exposed to a picture of  nature compared 
to pictures of  urban scenes.  Additionally, socialization 
can be important to rest breaks.  Informal interactions 
between employees can be a source of  stimulation and 
variety in the work environment. 

 • Strategy Three: Shift Design—Create a shift plan that reduc-
es sleep disturbances and maximizes attentiveness.  Our inter-
views with cybersecurity professionals demonstrated 
that shift lengths (e.g., 8-hour vs. 12-hour shifts) and shift 
rotations (e.g., morning > afternoon > night > morning 
vs. morning > night > afternoon > morning) differ across 
CSIRTs. Shifts should be implemented in a way that 
minimizes sleep disturbances and fatigue among employ-
ees.  To improve sustained attention, managers should try 
to schedule employees for 8-hour work shifts as opposed 
to 12-hour shifts. Managers should seek to implement 
“rapid shift rotations,” where possible. Shift rotation 
implies that shifts change based on a set schedule, and 
shift rotation speed refers to the number of  consecutive 
work shifts until an employee's shift changes (e.g., the start 
and end time of  the shift changes).  Managers should 
use rapid shift rotations to increase employee alertness 
and reduce fatigue. This requires changing shifts every 
week or couple of  days rather than after several weeks.  
A final critical consideration in shift design involves “shift 
rotation direction.”  Shifts typically rotate in a forward 
or backward direction.  When possible, managers should 
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use forward shift rotations (i.e., morning > afternoon > 
night > morning) rather than backward shift rotations 
(i.e. morning > night > afternoon > morning).  Research 
indicates that people acclimate more easily to time zone 
changes that move clockwise or westward.  

Continuous Learning in Incident Response. A contin-
uous, positive learning environment is essential in cybersecurity 
incident response.  CSIRTs are fast-moving. Analysts face rapidly 
changing threats and respond to increasingly novel situations.  To 
keep pace, CSIRT analysts must utilize their individual inventive-
ness, and managers need to create systems and institutions that 
harness this ingenuity.  This dynamic demands that cybersecurity 
analysts and teams constantly learn new skills.  Such learning must 
occur across all levels:  individual, team, and MTS.  

Learning is not limited to individual skill development.  CSIRTs 
need to place a high value on stored knowledge and must reach 
collective understandings of  constantly evolving conditions.  
Individual team members and component teams often must adapt 
by changing their behaviors or worldviews. Managers can foster 
this process by establishing a trusting environment where individu-
al team members feel confident to share their ideas.  Our research 
has found four key strategies to create a positive learning environ-
ment within CSIRTs.

 • Strategy One: Selection of  individuals who are creative and 
curious. Curiosity results in information seeking and leads 
to learning, while creativity leads to explorations of  novel 
directions and modifying and extending known solutions. 
Hiring people who are creative and curious is one 
approach for improving those attributes in a CSIRT. The 
selection of  job applicants could be based on previous 
experience, structured interview questions, or responses 
to a psychological test. 

 • Strategy Two: Leader behaviors to encourage learning. 
Leaders have the ability to encourage creativity and 
curiosity behaviors. One of  the managers we interviewed 
indicated that he deliberately assigned analysts to work 
on special development projects, allowing them to show 
their creativity. Managers can also encourage CSIRT 
professionals to self-assess their own skills and knowledge. 
Based on self-assessment, they can plan their own learn-
ing activities, which can lead to increased confidence and 
better performance. Managers who encourage employ-
ees to establish goals and development opportunities 
create a feedback-seeking environment. This creates 
the opportunity to reward employees for learning new 
skills. Self-assessment and goal creation is also useful for 
teams. Managers should encourage teams to reflect on 
events and identify where changes are needed by holding 
debriefings, also referred to as after-action reviews.

 • Strategy Three: Design work to enhance learning and devel-
opment. Work design refers to the organization of  an 
employee's total role within a team.   It can include the 
job tasks they perform, other activities they may engage 

in, relationships with others relevant to getting their jobs 
done, and the responsibilities in accomplishing their 
overall role.  Work design has been demonstrated to affect 
workers’ motivation as well as their learning and develop-
ment. Research has shown that allowing CSIRT analysts 
autonomy over their working methods and pace of  work 
can improve performance. Managers should design 
cybersecurity work roles around tasks that use a variety 
of  skills, which has been shown to increase job perfor-
mance. One of  the most important factors in promoting 
learning is to put in place mentoring programs, which 
can help CSIRT professionals identify networking and 
learning opportunities.

 • Strategy 4: Development of  professional networking skills. 
CSIRT managers should help their employees devel-
op networking skills, which aid developmental growth. 
There are three factors to be considered in establishing 
a professional network for developmental purposes: (1) 
Assessment, where members in the network can provide 
relevant information and feedback on their develop-
mental progress; (2) Challenge, where members of  the 
network can get individuals to move beyond their comfort 
zones; and (3) Support, where members of  the network 
can provide support, helping individuals manage the 
challenges faced in increasing their knowledge, skills, 
and abilities. Managers can also facilitate guided discov-
ery learning. Instead of  traditional learning approaches 
(e.g., lectures, videos, or manuals), in discovery learning 
workers construct their own understandings through 
experimentation and exploration. Managers can facil-
itate discovery learning using the examples in Chapter 
11 (Continuous Learning in Incident Response). Lastly, 
error management training can be a useful mechanism 
for CSIRT managers to increase team members’ comfort 
with admitting to and learning from mistakes.

TOOLS FOR CSIRT 
MANAGEMENT—
ASSESSMENT EXERCISES & 
IMPROVEMENT STRATEGIES 
Our team prepared the following Assessment Exercises 

and Improvement Strategies to assist CSIRT manag-
ers in evaluating and improving their teams.  They are 

organized by chapter as found in this Handbook.  Developed in 
response to this study’s key findings, these questions should serve 
as prompts for a manager to gain insights into their team’s func-
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tionality and effectiveness. The Improvement Strategies reflect 
our recommendations for improving team performance. Our re-
search found common themes, gaps, opportunity costs, and areas 
for improvement across CSIRTs.  While each of  the Improvement 
Strategies may help CSIRTs and CSIRT MTSs, the strategies de-
noted with a star  represent our team’s highest recommendations.  
For each improvement strategy, links are provided to the relevant 
Handbook chapters that give in-depth descriptions and context.  
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IMPROVEMENT STRATEGIES
Strategy 1: Balance Measuring Quantity and Quality

Strategy 2: Measure Maximum Performance in Addition to Typical Performance

Strategy 3: Measure Both Proactive and Reactive Performance

Strategy 4: Determine the Appropriate Level of Measurement

H  Strategy 5: Create a Balanced Scorecard of Performance Measurement

DECISION-MAKING IN CSIRTS (CHAPTER 4)
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Analyst expertise is considered explicitly when analysts are assigned (or assign themselves) to incidents.

2. Incident severity is considered explicitly when analysts are assigned (or assign themselves) to incidents.

3. Decision-making skills are emphasized in analyst training activities.

4. My analysts consider all necessary information before they make decisions in response to an incident.

5. My analysts comprehensively rehearse their response plans (including mentally testing them for ways in which they could 
go wrong) before implementing them.

6. When hiring new analysts, decision-making skills are emphasized. 

7. My analysts decide correctly that they should include other analysts in their incident mitigation efforts.

8. Members on my team are proactive, soliciting help from team members.

9. My team solicits help proactively from other teams in the CSIRT MTS.

10. My team asks other teams in the CSIRT MTS to help them resolve an incident when such help is necessary.

11. My team takes the initiative when deciding to include other teams in a CSIRT MTS in their incident mitigation efforts.

IMPROVEMENT STRATEGIES
Strategy 1: Selecting for Decision-Making Skills

Strategy 2: Training Decision-Making Skills

Strategy 3: Cognitive Prompts to Reduce Overconfidence and Confirmation Bias

H  Strategy 4: Using Mnemonics to Capture Necessary Information

H  Strategy 5: Using Adaptive Case Management

CHAPTER 3: MEASURING AND EVALUATING CSIRT PERFORMANCE
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. I consider not only conventional, objectively-derived performance metrics, but also subjectively-derived (e.g., using 
ratings) performance metrics..

2. I consider not only the quantity of performance, but also the quality of performance.

3. I consider not only how well an analyst performs under normal operating circumstances (i.e., “typical” performance), but 
also how he or she performs when confronted with very serious incidents (i.e., “maximum” performance).

4. I consider not only performance after an incident is detected (i.e., reactive performance), but also performance that 
occurs before an incident is detected (i.e., proactive performance).

5. I consider not only performance at the individual level, but also performance at the team level or other levels (perfor-
mance at the broader multiteam system level).

6. I consider not only conventional performance outcomes, but also psychological (e.g., well-being) outcomes.
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COMMUNICATION DURING INCIDENT RESPONSE (CHAPTER 5)
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Messages sent among my team members contain all critical information.

2. Messages sent or received by the team are understood clearly.

3. My team members ask for clarification for messages received from others when they are unsure of something.

4. My team members confirm receipt and understanding of critical communications.

5. Information is received on time when trying to address a cyber threat.

6. Messages are sent to the correct recipient during different phases of incident resolution.

7. Complete and accurate information is passed during handoffs between different individuals in my team.

8. My team members quickly resolve communication issues with individuals on their teams.

9. My team members quickly resolve communication issues with team members from other cultures.

10. Messages sent between teams in the CSIRT MTS contain all critical information.

11. Different teams ask for clarification for messages received from other teams when they are unsure of something.

12. Confirmation of receipt and understanding of critical communications occurs between teams.

13. Complete and accurate information is passed during handoffs between different teams. 

14. Teams quickly resolve communication issues with other teams.

15. Teams in the CSIRT MTS designate a point person to communicate with other teams or external parties.

IMPROVEMENT STRATEGIES
H  Strategy 1: Communication Charters

H  Strategy 2: Handoff Checklists

H  Strategy 3: Scenario-based Practice with Pre-briefing

H  Strategy 4: Team Simulation Training

Strategy 5: Virtual Displays

Strategy 6: Wiki Best Practices

Strategy 7: Boundary-Spanner Designation

Strategy 8: Work Space Design

Strategy 9: Situational Interviews to Select People with Communication Skills
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COLLABORATIVE PROBLEM SOLVING (CHAPTER 7)
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Team members in my CSIRT solicit help from each other proactively.

2. My team members get together to brainstorm and to consult each other about incident resolution.

3. My team members use the knowledge they have gained from other team members in resolving a novel incident.

4. My team members work together to determine the potential consequences of an event or threat to the cybersecurity 
of the organization or to constituents.

5. Members of my CSIRT consider multiple viewpoints when resolving an incident.

6. Members of my CSIRT are willing to switch to new kinds of solutions when existing ones may not be the best.

7. Members of my CSIRT try new ways of thinking about novel events and incidents.

8. Members of my CSIRT adopt new ways of resolving incidents.

9. Members of my CSIRT are comfortable deviating from normal or typical ways of resolving incidents.

10.  My team members change their behaviors or protocols as a result of previous incidents.

11. Members of my team are likely to try new ideas and solutions when resolving incidents.

12. My team members incorporate the expertise of other teams into incident resolution.

13. Teams in my CSIRT MTS solicit help from other teams proactively.

14. Multiple teams get together to brainstorm and to consult each other about incident resolution.

15. Multiple teams work together to determine the potential consequences of an event or threat to the cybersecurity of the 
organization or to constituents.

16. Teams in the CSIRT MTS change their ways of interacting with one another as a result of previous incidents.

IMPROVEMENT STRATEGIES
H  Strategy 1: Engage in pre-mission planning (or pre-briefing) for teams or MTSs
H  Contingency Planning for teams and MTSs

H  Strategy 2: Use a counterfactual thinking approach to get team members, and teams in an MTS, to share their unique information

H  Strategy 3: Engage teams and MTSs in structured debriefing with feedback

Strategy 4: Develop adaptive thinking by providing exploratory or active learning experiences with wide problem variety

H  Strategy 5: Train leaders to pre-plan strategies for how multiple teams will work together

Strategy 6: Staff your CSIRT with team members who have a team orientation and teamwork skills

SHARED KNOWLEDGE OF UNIQUE EXPERTISE (CHAPTER 8)
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. My team members know exactly who has the knowledge to handle a particular incident.

2. My team members can explain “who knows what” within the team.

3. Members of my team ask the right person for information.

4. In team meetings, members appear to know what other people within my team know.

5. Members of my team communicate what knowledge they possess to other team members. 

6. My team members know exactly which team has the right knowledge/expertise to handle a particular incident.

7. My teams explain “which teams know what” within the CSIRT MTS.

8. Members of my team ask the right team in a CSIRT MTS for information.

9. Members of my team communicate what knowledge they possess to other teams in the CSIRT MTS.

IMPROVEMENT STRATEGIES
H  Strategy 1: Knowledge Tools

H  Strategy 2: Presentation (type of cross-training)

H  Strategy 3:  Job Shadowing (type of cross-training)

Strategy 4: Position Rotation (type of cross-training)
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TRUST AND PSYCHOLOGICAL SAFETY (CHAPTER 9)
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. My team members feel confident about the competence of other members.

2. My team members feel comfortable relying on each other when resolving tough incidents.

3. My team members feel comfortable admitting mistakes or seeking advice without worrying about being judged or 
evaluated.

4. My team members share learning opportunities with other members. 

5. My team members talk freely with each other about difficulties they are having with incidents.

6. My team members bring up tough problems and issues with each other. 

7. Members of my team manage differences of opinion without creating tension.

8. Members of my team resolve disagreements about incident mitigation.

9. Members of my team are comfortable having debates about different approaches to incident mitigation.

10. Tension and anger are well managed among members of my team.

11. My team feels confident about the competence of other teams in the CSIRT MTS.

12. My team members feel comfortable relying on other teams in the CSIRT MTS when resolving tough incidents.

13. My team members share learning opportunities with members of other teams in the CSIRT MTS.

14. Members of my team talk freely with members from other teams in the CSIRT MTS about difficulties they are having 
with incidents.

15. Team members bring up tough problems and issues with members of other teams in the CSIRT MTS.

16. My team manages differences of opinion with other teams in the CSIRT MTS without creating tension.

17. Tension and anger are managed well between teams in the CSIRT MTS.

IMPROVEMENT STRATEGIES
Strategy 1:  Provide structured opportunities for CSIRT members to learn about the expertise, experiences, and functional backgrounds of other 
members

H  Strategy 2:  Establish clear individual, team, and MTS goals, roles, and performance standards

Strategy 3:  Establish norms for communication transparency in teams and MTSs

H  Strategy 4: Utilize managerial actions that create a psychologically safe climate in the team and MTS

H Strategy 5: Create opportunities for building strong social connections among CSIRT members to support conflict management

Strategy 6: Increase external connections and social networking to facilitate inter-team and inter-organization trust

SUSTAINED ATTENTION AND FOCUS OVER TIME DURING INCIDENT RESPONSE (CHAPTER 10)
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. My employees pick up on critical incidents toward the ends of their shifts.

2. My employees sustain their attention over the course of their shifts.

3. My employees express satisfaction with the current scheduling of shifts and the length of shifts.

4. My employees claim that shift scheduling leads to improvement in sustaining attention during their shifts.

5. My employees appear to be alert at the end of their shifts.

6. My employees remain focused when dealing with incidents that require overtime work or an extra shift.

7. My employees take the correct amount of breaks during their shifts.

8. After-action reviews have revealed success attributable to sustained attention on the part of an analyst.

IMPROVEMENT STRATEGIES
Strategy 1: Hire job applicants who display a capacity for sustained attention.
 Working memory task
 Brief vigilance (i.e., sustained attention) tasks 

H  Strategy 2: Encourage employees to incorporate rest breaks into their shifts. 
 Restorative settings
 Socialization

H  Strategy 3: Shift Design – Create a shift plan that reduces sleep disturbances and maximizes attentiveness.
 Work Shift Characteristics 
  Shift length (8-hour shifts recommended)
  Shift rotation speed (Rapid shift rotations preferred)
  Shift rotation direction (Forward shift rotation preferred)
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CONTINUOUS LEARNING IN INCIDENT RESPONSE (CHAPTER 11)
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE
1.  Team members keep up-to-date with developments in cybersecurity.

2.  The design of cybersecurity personnels' work roles allows them to develop new skills.

3.  Team members engage others outside of my organization to gain new knowledge and skills.

4.  Team members maintain contacts with other cybersecurity professionals in order to learn new knowledge and skills.

5.  Team members have the opportunity to try out new ideas and processes.

6.  Teams discuss how they should interact differently as a result of previous incidents (e.g., in after-action reviews).

7.  Thinking about “lessons learned” regarding team interactions or after-action reviews occur in a timely manner after events.

8.  Multiple teams working together have the opportunity to try new ideas or processes.

9.  Teams participate in activities where they can make errors and learn from their mistakes without these errors being detrimental to the CSIRT 
performance (e.g., during training sessions).

10.  Multiteam information databases (e.g., a Wiki, information board) are used in events.

11.  Multiteam information databases (e.g., a Wiki, information board) are used in training.

IMPROVEMENT STRATEGIES
Strategy 1: Select individuals who are creative and curious

Strategy 2: Engage employees’ creativity and curiosity as a leader

Strategy 3: Facilitate reflection in teams (team reflexivity or team reflections and adaptation)

H  Strategy 4: Provide feedback in debriefings (After-action Reviews)

Strategy 5: As a leader, promote psychological safety

H  Strategy 6: Improve work design (e.g., feedback, autonomy) to enhance learning

Strategy 7: Create databases to store knowledge

Strategy 8: Use mentoring programs

Strategy 9: Train employees to build networking skills

Strategy 10: Train CSIRT professionals on how to establish a professional, developmental network

H  Strategy 11: Use guided discovery learning

H  Strategy 12: Use error management training
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Preface
To perform at the highest levels, cybersecurity teams must 

rely on more than technological resources and skills; they 
also must rely on one of  their greatest assets – the collab-

orative nature of  incident responders who work together to pro-
tect technologies and data from harm. Cybersecurity is not solely 
technological work; it is collective knowledge work. Leaders and 
managers of  cybersecurity incident response teams (CSIRTs) must 
be equipped to manage these social dynamics in order to remain 
effective.

This Handbook highlights social processes and dynamics that 
contribute to successful collaboration within and between CSIRTs.  
It also serves to prepare managers to facilitate and maintain the 
social aspects of  cybersecurity through hiring, training and devel-
opment.  We developed this Handbook as part of  a three-year 
research project funded by the Science and Technology Directorate 
of  the U.S. Department of  Homeland Security, the National Cyber 
Security Center in the Netherlands (NCSC-NL), and the Swedish 
Civil Contingencies Agency (MSB).  These sponsors saw a unique 
opportunity to enhance the development of  social dynamics in 
incident response to allow for greater collaboration not only across 
individuals and teams, but organizations, broader agencies, and 
governmental boundaries as well. 

The unique quality of  this Handbook lies in the fact that we 
bring scientifically grounded approaches from organizational 
science to understanding CSIRT collaboration processes and offer 
empirically-determined strategies to improve these processes.  We 
interviewed cybersecurity professionals across a variety of  domains, 
responsibilities, and countries to identify key factors related to 
effective collaboration and connected them with proven strategies 
in the organizational sciences that influence team success.  The 
result is a Handbook that is practical in use, but heavily ground-
ed in science. The strategies provided vary in their relevance and 
application due to differences among CSIRTs.   Where possible, 
we provide cost and benefit insights about our recommendations 
to help managers decide which strategies might be most effective 
for their teams (based on available resources).

Scope of the Handbook
Many manuals, handbooks, and other developmental materi-

als serve as performance aids for cybersecurity professionals but 
focus solely on individuals’ technological skills and/or tools used 
in incident response. Effective cybersecurity also relies on the 
collective abilities of  cybersecurity professionals to work togeth-
er.  The purpose of  this Handbook is to guide CSIRT managers 
in the development of  social processes and factors that drive team 
and multiteam performance.  We also address individual charac-
teristics (e.g., various knowledge, skills, abilities, and other attri-
butes [KSAOs] such as vigilance) that contribute to individual 
performance among cybersecurity professionals. We extend our 
approach beyond individual and team aspects to describe social 
dynamics and performance management of  CSIRT multiteam 

systems (MTSs) - networks of  teams that work closely together to 
handle complex incidents. Throughout this Handbook, we use the 
term incident response as a general reference to all performance 
tasks that occur within or between CSIRTs (recognizing that it 
can also refer to a particular job function).  Further, we use the 
term “CSIRT” to refer to a variety of  teams involved in cyberse-
curity, although other acronyms are also common (e.g., Computer 
Emergency Readiness Team - CERT, Security Operation Center 
- SOC). 

Intended Audience
Our intended audience includes primarily managers, team 

leaders, and Human Resources (HR) staff. Because of  the research 
foundation used in the development of  this Handbook, we also 
expect that applied researchers interested in cybersecurity might 
read this content.  Thus, this Handbook serves two purposes.  First, 
this Handbook can help incident response managers, team leaders, 
and HR professionals improve hiring decisions, training programs, 
and their abilities to design and develop effective CSIRTs.  Second, 
this Handbook can guide future programs that aim to improve 
social dynamics among team members and increase CSIRT 
effectiveness. 

Handbook Structure
This Handbook includes eleven chapters that address various 

themes identified from our research program.  The introductory 
chapter highlights the importance of  social dynamics for incident 
response and summarizes these themes.  This chapter also describes 
the methods used in our research.

Topics related to the collaborative nature of  incident response 
work and the environment in which such work occurs are covered 
in early Handbook chapters.  Chapter 2 (“The Social Maturity 
of  CSIRTs and Multiteam Systems”) provides an overview of  the 
collective nature of  cybersecurity work with a focus on CSIRTs as 
MTSs. Managers can then map out their own CSIRT as an MTS 
to focus on teams that work closely together.

In Chapter 3 (“Measuring and Evaluating CSIRT Performance"),  
we address how cybersecurity performance is measured and evalu-
ated, issues with current approaches to performance measure-
ment, and strategies for designing a comprehensive performance 
measurement program for the entire CSIRT. In Chapter 4 
(“Decision-making in CSIRTs"), we address how cybersecurity 
professionals make critical decisions, challenges faced when making 
critical decisions, and strategies to improve decision-making.

In the following chapters, we elaborate on individual and social 
drivers of  effective incident response.  We begin with Chapter 5 
(“Communication Effectiveness in Incident Response”,) which 
describes how to develop communication skills among team 
members and enhance team and MTS communication.  To expand 
upon Chapter 5, we provide insights into how communication 
strategies enhance information sharing within and between teams 
of  cybersecurity professionals (Chapter 6, “Information Sharing 
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in Incident Response”).  Enhancing collaborative problem solving 
among individuals and teams in incident response is addressed in 
Chapter 7 (“Collaborative Problem Solving in Incident Response”).

Subsequent Handbook chapters cover topics related to 
persistent excellence during incident response.  Chapter 8 
(“Shared Knowledge of  Unique Expertise”) describes how 
individuals and teams can build shared knowledge of  unique 
expertise, which helps CSIRT members identify which persons 

to call on for particular advice on how to address different kinds 
of  incidents.  Trust and psychological safety serve as the primary 
foundation upon which many individual, team, and MTS interac-
tions occur.  Methods for building trust among CSIRT and MTS 
members (including those from other CSIRTs and agencies), as 
well as developing an environment of  psychological safety are 
reviewed in Chapter 9 (“Trust in Teams and Incident Response 
Multiteam Systems”).  How individuals and teams can sustain 

TABLE P.1 SAMPLE CYBERSECURITY SCENARIOS AND AREAS FOR IMPROVEMENT

CYBERSECURITY EXAMPLE AREAS FOR IMPROVEMENT (RELEVANT  
HANDBOOK CHAPTER/SECTION)

Many incidents require collaboration across 
organizational boundaries.  However, informa-
tion varies according to what data is collected, 
how, and with whom it is shared.

 • Communication across teams, organizations, and culture (5)
 • Identify what information to share, with whom, and how (6, 11)
 • Identify performance metrics to evaluate whether CSIRTs successfully collaborate, commu-

nicate, and share information (3)
 • Encourage the development of effective networks and networking skills (11)
 • Enable CSIRTs to function as a multiteam system (2)

Turnover among CSIRT members can be high 
due to factors such as lack of preparedness 
or training, burnout from being overworked, 
person-job fit, among others.

 • Develop positive individual and team reactions to stress to enhance resilience (Appendix I)
 • Promote a climate of trust and respect among team members (11)
 • Increase individuals’ ability to sustain attention and focus over long periods of time (9)
 • Identify appropriate knowledge, skills, abilities, and other characteristics of the job that 

can be used to select job candidates who “fit” the job (2,5,7)
 • Identify performance gaps that would benefit from training (3)

Policy requirements place restrictions on 
what and how information can be shared.

 • Understand methods of effective communication (5) and their impact on information 
sharing (6)

 • Collaborate to solve problems (7) across team or organizational boundaries (2)
 • Manage conflict based on disagreements about processes (8)

CSIRT members perform at different levels of 
ability, sometimes due to differences in experi-
ence despite similar training..

 • Develop a focus on learning among individuals and within the team, MTS, or organization 
(11)

Difficulty in distinguishing novel incidents from 
frequent events makes it hard to predict how 
an incident should be handled.

 • Collaborate to solve problems (7)
 • Increase individual and team capacity to adapt to novel circumstances (10)
 • Enable CSIRTs to function as a multiteam system (2)

Unusual events require decision-making about 
whether to collaborate with others to esca-
late the event to an incident.

 • Identify event and incident characteristics that influence decision-making (4)
 • Collaborate to solve problems (7)
 • Communicate with others under stressful circumstances (5)
 • Identify information to share during incident response (6)
 • Increase interactions with other teams and/or organizations (2)

Workers complete 12-hour shifts on a regular 
basis and frequently become stressed and 
irritable during incidents that require more 
attention over several days or weeks.

 • Maintain sustained attention and focus over time (10)
 • Share incident information through effective communication during shift changes (5, 6)
 • Preserve individual and team resilience over long periods of time (Appendix I)
 • Manage conflict that results from work pressure or process disagreements (9)

Analysts tend not to want to request help 
from other analysts with particular expertise 
and experiences to collaborate on the resolu-
tion of unique incidents.

 • Include a focus on an individual’s preference for group work in the process for hiring 
analysts (2) (7)

 • Develop protocols to determine when analysts should seek help from others (4)
 • Use training strategies to improve collaboration (7)
 • Use strategies for developing shared awareness of unique expertise in your team (8)
 • Use strategies to build trust and psychological safety in your teams (9)

Attempts to collaborate with other analysts 
or teams with different points of view often 
result in disruptive conflict.

 • Use strategies to build trust and psychological safety in your teams (9)
 • Employ conflict management strategies to promote constructive exchange of different 

ideas (9)

Analysts seem unsure about how to respond 
to unusual events.  Delayed responding causes 
incidents to escalate in severity.

 • Develop protocols to determine when analysts should seek help from others (4)
 • Facilitate use of adaptive case management to facilitate analysts’ decision making processes 

(4)
 • Use pre-briefing to develop an understanding among team members about how to respond 

to unusual events (7)
 • Use strategies to develop and facilitate adaptive thinking (7)
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attention and focus throughout lengthy periods of  incident 
management is covered in Chapter 10 (“Sustained Attention and 
Focus Over Time During Incident Response”).  The Handbook 
concludes with Chapter 11 (“Continuous Learning in Incident 
Response”), which contains information on how to establish and 
support a learning climate that encourages CSIRTs and their 
members to continually adapt to changing conditions.

In the Handbook chapters, we include information on individ-
ual knowledge, skills, abilities, and other characteristics (KSAOs) 
necessary for effective cybersecurity incident response.  These 
KSAOs include technical skills, cognitive abilities, social skills, 
and other personal attributes necessary to engage individuals in 
effective and collaborative incident response. Managers can use 
these KSAO’s to help determine the areas in which their CSIRT is 
strong or lacking, which can aid hiring decisions. 

For each chapter, we provide “key themes” to highlight the 
main points.  We begin each chapter with a brief  introduction to 
the topic, followed by Assessment Exercises that can help readers 
decide if  the topic may be an area for improvement in their respec-
tive CSIRTs.  Prior to describing several recommendations for 
each topic, we provide background knowledge (e.g., definitions) 
and information from both the cybersecurity and organizational 
psychology domains for those readers who are more interested in 
the data and results from our research.  Evidence-based strategies 
are then provided to guide CSIRT managers on the use of  various 
tools and training to develop and improve the social interactions of  
their team members.  On occasions where our recommendations 
have yet to be rigorously tested, we provide guidelines for how to 
determine their effectiveness and relevance (Appendix C: "Hiring 
and Training CSIRT Employees: Validation Considerations"). We 
do not recommend implementing such strategies until their effec-
tiveness is determined. This Handbook includes several appendi-
ces that support information addressed throughout the chapters 
(e.g., how to validate selection tools, topical white papers, a CSIRT 
performance taxonomy).

How to Use this Handbook
Readers can use this book in multiple ways to improve team 

social dynamics.  Ideally, effective social dynamics develop during 
team (or MTS) formation, although they can develop among fully 
formed teams.  Information from this Handbook can be used to 
increase situational awareness about social dynamics that influence 
individual, team, MTS, and organizational performance, or to 
document team and MTS functions through the use of  assessment 
exercises.  We use radar diagrams based on the assessment exercis-
es for CSIRT managers to identify target areas of  improvement for 
their CSIRTs.  This method is applied to CSIRT social maturity at 
the team and MTS levels in Chapter 2 and a blank template can 
be found in Appendix E.  CSIRT managers can use the assessment 
exercises for each topic to calculate an overall score for that area. 
Highly effective CSIRTs will have an average score of  “5” in each 
topic area. Lower scores indicate the potential need for improve-
ment in certain areas.

Managers often ask which attribute is most important when 
hiring new team members. This Handbook helps answer that 
question by offering managers a diagnostic tool to help determine 
what attributes they need most in their CSIRT. The assessment 
exercises in Appendix E allow managers to pinpoint areas in which 
their CSIRT can benefit from improvement. Once these areas 
are identified, managers can use the chapters devoted to those 
topics find KSAO’s that distinguish strong job candidates. We 
offer some examples of  tools that can be used to assess candidates’ 
skills in particular areas during the interview process (Chapter 5: 
"Communication Effectivness in Incident Response" and Chapter 
2: "The Social Maturity of  CSIRTs and Multiteam Systems") and 
also offer guidelines for how to validate a selection tool for the any 
of  the KSAO’s we identified (Appendix C, “Hiring and Training 
CSIRT Employees: Validation Considerations”). We note that 
any measure used in the hiring process should be deemed valid 
before it is put into practice. If  managers decide that hiring is not 
an option, the recommendations in each chapter can be utilized 
to improve the skills of  individual cybersecurity professionals and 

team or MTS attributes. 
Handbook information can be tailored to specific incidents 

or problems faced by cybersecurity professionals as identified by 
assessment exercises or CSIRT managers.  Many CSIRTs face 
consistent problems, although how they manage those problems 
likely varies across circumstances.  Throughout our research, 
we identified common CSIRT scenarios, many of  which other 
types of  teams also experience, and provide recommendations to 
improve CSIRT effectiveness in these scenarios.  Table P.1 summa-
rizes some of  these scenarios and potential areas of  improvement. 

CSIRT managers can apply radar diagrams to illustrate the 
results of  these assessments.  The shape of  the diagram is depen-
dent upon the number of  topic areas assessed.  Using an example 
from Table P.1, a CSIRT manager could notice that unusual 
events require team members to make decisions about whether to 
collaborate with others and to escalate the event to an incident.  
Assessment exercises related to this example include those from 
chapters 4 (decision-making), 5 (communication), 6 (information 

Figure P.1:  CSIRT Assessment Example
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sharing), and 7 (collaborative problem solving).  The radar diagram 
for a team facing this issue might look like Figure P.1.  In this partic-
ular case, the manager can see that the team could benefit from: 
1) development of  communication protocols, 2) improvement in 
team collaboration and 3) enhanced decision-making skills.  

Another way to use this book is to think about specific issues that 
arise with certain types of  incidents and focus on those key areas. 
CSIRT managers or team leaders also could benefit from reading 
all Handbook sections to familiarize themselves with the social 
dynamics that influence individual, team, and MTS performance 
as well as enhance their own knowledge and abilities in an effort to 
provide better leadership.  

Managers can also use several of  these tools to take a more 
proactive approach that establishes an early foundation for CSIRT 
social maturity.  In Table P.2, we describe such an approach, and 
note which parts of  the Handbook can inform each step in a 
proactive management strategy. 

Finally, we provide in Table P.3 several types of  recommen-
dations for managers. For instance, some managers may wish to 
improve the way in which they hire analysts, while other managers 

TABLE P.2 USING THE HANDBOOK TO DEVELOP A PROACTIVE MANAGEMENT STRATEGY 
FOR BUILDING EFFECTIVE CSIRTS
A PROACTIVE MANAGEMENT STRATEGY FOR BUILDING EFFECTIVE CSIRTS

Develop a job description that includes the social requirements of 
all CSIRT positions:

 • The taxonomy located in Appendix A provides an elaborated classifi-
cation of performance requirements at individual, team, and multiteam 
elements.  

 • These requirements should be included in job descriptions that may be 
used to guide recruitment of position applicants.

Develop clear performance expectations and criteria for future 
CSIRTs

 • Develop a comprehensive performance model to set performance 
expectations for the team, and provide the basis for future perfor-
mance evaluations.

 • Use the information in Chapter 3 for reference

Develop position recruitment materials that specify technical and 
nontechnical knowledge, skills, and abilities, including cognitive, 
social, and character attributes

 • Chapter 1 in the handbook provides a comparison of KSAOs that are 
have been listed in current CSIRT job ads, with those defined as key 
in our research. Appendix G provides an elaborate summary of our 
research findings.  

 • Throughout the handbook, we reference particular important individ-
ual differences.  Managers should use this information to identify key 
requisite KSAOs when preparing recruitment materials.

Develop selection procedures and interview protocols that target 
nontechnical KSAOs

 • See situation interview examples. 
 • Also consider a group staffing focus.  See Appendix C on validating 

such protocols.

Provide entry training and socialization:  • For individuals coming into existing teams, using job shadowing and 
mentoring programs: See Chapter 8.  

 • For startup teams, managers need to using team charters and other 
norming protocols to establish communication and information sharing 
expectations (Chapters 5 and 6). 

 • Managers should also use training simulations to develop shared inter-
action mental models (see Chapter 7).  

 • For both new individuals and teams, managers should provide clear 
performance expectations, using balanced scorecard templates.  (see 
an example in Chapter 3.)

Establish protocols and framework for MTS expectations:  • See MTS mapping tool in Chapter 2 and chartering protocols in 
chapters 5 and 6.

Sustain operational effectiveness by creating a continuous learning 
climate: 

 • See Chapter 11.

may wish to improve the way they train multiteam systems, and 
yet others may wish to provide decision aids for their analysts. The 
chapters and appendices in this Handbook focus on a variety of  
topics, which are conducive to different types of  recommenda-
tions.. Table P.3 describes the types of  recommendations provided 
in each chapter and appendix in the Handbook.

In conclusion, this Handbook can guide the development 
of  effective social processes involved in cybersecurity incident 
response.  We encourage CSIRT managers to consider these topics 
and incorporate them into their teams’ incident response work to 
the highest extent possible.
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TABLE P.3  RECOMMENDATIONS BY CHAPTER

CHAPTER OR 
APPENDIX IN 
HANDBOOK

EMPLOYEE
SELECTION 
(HIRING)

INDIVIDUAL 
ANALYST 
TRAINING

TEAM AND 
MULTITEAM 
SYSTEM 
TRAINING

PERFORMANCE 
ASSESSMENT 
AND MGMT

PROCESS 
MGMT

BOUNDARY 
MGMT

DECISION 
AIDS

WORK AND 
ORGANIZATIONAL 
DESIGN

Exective Summary 
(Quick Reference 
Guide)

Introduction to 
the Handbook

The Social Matu-
rity of CSIRTs and 
Multiteam Systems

X X X X

Measuring and 
Evaluating CSIRT 
Performance

X X

Decision-Making 
in CSIRTs

X X X X X

Communication 
Effectiveness in  
Incident Response

X X X X X

Information Shar-
ing Effectiveness in 
Incident Response

X

Collaborative 
Problem-Solving in 
Incident Response

X X X

Shared Knowl-
edge of Unique 
Expertise

X X X

Trust in Teams and 
Incident Response 
Multiteam Systems

X X

Sustained Atten-
tion and Focus 
Over Time During 
Incident Response

X X X

Continuous 
Learning in Inci-
dent Response

X X X X

CSIRT Perfor-
mance Taxonomy

X

Assessment Exer-
cises and Improve-
ment Strategies

X

Hiring and Training 
CSIRT Employees

X X X

Training Programs 
of Instruction

X X

Note: “X” in a cell indicates that a particular handbook chapter or appendix possesses recommendations in a particular area.
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TABLE P.3  RECOMMENDATIONS BY CHAPTER

CHAPTER OR 
APPENDIX IN 
HANDBOOK

EMPLOYEE
SELECTION 
(HIRING)

INDIVIDUAL 
ANALYST 
TRAINING

TEAM AND 
MULTITEAM 
SYSTEM 
TRAINING

PERFORMANCE 
ASSESSMENT 
AND MGMT

PROCESS 
MGMT

BOUNDARY 
MGMT

DECISION 
AIDS

WORK AND 
ORGANIZATIONAL 
DESIGN

Supplemental 
“Worksheets”

X X

Learning from 
Other Teams

X X X

Comparing 
Knowledge, Skills 
and Abilities 
(KSAs) Necessary 
for Cybersecu-
rity Workers in 
Coordinating and 
non-Coordinating 
CSIRTs

X

Building Informal 
CSIRT Networks

X

Social Resilience X X

Note: “X” in a cell indicates that a particular handbook chapter or appendix possesses recommendations in a particular area.

(CONTINUED)
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Chapter One
Introduction to the Handbook

Key Themes  
 ➪  Failures in cybersecurity incident response can often be attributed to poor  

collaboration among team members.  
 ➪ Throughout this Handbook, we provide strategies to improve CSIRT  

collaboration in incident response. 
 ➪ This Handbook was developed from a multi-faceted and multidisciplinary  

research program.
 ➪ The chapters in this Handbook rest on a foundation of 10 themes that emerged 

from this research and are categorized  according to:  (1) The Nature and 
Environment of CSIRT Work; (2) Individual and Collective Drivers of CSIRT Effectiveness; and 
(3) Fostering Persistent CSIRT Excellence.

 ➪ This research identified key knowledge, skills, abilities, and other attributes 
(KSAOs) that contribute to effective cybersecurity incident response.  

 ➪ This Handbook provides information on these KSAOs, along with 
recommended strategies for developing them.
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1.0 Introduction to the 
Handbook
Responding to cybersecurity crises can be an intense social pro-

cess.  For all but the most routine incidents, at least two or 
more analysts typically collaborate in their resolutions.  Ex-

amples of  such CSIRT collaboration include:
 • Within a CSIRT

ڤ  A novice analyst seeks help from experienced analysts 
to determine if  and how an event poses a threat and 
whether it should be escalated. 

ڤ  Forensics analysts work with malware analysts to 
uncover incident root causes.

 • Between teams within an organization
ڤ  A CSIRT manager works with the organization’s 

legal team and top management team executives 
to determine organization liability or risk related to 
mitigation strategies. 

 • Between different organizations
ڤ  A corporate CSIRT is required to work with law 

enforcement and other government agencies when 
an incident involves the loss of  intellectual property 
or other forms of  theft.

ڤ  A national CSIRT collaborates with CSIRTs from 
other countries to handle incidents or take proactive 
measures to mitigate threats.

Our research, to be described later, demonstrates that factors such 
as the novelty of  detected cyber incidents, high political visibility, 
or the impact of  particular threats will lead to increasingly intense 
interactions and coordination among many analysts and incident 
response groups.  The above examples indicate that whereas cyber 
infrastructure and software technology are critical components of  
cyber defense, so are social processes among incident responders and 
other cybersecurity professionals.  Effective incident response entails 
an effective integration of  both technological and social processes.  

1.0.1 TEAM COLLABORATION FAILURES
Studies of  cybersecurity incident response failures often focus 

on technological breakdowns as central causes (e.g. Abrams & 
Weiss, 2008; Grimaila, Schechtman, Mills & Fortson, 2009).  
However, as with other types of  teams, failure also can result from 
poor coordination and collaboration – in other words, break-
downs in social processes.  Such breakdowns are common causes 
of  failure in all types of  teams.  Indeed, organizational scien-
tists have noted, “failures of  team leadership, coordination, and 
communication are well documented causes of  the majority of  
air crashes, medical errors, and industrial disasters” (Kozlowski & 
Ilgen, 2006, p. 78).  Some examples of  such failures in non-cyber 
settings include:

 • Medicine: 98,000 deaths in the U.S. each year are caused 
by medical errors (Kohn, Corrigan, & Donaldson, 1999), 
70% of  which are linked to systemic failures in teamwork, 

communication, and coordination (Studdert, Brennan, & 
Thomas, 2002).

 • Weather Response: The effects of  Hurricane Katrina, one 
of  the deadliest hurricanes in the history of  the U.S., 
were exacerbated by coordination and communication 
failures at multiple levels of  the U.S. government (U.S. 
Executive Office of  the President, U.S. Assistant to the 
President for Homeland Security and Counterterrorism, 
2006; U.S Department of  Defense, National Guard, 
2005; U.S. Department of  Homeland Security, Federal 
Emergency Management Agency, 2005).  

 • Terrorist Attacks: Responses to the September 11, 2001, 
attack on the Twin Towers in the U.S. were hampered by 
numerous communication failures at the federal govern-
ment level (9/11 Commission staff statement No.17, 
2001), as well as among different first responder groups 
(Dwyer, Flynn, & Fessenden, 2002).  ”Throughout the 
crisis, the two largest emergency departments, Police 
and Fire, barely spoke to coordinate strategy or to share 
intelligence about building conditions” (Dwyer, Flynn, & 
Fessenden, 2002, para. 10).

 • Oil Spills: The BP Oil spill in the Gulf  of  Mexico was 
triggered in part by failures in communication and 
coordination among groups associated with BP, who 
operated the Deepwater Horizon rig, and Transocean, 
which leased the rig to BP (De Wolf  & Mejri, 2013).  The 
White House oil spill commission attributed the blame to 
the associated companies for failing to share important 
information (Goldenberg, 2010).

 • Airplane disasters: Reports have documented that 70-80% 
of  aviation accidents of  the U.S. national airspace are 
due to pilot-related factors (Shappell & Wiegmann, 
1996); communication failures are often the most promi-
nent of  such factors (Illman & Gailey, 2012).

Similar examples come from the context of  cybersecurity 
incident response:

 • Sony (2014): Reports noted that “lack of  information and 
consultation led to flip-flops [and] confusion” (Barrett & 
Yadron, 2015, subheading).  This attack indicated “major 
shortcomings in how the government and companies 
work together to respond to attacks” (Barrett & Yadron, 
2015, para. 2). “Companies and agencies…hewed so 
closely to their own interests that some decisions were 
based on little information or consultation” (Barrett & 
Yadron, 2015, para. 4).

 • DigiNotar (2011): After detecting a break-in on their 
systems, DigiNotar personnel “decided to keep it a 
secret from the general public and the authorities,” 
delaying response and damage control among multi-
ple stakeholders (Ministry of  Security and Justice, the 
Netherlands; Federal Office for Information Security, 
Germany; Swedish Civil Contingencies Agency, 
Sweden, 2014; p. 8).

 • Deutsche Telekom AG (2012): Responses were delayed to 
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stop an attack partly because of  ambiguity in respon-
sibilities for responding to the attack.  Accordingly, the 
Federal Criminal Police Office only acted after Telekom 
provided additional clarifying information (Ministry of  
Security and Justice, the Netherlands; Federal Office 
for Information Security, Germany; Swedish Civil 
Contingencies Agency, Sweden, 2014). 

 • Tieto (2011): To mitigate the effects of  a hardware 
error at Tieto, an IT service provider, the Swedish Civil 
Contingencies Agency (MSB) requested situation reports 
from Tieto and the affected organizations.  Initial infor-
mation sharing was hampered due to concerns about 
commercial confidentiality.  Moreover, an analysis of  
this event found that “several of  the affected parties did 

not have enough knowledge about their own dependen-
cies, nor about their need for cooperation." (Ministry 
of  Security and Justice, the Netherlands; Federal 
Office for Information Security, Germany; Swedish 
Civil Contingencies Agency, Sweden, 2014; p. 23; The 
Swedish Civil Contingencies Agency, 2012).

1.0.2 THE IMPORTANCE OF SOCIAL 
PROCESSES TO CYBERSECURITY 
INCIDENT RESPONSE

These examples of  collaboration failure in both non-cyber and 
cybersecurity teams point to the criticality of  social processes for 
high performance during incident response.  In our research with 

TABLE 1.1 COLLABORATION CHILLERS IN CSIRTs: QUOTES FROM THE FIELD
Failure to share unique information  • “What I had last year was a team of people who weren't really doing 

the open communication at the level I wanted.  So that's a problem in 
the team.”

Failure to initiate necessary collaboration  • “We also see that it is a cultural thing probably and some of our 
entities have incidents and they do not contact us. So the incident 
inside the country escalates, and if they would have asked us, we would 
have helped them in an instant and it would not be as big as it turned 
out to be.” 

Failure to adapt  • "We have to be able to be as flexible as the attack and we have to be 
able to stay at the bleeding edge of current methods of detecting these 
attacks and handling these intrusions. If we can't do that, then we're 
dead in the water. The attackers are extremely agile and we have to 
be as well.”

Poor communication practices  • “The communication is lacking. We don't interact as well as maybe we 
could've. We're not a finely gelled team."

Poor listening  • “…You either have to just get somebody else to come in and tell them 
what's going on, or go to the boss and say they're screwing this thing 
up. I tried to help them, it's just they're not listening.”

Lack of trust  • “I would say nine times out of ten, I handle it myself. I don't rely on the 
other two for having any clue as to what they're doing.”

Lack of knowledge about team member expertise  • “A lot of times, it’s lack of awareness. They don’t know I’m here.”

Interpersonal conflict  • “My forensics guys are completely different than my incident handlers 
because they require different things… So they never get along…
when I first had them in the lab, my incident response guys literally 
walled themselves away from the forensics team…they didn't want to 
associate with each other.”
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cybersecurity professionals, we interviewed many individuals and 
team leaders who spoke about the importance of  communication, 
collaboration, and coordination for the effectiveness of  their teams.  
They also pointed to failures in these processes as critical issues for 
team effectiveness.  Quotes from these interviews, shown in Table 
1.1, identify several collaboration chillers that occur in many CSIRTs, 
including:

 • Failure to share unique information
 • Failure to initiate necessary collaboration
 • Failure to adapt
 • Poor communication practices
 • Poor listening
 • Lack of  trust
 • Lack of  knowledge about team member expertise
 • Interpersonal conflict

We will describe these potential problems in this Handbook, as 
well as provide recommendations for managers to fix them.  

The main theme of  our work is that the effectiveness of  cyber-
security incident response rests on both technological and social 
capacities--both are necessary; neither alone is sufficient.  Yet, despite the 
joint importance of  these capacities, most manuals and handbooks 
designed to increase CSIRT effectiveness focus mainly on technol-
ogy-related processes.  These documents typically cover topics such 
as: 

 • CSIRT frameworks, services, and functions (Bowen, 
Hash, & Wilson, 2006; West-Brown et al., 2003);

 • Information security governance (Bowen et al., 2006);
 • Information security tools and information assurance 

techniques (Harvey, 2012; West-Brown et al., 2003);
 • Information sharing between organizations (NICE, 

2014); and
 • Technical skills for incident responders (Harvey, 2012; 

West-Brown et al., 2003).  
When documents do address team aspects of  cybersecurity 

incident response, the emphasis is typically on individual functions 
and roles within the CSIRT and incident response process flow.  
What existing cybersecurity manuals do not cover in sufficient 
detail are the social processes and dynamics that contribute to 
effective incident response.  Improving social processes and 
dynamics is the purpose of  this Handbook.

 

1.1 Research Foundation for 
the Handbook
This Handbook was developed as the culmination of  a re-

search effort jointly funded by the U.S. Department of  
Homeland Security (DHS), the National Cyber Securi-

ty Centre (NCSC) of  the Netherlands, and the Swedish Civil 
Contingencies Agency (MSB).  This effort joined scientists from 
three institutions, George Mason University, Dartmouth Col-
lege, and Hewlett- Packard, to create a large multidisciplinary 

research team.  In the following sections we describe (a) the 
research activities that contributed to the content of  this Hand-
book, and (b) the major research themes uncovered by these 
activities.

One purpose of  our research effort was to examine CSIRT 
MTSs (described below and covered in detail in Chapter 2 (“The 
Social Maturity of  CSIRTs and Multiteam Systems”) that are 
typically used to resolve cybersecurity incidents.  Another purpose 
was to define the planning processes, behaviors, and outcomes that 
reflect successful CSIRT performance at the individual, team, and 
MTS level.  These elements of  performance were used to identify 
the individual knowledge, skills, abilities and other characteristics 
(KSAOs), the team and MTS attributes, and work design charac-
teristics that are important for effective CSIRT performance.  This 
information served as one basis for our recommendations for 
performance improvement.

Several different projects comprised the research effort that 
contributed to this Handbook (see Figure 1.1; also Chen et al., 
2014).  These projects included the following:

 • Construction and Validation of  an Incident Response Performance 
Taxonomy: Our research team developed a taxonomy 
of  cybersecurity incident response performance based 
on reviews of  general team performance and specif-
ic CSIRT literatures.  This taxonomy (presented in 
Appendix A) indicates three dimensions of  cybersecuri-
ty performance: level (individual, team, and multiteam 

Figure 1.1 Projects Comprising the CSIRT Effectiveness 
Research Program

Research Activities that Contributed to this Handbook

1 For more information on the development and analysis of  
this CSIRT taxonomy, please see Zaccaro et al. (2016). 
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systems), timing (proactive versus reactive process-
es), and phase (planning versus execution activities) 
[1].  Data from focus groups (see below) were used to 
provide an initial validation of  the taxonomy.  We used 
this taxonomy to derive KSAOs necessary for effective 
cybersecurity performance.  Managers also can use the 
elements in this taxonomy to develop fine-tuned perfor-
mance appraisal tools, selection tools, and training 
programs to develop individual and collective incident 
response skills (see Appendix A for more details).

 • Reviews of  Existing CSIRT Research: A starting point for our 
research effort was a comprehensive review of  existing 
academic and applied research on CSIRT effectiveness.  
Our intent was to ensure that our own effort began from 
current knowledge about CSIRTs, and to provide a basis 
for added value to this literature.  This review contribut-
ed, in part, to the construction of  the taxonomy of  cyber-
security incident response performance.

 • Review of  Existing CSIRT Job Analyses: One tool of  organi-
zational psychologists is the job analysis, which is used 
to determine the key elements of  work in particular 
positions (Cascio & Aguinis, 2010).  Another aspect of  
the job analysis is the identification of  social requirements 
for such work (Fleishman & Quaintance, 1984).  Several 
analyses have been completed regarding the technologi-
cal requirements of  incident response work (e.g. NICE, 
2013; West-Brown et al., 2003; Wolf, 2004).  We did not 
replicate this work; instead we used it to validate parts of  
our taxonomy and derive technical knowledge and skills 
necessary for CSIRT performance.  The main focus in 
our job analysis of  incident response in this study was 
on the cognitive, social, personality, and motivational 
requirements of  such work.

 • Review of  Job Ads for CSIRT Positions: Another task in our 
effort was the review of  111 job advertisements for cyber-
security personnel hires.  Our purposes were to (a) identi-
fy the KSAOs typically sought by cybersecurity manag-
ers, and (b) identify gaps between such KSAOs and 
those attributes identified as important in our research.  
The results of  this review are located in several places 
throughout the Handbook.

 • Focus Group and Managerial Interviews: To our knowledge, 
our research involved one of  the most comprehensive 
sets of  interviews of  incident responders in a single study.  
We conducted 52 focus group interviews with a total of  
approximately 150 participants.  We interviewed 28 MTS 
representatives from organizations across the United 
States, the United Kingdom, Germany, Sweden, and 
the Netherlands (See Chapter 2 “The Social Maturity of  
CSIRTs and Multiteam Systems”).  The types of  CSIRTs 
represented in our study included national, government, 
and military coordinating CSIRTs, managed securi-
ty service providers (i.e., external clients), Corporate 
CSIRTs and academic institution CSIRTs.  The data 

from these interviews were used to: 
ڤ  Develop a core set of  propositions about the social 

dynamics of  cybersecurity incident response work;
ڤ  Validate the incident response performance 

taxonomy;
ڤ  Derive an initial set of  incident response KSAOs; 
ڤ  Provide qualitative data for use in this Handbook and 

in CSIRT training exercises.
 • Survey of  Non-Technical Knowledge, Skills, Abilities, and other 

Attributes: Prior studies of  CSIRTs delineated techni-
cal KSAOs necessary for successful incident response 
(NICE, 2013).  These studies generally did not examine 
cognitive, social, and character attributes that also influ-
ence CSIRT performance.  Accordingly, as part of  this 
effort, we developed a comprehensive list of  such attri-
butes from our taxonomy, focus group interviews, and 
from a survey of  88 CSIRT professionals.  The results of  
this survey are described throughout the Handbook and 
are summarized in Appendix G.

 • Cognitive Task Analysis: Most job analyses focus on the 
behaviors required for job performance.  However, 
because our taxonomy indicated the centrality of  
knowledge work in incident response, we also conduct-
ed a cognitive task analysis (CTA) designed to identify 
the particular cognitive skills that contribute to effective 
CSIRT performance.  The results of  this analysis are 
described throughout the Handbook, and are summa-
rized in Chapter 4 (“Decision-making in CSIRTs”).  

 • MTS Analysis: As noted above, one of  the primary 
contributions of  our research (and this Handbook) 
was to examine CSIRTs as MTSs.  Different process-
es and dynamics are relevant for MTSs that are not 
equally relevant for traditional teams.  An MTS does 
not refer simply to the collection of  teams working in 
a CSIRT, but highlights the fact that multiple teams 
collaborate closely to solve complex problems.  This 
concept was introduced to organizational science in 
2001 (Mathieu, Marks, & Zaccaro, 2001) and applied 
in many organizational settings, including military, 
health, transportation, business, and disaster recovery 
settings (e.g. DeChurch & Marks, 2006; DeChurch et 
al., 2011; Goodwin, Essens, & Smith, 2012; Zaccaro, 
Marks, & DeChurch, 2012).  We have applied the MTS 
concept here to the domain of  cybersecurity incident 
response (see also Chen, et al., 2014).  As part of  this 
effort, we analyzed the composition and interaction 
patterns of  28 incident response MTSs.  The results 
of  this analysis are described in Chapter 2 (“The 
Social Maturity of  CSIRTs and Multiteam Systems”), 
along with practical tools for CSIRT managers. 
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1.2 Major Research Themes 
and Findings
The chapters in this Handbook rest on a foundation of  several 

research themes that emerged from our study.  In this sec-
tion, we briefly summarize 10 themes and point to the spe-

cific chapters that elaborate on them.  These themes are grouped 
under three categories:  (1) The Nature and Environment of  CSIRT 
Work; (2) Individual and Collective Drivers of  CSIRT Effectiveness; and (3) 
Fostering Persistent CSIRT Excellence.

1.2.1 CATEGORY 1: THE NATURE AND 
ENVIRONMENT OF CSIRT WORK 

The first two research themes should be quite obvious and 
unsurprising to readers of  this Handbook.  Yet, we note them 
because they provide an important foundation for the research 
other themes listed below.  

Theme 1: Cybersecurity incident responders perform 
individual and collective knowledge work. 

To understand what individual capacities and team processes 
drive CSIRT effectiveness, we need to first describe the nature of  
the work.  Organizational scientists have labeled activities similar 
to cybersecurity incident response as knowledge work.  According 
to these scientists:  

"The main feature differentiating knowledge work from 
other conventional work is that the basic task of  knowledge 
work is thinking.  Although all types of  jobs entail a mix 
of  physical, social, and mental work, it is the perennial 
processing of  non-routine problems that require non-linear 
and creative thinking that characterizes knowledge work" 
(Reinhardt, Schmidt, Sloep, & Drachsler, 2011, p. 150). 

Relevant to this definition, the core performance functions of  
incident response work entail complex thinking and problem-solving.  
As cyber events are becoming more complex, collective knowledge 
work among multiple analysts is becoming more necessary (also see 
Theme 4).  Chapter 4 (“Decision Making in Cybersecurity Incident 
Response Teams”) describes the event and incident characteristics that 
influence decision processes in such work.

Theme 2: Cybersecurity incident responders often 
need to work within volatile, uncertain, complex, and 
ambiguous environments (i.e., “VUCA”; Stiehm, 2002; 
Scott, 2012).

This research theme describes the environment within which 
CSIRT knowledge work occurs.  Much incident response work is 
fairly routine.  For example, watch team members (i.e., analysts 
who monitor computers and networks for incidents and flag unusu-
al patterns) often are the first level of  incident response, routinely 

handling many incidents and spending a large proportion of  their 
time attending to uneventful data streams across computer screens.  
However, the relatively routine nature of  such work can switch 
quickly into a more uncertain and volatile mode when novel and/
or potentially high impact cyber threats are detected.  Thus, both 
incident response work and the nature of  cyber events themselves can 
move from routine to novel and very quickly with little warning.  The 
implications for this aspect of  CSIRT work include the following:   

 • The dynamic nature of  the incident response work environ-
ment requires individual analysts and CSIRTs to be adaptive 
in how they approach incident problem-solving (also see 
Theme 9).  We cover suggested strategies and approaches 
for increasing adaptation in Chapters 7 (“Collaborative 
Problem Solving in Incident Response”) and Chapter 11 
(“Continuous Learning in Incident Response"). 

 • The elements of  volatility, uncertainty, complexity, and 
ambiguity (VUCA) of  the incident response environment 
contribute to stress felt by analysts.  When stress is continu-
ously experienced at high levels, performance can degrade 
by significant amounts.  Accordingly, both individuals and 
teams need to possess a strong degree of  resilience (also see 
Theme 9).  Appendix I in this Handbook provides sugges-
tions on how CSIRT managers can mitigate stress among 
analysts and foster greater individual and collective resil-
ience in addition to technical and operational resilience.

Theme 3: Maintaining vigilance (i.e., sustained 
attention and focus over time) is a substantial 
problem because of the length of shifts and the 
nature of CSIRT work.

One specific element of  cybersecurity work that received extended 
focus in this research effort was the attentional capacity of  cybersecu-
rity professionals and teams.  Watch team activities require sustained 
attention while scanning events for potential threats.  Likewise, the 
shift schedules of  most CSIRTs and the high cognitive demands 
of  the work itself  can exhaust cognitive capacities needed for acute 
situational awareness.  We noted above that incident response work 
can move unpredictably from very routine to highly novel situations.  
The pace of  incoming information also can change rapidly.  Loss of  
attentional and cognitive capacity, however, can impair the ability of  
incident responders to shift their focus when required.  Accordingly, 
the maintenance of  vigilance is a particularly critical element of  
CSIRT performance.  Chapter 10 (“Sustained Attention and Focus 
over Time") in this Handbook provides additional insight on this issue 
and offers strategies to help CSIRT managers maintain individual and 
team vigilance. 

Theme 4: Cybersecurity incident response occurs 
at multiple levels, including individual, team, and 
multiteam systems.

Organizational scientists have argued that work in environments 
with high levels of  VUCA can be too demanding for individual 
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performers, requiring the joint contributions of  multiple people 
(Scott, 2012).  In other words, as we noted above, CSIRT work often 
entails collective knowledge work where multiple analysts need to 
work together to resolve incidents.  Our research confirmed that 
while individuals working alone complete a significant amount of  
incident response work, an equal or greater amount of  this work 
is performed by two or more individuals working together.  Our 
research also indicated that a significant amount of  incident response 
work is completed by MTSs, or multiple teams working together.

The strong collaborative nature of  incident response work 
carries several implications for CSIRT managers:

 • Communication and information sharing are essential 
parts of  effective performance.  Again, this statement is 
not surprising.  However, most descriptions of  informa-
tion sharing in the cybersecurity literature do not make 
some critical distinctions that are important for CSIRT 
managers.  Chapter 6 (“Information Sharing Effectiveness 
in Incident Response”) describes a framework of  incident 
response information sharing that reflects these distinc-
tions.  Chapter 6 also includes implications for CSIRT 
managers, along with strategies to improve communica-
tion (see Chapter 5, “Communication Effectiveness in 
Incident Response,” as well).

 • Incident response collaboration takes the form of  collec-
tive knowledge work.  Such “thinking together” means 
that members of  CSIRTs generate ideas together, and 
then evaluate and revise those ideas together as a group.   
CSIRT managers must create the best conditions for 
facilitating this “thinking together” within their teams and 
MTSs.  Chapter 7 (“Collaborative Problem-Solving in 
Incident Response”) provides more information on collab-
orative problem-solving along with strategies that can be 
implemented by CSIRT managers and team leads.

Theme 5: Incident response collaboration within and 
between incident responders and teams is typically 
discretionary.

One of  the key findings of  our research is that incident response 
collaboration is typically a decision or choice made by an individ-
ual analyst upon detection and triage of  a particular incident.  Not 
all incidents are escalated to include other team members or other 
teams.  Thus, a central process in incident response performance 
is the choice to work with additional analysts or responders in the 
resolution of  a particular incident.  Several parameters determine 
this choice, including (a) existing policies and guidelines; (b) the 
nature of  the event (e.g., its severity, political impact); (c) charac-
teristics of  the team members and other teams to be included in 
the collaboration (e.g., degree of  trust and expertise in the team 
and MTS); and (d) characteristics of  the individual responder (e.g., 
comfort with or preference for working with others).  Chapter 4 
(“Decision Making in CSIRTs”) covers discretionary collabora-
tion and escalation along with critical incident characteristics that 
trigger collaboration.    Furthermore, Figure 4.1 depicts the myriad 

discretionary choices during incident response that are encoun-
tered by analysts.

Theme 6: What constitutes good performance 
among cybersecurity incident responders is not 
well understood.  Performance should be evaluated 
directly using appropriate metrics—not indirectly 
(e.g., not only using existing maturity models).

A core objective of  our research effort was to specify the drivers 
of  effective CSIRT performance at the individual, team, and 
MTS levels.  We found in our interviews that defining the nature 
and elements of  good performance was difficult, and there were 
not high levels of  agreement among interviewees.   These insights 
are in line with those from cybersecurity literature, which reflects 
a general dissatisfaction with the metrics that are used to evalu-
ate cybersecurity performance (e.g., Rashid, 2015).  The lack of  
well-defined and widely-accepted performance metrics creates 
barriers to many important managerial responsibilities including: 
1) identification of  areas of  strengths and weaknesses of  cyberse-
curity professionals, teams, and MTSs; 2) effective decision-mak-
ing regarding resource allocation (e.g., training to address an 
identified area of  weakness); and 3) accurate comparisons of  
cybersecurity professional, team, and MTS performance that 
can improve decisions regarding personnel (e.g., promotions).  
Chapter 3 (“Measuring and Evaluating CSIRT Performance”) 
addresses these issues by providing a discussion of  performance 
metrics and ratings as well as recommendations for evaluating 
CSIRT performance. These recommendations include assessing 
of  team and MTS performance.  In addition, the taxonomy in 
Appendix A includes a range of  performance outcomes relevant 
for CSIRTs.  

Organizational scientists refer to lower performance in teams 
due to poor collaboration as process loss (Steiner, 1972).  In this 
Handbook, we use the term social maturity to refer to teams 
and MTSs that have established social processes and team states 
that promote and sustain high levels of  collective performance.  
Chapter 2 (“The Social Maturity of  CSIRTs and Multiteam 
Systems”) describes this concept in more detail.

1.2.2 CATEGORY 2: INDIVIDUAL AND 
COLLECTIVE DRIVERS OF CSIRT 
EFFECTIVENESS
Theme 7: Four sets of knowledge, skills, abilities, and 
other attributes (KSAOs) are necessary for effective 
cybersecurity incident response work. These include: 
technical skills, cognitive abilities, social skills, and 
personal character.

One of  the primary purposes of  our research was to define 
the individual and team attributes that drive effective incident 
response performance.  As we have noted, most discussions 
of  CSIRT KSAOs have focused on the technical skills and 
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knowledge necessary for such performance.  As stated above 
in our research activity overview, we used several strategies to 
specify other possible KSAOs, including the performance taxon-
omy, team performance literature, focus group interviews, and 
cognitive task analyses.  We then surveyed 88 cybersecurity cyber 
analysts from either a coordinating or non-coordinating CSIRT, 
and asked them to rate the importance of  each of  the non-tech-
nical KSAOs.  We found that the top 20 KSAOs that were ranked 
as most important by cybersecurity professionals included specif-
ic attributes across all non-technical categories: cognitive abilities, 
social skills, and personal character (more details of  our findings 
from the KSAO survey are reported in Appendix G).  However, 
a key observation from our work is that job ads for cybersecuri-
ty positions rarely focus on the full range of  non-technical skills 
indicated in our findings.  Table 1.2 displays a comparison of  
the skills typically appearing in job ads with those top 20 KSAOs 
identified through our research.  The lack of  correspondence 
between the job ads and critical non-technical KSAOs identi-
fied in our research suggests that HR departments associated 

with CSIRTs and hiring managers need to pay more attention 
to non-technical KSAOs in their recruitment, assessment, and 
selection of  candidates for cybersecurity positions. 

Theme 8: Team- and MTS-level states and protocols 
also contribute to CSIRT effectiveness. 

Individual KSAOs are necessary but not sufficient for effec-
tive CSIRT performance.  Our focus group interviews and our 
reviews of  team effectiveness research, and particularly reviews 
of  teams similar to CSIRTs (Steinke et al., 2015) indicated 
that particular shared cognitive and affective states are also 
important for successful incident response collaboration.  These 
include:

 • Trust;
 • Shared knowledge of  each member’s unique expertise 

and experiences;
 • Shared understanding of  how team members need to 

interact when resolving incidents, particularly high threat 

TABLE 1.2 COMPARISON OF TOP 20 KSAOs 
TOP 20 NON-TECHNICAL KSAOs FROM OUR RESEARCH KSAOs TYPICALLY APPEARING IN JOB ADS, 

O*NET, AND NICE
Social/Team Social/Team
 • Trustworthiness  • Communication skills

 • Collaborative problem-solving  • Leadership / Management skills

 • Motivation to work on behalf of team  • Interpersonal skills

 • Communication skills Cognitive
 • Mentor/coaching ability  • Reasoning skills (Intelligence)

Cognitive  • Decision-making competence

 • Learning ability Character
 • Problem-solving skills  • Self-motivation

 • Investigative skills Technical
 • Intelligence  • Vulnerability analysis skills

 • Decision-making competence  • Knowledge of legal, government and jurisprudence requirements

Character  • Knowledge of incident management

 • Work ethic  • Skills of computer languages

 • Specific curiosity  • Knowledge of infrastructure design

 • Resilience  • Technology trend awareness

 • Self-motivation  • Knowledge of information systems/network security

 • Detail-orientation  • Software development and engineering skills

 • Proactive  • Intrusion prevention skills

 • Adaptive  • Knowledge of network management methods

 • Perseverance  • Digital forensics skills

 • Diversive curiosity  • Knowledge of organizational processes and operations

 • Ambiguity tolerance  • Knowledge of operating systems

 • General IT knowledge

Note: Circled KSAOs indicate correspondence between our research findings and job ads.
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incidents (i.e. shared team interaction models);
 • Communication and information sharing norms/proto-

cols; and
 • Conflict management norms/protocols.

These five characteristics are not only important for collaboration 
within incident response teams,  but also between teams in a CSIRT 
MTS.  Chapters 8 and 9 in the Handbook (“Shared Knowledge 
of  Unique Expertise” and “Trust in Incident Response Teams and 
Multiteam Systems,” respectively) describe in more detail the impor-
tance of  these team and MTS states for effective CSIRT perfor-
mance.  We provide recommendations to managers and team leads 
to foster the development of  these cognitive and affective states.

1.2.3 CATEGORY 3: FOSTERING 
PERSISTENT CSIRT EXCELLENCE

The final two research themes that emerged from our work focus 
on qualities that promote continued or persistent excellence in 
CSIRTs.  

Theme 9: Adaptation and resilience across all levels 
are vital to effective cybersecurity incident response.

We have noted that the dynamic nature of  the CSIRT work 
environment requires that incident responders be adaptive in 
terms of  how they think about and resolve problems.  Cognitive 
researchers have shown that people tend to think in habitual 
ways, rarely changing how they frame problems, even when 
circumstances change substantially (e.g. Duncker & Lees, 1945; 
Wertheimer, 1954).  Other research has also revealed that 
routines are often disrupted in emergencies, and that emergen-
cy response requires adaptive management (Brooks, Bodeau, & 
Fedorowicz, 2010).  Likewise, at the team- and MTS-level the 
propensity to engage in habitual thinking and actions is made 
worse by tendencies toward “groupthink” and by conformity 
pressures that often exist in teams and MTSs (Festinger, 1950; 
Janis, 1972).  

Accordingly, a major element in adaptive thinking is a capacity 
to engage in “frame switching,” or the application of  new frames 
of  reference to different kinds of  problems (Nelson, Zaccaro, & 
Herman, 2010).  Such capacity is especially important in the 
dynamic CSIRT environment.  However, current CSIRT train-
ing approaches do not typically utilize strategies shown to devel-
op adaptive thinking skills, neither among individual analysts 
or in CSIRTs.   Chapters 7 (“Collaborative Problem-Solving in 
Incident Response”) and 11 (“Continuous Learning in Incident 
Response”), describe factors that drive individual, team, and 
MTS adaptability, and strategies for managers to promote these 
factors.

We have noted that the CSIRT work environment contains a 
range of  stressors that increase the challenge confronting incident 
responders.  These stressors can have deleterious effects on individ-
ual well-being as well as on the team and MTS’s capacity to 
maintain high collective performance.  Thus, CSIRT managers 

need to utilize strategies designed to increase individual and team 
resilience in the CSIRT environment. Appendix I presents a 
number of  best practices for managers to promote such resilience.

Theme 10: Effective cybersecurity incident response 
work requires continuous learning across all levels.

Finally, we noted earlier that the nature of  incident response as 
collective knowledge work requires that incident responders, teams, 
and MTSs establish a sustained learning climate that encourag-
es them to continually refresh and expand their knowledge and 
understanding about cybersecurity.  In our interviews, we found that 
managers of  more effective CSIRTs tended to provide opportunities 
for individuals to gain new experiences and to share new knowledge 
with other team members.  Such CSIRTs possessed an environment 
of  experimentation, where errors were viewed as learning opportu-
nities. Mature CSIRTs also use the knowledge and experiences they 
collect to continually adapt their processes and systems. Chapter 11 
(“Continuous Learning in Incident Response”) offers information 
and strategies on how CSIRT managers can create and sustain a 
learning environment in their teams and MTSs. 

1.3 Summary
Responding to cybersecurity crises entails both technological 

and social processes.  Most existing CSIRT manuals empha-
size the former.  This Handbook focuses on the latter, and 

particularly on enhancing incident response collaboration within 
and between cybersecurity teams.  The Handbook is based on 
the results of  an extensive research program that identified key 
KSAOs necessary for performance.  Our research also identified 
multiteam systems as a key organizational form for CSIRTs.   In 
the next chapter, we define this form in more detail, and provide 
information to managers on leading MTSs.
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Chapter Two
The Social Maturity of CSIRTs and 

Multiteam Systems

Key Themes  
 ➪ The social maturity of a CSIRT reflects how well its members work together. 
 ➪ CSIRTs can often act as multiteam systems (MTSs), where several teams work 

closely together to resolve incidents; when CSIRTs are considered as MTSs, 
then social maturity also indicates how well different teams collaborate in 
resolving incidents. 

 ➪ For CSIRT MTS managers, between-team collaboration poses several significant 
challenges beyond those occurring within teams. This chapter provides several 
strategies to address these challenges.   

 ➪ CSIRT MTS managers who use these and similar strategies presented elsewhere 
in this Handbook can increase between-team understanding, trust, and 
collaboration. 



CSIRT Effectiveness and Social Maturity
47

Contents
2.0 Introduction 48
2.1 Why are Effective Social Dynamics Important in CSIRTs? 48

2.1.1 The Elements of Social Maturity in CSIRTs 48
2.2 CSIRT Multiteam Systems 50

2.2.1 What is a Multiteam System? 50
2.2.2 MTS Goal Hierarchies 50
2.2.3 Internal Versus External MTSs 51
2.2.4 Forming CSIRT MTSs 51

2.3 Project Findings: Typical CSIRT MTSs 53
2.4 Challenges in Managing MTSs 54
2.5 Strategies for CSIRT MTS Managers 55
2.6 Summary 
 58



CSIRT Effectiveness and Social Maturity
48

2.0 Introduction
This Handbook is intended to provide insight and recommen-

dations on how to enhance the abilities of  cybersecurity in-
cident responders to work well together.  In this chapter, we 

expand on the social nature of  cybersecurity incident response.  
We describe the social components of  strong CSIRT collabora-
tion, and we introduce the concept of  CSIRTs as Multiteam Sys-
tems (MTSs; Chen, et al., 2014).  

2.1 Why are Effective Social 
Dynamics Important in 
CSIRTs?
In Chapter 1 (“Introduction to the Handbook”), we noted that 

two of  the research themes that serve as a foundation for this 
Handbook are that (a) incident responders need to work in com-

plex environments, and (b) the nature of  CSIRT work is knowledge 
work.  Incident responders work under conditions of  very high in-
formation load, handling tremendous streams of  data and infor-
mation.   While most events and incidents require routine respons-
es, on occasion, some events will turn out to be highly impactful 
and threatening incidents.  In such instances, there is also greater 
time urgency, as speed of  response and remediation becomes crit-
ical.  The resolution of  these incidents entails knowledge work, 
where analysts engage in thinking and problem-solving to come up 
with solutions and strategies. 

For routine and low impact incidents, the generation and imple-
mentation of  a solution often can be completed by a single analyst.  
However, when incidents become more complex, novel, time-ur-
gent, and/or highly impactful, analysts will likely need to work with 
other incident responders.  The complexity and novelty of  some 
incidents require multiple people having different kinds of  expertise 
and experiences thinking together (i.e., engaging in collective knowl-
edge work) to generate the best or most appropriate solution.  The 

effectiveness of  a CSIRT is determined not so much by how well 
they handle the routine aspects of  incident response, but rather by 
how successfully and quickly they resolve or mitigate the unusual 
and extraordinary incidents and threats.  Thus, high performing and 
high quality CSIRTs are those that have the capacity to work well together, those 
that have high levels of  social maturity. 

2.1.1 THE ELEMENTS OF SOCIAL 
MATURITY IN CSIRTS

A number of  maturity models have been introduced recently 
into the CSIRT literature (Butkovic & Caralli, 2013; NCSC-NL, 
2015; Stikvoort, 2010).  CSIRT maturity has been defined as:

An indication of  how well a team governs, documents, 
performs, and measures the CSIRT services. Is the CSIRT 
aware of  the various processes and the required steps? Are 
these written down, shared, examined, and improved? Is 
it clear what the CSIRT authority and accountability is? 
Are there mechanisms to ensure that the CSIRT follows 
the formal processes and adequately serves its constituen-
cy? Are there mechanisms in place to constantly learn and 
improve? (NCSC-NL, 2015, p. 2)

The National Cyber Security Centre in the Netherlands 
(NCSC-NL) defined five areas that contribute to CSIRT maturity 
levels: Foundation, Organizational, Human, Tools, and Processes.  
In this chapter, we will focus on the human area.  More informa-
tion about the entire maturity model can be found at:

www.gccs2015.com/sites/default/files/documents/CSIRT%20
Maturity%20Toolkit%2020150409.pdf

According to the NCSC-NL CSIRT maturity model, the human 
area refers to the skills and capacities of  the CSIRT members:  
“Finding the right people for your team, training them well, and 
keeping them for at least a number of  years for maximum efficien-
cy is crucial to the success of  your CSIRT” (NCSC-NL, 2015, p. 
10). This area includes such aspects as codes of  ethical conduct, 
size requirements of  a team to foster team resilience, members’ 
skills, training programs, and external networking activities.  Thus, 
according to this model, key questions managers can ask to assess 
CSIRT maturity in this area are (CSIRT Maturity Kit, n.d., p. 2):

 • “What is the minimum staffing required to function?” 
 • “Is there an official 'code-of-conduct'?"
 • “Do we have a clear policy for training our team members?” 
 • “Are we connected to the right (social) networks?”

These parameters are indeed essential to constituting a function-
ing CSIRT with the necessary size and skills to accomplish 
incident response.  However, organizational psychologists have 
long acknowledged that member capacities and team size are not 
enough to maximize team effectiveness and success.  Members also 
need to develop the capacity to collaborate well together in accomplish-
ing the team’s mission to develop an effective synergy among team 
members. We would define such synergy as reflecting the social 
maturity of  a CSIRT.

Our focus group interviews suggested that a number of  critical 
elements contribute to the social maturity of  a CSIRT.   These are:

 • Do team members know when and how to trigger collab-
oration activities among CSIRT members in response to 

High performing and high quality 
CSIRTs are those that have the capacity 
to work well together, those that have 
high levels of social maturity.

  

www.gccs2015.com/sites/default/files/documents/CSIRT%20Maturity%20Toolkit%2020150409.pdf
www.gccs2015.com/sites/default/files/documents/CSIRT%20Maturity%20Toolkit%2020150409.pdf
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particular events?
 • Does the CSIRT have the correct shared communica-

tion norms and protocols to ensure effective and timely 
sharing of  information? Do members have the commu-
nication skills to work well within these protocols?

 • Do members collaborate effectively in all stages of  
CSIRT problem-solving?

 • Do CSIRT members have a shared understanding of  
who has what unique set of  experiences and expertise 
in the team?

 • Do members of  the CSIRT trust one another?
 • How well does the CSIRT adapt (cognitively and behav-

iorally) to novel and changing circumstances?
 • How well does the CSIRT learn from failures and new 

experiences?
 • How well does the CSIRT manage internal conflict? 

How well does the CSIRT manage conflict with external 
stakeholders?

Figure 2.1 summarizes these elements of  CSIRT social maturity.  
While they can each be defined in terms of  teamwork skills possessed 
by individual CSIRT members, they also reflect the quality of  inter-

actions among team members.  CSIRT social maturity reflects how 
well members communicate and share information with one anoth-
er, how well they solve problems together, how much knowledge and 
trust they share, how well they adapt and learn as a team, and how 
well they manage any conflict among themselves.  A key task for 
CSIRT managers to maximize the performance of  their teams is to 
create the conditions for these elements to flourish. 

CSIRT social maturity reflects how 
well members communicate and share 
information with one another, how 
well they solve problems together, how 
much knowledge and trust they share, 
how well they adapt and learn as a team, 
and how well they manage any conflict 
among themselves. 

  

❝

❞

Every time we talk about how we 
operate, we’re trying to push that 
it’s not five teams.  Anything we do 
generally involves every single one of 
those teams, so there’s no real concept 
of this isn’t an incident handling 
problem, this is an international team 
problem; no one team can survive on 
their own.  They’ve got to rely on all 
the other teams. 

~CSIRT Manager  

Figure 2.1 Elements of CSIRT Social Maturity
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Each element in Figure 2.1 is described in one or more of  the 
other chapters in this handbook.   For each one, we provide a set 
of  strategies and recommendations managers can use to improve 
their teams.  We also provide an assessment exercise that can be 
used by managers to evaluate the state of  their teams on each 
element.  These assessments can be used specifically to evalu-
ate social maturity levels in similar ways to how CSIRT maturity 
models such as SIM3 assess CSIRTs more generally (https://
check.ncsc.nl/static/CSIRT_MK_brochure.pdf; Stikvoort, 
2010).  We will describe the use of  these assessments later in this 
chapter.

2.2 CSIRT Multiteam 
Systems

The current literature on the human element of  CSIRT maturity 
has an exclusive focus on the quality of  a team.  However, cyberse-
curity incident response often involves the action of  multiple teams 
working closely together.  In this Handbook, we refer to this arrange-
ment as a multiteam system (MTS; Chen, et al., 2014; Zaccaro, 
Hargrove, Chen, Repchick, & McCausland, 2016).  A critical point 
for CSIRT managers is that social maturity of  a CSIRT reflects not 
only how members work well as a team, but also how well the team 
works closely with other teams.

2.2.1 WHAT IS A MULTITEAM SYSTEM?
Organizational scientists have defined an MTS as a closely 

connected network of  teams working together to accomplish a 
common goal (Mathieu, Marks, & Zaccaro, 2001).  Most organi-
zations contain collections of  teams, but these are not necessarily 
considered MTSs.  What differentiates an MTS from these other 

kinds of  arrangements is that the teams in an MTS interact and 
work closely together – much as members of  a single team would 
– when completing a task or mission.  Teams within an MTS are 
called component teams.  

Organizational scientists describe four levels of  interaction, or 
interdependence, which can occur between teams in an organiza-
tion (Tesluk, Mathieu, Zaccaro, & Marks, 1997):

1. Pooled actions:  Teams work independently from one 
another, with little or no interaction required among 
them.

2. Sequential Interactions:  Teams complete actions on a task 
and then pass the results to another team to work on.  
Interaction flows from one team to another.

3. Reciprocal Interactions:  Teams complete an action on 
a task and pass the task to another team; that team 
returns the results of  its work back to the original team.  
Teams can work through several iterations until the task 
is completed.

4. Intensive Interactions:  Multiple teams interact with 
one another in the same time and space to resolve a 
problem.

Most teams in organizations engage in pooled or sequential 
interactions.  However, teams that are working as part of  an MTS 
typically engage in reciprocal or intensive interactions with other 
teams in the system.  

2.2.2 MTS GOAL HIERARCHIES
All component teams in an MTS work toward a common, 

overarching goal called the distal goal.  However, individual teams 
may work by themselves or with 1-2 other teams to accomplish a 
more immediate goal, called a proximal goal.  As the MTS gets 
closer to accomplishing the distal goal, more component teams 
become involved in the overall MTS mission.  Thus, the goals of  
different component teams working in an MTS can be defined as 
a hierarchy of  proximal goals contributing to the accomplishment of  
the distal goal.

Table 2.1 shows an example of  a CSIRT goal hierarchy that 
may occur in an MTS when a potentially severe threat is detect-
ed.  A watch or network monitoring team is typically responsible 
for detection of  possible malicious activity (goal 1).  For threats 
that are non-routine or complex, that team may work with the 

❝

❞

There’s always tension between 
public and private [teams] because in 
the center, we speak about national 
security or instability in society where 
the business, private companies talk 
about business continuity.  That’s the 
most important thing for them.  So 
you have to connect those two things 
together unless you have shared 
interests.  If you have shared interests, 
there’s no conflict.  So you have to find 
common interests. 

~CSIRT Manager  

❝

❞

I think that’s a great depiction of how it 
works within [our team]. I think there’s 
also the project side of what we do. And 
a lot of times, you’re dependent upon 
resources and teams that are outside of 
corporate. So you depend on people out 
in the business who probably don’t share 
the same set of priorities you do. 

~CSIRT Manager  

https://check.ncsc.nl/static/CSIRT_MK_brochure.pdf
https://check.ncsc.nl/static/CSIRT_MK_brochure.pdf
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forensics, malware, and threat intelligence teams to accomplish 
the determination of  the incident’s nature and threat parameters 
(goal 2).  This is a shared proximal goal for these three teams.  
The forensics and/or malware analysis teams would then work 
with an operations team on the proximal goal of  threat eradi-
cation from the network (goal 3).  The next proximal goal of  
sharing and communicating threat intelligence information is 
accomplished by the threat intelligence and communications 
teams working together (goal 4).  Finally, the distal goal of  re-es-
tablishing a secured cyber environment (goal 5) is accomplished 
by the integrated efforts of  communications, security policy and 
strategy teams, along with CSIRTs and stakeholder teams from 
other companies.

The MTS goal hierarchy is not the same as process models 
that are common in the CSIRT literature (e.g., Alberts, Dorofee, 
Kilcrece, Ruefle, & Zajicek, 2004; Maj, Reijers & Stikvoort, 2010).   
Process models specify a series of  steps or behaviors (i.e., the tasks) 
that individual analysts or teams typically enact when complet-
ing an action.  The MTS goal hierarchy indicates the goals that 
teams working together must accomplish.  Different teams may 
complete their own series of  process steps to carry out their partic-
ular functions, but goal accomplishment in MTS hierarchies is the 
result of  several component teams within the CSIRT engaging in 
these or other processes together to reach certain stages of  cyber-
security incident response. 

2.2.3 INTERNAL VERSUS EXTERNAL MTSS
Organizational scientists distinguish between internal and 

external MTSs (Mathieu, et al., 2001).  An internal MTS is 
one in which all of  the component teams come from the same 
organization.  An external MTS is one in which component 
teams come from different organizations.  Larger organiza-
tions typically have mostly internal CSIRT MTSs.  Smaller 
companies, or those that do not have the resources to create 
a larger internal MTS, may establish one or two component 
teams (e.g., monitoring and response teams), but rely on outside 

organizations for such functions as forensics, malware analysis, 
and threat intelligence.  Or, companies may establish a CSIRT 
composed of  individuals who perform most CSIRT functions 
but call in other support groups when high impact or high sever-
ity incidents attack the company.  Both of  these arrangements 
are examples of  external CSIRT MTSs.  Likewise, even when 
an organization has an internal MTS, high severity threats may 
require bringing in outside legal teams and external custom-
er/stakeholder teams.  In such instances, the internal MTS 
becomes an external MTS. 

Internal and external MTSs can pose different challenges for 
incident response managers.  Both types of  MTSs require manag-
ers to focus on facilitating collaboration (a) within each of  the 
component teams, and (b) between all of  the component teams 
working together on specific proximal goals. Component teams 
in an internal MTS share the same organizational norms, values, 
and expectations.  This may not be true in external MTSs, causing 
greater between team conflict and mistrust.  Later in the chapter, 
we provide some management strategies to facilitate collaboration 
in such circumstances.

2.2.4 FORMING CSIRT MTSS
Types of  CSIRTs vary in terms of  their size and the perma-

nence of  their structures (Zaccaro, Marks, & DeChurch, 2012).  
The choice of  which type to establish often is determined by the 
amount of  resources that can be devoted to cybersecurity response, 
the overall size of  the organization, the frequency of  high impact 
and severe incidents threatening the organization, and the sensitiv-
ity of  its data (e.g., organizations in critical infrastructure sectors 
such as financial, health, military, government, and utilities).

Organizations can form different types of  CSIRTs that reflect 
different forms of  MTSs.  These include:

 • A permanent larger MTS that includes component 
teams related to network monitoring, incident response, 
forensics, malware analysis, engineering, intelligence, 
and communications teams.

TABLE 2.1 AN EXAMPLE OF AN INCIDENT RESPONSE MTS GOAL HIERARCHY  
(ADAPTED IN PART FROM ZACCARO, ET AL., 2016)
STEPS IN A MULTITEAM SYSTEM GOAL HIERARCHY COLLABORATING COMPONENT TEAMS

1. Detection of malicious activity (proximal goal)  • Network Monitoring Team

2. Identification of event nature and parameters (proxi-
mal goal)

 • Network Monitoring Team
 • Forensics/Malware Analysis Team
 • Threat Intelligence Team

3. Threat eradication from network (proximal goal)  • Forensics/Malware Analysis Team
 • Operations Team

4. Threat intelligence communication (proximal goal)  • Threat Intelligence Team
 • Communications Team

5. Secured cyber environment (distal goal)  • Communications Team
 • Security Policy and Strategy Team
 • External CSIRTs and Stakeholder Teams
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 • A permanent smaller MTS composed of  monitoring 
and incident response teams that handles relatively 
routine incidents but may occasionally call in other 
teams on an as-needed basis depending on the nature 
and potential impact of  severe incidents.  Established 
protocols determine when such teams are brought into 
the MTS.

 • An ad hoc MTS composed of  a team of  analysts who 
handle most incident response functions but call in 
other teams specializing in forensics, malware analysis, 
communications, and legal issues on an as-needed basis. 

We describe next some of  our research findings that point to 
both similarities and differences among CSIRT MTSs based on 
CSIRT type.

Figure 2.2 Example of a Cybersecurity Incident Response Multiteam System

TABLE 2.2 COMPONENT TEAMS IN A TYPICAL LARGE MTS CSIRT
TEAM NAME TEAM FUNCTION

Watch Team “Eyes on glass.”  Team members monitor computers and networks for incidents and flag unusual patterns.  Escalate incidents 
to the next levels of analysis.

Incident Response 
Team

This team creates, tracks, and assigns incidents.  Acts as a single point of contact for incident resolution. Team members re-
ceive notification of incidents and triage them. Resolution is generally rapid, coordinated incident response. These teams will 
typically provide on-site response support. 

Malware Team Team members reverse engineer the malware to get to the “why did this happen?” Investigate deeper than surface level 
containment of the incident. Goal is to build something better than what they just reverse-engineered.

Forensics Team Team members deeply analyze artifacts and media to determine the nature of, and assist with scoping, the incident. Provides 
indicators of compromise (IOCs) and possible mitigation information for use by network defenders.

Threat Intelligence 
& Analysis

Team members take a longer view, create and integrate information from internal and external sources that can be used by 
teams to better understand the threat, handle incidents, and perform analysis and mitigation activities.  They are a resource 
to be used by the other teams and do research/projects in order to be proactive. Take knowledge from incidents that can be 
researched and expanded upon.  Build tools to help the incident response teams (e.g. security tools and intrusion detection 
services).   

Engineering This team works as IT support to the entire system.  Designs software, configures and maintains security and IT tools.

Communications 
Team

This team prepares and sends out knowledge documents to promote threat and solution awareness.
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2.3 Project Findings: Typical 
CSIRT MTSs
As part of  our focus groups, we interviewed managers who 

represented 28 CSIRT MTSs of  differing types. Coordi-
nating CSIRTs "facilitate the handling of  incidents, vul-

nerabilities, and general information across a variety of  external 
and internal organizations" (Bhaskar, 2005, p. 5); whereas, we de-
fine non-coordinating CSIRTs as CSIRTs that may be internal or 
external to the organization.  Internal CSIRTs are categorized as 
those whose constituency is the organization that directly employs 
the CSIRT personnel, and external CSIRTs are synonymous with 
what many know as managed security service providers that pro-
vide CSIRT services for a fee to other organizations other than those 

who employ the CSIRT personnel directly. [1] Figure 2.2 displays a 
typical MTS structure that was derived from interviews.  This MTS 
contains 7 component teams.  Table 2.2 lists these teams along with 
their generic functions.  Note that not all of  the MTSs we examined 
included all of  these teams, and several of  them had different names 
across companies.  However, most of  these teams were represented 
in larger CSIRT MTSs.  In smaller CSIRTs, a single team generally 
contained members who accomplished several of  these functions.  
However, such teams would contract outside services in cases of  se-
vere threats. In total, we interviewed 28 MTSs. Of  those, 6 were co-
ordinating CSIRTs. 15 of  the 28 were classified as internal CSIRTs, 
while 7 were classified as external CSIRTs. 

Figure 2.2 shows how interaction patterns differ across compo-
nent teams in a typical MTS.  Some teams work very closely 
with one another (e.g., watch and engineering teams); other 
teams rarely work together (e.g., watch and forensics teams).  
However, many CSIRT MTS managers noted that these inter-
action patterns changed as incident severity increased.  Teams 
engage in more intense interactions with one another when 
resolving high impact and high severity events.  Also, teams that 
do not generally work together begin doing so in cases of  high 
impact threats.

Figure 2.3 indicates how many CSIRTs that we interviewed had 
a team for each of  the seven functions we found. These data are 

1 In our summary of MTSs from our interviews, we also 
included two ad hoc CSIRTs in the non-coordinating category 
even though in the strictest sense these CSIRTs only become 
MTSs during certain incidents.  Both of these CSIRTs were ac-
ademic CSIRTs that have a core CSIRT team with people who 
perform different functions, and then coordinate with other 
teams within the employ of the academic institution (but out-
side of their immediate group) on an as-needed basis.

Figure 2.3 Frequency of all 7 Typical Teams Across 28 CSIRTs
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further broken down by type of  CSIRT (e.g. internal versus external; 
coordinating versus non-coordinating).  While the sample sizes are 
small, some of  the larger differences in percentages suggest that:

 • Coordinating CSIRT MTSs are more likely to include a 
communications team than non-coordinating CSIRT MTSs.

 • Coordinating CSIRT MTSs are more likely to include a 
malware analysis team than non-coordinating CSIRT 
MTSs.

 • Coordinating CSIRT MTSs are more likely to include 
a threat intelligence team than non-coordinating CSIRT 
MTSs.

 • Internal CSIRT MTSs are more likely to include all of  
the component teams, except an engineering team, than 
external CSIRT MTSs.

Interviews with CSIRT MTS managers also indicated that teams 
in coordinating CSIRT MTSs tended to display higher levels of  

interactions, and these interactions involved greater numbers of  
the component teams working together. 

2.4 Challenges in Managing 
MTSs
Our research findings indicate that MTSs are common in 

the domain of  cybersecurity incident response.  We noted 
earlier in this chapter that the social maturity of  a CSIRT 

reflects how well members of  a single team work together.  Howev-
er, when CSIRTs are considered an MTS, then social maturity also 
indicates how well different teams collaborate in resolving 
incidents.  For CSIRT MTS managers, between-team collabo-
ration poses several significant challenges beyond those occurring 
within teams.  Figure 2.4 shows a pattern of  team actions that oc-
cur in many poor performing MTSs.  

 • Teams generally focus on their own functions and goals:  
Component teams in a CSIRT MTS will have their 
own functions and goals.  Those goals will generally 
take precedence over those shared with other teams.  
For example, a malware analysis team may be more 
concerned with discovering the capabilities of  a malware 
sample as opposed to how it was initially introduced into 
an organization’s computer system.  A similar problem 
can happen when product developers insist on repeat-
ed testing, while sales departments insist on getting a 
product to market as quickly as possible.

 • Teams insist on collaborating from their own perspectives:  Because 
component teams have different functions, they bring 
different perspectives to cybersecurity incident response.  
While this can be good when engaging in collaborative 
problem solving (see Chapter 7), teams will often tend to 
see a problem only from their own perspective.

 • Teams are more likely to argue and engage in conflict with one 
another:  If  teams that bring different perspectives to a 
problem insist on their own viewpoint, harmful conflict 
will occur more often in the CSIRT MTS. 

 • Teams don’t trust one another:  As conflict increases between 
teams in a CSIRT MTS, they begin to trust one another 
less.

 • Teams stop collaborating with one another:  When compo-
nent teams lose trust in one another, they stop collab-
orating, and overall MTS effectiveness declines. 

This pattern is a common one in many CSIRT MTSs, especially 
those (a) with a greater number of  component teams, or (b) ad hoc 
in nature, coming together only for severe incidents.  A major task 
for CSIRT managers and top management leadership, then, is to 
promote collaboration not only within each component team in 
their MTS but also to facilitate effective collaboration among their 
teams.  

❝

❞

My forensics guys are completely 
different than my incident handlers 
because they require different things.  I 
mean, forensics means that you're going 
to take six months to make sure that we 
have a thorough and complete answer 
here.  Incident response, you don't have 
time for that. It's pull this next.  Drop 
that machine.  Destroy that machine.  
Tear this thing down. It's done, right?  So 
they never get along.  …when I first had 
them in the lab, my incident response 
guys literally walled themselves away 
from the forensics team. I mean, with 
the cubes.  Like, they would not -- they 
didn't want to associate with each other. 

~CSIRT Manager  

Figure 2.4 Challenges in CSIRT MTS Collaboration



CSIRT Effectiveness and Social Maturity
55

2.5 Strategies for CSIRT 
MTS Managers
Managers can take a number of  steps to increase the effec-

tiveness of  their MTSs.  The recommendations we offer 
below are designed to (a) help you understand your CSIRT 

as an MTS, and (b) facilitate the efforts of  your teams to work well 
with one another.
Recommendation 1:  Map your MTS 

Effective CSIRT MTS leadership requires that managers:
 • Understand their CSIRT as a connected set of  teams;  
 • Be aware of  the different degrees of  interaction typically 

occurring between their teams; and 
 • Be aware of  how these interactions change under condi-

tions of  higher impact or more severe events.
Addendum 2.1 and Appendix E contain a template that managers 

can use to map their MTS and show the typical interactions that occur 
among their teams. To use this template, list each team in your MTS 
in the first column.   Repeat this listing again along the top row, minus 
your last team in the first column.  In each cell, use the key provided 
to indicate the typical interaction that occurs between teams and the 

interactions that occur during higher severity incidents.  An example 
of  how to complete this template is included in Addendum 2.1.  This 
template can help you determine where you need to manage team 
collaborations more closely, especially when incidents increase in 
severity.  After completing this template for his/her CSIRT MTS, the 
manager will become aware of  which teams have the highest interac-
tion patterns.  The manager would then expend the most resources 
to address collaboration needs for those specific teams (e.g., plan a 
scenario-based training for these specific groups).

Recommendation 2:  Assess the Social Maturity of  
Each CSIRT Component Team and Overall CSIRT 
MTS 

Earlier, we defined CSIRT social maturity as the degree to which 
a team has the capacity for its members to collaborate and work 
well together in completing the team’s mission.  We argue that such 
maturity reflects high levels of:

 • Collaboration triggering
 • Communication skills and protocols
 • Information sharing
 • Collaborative problem solving
 • Shared knowledge of  unique expertise
 • Trust
 • Adaptation
 • Collective learning
 • Conflict management

To have full social maturity, these attributes should not only occur 
within component teams in an MTS, but also between component 
teams and across the entire CSIRT MTS.  In the chapters that follow 
this one, we describe each of  the elements of  CSIRT social maturity, 
and we provide assessment exercises with a response score on a 1-5 
scale to help a manager evaluate the level of  a particular element 
in his or her component team or CSIRT MTS.  These exercises 
are also included as a set in Appendix B.  Managers can use the 
score from each set of  chapter assessment exercises to create radar 
diagrams similar to those used in other CSIRT maturity models to 
assess levels of  social maturity.  Figure 2.5 provides an example of  
a radar diagram for a team and one for a CSIRT MTS.  The team 
diagram refers to social dynamics within a single team and can be 
used by team leads.  The MTS diagram refers to social elements 
among teams and across a CSIRT MTS. Managers can use both 
diagrams to assess the social maturity of  the entire CSIRT MTS.

This Handbook contains a number of  strategies and recom-
mendations for improving each of  the elements of  CSIRT social 
maturity for both teams and CSIRT MTSs.  Another strategy that 
CSIRT MTS managers can use to facilitate their teams working 
well with one another is to hire team members who have a prefer-
ence for working in teams.

Recommendation 3:  Make Team Staffing Decisions 
by using Situational Interviews to Assess Group 
Work Preference

Situational interviewing is a technique used to encourage 
job applicants to describe how they have handled specific work 

Figure 2.5  Assessment of CSIRT Social Maturity in a 
Team and an MTS 
SKUE = Shared Knowledge of Unique Expertise
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situations in the past.  The interviewer asks job candidates a 
predetermined, standard set of  questions focused on past behav-
iors and experiences that will enable interviewees to showcase 
the knowledge, skills, or abilities they will need to be successful 
on the job (Pulakos & Schmitt, 1995).  The key to situational 
interviewing is the underlying notion that past performance in 
similar situations predicts future performance (Latham, Saari, 
Pursell, & Campion, 1980).  Asking job candidates how they have 
solved problems and handled past challenges that they are likely 
to also encounter on the job will determine if  the candidate has 
the experience to be successful.  
Recommendations for use: 

 • Use situational interviewing techniques when selecting 
potential new CSIRT members.  Ensure that all inter-
viewees receive the same questions so that responses can 
be compared directly.   

 • Determine the team- and cross-team-related situa-
tions that are most critical to CSIRT success and that 
the new team member is most likely to encounter on 
the job.  Use these situations as the basis for possible 
questions.  

 • To create situational interview questions that measure a 
preference to work in teams, write ones that address the 
specific ways a team member needs to work with other 
teams in the position for which you are hiring.  The 
questions you write should give applicants the opportu-
nity to describe how they handled a specific situation in 
the past and to describe the outcome of  their actions, 
enabling you to infer how they would handle a similar 
situation on your CSIRT.

 • When scoring responses to situational interview 
questions, have two interviewers in the room.  Both 
should rate the response on a 1-5 scale (1 being poor; 5 
being excellent) and then discuss their reasons for assign-
ing a particular score.  Interviewers may find it helpful 
to take notes during the interview to more easily remem-
ber the exact reasons for assigning a particular score. 

Situational Interview Sample Questions and Responses 
We have designed the following sample questions as suggestions for 

assessing an applicant’s preference for group work.  These questions 
help managers assess a characteristic that will determine which appli-
cants prefer to work in groups and will choose to collaborate rather than 
working independently.  CSIRT managers can use these questions to 
determine whether applicants would have a natural tendency to collab-
orate within their own team in the CSIRT and across teams.  Please 
note that the situational interview questions below have not undergone 
the necessary rigorous validation process (see Appendix C, “Hiring 
and Training CSIRT Employees: Validation Considerations”).  They 
are only intended to provide CSIRT managers with an idea for the 
types of  situational interview questions that can be used to measure 
applicant preference for group work. Managers should refer to their 
Human Resource Management departments for additional informa-
tion about validation of  such items. 

Question 1: Describe a situation in which you had to make a 
decision on whether you wanted to solve an incident alone or 
involve others. How did you make the choice to involve others (or 
not) and what factors did you consider?  Be as specific as possible 
describing the incident, and your thought process. 

Question 2: Describe a situation in which you had to make a choice 
between finishing a task quickly on your own or taking the time 
to involve your CSIRT so the entire group would benefit and 

ELEMENTS OF STRONG 
RESPONSES RED FLAG RESPONSES

 • Includes all of the details 
necessary to under-
stand that response (i.e. 
description of situation, 
the background, and the 
factors that went into the 
decision to collaborate)

 • Lacks complete details of the 
situation (i.e., description of 
choice is vague, unrealistic or 
not a real choice)

 • When in doubt, choos-
es to collaborate with 
others

 • When in doubt, chooses not to 
collaborate with others

 • Clearly demonstrates a 
preference for working 
with others in an ambig-
uous situation

 • Demonstrates a preference 
to work alone, rather than 
with others, in an ambiguous 
situation

 • Makes a choice to collab-
orate and doesn’t collab-
orate solely because of a 
procedure in place

 • Makes a choice not to collab-
orate, even when collaboration 
is useful

 • Describes specif-
ic factors that went 
into the collaboration 
decision

 • Provides a vague response when 
describing the factors that went 
into the decision

ELEMENTS OF STRONG 
RESPONSES RED FLAG RESPONSES

 • Includes all of the details 
necessary to under-
stand the situation (i.e. 
description of situation, 
the background, and the 
choice that the applicant 
had to make)

 • Lacks complete details of the 
situation (i.e., description of 
choice is vague, unrealistic or 
not a real choice)

 • Provides a situation 
where the choice was  
to involve others in the 
CSIRT, so the entire 
group would benefit 

 • Provides a situation where the 
choice was to finish the task 
alone

 • Mentions the importance 
and/or benefit of working 
with others

 • Mentions it is more important 
to finish task quickly and does 
not mention that information 
was shared

 • Provides details that 
demonstrates a prefer-
ence to work for the 
group rather than 
working alone

 • Details of response indicates 
that the applicant would likely 
prefer to work alone than 
work with others
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learn.  What did you do to reconcile those two conflicting choices 
and what actions did you take?  Be as specific as possible in your 
description of  the situation and the choices that you made. 

While situational interview questions don’t have wrong answers, 
the elements of  strong responses and the red flag responses above 
should help in the scoring of  applicant responses to questions and 
differentiate between the strong and weak preferences to work in 
teams of  various job applicants. 

Recommendation 4:  Focus on emphasizing distal 
goal commitment 

The following two recommendations (Recommendations 4 and 
5) can help managers address the broader challenges that can 
harm CSIRT MTS performance (see Figure 2.4).  As suggested 
in Figure 2.4, component teams in a CSIRT MTS tend to focus 
more on their own functions, missions, and goals than on those 
shared with other teams.  Managers can counteract this tendency 
by emphasizing common or shared goals.  For example, an engineering 
team may be too focused on developing a new piece of  software 
or configuring a new system to collaborate effectively with a threat 
intelligence team that is trying to eradicate a particular threat.  A 
manager would work with the engineering team lead to refocus the 
team toward threat resolution without losing the emphasis on its 
core mission.  This managerial approach rests on increasing shared 
goal cooperation among teams.  Studies have demonstrated that 
such goal cooperation increases open-mindedness and knowledge 
creation in teams (Mitchell, Boyle, & Nicholas, 2009).    One study 
with product research and development (R&D) MTSs showed that 
MTSs with higher shared goal commitment displayed better inter-
team coordination (Hoegl, Weinkauf, & Gemuenden, 2004).  

Recommendation 5:  Encourage regular cross-team 
connections

Component teams in an MTS tend to communicate mostly 
among themselves and less often with other teams.  Such 

❝

❞

Something that I had big success with is non-endless shifts. So I forced the engineers to go 
on the main channel. I forced [another component team] to go on the main channel, eat 
your own dog food. And I also forced analysts to do [another team’s] work. And then for 
some, it was really like a light bulb going on. And they said, “oh, … this case is horrible that 
we hand over. That's not enough information, I have to do it all again.” And suddenly [they] 
understood why [this one team] always came to them and said, “hey, analyst, your case 
quality is bad. What should I do with this?...” They shadow, but they don’t do the actual 
work. So, for example, the engineer sits on the main channel, and the level one analyst sits 
behind him and watches it. So I did it two hours every two weeks...It fosters the interaction 
between the teams, of course. Not inside the teams...Yeah, they understand better. The 
analysts they write requests for the engineers to improve [proprietary system] content. 
Now they're on the receiving end of this and they see, 'Oh, yeah, now I know what was 
missing with my question.' 

~CSIRT Manager  

❝

❞

We know [the] incident response team, 
because they sit in the same area we 
do. So, and by their nature we deal with 
them every day, we see them every day, 
whereas our interactions with some of 
the other groups are just general neglect. 
We never see them, so we don't talk to 
them.

~CSIRT Manager  

communication patterns lessen knowledge about, and trust in, 
other teams.  They also create misunderstandings about how each 
team’s actions in an MTS are supposed to fit with those of  other 
teams.  

Managers can reduce this tendency by creating opportunities 
for more communication and discussions between different teams.  
These discussions should focus on the tasks each team is working 
on and the protocols and standards that drive team actions.  In our 
interviews, CSIRT MTS managers indicated that they encourage 
such connections by:

 • Having regular (weekly, biweekly, or monthly) meetings 

involving all members of  different teams to discuss 
common tasks and issues;

 • Embedding members in different teams for short periods 
(e.g., 1 week, 1 month, 3 months);

 • Establishing regular meetings with team leads;
 • Having different teams located physically close to one 

another, with common spaces for ad hoc meetings during 
critical incidents;

 • Establishing protocols for severe threats that bring 
together key representatives from different teams to act 
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as a core team to coordinate threat resolution; and/or 
 • Establishing formal “integrators” on their staffs who 

were specifically responsible for (a) determining members 
of  different teams that need to work together on a partic-
ular incident, and (b) making sure these members come 
together and have the resources they need to collaborate 
effectively.

Each of  these strategies is intended to increase communications 
and general information sharing between teams.  Managers who 
use these and similar strategies can increase between-team under-
standing, trust, and collaboration.  There is not sufficient, well-de-
signed research to validate best practices in fostering collaboration 
between teams in an MTS.  However, some initial research has 
suggested support for these suggestions to enhance MTS collabo-
ration (e.g., Firth, Hollenbeck, Miles, Ilgen, & Barnes, 2014; Hoegl 
& Weinkauf, 2005 ).

2.6 Summary 
The maturity of  a CSIRT depends upon its quality of  social 

dynamics.  When CSIRTs are composed of  multiple teams, 
then such maturity reflects not only the strength of  collab-

oration within each team, but also the quality interactions occur-
ring between teams.  Accordingly, managers need to attend to both 
team and MTS effectiveness to increase the overall quality of  their 
CSIRT.  
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Addendum 2.1 Template for Mapping Your MTS
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Chapter Three

Measuring and Evaluating 
CSIRT Performance

Key Themes  
 ➪ Cybersecurity Incident Response Team (CSIRT) managers can use this chapter 

to determine how to measure CSIRT performance in a comprehensive manner. 
 ➪ Comprehensive performance measurement enables CSIRT managers to identify 

strengths and areas for improvement in the way their CSIRTs function. It also 
enables CSIRT managers to make better-informed decisions about employee 
development decisions (e.g., training- or performance-related feedback) and 
personnel decisions (e.g., hiring, promotions, and, in some cases, firing).

 ➪ Performance should be measured directly rather than inferred through the use 
of maturity models. 

 ➪ Performance metrics (or key performance indicators) are typically used to 
measure the efficiency, effectiveness, value, and impact of analysts’ actions. 

 ➪ CSIRT managers should use a set of metrics that (1) collectively capture the 
breadth of analyst performance, (2) are properly contextualized so as to avoid 
providing a misleading picture, and (3) do not measure factors extraneous to 
performance.

 ➪ Performance metrics should be supplemented by manager and/or client ratings 
of aspects of performance that cannot easily be measured objectively (e.g., 
performance quality). Moreover, comprehensive performance management 
requires the inclusion of additional outcomes (e.g., psychological outcomes such 
as well-being outcomes). 

 ➪ Performance should be measured at the level of individual analysts, component 
teams, and the entire multiteam incident response system.

 ➪ Performance measurement can be summarized in a “balanced scorecard.”
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3.0 Introduction
Cybersecurity Incident Response Team (CSIRT) effective-

ness depends upon how well individual analysts and the 
team as a whole perform various forms of  work-related be-

havior that facilitate the CSIRT’s priorities. 
Although many CSIRTs measure CSIRT activity (e.g., number 

of  incidents handled) or compare themselves to various standards 
(e.g., maturity models), the cybersecurity domain appears to lack 
a strategic, organized method of  performance measurement and 
evaluation. This makes it difficult to properly determine cybersecu-
rity effectiveness, as alluded to in the quotation from Jaquith on the 
next page. In this chapter, we discuss how to measure performance 
in a CSIRT context. Understanding how to measure performance 
is a necessary precursor to evaluating how well individual analysts 
and the overall CSIRT are performing.

Measuring employee job performance (let alone CSIRT perfor-
mance) is a complex assignment because overall performance 
is the result of  multiple types of  behavior (Campbell, 1990). 
Therefore, the first step in employee performance measurement 
on any job is to conduct a job analysis. Job analysis helps to 
identify the tasks necessary to complete the job. The next step 
is to determine how to measure performance on each of  these 
tasks. Once these initial steps are complete, managers can evalu-
ate the extent to which each employee, and the team as a whole, 
performs well.  

Many CSIRT managers use maturity models to evaluate (i.e., 
compare) the activities and processes of  their CSIRTs to others. 
Maturity models provide much useful information about CSIRTs: 
for instance, they are used to document CSIRT activities and 
processes, business plans, client and customer needs, escalation 
plans, and official training policies (Stikvoort, 2015). Based on 
the information obtained from a maturity model, it is possible to 
make inferences about the performance of  a CSIRT under the 
assumption that more mature CSIRTs perform better than less 
mature CSIRTs. However, these comparisons are founded upon 
inferences about performance (e.g., greater documentation of  
processes indicates greater performance). Rather than relying on 
such an indirect understanding of  performance, direct perfor-
mance measurement is more informative. The metrics (or key 
performance indicators) used should cover all the important tasks 

required to fulfill job responsibilities and should not cover any tasks 
not required to fulfill job responsibilities (i.e., tasks extraneous to 
the job).  These aspects of  performance measurement are not 
covered in maturity models. 

In this chapter, we focus on the development of  an effective perfor-
mance measurement program that informs proper performance 
evaluation to determine CSIRT effectiveness.  We address several 
issues that: (1) arise when measuring performance; and (2) cause sets 
of  typically used metrics and ratings to be incomplete for, or irrel-
evant to, the job. We tie these issues to an assessment exercise that 
helps CSIRT managers determine whether they correctly measure 
performance in their CSIRTs. We also provide a set of  broad catego-
ries of  performance metrics and ratings that should prove useful for 
CSIRT managers. Finally, we provide strategies to guide the design 
of  a comprehensive performance measurement program by address-
ing issues of  completeness and including metrics from multiple areas 
of  performance. In Addendum 1, we provide a table with various 
examples of  published cybersecurity materials (e.g., government 
reports) that specifically discuss objectively-derived metrics. 

3.1 Assessing Performance 
Measurement
The following assessment exercise is designed to provide man-

agers with a diagnostic tool in order to determine how well 
performance is being measured and evaluated within the 

CSIRT. Based on the responses to this assessment exercise, man-
agers can determine whether they would benefit from the strate-
gies offered in this chapter. Managers should consider the time and 
resources required to implement these strategies relative to their 
need for improvement.

Assess how your CSIRT is functioning in this area by responding to 
the following statements on a 1-5 scale where 1= Strongly Disagree, 
2= Disagree, 3= Neither Agree nor Disagree, 4= Agree, 5= Strongly 
Agree. 

GO TO PAGE 70 FOR
STRATEGIES FOR CSIRT MANAGERS

ASSESSMENT EXERCISE
1. I consider not only conventional, objectively-derived performance metrics, but also subjectively-derived (e.g., using 

ratings) performance metrics.

2. I consider not only the quantity of performance, but also the quality of performance.

3. I consider not only how well an analyst performs under normal operating circumstances (i.e., “typical” performance), but 
also how he or she performs when confronted with very serious incidents (i.e., “maximum” performance).

4. I consider not only performance after an incident is detected (i.e., reactive performance), but also performance that 
occurs before an incident is detected (i.e., proactive performance).

5. I consider not only performance at the individual level, but also performance at the team level or other levels (perfor-
mance at the broader multiteam system level).

6. I consider not only conventional performance outcomes, but also psychological (e.g., well-being) outcomes.
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3.2 Background
3.2.1 WHY IS A COMPREHENSIVE 
APPROACH TO PERFORMANCE METRICS 
IMPORTANT FOR CSIRTS?

Our interviews with CSIRT analysts and team managers 
demonstrated that CSIRT performance is measured in many 
ways; yet, agreement on what should be measured is limited. 
Performance measurement is important because of  the old 
adage: “What gets measured gets done.” To determine wheth-
er a CSIRT performs effectively, managers must be aware that 
a collection of  metrics is needed, that not all metrics capture 
meaningful information, and that metrics can, at times, be 
misleading. Many individual metrics can be “gamed,” and so our 
goal in this chapter is to provide managers with guidance aimed 
at generating a set of  metrics and ratings that is collectively much 
more difficult to “game.”  Our suggestions in this chapter are 
guided by research on performance measurement and evaluation 
conducted by organizational psychologists, including research 
conducted in military settings (e.g., Campbell, 1990).

3.2.2 ISSUES WITH MEASUREMENT OF 
PERFORMANCE

A proper performance measurement and evaluation program 
requires that the manner in which performance is measured (e.g., 
via metrics) adequately captures the breadth of  behavior required 
to perform well on the job in question. One common issue identi-
fied through our research was that CSIRT performance was 
often measured improperly, by inadvertent omission of  important 
performance aspects (i.e., measurement deficiency) and inadvertent 
inclusion of  aspects irrelevant to performance (i.e., measurement 

contamination).  This issue is by no means unique to CSIRTs; 
rather, the organizational psychology research literature suggests 
that it is a typical phenomenon, across job types, in performance 
measurement. 

Errors of Omission (Measurement Deficiency)
Many sets of  performance metrics provided to us by CSIRT 

managers focused on some aspects of  an analyst’s job (e.g., 
incident handling and ticketing) but neglected other aspects of  
the job (e.g., communicating with end users).  In other words, 
performance measurement and evaluation programs frequently 
capture only a portion of  the analyst’s job performance rather 
than the entire job. There is also a tendency to only measure 
performance in areas where objective performance is easy to 
determine. Organizational psychologists refer to such errors 
of  omission as deficiency. As alluded to in the quotation below, 
measurement deficiency in CSIRT performance metrics leads to 
vulnerability.

Any single metric is almost certain to be a deficient measure 
of  performance. We have developed a taxonomy of  performance 
behavior and outcome for CSIRTs that we include as an appendix 
to this Handbook (see Appendix A). Proper performance measure-
ment requires not just multiple metrics, but also metrics from 
each of  the categories that collectively define performance—for 
instance, each of  the categories from our performance taxonomy.

Although any single metric is very likely to be deficient when 
viewed in isolation from other metrics, it can be even more 
deficient than usual if  it is not properly contextualized. For 
example, the number of  incidents an individual analyst resolves 
could be an important metric. However, without contextual 
information such as incident severity level and the total number 
of  incidents encountered by the CSIRT, it is difficult to deter-
mine whether the analyst actually performed his or her job 
well. An analyst who knows that he or she will be evaluated 
based solely on the number of  incidents handled could “game” 
the system by selecting only low-severity incidents that can be 
handled quickly. 

Measuring quality versus quantity. 
CSIRT managers do not need to decide whether to emphasize 

quantity or quality—obviously, both should be emphasized. For 
instance, it is important to close a large number of  tickets but also 
to receive high quality ratings from clients. A common problem for 
many CSIRTs, however, is that quantity is easier to measure than 
quality, resulting in a tendency to overemphasize quantity over 
quality—and, therefore, a tendency toward deficient performance 
measurement. In a subsequent section of  this chapter, we discuss 
how to measure performance quality.

❝

❞

Focusing on individual issues alone and not 
on security as a whole leaves environments 
vulnerable.

  ~ (Rashid, 2015). 

❝

❞

Security is one of the few areas of management 
that does not possess a well-understood canon 
of techniques for measurement. In logistics, 
for example, metrics such as ‘freight cost per 
mile’ and ‘inventory warehouse returns’ help 
operators understand how efficiently trucking 
fleets and warehouses run. In finance, ‘value 
at risk’ techniques calculate the amount of 
money a firm could lose on a given day based 
on historical pricing volatilities. By contrast, 
security has…exactly nothing. No consensus 
on key indicators for security exists.

  ~ (Jaquith, 2007, p. xxi) 



CSIRT Effectiveness and Social Maturity
66

Measuring maximum versus typical performance. 
The vast majority of  performance metrics we encountered in 

our research on CSIRTs refer to “typical” performance. Typical 
performance includes the actions carried out by analysts and teams 
on a day-to-day basis. CSIRT managers can use measurements of  
typical performance to understand how individuals perform under 
normal operating circumstances. Measurement of  typical perfor-

mance is important because it is necessary for CSIRT managers to 
understand how team members perform during routine situations. 

On occasion, however, CSIRTs also encounter more severe 
incidents that require team members to operate at the maximum 
level of  their capabilities. CSIRT managers who only measure 
typical performance generate deficient performance measurements 
because they fail to assess how team members perform during 
extreme situations. Managers can—and should—assess maximum 
performance as performance when confronted with the most severe 
incidents. However, because of  the comparative rarity of  such 
incidents, it is useful to estimate maximum performance in other 
ways as well. Organizational psychologists consider performance 
on exercises (simulations) to reflect maximum performance because 
employees are typically highly motivated to exert maximum effort—
and because the short period of  time associated with these exercises 
permits maximum effort. In contrast, over longer periods of  time, 
fatigue and boredom can develop, and attention might not be 
sustained at such a high level. To properly assess maximum perfor-
mance, exercises should be designed to simulate infrequent, major 
challenges with which analysts have little previous experience.

Measuring proactive versus reactive performance. 
Performance relative to specific incidents can be divided into two 

categories: performance that occurs before an incident is detect-
ed (proactive performance) and performance that occurs after an 
incident is detected (reactive performance).

Proactive performance consists of  future-oriented actions taken 
to achieve effective organizational outcomes in anticipation of  chang-
es in the external environment (Griffin, Neal, & Parker, 2007). This 

type of  performance can help reduce the frequency and severity 
of  future incidents (ENISA, 2006). Reactive performance occurs 
in response to an incident or request. The primary goals in the 
reactive stage include handling incidents and mitigating damage 
(ENISA, 2006). Reactive performance has been referred to as the 
“core component of  CSIRT work” (Carnegie Mellon University 
Software Engineering Institute, n.d.-b).

Table 3.1 includes one example each of  proactive and reactive 
performance. These examples were provided by cybersecurity profes-
sionals during our research interviews. In the proactive example, an 
analyst first discusses information that should be gathered regarding 
a client’s network. As the analyst implies, the purpose of  gathering 
this information during normal activity is to establish knowledge of  
baseline activities so that future changes to these activities trigger alerts 
regarding possible attacks. In the reactive example, an analyst discusses 
triaging an incident, where the purpose is to identify incident severity 
in terms of  the number of  servers affected. Once an incident is detect-
ed, the CSIRT must take actions to establish incident characteristics 
(such as severity) so as to handle the incident in the most appropriate 
manner. By measuring performance only before or after an incident 
is detected, the deficiency in measurement prevents CSIRT manag-
ers from knowing both how preventive actions contribute to CSIRT 
performance and how analysts respond to incidents when they occur.

Measuring performance at different levels of analysis. 
Although many tasks can be accomplished by an individual 

CSIRT member (e.g., researching a new software patch), many 
other tasks require collaboration among CSIRT members (e.g., 
handoffs, escalation) and between multiple teams in a CSIRT multi-
team system (CSIRT MTS; e.g., the CSIRT providing memory 
captures to a forensics team). For these reasons, CSIRT managers 
should ask the question: “What forms of  performance should be 
measured at the individual, team, and MTS levels, and how should 
they be measured?” The inclusion of  performance measurement 
at any or all of  these three levels depends on the nature of  the 
CSIRT’s tasks and the level at which the CSIRT manager needs to 
identify strengths and areas for improvement. 

❝

❞

'This quarter we blocked 200 Million 
Spam Emails'...but how many were not 
blocked?

  ~ (Alien Vault, n.d.)

❝

❞

This quarter we saw a rise in the number 
of viruses detected on our systems by 
20%.

  ~ (Alien Vault, n.d.) 
 
 
 

TABLE 3.1 EXAMPLES OF PROACTIVE AND 
REACTIVE PERFORMANCE (QUOTES FROM 
ANALYST INTERVIEWS)

PROACTIVE REACTIVE

“Starting out, we need to know 
the network.  We need to 
know…how it's laid out, what 
devices are out there.  How are 
we moving data from Point A 
to Point B?  How does a client 
get out to the internet? We 
need to know what is there and 
who's managing those different 
pieces so [that] when we see 
[an] anomaly, we can go back to 
them.”

“…we'll find something on the 
network.  I'll send information to 
them.  And they'll pull an image 
for the…box that's online. And 
then they'll crosscheck the data 
for us as well.”

....but is this because there are more 
viruses or because we are doing a better 
job of detecting viruses?
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Individual performance is defined as the value of  an employee’s 
actions to the organization over a given period (Motowidlo & Kell, 
2013). Individual-level performance requires one analyst to complete 
the task (e.g., writing an advisory). Team performance is defined as 
"the sum of  individual and team processes" (Salas, Rosen, & King, 
2007, p. 382; Smith-Jentsch, Johnston, & Payne, 1998). Team process-
es include collaboration and cooperation between members of  
the team. Performance at the team level includes a collective effort 
among team members (e.g., teaching each other). MTS performance 
is defined as the sum of  individual, within-team, and between-
team processes. Between-team processes include collaboration and 
cooperation between two or more teams that share a goal and that 
are located within a larger MTS. Performance at the MTS level 
includes a collective effort among teams (e.g., information exchange 
between teams; see Chapter 2, “The Social Maturity of  CSIRTs 
and Multiteam Systems”) for more information on MTS). Table 3.2 
includes examples of  tasks at each level. These examples were provid-
ed by cybersecurity professionals during our research interviews. To 
avoid measurement deficiency, CSIRT managers should measure 
performance at all levels relevant to a particular task or incident. For 
example, as the table suggests, the effectiveness of  cooperation and 
information exchange between the monitoring and response teams is 
an aspect of  the performance of  the entire multiteam system.

A separate level of  performance to be considered is the organiza-
tional level. Organizational metrics focus on how actions influence 
organizational outcomes. During our interviews, we encountered 
both stand-alone CSIRTs that serve external clients and CSIRTs 
housed within organizations that serve clients internal to the organi-
zation. Although we did not hear about the organizational level of  
performance in our interviews with either type of  CSIRT, we did 
encounter references to organizational performance in cybersecuri-
ty books and documents published online. For stand-alone CSIRTs, 
organizational-level performance metrics might be redundant with 
those at the team and MTS levels. For CSIRTs housed within larger 
organizations, however, we found unique metrics that senior execu-
tives such as Chief  Information Security Officers should consider. 
Examples include: labor costs to analyze security breaches, reinstal-
lation of  software and data recovery, and the percentage of  system 
components that undergo maintenance on schedule.

Errors of Commission (Measurement Contamination) 
Previously, we argued for the use of  sets of  performance metrics 

rather than individual metrics. However, one potential problem with 
sets of  metrics is that they might contain irrelevant performance 
metrics. Organizational psychologists refer to the measurement 
of  irrelevant, or non-performance-related, elements of  the job as 
contamination. Contamination, like deficiency, is an error in measure-
ment, but it is an error of  commission rather than an error of  omission.  

Another contamination threat stems from the use of  subjective-
ly-derived performance ratings—that is, ratings that require consid-
erable human judgment (e.g., manager ratings of  analyst behavior). 
Although, in general, it is desirable to complement objectively-derived 
metrics with subjectively-derived ratings in order to generate a compre-
hensive understanding of  CSIRT performance, subjectively-derived 

ratings have important limitations. Performance ratings completed by 
a manager, for instance, might be contaminated by the quality of  the 
relationship between the manager and his or her employee: when the 
quality of  the relationship is good, the employee might receive higher 
scores regardless of  actual performance. 

To be clear, we do not imply that subjectively-derived ratings 
should not be used. Quite to the contrary, they are an important 
addition to conventional, objectively-derived metrics. For example, 
we advocate the use of  subjective ratings for the measurement of  
performance quality, which can be hard to measure objectively. 
However, managers should be careful not to contaminate their 
ratings with non-performance-related information. 

As mentioned previously, CSIRT managers should identify all the 
tasks on which performance should be measured. Once they have 
done so, however, managers face the issue of  how task performance 
should be evaluated. In some cases, CSIRT performance measure-
ment and evaluation requires going beyond thinking in terms of  
specific “tasks.” It is to these issues that we turn next.

3.2.3 PERFORMANCE-RELATED OUTCOME 
CATEGORIES

CSIRT performance outcomes can be broken down into three 
major categories: 

 • Performance outcomes assessed using conventional, 
objectively-derived metrics;

 • Performance outcomes assessed using subjectively-de-
rived ratings; and

TABLE 3.2 EXAMPLES OF TASKS AT 
DIFFERENT LEVELS (QUOTES FROM 
ANALYST INTERVIEWS)
Individual Level “Basically your manager kind 

of creates unique goals for 
you at the beginning of the 
year and then you have a mid-
year review like "how far am 
I toward those goals."  They 
can be different for everyone.”

Team Level "…we’ll do what’s called a 
peer review. So we’ll have 
other members of the team 
look at that ticket and kind of 
just put our heads together 
and kind of figure out what’s 
exactly maybe going on, and 
see if we can figure it out, 
whether that ticket can be 
closed or if it needs to be 
escalated…"

Multiteam System Level “[The]  monitoring and 
response [team] and 
[the] expertise and advice 
[team] are in the same 
room.  So there's very close 
cooperation, it’s information 
exchange.”
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 • Psychological outcomes (e.g., those related to well-being) 
assessed using subjectively-derived ratings.

Although our interviews, as well as published industry materials, 
provide the greatest number of  examples for objectively-derived 
metrics, the other two categories should be considered if  the goal 
is to create a comprehensive set of  performance measurements. 
Below, we provide examples and explanations of  each category. 

Performance Outcomes Assessed Using Conventional, 
Objectively-derived Metrics

Many performance outcomes are assessed using ostensibly objec-
tive metrics. These metrics are “objective” in the sense that they do 
not require a person (e.g., a manager) to make a subjective rating 
of  employees’ scores on the metrics. Human judgment is, however, 
required in the selection and interpretation of  these metrics for 
performance measurement and evaluation—for instance, in select-
ing only metrics that are relevant to performance and in properly 
contextualizing metrics (see our previous discussion of  these issues).

Objectively-derived performance metrics were by far the 
most prevalent in our interviews with CSIRT managers and 
their team members. Through the creation of  our performance 
taxonomy (see Appendix A) we identified eight sub-catego-
ries (e.g., quantity, incident handling capability, vulnerability 
reduction) that are typically measured using objectively-derived 
metrics. For each of  the eight sub-categories, we provide defini-
tions and specific examples (when available) from our interviews 
with CSIRT analysts (see Addendum 3.1). By using metrics 
from multiple sub-categories, CSIRT managers can take a 
more comprehensive approach to performance measurement 
and evaluation. 

It is important to consider characteristics of  objectively-de-
rived metrics when creating a comprehensive approach to 
performance measurement and evaluation. First, these metrics 
are almost exclusively assessed by CSIRT managers in typical 
performance situations, meaning that there is often little under-
standing of  how well cybersecurity professionals perform during 
extreme conditions (i.e., maximum performance). For example, 
incident handling capability is probably different during daily 
attacks versus an advanced persistent threat. Second, some of  
the sub-category metrics are more focused on reactive perfor-
mance (e.g., “Time needed for remediation activities”) whereas 
others focus more on proactive performance (e.g., “Percentage 
of  critical systems reviewed for compliance with controls”). 
Finally, some of  the sub-category metrics focus on individual- 
(analyst-) level performance (e.g., “Number of  viruses/spyware 
programs detected [by an analyst] in user files”), whereas others 
focus on the team or MTS level (e.g., “Amount of  time needed 
to reconfigure a system following an attack”) or the organiza-
tional level (e.g., organizational reputation). Hence, CSIRT 
managers must include a variety of  metrics from these sub-cat-
egories to capture a comprehensive understanding of  CSIRT 
performance. 

Performance Outcomes Assessed Using Subjectively-
derived Ratings [1] 

In addition to performance outcomes assessed using objective 
metrics, some performance outcomes are more appropriate-
ly measured via subjective ratings (e.g., by managers or clients/
customers), for instance, on a 1-5 scale. [2]  Based on models of  job 
performance in the organizational psychology research literature 
(e.g., Rotundo & Sackett, 2002), and supplemented by data from 
our interviews, the outcomes to be assessed by subjective ratings 
fall into three major categories: 

 • Organizational citizenship behavior
 • Counterproductive work behavior
 • Quality of  performance

Organizational citizenship behavior includes any voluntary (i.e., 
not a required role/task or included in the formal job description)  
behavior that contributes to the overall functioning of  the CSIRT 
(or the broader organization), although such behavior is likely not 
regarded as central to the job (and therefore is not included in a job 
analysis); nor are instances of  organizational citizenship behavior 
typically captured by technology. For this reason, organizational 
citizenship behavior is best measured through ratings such as those 
by the CSIRT manager. Examples of  organizational citizenship 
behavior include voluntarily helping a coworker on his or her tasks, 
helping to resolve conflicts between coworkers and volunteering 
for tasks that are not required (e.g., improving a process). 

The second category, counterproductive work behavior, includes 
intentional acts meant to harm the CSIRT (or the broader organi-
zation). CSIRTs are particularly interested in a certain form of  
counterproductive work behavior known as insider threat, which 
refers to someone with access to organizational systems “put[ting] an 
organization’s data, processes, or resources at risk” (Pfleeger, Predd, 
Hunker, & Bulford, 2010, p. 170). Examples of  these behaviors 
include downloading confidential information for personal gain and 
attacking company networks (Predd, Pfleeger, Hunker, & Bulford, 
2008; Sarkar, 2010). CSIRTs should, however, also be interested 
in other forms of  counterproductive work behavior such as taking 
overly long breaks during a shift or verbally abusing a coworker.

Some forms of  counterproductive work behavior can be assessed 
objectively by electronically monitoring employee behavior. For 
instance, employee email, chat, and social media communication 
can be monitored and subjected to in-depth text mining. However, 
such intrusive forms of  monitoring are likely to yield unintended 
consequences due to perceived trust violations (e.g., employees might 

1 In this section, we focus on manager ratings of the perfor-
mance of their employees. We also discuss client/customer 
ratings of employee performance. However, it is also possible 
to get ratings of employees from other sources including co-
workers and the employees themselves (i.e., self-ratings). We 
briefly discuss the last of these categories in the subsequent 
section on psychological outcomes.
2 In other words, both objective (metrics) and subjective 
(ratings) approaches to performance measurement are 
numerical (quantitative).
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quit and paradoxically be more likely to take intellectual property with 
them when they leave an organization). In fact, the insider threat 
literature appears to have been quite slow to acknowledge legitimate 
concerns regarding employee privacy, the ethics of  monitoring, and 
so forth (Greitzer, Kangas, Noonan, Brown, & Ferryman, 2013). 
The bottom line is that, although certain forms of  monitoring (e.g., 
using insider-threat-focused honeypots, monitoring unusually large 
uploads and downloads) are likely to be considered acceptable by 
employees, many highly intrusive forms of  monitoring are not.

Instead, to reduce deficiency in performance measurement, 
managers should supplement appropriate objective measure-
ments with subjective ratings of  counterproductive work behavior. 
Although some forms of  counterproductive work behavior may be 
performed covertly, employees may not always succeed in conceal-
ing their behavior. Other forms of  counterproductive work behav-
ior—repeated lateness and absenteeism, verbal and physical aggres-
sion toward coworkers, and so forth—are less readily concealable. 
Therefore, manager ratings of  such behavior are appropriate. 

For both organizational citizenship behavior and counterproductive 
work behavior, we suggest that managers keep records of  particularly 
noteworthy instances of  behavior that they have observed directly or 
that have come to their attention in other ways (e.g., coworker complaints 
that can be verified). Because memory is fallible, managers should 

document instances of  these behaviors as they occur. Performance 
evaluations could then be based on behavior aggregated over the period 
of  evaluation. For example, if  performance evaluations are conducted 
every month, managers could use the following rating scale to assess 
both organizational citizenship behavior and counterproductive work 
behavior: 1 = “Never in the past month,” 2 = “Once or twice in the 
past month,” 3 = “Weekly,” 4 = “Daily,” and 5 = “Several times a day.” 

Table 3.3 lists examples of  behavior that managers could 
document. These forms of  behavior differ in their detectability; 
however, managers should document them when they are detected.

The third category, quality of  performance (the extent to which 
an employee’s performance is comprehensive and innovative), can 
also be measured subjectively. As mentioned previously, it is often 
easier to generate objective metrics for performance quantity than 
for performance quality. Moreover, many performance quantity 
metrics really assess activity level. Activity is important, but it must 
be accompanied by quality.

For instance, consider CSIRT analysts’ contributions to an inter-
nal knowledge database wiki. It is easy to construct objective metrics 
to assess quantity of  performance (e.g., number of  updates to the 
wiki). However, the quality of  the analyst’s performance in this area 
is probably best assessed by manager ratings of  issues such as the 
number of  errors made by the analyst and the insight displayed 

TABLE 3.3 EXAMPLES OF ORGANIZATIONAL CITIZENSHIP BEHAVIOR AND 
COUNTERPRODUCTIVE WORK BEHAVIOR THAT MANAGERS SHOULD DOCUMENT
FORM OF EMPLOYEE PERFORMANCE EXAMPLES OF EMPLOYEE BEHAVIORS  

MANAGERS SHOULD DOCUMENT
Organizational Citizenship Behavior  [3], [4]  • Keeps up to date on organizational changes that may influence CSIRT functioning

 • Keeps up to date on changes within the cybersecurity industry that may influence 
CSIRT functioning

 • Volunteers for tasks that are not part of his or her job but that benefit the CSIRT
 • Makes carefully considered suggestions to improve CSIRT effectiveness
 • Helps other CSIRT analysts with their work

Counterproductive Work Behavior [5], [6], [7]  • Misuses or sabotages data, applications, operating systems, or networks—or advis-
es others on how to do so

 • Lies to supervisors or coworkers to cover up mistakes
 • Without good reason, arrives late for or departs early from a shift, takes overly 

long breaks during a shift, focuses on non-task behavior during a shift (e.g., plays 
computer games), or is absent altogether for a shift

 • Appears to be impaired at work due to alcohol or drugs
 • Verbally or physically abuses another employee or a client (e.g., incivility, assault, 

sexual harassment)
 • Puts the organization’s data, processes, or resources at risk

3 Borman, W. C., & Motowidlo, S. J. (1997). Task performance 
and contextual performance: The meaning for personnel 
selection research. Human Performance, 10, 99-109.
4 Podsakoff, P. M., MacKenzie, S. B., Moorman, R. H., & Fetter, 
R. (1990). Transformational leader behaviors and their effect 
on followers’ trust in leader, satisfaction, and organizational 
citizenship behaviors. Leadership Quarterly, 1, 107-142.

5  Gruys, M. L., & Sackett, P. R. (2003). Investigating the dimen-
sionality of counterproductive work behavior. International 
Journal of Selection and Assessment, 11, 30–41.
6 Pfleeger, S. L., Predd, J. B., Hunker, J., & Bulford, C. (2010). Insid-
ers behaving badly: Addressing bad actors and their actions. IEEE 
Transactions on Information Forensics and Security, 5, 169–179. 
7 Sarkar, K. R. (2010). Assessing insider threats to information 
security using technical, behavioral and organizational mea-
sures. Information Security Technical Report, 15, 112-133.
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by the analyst. Managers could, for example, rate the quality of  a 
random sample of  analyst updates to a wiki during a particular time 
interval, using a scale ranging from 1 (“Very low quality”) to 5 (“Very 
high quality”). Doing so would also allow the manager to detect the 
behavior of  an analyst who tries to “game” the performance evalua-
tion system by making a large number of  short, low-quality updates 
to the wiki so as to boost his or her performance quantity score. 

Similarly, when incidents directly involve clients, clients should 
routinely be asked to rate the quality of  the team member’s (or the 
entire CSIRT’s) performance. Client ratings could be used to deter-
mine resolution of  client-relevant incidents. For example, rather 
than closing tickets when the analysts handling the incidents believe 
that the incidents have been resolved, a CSIRT might close tickets 
only when clients provide satisfactory ratings of  incident handling 
quality (or else when clients do not respond to the satisfaction survey 
within a reasonable period). Client ratings could also be used as a 
way of  evaluating the performance quality of  a team member or the 
entire CSIRT. Specifically, performance quality across a given time 
interval could be determined by aggregating across all client-rele-
vant incidents during the identified time interval.

Psychological Outcomes Assessed Using Subjectively-
derived Ratings

In addition to performance outcomes, there are outcomes relat-
ed to the ways individuals think and feel—outcomes referred to as 
psychological outcomes. Psychological outcomes are most appropri-

ately measured via analysts’ self-ratings as opposed to through either 
objective means or manager ratings. To protect analyst confidential-
ity, these ratings should be visible to management only at the CSIRT 
level (i.e., aggregated--not the individual analyst level). 

Moreover, it is important to note that although these psychological 
outcomes do not directly reflect the performance of  the CSIRT, they are 
typically causes or consequences of  CSIRT performance—and, in any 
case, they are meaningful outcomes in their own right (Colquitt, Scott, 
& LePine, 2007; Evans & Dion, 1991; Judge, Thoresen, Bono, & Patton, 
2001). Therefore, these outcomes are important to consider even though 
they are often neglected in most discussions of  CSIRT metrics.

Through a review of  organizational psychology research, 
we identified four sub-categories of  psychological outcomes. 
These categories are also part of  the “Outcomes” column in 
various sections of  our performance taxonomy (see Appendix 
A). Below (Table 3.4), we provide definitions for each of  the four 

sub-categories as well as sources from which managers can obtain 
surveys to measure these outcomes.  

3.3 Strategies for 
Designing a More Complete 
Performance Measurement 
Program
In this section, we provide strategies CSIRT managers can 

use to improve performance measurement and evaluation of  
employee performance. CSIRT managers can select the per-

formance measures most appropriate to their team’s function. 
CSIRT managers must also take into account the feasibility and 
cost of  gathering particular measures of  performance from their 
CSIRTs.

3.3.1 STRATEGY 1: BALANCE MEASURING 
QUANTITY AND QUALITY

Because both quality and quantity are important to CSIRT 
performance, CSIRT managers can use their discretion to deter-
mine the balance needed when measuring the quality and quantity 
of  job behaviors. Whereas quantity can be measured via objec-
tively-derived metrics, quality often requires managerial and 
client ratings. Such ratings can provide additional meaning and 
context to objectively-derived ratings. For example, it is one thing 
to understand the number of  incidents resolved, but it is another 
to understand how well the incidents were resolved (e.g., contained 
versus completely eradicated from the system). We recommend 
that client-relevant incidents routinely be accompanied by a brief  
client survey containing two questions: one question in which the 
client rates the quality of  the analyst’s (or overall CSIRT’s) techni-
cal performance in resolving the incident, and the second question 
in which the client rates the quality of  the analyst’s (or overall 
CSIRT’s) interpersonal performance (e.g., professional demeanor).

3.3.2 STRATEGY 2: MEASURE MAXIMUM 
PERFORMANCE IN ADDITION TO TYPICAL 
PERFORMANCE

Although performance measurement during everyday situa-
tions is important, so is measuring maximum performance. This 
is because, in addition to analysts’ everyday performance, manag-
ers are interested in analysts’ maximum capabilities. Maximum 
performance can be measured through performance on period-
ically scheduled exercises (simulations). These exercises should 
be designed to simulate infrequent, major challenges with which 
analysts have little previous experience. 

❝

❞

You could see the quality of an analyst's 
response…what the incident is and…their 
assessment…this analyst really knows 
what they're talking about… a lot of guys 
probably wouldn't have seen, but this one 
analyst [was] able to dig that out.

~CSIRT Manager  
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3.3.3 STRATEGY 3: MEASURE 
BOTH PROACTIVE AND REACTIVE 
PERFORMANCE

Measuring proactive performance provides a baseline for how 
the CSIRT performs prior to any response as well as indicating 
how effectively the CSIRT carries out preventive measures. On the 
other hand, measuring reactive performance provides a compar-
ison point to baseline measures and indicates how effectively the 
CSIRT responds to incidents. Most CSIRTs are concerned about 
reactive performance, and they might pay less attention to proac-
tive performance even though every CSIRT manager to whom 
we spoke confirmed that an appreciable portion of  CSIRT tasks 
involved proactive behavior. Managers should therefore supple-
ment reactive performance metrics with proactive performance 
metrics.

3.3.4 STRATEGY 4: DETERMINE THE 
APPROPRIATE LEVEL OF MEASUREMENT

The specific levels of  performance metrics CSIRT managers 
should emphasize depend on the purpose behind measuring perfor-
mance. If  a manager wants to identify the strongest and weakest 
individual members in a CSIRT, the individual analyst level is most 
appropriate. If  a manager wants to identify strengths and weakness-
es in teamwork, the team or multiteam system level is most appro-
priate. Performance measures at the organizational level are often 
more appropriate for reports to upper-level management (e.g., the 
“bottom line”). Ultimately, the inclusion of  performance metrics at 
all appropriate levels provides a more complete approach to perfor-
mance measurement that informs performance evaluation.

CSIRT managers should keep in mind that certain performance 
measures might only be appropriate for certain levels of  analysis. 

TABLE 3.4 PSYCHOLOGICAL OUTCOME CATEGORIES ASSESSED USING SELF-RATINGS
OUTCOME DEFINITION EXAMPLE SURVEY ITEMS
Well-Being Outcomes [8] Job-related outcomes associated with a change in the 

well-being of CSIRT analysts—for instance, the amount 
of stress experienced by analysts. 

“To what extent does each of the following words or 
phrases describe your job?” 

 • Demanding 
 • Pressured
 • Hectic
 • Many things stressful
 • Pushed 

Affective Outcomes [9] Job-related outcomes associated with a change 
in attitudes held by CSIRT members, especially 
commitment toward, trust in, and satisfaction with the 
CSIRT or the organization. 

“To what extent does each of the following words or 
phrases describe your job?” 

 • Pleasant
 • Ideal
 • Worthwhile 
 • Better than most
 • Makes me content

Cognitive Outcomes [10] Job-related outcomes associated with the acquisition 
of skills and knowledge by CSIRT members or the 
development of shared knowledge of unique expertise 
among CSIRT analysts.

For each of the following, rate how strongly you agree 
with the following statements: 

 • Each team member has specialized knowledge of 
some aspect of our projects.

 • I have knowledge about an aspect of our projects 
that no other team member has.

 • I know which team members have expertise in 
specific areas. 

Motivational Outcomes [11] Job-related outcomes associated with a change in task-
related confidence of a CSIRT member.

For each of the following questions, rate how 
confident you are under the following circumstances: 

 • If you encounter a difficult virus, how confident are 
you that you would be able to mitigate the incident 
before it escalates to the next level of severity? 

 • If you are in need of help in handling an incident, 
how willing would you be to ask a teammate for 
help?

8 Example survey items taken from: Stanton, J. M., Balzer, W. 
K., Smith, P. C., Parra, L. F., & Ironson, G. (2001). A general 
measure of work stress: The Stress in General scale. Educa-
tional and Psychological Measurement, 61, 866-888.
9 Example survey items taken from: Ironson, G. H., Smith, P. C., 
Brannick, M. T., Gibson, W. M., & Paul, K. B. (1989). Construction 
of a Job in General scale: A comparison of global, composite, and 
specific measures. Journal of Applied Psychology, 74, 193-200.

10 Example survey items taken from: Zhang, Z. X., Hempel, 
P. S., Han, Y. L., & Tjosvold, D. (2007). Transactive memory 
system links work team characteristics and performance. 
Journal of Applied Psychology, 92, 1722-1730.
11  Example survey items adapted from: Weitlauf, J. C., Cer-
vone, D., Smith, R. E., & Wright, P. M. (2001). Domain-specific 
self-efficacy scale [Database record]. Retrieved from PsycT-
ESTS. doi: http://dx.doi.org/10.1037/t16510-000. 

http://dx.doi.org/10.1037/t16510-000
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Collaboration between members of  the same team should be 
measured at the team level whereas collaboration across teams 
should be measured at the multiteam system level. It is important 
that CSIRT managers identify the appropriate levels of  analysis 
when determining how to measure and evaluate performance. 

3.3.5 STRATEGY 5: CREATE A BALANCED 
SCORECARD OF PERFORMANCE 
MEASUREMENT

A tool that can help CSIRT managers maintain a compre-
hensive approach to performance measurement is the “balanced 
scorecard” (Kaplan & Norton, 1992). The balanced scorecard acts 
as a dashboard for a fast, yet comprehensive, review of  perfor-
mance. It also suggests relationships between different categories 
of  performance. This approach can guide performance evaluation 
by helping managers prioritize which areas are most crucial to 
understanding the performance of  their teams.

In line with what we proposed in this chapter, CSIRT manag-
ers should include measures that assess maximum and typical 
performance, quality and quantity of  performance, proactive 
and reactive performance, organizational citizenship behavior 
and counterproductive work behavior, and performance at all the 
relevant levels (individual, team, multiteam system, and, if  desired, 
overall organization). The balanced scorecard, therefore, is our 
single overarching recommendation in this chapter. If  developed 
well, it can encapsulate all our other recommendations.

Each CSIRT may prioritize certain areas of  performance. For 
example, some CSIRTs mostly deal with clients from outside their 
own organization. For these CSIRTs, performance at the reactive, 
individual level might be an important focus. Other CSIRTs mostly 
coordinate various teams’ actions during incident response. For these 
CSIRTs, incident handling capability at the reactive, multiteam system 
level might be an important focus. As yet another example, a CSIRT 
manager who has noticed that competition among individual analysts 
is harming the functioning of  the CSIRT may decide to prioritize 
team-level performance metrics over individual-level metrics. 

A template for a balanced scorecard, as it applies to CSIRTs, is 
provided in Addendum 3.2 of  this chapter.

3.4 Chapter Summary
An effective performance measurement and evaluation pro-

gram can greatly benefit CSIRTs by providing information on 
individual, team, and multiteam system behavior that reflect 

successful job performance.  Job performance should be measured 
with a variety of  metrics that avoid issues with deficiency and contami-
nation. Performance metrics can then be used by CSIRT managers, in 
conjunction with subjectively-derived ratings of  performance, to eval-
uate the performance of  individual analysts and the overall CSIRT. 
CSIRT managers can use the assessment exercise provided near the 
beginning of  this chapter to better understand CSIRT performance 
as well as to diagnose how well they are evaluating the performance of  
CSIRT analysts and the CSIRT as a whole. 



CSIRT Effectiveness and Social Maturity
73

References
Alien Vault (n.d.). Developing ITIL-Mature Security Incident Response with SIEM 

[PDF document]. Retrieved from https://www.alienvault.com/
blog-content/2011/11/SIEM-for-ITIL-Incident-Response-Part-1.
pdf

Campbell, J. P. (1990). Modeling the performance prediction problem in 
industrial and organizational psychology. In M. D. Dunnette & L. 
M. Hough (Eds.), Handbook of  industrial and organizational psychology (pp. 
687-732). Palo Alto, CA: Consulting Psychologists Press, Inc.

Carnegie Mellon University Software Engineering Institute (n.d.-b). 
CSIRT services. Retrieved from http://www.cert.org/incident-man-
agement/services.cfm? 

Colquitt, J. A., Scott, B. A., & LePine, J. A. (2007). Trust, trustworthi-
ness, and trust propensity: A meta-analytic test of  their unique rela-
tionships with risk taking and job performance. Journal of  Applied 
Psychology, 92, 909-927.

ENISA. (2006). A step-by-step approach on how to set up a CSIRT [PDF docu-
ment]. Retrieved from https://www.enisa.europa.eu/acitvities/
cert/support/guide

Evans, C. R., & Dion, K. L. (1991). Group cohesion and performance: 
A meta-analysis. Small Group Research, 22, 175-186.

Greitzer, F. L., Kangas, L. J., Noonan, C. F., Brown, C. R., & Ferryman, 
T. (2013). Psychosocial modeling of  insider threat risk based on 
behavioral and word use analysis. E-Service Journal, 9, 106-138.

Griffin, M. A., Neal, A., & Parker, S. K. (2007). A new model of  work 
role performance: Positive behavior in uncertain and interdepen-
dent contexts. Academy of  Management Journal, 50, 327–347. 

Jaquith, A. (2007). Security metrics: Replacing fear, uncertainty, and doubt. 
Reading, MA: Addison-Wesley.

Judge, T. A., Thoresen, C. J., Bono, J. E., & Patton, G. K. (2001). The job 
satisfaction–job performance relationship: A qualitative and quanti-
tative review. Psychological Bulletin, 127, 376-407.

Kaplan, R. S., & Norton, D. P. (1992). The balanced scorecard: Measures 
that drive performance. Harvard Business Review, 70, 71-79.

Kjaerem, I. (2005). Benchmarking CSIRT work processes (Master’s Thesis). 
Gjovik University College, Sweden. 

Microsoft TechNet (n.d.). Responding to IT Security Incidents. Retrieved 
from https://technet.microsoft.com/en-us/library/cc700825.
aspx#XSLTsection124121120120

Motowidlo, S. J. & Kell, H. J. (2013). Job performance. In I. B. Weiner 
(Series Ed.) and N. Schmitt & S. Highhouse (Vol. Eds.) Handbook of  
psychology: Vol. 12: Industrial and organizational psychology (2nd edn., pp. 
82-103). Hoboken, NJ: John Wiley & Sons.

Pfleeger, S. L., Predd, J. B., Hunker, J., & Bulford, C. (2010). Insiders 
behaving badly: Addressing bad actors and their actions. IEEE 
Transactions on Information Forensics and Security, 5, 169-179. 

Ponemon Institute (2014). Cyber security incident response: Are we as prepared 
as we think? [PDF document]. Retrieved from https://www.lancope.
com/resources/industry-report/ponemon-institute-report-cy-
ber-security-incident-response-are-we-prepared

Predd, J., Pfleeger, S. L., Hunker, J., & Bulford, C. (2008). Insiders behav-
ing badly. IEEE Security & Privacy, 6, 66-70.

Rotundo, M., & Sackett, P. R. (2002). The relative importance of  task, 

citizenship, and counterproductive performance to global ratings 
of  job performance: A policy-capturing approach. Journal of  Applied 
Psychology, 87, 66-80.

Salas, E., Rosen, M. A., & King, H. (2007).  Managing teams manag-
ing crises:  Principles of  teamwork to improve patient safety in the 
emergency room and beyond.  Theoretical Issues in Ergonomics Science, 
8, 381-394.

Sarkar, K. R. (2010). Assessing insider threats to information security 
using technical, behavioral and organizational measures. Information 
Security Technical Report, 15, 112-133.

Smith-Jentsch, K. A., Johnston, J. H., Payne, S. C. (1998). In J. A. Cannon-
Bowers & E. Salas (Eds.). Making decisions under stress: Implications for 
individual and team training (pp. 61-87). Washington, DC: American 
Psychological Association. 

Stikvoort, D. (2015). SIM3: Security incident management maturity model [PDF 
document]. Retrieved from https://www.trusted-introducer.org/
SIM3-Reference-Model.pdf  

The Center for Internet Security (2010). The CIS Security Metrics, v1.1.0 
[PDF document]. Retrieved from http://benchmarks.cisecurity.
org/tools2/metrics/CIS_Security_Metrics_v1.1.0.pdf

https://www.alienvault.com/blog-content/2011/11/SIEM-for-ITIL-Incident-Response-Part-1.pdf
https://www.alienvault.com/blog-content/2011/11/SIEM-for-ITIL-Incident-Response-Part-1.pdf
https://www.alienvault.com/blog-content/2011/11/SIEM-for-ITIL-Incident-Response-Part-1.pdf
http://www.cert.org/incident-management/services.cfm?
http://www.cert.org/incident-management/services.cfm?
https://www.enisa.europa.eu/acitvities/cert/support/guide
https://www.enisa.europa.eu/acitvities/cert/support/guide
https://technet.microsoft.com/en-us/library/cc700825.aspx#XSLTsection124121120120
https://technet.microsoft.com/en-us/library/cc700825.aspx#XSLTsection124121120120
https://www.lancope.com/resources/industry-report/ponemon-institute-report-cyber-security-incident-response-are-we-prepared
https://www.lancope.com/resources/industry-report/ponemon-institute-report-cyber-security-incident-response-are-we-prepared
https://www.lancope.com/resources/industry-report/ponemon-institute-report-cyber-security-incident-response-are-we-prepared
https://www.trusted-introducer.org/SIM3-Reference-Model.pdf
https://www.trusted-introducer.org/SIM3-Reference-Model.pdf
http://benchmarks.cisecurity.org/tools2/metrics/CIS_Security_Metrics_v1.1.0.pdf
http://benchmarks.cisecurity.org/tools2/metrics/CIS_Security_Metrics_v1.1.0.pdf


CSIRT Effectiveness and Social Maturity
74

12 These example metrics are taken from the cybersecurity 
literature on metrics. We would remind the reader, however, of 
our earlier caution that some of these metrics must be accom-
panied by additional contextual information so as to reduce 
deficiency. For example, rather than the number of viruses/spy-
ware programs detected in user files, arguably a better metric 

would involve the ratio of this number to the total number 
of user files (because the total number of user files is likely 
to change appreciably over time). As another example, rather 
than the number of machines covered by antivirus/antispyware 
software, arguably a better metric would involve the percentage 
of all machines covered by antivirus/antispyware software.

ADDENDUM 3.1
TABLE WITH DEFINITIONS, EXAMPLES, AND SOURCES FOR OBJECTIVELY-DERIVED METRICS

CATEGORY DEFINITION EXAMPLE QUOTATION EXAMPLE METRICS 
[12]

SOURCES FOR EXAMPLES OF 
METRICS

Quantity An amount (e.g., count, 
percentage) related to 
workload for incident 
handling.

“We handle 
approximately… hundreds 
[of incidents], because we 
also have some automatic 
tooling that handles 
incidents for us.”

 • Number of thwarted 
(vs. successful) attacks

 • Number of data 
privacy escalations

 • Number of viruses/
spyware programs 
detected in user files

 • Percentage of systems 
with monitored event 
and activity logs

http://www.cert.org/incident-
management/products-
services/creating-a-csirt.
cfm?cs_pgIsInLView=1#8; http://
www.securityinfowatch.com/
article/10840065/metrics-for-
success-security-operations-control-
center-metrics; CIS_Security_
Metrics; Jaquith (2007)

Efficiency The amount of time 
taken to address issues.

“…We can have the 
phishing sites offline within 
15 minutes after reporting 
it to us in every part of the 
world if it’s needed. Fifteen 
minutes is the shortest time, 
but it’s always in a really 
short time.”

 • Amount of time 
needed to triage 
vulnerabilities

 • Average time to 
mitigate vulnerabilities

 • Average time needed 
to grant (or revoke) 
customer access to 
company systems

Lancope; http://www.cert.org/
incident-management/products-
services/creating-a-csirt.
cfm?cs_pgIsInLView=1#9; Kjærem, 
2005; http://technet.microsoft.
com/en-us/library/cc700825.
aspx#XSLTsection124121120120; 
CIS Security_Metrics

Secure 
Configuration

The technical application 
and maintenance of 
security policies on 
systems, applications, 
and network devices.

“We’re working on 
a program, security 
breaches…[are] our 
milestones in the program 
and four times a year we 
discuss those milestones.”

 • Percentage of system 
with no known severe 
vulnerabilities

 • Percentage of system 
with security accredi-
tations/ certifications

 • Number of 
missing operating 
system patches 
on each system

 • Number of machines 
covered by antivirus/ 
antispyware software

CIS_Security_Metrics; Jaquith (2007)

http://www.cert.org/incident-management/products-services/creating-a-csirt.cfm?cs_pgIsInLView=1#8;
http://www.cert.org/incident-management/products-services/creating-a-csirt.cfm?cs_pgIsInLView=1#8;
http://www.cert.org/incident-management/products-services/creating-a-csirt.cfm?cs_pgIsInLView=1#8;
http://www.cert.org/incident-management/products-services/creating-a-csirt.cfm?cs_pgIsInLView=1#8;
http://www.securityinfowatch.com/article/10840065/metrics-for-success-security-operations-control-center-metrics
http://www.securityinfowatch.com/article/10840065/metrics-for-success-security-operations-control-center-metrics
http://www.securityinfowatch.com/article/10840065/metrics-for-success-security-operations-control-center-metrics
http://www.securityinfowatch.com/article/10840065/metrics-for-success-security-operations-control-center-metrics
http://www.securityinfowatch.com/article/10840065/metrics-for-success-security-operations-control-center-metrics
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ADDENDUM 3.1
TABLE WITH DEFINITIONS, EXAMPLES, AND SOURCES FOR OBJECTIVELY-DERIVED METRICS

CATEGORY DEFINITION EXAMPLE QUOTATION EXAMPLE METRICS 
[12]

SOURCES FOR EXAMPLES OF 
METRICS

Incident 
Handling  
Capability

The ability to detect 
and react to multiple 
computer security 
incidents in a skilled 
manner.

“…We'll go through the 
number of tickets that were 
worked, number of incidents 
worked, number of samples 
we sent to Symantec, the 
number that came back, 
you know, bad, good.  So 
those are…the best kind of 
metrics, I think, we have that 
are actually numbers.”

 • Amount of time 
needed to close 
open vulnerabilities

 • Percentage of 
unplanned downtime 
due to securi-
ty incidents

 • Average time 
between failures

 • Number of incidents 
successfully resolved

http://technet.microsoft.
com/en-us/library/cc700825.
aspx#XSLTsection124121120120; 
Jaquith (2007)

Recovery 
Capability

The ability to return to 
a pre-incident state.

“[S]ince they did that damage 
based on that live response 
data that we collect on the 
host, we’re able to forensically 
go back through that and 
figure out how they did 
these prior steps. And then 
working with the task force 
or the detect teams not only 
to detect them earlier on 
but also to get protections in 
place so they can’t even do 
those further steps.”

 • Average time 
needed to recover 
from incident

 • Time needed for 
remediation activities

 • Amount of time 
needed to recon-
figure a system 
following an attack

CIS_Security Metrics; Jaquith (2007)

Employee 
Turnover

The change in the 
motivation of an 
individual CSIRT 
member to leave his 
or her job for another 
job in the same 
organization or in a 
different organization. 
[13] 

“We lost a couple of 
colleagues because we are 
going towards this 24/7 
situation.”

No examples from 
published materials

No examples from published 
materials

Organizational  
Reputation

The change in external 
(e.g., customer) 
perceptions of an 
organization’s products, 
jobs, and strategies. [14]  

“There’s the media, they 
play a big role…There could 
be a lot of attention on IT 
security, cybersecurity if you 
will, and if organizations are 
doing it wrong, especially 
with client data, there will 
be a lot of attention on 
that."

No examples from 
published materials

http://technet.microsoft.
com/en-us/library/cc700825.
aspx#XSLTsection124121120120

Vulnerability 
Reduction

The identification and 
remediation of known 
bugs or weaknesses 
(e.g., missing patches) 
that could lead to a 
compromise [15].

No examples from 
interviews

 • Vulnerability 
scanning coverage

 • Percentage of critical 
systems reviewed 
for compliance 
with controls

 • Percentage of 
media sanitized 
prior to disposal

 • Percentage of systems 
monitored for devia-
tions against approved 
configurations

CIS Security Metrics

13 Campion, M. A. (1991). Meaning and measurement of turn-
over: Comparison of alternative measures and recommenda-
tions for research. Journal of Applied Psychology, 76, 199-212. 
Jackofsky, E. F., & Peters, L. H. (1983). Job turnover versus com-
pany turnover: Reassessment of the March and Simon participa-
tion hypothesis. Journal of Applied Psychology, 68(3), 490-495.

14 Fombrun, C., & Shanley, M. (1990). What's in a name? Repu-
tation building and corporate strategy. Academy of Management 
Journal, 33, 233-258.
15 Cain, C. I., & Couture, E. (2011). Establishing a Security 
Metrics Program. GIAC Enterprises, 1-27. 

(CONTINUED)

http://technet.microsoft.com/en-us/library/cc700825.aspx#XSLTsection124121120120
http://technet.microsoft.com/en-us/library/cc700825.aspx#XSLTsection124121120120
http://technet.microsoft.com/en-us/library/cc700825.aspx#XSLTsection124121120120
http://technet.microsoft.com/en-us/library/cc700825.aspx#XSLTsection124121120120
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http://technet.microsoft.com/en-us/library/cc700825.aspx#XSLTsection124121120120
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ADDENDUM 3.2
EXAMPLE OF A BALANCED SCORECARD FOR CSIRTS

BEHAVIOR 
(SELECTED 
EXAMPLES)

PERFORMANCE 
GOAL

ACTUAL 
PERFORMANCE 

TRAINING PERFORMANCE         
(IF APPLICABLE)

Average time needed 
for analyst to proactively 
apply patch

15 minutes 12.5 minutes 12 minutes

Average time needed for 
analyst to detect that an 
incident has occurred on 
the basis of an alert

3 minutes 4 minutes 3 minutes

(etc.)

Instructions: The balanced scorecard below will provide you with 
a comprehensive overview of  how well your CSIRT is performing. 
First, determine which aspects of  CSIRT performance you wish 
to measure. Then, identify quantitative goals for effective perfor-
mance of  each behavior and enter those numbers in the second 
column from the left (“Performance Goal”). You can then include 
subsequent data pertaining to actual performance in the third 
column from the left (“Actual Performance”) and, if  applicable, 
performance during a training program in the column to the far 
right (“Training Performance”). 

In the example below, for “Average time needed for analyst to 
proactively apply patch,” the performance goal is 15 minutes, but 
the analyst exceeded that goal both on the job (12.5 minutes) and, 
to an even greater extent, during training (12 minutes). On the 
other hand, for “Average time needed for analyst to detect that an 
incident has occurred on the basis of  an alert,” the performance 
goal is 3 minutes and, although the analyst met the goal during 
training (3 minutes), his or her actual on-the-job performance fell 
short of  the goal (4 minutes).

 Note: The table below provides only a couple of  examples to 
show how a balanced scorecard would work. A complete balanced 
scorecard would require the CSIRT manager to decide which 
forms of  behavior he or she considers important components of  
CSIRT performance. Specifically, a complete balanced scorecard 
would include a variety of  forms of  behavior at the individual 
analyst, team, and multiteam system level. A complete balanced 
scorecard would also include behavior assessed by objective 
metrics (e.g., pertaining to performance quantity) but also behavior 
assessed by subjective ratings by CSIRT managers and/or clients 
(e.g., organizational citizenship behavior, counterproductive work 
behavior, and performance quality). For example, if  managers use 
a 1-5 scale for their ratings (where 1 = “Never in the past month” 
and 5 = “Several times a day”), they could first set a goal of  3 
(“Weekly”) for organizational citizenship behavior and could then 
compare actual levels of  on-the-job organizational citizenship 
behavior to that goal.



Chapter Four
Decision-Making in CSIRTs 

Key Themes  
 ➪ This chapter focuses on decision-making in Cybersecurity Incident Response 

Teams (CSIRTs).
 ➪ We present a decision-making model that: (1) demonstrates the process by 

which CSIRT professionals make decisions, including whether or not to escalate 
incidents, hand incidents off, or collaborate on incidents in a team or multiteam 
system setting; (2) illustrates potential problems in decision-making; and (3) 
provides the basis for strategies aimed at addressing these problems.

 ➪ Strategies aimed at addressing decision-making problems in CSIRTs include 
various forms of training, cognitive prompts, and mnemonics.

 ➪ An adaptive case management (ACM) system provides a vehicle within which 
these strategies can effectively and efficiently be integrated.
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4.0 Introduction
Cybersecurity Incident Response Teams (CSIRTs) are de-

scribed throughout this handbook as teams with proactive 
and reactive functions—a distinction based on whether 

actions occur in preparation for or in response to a trigger.  This 
chapter focuses on reactive functions, which characterize a major-
ity of  day-to-day tasks for cybersecurity professionals (West-Brown 
et al., 2003). Reactive functions begin with a response trigger. A 
trigger is a stimulus (such as an alert) that forces a cybersecurity an-
alyst (or a team of  analysts) to make one or more decisions. Within 
the cybersecurity context, an incident response trigger can be an 
indicator of  a new incident. 

For every incident response trigger, there is an initial decision 
regarding whether to tend to the event. If  the choice is made to act 
(rather than, say, to immediately categorize the trigger as a false 
positive), there are numerous subsequent decisions that must be 
made (e.g., how much to prioritize that event over other events). 
The nature of  the decisions following a response trigger varies 
according to the potential severity of  the incident as well as the 
characteristics of  the CSIRT (and its members) analyzing the 
trigger. The effectiveness of  these decisions depends on the ability 
of  the cybersecurity analysts to “collect and understand the right 
data at the right time in the right context” (Zimmerman, 2014, 
p.32). Common challenges to effective decision-making for cyber-
security professionals include overcoming biased decision-mak-
ing and knowing when, how, and with whom to collaborate in 
responding to triggers.   

 This chapter begins with an assessment exercise to help CSIRT 
managers identify the strengths and weaknesses of  their CSIRT’s 
approach to incident response. Next, we present an evidence-based 
model of  decision-making by professionals, modified to a cyber-
security incident response context--thereby demonstrating the 
decision-making process during incident response. We then discuss 
how decision-making in CSIRTs can go awry. We conclude this 
chapter with strategies to improve decision-making in CSIRTs. 

4.1 Assessing Decision-
Making Capacity
The following assessment exercise is designed to provide 

managers with a diagnostic tool in order to determine how 
well the CSIRT, individuals, or component teams within 

the CSIRT multiteam system (MTS) make decisions. This will 
ultimately help determine the social maturity of  the CSIRT (See 
Chapter 2, “The Social Maturity of  CSIRTs and Multiteam Sys-
tems,” for additional information). Based on the responses to this 
assessment, managers can determine whether they would benefit 
from the strategies offered in this chapter. Managers should con-
sider the time and resources required to implement these strategies 
relative to their need for improvement.

Assess how your CSIRT is functioning in this area by respond-
ing to the following assessment exercise on a 1-5 scale where 1= 
Strongly Disagree, 2= Disagree, 3= Neither Agree nor Disagree, 
4= Agree, 5= Strongly Agree. 

4.2 Background  
4.2.1 THE PSYCHOLOGICAL PROCESS OF 
INCIDENT RESPONSE DECISION-MAKING

The most accurate description thus far of  how professionals make 
decisions under time pressure and stress is provided by the Recognition-
Primed Decision (RPD) model. Klein and colleagues (Klein, 1989; 
Klein, Calderwood, & Clinton-Cirocco, 1986; Klein & Klinger, 1991; 
Lipshitz, 1993) developed this model after interviewing and observing 

ASSESSMENT EXERCISE
1. Analyst expertise is considered explicitly when analysts are assigned (or assign themselves) to incidents.

2. Incident severity is considered explicitly when analysts are assigned (or assign themselves) to incidents.

3. Decision-making skills are emphasized in analyst training activities.

4. My analysts consider all necessary information before they make decisions in response to an incident.

5. My analysts comprehensively rehearse their response plans (including mentally testing them for ways in which they could 
go wrong) before implementing them.

6. When hiring new analysts, decision-making skills are emphasized.  

7. My analysts decide correctly that they should include other analysts in their incident mitigation efforts.

8. Members on my team are proactive, soliciting help from team members. 

9. My team solicits help proactively from other teams in the CSIRT multiteam system (MTS).

10. My team asks other teams in the CSIRT MTS to help them resolve an incident when such help is necessary.

11. My team takes the initiative when deciding to include other teams in a CSIRT MTS in their incident mitigation efforts.

GO TO PAGE 83 FOR
STRATEGIES FOR CSIRT MANAGERS
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both experts and novices in several professions, including firefighters, 
tank platoon leaders, and design engineers. In this section, we describe 
a version of  the RPD model that we have adapted to the cybersecu-
rity incident response process. The model comes into play after an 
incident has been assigned to a particular analyst (or after an analyst 
has assigned an incident to himself  or herself).

Figure 4.1 depicts the RPD model adapted to the cybersecuri-
ty incident response process.[1] The cybersecurity incident response 
decision process often starts with a low-level cybersecurity analyst 
opening a new ticket in response to a trigger (e.g., detecting a new event 
or receiving a new request from a helpdesk). The analyst first mentally 
classifies the incident as familiar or unfamiliar. As a part of  this process, 
the analyst determines what information, currently missing, must be 
acquired to better decide whether the incident is familiar—and the 
analyst then focuses his or her efforts on acquiring that information. In 
some cases, the analyst may initially believe that the incident is familiar 
but may realize that this is not true and may need to return to the earlier 
stage of  seeking out more information because the incident develops in 
unexpected ways. 

If  the incident is familiar and within the analyst’s scope of  ability, the 

analyst executes the response plan that worked well for similar incidents 
from the past. It should be noted that the analyst does not choose the 
best possible plan for the current incident. Indeed, according to the RPD 
model, the analyst does not actually compare all possible plans and so is 
not in a position to choose the best possible plan. Rather, having success-
fully matched the features of  the current incident to similar incidents 
from the past that the analyst has resolved successfully, the analyst simply 
executes the response plan that worked for those past incidents.

If, on the other hand, the incident is unfamiliar--or if  it is famil-
iar but outside the analyst’s scope of  ability (e.g., based on incident 
severity)--the analyst must decide whether to involve other people-
-and, if  so, whether to: (1) collaborate with other analysts in a team 
or MTS setting; [2]  (2) handoff to other analysts who, despite being 
at the same level in the CSIRT hierarchy, possess greater expertise 
in handling this type of  incident; [3] or (3) escalate to other analysts 
at one or more higher levels.

Yet, due to the nature of  cybersecurity work, an incident may be 
unfamiliar to everyone in the CSIRT. Alternately, analysts to whom 
the incident is familiar may be unavailable to work on the incident. 
In such cases, according to the RPD model, the analyst(s) handling 

Figure 4.1 Cybersecurity Incident Response Decision-Making Model

2 Team characteristics that influence the effectiveness of this 
collaborative incident response decision-making process (and 
strategies to improve upon them) are reviewed in Chapter 
2 (“The Social Maturity of CSIRTs and Multiteam Systems”), 
Chapter 7 (“Collaborative Problem-Solving in Incident Re-
sponse”), Chapter 8 (“Shared Knowledge of Unique Exper-
tise”), and Chapter 9 (“Trust in Teams and Incident Response 
Multiteam Systems”) of this handbook.
3 Here, we refer to a handoff within a work shift to one or 
more analysts (or teams of analysts) with greater expertise 
in handling a particular type of incident. We do not refer 
here to a handoff necessitated by a change in work shifts.

1 In addition to customizing the original model (Klein, 1989; 
Klein, Calderwood, & Clinton-Cirocco, 1986; Klein & Klinger, 
1991; Lipshitz, 1993) to an incident response context, we cus-
tomized it to account for the possibility that an analyst may 
escalate or hand the incident off to others or may work col-
laboratively with others (because the original process referred 
only to decision-making by an individual acting alone). We also 
obtained 49 cognitive task diagrams (involving the mental steps 
an analyst would take), associated with the analysis/triage and 
mitigation phases of incident response, from 25 CSIRT analysts. 
These cognitive task diagrams provided support for our modi-
fications to the original RPD model.
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the incident would develop a response plan and would then mentally 
rehearse “the successive steps to be taken, the potential outcomes of  
these steps, the problems that are likely to be encountered, and if  and 
how these problems can be handled” (Lipshitz, 1993, p. 108-109). If  
a response plan seems likely to work, the decision-maker implements 
it. If, however, the response plan does not seem likely to work, the 
decision-maker once again cycles through the RPD process until he or 
she identifies a response plan that seems likely to work.                              

4.2.2 HOW DECISION-MAKING CAN GO 
AWRY

In CSIRTs, poor decision-making by analysts can lead to severe 
negative consequences for the organization as well as other entities 
such as clients and, in some cases, the public. The RPD model, 
importantly, also shows how decision-making can go awry. We now 
discuss three ways in which this can happen.

Expert Versus Novice Decision-Making
Research using the RPD model shows that novices (e.g., inexperi-

enced analysts) not only make poorer decisions but also have more 
trouble with the decision-making process than do experts. Experts 
tend to move through the RPD process in one fluid process, with 
a very limited number of  iterative loops. Experts’ experience and 
knowledge allow them to recognize a situation, quickly select a 
response plan, mentally rehearse the plan, and implement the plan 
(Calderwood, Crandall, & Klein, 1987; Klein & Crandall, 1996). 

Novices, on the other hand, require more time as they move 
through distinct phases of  the process. Novices recognize situations 
less often because they have fewer points of  reference from previ-
ous experience, and this lack of  experience requires them to gather 
more information (Klein & Crandall, 1996). Once the information 
is gathered, novices are likely to have more difficulty than experts in 
choosing a good response plan. Novices are also likely to have more 
trouble at the mental rehearsal stage (e.g., O’Hare, Wiggins, Williams,  
& Wong, 1998). Finally, if  a response needs to be modified slightly, 
novices are also likely to have trouble doing so. For example, a research 
study (Kobus, Proctor, & Holste, 2001) found that when operating 
under high uncertainty, although U.S. Marines with expertise in 
command-post management initially took more time than novice 
Marines to assess a dynamic tactical situation (on average, 15 minutes 
vs. 9 minutes), they then selected a course of  action more quickly (on 
average, 4 minutes vs. 10 minutes) and also executed that course of  
action more quickly (on average, 8 minutes vs. 18 minutes).

The cybersecurity incident response context is similar to others that 
have been studied using the RPD model in the sense that cybersecu-
rity professionals must quickly make decisions about ill-structured, 
high-risk problems that must be resolved under high time pressure 
and ever-changing conditions (e.g., Orasanu, 2005). An additional 
complexity associated with incident response (shared with only a 
few other types of  jobs), however, is the uncertainty that exists about 
the intent of  the adversary (Zimmerman, 2014). For these reasons, 
many decisions made by cybersecurity professionals could be viewed 
as critical decisions on which the security of  a system relies.

Through 28 interviews with cybersecurity professionals, we 
gathered examples of  critical decisions and asked the interviewees 
to explain how they reached their conclusions. Cybersecurity profes-
sionals also indicated the decision-making knowledge, skills, abilities, 
and other attributes (KSAOs) that were necessary for effectively 
handling cybersecurity events. The top three KSAOs (out of  18 
discussed), along with definitions and percentages of  interviewees 
who mentioned them, are provided in Table 4.1 above. 

These three decision-making KSAOs all have strong ties to the RPD 

❝

❞

Usually if it's something I'm familiar with, 
then I'm usually comfortable with my own 
decision. I reach out to the group only when 
I have to or if it's new.  

  ~ CSIRT analyst

❝

❞

Yeah, I mean the key...is also when to get 
leadership involved. That's a big decision 
about when to start escalating things. It's 
part of the process that we have in place of: 
I pass it to tier two, tier two will look at it. 
If this is going to go something bigger, then 
he'll get his management involved and it'll 
go up the chain. But you have to understand 
when that needs to happen.

  ~ CSIRT analyst interviewed by us, discussing the escalation 

process

❝

❞

Well, today I'm working on something that-
-we're seeing alerts for certain traffic. And 
I'm trying to figure out, you know, why it's 
happening, whether we actually have a--
something compromised on our network 
or whether it's something outside.  I hit a 
dead end so I sent out an email to the whole 
team to see, you know, "Hey, can anyone 
else provide me any information?  Have you 
seen this before?

  ~ CSIRT analyst

❝

❞

Well, normally when we find artifacts, 
malicious or potentially malicious, we'll 
extract them and we will hand them over 
[to the] malware team for analysis.

  ~ CSIRT analyst
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model. Problem sensitivity, as defined in Table 4.1, is necessary for 
recognizing the elements of  a problem, which is a precursor to deter-
mining whether an incident is familiar.  Regardless of  whether the next 
step involves gathering more information or using previously estab-
lished rules to determine the scope of  the incident, information must be 
organized or evaluated using information ordering skills. At a broader 
level, following a process to resolve an incident also requires information 
ordering skills. Finally, critical thinking skills are necessary during the 
mental rehearsal stage--for instance, when brainstorming what could go 
wrong if  the preferred response plan were to be implemented.

These three KSAOs, moreover, help to illustrate expert-novice differ-
ences in decision-making. For example, with regard to problem sensitiv-
ity, novices are less adept at attending to the appropriate informational 
cues, and, thus, have lower sensitivity in detecting problems. As another 
example, with regard to information ordering, previous research has 
shown that experts are more effective than novices at applying general 
rules to specific situations (Randel, Pugh, & Reed, 1996). 

Organizational psychologists have developed strategies that 
specifically target the development of  decision-making KSAOs in 
novices. In the subsequent “Strategies” section of  this chapter, we 
discuss how to strengthen these KSAOs through strategies such as 
structured troubleshooting training, critical thinking training, and 
developmental work assignments. Furthermore, we discuss how to 
select job applicants who already possess (and would bring with 
them to the job) high levels of  these KSAOs.

Decision-Making Problems Affecting Both Experts 
and Novices

Unsurprisingly, experts generally make better decisions than 
novices. Experts moreover have less trouble with the decision-mak-
ing process than novices. Expertise helps to reduce several forms 
of  bias in decision-making (Cohen, 1993). However, expertise does 
not eliminate all forms of  decision bias (Cohen, 1993). We focus on 
two areas where both experts and novices have problems.

First, experts are often overconfident about the accuracy of  their 
decisions (Russo & Schoemaker, 1992). In other words, they think 
they make better decisions than they actually do. Second, experts 
are often predisposed toward seeking information that confirms 
their initial evaluation of  a problem, known as confirmation bias.. 
As a result, they can miss important disconfirmatory information 
that would improve their decision accuracy (Heath, Larrick, & 
Klayman, 1998). But, of  course, novices are by no means immune 
from overconfidence [4] and confirmation bias--these are general 
problems likely to affect most analysts, regardless of  expertise.  At a 
collective (team) level, biases such as overconfidence and confirma-
tion bias can result in “groupthink,” a phenomenon where the desire 

TABLE 4.1 TOP THREE DECISION-MAKING KNOWLEDGE, SKILLS, ABILITIES, AND OTHER 
ATTRIBUTES (KSAOs)
KSAO
(TOP 3 OF 18) DEFINITION OF KSAO

% OF INTERVIEWEES  
MENTIONING KSAO
(OUT OF 28)

EXAMPLE OF KSAO FROM 
INTERVIEWS

Problem Sensitivity “The ability to tell when some-
thing is wrong or likely to go 
wrong” (Fleishman, Costanza, & 
Marshall-Mies, 1999, p. 179), and 
“it includes the specification of 
the problem as a whole as well 
as recognition of the elements 
of the problem” (Fleishman , 
Quantaince, & Broedling, 2008, 
p. 322). 

96% “First, take a look...at the actual traffic to 
determine whether or not it could possibly be 
anything malicious. Then the actual origin of it, 
determining, you know, is it some place safe or 
not, some place that's familiar or some place 
that's different.”

Critical Thinking The ability to “[use] logic 
and reasoning to identify the 
strengths and weaknesses of 
alternative solutions, conclu-
sions or approaches to prob-
lems.” (O*NET Online, n.d.)

93% “After you do the remediation efforts, I would 
say that we go through a process then of decid-
ing follow up…. Because some cases, depending 
on the type of remediation you do, you may 
just end it. I've handed it off to somebody else, 
I'm done. Or it may be something that I need 
to follow up on. Well, how bad was it? Do I 
need to follow up in 24 hours, 48 hours? Can I 
get back to them in a week? So you're already 
planning your next step in the process.”

Information Ordering “Ability to correctly follow a 
given rule or set of rules in 
order to arrange things or 
actions in a certain order” 
(Fleishman, Costanza, & Mar-
shall-Mies, 1999, p. 179). 

89% “We followed the basic steps. We came in and, 
you know, what is the threat, what is the intru-
sion, what is the file? And then we want to know, 
you know, we want a copy of it. So while we're 
waiting on a copy of it, it's, well, how big is this? 
What steps can we take to find out how big this 
is, how widespread it is?”

4 Novices are likely to be less confident than experts. But, as 
regards overconfidence, the issue is not how confident they 
are, per se, but rather whether their confidence exceeds their 
correctness.
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for harmony in the team inhibits critical thinking and a willingness 
to disagree with the prevailing view.  In the subsequent “Strategies” 
section of  this chapter, we discuss strategies such as the five-why 
analysis and the premortem that can prevent overconfidence and 
confirmation bias in incident response decision-making.

The Role of Incident Severity
During the initial phases of  the cybersecurity incident response 

decision-making process, cybersecurity analysts generally assess 
the severity of  incoming incidents. Cybersecurity communities 
have developed various ways of  assessing the severity of  incidents. 
Generally, severity increases as a function of  the trajectory of  damage 
(e.g., increasing rapidly), the lifecycle stage at which the attack was 
discovered (e.g., the adversary has successfully obtained long-term 
system access versus the adversary has merely begun to investigate the 
target), the number of  people who could be affected (e.g., clients, staff, 
the public), the status of  the people who could be affected (e.g., the 
number of  “Very Important People” affected), the potential financial 
impact to the organization and other entities (e.g., clients, the public), 
the potential informational impact (i.e., the "effect on the confidenti-
ality, integrity, and availability of...information") to the organization 
and other entities, and the potential reputational impact to the organi-
zation (Cichonski, Millar, Grance, & Scarfone, 2012, p.3; see also 
Checklist Incident Priority, n.d.; Hutchins, Cloppert, & Amin, 2011; 
Johnson, 2014; Ruefle, Wyk, & Tosic, 2013). 

Within a CSIRT, the severity of  an incident typically dictates report-
ing--that is, the number and nature of  people who must be informed 

and the promptness with which they must be informed. Incident 
severity also typically dictates incident response--for example,  wheth-
er the analyst is expected to escalate the handling of  the incident to a 
higher-level analyst. However, incident severity should also influence 
the manner in which analysts proceed through the RPD process. In 
particular, according to the RPD model, analysts mentally rehearse 
their preferred response plan, brainstorming things that could go 
wrong if  the preferred plan were to be implemented. 

Yet, under some circumstances, decision makers may avoid exten-
sive mental rehearsal and instead may focus on action (Klein & 
Klinger, 1991). Truncated mental rehearsal may occur, for example, 
if  decision makers erroneously conclude that the incident is familiar 

to them. It may also occur when decision makers are under time 
pressure. Mental rehearsal, and especially an analysis of  what could 
go wrong, is particularly important for high-severity incidents due to 
the higher cost of  errors associated with such incidents. Moreover, 
mental rehearsal is more important for high-severity incidents than 
for high-frequency incidents because incident response in the latter 
case can be automated (albeit perhaps after a root-cause analysis, as 
as we discuss later) such that it does not require the analyst’s atten-
tion at all. In the subsequent “Strategies” section of  this chapter, 
we discuss a strategy (i.e., premortem) that is explicitly intended 
to enhance critical thinking regarding what may go wrong if  the 
preferred plan were to be implemented. Crucially, because this strat-
egy takes very little time to implement, it is useful even in situations 
involving high time pressure.  

4.3 Strategies for Improved 
Decision-Making
In this section, we discuss how to select analysts who possess 

strong decision-making skills, how to train analysts to improve 
their decision-making skills, how to use cognitive prompts to re-

duce decision-making problems affecting both experts and novices, 
how to use mnemonics to capture the necessary information (e.g., 
for escalation or handoff), and how to use an Adaptive Case Man-
agement system as a vehicle for the incorporation of  the training 
strategies, cognitive prompts, and mnemonics.

We note, in passing, that when cybersecurity professionals 
choose between handoff and escalation, they also decide to whom 
they should hand off or escalate the incident and what informa-
tion about the incident they should disclose (Dalal, Bolunmez, 
Tomassetti, & Sheng, in press). These issues are largely beyond the 
scope of  the current chapter, although the section on mnemon-
ics touches on them indirectly. We refer the interested readers 
to Chapter 6 (“Information Sharing Effectiveness in Incident 
Response”) of  this handbook as well as extant research on handoff 
and escalation protocols (e.g., Alberts, Dorofee, Killcrece, Ruefle, & 
Zajicek, 2004; Daley, Millar, & Osorno, 2011). 

4.3.1 STRATEGY 1: SELECTING FOR 
DECISION-MAKING SKILLS

When selecting applicants for CSIRT jobs, managers should 
attempt to assess the applicants’ decision-making skills. The follow-
ing sample questions are designed to assess an applicant’s level 
of  skill for problem sensitivity, critical thinking, and information 
ordering--that is, the top three decision-making-related skills in a 
CSIRT context. Please note that the situational interview questions 
below have not yet undergone a rigorous validation process (see 
Appendix C, “Hiring and Training CSIRT Employees: Validation 
Considerations”). They are, therefore, intended to provide CSIRT 
managers with an idea for the types of  situational interview 
questions that can be used to measure an applicant’s level of  ability 

❝

❞

...we break those down into Severity 0, 1, 2, 3, 
and 4, Severity 0 being the highest criticality, 
Severity 4 being informational, password 
resets, those – so Severity 0, we probably 
get one of those every three months or 
so.  Severity 1, which is it’s still an intrusion 
into the network that’s unauthorized, so we 
probably get maybe one or two of those a 
month.

 ~ CSIRT analyst 
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in problem sensitivity, critical thinking, and information ordering.

Problem Sensitivity
Question: 

Describe a time when you recognized that an attack was about to take 
place. What information allowed you to recognize the impending attack? 
What details did you know about the problem from that information? 

What additional details did you want to find out about the problem?  

Critical Thinking
Question: 

Describe a time in which it was challenging to choose the 
approach for how you handled an event. Be as specific as possible 

in your description. What did you consider when choosing your 
approach? How did you justify using your chosen approach?

Information Ordering 

Question:
Describe a time when you had to follow an established, multi-

step process or protocol for gathering and organizing information 
about an event. Be as specific as possible in your description of  the 

order in which you carried out the steps. What was the process or 
protocol you used? Why was it important to follow the process or 
protocol? How closely did you follow the process or protocol?

Although situational interview questions do not have right or 
wrong answers per se, the strong responses and the red flag respons-
es above should provide initial indicators in determining whether 
job applicants possess strong or weak decision-making skills. 

4.3.2 STRATEGY 2: TRAINING DECISION-
MAKING SKILLS

Structured Troubleshooting Training
One type of  training that can help alleviate some of  the 

weaknesses in novices’ decision-making is known as structured 
troubleshooting (Schaafstal, Schraagen, & van Berl, 2000). This 
training is intended to increase how systematically novices approach 
problem-solving as well as to overcome the following issues novices 
experience when progressing through the RPD model: 

 • Unfamiliarity with the decision problem
 • Need for extensive information search, possibly leading 

to information overload
 • Inadequate knowledge of  available response plans
 • Need to organize thoughts regarding response plans into 

an ordered sequence of  actions
Troubleshooting, or fixing issues in technical systems (Van Gog, 

Paas, & Van Merriënboer, 2006), is most effective when trainees 
are provided with “worked examples,” or examples that include 
the following: 

 • A description of  the problem
 • Standards by which the adequacy of  an end-state goal 

can be evaluated

ELEMENTS OF STRONG 
RESPONSES RED FLAG RESPONSES

 • Discusses a time 
when the attack was 
recognized before it 
affected the system

 • Discusses a time when 
the attack was not recog-
nized until long after it 
had affected the system

 • Provides a detailed 
explanation regard-
ing the information 
that indicated an 
impending attack

 • Only provides a very 
surface-level explanation 
regarding the information that 
indicated an impending attack

 • Expresses an under-
standing of the 
problem as a whole

 • Does not express an 
understanding of the 
problem as a whole

 • Expresses an under-
standing of the sub-ele-
ments of the problem

 • Does not express an 
understanding of the sub-el-
ements of the problem

ELEMENTS OF STRONG 
RESPONSES

RED FLAG RESPONSES

 • Discusses a time when 
choosing the approach 
for handling an event 
required thinking beyond 
repeating a previous 
choice or following 
a simple protocol

 • Discusses a time when 
choosing the approach 
for handling an event 
only required repeating a 
previous choice or follow-
ing a simple protocol

 • Discusses the strengths 
and weaknesses of 
the approach used

 • Only discusses the strengths 
of the approach used

 • Discusses why other 
possible approaches 
were not chosen

 • Does not discuss why 
other possible approach-
es were not chosen

 • Provides logical, thought-
ful rationale for the 
chosen approach

 • Provides no rationale, or, at 
best, a surface-level rationale 
for the chosen approach

ELEMENTS OF STRONG 
RESPONSES

RED FLAG RESPONSES

 • Discusses a very specific 
process or protocol that 
involves multiple steps

 • Discusses a broad process 
or protocol that involves 
only one or two steps

 • Provides a detailed expla-
nation of the steps in the 
order in which they are 
designed to be carried out

 • Provides a vague or discon-
nected explanation of the 
steps in the process

 • Indicates an under-
standing of the rationale 
behind the process

 • Is unable to articulate the 
rationale behind the process

 • Indicates that he or she 
followed the process very 
closely--or else provides 
a compelling rationale 
for why he or she had 
to modify the process

 • Indicates that he or she 
did not follow the process 
closely--and does not provide 
a compelling rationale for 
deviations from the process
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 • Process information: the steps that should be taken to 
reach the end-state goal

Structured troubleshooting, especially when worked examples 
are provided, therefore enhances the decision-making skills 
discussed previously. This, in turn, leads to better performance 
by cybersecurity analysts. A research study (Schraagen, 2009) that 
incorporated structured troubleshooting into an existing comput-
er training course was able to decrease overall training time by 
33% while yielding outcomes that were equivalent to those in the 
original training course in terms of  knowledge (i.e., score on a 
knowledge test) and superior in terms of  performance (i.e., solution 
quality, reasoning quality, and system understanding). Moreover, 
in contrast to more conventional troubleshooting training activ-
ities, which do not include either the necessary process informa-
tion or the end-state goal standards, worked examples allow the 
trainee to focus on understanding the process, leading to further 
improvements in performance. Previous research has shown that 
trainees who undergo training with worked examples that include 
process information performed at least 60% better on the transfer 
of  knowledge from the training to the job (even in job tasks with 
issues dissimilar to those in the training task) than those who did 
not receive worked examples (Van Gog et al., 2006).

Organizations interested in incorporating structured trouble-
shooting to their training programs should consider the associated 
development and implementation costs, which are mostly a factor 
of  time investment.  Development of  the worked examples requires 
cognitive task analysis (CTA), a technique that involves prolonged 
interviews with cybersecurity professionals to examine “the knowl-
edge, thought processes, and goal structures that underlie observ-
able task performance” (Chipman, Schraagen, & Shalin, 2000, 
p.3).  Once worked examples have been developed, instructors are 
trained to deliver this material to novice cybersecurity analysts. 
Thus, compared to the development of  a traditional training 
program, the initial development of  a structured troubleshoot-
ing program takes 8 times longer (i.e., 56 versus 7 days; Clark & 
Estes, 1996). Implementation time of  a structured troubleshooting 
training, however, is about half  of  that of  a traditional program. 
Specifically, as a result of  the above-mentioned reduction in train-
ing time, both the time for delivery of  the program by trainers (34 
days versus 87 days to train a group of  500 novices) and the time 
that trainees need to take off from regular work activities (1 day 
versus 2 days per trainee; Clark & Estes, 1996) are much shorter. In 
sum, despite its high development costs, structured troubleshooting 
may be cost effective (due to its lower implementation costs) if  large 
numbers of  employees must be trained. 

Critical Thinking Training
Critical thinking training focuses on improving the quality of  

decisions in unfamiliar situations under high time constraints 
(Cohen, Freeman, & Thompson, 1998; van den Bosch, Helsdingen, 
& de Beer, 2004). Recall that critical thinking was one of  the “top 
three” decision-making skills reported by CSIRT analysts and 
managers. 

For a CSIRT, critical thinking training would involve an 

experienced cybersecurity analyst guiding a novice (or group of  
novices) to create and evaluate a hypothetical cyber incident, come 
up with alternative interpretations of  the situation, and make 
judgments about uncertainty and time pressure. While the novic-
es engage in these steps, the expert analyst provides constructive 
feedback (e.g., “You should have prioritized opening that ticket”) or 
asks clarifying questions (e.g., “Under what conditions would taking 
that computer offline be insufficient to address the problem?”). In 
addition, the expert analyst provides guidelines on when to think 
more deeply versus when to act quickly. Critical thinking train-
ing, therefore, optimizes the RPD process, especially the portion 
pertaining to the mental rehearsal of  response plans.

Critical thinking training has been shown to improve the 
accuracy of  trainees’ assessments of  a given situation. For 
example, in one study (Cohen et al., 1998), critical thinking 
training led trainees to consider 30% more causal factors, 
notice 58% more conflicting evidence, and generate 41% more 
alternative assessments.

As an alternative to critical thinking training, guided team self-cor-
rection (Smith-Jentsch, Cannon-Bowers, Tannenbaum, & Salas, 
2008) can be used. This is a debriefing process conducted after train-
ing exercises. Prior to this process, expert cybersecurity professionals 
identify training scenarios (e.g., simulated incidents) and develop 
response plans for them. Following a training exercise, experts (who 
may or may not be the same as the experts who developed the train-
ing scenarios) facilitate a debriefing period featuring a review of  the 
team’s successes and failures in resolving the training incident.

The critical thinking training and guided team self-correction 
techniques are discussed in more detail in Appendix F of  this 
Handbook (“Learning from Other Teams”). A part of  that broader 
discussion emphasizes the costs associated with the initial develop-
ment and subsequent implementation of  these strategies. In summa-
ry, however, these strategies can have moderate to high development 
costs because they require an appreciable time commitment, not just 
from the experts who develop the training scenarios but also from the 
experts who must be trained to deliver the training. Implementation 
costs can be moderate because, in addition to typical training costs 
such as space and training equipment, the trainers and trainees must 
take time off from regular work activities for the training. Therefore, 
these techniques may not be as cost effective as some of  the others 
described in this chapter.

Expert Modeling
Within a cybersecurity context, an expert modeling assignment 

requires that a novice analyst be paired with an expert on resolv-
ing an incident unfamiliar to the novice. For example, Hewlett-
Packard uses an “L2 Assist” model that involves an expert (Level 
2 analyst) being brought in to guide a novice (Level 1 analyst) 
through complex cases (Bhatt, Horne, Sundaramurthy, & Zomlot, 
in press). Alternately, a novice could be sent to work with an expert. 
Regardless, the novice analyst would be given the opportunity to 
propose a response plan. If  the proposed plan is not adequate, the 
expert will provide constructive feedback regarding its shortcom-
ings (DeRue & Wellman, 2009). 
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Expert modeling assignments incur costs because one person 
(either the novice or the expert, depending on who is sent to 
work with whom) must take time off from regular work activities, 
and because the expert may have to change his or her routine 
and devote more time to explanation in order to accommodate 
the training needs of  the novice. However, compared to critical 
thinking training and guided team self-correction, expert modeling 
assignments are lower-cost activities because one of  the two people 
(either the novice or the expert) does not have to spend time away 
from regular work activities. Moreover, the expert does not need to 
take the time to develop specialized training materials. 

4.3.3 STRATEGY 3: COGNITIVE PROMPTS 
TO REDUCE OVERCONFIDENCE AND 
CONFIRMATION BIAS

Our previous strategies involved training aimed at improving 
skills, such as critical thinking skills, identified as the most import-
ant decision-making skills by CSIRT analysts and managers. That 
approach is targeted primarily at novice cybersecurity analysts. 
An alternative approach (though by no means mutually exclu-
sive) involves the use of  cognitive prompts associated with specific 
incidents experienced on the job. This approach is aimed at reduc-
ing overconfidence and confirmation bias and is targeted at both 
expert and novice decision makers. 

We discuss two such strategies: “five-why analysis” and “premor-
tem.” These strategies, especially the premortem, are relatively 
simple and quick to execute and can, moreover, be targeted solely 
at the types of  incidents (e.g., severe incidents) where they are most 
needed. They are, therefore, likely to be quite cost effective.

Five-Why Analysis
Five-why analysis (Ōno, 1988) is intended to eliminate conclu-

sions that are plausible but not ultimately correct as well as conclu-
sions that attribute blame to people (e.g., end-users) rather than 
the system (Heath et al., 1998). Originally developed at Toyota, 
the strategy is now widely used, including by Amazon.com’s CEO 
Jeff Bezos (Serrat, 2009). Interestingly, one of  the CSIRT analysts 
interviewed by us indicated that he uses the five-why analysis 
during incident mitigation.

The strategy involves decision makers asking five “Why?” 
questions to themselves so that they can arrive at the root cause of  
the situation. The strategy involves five questions (as opposed to, 
say, four or six) due to research suggesting that five questions are 
typically needed to locate a root cause. Importantly, each question 
must be answered through active investigation as opposed to 
off-the-cuff thinking. The incident response plan is then developed 
based on the answers generated in response to the root cause.

As an example of  five-why analysis, consider a machine that has 
stopped working. Incident response might progress as follows (Imai, 
1986, p. 50): 1. Why? “Because the fuse blew due to an overload.” 
2. Why? “Because the bearing lubrication was inadequate.” 3. 
Why? “Because the lubrication pump was not functioning correct-
ly.” 4. Why? “Because the pump axle wore out.” 5. Why? “Because 

sludge got in.” As a result, the ultimate focus of  incident response 
in this case involved attaching a strainer to the lubricating pump 
rather than a more intermediate countermeasure such as merely 
replacing the blown fuse. For another example of  five-why analysis, 
in this case involving the failure of  a production system due to the 
replacement of  a single computer, see Olzak (2008).

The five-why strategy is widely acknowledged to be effective. In 
automotive assembly lines, five-why analysis created a 17% reduc-
tion in the time spent on ineffective performance strategies caused 
by insufficient analysis of  the problem at hand (Wee & Wu, 2009). 
As another example, in a hospital where medical teams held daily 
10-minute meetings to evaluate patients’ conditions using five-why 
analysis (prior to developing patient treatment plans), the mortality 
rate was 61% lower, and major patient complications were 57% 
lower, than the regional rate (Culig et al., 2011). 

It is important to note that five-why analysis is believed to be 
more effective for use by teams of  cybersecurity analysts (in which 
members initially diagnose the problem independently) than by 
individual cybersecurity analysts. This is because when an individ-
ual decision maker has generated a seemingly compelling hypoth-
esis, that hypothesis blocks his or her ability to generate alternative 
hypotheses (Heath et al., 1998). Five-why analysis, in other words, 
may not always be sufficient to overcome confirmation bias on 
the part of  an individual decision maker (Heath et al., 1998). It is, 
however, a good candidate for use in situations when a cyberse-
curity analyst collaborates with other analysts in responding to an 
incident. In addition, the maximum value from the strategy is likely 
to be obtained when problems recur, such that a root cause must be 
found to eliminate further recurrences. Thus, the strategy may be of  
most use when a CSIRT notices that similar types of  severe incidents 
recur over time.

Premortem
The second strategy, the premortem (Klein, 2007), is also intend-

ed to reduce overconfidence and confirmation bias. In a CSIRT 
context, a premortem would involve analysts being asked to 
imagine that they have already attempted to resolve the incident 
but that they have failed to do so successfully. The analysts would 
then identify reasons why the incident response effort may have 
failed. In other words, as opposed to a post-mortem (or an after-ac-
tion review), which is carried out in hindsight, a premortem relies 
upon “prospective hindsight” to help analysts settle upon a good 
initial response plan and then further modify that plan so as to 
minimize weaknesses. The emphasis on identifying weakness-
es rather than strengths in the initial response plan is deliberate 
in light of  naturally occurring, overly optimistic thinking (i.e., 
overconfidence and confirmation biases).

The premortem strategy has been shown to be quite effective. 
For instance, a research study testing a similar strategy found a 
12.8% decrease in decision bias (see Study 1 from Lord, Lepper, 
& Preston, 1984). Another study (Soll & Klayman, 2004) found 
that although decision makers who were 80% confident were 
normally correct only 30-40% of  the time (indicating severe 
overconfidence), a decision strategy similar to the premortem led 
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to decision-makers being correct almost 60% of  the time (indicat-
ing milder overconfidence). 

We, ourselves, have examined the usefulness of  the premortem 
strategy in a CSIRT context via a simulated incident (involving 
abnormally high outbound traffic going to a server with a “.ru” 
domain). Prior to describing how they would resolve the incident, 
half  the CSIRT analysts (randomly selected) were asked to perform 
a premortem--that is, to imagine that they had already responded 
to the incident and had failed--and to then provide reasons why 
they might have failed. The premortem strategy took very little 
time (typically 2-3 minutes). We found that, in general, analyst 
accuracy (as determined by expert analysis of  analysts’ response 
plans) and analyst confidence were negatively related. In other 
words, analysts who were less correct were actually more confident 
about their correctness. However, this was true to a much lesser 
extent for analysts who had completed the premortem than for 
analysts who had not. Completing the premortem led to an 8% 
increase in accuracy, accompanied by a 12% decrease in (excess) 
confidence.

As can be seen from these examples, the premortem can be quite 
effective when it is completed by an individual analyst. Moreover, 
similar strategies can be executed when a team of  analysts collab-
orates on resolving an incident. For instance, one analyst can be 
assigned the role of  “devil’s advocate” (Schwenk, 1990). This analyst 
systematically critiques the team’s preferred response plan, thereby 
exposing its weaknesses. Devil’s advocacy, therefore, provides an 
effective antidote to “groupthink” by facilitating critical thinking 
and by providing a requirement to disagree with the prevailing view.

Both the premortem and five-why analysis can usefully be 
applied to high-severity incidents. If, however, a CSIRT manager 
needs to choose between them, the premortem might be preferable 
in most circumstances. This is because the premortem strategy is: 
(1) efficient, often requiring just a few minutes to execute (and is 
therefore more useful than five-why analysis in situations involving 
time pressure); (2) equally applicable to recurring and non-recur-
ring incidents (whereas the five-why analysis is applicable primar-
ily to recurring incidents); and (3) equally useful in individual and 
team decision-making settings (whereas the five-why analysis is 
more useful in team settings).

4.3.4 STRATEGY 4: USING MNEMONICS TO 
CAPTURE NECESSARY INFORMATION

Mnemonics facilitate the use of  protocols that remind the decision 
maker to consider different aspects of  a new situation (Heath et al., 
1998). A widely used mnemonic in healthcare (as well as in nucle-
ar submarines and the airline industry) is SBAR, which stands 
for Situation, Background, Assessment, and Recommendations 
(Riesenberg, Leitzsch, & Little, 2009). SBAR has been shown to 
improve the communication of  patient information among health-
care staff in a number of  studies and is reviewed in detail in Chapter 
5 (“Communication Effectiveness During Incident Response”) and 
in Appendix F (“Learning from Other Teams”) of  this handbook. 

Following the success of  SBAR, a number of  other 

mnemonics have been developed in the healthcare industry to 
improve decision-making during patient diagnosis. One of  these 
is SNAPPS: "Summarize history and [key] findings, Narrow the 
differential" (i.e., identify two or three alternative possible diagno-
ses), "Analyze the differential" (by comparing and contrasting the 
possible diagnoses), "Probe preceptor" (i.e., seek advice from a more 
knowledgeable person about uncertainties, difficulties, and differ-
ent approaches), "Plan management" of  patient care, and "Select 
case-related issues for self-study" (Wolpaw, Papp, & Bordage, 2009, 
p. 517). According to Wolpaw et al., senior medical students who 
used SNAPPS performed better than those who did not by making 
more than twice the number of  diagnoses and justifying their 
diagnoses over five times more often.  They also identified nearly 
eight times more uncertainties. 

Of  note, is that the SNAPPS mnemonic is relevant to the RPD 
model, in particular the portions of  the model associated with 
developing and mentally rehearsing the response plan. Therefore, 
although mnemonics such as SBAR and SNAPPS would need to be 
modified for use in CSIRT work, the modifications should aim to 
retain, or even enhance, resemblance to people’s actual (and ideal) 
decision-making processes. These modified mnemonics would be 
especially helpful if  incorporated in CSIRT protocols for escala-
tion, handoff, or even collaboration. The use of  mnemonics within 
a team environment is discussed in Chapter 5 (“Communication 
Effectiveness During Incident Response”) as well as in Appendix F 
(“Learning from Other Teams”) of  this handbook. 

4.3.5 STRATEGY 5: USING ADAPTIVE CASE 
MANAGEMENT

In a CSIRT, analysts manually process incoming alerts gener-
ated by Security Information and Event Management (SIEM) 
software. Alerts that cannot be dismissed immediately are typical-
ly handled using case management systems that allow analysts to 
open “tickets” for and to track cases over their life-cycle (Bhatt 
et al., in press). Case management systems serve an important 
documentation function. However, a problem arises from the 
fact that traditional case management systems are designed on 
the basis of  pre-specified workflow process models. Both the 
research literature on CSIRTs (e.g., Bhatt et al., in press) and our 
interviews with CSIRT analysts suggest that there is widespread 
dissatisfaction with these process models. Process models are 
viewed as either too general (and therefore unhelpful) or too 
specific (and therefore rigid) given the relatively unstructured 
nature of  CSIRT work. 

Adaptive case management (Hauder, Pigat, & Matthes, 
2014), as applied to CSIRT work (Bhatt et al., in press), is 
an approach intended to address these concerns with process 
models—and to do so using an increasing focus on optimizing 
the use of  available data. Adaptive case management (ACM) 
also integrates across tools and automates lower-level functions, 
thereby precluding the need for tedious cutting-and-pasting 
and, instead, freeing up analysts’ time and cognitive resources 
for higher-level functions such as decision-making. In contrast to 
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process models, an ACM system focuses on the individual case--
that is, the incident. Rather than prescribing general process-
es the analyst is expected to follow, an ACM system provides 
context surrounding the incident by summarizing the ways in 
which similar incidents (based on formal incident classification 
systems) were handled in the past and the extent to which those 
previous remediation efforts were successful. Thus, an ACM 
system aims to guide the analyst and to provide the analyst with 
evidence-based (i.e., data-driven) suggestions but not to rigidly 
prescribe how he or she should handle incidents. 

An ACM system provides a platform from which CSIRT 
managers can optimize recognition-primed decision-making by 
their analysts. Specifically, the RPD-based problems identified in 
this chapter, along with the strategies proposed to address them, 
can be addressed through the ACM system. We briefly discuss 
several examples.

First, the ACM system is explicitly intended to remedy 
expert-novice differences in knowledge, and, more generally, to 
provide all analysts with the information needed to successfully 
respond to incidents. This function is achieved by summarizing 
previous attempts at handling similar incidents.

Second, the ACM system can be used to teach novices 
decision-making skills. For example, the role of  experts in 
expert modeling assignments (such as the aforementioned 
“L2 Assist” model) can, at least partially, be accomplished by 
the ACM system itself  serving as the “expert.” Other strate-
gies, such as guided self-correction, can also be accomplished 
through the ACM system--in this case, by modifying the ACM 
system to require analysts to make decisions at each stage before 
seeing summary data (for similar incidents from the past) for 
that stage.

Third, the summary data provided by the ACM system can be 
designed to include information required by mnemonics such as 
the aforementioned SBAR and SNAPPS mnemonics. The use 
of  these mnemonics would facilitate smoother escalations and 
handoffs. However, these mnemonics would be useful even in 
cases where a single analyst responds to an incident because the 
mnemonics would facilitate the initial choice of  a response plan 
and its subsequent testing for weaknesses.

Fourth, cognitive prompts can be built into the ACM system. For 
high-severity incidents (as indicated by a formal incident classifica-
tion system and/or by direct ratings of  severity by the analyst), the 
ACM system could prompt an analyst to conduct a premortem. For 
high-severity incidents that have recurred (based on past summary 
data), the ACM system could prompt a root-cause analysis by a 
team of  analysts through the five-why strategy.

Fifth, the ACM system could be used to assign specific incidents 
to individual analysts or teams of  analysts. In so doing, the ACM 
system not only could derive insights from existing research on staff 
scheduling and rostering (see, e.g., Ernst, Jiang, Krishnamoorthy, 
& Sier, 2004), but also could address decision-making problems 
in several ways. Although, thus far, we have been discussing the 
data from previous instances of  incident resolution as a way of  
guiding future incident resolution, these data could also be used to 

track individual analysts’ experience with, and success in, handling 
specific types of  incidents. 

When such data are tracked, the ACM system can assign 
an incident to the analyst most qualified (of  those currently 
available) to handle that incident. The ACM system can then 
also be used to optimize collaboration by assigning an incident 
to a team of  analysts who, collectively, possess the knowledge 
needed to handle the incident. In other words, although it will 
probably remain important for CSIRT analysts to themselves 
mentally generate a Shared Knowledge of  Unique Expertise 
(see Chapter 8, “Shared Knowledge of  Unique Expertise”), 
such knowledge could readily be possessed (and disseminated) 
by the ACM system. 

In addition to using assignment of  incidents to analysts as a 
way to maximize performance, however, the ACM system could 
use assignment of  incidents as a way to facilitate training. For 
instance, the ACM system could assign an incident to a combi-
nation of: (1) a novice analyst who needs to acquire the knowledge 
necessary to handle such incidents; and (2) an expert who is 
available to oversee the work of  the novice. The ACM system 
could, moreover, emphasize training-based assignment of  
incidents (as opposed to performance-based assignment) only 
during periods of  low incident volume--thereby minimizing 
the time costs associated with training. In summary, then, the 
ACM system could serve as a very useful vehicle for improving 
decision-making in CSIRTs.

4.4 Chapter Summary
This chapter focuses on improving decision-making in the 

context of  the cybersecurity incident response process. We 
describe the psychological process of  incident response de-

cision-making, with an emphasis both on instances where analysts 
attempt to handle incidents themselves and instances where ana-
lysts either collaborate with others on incidents or else escalate or 
hand incidents off to others. We then discuss how incident response 
decision-making can go wrong and how it can be improved. We 
demonstrate how CSIRT managers can select job applicants who 
possess three important decision-making skills. We also suggest 
how these skills can be trained, and we discuss which training ap-
proaches are more versus less cost effective. We then suggest how 
incident response decision-making can be improved using simple 
cognitive prompts (such as the “premortem,” which can be applied 
to high-severity incidents) and mnemonics that be incorporated 
into escalation and handoff protocols. Finally, we discuss an adap-
tive case management system and how virtually all the previously 
suggested strategies can efficiently be incorporated within such a 
system. 



CSIRT Effectiveness and Social Maturity
89

References
Alberts, C., Dorofee, A., Killcrece, G., Ruefle, R., & Zajicek, M. (2004). 

Defining incident management processes for CSIRTs: A work in progress 
(No. CMU/SEI-2004-TR-015). Carnegie-Mellon University, 
Pittsburgh, PA, Software Engineering Institute.

Bhatt, S. Horne, W., Sundaramurthy, S., & Zomlot, L. (2016). In S.J. 
Zaccaro et al., R. S. Dalal, L. E. Tetrick, & J. A. Steinke (Eds.), 
Psychosocial Dynamics of  Cybersecurity (56-73). London, UK: Routledge.

Calderwood, R., Crandall, B. W., & Klein, G. A. (1987). Expert and 
novice fire ground command decisions. Alexandria, VA, USA: U.S. 
Army Research Institute for the Behavioral and Social Sciences. 
Retrieved from http://www.dtic.mil/dtic/tr/fulltext/u2/a234877.
pdf

Checklist Incident Priority. (n. d.). In IT Process Wiki. Retrieved 
from http://wiki.en.it-processmaps.com/index.php/
Checklist_Incident_Priority 

Chipman, S. F., Schraagen, J. M., & Shalin, V. L. (2000). Introduction to 
cognitive task analysis. In Schraagen, J. M., Susan F. C., & Shalin, V. 
L. (Eds). Cognitive task analysis. New York, NY: Psychology Press.

Cichonski, P., Millar, T., Grance, T., & Scarfone, K. (2012). Computer 
security incident handling guide: Recommendations of  the 
National Institute of  Standards and Technology.  National 
Institute of  Standards and Technology Special Publication 800-61 
Revision 2. Retrieved from http://nvlpubs.nist.gov/nistpubs/
SpecialPublications/NIST.SP.800-61r2.pdf

Clark, R. E., & Estes, F. (1996). Cognitive task analysis for training.
International Journal of  Educational Research, 25, 403-417.

Cohen, M. S. (1993). The naturalistic basis of  decision biases. In G. A. 
Klein, J. Orasanu, & R. Calderwood (Eds.), Decision making in action: 
Models and methods. Norwood, NJ: Ablex Publishing.

Cohen, M.S., Freeman, J.T., & Thompson, B. (1998). Critical thinking 
skills in tactical decision making: a model and a training strategy. 
In J.A. Cannon-Bowers, & E. Salas Eds.). Decision making under stress: 
implications for training and simulation. Washington, DC: American 
Psychological Association. 

Culig, M. H., Kunkle, R. F., Frndak, D. C., Grunden, N., Maher, T. D., 
& Magovern, G. J. (2011). Improving patient care in cardiac surgery 
using Toyota production system based methodology. The Annals of  
Thoracic Surgery, 91, 394-399.

Dalal, R. S., Bolunmez, B., Tomassetti, A. J., & Sheng, Z. (2016).  
Escalation: An understudied team decision-making structure. In 
S.J. Zaccaro et al., R. S. Dalal, L. E. Tetrick, & J. A. Steinke (Eds.), 
Psychosocial Dynamics of  Cybersecurity. New York: Routledge.

Daley, R., Millar, T., & Osorno, M. (2011, November). Operationalizing 
the coordinated incident handling model. In Technologies for Homeland 
Security (HST), 2011 IEEE International Conference (pp. 287-294).

DeRue, D. S., & Wellman, N. (2009). Developing leaders via experience: 
the role of  developmental challenge, learning orientation, and feed-
back availability. Journal of  Applied Psychology, 94, 859-875.

Ernst, A. T., Jiang, H., Krishnamoorthy, M., & Sier, D. (2004). Staff 
scheduling and rostering: A review of  applications, methods and 
models. European Journal of  Operational Research, 153, 3-27.

Fleishman, E. A., Costanza, D. P., & Marshall-Mies, J. (1999). Abilities. 

In N. G. Peterson, M. D. Mumford, W. C. Borman, P. R. Jeanneret, 
& E. A. Fleishman (Eds.), An occupational information system for the 21st 
century: The development of  O*NET (pp. 175–195). Washington, DC: 
American Psychological Association.

Fleishman, E. A., Quaintance, M. K., & Broedling, L. A. (2008).  
Taxonomies of  human performance. Bethesda, MD:  Management 
Research Institute.

Hauder, M., Pigat, S., & Matthes, F. (2014, September). Research chal-
lenges in adaptive case management: A literature review. In Enterprise 
Distributed Object Computing Conference Workshops and Demonstrations 
(EDOCW), 2014 IEEE 18th International (pp. 98-107). IEEE.

Heath, C., Larrick, R. P., & Klayman, J. (1998). Cognitive repairs: How 
organizational practices can compensate for individual shortcom-
ings. Research in Organizational Behavior, 20, 1-37.

Hutchins, E. M., Cloppert, M. J., & Amin, R. M. (2011). Intelligence-
driven computer network defense informed by analysis of  adver-
sary campaigns and intrusion kill chains. Leading Issues in Information 
Warfare & Security Research, 1, 80-106.

Imai, M. (1986). Kaizen: The key to Japan’s competitive success. New York: 
McGraw-Hill.

Johnson, L. (2014). Computer incident response and forensics team management: 
Conducting a successful incident response. Waltham, MA: Elsevier.

Klein, G. (2007). Performing a project premortem. Harvard Business 
Review, 85, 18-19.

Klein, G. A. (1989). Recognition-primed decisions. In W. B. Rouse (Ed.), 
Advances in man-machine system research (Vol. 5, pp. 47-92). Greenwich, 
CT: JAI Press.

Klein, G. A., Calderwood, R., & Clinton-Cirocco, A. (1986). Rapid deci-
sion-making on the fire ground. Proceedings of  the Human Factors Society 
30th Annual Meeting, 1, 576-580.

Klein, G., & Crandall, B. (1996). Recognition-primed decision strategies. 
Alexandria, VA, USA: U.S. Army Research Institute for the 
Behavioral and Social Sciences. Retrieved from http://www.dtic.
mil/dtic/tr/fulltext/u2/a226887.pdf

Klein, G. & Klinger, D. (1991) Naturalistic decision making; Human systems. 
IAC Gateway, Vol XI No 3. Retrieved from http://www.au.af.mil/
au/awc/awcgate/decision/nat-dm.pdf

Kobus, D. A., Proctor, S., & Holste, S. (2001). Effects of  experience and 
uncertainty during dynamic decision making. International Journal of  
Industrial Ergonomics, 28, 275-290.

Lipshitz, R. (1993). Converging themes in the study of  decision making 
in realistic settings. In G. A. Klein, J. Orasanu, & R. Calderwood 
(Eds.), Decision making in action: Models and methods. Norwood, NJ: 
Ablex Publishing.

Lord, C. G., Lepper, M. R., & Preston, E. (1984). Considering the oppo-
site: a corrective strategy for social judgment. Journal of  Personality and 
Social Psychology, 47, 1231-1243.

O'Hare, D., Wiggins, M., Williams, A., & Wong, W. (1998). Cognitive 
task analyses for decision centred design and training. Ergonomics, 41, 
1698-1718.

Olzak, T. (2008). Prevent recurring problems with root cause analysis. 
Retrieved from http://www.techrepublic.com/blog/it-security/
prevent-recurring-problems-with-root-cause-analysis/

O*Net Online. (n.d.). Retrieved June 2, 2016, from https://www.

http://www.dtic.mil/dtic/tr/fulltext/u2/a234877.pdf
http://www.dtic.mil/dtic/tr/fulltext/u2/a234877.pdf
http://wiki.en.it-processmaps.com/index.php/Checklist_Incident_Priority
http://wiki.en.it-processmaps.com/index.php/Checklist_Incident_Priority
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
http://www.au.af.mil/au/awc/awcgate/decision/nat-dm.pdf
http://www.au.af.mil/au/awc/awcgate/decision/nat-dm.pdf
http://www.techrepublic.com/blog/it-security/prevent-recurring-problems-with-root-cause-analysis/
http://www.techrepublic.com/blog/it-security/prevent-recurring-problems-with-root-cause-analysis/
https://www.onetonline.org/find/descriptor/browse/Skills/2.A/


CSIRT Effectiveness and Social Maturity
90

onetonline.org/find/descriptor/browse/Skills/2.A/
Ōno, T. (1988). Toyota Production System: Beyond Large-Scale Production. 

Cambridge, MA: Productivity Press.
Orasanu, J. (2005). Crew collaboration in space: A naturalistic deci-

sion-making perspective. Aviation, Space, and Environmental Medicine, 
76(Supplement 1), B154-B163.

Randel, J. M., Pugh, H. L., & Reed, S. K. (1996). Differences in expert 
and novice situation awareness in naturalistic decision making. 
International Journal of  Human-Computer Studies, 45, 579-597.

Riesenberg, L. A., Leitzsch, J., & Little, B. W. (2009). Systematic review 
of  handoff mnemonics literature. American Journal of  Medical Quality, 
24, 196-204.

Ruefle R., van Wyk K., & Tosic, L. (2013). New Zealand security incident 
management guide for computer security incident response teams (CSIRTs). 
New Zealand National Cyber Security Centre Government 
Communication Security Bureau. Developed in cooperation with 
the CERT® Division of  the Software Engineering Institute at 
Carnegie Mellon University.

Russo, J. E., & Schoemaker, P. J. (1992). Managing overconfidence. Sloan 
Management Review, 33, 7-17.

Schaafstal, A., Schraagen, J. M., & van Berl, M. (2000). Cognitive task 
analysis and innovation of  training: The case of  structured trouble-
shooting. Human Factors: The Journal of  the Human Factors and Ergonomics 
Society, 42, 75-86.

Schraagen, J. M. (2009). Designing training for professionals based on 
subject matter experts and cognitive task analysis. In K. A. Ericsson 
(Ed.), Development of  professional expertise: Toward measurement of  expert 
performance and design of  optimal learning environments (pp. 157-179). 
Cambridge, U.K.: Cambridge University Press.

Schwenk, C. R. (1990). Effects of  devil's advocacy and dialectical inqui-
ry on decision making: A meta-analysis. Organizational Behavior and 
Human Decision Processes, 47, 161-176.

Serrat O. (2009). The five whys technique. Washington, DC (USA): Asian 
Development Bank.

Smith-Jentsch, K. A., Cannon-Bowers, J. A., Tannenbaum, S. I., & 
Salas, E. (2008). Guided team self-correction impacts on team 
mental models, processes, and effectiveness. Small Group Research, 39, 
303-327.

Soll, J. B., & Klayman, J. (2004). Overconfidence in interval estimates. 
Journal of  Experimental Psychology: Learning, Memory, and Cognition, 30, 
299-314.

Van den Bosch, K., Helsdingen, A. S., & de Beer, M. M. (2004). Training 
critical thinking for tactical command. TNO Human Factors Conference, 
Soesterberg, NL.

Van Gog, T., Paas, F., & van Merriënboer, J. J. (2006). Effects of  
process-oriented worked examples on troubleshooting transfer 
performance. Learning and Instruction, 16, 154-164.

Wee, H. M., & Wu, S. (2009). Lean supply chain and its effect on product 
cost and quality: a case study on Ford Motor Company. Supply Chain 
Management: An International Journal, 14, 335-341.

West-Brown, M. J., Stikvoort, D., Kossakowski, K. P., Killcrece, G., 
Ruefle, R., & Zajicek, M. (2003). Handbook for computer security incident 
response teams (CSIRTs) (No. CMU/SEI-2003-HB-002). Carnegie-
Mellon University, Pittsburgh, PA. Software Engineering Institute.

Wolpaw, T., Papp, K. K., Bordage, G. (2009). Using SNAPPS to facilitate 
the expression of  clinical reasoning and uncertainties: a random-
ized comparison group trial. Academic Medicine,  84, 517-524.

Zimmerman, C. (2014). Ten strategies of  a world-cass cybersecurity oper-
ations center. Bedford, MA: MITRE Corporate Communications 
and Public Affairs.

https://www.onetonline.org/find/descriptor/browse/Skills/2.A/


Chapter Five
Communication Effectiveness in 

Incident Response

Key Themes  
 ➪ To promote communication effectiveness, CSIRT managers need to ensure 

messages are clear in meaning, relevant in content, appropriately timed 
(including frequency and speed), sent to the correct persons, and acknowledged 
by recipients. 

 ➪ Cybersecurity analysts rated communication skills at the top of social skills 
needed for CSIRT effectiveness.  

 ➪ Three common challenges to communication effectiveness in CSIRTs include 
time demands, team member physical distance, and the need to communicate 
across cultural boundaries. 

 ➪ CSIRT managers can improve communication in their teams and multiteam 
systems (MTSs; see Chapter 2 "The Social Maturity of CSIRTs and Multiteam 
Systems") by using aids such as communication charters, handoff checklists, 
tabular displays, and wikis.

 ➪ CSIRT managers can facilitate use of communication aids through scenario-
based practice exercises and team simulations.

 ➪ CSIRT managers can enhance communication between teams by designating a 
specific person, for each component team, responsible for boundary spanning. 

 ➪ Careful design of physical work spaces can facilitate more frequent 
communication, and sharing of information, with appropriate stakeholders.
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5.0 Introduction
Effective communication is the cornerstone for information 

sharing and successful teamwork in CSIRTs (Aebersold, 
Tschannen, & Sculli, 2013).  As shown in Figure 5.1, commu-

nication is the foundation of  all the drivers of  CSIRT effectiveness 
discussed in this Handbook. 

The resolution of  incidents or mitigation of  potential threats 
begins with the communication of  details to others.  The purposes 
of  cybersecurity communication are to:

 • Provide situational awareness to key stakeholders; 
 • Exchange information about the tactics, techniques, and 

procedures of  detected or potential threats as part of  
generating appropriate responses; and 

 • Transmit threat mitigation strategies.  
Messages that are incomplete, untimely, or sent to the wrong 

people can delay cyber threat mitigation.  Unclear or misinter-
preted messages also hamper mitigation and resolution strategies. 
Indeed, the failure to communicate effectively with other CSIRTs, 
organizations, or industry sectors has negatively impacted several 
recent cyber attacks (e.g., the 2014 SONY cyber attack, Barrett 
& Yadron, 2015; the 2012 Deutsche Telekom cyber attack, 
Ministry of  Security and Justice, the Netherlands; Federal Office 
for Information Security, Germany; Swedish Civil Contingencies 
Agency, Sweden, 2014).  Despite the importance of  communica-
tion, many CSIRT managers: 

 • Fail to pay significant attention to communication skills 
of  applicants when selecting new CSIRT personnel for 
their teams; 

 • Do not use appropriate training protocols to develop 
communication skills in current personnel; 

 • Develop insufficient communication tactics and norms 
for their team(s); or 

 • Do not use or design work spaces to facilitate team and 
MTS communication.  

In this chapter, we describe principles of  effective communication 
sending and receiving.  We also review three common barriers to 

effective communication in CSIRTs:  time urgency, distribution of  
team membership (geographically, including across time zones, or 
across work shifts), and communication across different cultures.  
CSIRTs must also consider the relationship in place with the commu-
nication recipient.  For example, internal communications may be 
less censored than communications a CSIRT is sending out to a peer 
organization or to the public at large; however, this chapter focus-
es on improving communication within a CSIRT.  Specifically, this 
chapter covers the ways a CSIRT can overcome common communi-
cation barriers.  We conclude the chapter with exercises and recom-
mendations to improve incident response communication. 

5.1 Assessing 
Communication Skills 
AThe following assessment exercise is designed to provide 

managers with a diagnostic tool in order to determine how 
well the CSIRT, individuals, and component teams within 

the CSIRT multiteam system (MTS) communicate. This will ulti-
mately help determine the social maturity of  the CSIRT (See Chap-
ter 2, “The Social Maturity of  CSIRTs and Multiteam Systems,” for 
additional information). Based on the responses to this assessment 
exercise, managers can determine whether they would benefit from 
the strategies offered in this chapter. Managers should consider the 
time and resources required to implement these strategies relative to 
their need for improvement.

Assess how your CSIRT is functioning in this area by respond-
ing to the following assessment exercise on a 1-5 scale where 1= 
Strongly Disagree, 2= Disagree, 3= Neither Agree nor Disagree, 
4= Agree, 5= Strongly Agree. 

Figure 5.1 Communication as a Driver of CSIRT Effectiveness

❝

❞

Another thing is that the subjects that 
we work on, people are afraid. People 
do not want to share. 

~ CSIRT member

CSIRT
Communication

Drivers of CSIRT Effectiveness
 • Information Sharing
 • Collaborative Problem-Solving
 • Shared Knowledge of Unique Expertise
 • Trust
 • Learning

CSIRT
Effectiveness
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5.2 Background 
Information and Project 
Findings
5.2.1 PRINCIPLES OF EFFECTIVE 
COMMUNICATION

Communication has two fundamental parts: the sending and 
receiving of  messages (Hall, 1979; Riggio, 1986).  The person 
sending the message must ensure that he or she communicates the 
right message to the right person at the right time using appro-
priate communication mechanisms.  Persons receiving information 
must clearly acknowledge the message and follow up on anything 
that is not clear or understood.  Cybersecurity work conditions 
often create difficulties for effective message sending and receiving.  
For example, cybersecurity professionals typically find themselves 
under immense pressure to communicate in both timely and effec-
tive ways during high impact threats.  However, acting quickly can 
hurt the quality of  communication.  Important pieces of  informa-
tion might be overlooked, the message might be hard to interpret 

or not contain sufficient context, or some of  the recipients who 
should receive information might get excluded inadvertently.  The 
end result is slower, and potentially inadequate, incident response 
and resolution. 

Researchers who recently developed a communications train-
ing program for military teams in mission-critical environments 
identified six principles of  effective communication (Rench, Horn, 
Walker & Zaccaro, 2014, pp. 5-6).  These six principles apply 
equally well to cybersecurity incident response communications.  
In Table 5.1, we pair each principle with a definition, an example 
of  its occurrence in a CSIRT, and implications for any CSIRT that 
does not follow that principle.

One of  the communication issues that often affects many types 
of  organizations, including CSIRTs, is the “failure to share unique 
information,” or the tendency to not communicate information 
or knowledge that only one team member might know.  Team 
members are biased toward sharing knowledge that they all already 
have in common (Lam & Schaubroech, 2000; Stasser, Taylor & 
Hanna, 1989).  Research shows that, typically, team members do 

GO TO PAGE 99 FOR 
STRATEGIES FOR CSIRT MANAGERS

❝

❞

I have seen teams not sharing 'everything 
they know' with other teams.  They ask 
a question but tend to only share just 
enough to get whatever answer they are 
looking for. In return, they risk receiving 
an incomplete response to the detriment 
of incident resolution. 

~ CSIRT member

ASSESSMENT EXERCISE 
1. Messages sent among my team members contain all critical information.

2. Messages sent or received by the team are understood clearly.

3. My team members ask for clarification for messages received from others when they are unsure of something.

4. My team members confirm receipt and understanding of critical communications.

5. Information is received on time when trying to address a cyber threat.

6. Messages are sent to the correct recipient during different phases of incident resolution.

7. Complete and accurate information is passed during handoffs between different individuals in my team.

8. My team members quickly resolve communication issues with individuals on their teams.

9. My team members quickly resolve communication issues with team members from other cultures.

10. Messages sent between teams in the CSIRT MTS contain all critical information. 

11. Different teams ask for clarification for messages received from other teams when they are unsure of something

12. Confirmation of receipt and understanding of critical communications occurs between teams.

13. Complete and accurate information is passed during handoffs between different teams.

14. Teams quickly resolve communication issues with other teams.

15. Teams in the CSIRT MTS designate a point person to communicate with other teams or external parties.



CSIRT Effectiveness and Social Maturity
95

TABLE 5.1 PRINCIPLES OF COMMUNICATION IN INCIDENT RESPONSE
COMMUNICATION  
PRINCIPLE DESCRIPTION CSIRT EXAMPLE CSIRT  

IMPLICATIONS

1. Relevance Relevant communications include 
the most critical and appropriate 
information that pertains to prob-
lems faced by the team.

When CSIRTs work with one an-
other to resolve an incident, shar-
ing methods, findings, and new de-
velopments on a case is essential. 
The communicator must carefully 
consider the recipient and match 
the communication to the inter-
est and needs of the audience.  

During incident response, if one 
CSIRT MTS component team fails 
to provide relevant information to 
another CSIRT MTS component 
team, incident resolution might 
stall or remain incomplete.  When 
sharing information about an in-
cident with team members, the 
communicator must convey all of 
the critical details of the incident, 
while also not letting teammates 
get bogged down in the details.

2. Quality High quality communications pro-
vide the necessary information for 
a problem.  The information pro-
vided is accurate and error-free, 
and it is presented in a way that 
is easily understood by recipients.

Incident briefings or threat re-
ports must be complete, accu-
rate, and clear enough to enable 
others to act on the information.  
The content of an incident brief-
ing must be carefully tailored to 
include all the relevant pieces of 
information.  

Incomplete or inaccurate incident 
briefings or reports can result in 
less trust in findings and decreased 
likelihood that future information 
will be weighed seriously. Incident 
briefing content will vary depend-
ing on the incident and the needs 
of the CSIRT, but the specific con-
tent typically includes a descrip-
tion of the situation and its back-
ground, an assessment of what is 
needed, and recommendations on 
next steps for resolution (Hamil-
ton, Gemeinhardt, Mancuso, Sah-
lin, & Ivy, 2006).

3. Timeliness Timely communications provide 
information at the right time (i.e., 
neither too late nor too early) for 
team members to use in solving 
problems or making decisions.  

Recipients of threat or vulnera-
bility information need to receive 
information in time to prevent or 
mitigate intrusions.

If a CSIRT provides out-of-date 
threat information, bad actors 
have time to develop new meth-
ods, making the provided threat 
information meaningless.  

4. Frequency Communication frequency should 
be matched to the requirements 
of the situation, such that messag-
es are sent often enough to main-
tain situational awareness, but not 
so often as to cause excess and 
distracting chatter.

Incident analysis updates should 
be provided so that appropriate 
situational awareness develops. 
Requests for such updates should 
not distract analysts from com-
pleting the necessary tasks to 
provide accurate updates.

Management or other stakehold-
ers who request analysis updates 
too early (e.g., not enough time to 
complete the work) are likely to 
receive preliminary, incorrect or 
limited reports about the scope 
and severity of incidents.

5. Information Flow Communication frequency should 
be matched to the requirements 
of the situation, such that messag-
es are sent often enough to main-
tain situational awareness but not 
so often as to cause excess and 
distracting chatter.

If a team member has informa-
tion from prior experience or 
knowledge that will help resolve 
an incident quickly and effectively, 
this information must reach those 
team members handling the inci-
dent in question.

When sending a message, senders 
should clearly determine the full 
range of analysts and stakehold-
ers who need the information 
being provided.  Failure to do so 
will mean that key analysts might 
lack the appropriate information 
needed to fully understand the 
incident.

6. Confirmation & 
Response

Recipients of communications 
should acknowledge receipt of 
critical messages; they should also 
follow up with senders when the 
meaning of the message content 
is unclear or not well understood.  

After cyber threat informa-
tion handoff, the receiving party 
should communicate that infor-
mation was received and confirm 
they understand how to use the 
information.

If a CSIRT member receives spe-
cific, actionable threat information 
and does not respond appropri-
ately to the sender of such infor-
mation, senders cannot be certain 
that information was received or 
understood in the intended man-
ner.  Resulting miscommunications 
can slow down incident response.

Note:  Adapted from Rench et al., (2014).
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not share knowledge that reflects their own unique expertise.  For 
example, when discussing cyber threats, analysts will tend to talk 
with other analysts who share a similar understanding about the 
threat.  Their conversations are more likely to confirm common 
information or perspectives rather than uncover new informa-
tion.  Cognitive scientists refer to this tendency in teamwork as the 
“confirmation bias” (Nickerson, 1998).  Unless analysts are being 
encouraged by their managers or by established communication 
norms, one should not assume they will share their unique exper-
tise, information, or insights.  Communication failure caused by 
not sharing relevant information can result in costly errors and 
delays during critical incidents. 

This failure to share unique information can be worse when 
information is being transmitted between different teams in 
an MTS.  Members of  teams naturally tend to communicate 
more frequently and send more information to their fellow team 
members than to members of  other teams, especially when those 
other teams have very different work functions from their own 
team.  Furthermore, our focus group interviews indicated that such 
inter-team communication in a CSIRT MTS needs to occur more 
frequently in severe or high impact incidents.   Accordingly, the 
failure to share unique information between different teams can 
cause significant delay in resolving major incidents. 

Communication Errors and Team Failure
The six communication principles described in Table 5.1 might 

appear straightforward; however, in many situations, team failures 
can be attributed to poor communication --defined by a failure 
to apply these six principles-- particularly in event and emergency 
response teams like CSIRTs.  

Communication failures have been documented often in 
CSIRTs. A study where CSIRTs engaged in simulated commu-
nication exercises found that teams made critical communication 
mistakes such as sending information to the wrong recipients 
(principle 5, information flow), not responding in a timely manner 
to communication (principle 3, timeliness), and failing to provide 
requested information (principle 1, low message relevance; and 
principle 2, message quality; Tjaden & Floodeen, 2012).  In the 
Deutsche Telekom AG attack in 2012, cyber attack mitigation was 
delayed because information related to identification of  the lead 
organization responsible for response coordination was not known 
or provided when threat information was first shared (principle 
3, timeliness; Ministry of  Security and Justice, the Netherlands; 
Federal Office for Information Security, Germany; Swedish Civil 

Contingencies Agency, Sweden, 2014).  Deutsche Telekom AG 
knew they had to quickly notify the Federal Criminal Police Office 
because the attack involved critical infrastructure (i.e., telecommu-
nication and internet), so they communicated based on timeliness 
(principle 3).  However, they should have considered sending a 
more informative message (principle 2, higher quality; and princi-
ple 1, relevance), or taking time for confirmation and response 
(principle 6), which could have prevented this delay.  

The Deutsche Telekom AG attack example points to the 
challenge of  communication for CSIRT managers – different 
communication principles might clash in the heat of  responding 
to an urgent event.  To meet this challenge, CSIRT managers 
need to develop and practice communication protocols within 
their teams-- a recommendation we return to later in this chapter 
(and in Chapter 6 - "Information Sharing Effectiveness in Incident 
Response"). CSIRT members should always try to apply all 
principles of  effective communication. This can sometimes mean 
contributing what you do know up front, and seeking stronger/
more information in a timely follow-up. 

In summary, effective communication depends greatly on effec-
tively sending and receiving information.  It is vital that commu-
nicated messages be sent in clear, concise ways and contain the 
appropriate level of  background information to understand the 
situation.  Accordingly, a major responsibility for CSIRT managers 
is to develop procedures that help their teams understand when, 
how, to whom, and how frequently to communicate key informa-
tion.  Managers also need to be aware of  certain barriers that often 
constrain communication effectiveness in CSIRTs.  We cover three 
such barriers in the next section.

Three Common Challenges to Effective CSIRT 
Communication

According to our focus group interviews with CSIRT members, 
we noted three challenges that can interfere with effective commu-
nication: time urgency, physical and temporal dispersion of  team 
members, and cross-cultural differences.  We describe these 
challenges below.  We then provide recommendations CSIRT 
managers can use to overcome communication breakdowns in a 
later section. 

Time Urgency
Cyber threats, particularly high impact incidents, often require 

very quick responses to mitigate damage.  However, in teams similar 
to CSIRTs, time demands have been found to reduce the quali-
ty and frequency of  messages (Gladstein & Reilly, 1985; Weick, 
1990).  CSIRT managers should develop protocols on how to 

❝

❞

Urgency is part of it. There’s always a great 
deal of pressure that you’re getting from 
a lot of different places. You’re getting a 
lot of questions really fast from a lot of 
people.  You’ve got to be able to balance 
all of that. 

~ CSIRT member

❝

❞

If you’re managing global teams and 
working globally, the time zone difference 
is probably one of the biggest challenges.

~ CSIRT member
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communicate information under conditions of  time urgency and 
practice them during training exercises until effective communi-
cation under time pressure becomes the norm (see section 5.3.1 
below on team charters).  

Team Dispersion 
Although cybersecurity professionals might belong to the same 

CSIRT, they might not work together at the same time or in the 
same physical space.  Instead, team members might be “temporal-
ly dispersed” (working at varying times, e.g., different shifts or time 
zones) and/or “geographically dispersed” (working in different 
physical locations).  For example, some CSIRTs might function on 
a 24-7 basis, requiring geographic displacement of  multiple shifts 
over various times of  day.  These kinds of  dispersion are magni-
fied at the MTS level, where different teams may work at different 
times and different physical locations.

Both kinds of  dispersion, team and MTS, can impair communi-
cation.  Geographically dispersed teams communicate less frequent-
ly than face-to-face teams (de Guinea, Webster, & Staples, 2012).  
When CSIRT leaders manage dispersed teams, they need to estab-
lish protocols that foster greater communication among dispersed 
subordinates while ensuring that communication is not dominated by 
a smaller number of  team members.  Communication plans estab-
lished by CSIRT managers should focus on key elements of  how 
information exchanges occur across the temporal and geographic 
CSIRT boundaries.  In Section 5.2.2 of  this chapter, we provide 
guidance on information checklists to assist with communication 
between shifts, across time zones, or across geographic regions. 

The Impact of National Cultural Differences on 
Communication

Cultural differences within and across CSIRTs can pose significant 
communication challenges (Watson, Kumar, & Michaelson, 1993), 
partly because each culture has its own set of  values, orientations, 
and priorities.  Different cultural practices can lead to communication 
misunderstandings (Gibson & Vermeulen, 2003).  For example, some 
cultures tend to avoid conflict during communication, while others are 
more accepting of  debate and discussion (Berry, Carbaugh, Innreiter-
Moser, Nurmikari, & Oetsch, 2009).  Cross-cultural communication 

can lead to conflict when members view differing communication 
practices as uncomfortable, or even offensive. 

Another fundamental cross-cultural communication issue that 
exists across all types of  organizations is the tendency to commu-
nicate more openly with members of  one’s own cultural group 
and less openly with members of  other cultural groups (White 
& Whitener, 1998).  Cultural identity can influence intergroup 
dynamics (Hambrick Davison, Snell, & Snow, 1998).  Members 
of  different cultures generally have different views about how and 
with whom information should be shared, potentially lowering the 
quality and relevance of  messages sent across cultural boundaries.  

Two important aspects of  national culture, called “collectivism” 
and “power distance,” can influence communications between 
cybersecurity professionals from different countries. Members 
from collectivistic cultures usually identify more strongly with their 
group and tend to have more positive attitudes towards knowledge 
sharing within their group; members of  less collectivistic (more 
individualistic) cultures generally share less information (Hwang & 
Kim, 2007).  Such cultural differences can impair information flow 
when contrasting cultures attempt to communicate.  

Similarly, power distance can influence information flow.  Power 
distance refers to the extent to which a country emphasizes status 
differences and a hierarchical distribution of  power (Hofstede, 
Hofstede, & Minkov 2010). People from countries that are higher 
in power distance usually demonstrate more formalized top-down 
flow of  knowledge compared to people from countries low in power 
distance (Ford & Chan, 2003).  High power distance countries usually 
have authoritative leadership, centralized decision structures, inequal-
ity between lower-- and higher-- level employees, and lower levels of  
trust (Hofstede, 1984).  Information sharing in such contexts might 
only happen under higher-level managers’ instructions.  Low power 
distance countries are more likely to develop participative leadership, 

decentralized decision structures, and higher levels of  trust (Hofstede, 
1984), enabling information sharing to naturally occur more readily in 
both directions.  CSIRT managers who communicate with countries 
higher or lower in power distance should be aware of  potential differ-
ential information transfer (flow) patterns.  

We want to add that differences in national cultures are not 
absolute and people within similar cultures can differ greatly in 
how they communicate within their teams.  Also, there are many 

❝

❞

We get more from the local guys just 
because they're here and they know 
us. And we're in that same time zone. 
It’s easier to communicate with the 
local folks than [those geographically 
dispersed]. Because they're right here. 
Something comes up. A lot of times you 
literally walk over there and say, ‘What 
are you seeing?’

~ CSIRT member

❝

❞

Even in Europe, there’s a different 
working culture within countries. If you 
look at the Netherlands we have a real 
open culture.  I mean I can swear at my 
boss and he won’t have a grudge.  I mean 
that’s real typical Dutch.  But if you go 
to Germany, for instance, that’s a real 
hierarchical organization usually.

  ~ CSIRT member
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examples of  smooth and successful communications across cultur-
al boundaries in CSIRTs.  However, several of  our interviews with 
cybersecurity professionals revealed the cross-cultural communi-
cation issues described here.  In those teams, managers acknowl-
edged the need to address culture in communication protocols and 
its importance to conflict management.

In the next section, we review findings from our project related 
to CSIRT communication.  This evidence, in combination with 
the above information, supports our later recommendations to 
enhance effective CSIRT communication.  

5.2.2 PROJECT FINDINGS
According to our interviews and surveys with CSIRT members, 

the importance of  communication processes and skills were 
confirmed for CSIRT work.  All performance functions at the team 
and MTS levels of  our developed taxonomy (see Appendix A) 
include communication activities.  To summarize how focus group 
members and interviewees identified the importance of  communi-
cation activities, and to provide examples of  common communica-
tion practices most often endorsed, we framed examples according 
to a simplified incident response cycle (i.e., respond to incident, 
triage, develop solutions, and conduct after-action review).  Table 
5.2 presents the percentage of  focus groups or interviews with 
cybersecurity professionals and managers that endorsed communi-
cation practices in each category.  Within this framework, the most 
commonly identified communication practices and behaviors for 
team effectiveness were in the incident response and triage phases.  

TABLE 5.2 INCIDENT RESPONSE CYCLE 
COMMUNICATION EXAMPLES

INCIDENT 
RESPONSE  
CYCLE PHASE

KEY COMMUNICATION 
THEMES IDENTIFIED 
BY FOCUS GROUP OR 
INTERVIEW  
PARTICIPANTS

PERCENTAGE 
OF FOCUS 
GROUP /
INTERVIEWS 
(OUT OF 43)  

Respond to 
incident

Discussion of how to share 
work; communication with 
affected constituency and 
stakeholders outside of  
constituency

88%

Triage Discussion of how to assess 
and categorize identified   
incidents; information ex-
change to develop a shared  
understanding of the incident

65%

Develop 
solutions

Information exchange be-
tween teams to develop 
a shared understanding of 
incident; idea development 
between teams to select a 
course of action

60%

Conduct after-
action review

Information exchange to 
evaluate procedures;  revi-
sion of policies/procedures if 
necessary;  determine neces-
sary after-action adaptation 
strategies

42%

CONDUCT AFTER-ACTION 
REVIEWS

DEVELOP SOLUTION

TRIAGE RESPOND TO INCIDENT

13
%   Managed Providers

25%   Other
50%     Nat’l Coordinating /G

ovt/M
ilitary

56%     Corporate (Internal)

50% Managed  Providers
50%   Other

67%   Nat’l Coordinating /Gov./Military

63%        Corporate (Internal)

63%      Managed  Providers

50%     Other

73%    Nat’l Coordinating /G
ov/M

ilitary

63%       Corporate (Internal)

  8

8% Managed Security 

100% Other

93%   National Coordinating /Government/Military

81%       Corporate (Internal)

RESPOND TO INCIDENT

TRIAGE

DEVELOP SOLUTION

CONDUCT AFTER-ACTION REVIEWS

INCIDENT RESPONSE 
COMMUNICATION THEMES

Figure 5.2 Endorsement of Communication Themes by CSIRT Type.  
Note: Total Focus Groups (N=43); National Coordinating/Gov’t/Military (N=15); Managed Security Service  
Providers(N=8); Corporate (N=16); Other (N=4).
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We found other communication practices and behaviors within the 
"develop solutions" and "conduct after-action review" phases that 
were commonly identified as important for MTS effectiveness. 

Figure 5.2 indicates the percentages of  focus groups that 
mentioned the importance of  communication processes in partic-
ular incident response phases.  These percentages are indicated by 
type of  CSIRT.  All types of  CSIRTs (i.e., coordinating, corpo-
rate, managed security service providers, and other) mentioned 
the use of  one or more communication processes as important to 
the incident response process.  They confirmed the criticality of  
communication throughout incident response.

The importance of  communication skills for effective incident 
response  was also reflected in our examination of  111 cybersecu-
rity job ads and in a survey distributed to 88 cybersecurity profes-
sionals.  Communication skills were one of  the few social skills 
required of  job candidates mentioned in the job ads.  The survey 
asked cybersecurity professionals to rate 46 knowledge, skills, 
abilities, and other attributes (KSAOs) on their importance for 
performing well as a cybersecurity analyst.  In that survey, 99% of  
respondents indicated that communication skills were important. 
Indeed, the ability to communicate effectively is the only social skill 
that appeared across previous job ads, our KSAO survey, and in 
focus group interviews, attesting to its prime importance to CSIRT 
performance.

5.3 Developing 
Communication Skills in 
CSIRTs
In this section, we provide strategies CSIRT managers can use 

to improve communication at multiple levels.  CSIRT leaders 
and managers can implement all of  these strategies, or they can 

choose particular strategies that make the most sense for their 
teams based on particular needs identified by them.  Table 5.3 

provides each communication principle and the strategies that en-
hance those principles.  Managers and leaders should choose those 
strategies that target the communication principles where improve-
ment is needed.

5.3.1 STRATEGY 1: REQUIRE TEAMS OR 
MTSS TO COMPLETE A TEAM CHARTER 
TO PLAN HOW, BETWEEN WHOM, AND 
WHEN COMMUNICATION WILL HAPPEN 

Team charters define team expectations about how members 
are expected to interact with one another in defined situations 
(Mathieu & Rapp, 2009). These expectations emerge from team 
discussions.  Team communication charters target the communica-
tion principles of  frequency, timeliness, information flow, relevance 
of  sent information, and confirmation the message was received.  
Managers can find examples and templates for team charters at: 
https://www.mindtools.com/pages/article/newTMM_95.htm.  
For more specific information on team communication charters, 
see:  https://www.mindtools.com/pages/article/developing-com-
munications-charter.htm.  
Recommendations for use:

Team charters are created during team planning sessions to deter-
mine how the team will accomplish future work (Aaron, McDowell 
& Herdman, 2014).  Such charters can be used to develop commu-
nication norms and expectations within the team (Mathieu & Rapp, 
2009).  The following is an example of  communication processes 
team members should focus on in a team charter session:
Communication Plan Example

 • What information do people need to know?  
 • How should this information be provided?  
 • Who will provide this information?  
 • When should information be provided?  
 • How will we share information with one another?
 • How will we share information with other teams?  Other 

organizations?
 • What information can we share with other teams?  Other 

organizations?
 • Who will provide information to other teams?  Other 

organizations?
 • How do we need to adapt these processes under high 

time-pressure?
 • What information is necessary in high-severity situations?

For dispersed teams, charters should also provide guidance on 
which communication method best matches the message content 
necessary to convey.  For example, phone calls may be best if  the 
message is urgent and personal, progress updates might be accom-
plished best through email (if  immediate feedback is not needed), 
and group decisions can be more productive via video conferences 
(particularly if  the parties are already well-known to one another).  
Team members also need to establish the frequency by which these 
different types of  exchanges should happen between individuals 
or other teams.  Charters should also set guidelines regarding 
communication protocols for when teams face high time demands 

TABLE 5.3 COMMUNICATION PRINCIPLES 
AND STRATEGIES TO IMPROVE THEM 
PRINCIPLES TRAINING STRATEGIES 
Relevance Handoff checklists, charters, tabular display,  

simulation

Quality Handoff checklists, wikis, boundary spanning

Timeliness Handoff checklists, charters, scenario-based  
training, simulation

Frequency Charters, tabular display, scenario-based training, 
simulation, boundary spanning, workspace design

Information 
flow

Scenario-based training, simulation, tabular dis-
play, charters, boundary spanning, workspace 
design

Confirmation 
and response

Handoff checklists, scenario-based, simulation

https://www.mindtools.com/pages/article/newTMM_95.htm
https://www.mindtools.com/pages/article/developing-communications-charter.htm
https://www.mindtools.com/pages/article/developing-communications-charter.htm
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or need to communicate with members from teams and MTSs that 
are physically or temporally dispersed (see Section 5.3.2 on handoff 
checklists).

Research has shown that communication charters help teams 
increase frequency and openness of  communication (e.g., sharing 
relevant information with team members in a timely manner) by 
18% and by as much as 25% when a leader or facilitator acts as an 
instructor and helps the team develop the charter (Aaron, et al., 2014).  
CSIRT managers who ensure that team members understand charter 
contents, and work to mitigate any conflict that arises during discus-
sion, can increase the value of  team charter use (Aaron, et al., 2014). 

Charters also are useful for MTSs (Asencio, Carter, DeChurch, 
Zaccaro & Fiore, 2012).  MTS charters specify communication 
norms between teams and establish protocols that multiple MTS 
component teams can use to communicate as they work together.  
The questions offered above (with greater emphasis on between 
team communications) can help guide the development of  MTS 
charters.
Charter Considerations for Multicultural Teams 

We noted earlier that one particular barrier to communication 
can be cultural differences.  For example, one culture’s conver-
sational norms might be viewed as uncomfortable or offensive 
to members from another culture.  Teams and MTSs need to 
explicitly be aware of  such differences in conversational norms. 
Charters provide a framework for discussion and can ensure that 
cultural differences do not hinder team or MTS communication.  
In addition to regular communication plans discussed in team 
charters, the following communication norms might differ across 
cultures (e.g., different nations or organizations) and should be 
discussed explicitly in a face-to-face meeting of  all team members 
and teams that will work together (Koehler, 2009):

 • Length of  emails
 • Acceptable response (e.g., email response time) 
 • Frequency of  communication
 • Rules for greeting others
 • Exchange of  personal information
 • Expression of  personal feelings
 • How to provide feedback 
 • How to express opinions and disagreement 
 • How members should refer to one another 
 • How members should build on one another’s contributions
 • Whether members should provide additional informa-

tion and background when sending information
 • How to ask questions (e.g., number of  questions, type of  

questions, etc.) 
The charter approach can be highly effective for multicultural 

teams.  Multicultural teams that hold chartering meetings early 
during team development can be more successful at information 
sharing and communication, compared to teams that meet later,  
because early meetings contribute 30%-40% to team cooper-
ation (Chatman & Flynn, 2001).  Further, when multicultural 
teams increase face-to-face communication, conflict about how to 
complete tasks decreases significantly (Mortensen & Hinds, 2001).

5.3.2 STRATEGY 2: IMPLEMENT 
CHECKLISTS AND HANDOFF TOOLS TO 
PREVENT INFORMATION LOSS DURING 
HANDOFFS

Handoff tools are communication devices that provide structure 
to the handoff process so team members and/or teams can ensure 
they provide the most accurate and relevant information to others 
who take over responsibility for an incident or case.  Examples of  
useful handoff tools include the SHARED and SBAR methods 
described below. 
Recommendations for use: 

Emergency response teams use the term “SHARED” at 
emergency scenes to make sure all relevant information is 
provided to all team members involved in the event (Riesenberg, 
Leitzsch, & Little, 2009).  The acronym SHARED (Situation, 
History, Assessment, Risks, Events, and Documentation) provides 
a tool for teams to share information quickly and effectively, as 
they must identify the information corresponding to each letter.  
SHARED is a type of  pre-briefing (Section 5.4.2), which has 
been shown to significantly decrease mistakes in medical teams 
(Capella, Smith, & Philp et al., 2010; Gujsenbergh, Nieuwenhof, 
& Machiels, 2003).

Healthcare teams created the handoff tool “SBAR” (Situation, 
Background, Assessment, Recommendation; Hamilton, 
Gemeinhardt, Mancuso, Sahlin, & Ivy, 2006).  SBAR transmits, 
to other healthcare providers or teams, critical patient informa-
tion, including status updates, key medical issues, and treatment 
recommendations (See Appendix E).  SBAR structures informa-
tion for the recipient while making sure that the person handing 
off the patient provides all relevant information the receiver needs 
in order to pick up where the other caregivers left off.  With use 
of  SBAR, the rate of  adverse events in a hospital decreased by 40 
per 1000 patient days (Haig, Sutton & Whittington, 2006).  This 
process can easily be adapted to CSIRTs:

Situation: Current status of  the incident (e.g., Has a network 
been penetrated?)

Background: Context information surrounding the incident 
(e.g., What do we know? How did this happen?)

Assessment: What is the severity of  the problem?
Recommendation: Based on the problem and severity, what 

needs to happen next?
A communication guidance tool, such as SBAR, allows the 

handoff to be as smooth as possible without any time loss due to 
teams or team members seeking additional information or repeat-
ing already completed activities. Other considerations, beyond 
SBAR, that CSIRTs can include in handoff checklists are: 

 • Team members involved in the incident
 • Work completed so far on incident resolution 
 • Details about location of  supplemental materials 
 • Suggestions on how to proceed 
 • Timeline of  mitigation actions taken so far
 • Potential challenges that might arise with further incident 

mitigation
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A third checklist possibility for CSIRTs can be borrowed 
from the change management field in the form of  an iterative 
cycle called the Deming cycle (Deming, 2000), or a Plan, Do, 
Check, Act (PDCA) cycle.  The PDCA cycle is designed as a 
model for continuous improvement and can be used to check 
the implementation of  an incident response plan (Markey, 
2012):  

 • Plan: The CSIRT must have a detailed plan for incident 
mitigation or resolution.  The plan must include goals, 
work assignments, and an action plan based on the 
assignments.

 • Do: The CSIRT members can now implement the plan.  
During this implementation phase, CSIRT members 
keep a list of  issues or problems and use that list to 
improve the cycle. 

 • Check: The CSIRT uses the check phase to go through 
the list of  issues that they encountered during incident 
response and discuss solutions.  

 • Act: Now the CSIRT is ready to implement the solutions 
that they developed in the check phase.  Part of  the acting 
phase is creating a standard set of  procedures to ensure 
that the same problems do not resurface.  

PDCA can be used to improve the entire incident response 
process, whereas checklists are targeted for a specific moment 
in the incident response cycle.  Checklists can be incorporated 
at all phases of  the PDCA cycle.  CSIRT members and leaders 
indicated during our interviews that tools and checklists to prevent 
information loss are not often used to their full extent. Below, we 
offer a strategy to incorporate these tools and ensure they are used 
appropriately. 
Implementation Recommendations:

Handoff checklists and the PDCA cycle can be implemented 
in several ways.  They can be demonstrated to team and MTS 
members either using video presentation of  effective versus 
ineffective use or by providing case study examples (Gillespie, 
Chaboyer, Longbottom & Wallis, 2010).  If  resources permit, use 
of  handoff checklists should be practiced in scenario-based train-
ing exercises.  CSIRT managers should describe the procedure 
and provide examples of  how it can be used in daily communica-
tions.  Checklists can then be integrated into reporting documents 
used by different teams and team members, including incident 
reports, handoff reports, strategic goal reporting, or simply used 
as a stand-a-lone tool. 

After handoff checklists have been implemented, managers 
should periodically hold lessons-learned meetings and discuss ways 
to improve the use of  the procedure within their teams or organi-
zations; the PDCA cycle can be used to facilitate these conversa-
tions.  After-action reviews enable CSIRTs to discuss particular 
instances where the procedure was used, what went well, and what 
should be improved (Haig et al., 2006).  This type of  discussion can 
increase buy-in and encourage continued use.  Handoff checklists 
offer large benefits to improved communication relative to their 
resource costs. 

5.3.3 STRATEGY 3A: USE SCENARIO-
BASED TRAINING APPROACHES TO 
ENGAGE MEMBERS IN ROLE-PLAY

A more costly method than team charters is scenario-based 
training.  All communication principles, as well as communication 
strategies and tools to improve communication, can be targeted 
with scenario-based training.  This type of  training uses commu-
nication scenarios to help team members practice communication 
protocols and the use of  particular communication tools.  Such 
training can also be used to help different teams in a CSIRT MTS 
learn and practice between-team communication protocols and 
tools.   After training, CSIRT managers should provide feedback 
to guide members in the continued use of  relevant communication 
skills as well as point out strengths and areas for improvement.  

Other considerations for scenario-based training include 
follow-up meetings where team and MTS members discuss 
situations in which they used trained skills.  These discussions 
can increase knowledge retention and motivate continued 
practice of  learned skills.  One training program in partic-
ular, the TeamSTEPPS program, was initially created to 
improve teamwork and patient safety among healthcare teams 
(Robertson, et al., 2010).  This program offers  the following 
communication tools and strategies that can be modified to 
the cybersecurity domain (please see teamstepps.ahrq.gov for 
descriptions of  these tools along with training materials to 
develop skills in using them): 

 • Pre-brief  (initial planning meeting; see Chapter 7, 
“Collaborative Problem Solving in Incident Response”)

 • Huddle (meetings during action phases to check and 
adjust plans)

 • Handoff tools (SBAR and SHARED; described in detail 
in section 5.2.3)

 • Call-outs (used to provide relevant and timely information)
 • Check-backs (used to provide receiver confirmation and 

response) 
 • SMARTT step-back procedure (Roberts et al., 2014, p. 

173):  Step back from the situation to prevent members 
from fixating on one aspect or idea

ڤ  "Situation (case or incident description, severity, 
status, circumstances)"

ڤ  "Management (action taken)"
ڤ  "Activity (what needs to happen next?)"
ڤ  "Rapidity (what needs to be done first and how 

quickly?)"
ڤ  "Troubleshoot (what can go wrong and steps to 

correct or prevent)"
ڤ  "Talk to me (encourage all team members to volun-

teer key information, ask clarifying questions) "
Recommendations for use: 

Below, we provide one scenario-based training protocol example,  
based on the TeamSTEPPS program (Harvey, Echols, Clark & 
Lee, 2014; Hughes et al., 2014; Roberts et al., 2014), to develop 
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communication skills and use communication tools:
Step 1: Participants observe a communication interac-

tion (typically a video clip) relevant to the specific princi-
ple or tool and strategies targeted, including instructions 
about behaviors that reflect that principle.  This type of  
presentation should also include examples of  effective 
and ineffective uses of  specific tools or skills (Hughes et 
al., 2014). Separate clips should be used for within and 
between team communications.

Step 2 (Optional):  Participants can discuss the commu-
nication skills they observed and set their own goals for 
developing those skills.  Team members should identify 
specific CSIRT-related instances where they expect to use 
and practice developing the skill.  Leaders can provide 
specific feedback about communication skills in this step. 

Step 3: Team members practice skills by engaging in 
role-play in small groups, using the tactics described in 
the video.  Specifically, all team members are assigned 
roles and tasks where they must use the desired commu-
nication skills or tools.  Role-play should reflect realistic 
scenarios that members might encounter in their work.  
For CSIRTs, scenarios could include reenacting a past 
incident or creating entirely new incidents. Leaders or 
facilitators should observe this process. 

Step 4: The leader or facilitator who observes the role 
play provides feedback to team members on their use of  
particular skills and helps develop an action plan for how 
each team member can apply that skill at work. 

Step 5: Managers should check with participants in sever-
al weeks post-training to discuss participants’ progress and 
any opportunities they had to practice and develop their 
skills. 

This form of  scenario-based training is effective in many differ-
ent contexts.  Individuals in medical teams reported 50-60% 
improvement in communication skills related to engaging in 
difficult conversations with patients; that improvement lasted at 
least 5 months after training (Meyer et al., 2009).  Medical teams 
trained to use communication pre-brief, huddle, call-outs and 
handoff tools (e.g., TeamSTEPPS) increased communication skills, 
such as sharing information as soon as it was available, by 16% 
(Robertson et al., 2010).  Other medical teams using this approach 
saw a 23-129% increase in skills such as acknowledging messages, 
clarifying messages, and displaying checking-back behaviors with 
teammates to whom they conveyed information (Langewitz, Eich, 
Kiss & Wossimer, 1998). 
Combine Pre-briefing with Scenario-based 
Training 

Pre-briefing (see Chapter 7, "Collaborative Problem Solving in 
Incident Response") can be used in conjunction with scenario-based 

training to build communication skills.  To incorporate this proce-
dure in scenario-based training, managers conduct a pre-briefing 
before team members begin to engage in role-play. This process is 
essentially a brief  planning session to get all members on the same 
page before they begin interacting to solve the problem scenar-
io.  This process is similar to the SMARTT step-back procedure, 
where members identify relevant persons, tasks, and resources so 
that all members understand important information related to the 
incident and raise any questions or concerns for group discussion.  

Research has shown that pre-briefings before engagement in 
role-play contributed to improved communication quality during 
patient care by 10% in a medical team scenario-based training 
(Hughes et al., 2014).  Importantly, conveying relevant information 
in a timely manner before beginning care increased by 33% and 
providing updates throughout care increased from 8% before train-
ing to 71% after training.  Verbalization of  response plans during 
pre-briefing increased from 44% before training to 89% after teams 
were trained in the method (Hughes et al. 2014).  These data indicate 
that combined pre-briefing and scenario-based training can yield 
extreme benefits relative to their typically low costs.  Pre-briefings also 
can be used to determine the handoff tools team members should use, 
as described in the next section.  Handoff tools can be implemented 
in scenario-based team trainings for practice (See Appendix D for an 
example of  a Program of  Instruction to train communication skills).

5.3.4 STRATEGY 3B: ENGAGE TEAMS AND 
MTSs IN SIMULATION-BASED TRAINING 

Team/MTS Simulation training
Similar to scenario-based training, simulation training engages 

members of  teams and/or MTSs in solving a simulated incident, 
but the simulation is more intense and involved than scenario 
role-play.  Stages of  simulation-based training can include:

 • Presentation of  the targeted communication principles
 • Practice of  targeted communication principles across 

a variety of  different, and increasingly challenging, 
incident response scenarios

 • Provision of  feedback during and after practice scenarios
 • Team discussions of  lessons learned in each practice 

scenario
 • Team discussions of  how to extend lessons learned to 

the workplace, including potential obstacles, in order to 
ensure that the training is used on the job

A popular example of  simulation training is crew resource 
management (Salas, Rhodenizer, & Bowers, 2000).  Crew resource 
management was first implemented in aviation teams, but the core 
goal of  the training is communication improvement.  Crew resource 
management and other similar simulation-based training programs 
engage team members in realistic crisis scenarios where they must 
coordinate their actions to resolve the crisis (Hughes et al., 2014).  In 
such simulations, team members can use different types of  communi-
cation channels (e.g., radios, telephones, group chat, and video-con-
ferencing) during the simulation exercise.  If  all team members are 
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located in the same physical space, simulations might not require the 
full range of  such technology, but they should resemble crisis situa-
tions or major incidents where team members must provide different 
types of  communications at different phases of  the incident response 
process.  Simulations should contain learning objectives and instruc-
tor/facilitator guidance and feedback (Douglass, Casale, Skirvin, 
& DiVall, 2013), and should demonstrate maximal realism and 
fidelity to actual incident response situations, including the typical 
technologies used in these situations.  Simulations also can include 
pre-briefings, as well as debriefings, which focus specifically on team 
communication.  Debriefings provide feedback to teams regarding 
what went well, what went wrong, and how communication princi-
ples can be applied to everyday work (Douglass et al., 2013).  

Simulations effectively improve communication skills.  In a 
simulation training for medical teams (Roberts et al., 2014), the 
SMARTT step-back procedure immediately improved the follow-
ing communication skills (percent improvement): volunteering 
important information (49%); active listening (25%); confirmation 
of  completed tasks (62%); asking for clarification (59%); leader 
coordination of  team communication and team activity (48%); 
leader management of  distracting communication (45%); and 
leader encouragement of  team members to volunteer key infor-
mation during the SMARTT step-back procedure (139%). The 
improvement demonstrated after training remained evident three 
weeks post-training (Roberts et al., 2014). 

Simulation programs have demonstrated significant improve-
ments in overall communication (16%); orienting new team 
members using SBAR (described earlier; 17%); transparent think-
ing (16%); directed communication (assert oneself  respectfully to 
ensure information is heard; 19%); and closed-loop communication 
(use of  structured communication tools; 18%; Paull et al., 2013).  
Overall communication increased in a similar simulation-based 
training using the TeamSTEPPS curricula (Harvey et al., 2014).

5.3.5 STRATEGY 4A: DESIGN A VIRTUAL 
DISPLAY THAT ALL TEAM MEMBERS CAN 
USE TO MONITOR INFORMATION 

When CSIRTs are distributed or virtual, they communicate via 
several tools.  One such tool, a virtual display board in which team 
members can post and view information, is a passive method of  
communication (Strang, Funke, Knott, Galster, & Russell, 2011).  
All members of  the team or MTS can access and continually 
monitor virtual display boards. 
Recommendations for Use:

The information displayed can inform team members of  work 
completed on an incident.  When all team members can view and 
monitor this information, they share situational awareness.  A 
unique aspect of  this strategy is that it reduces the need for teams 
to communicate actively  about this information because the infor-
mation is continually available to everyone (Strang et al., 2011).

A training study tested the use of  such information boards 
in military teams.  In a battle training simulation, teams were 

required to coordinate their activities to fight off enemy attacks.  A 
display board was implemented where all members could post and 
monitor resource information.  Teams spent, on average, 19% less 
time communicating by radio when they had a display board, with 
no decrement in performance (Strang, et al., 2011). 

5.3.6 STRATEGY 4B: APPLY BEST 
PRACTICES TO MAKE WIKIS MORE 
EFFECTIVE
Recommendations for use:

Much like display boards or virtual whiteboards, wikis are 
well-suited for tracking information and maintaining situational 
awareness.  Wikis can be effective tools for communication. 
Recommendations for use:

Display boards are generally best used to communicate and 
monitor incident-specific information during a particular incident, 
whereas wikis are repositories for all relevant information the team 
might need to track.  Wikis allow for collaboration among multiple 
authors through the sending and receiving of  information in a virtual 
environment, allow individuals to send information on a broader scale 
(e.g., to more than one person), as well as document pieces of  infor-
mation related to threats, attacks, hackers, incident response processes 
or other important material that can be referenced later.  Wikis can 
be particularly useful to track trends and threats because patterns are 
easier to notice when information is viewed across several days, weeks, 
or months.

Wikis and virtual whiteboards are only helpful to 
CSIRTs if  they are maintained and used by all members 
of  the team.  Likewise, all teams in a CSIRT MTS would need to 
contribute and support established wikis.  Some best practices that 
have helped increase the impact of  wikis include (Wagner, 2004):

 • The wiki is used for ad-hoc problems that require knowl-
edge from different sources;

 • The wiki uses a mark-up scheme with which all team 
members are familiar (e.g., a simplified version of  
HTML);

 • Wiki content can be updated by any team member and 
can accommodate incremental contributions;

 • The wiki is not reviewed by the manager or any other 

❝

❞

They are the one that straddles across 
everything because they’re there to 
make sure that the communication, 
not only between the teams but out to 
our partners whether they’re industry, 
government or international [partners], 
so they help across every single one of 
those strands.

~ CSIRT member
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senior staff member prior to publication on the wiki; and
 • The wiki employs an effective search tool to enable users 

to find content quickly.
Wagner (2004) offered several other suggestions to increase the 

utility and effectiveness of  a wiki tool.  He argued that wikis should 
be constructed in ways that allow readers and users to edit the 
material at will and to cite other pages in the wiki.  The wiki should 
facilitate constant evolution of  material.  There should minimal 
duplication of  information in the wiki, and the wiki should be easily 
accessible by all users.  These, and other principles, are described 
in more detail by Wagner (2004), a copy of  which can be acquired 
at http://aisel.aisnet.org/cais/vol13/iss1/19/.

CONSIDERATIONS FOR COMMUNICATION 
BETWEEN TEAMS AND EXTERNAL PARTIES

5.3.7 STRATEGY 5: ASSIGN A TEAM 
MEMBER TO ACT AS THE POINT OF 
CONTACT FOR BETWEEN-TEAM 
COMMUNICATION IN A CSIRT MTS

The principles for effective communication within teams do 
not necessarily apply equally to communications between teams 
in an MTS.  When CSIRTs need to coordinate between team 
actions in a crisis situation, having too many people from differ-
ent component teams communicate with one another can be 
chaotic and subsequently hurt the overall performance of  the 
MTS (Davison, Hollenbeck, Barnes, Sleesman & Ilgen, 2012).  
One strategy to minimize such chaos and confusion is to assign 
a specific person to handle communication with other compo-
nent teams (a “boundary spanner”).

Boundary spanning refers to a team’s efforts to establish and 
maintain linkages with other individuals or teams outside their 
own team, both internal and external to the organization (Ancona, 
1990).  Boundary spanning has a wide array of  functions, includ-
ing seeking information from and communicating information to 
external parties, setting objectives and managing expectations, 
providing status updates, connecting with individuals or teams 
who can provide desired resources, and any other type of  inter-
action outside team boundaries (Marrone, 2010).  In CSIRTs, 
boundary spanning activities can include making queries for 
additional information from another team within the MTS, 
responding to recommendations, and providing information to 
help coordinate and report incident response progress to exter-
nal stakeholders (Alberts, Dorofee, Killcrece, Ruefle & Zajicek, 
2004). The impact that boundary spanning can have on MTS 
communication is discussed here, but a full explanation of  MTS 
considerations can be found in Chapter 2, “The Social Maturity 
of  CSIRTs and Multiteam Systems.” 

While boundary spanning is critical to the performance of  
teams and MTSs, it can be difficult and taxing work.  Leaders 
and managers can take certain steps to ensure that the right team 
member takes on the boundary spanning role and succeeds.  Team 

boundary spanners should be selected based on their motiva-
tion, experience, and confidence in their ability to take on this 
role (Ancona & Caldwell, 1990).  Support from leadership, in the 
form of  coaching behaviors, helps ensure that boundary spanning 
happens effectively (Edmondson, 2003). Below, we outline a specif-
ic approach to ensure that boundary spanning has the intended 
benefits (Edmondson, Roberto & Watkins, 2003; Marrone et al., 
2007).  
Recommendations for use: 

 • Select a highly motivated team member to take owner-
ship of  communication with other teams in the MTS 
and outside stakeholders (i.e., act as the team boundary 
spanner).  

 • Clearly define the scope of  the boundary spanner role 
and enable the boundary spanning team member to 
take ownership of  the task. The team member must 
be comfortable with the responsibilities of  a boundary 
spanner (e.g., relaying information, seeking information, 
providing progress updates to outside stakeholders).

 • Review boundary spanning ideas and suggestions from 
the designated team member and provide specific, 
actionable feedback.

 • Communicate the team member’s boundary spanning 
role to the entire team so that team members know 
who is responsible for what activities and can direct 
questions and requests for other teams to the right 
person. 

 • Provide feedback specific to boundary spanning individu-
als after witnessing their performance during an incident 
so he or she can identify areas for improvement, as well 
as what was done well.

CONSIDERATIONS FOR THE PHYSICAL WORK 
SPACE

5.3.8 STRATEGY 6: DESIGN THE WORK 
SPACE TO INCREASE COMMUNICATION

The layout of  the physical workspace can significantly influ-
ence team communication (Kupritz & Hillsman, 2011).  When 
the workspace is open, and team members are located near one 
another without physical barriers (e.g., walls), communication 
occurs more easily and more frequently (De Paoli, Arge, & Hunnes 
Blaksted, 2013; Robertson, Huang, O’Neil, & Schleifer, 2008).  
One thing to consider is that while open workspaces have benefits 
for certain types of  jobs, such as those that involve knowledge 
work, not every person works best in this type of  environment.  
Managers can incorporate private zones into their work designs, or 
give employees some freedom to choose where they want to work.  
Specific rooms can be designated for group discussion, preventing 
noise distractions during working hours (De Paoli, et al., 2013).
Recommendations for Use:

In our focus groups and interviews, we asked managers of  

http://aisel.aisnet.org/cais/vol13/iss1/19/
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effective CSIRTs to tell us how they designed their workspace.  In 
one case, a manager designed a space in which the entire team was 
in the same room to facilitate open lines of  communication.  Other 
cybersecurity professionals we interviewed utilized a specific room 
by populating it with members of  different component teams so that 
they could easily communicate important information across teams, 
as well as synchronize their actions.  These teams needed to close-
ly interact in order to provide constituents with threat information; 
therefore, being physically close greatly increased their ability to do 
so.  Physical proximity is important for both informal conversations 
and information sharing in CSIRTs (Alberts et al., 2004). 

 In our research, we observed a CSIRT manager who had the 
opportunity to design a space built around communication.  In 
this workspace, analysts sat in a shared, open office environment 
but had the option to move to a more private “cyber consultation 
center” for meetings and deeper discussion of  particular incidents.  
Additionally, this particular office was equipped with video confer-
encing capability to facilitate collaboration between teams in the 
CSIRT that were not physically located in the same place.

Based on our research, and findings from other studies of  
workplace design and communication effectiveness (e.g., De Paoli, 
et al., 2013; De Paoli & Ropo, 2015; Robertson, et al., 2008), we 
suggest that CSIRT workspaces include the following features:

 • An operations area where analysts work at open desks, 
or partitioned carrels, arranged to facilitate both open 
communication and individual work

 • A flexible space where furniture can be rearranged or 
reconfigured to fit different CSIRT needs 

 • Work surfaces large enough to spread out multiple work 
documents

 • Separate, open, informal meeting spaces for quick 
consultations 

 • Separate, enclosed, formal meeting spaces of  varying 
sizes that can accommodate more private meetings 
involving (a) two people, (b) multiple team members, or 
(c) multiple small teams

 • Video conferencing capabilities for communication with 
other analysts and teams in other physical locations

Effectiveness Evidence: 
Evidence suggests that open workspace designs positively influ-

ence communication when employees are offered recommenda-
tions and guidelines for how to utilize the space.  Employees intro-
duced to a flexible and open workspace had 10% more face-to-face 
interactions with coworkers and 10% higher ease of  collaboration 
than those without such workspaces (Robertson et al., 2008).  They 
also had significantly higher instances of  communication and 
collaboration after using the work stations than they did before 

they were introduced to them (Robertson et al., 2008).
Workspace layout has implications not only for communication 

frequency as well as openness and information flow, but also for 
the effectiveness of  scenario and simulation-based communication 
training.  A case study of  a large company revealed that one of  the 
most important factors for supervisors utilizing their skills after they 
completed a communication training exercise was the design of  the 
workplace (Kupritz & Hillsman, 2011).  In this exercise, supervisors 
were taught effective listening and feedback-giving.  Features of  the 
workspace that positively influenced their ability to use these skills 
included having a quiet place to give feedback, having a convenient 
group meeting space, close proximity to team members, and an 
open design.  Managers felt that poor proximity to team members 
inhibited their ability to work as a team (Kupritz & Hillsman, 2011).

5.3.9 STRATEGY 7: MAKE TEAM 
STAFFING DECISIONS BY USING 
SITUATIONAL INTERVIEWS TO ASSESS 
COMMUNICATION SKILLS

Situational interviewing is a technique used to encourage job 
applicants to describe how they have handled specific work situa-
tions in the past.  The interviewer asks job candidates a predeter-
mined, standard set of  questions focused on past behaviors and 
experiences that will enable interviewees to showcase the knowledge, 
skills, or abilities they will need to be successful on the job (Pulakos 
& Schmitt, 1995).  The key to situational interviewing is the underly-
ing notion that past performance in similar situations predicts future 
performance (Latham, Saari, Pursell, & Campion, 1980). Asking 
job candidates how they have solved problems and handled past 
challenges that they are likely to also encounter on the job can deter-
mine if  the candidate has the experience to be successful.  
Recommendations for use: 

 • Use situational interviewing techniques when selecting 
potential new CSIRT members, ensuring that all inter-
viewees receive the same question so that responses can 
be directly compared.   

 • Determine the communication-related situations that are 
most critical to CSIRT success and that the new team 
member is most likely to encounter on the job. 

 • To create situational interview questions that measure 

❝

❞

We know each other; we're in the same 
room; we know who does what.  So it's 
very easy to communicate about incidents 
and things like that.

~ CSIRT member

❝

❞

We have the advanced threats [analysts] 
that literally sit 3 feet from us.  I’ll turn 
around and talk to them or walk over to 
them and say, 'Hey, can you come look at 
my screen?' It’s easier to do that a lot of 
times than take screen shots and send it 
over to whomever.

~ CSIRT member
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communication skills, review the principles in this chapter 
and write questions that address the specific principle(s) 
that you believe your team needs.  The questions you 
write should give applicants the opportunity to describe 
how they handled a specific situation and to describe the 
outcome of  their actions.

 • When scoring responses to situational interview questions, 
have two interviewers in the room.  Both should rate the 
response on a 1-5 scale (1 being poor; 5 being excellent) 
and then discuss their reasons for assigning a particular 
score during the interview.  It may be helpful to take 
notes during the interview so it is easier to remember the 
exact reasons for assigning a particular score.

Situational Interview Sample Questions and Responses 
We have designed the following three sample questions as suggestions 

for assessing an applicant’s skill in demonstrating the communication 
principles of  quality (principle #1), timeliness (principle #3), and infor-
mation flow (principle #5).  They can be adapted to cover the other 
communication principles or topics beyond communication but are 
meant to serve as a starting point to help CSIRT managers write their 
own situational interview questions. Please note that the situation inter-
view questions below have not undergone the necessary rigorous valida-
tion process (see Appendix C, "Hiring and Training CSIRT Employees: 
Validation Consideration”).  They are only intended to provide CSIRT 
managers with an idea for the types of  situational interview questions 
that can be used to measure applicant communication skills. Managers 
should refer to their Human Resource Management departments for 
additional information about validation of  such items.  

Question 1: Describe a situation in which you had to prepare an 
incident briefing for others in your CSIRT. How did you ensure 

that you provided accurate information that would be helpful for 
them to continue working on the incident? Be as specific as possible 
when describing your actions and their outcomes. If  you have not 
had experience preparing an incident briefing, please describe an 
experience in which you had to ensure accurate information was 
conveyed to a team member. 

Question 2: Describe a situation in which you were handling 
an incident and you realized that it was time to involve anoth-
er team in your CSIRT.  How did you provide them with the 
most up-to-date information about the incident and how did 
this affect the incident resolution?  Be as specific as possible 
when describing your actions and their outcomes.  If  you have 
not had this experience, please describe another time you had 
to involve others outside of  your immediate work team when 
solving a problem.  

Question 3: Describe a situation in which you had to make 
a decision about which members of  your CSIRT needed to be 
informed of  an incident in progress.  How did you determine the 
right team members to reach out to in the situation and what was 
the result? Be as specific as possible when describing your actions 
and their outcomes. 

While situational interview questions do not have wrong answers, 
the elements of  strong responses and the red flag responses above 
should help with scoring applicant responses to questions and 
differentiate between the strong and weak communication skills of  
various job applicants.

QUESTION 1
ELEMENTS OF STRONG 
RESPONSES RED FLAG RESPONSES

Response contains all of the 
details (includes description of 
situation, the background, an as-
sessment of what is needed, and 
recommendations on next steps 
for resolution)

Response where one might infer 
a  lack of information organiza-
tion - fails to mention specific  
incident details (e.g., background, 
needs assessment, or recom-
mended next steps, if applicable)

Points out novel and/or critical 
elements of situation

Mentions using standard tem-
plate without providing informa-
tion about details

Mentions double-checking or 
checking with others for accu-
racy 

Does not mention checking with 
others or double-checking for 
accuracy

Mentions positive response from 
others who received the report 

Mentions others who received 
report providing negative re-
sponses or coming back for clar-
ification

Mentions how briefing or other 
reporting helped others to mit-
igate incident or other positive 
outcomes

Mentions providing/preparing re-
port was a waste of time

QUESTION 2
ELEMENTS OF STRONG 
RESPONSES RED FLAG RESPONSES

Mentions recognition of need for 
others to know information 

Mentions delay in contacting a 
member from another group

Mentions how they knew who to 
contact or how they found out

Blames others, or organizational 
structure, for not knowing who 
to contact

Mentions timeliness of contact 
or the importance of timeliness 
in providing information to oth-
ers outside the team

Mentions difficulty with collabo-
ration due to contacting another 
team too early or too late

Mentions they provided informa-
tion in an efficient matter (e.g., 
briefing with the appropriate 
stakeholders, if relevant)  

Mentions they provided the in-
formation in an inefficient man-
ner (e.g., sent an email without 
any followup)

Mentions positive interaction 
with other teams both during 
the interaction and as an out-
come of the interaction

Mentions contacting others from 
another group was a waste of 
time or provides other negative 
attitudes about interaction

Speaks positively about inter-
acting with other teams in the 
future

Mentions hesitancy to contact 
this group in the future
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5.4 Chapter Summary
Our survey indicates that effective communication is a top 

social skill for CSIRTs.  The ability to send and receive 
messages according to the communication principles out-

lined in this chapter has important implications for the incident 
response process, and managers can use the strategies we provide 
to improve communication within their CSIRTs.  Managers also 
need to consider the extent to which time demands, team disper-
sion, and cultural boundaries impact communication processes. 

Effective communication also serves as a foundation for infor-
mation sharing across individuals, teams, and MTSs.  CSIRT 
managers can facilitate successful information sharing when they 
establish high quality communication protocols and train team 
members to use such protocols.  In the next chapter, we expand 
upon the development of  effective communication protocols for 
enhanced information sharing.

QUESTION 3
ELEMENTS OF STRONG 
RESPONSES RED FLAG RESPONSES

Mentions knowledge or impor-
tance of knowing all pertinent 
stakeholders who were relevant 
to situation described

Response where one might infer 
there was a lack of understanding 
who were the important stake-
holders in this particular situa-
tion 

Response indicates initiative 
taken to make sure right team 
members were contacted 

Blames others,  or organizational 
structure, for not knowing who 
to contact

Mentions contacting only perti-
nent stakeholders versus broad-
er communication (e.g., mass 
email) 

Mentions reaching out to others 
who did not need information

Mentions a positive interaction 
and/or outcome with those con-
tacted in this situation

Mentions a negative interaction 
and/or outcome with those con-
tacted in this situation

Mentions looking forward to 
future collaboration with those 
contacted 

Mentions hesitancy to collabo-
rate with those contacted in the 
future
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Chapter Six
Information Sharing Effectiveness 

in Incident Response

Key Themes  
 ➪ The type of information shared, with whom information is shared, as well as both 

the speed and accuracy by which information is communicated before, during, and 
after an incident help determine the quality of responses to both familiar and 
novel incidents.  

 ➪ Focusing on multiple parameters of information sharing (see Figure 6.1) enables 
managers to identify effective strategies for improving CSIRT processes and 
performance.  

 ➪ Recommendations are provided to help managers facilitate effective information 
sharing within these parameters. For example

ڤ  Mandatory information sharing regulations and protocols should clearly 
define how much of what type of information should be communicated by when and to 
whom.

ڤ  Managers should not discourage the discretionary sharing of information 
as such activities promote collaboration within and across teams and 
organizations.  

ڤ  Managers need to establish specific communication protocols based on 
the various levels of information sharing (e.g., two individuals, within team, 
intra- or inter-organizational); different strategies for improving information 
sharing might work at one level but not at another level.
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6.0 Introduction
In the previous chapter, we covered some key parameters of  ef-

fective communication and how managers can foster better com-
munication in their teams.  In this chapter, we cover in more 

detail the topic of  cybersecurity information sharing. This topic 
has received considerable attention in the CSIRT literature and is 
at the core of  effective incident response processes.  Accordingly, 
in this chapter we provide additional coverage of  this aspect of  
CSIRT communication.

Information sharing in the realm of  cybersecurity reflects the 
exchange of  cyber incident knowledge and threat data across and 
within organizations. Such information might include the identity 
of  hackers and their known behaviors or skills, how a particular 
software program was infiltrated, or warnings about potential 
threats. The importance of  information sharing has been recog-
nized at the highest levels of  national security and cyber defense 
(Alexander, 2012; “Cyber Security,” 2015; Fowler, 2015; “The 
President Speaks about Cybersecurity,” 2015). In recent years, 
discussions of  information sharing in cybersecurity have focused 
heavily on exchanges of  data between organizations (The White 
House, 2015; Hausken, 2007; Vazquez, Acosta, Brown, Reid, & 
Sprito, 2012).  Specifically, President Obama's 2013 Executive 
Order “Improving Critical Infrastructure Cybersecurity” dedicates 
a section to increasing the “volume, timeliness, and quality of  
cyber threat information shared with U.S. private sector entities” 
(Executive Order No. 13636, 2013, Sec. 4.a).  In order to increase 
information sharing between entities, CSIRT managers will need 
to be aware of  some unique issues that can make information 
sharing between entities challenging.   

 • Barriers to sharing. When incident response profes-
sionals at one organization discover an adversary uses 
specific techniques and tactics to infiltrate a system 
and then share that information with incident response 
professionals at other organizations, they help develop 
shared knowledge and understanding across all organi-
zations that mitigates the potential for future attacks by 
that adversary.  However, given the secrecy that exists 
between organizations, sharing details of  how hackers 
gained intrusion into a company’s system through a 
weakness might make the company appear negligent 
or weak.  Companies are motivated to protect their 
reputations, and sharing information about a compro-
mised system may put them in a vulnerable position. 
  While organizations stand to benefit from learning 
about intrusions into other organizations, there is little 
motivation to share this information given the potential 
reputation damage it may cause.  President Obama’s 
2013 Executive Order expanded the U.S. Government’s 
voluntary information sharing program with the goal of  
increasing information sharing between "State, Local, 
Tribal, and Private Sector Entities" (Executive Order 
No. 13636, 2013, Sec. 4.a).  A recent report from the 
Ponemon Institute that surveyed IT professionals in the 

U.S. and U.K. reported that 26% of  participating organi-
zations receive security threat-related information from 
other organizations but do not share such information 
with others, and 45% indicated their organization does 
not share with or receive security threat-related informa-
tion from other organizations.  These statistics suggest 
that organizations encounter multiple barriers to sharing 
cybersecurity information. 

 • Liability. Sharing information about intrusions may 
also come at a legal cost to organizations.   If  an organiza-
tion voluntarily reports a cybersecurity threat or incident 
to an Information Sharing and Analysis Center (ISAC), 
and competitors are also members of  the ISAC, the first 
company may open itself  to a third party antitrust litiga-
tion.  Alternatively, if  an organization voluntarily reports 
a cybersecurity incident to a law enforcement agency, 
some situations may necessitate law enforcement request-
ing that the organization not share the information with 
an ISAC while the investigation is ongoing.  While under 
such a gag order, the organization may be at risk of  liabil-
ity if  other organizations are also harmed by the incident 
because they were not informed in a timely manner 
(Rosenzweig, 2012).  The Poneman Institute’s report also 
found that only 23% of  respondents work in an incident 
response setting that has a public relations plan in place 
for the public sharing of  information.  This indicates that 
most organizations do not have a clear system or plan 
in place for handling the legal or public relations fallout 
that can exist. 

 • Malicious sharing.  Competition between cyberse-
curity companies is tight and there have been claims of  
companies damaging their rivals by intentionally creating 
anti-virus software that identified benign files as malicious.  
For example, in 2015, the security company, Kaspersky 
Lab, was accused of  targeting Microsoft Corporation 
and AVG Technologies, as well as other rivals, by reverse 
engineering competitors’ virus detection software for 
the purpose of  sabotage (Burlacu, 2015).  Kaspersky 
denied that they injected false positives into cybersecurity 
virus aggregator websites and asserted that they believe 
trusted threat-data exchange is an important part of  the 
cybersecurity ecosystem that should not be compromised 
(Coldewey, 2015). Menn (2015) argued that the prolifer-
ation of  sharing between security companies has allowed 
for the rapid identification of  new viruses and malicious 
content, but it has also created the sentiment that some 
firms are simply copying the work done by other security 
companies and passing it off as their own.     

These CSIRT-specific issues illustrate the challenge of  sharing 
information across organizational boundaries. Indeed, research 
indicates that many cybersecurity teams fail to optimally utilize 
information (Poneman Institute, 2014).  Organizational scientists 
have noted such failings in other types of  teams as well (Mesmer-
Magnus & DeChurch, 2009; Stasser & Titus, 1985; Thomas & 
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McDaniel, 1990; Tiwana & Mclean, 2005). Many existing publi-
cations provide frameworks for sharing information in incident 
response scenarios, including the development of  policies and 
standards, identification of  what information should be shared, 
recommendations on how to keep the level of  shared informa-
tion scaled to current cyber-related events, and suggestions for 
what tools and technical programs may be particularly helpful 
(e.g., Fransen, Smulders, & Kerkdijk, 2015; Johnson, Badger, & 
Waltermire, 2014; Sandhu, Krishnan, & White, 2010; Vazquez, et 
al., 2012). However, information sharing in CSIRTs includes multi-
ple parameters that should be considered, many of  which are not 
covered in current manuals.  In this chapter we provide a model of  
incident response information sharing that includes these param-
eters (see Figure 6.1).  We also use the communication principles 
(i.e., relevance, quality, timeliness, frequency, information flow, and 
confirmation and response) from the previous chapter to provide 
suggestions to managers on how to improve CSIRT information 
sharing.  

6.1 An Organizational 
Science Perspective on 
CSIRT Information Sharing
Information sharing in the realm of  organizational science is 

described as “a central process through which team members 
collectively utilize their available informational resources” (Mes-

mer-Magnus, DeChurch, 2009, p. 535). This perspective considers 
aspects of  cyber information sharing as more than the simple pass-
ing of  detailed knowledge about security-related topics from one 
team or organization to another.  It also includes more active forms 
of  knowledge exchange among individual responders in teams, be-
tween teams, as well as across and between organizations. Know-
ing what kinds of  information sharing should occur at each level 
during incident response, and adopting best practices for providing 
effective communication, can greatly enhance CSIRT effective-
ness. Accordingly, in the next section of  this chapter, we elaborate 
on three parameters of  information sharing during cybersecurity 
incident response. 

6.2 Elements of 
Information Sharing in 
CSIRTs
Figure 6.1 presents a model of  cybersecurity information shar-

ing that defines three distinct parameters:  the level at which 
information sharing occurs, process requirements that influence 

how information is shared (e.g., policies and procedures), and the 
degree of  interaction that occurs between all involved parties. Great-
er understanding by CSIRT managers about the impact of  these 
parameters on information sharing can help them develop more 
efficient team processes.  

6.2.1. EVIDENCE ON INFORMATION 
SHARING FROM OUR STUDY

The evidence for this model is based on a review of  the CSIRT 
literature and on our analysis of  52 focus groups and interviews 
with approximately 150 participants from CSIRTs across the United 
States, the United Kingdom, Germany, Sweden, and the Netherlands.  
As part of  our research effort, we constructed a multilevel taxonomy 
(i.e., classification system) of  performance activities typically enacted 
by members of  effective CSIRTs and multiteam systems (see Chapter 
1, “Introduction to the Handbook,” and Appendix A, "Taxonomy of  
Cybersecurity Multiteam System (MTS) Task Performance" ). Twenty-
eight of  the 65 (42%) sets of  incident response activities described in 
the taxonomy involve specific information sharing actions.  Fourteen 
sets (21%) included team-level information sharing. Ten sets of  activ-
ities in the taxonomy (15%) reflected information sharing between 
teams in CSIRTs.  Our focus group interviews with CSIRT managers 
and analysts confirmed each of  these 28 sets of  information sharing 
activities as occurring in CSIRTs. These data support the distinctions 
among information sharing indicated in the model in Figure 6.1. 

6.2.2 DEGREES OF INTERACTION 
BETWEEN INFORMATION SHARING 
PARTNERS

The first information sharing element in our model refers to the 
degree of  interaction between CSIRT personnel involved during 
information sharing. Information sharing can entail a passive 
posting or distribution of  information, a handoff of  information 
from one individual or team to another, or an even more active and 
dynamic exchange of  information entailing iterative offering of  
information and responding by multiple analysts (Ager, Johnson, & 
Kierman, 2006; Emerson, 1976).  

Passive Information Sharing Between Partners
Passive informing occurs as a one-way generic distribution 

of  information to others. The purposes of  such information 

Knowing what kinds of information sharing 
should occur at what level during incident 
response, and adopting best practices 
for providing effective communication, 
can greatly enhance incident response 
effectiveness.
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sharing are (a) to keep others informed about potential trends, 
topics of  interest, or general information that can be utilized in 
the future, and (b) to facilitate collective shared awareness and 
understanding among recipients. When incident response teams 
are under stress, passive communication tools have been found 
to be especially helpful for performance because they provide 
alternate ways for teams to maintain situational awareness with 
minimal effort (Strang et al., 2011).  Examples of  passive infor-
mation sharing include:

 • Utilizing a formal ticketing system to provide access 
to information that enables others to quickly and 
efficiently identify and mitigate threats based on previ-
ous work;

 • Using tools such as wikis or virtual whiteboards to repre-
sent information in a pictorial format, which can increase 
the effectiveness of  message delivery and retention 
(Strang et al., 2011); and

 • Publishing fact sheets or white papers to provide insight 
about current issues and threats.

Information Sharing During Handoffs and Escalation 
Handoffs entail more direct interaction with others than the 

passive one-way information sharing just described.  Instead, 
handoffs from one individual or team to another occur with 
the implicit or explicit expectation that the recipient (i.e., the 
receiving analyst or team) will act on the information.  Passive 
information sharing, in contrast, is simply sharing knowledge as 
a means of  notification.  Within this context, a handoff might 
be required based on a shift change, an analyst’s level of  experi-
ence, team or organizational functions, lack of  resources or 
expertise, or incident severity. Examples of  these circumstances 

include: 
 • A less experienced analyst passing incident-related infor-

mation on to a more experienced analyst;
 • A client handing over hard drives, images, and other 

media information to an incident response services team 
so their forensics team can conduct further analyses to 
investigate an incident;

 • Sharing cyber threat signatures with anti-virus compa-
nies and other organizations with the expectation that 
they will include this information in product updates;

 • A Federal agency requesting the services of  a national, 
coordinating CSIRT during an investigation in a situa-
tion where the originating agency does not have the 
resources to independently analyze the incident. 

In the previous chapter on communication processes in CSIRTs, 
we described the process of  handoffs, along with the kinds of  issues 
that can occur in such information sharing.  We refer the reader to 
that chapter section (Section 5.3.2) for more information.

Active Interaction between Information Sharing Partners
Active information sharing occurs when one party interacts 

directly and collaboratively with another to share information about 
a threat, vulnerability or attack.  Such information sharing typical-
ly occurs before both parties engage in collective problem-solving 
around cyber incidents.  This type of  information sharing can 

Figure 6.1 Cybersecurity Incident Response Information 
Sharing Model

❝

❞

We have a wiki… it's our collaboration 
tool. Every single person on our team 
has full read/write access to it. This is the 
way documented knowledge is shared in 
the team. This is how we document that 
knowledge transfer is in the wiki.

  ~ CSIRT member

❝

❞

[In] some cases we find there is evidence 
of a virus or worm or potentially 
malicious activity… and we are going to 
need to escalate… to our management, 
or to other teams in the organization …
Our team is designed to be very tactical. 
We're going to respond to things more in 
the immediate term. If there's something 
that requires a lot of digging in… then we 
don't have the resources to handle that 
in our team. So, we're going to hand that 
off to an investigation team or a forensics 
team to do the kind of digging in that will 
be required for that.

  ~ CSIRT member
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occur, for example, when one analyst provides information to 
another, who, in turn, provides additional corroborating informa-
tion.  Recall from our description of  communication processes in 
teams that different members might possess unique information 
based on their individual expertise, knowledge, or experiences (see 
Section 5.2.1; also see Chapter 7, “Collaborative Problem-Solving 
in Incident Response”).  Active information sharing can entail the 
exchange of  such information.   Examples of  active interactions 
between CSIRT professionals include:

 • Incident briefings where one analyst presents specific 
incident-related information to the team and then other 
team members provide additional information to support 
those claims or expand the team’s knowledge of  the 
incident beyond what was previously known;

 • Virtual interactions such as phone conferences and emails 
when CSIRT managers are checking on  the status of  an 
ongoing incident investigation;  

 • The continued exchange of  information, in a back-and-
forth manner between CSIRTs, related to incident 
mitigation in high profile cases that involve multiple 
teams and possibly organizations.

6.2.3 RECOMMENDATIONS FOR 
EFFECTIVE PASSIVE AND ACTIVE 
INFORMATION SHARING

Passive information sharing entails the posting or distribution of  
information without expecting a response.  The key concern about 
such information exchange comes from a lack of  confirmation and 
response, which can cause:

 • Decreased perceptions of  relevant information because sent 
information might not be fully relevant to the particular 
situations faced by potential receivers;

 • Failure to consider needs of  the recipients such as what informa-
tion – and how much – they need; 

 • Reduced information flow because information posted 
passively might not target the right recipients.

Thus, passive information sharing can result in the communication 
of  information that is less relevant, complete, accurate, and less likely to 
go to the right people (see Chapter 5, “Communication Effectiveness 
in Incident Response,” for additional descriptions of  these communi-
cation parameters).  To avoid such issues, managers should establish 
a communication protocol or a team charter (see Section 5.3.1) for 
passive information sharing that requires senders to do the following:

 • Identify the recipients who would most benefit from or 
require the information being shared;

 • Consider carefully what information – how much – these 
recipients need in order to accomplish their work;

 • If  time permits, have other CSIRT members who have 
similar information needs review the information posting 
for accuracy and completeness;

 • When possible, use communication methods that allow confir-
mation of  receipt to ensure information was received; 

 • Provide sender contact information, along with an invita-
tion to request additional information if  necessary.

Active information sharing involves reciprocal exchanges of  
information among individuals, teams, multiteam systems (MTSs), 
and organizations.  Reciprocity can eliminate concerns with lower 
information relevance, quality, and information flow that can 
result from passive information sharing.  However, active infor-
mation sharing increases the overall frequency of  communication.  
Accordingly, managers need to implement communication proto-
cols that ensure such exchanges are kept short enough to confirm 
situational awareness, and information completeness, without 
unnecessary chatter.

6.2.4 INCIDENT RESPONSE PROCESS 
REQUIREMENTS

How and when information is shared can be either a function 
of   established policies and requirements (e.g., rules, regulations) or 
entirely at the discretion of  individuals, teams, MTSs, and organi-
zations.  Thus, information sharing in CSIRTs can reflect  mandato-
ry or discretionary exchanges of  information. 

Mandatory Information Sharing
Mandatory information sharing occurs when standard proto-

cols require cybersecurity professionals to report specific types of  
data and information to others. These standards could stem from 
organizational policies and procedures, governmental regulations, 
rules from other regulatory agencies, or mandates from profes-
sional organizations. Examples of  mandatory information sharing 
include:

 • Mandatory reporting required of  companies that partic-
ipate in Information Sharing and Analysis Centers 
(ISACs) (Gal-Or & Ghose, 2004; Gal-Or & Ghose, 2005; 
Gordon, Loeb & Lucyshyn, 2003);

 • United States federal agencies that are required to report 
incidents to US-CERT within specific time frames, as 
determined by incident category (West-Brown et al., 2003);

 • Companies that contract with the government to provide 
critical infrastructure, or mission-critical national securi-
ty capabilities, that may be required to share incident 
information with the government (Zheng & Lewis, 2015).

Discretionary Information Sharing
Discretionary information sharing occurs when an individu-

al, team, MTS, or organization chooses to voluntarily exchange 

❝

❞

We really communicate a lot internally [in 
our] group and through email.  Also, the 
members of the CSIRT team have started 
to communicate through their mailing list 
about what is going on.

  ~ CSIRT member
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knowledge and data about incidents with others. Discretionary 
information sharing might happen more often in some types 
of  incident response settings than others.  For example, in our 
research, we found that interactions within and across teams were 
more likely to be initiated during more severe events.  Further, such 
information sharing could occur more often among individuals 
who have a preference for information sharing, or when a CSIRT 
leader outwardly encourages information sharing. Examples of  
discretionary information sharing related to cybersecurity include:

 • Companies that choose to share information with federal 
agencies upon removal of  personally identifiable infor-
mation (PII; Zheng & Lewis, 2015);

 • Decentralized or peer-to-peer information sharing 
relationships sponsored by specific industries (e.g., ISACs; 
Zheng & Lewis, 2015);

 • Individual incident responders who contact a trusted 
cybersecurity colleague in another organization to infor-
mally discuss a new threat or vulnerability; 

 • Organizations that choose to share a threat-related experi-
ence, but not incident specifics, with another organization.

Several CSIRTs have existing policies regarding the classification 
of  information. These policies often guide the voluntary versus 
required sharing of  information. For example, Protected Critical 
Infrastructure Information (PCII) is a Department of  Homeland 
Security program that allows for voluntary information sharing 
between private-sector critical infrastructure organizations and the 
U.S. government without fear of  exposing sensitive or proprietary 
data (PCII Program, 2015). Additionally, many federal agencies use 
a "traffic light protocol" to indicate whether information should be 
shared or withheld. Thus, such a protocol could use a red, orange, 
green, and white color classification scheme to indicate how, when, 
where, and to whom information can be shared (US-CERT, n.d.). 

6.2.5 RECOMMENDATIONS FOR 
EFFECTIVE MANDATORY AND 
DISCRETIONARY INFORMATION 
SHARING

Mandatory information sharing is typically defined by estab-
lished policies, regulations, and rules.  These regulations should 
clearly define how much of  what type of  information should be commu-
nicated by when and to whom. That is, regulations need to ensure the 
relevance, quality, timeliness, frequency, and correct flow of  sent informa-
tion.  If  managers receive reports that information being sent under 

specific rules is consistently incomplete, irrelevant, inaccurate, not 
timely, or sent too infrequently (or too frequently), then managers 
need to revise the regulations and protocols that determine the 
mandatory sharing of  information.  Moreover, when mandatory 
information sharing is also passive, managers need to also guard 
against the issues noted above under passive information sharing. 

Discretionary information sharing occurs at the will of  the 
sender.  The primary communication issues that can occur with 
such information sharing are relevance, timeliness and frequen-
cy.  Senders can choose to send all kinds of  information to others, 
whether it is relevant or not.  As such, they need to understand 
what information is necessary for recipients and limit communi-
cations accordingly.  Also, the choice to send information needs to 
occur at the right time in the incident response cycle. Thus, senders 
need to be aware of  when particular types of  information are 
needed by others.  Likewise, senders need to know how often such 
communication needs to happen.  The primary purpose of  infor-
mation sharing is to promote situational awareness and provide 
sufficient knowledge for future action.  Analysts choosing to send 
information at their discretion need to communicate no more than 
is necessary to accomplish these aims.

Managers should not discourage the discretionary sharing of  
information because such activities promote collaboration within 
and across teams and organizations.  Thus, they need to set commu-
nication norms within their teams that support such information 
sharing.  Accordingly, they need to establish communication proto-
cols or team charters (see Chapter 5, “Communication Effectiveness 
in Incident Response,” Section 5.3.1) as follows:

 • Develop guidelines about what kinds of  information 
are typically needed at different phases of  most incident 
response cycles; responders should use these guidelines 
to determine when they should share particular kinds of  
information;

 • Develop a shared understanding about when information 
becomes critical enough to share and what types of  infor-
mation are necessary to share during high impact events.  
Managers can do this by constructing different CSIRT 
and CSIRT MTS simulation scenarios and using them 
in guided discussions with the appropriate parties (see 
Chapter 5, Section 5.3.4); 

 • Determine how much information is needed to ensure 

❝

❞

[Agencies] have their own SOCs as 
well, and when they have an incident 
FIMSA requires that they report those 
incidents to US-CERT… that's part of a 
broader federal government reporting 
mechanism.

  ~ CSIRT member

❝

❞

They are trying to get the vital sectors to 
tag along and be an intermediary between 
the knowledge that we are generating 
here internally and spread it out to our 
partners and the other way around.  Our 
partners have valuable information that 
we might be able to share with other 
partners.

  ~ CSIRT member
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situational awareness; limit communications to the point 
where situational awareness has occurred.  Senders 
should request confirmation of  received information. 

6.2.6 INFORMATION SHARING AT 
VARIOUS LEVELS

The final element in this model, the level at which informa-
tion sharing occurs, suggests that information can be exchanged 
between two individuals (i.e., dyadic sharing), within a specific 
team (e.g., a malware team), across different teams in an MTS 
(e.g., between watch and engineering teams), within a single 
organization (e.g., between a CSIRT and the CISO), or between 
organizations (e.g., between a private sector CSIRT and a 
national/coordinating CSIRT). One important consideration 
is that different strategies for improving information sharing in 
incident response might work at one level but not at another level. 
For example, posting a notice on a bulletin board might help 
individuals within a specific CSIRT become aware of  important 
knowledge, but using the same method would not be as effective 
if  that information needed to reach a large amount of  individ-
uals within another organization. Thus, employing a strategy to 
improve information sharing requires identifying at which levels 
such exchanges of  information should occur. 

Dyadic Information Sharing
At the dyadic level, information is shared between two people 

engaged in cybersecurity. These two people could be members of  
the same team, different teams, or from different organizations.  
Such information sharing can include: 

 • A member of  the watch team shares information about 
an incident with a more experienced team member;

 • Upon completing a shift, one analyst passes on 
incident-specific information to another analyst; 

 • A CSIRT MTS leader informs the organization's CEO 
that a security breach has occurred.

Within-team Information Sharing
At this level, information is shared and exchanged among multi-

ple team members within the same team.  Examples include: 
 • Team members possess different pieces of  information 

all interact with the lead analyst assigned to a case  to 
ensure he or she receives the necessary information to 
resolve an incident;

 • Team members who share technical demonstrations 
of  cybersecurity tools and techniques with all other 
members of  their team; 

 • A CSIRT manager holds a team meeting to discuss new 
standard operating procedures. 

Multiteam System Information Sharing
In MTSs, information sharing occurs between teams that work 

closely together.  These exchanges can happen in several ways: 

 • Teams can designate specific members as a point-of-con-
tact to share information with other teams (see Chapter 
5, Section 5.3.7 on Boundary Spanning); 

 • Teams can hold meetings with other CSIRT teams 
(e.g., watch, incident response, threat intelligence, and 
malware and forensics teams) to gather and exchange 
information about the nature of  a specific attack; 

 • Threat information gathered from different teams 
can be collated in a report to document various activ-
ities each team contributed to the incident response 
investigation. 

Intra-Organizational Information Sharing
Information sharing within the organization occurs when 

CSIRT members inform their larger organization of  incidents, 
policy changes, or other matters that affect the organization at 
large.  Examples of  such information sharing include:

 • Communicating changes in login protocols to the entire 
organization;

 • Informing all employees that an employee download-
ed malware by opening a suspicious email attachment 
and communicating precautions to avoid additional 
compromise;

 • Triaging an incident through interactions involving a 
range of  individuals and departments.

❝

❞

One analyst will be responsible for looking 
at all the initial incidents as they come in, 
and that analyst will then pass to another 
analyst an event that needs to be looked 
at in more detail.

  ~ CSIRT member

❝

❞

You end up having a lot of very good 
people with very good separate sources 
for information…If you get them together 
though, and really work with them, make 
it friendly, make sure you’re including 
everybody in all of that, it really starts to 
work out.

  ~ CSIRT member

❝

❞

We come together every two months 
with all those teams [the policy team and 
the support team].  And we exchange 
information, sometimes, quite a lot, as a 
matter of fact.

  ~ CSIRT member
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Inter-Organizational Information Sharing
Information sharing in CSIRTs also occurs between different 

organizations.  Sharing information at this level has received the 
most attention among cybersecurity professionals and is the target 
of  many developmental frameworks that aim to enhance informa-
tion sharing related to incident response (e.g., Johnson, Badger, & 
Waltermire, 2014; The White House, 2015). Examples of  sharing 
information between organizations include:

 • Publishing general alerts about specific threats to the 
public, to other organizations, or to other countries;

 • CSIRTs working with law enforcement, legal, and/or 
other government agencies;

 • Private sector CSIRTs exchanging information about 
threats, vulnerabilities, or attacks with other organizations; 

 • CSIRTs working with and attempting to share informa-
tion within the same critical infrastructure sector, often 
through ISACs (e.g., Financial ISAC).

6.2.7 RECOMMENDATIONS FOR 
EFFECTIVE INFORMATION SHARING AT 
VARIOUS LEVELS

Cybersecurity professionals can share information at multi-
ple levels, from other individuals to other organizations.  The 
primary communication issues that can occur with information 
sharing at different levels are information flow, relevance, quality, and 
confirmation and response.  Certain information is more relevant 
for particular individuals, while other information needs to be 
shared with an entire team, MTS, organization, or even other 
organizations.  Information that is shared with the entire team 
should be the kind of  information that helps team members 
work together better.  For example, when sending information to 
several analysts working on a joint problem, each analyst should 
receive all information that is relevant to that specific shared 
problem.  Information shared across team boundaries should be 
the kind of  information that helps multiple teams work togeth-
er better.  Likewise, only information that is necessary for an 
entire organization should be shared at the organizational level.  
Targeting the right information to the right level can facilitate 
communication relevance, quality and appropriate information 
flow.

When individual-to-individual information sharing occurs, 
confirmation and response is fairly straightforward.  However, 

when an individual sends information to an entire team, MTS, 
organization, or to outside organizations, responsibility for 
confirmation and response might not be clear.  The purpose of  
confirmation is to corroborate receipt of  information and, more 
importantly, ensure that exchanged information is understood.  
In a team or a CSIRT MTS, many members can respond 
indicating different levels of  understanding, or no one could 
respond because who is responsible for making confirmatory 
responses is not clear.  The result can be confusion within the 
team or MTS.

To facilitate multi-level information sharing, managers need to 
establish communication protocols that do the following:

 • Define what kinds of  information need to be shared with an 
entire team, MTS, organization, or to external stakeholders.  

 • Develop a shared understanding of  what informa-
tion should go to which level. Managers can do this by 
developing different unit-specific simulation scenarios 
and using them in guided discussions with their unit.  
Such scenarios should focus on the information sharing 
relevance and quality at each level.

 • Establish guidelines about which members within a team 
should respond to which kind of  information sent to the 
entire team.  Such responsibility might depend upon who 
has the lead on particular team-level problems.  Also, on 
highly interactive team problems, these guidelines might 
require multiple team members to provide confirmatory 
and follow-up responses.  

 • Develop a shared understanding of  different response 
protocols that depend upon different types of  team 
problems. Managers can do this by developing different 
team-specific simulation scenarios and using them in 
guided discussions with their team.  

 • Establish boundary spanners, or individuals tasked with 
responding when information sharing occurs between 
teams in an MTS or between organizations.  Managers 
should select those individuals who have particularly 
strong communication skills and social agility to repre-
sent their teams or CSIRT MTSs.

❝

❞

When there is an incident, and if we have 
any doubt or need any advice, we always 
talk to each other.  It depends, of course, 
on the classification of information… we 
use the traffic light protocol to decide 
what information can be disclosed within 
the organization.

  ~ CSIRT member

❝

❞

We want information coming in from 
organizations saying, ‘Okay, we're seeing 
this.  We can provide that information to 
you.  We've made an analysis.  We made 
an assessment.  Here have that.’  We 
want interaction.  We're trying to develop 
something we call [name redacted for 
confidentiality], where we try to create 
a network of experts, an expert of 
organizations for information exchange.

  ~ CSIRT member
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6.3 Summary
Note that many of  the recommendations that managers 

should use to facilitate successful information sharing re-
quire the establishment of  high quality commu-

nication protocols and the training of  their teams to use 
these protocols.  We refer readers to Chapter 5, “Communi-
cation Effectiveness in Incident Response” (Section 5.3.1), which 
describes team charters and some best practices on such protocols 
and training.
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Chapter Seven
Collaborative Problem-Solving in 

Incident Response

Key Themes  
 ➪ CSIRTs can benefit from effective collaboration that promotes problem-solving.  
 ➪ Team member collaborative problem-solving skills can be improved by 

facilitating shared situational awareness and developing collective information 
processing and solution forecasting capacities.

 ➪ This Handbook section provides strategies that can be used by CSIRT managers 
to develop individual, team, and multiteam system (MTS) collaborative 
problem-solving skills.
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7.0 Introduction 
The nature of  CSIRT work is, at its core, problem-solving.  When 

an event is detected, an analyst must determine its nature and 
parameters, forecast the threat it can pose, and generate a reso-

lution strategy.  When events are novel and/or turn out to be high-se-
verity incidents, multiple analysts and teams will likely work together 
to understand its parameters and to develop, evaluate, and implement 
solutions.  As responding to incidents can be fast-paced, requiring rap-
id solutions, effective CSIRTs learn to integrate the contributions of  
different analysts quickly in the process of  incident resolution.  They 
know who has what expertise that pertains to a particular problem.  
They also trust one another to offer good ideas and follow through on 
solution commitments.  In other words, members of  effective CSIRTs 
are excellent collaborative problem-solvers.  

This chapter and the following two chapters cover different 
aspects of  collaborative problem-solving in cybersecurity incident 
response. In this chapter, we describe the steps in the process of  
collaborative problem-solving.  We also describe adaptive thinking 
as a part of  this process.  Because each of  the following two topics 
is particularly vital to effective collaborative problem-solving, in 
the next two chapters we discuss separately:

 • Shared knowledge of  unique expertise, which contrib-
utes to effective collaborative problem-solving; and

 • Trust as a necessary component of  collaborative 
problem-solving. 

When CSIRT members need to collaborate to resolve incidents, 
there are specific collaborative problem solving techniques they 
can use to reach effective solutions quickly.  In this chapter, and in 
the following two chapters, we will offer strategies that managers 
can use to improve a CSIRT’s use of  these techniques.

7.1 Assessing Collaborative 
Problem-Solving Capacity 
The following assessment exercise is designed to provide man-

agers with a diagnostic tool in order to determine how well 
the how well the CSIRT, individuals, or component teams 

within the CSIRT MTS collaborate to solve problems. This will ulti-
mately help determine the social maturity of  the CSIRT (See Chap-
ter 2, “The Social Maturity of  CSIRTs and Multiteam Systems,” for 
additional information). Based on the responses to this assessment 

❞

❝There are a lot of times where 
collaboration is necessary… There are 
incidents or technical problems maybe 
that require you to consult someone else 
who might have more knowledge or has 
a different perspective.

~CSIRT Leader 

ASSESSMENT EXERCISE
1. Team members in my CSIRT proactively solicit help from each other.

2. My team members get together to brainstorm and to consult each other about incident resolution.

3. My team members use the knowledge they have gained from other team members in resolving a novel incident.

4. My team members work together to determine the potential consequences of an event or threat to the cybersecurity of the organization 
or to constituents.

5. Members of my CSIRT consider multiple viewpoints when resolving an incident.

6. Members of my CSIRT are willing to switch to new kinds of solutions when existing ones may not be the best.

7. Members of my CSIRT try new ways of thinking about novel events and incidents. 

8. Members of my CSIRT adopt new ways of resolving incidents.

9. Members of my CSIRT are comfortable deviating from normal or typical ways of resolving incidents.

10. My team members change their behaviors or protocols as a result of previous incidents.

11. Members of my team are likely to try new ideas and solutions when resolving incidents.

12. My team members incorporate the expertise of other teams into incident resolution.

13. Teams in my CSIRT proactively solicit help from other teams.

14. Multiple teams get together to brainstorm and to consult each other about incident resolution.

15. Multiple teams work together to determine the potential consequences of an event or threat to the cybersecurity of the organization or to 
constituents.

16. Teams in the CSIRT MTS change their ways of interacting with one another as a result of previous incidents.

❞

❝So that especially in the bigger 
incidents..., there [are several] people, 
there's an incident manager and there 
[are] people with different roles, then 
you sit together and say okay, time out; 
what has happened, and what are our 
next steps?

~CSIRT Member 
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exercise, managers can determine whether they would benefit from 
the strategies offered in this chapter. Managers should consider the 
time and resources required to implement these strategies relative to 
their need for improvement.

Assess how your CSIRT is functioning in this area by respond-
ing to the above assessment using a 1-5 scale where 1= Strongly 
Disagree, 2= Disagree, 3= Neither Agree nor Disagree, 4= Agree, 
5= Strongly Agree. 

7.2. Background
Research has identified a consistent process that teams use for ef-

fectively solving novel problems.  Collaborative problem solving 
occurs in a series of  steps, beginning with problem identification 

and ending with solution implementation and monitoring (Mumford, 
Medeiros, & Partlow, 2012; Mumford, Mobley, Reiter-Palmon, Uhl-
man & Doares, 1991). CSIRTs mirror these processes when they work 
together to resolve incidents. Table 7.1 presents a modified version of  
these steps with the addition of  sample collaborative incident response 
activities.  While these sample activities represent typical actions, other 
processes might certainly occur within each step. These steps may also 
occur between multiple teams in the CSIRT.

7.2.1 COLLABORATIVE PROBLEM-SOLVING 
PROCESSES 

When incidents involve collaboration between multiple team 
members, the team members: 

 • Exchange ideas and determine the nature and parame-
ters of  an emerging incident or threat; 

 • Brainstorm and build upon each other’s ideas for resolv-
ing the incident or threat; 

 • Collectively evaluate possible threat resolutions;
 • Choose the best incident mitigation solution; and 
 • Determine the steps needed to implement the chosen solution 

(Fiore, Smith-Jentsch, Salas, Warner, & Letsky, 2010; Zaccaro, 
Hargrove, Chen, Repchick, & McCausland, 2016). 

These behaviors are detailed in the Taxonomy of  Cybersecurity Incident 
Response Performance in Appendix A.  Note that these behaviors occur within 
incident response teams, as well as between teams in a CSIRT MTS.

Understanding these steps will enable 
CSIRT managers to guide more efficient 
within and between team collaborative 
problem solving. 

  

❝

❞

Well, today I'm working on something 
–[where] we're seeing alerts for certain 
traffic. I'm trying to figure out, you 
know, why it's happening, whether…
something [is] compromised on our 
network or whether it's something 
outside.  I hit a dead end; so I sent out 
an email to the whole team to see, you 
know, 'Hey, can anyone else provide 
me any information?  Have you seen 
this before?' 

 ~CSIRT Member 

TABLE 7.1 COLLABORATIVE PROBLEM-
SOLVING PROCESS MODEL
COLLABORATIVE 
PROBLEM-SOLVING 
STEP

PROBLEM-SOLVING STEPS IN 
CSIRTS

1. Problem Definition 
and Information 
Gathering

Understand the nature of an incident 
by examining the available information 
and defining the type and severity of an 
incident. 

 • Prepare incident ticket; deter-
mine triage requirements; forecast 
potential damage; gather and 
examine incident evidence 

2. Information 
Organization 
and Knowledge 
Integration 

Compare the incident to existing 
knowledge within the CSIRT to deter-
mine what experience will be helpful 
with incident resolution.  

 • Exchange information about the 
incident among members of the 
CSIRT; determine what relevant 
knowledge or experience exists in 
the CSIRT

3. Idea Generation and 
Evaluation

Discuss possible steps for incident mit-
igation and determine which ones are 
likely to be the most effective.   

 • Generate and define possible 
solutions; determine likely solution 
effectiveness 

4. Implementation 
Planning

Actively plan for incident resolution by 
developing and evaluating the best fitting 
solution based on the results of the idea 
generation and evaluation phase. 

 • Develop implementation plan; 
determine CSIRT member involve-
ment in solution implementation; 
modify plan if required

5. Solution Monitoring Determine if solution implementation is 
effectively mitigating the incident.  Ad-
just the plan as required.

 • Mitigate incident by using tools, appli-
cations, or procedures as specified by 
the implementation plan

Note.  Derived from Mumford, Medeiros, and Partlow (2012)

GO TO PAGE 128 FOR 
STRATEGIES FOR CSIRT MANAGERS
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In general, the problem-solving processes in Table 7.1 are effec-
tively accomplished by three main processes that CSIRT leaders 
can target when developing training or strategies to improve 
CSIRT performance.  They include (1) shared situational awareness, 
(2) collective information processing, and (3) solution forecasting. 

Shared Situational Awareness 
The resolution of  an incident by an individual team or CSIRT  

MTS begins with developing a shared awareness of  an event and 
the threat it may pose.  This requires collective thinking in three 
ways (Endsley, 1995):

1. Detecting key elements of  a developing event;
2. Interpreting and comprehending the information about 

the event in order to determine if  it poses a threat; and
3. Forecasting the possible implications of  such a threat to 

networks and information systems.
These collective procedures also reflect the crucial elements of  

the first two steps in the collaborative problem-solving model in 
Table 7.1.  Detecting key event details requires systematic infor-
mation gathering (Mumford, Mecca, & Watts, 2015).  To accom-
plish this, multiple team members with differing sets of  expertise 
may search for, gather, and share different pieces of  the puzzle, 

increasing the likelihood of  generating a complete picture of  the 
event.  Such information searching and gathering may also occur 
between teams in a CSIRT MTS.  

Members with different expertise can combine their knowledge 
to develop a broader and deeper understanding of  events, and 
they can determine different ways particular incidents threaten a 
system.  The result is a more thorough shared understanding of  a 
possible threat, which can then be used to determine the necessary 
elements of  an appropriate solution for specific incidents (Mumford 
et al., 2015).  Thus, developing shared situational awareness is 
necessary for the other steps in the collaborative problem-solving 
to be accomplished effectively.  

Collective Information Processing 
Collective information processing occurs when individual team 

members share their ideas, thoughts, and suggestions with others on 
the team (Steps 2 and 3 in Table 7.1; Clark & Chalmers, 1998). Such 
collaboration also happens among members from different teams in 
a CSIRT MTS.  For example, one member of  the CSIRT can share 
his or her thoughts on a particular incident in conversation with 
another CSIRT member.  That other CSIRT member may build 
on the observations of  the first team member by offering addition-
al ideas or suggestions based on his or her own unique expertise 
and experience.  As collaboration expands to include more CSIRT 
members, the cycle of  knowledge sharing potentially continues until 
an entire team or multiple teams have been involved in the process 
or until the problem has been resolved.  Further, in mature CSIRTs, 
members feel comfortable critiquing and challenging one another’s 
ideas, which, in turn, produces even stronger ideas (Edmondson & 
Lei, 2014).  This collaborative thinking, then, fosters a more effec-
tive idea generation and evaluation process, becoming the basis for 
successful solution generation and evaluation.  At this point, another 
collaborative process can occur – solution forecasting.

Collective Solution Forecasting  
Collective solution forecasting refers to the prediction of  possible 

outcomes and consequences arising from various possible actions 
(Bryne, Shipman, & Mumford, 2010; Mumford, Lonergan, & 
Scott, 2002; Rouse & Morris, 1986).  It involves “a process of  
mentally simulating imagined future scenarios or events.  It is used 
by decision makers to anticipate potential obstacles and hindranc-
es, or to play out a course of  action and evaluate its potential for 
success” (Adis, 2013, p. 3).  Solution forecasting occurs during steps 
3, 4 and 5 in Table 7.1.  In collective solution forecasting, CSIRT 
members work together to discuss possible outcomes of  handling 
incidents in various ways. 

❝

❞

But if somebody in critical infrastructure 
says, hey, I have this question or we have 
had this kind of incident or whatever, so 
that’s information we can take back and 
we can use it for our situational awareness, 
that's where we start. 

~CSIRT Member  

❝

❞

You write it in the report and everybody 
reads the reports within the next few 
days.  We can chime in and reply to the 
report and say, 'Hey, I saw that,' or, 
'You're being too strict on this.' 

~CSIRT Member   

❝

❞

If I want to work with another person 
on the tier two team,  what I will do is 
I'll look at an alert, I'll do all the analysis 
I can do. And then I'll take a person from 
my team and say, hey, here's what I think 
happened, here's the general overview 
of what I've found so far. What do you 
think from looking at it? And I'll take that 
person's interpretation, you know, maybe 
they're seeing things that I didn't notice, 
or they say, oh, well, you saw that and you 
thought it was this. But really I think it was 
this. And then based on our collaboration, 
you know, we'll make a determination to 
say with medium, low or high confidence 
we think that this happened. 

~CSIRT Member  
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The value of  conducting such forecasting as a team is that differ-
ent members may have different experiences and insights on the 
various consequences of  potential solutions.  They bring different 
perspectives to solution considerations.  In a CSIRT, the process 
of  collective solution forecasting benefits from engaging a broad-
er range of  stakeholders in the solution consideration process.  
Different teams bring their own issues and needs to the discussion 
and ensure that incident resolution strategies account for the widest 
range of  possible concerns.  
Summary: Challenges for CSIRT Managers

These three processes of  shared situational awareness, collective 
information processing, and collective solution forecasting contribute 
to effective CSIRT problem-solving.  For CSIRT managers, the critical 
tasks involve creating the right conditions for teams and MTSs to share ideas and 
work together to generate and implement the right solutions.  Members bring 
different experiences and expertise to collaborative problem-solv-
ing.  Managers need to make sure that all team members know who 
has what knowledge and expertise within and across their CSIRT, 
so analysts can call on the most knowledgeable person quickly at 
different stages of  problem-solving.  In other words, they need to 
help their teams acquire a shared knowledge of  unique expertise 
(SKUE).  Chapter 8 (“Shared Knowledge of  Unique Expertise”) 
provides strategies for managers to help their teams acquire SKUE.

Another key concern for CSIRT managers is to make sure that 
CSIRT members have the high levels of  trust necessary to engage 
in collaborative problem-solving both within and across compo-
nent teams.  Offering new ideas, especially about novel kinds of  
threats, can be intimidating for some analysts, especially in teams 
with competitive or distrusting climates.  Managers need to estab-
lish a “psychologically safe” place for members to offer unusual 
ideas.  Effective incident response depends upon members evalu-
ating and critiquing one another’s ideas; this cannot happen unless 
members know that such evaluations are well-intentioned--and 
intended to produce the best solution for everyone.  Chapter 9 
(“Trust in Teams and Incident Response Multiteam Syetems”) 
discusses strategies for how managers can establish the levels of  
trust necessary for effective collaborative problem-solving. 

7.2.2. ADAPTIVE PROBLEM-SOLVING IN 
CSIRTS

To be effective, CSIRTs are required to be adaptive.  Hackers 
respond to countermeasures by coming up with new and differ-
ent ways to attack systems.  This means that analysts and incident 
responders often face novel incidents and new types of  cyberse-
curity problems.  Organizational scientists have also noted that 
adaptation is required when teams and individuals are working 
under stress, handling crisis or emergency situations, working 
with individuals and teams from other cultures, and learning new 
technologies (Pulakos, Arad, Donovan, & Plamondon, 2000).

Despite this need for adaptation, CSIRTs and teams often respond 
to new challenges with the same habits, routines, or solutions.   
Successful adaption requires individuals and CSIRTs to make funda-
mental changes in thinking and behavior in response to changing 

events (Baard, Rench, & Koslowski, 2014).  Most people use the 
same frame of  reference or perspective to address an incident or 
solve a problem even when the underlying nature of  the problem 
has fundamentally changed (DeYoung, Flanders, & Peterson, 2008; 
Zyphur, 2009).  Managers can counteract this tendency by using the 
following prompts when their teams are engaged in collaborative 
problem-solving:

 • What is a different way of  thinking about this problem?
 • What other possible solutions might apply to this 

problem?
 • What happens if  this solution is wrong (contingency 

thinking)?
These and similar kinds of  cognitive frame-changing prompts help 

analysts and teams adapt how they are thinking about a new type 
of  problem and use different perspectives when deriving appropri-
ate solutions (DeYoung et al., 2008; Hong, Morris, Chiu, & Benet-
Martinez, 2000).  

Adaptive thinking can also be encouraged and developed by (a) 
facilitating contingency planning in pre-briefing sessions, and (b) 
using exploratory learning approaches that include a wide variety 
of  practice scenarios.  Such practice variety helps individuals and 
teams become more comfortable with the process of  changing the 
ways they think about and adapt to different types of  incidents and 
problems (Nelson, Zaccaro, & Herman, 2010).  The section below 
on strategies for enhancing collaborative problem-solving contains 
additional information on contingency planning (Strategy 1) and 
use of  active learning with frame-changing prompts (Strategy 4).

7.3 Project Findings
Our project found evidence that effective CSIRTs engage in 

each of  the collaborative problem-solving steps discussed 
above when reacting to an identified threat.  Table 7.2 

summarizes data from our focus groups with CSIRTs indicating 
how many times a particular step was said to be important for 
CSIRT effectiveness. Of  note is that these specific problem-solv-
ing behaviors were important for team-level effectiveness and 
MTS-level effectiveness (problem-solving between multiple teams).   

We also found that CSIRTs often proactively engage in several of  
these steps at the team and MTS levels.  Instead of  reacting to a 
threat that has been identified, CSIRTs collectively try to develop 
solutions that will prevent attacks.  Table 7.3 shows some of  the 
steps that CSIRTs indicated were important.

These two tables reflect the identification of  these proactive and 
reactive problem-solving behaviors by CSIRT managers and analysts 
as being important to team and MTS effectiveness in CSIRTs. The 
consistently higher percentage of  collaborative problem solving steps 
being mentioned as important in MTS (or between-team) effective-
ness versus within-team effectiveness supports our broader research 
finding that CSIRTs are primarily MTSs, conducting problem-solv-
ing as closely-knit interdependent teams. 

Our survey of  88 CSIRT professionals regarding critical knowl-
edge, skills, abilities and other attributes that contribute to effective 
incident response (see Chapter 1, “Introduction to the Handbook”) 
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indicated two problem-solving skills were in the top 10 highest 
rated attributes: 

1. Skill in reviewing related information to develop and 
implement solutions to complex problems (5th highest) 

2. Skill in working with other members to solve problems 
and come to solutions that will help the team (10th 
highest)

These data indicate the necessity for CSIRT managers to ensure 
that their teams can collaborate well as an MTS and work together 
to solve incident-related problems.  

7.4 Improving CSIRT 
Collaborative Problem-
Solving
In this section, we provide exercises and recommendations related 

to effective problem-solving.  These exercises and recommenda-
tions are based on the background information and findings of  

our project team described in the previous section.  Please use the as-
sessment exercise at the beginning of  this chapter to evaluate the ef-

fectiveness of  collaborative problem-solving in your team or CSIRT 
and to help you determine the best strategies to improve your team.

The most common method for training team problem-solv-
ing skills is simulation-based training (SBT).  Chapter 5 
(“Communication Effectiveness in Incident Response”) described 
a generic simulation-based training format. SBT simulates a crisis 
or high-pressure incident that team members must work together 
to solve.  Such training can also be formatted to include multi-
ple teams coordinating in a CSIRT MTS.  Team members (or 

TABLE 7.3 CSIRT PROACTIVE PROBLEM-SOLVING STEPS AND FOCUS GROUP SUPPORT

CSIRT PROBLEM-
SOLVING STEP EXAMPLE BEHAVIORS

% OF INTERVIEWS WHERE 
THIS STEP WAS SAID 
TO BE IMPORTANT FOR 
TEAM EFFECTIVENESS
 (N=43)

% OF INTERVIEWS 
WHERE THIS STEP 
WAS SAID TO 
BE IMPORTANT 
FOR MTS 
EFFECTIVENESS
(N=43)

Determine necessary se-
curity tools, applications, 
and infrastructure

Generate and evaluate members' ideas and pro-
posals about necessary, viable, and innovative secu-
rity measures, tools, and applications

30% 40%

Set-up selected security 
tools, applications, and in-
frastructure

Coordinate implementation of security measures, 
tools, and applications across team members to 
ensure the most appropriate system configuration

30% 42%

❝

❞

And we involve people from other teams 
to provide information to help us with 
incident analysis, or deal with technical 
– in-depth description of a technical 
issue.  So yes, we involve them, and 
also the other way around.  If there's a 
big incident, we could be providing an 
analyst or an advisor to be on the team. 

~CSIRT Member  

TABLE 7.2 CSIRT REACTIVE PROBLEM-SOLVING BEHAVIORS FROM OUR FOCUS GROUPS 
AND INTERVIEWS

CSIRT PROBLEM-
SOLVING STEP EXAMPLE BEHAVIORS

% OF INTERVIEWS 
WHERE THIS STEP 
WAS SAID TO BE 
IMPORTANT FOR 
TEAM EFFECTIVENESS
(N= 43)

% OF INTERVIEWS 
WHERE THIS STEP 
WAS SAID TO BE 
IMPORTANT FOR MTS 
EFFECTIVENESS
 (N=43)

Detect and gather informa-
tion about security incidents

Collectively focus team attention on intrusion 
detection alerts; exchange information and ideas 
with other team members about nature of attack

49% 58%

Triage (assess, categorize, 
and prioritize) incoming inci-
dent(s)

Exchange information and reach agreement 
across affected component teams about problem 
parameters posed by the nature of the event

65% 81%

Develop a comprehensive 
mitigation solution

 Exchange ideas among component teams about 
potential solutions; reach consensus on a best-fit-
ting solution

42% 60%

Implement comprehensive 
mitigation solution

Coordinate across component teams in executing 
implementation of selected security solutions

42% 65%
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multiple teams) that are geographically dispersed can coordinate 
their activities during SBT if  virtual communication methods are 
available.  One general example of  a SBT format is Distributed 
Dynamic Decision-making (DDD; Ellis, Bell, Ployhart, Hollenbeck 
& Ilgen, 2005), which can be used for several different scenarios.  
For example, a humanitarian relief  effort was simulated through 
DDD where team members needed to get supplies to refugees 
while defending them from hostile attacks.  These requirements 
can be easily adapted to a CSIRT context.  Simulation training 
should have the following properties to be effective (Alison, et al., 
2013; Oser, Gualtieri, Cannon-Bowers & Salas, 1999):

 • Realism:
ڤ  Make the incident as close to a real incident as possi-

ble by re-creating an incident that already happened 
or is likely to happen.

 • Appropriateness of  Scenario:
ڤ  Base scenarios on critical incidents or trigger events 

that require use of  the team attributes you are trying 
to build.

 • Immersion:
ڤ  Make the exercise as engaging as possible for teams 

by requiring constant activity (e.g., they must monitor 
multiple systems).

 • Performance Assessment:
ڤ  Build in a method of  performance assessment by 

requiring teams to present their solutions, using 
measurable data from the team’s actions (e.g., time 
taken to detect a problem), or having observers check 
off  and rate team behaviors. 

 • Feedback Provision:
ڤ  Based on these and other performance measures, 

focus feedback on how the team should work togeth-
er to respond to the scenario.  Note:  Team feedback 
should be given to the team as a whole, but individual 
feedback should be given to each team member in 
private (Koles, 2001). 

To reduce costs associated with SBTs, CSIRTs can build on 
existing simulations or related training strategies already in use.  
Several CSIRTs employ strategies such as black hat, red teaming 
and specific training simulations like Tracer FIRE for incident 
coordination and other CSIRT-related topics ( http://csr.lanl.gov/
tf/).  In Tracer FIRE, an experienced CSIRT member creates an 
incident simulation based on an actual or fictional incident that 

happened or could happen within an organization.  All of  the 
training exercises are applied to the incident, and the team tries 
to find bits of  information to tie together, define the problem, and 
create a solution. In this section, we offer several strategies that 
can either be implemented through SBT (new or already existing 
programs) or adopted on their own as strategies to improve collab-
orative problem-solving within and between teams.  We focus 
mainly on aspects of  simulation training that have been shown to 
effectively improve collaborative problem-solving: pre-briefing and 
debriefing.  While these strategies may seem obvious, we explain 
the principles that must be followed to make them effective. 

7.4.1 STRATEGY 1: ENGAGE IN 
PRE-MISSION PLANNING (OR 
“PRE-BRIEFING”)

Pre-mission planning, also called pre-briefing (see also Chapter 
5: “Communication Effectiveness in Incident Response”), targets 
phases of  the problem-solving process in Table 7.1 that involve 
definition of  the problem and shared awareness of  the problem.  
CSIRT members cannot resolve an incident if  they cannot define the 
problem parameters. Teams (and MTSs) who engage in pre-brief-
ing create a problem-model (Orasanu, 1994), which is essentially a 
framework for dealing with an incident before the CSIRT takes any 
type of  action. Such models include a shared understanding of  the 
problem, its causes, and potential solution parameters.

Pre-briefing serves to map out or document the results of  the 
problem-solving process so that individual members can contrib-
ute to resolution without confusion or process loss. 
Recommendations for use:

Creating a pre-briefing  guide for problem-solving and incident 
resolution will ultimately lead to better solutions and quicker 
response time.  If  CSIRT members share awareness of  the situa-
tion, they can find and implement a solution with fewer negative 
consequences more quickly.  In a simulation, facilitators or manag-
ers can train teams on how to effectively engage in pre-briefing 
and allow them to practice in an incident scenario.  Managers 
and leaders should determine the most important features of  the 
pre-briefing before the team engages in problem-solving (Bolstad, 
Endsley, Costello & Howell, 2010) based on the teams and/or team 
members involved in responding to an incident.  

There are a number of  planning tools that can be used to guide 
pre-briefing.  Sparks (2015) presented a planning and debriefing 
guide that has been used for cybersecurity incident response in 
the United States Air Force.  An explanation of  this guide can be 
found at https://www.first.org/conference/2015/program#pef-
fective-team-leadership-and-process-improvement-for-network-se-
curity-operators.

One tool used in simulations to facilitate pre-planning is a virtual 
whiteboard for team members who are geographically dispersed.  With 
this tool, all team members can see a map of  the simulated environ-
ment and make related notes on it (similar to information boards used 
to facilitate SKUE--see Chapter 8, “Shared Knowledge of  Unique 

Pre-mission planning, also called pre-
briefing, targets phases of the problem-
solving process that involve definition of 
the problem and shared awareness of 
the problem. 

  

http://csr.lanl.gov/tf/
http://csr.lanl.gov/tf/
https://www.first.org/conference/2015/program#peffective-team-leadership-and-process-improvement-for-network-security-operators
https://www.first.org/conference/2015/program#peffective-team-leadership-and-process-improvement-for-network-security-operators
https://www.first.org/conference/2015/program#peffective-team-leadership-and-process-improvement-for-network-security-operators
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Expertise”; Miller, Price, Entin, Rubineau, & Elliott, 2001).  A process 
or mission map allows teams to map out their plan according to the 
problem phases, along with strategies for completing these phases 
(Stout, Cannon-Bowers, Salas, & Milanovich,1999).  For example, 
when an analyst suspects an intrusion, the team might go through 
several checks to determine where the intrusion happened and which 
systems are affected.  A process map allows the team to indicate which 
systems need to be checked, who will check them, and what to check 
for. With these tools, all team members can share knowledge related to 
the incident environment and their strategy going forward (see Strategy 
2).  The virtual whiteboard allows for integration of  team members’ 
unique information related to a particular incident, which builds new 
knowledge.  When team members all contribute their unique infor-
mation (see Strategy 2), information can be integrated to create new 
knowledge, improve situational awareness among team members, and 
increase shared understanding of  the problem/incident.  This also 
corresponds to steps 2 and 3 of  the problem-solving model. Managers 
and facilitators can provide feedback and guide team members how to 
effectively implement and use these tools during SBT.

Steps to Implement Pre-Briefing Strategy
CSIRT managers can use the following steps to implement a 

pre-briefing strategy (please refer to Sparks (2015) as an example 
of  a pre-briefing approach with CSIRTs):

1. Determine the kinds of  incidents for which you would 
implement pre-briefing.   

Not all types of  incidents require an elaborated 
pre-briefing process.  Generally, pre-briefing should be 
used for events that (a) are higher in severity levels, and (b) 
require higher levels of  collaboration among members of  
the CSIRT or with other teams in a CSIRT MTS.

2. Develop an action plan for incident resolution.
This plan should include:
 • The end-state objectives
 • The key tasks that should be accomplished
 • The key members/analysts who will be collaborating to 

resolve the incident
 • The roles each member will assume in incident resolution
 • How and when specific interactions among analysts need 

to happen
 • Communication protocols
 • The expected timeline of  task accomplishment and 

incident resolution
3. Brief  the action plan to the rest of  the CSIRT.
Managers need to provide the action plan to the team 

in a succinct but thorough manner.  In this briefing, they 
should:

 • Provide details of  the action plan
 • Indicate how the team will track and assess progress 

throughout the plan
 • Define key roles and responsibilities
 • Define key assumptions and the manager’s intent regard-

ing how an incident should be resolved
4. Ensure that all team members understand the proposed 

plan.

 • Conduct “verbal rehearsal” of  the plan by having 
members indicate how they will accomplish their parts 
of  planned interactions

 • Provide a “psychologically safe” climate for members 
to ask questions about aspects of  the plan (see Chapter 
9, “Trust in Teams and Incident Response Multiteam 
Systems”)

5. Engage in contingency planning  (see below: 
“Contingency Planning: A Variation of  Pre-briefing”).

 • Have team members determine possible obstacles that 
could impede them from completing their assigned tasks  

 • Then, have members consider contingent strategies for 
avoiding or removing these obstacles

 • Team members can also engage in a “premortem” 
exercise (See Chapter 4, “Decision Making in CSIRTs, 
Strategy 3).  To do this exercise, they are asked to think 
about the following:

ڤ  Imagine that you have already responded to the 
incident and failed

ڤ  Provide reasons why you might have failed
The premortem exercise can reduce the possibility of  

overconfidence and confirmation bias in teams.
Effectiveness Evidence: 

Pre-briefing tools have been shown to lead to effective problem-solv-
ing outcomes. Teams using virtual whiteboards have engaged in 6% 
more collaborative planning behaviors with  greater accuracy in 
defining the problem (Miller et al., 2001).  Correct diagnosis of  a 
problem has significant implications for creating solutions and the 
effectiveness of  those solutions.  Teams that use mission and process 
maps to strategize in advance of  incident coordination have seen 
59% better shared awareness of  the problem among team members 
(Stout et al., 1999). Specifically, they had a shared understanding of  
the information other team members would need during incident 
coordination (Stout et al., 1999; see Chapter 8, “Shared Knowledge 
of  Unique Expertise,” for more on this process).This shared aware-
ness allowed members to anticipate others’ needs more easily.  
Teams that engaged in high-quality pre-briefing in high workload 
environments provided 70% more information to teammates in 
advance, thus decreasing resolution time (Stout et al., 1999).  Teams 
that engaged in higher quality planning also saw between 28% and 
44% fewer errors during periods of  higher workload (Stout et al., 
1999).  Teams anticipating one another’s informational needs made 
30-43% fewer errors during high workload periods (Stout et al., 
1999). 

Managers can increase effectiveness of  pre-briefing tools by using 
prompts. Teams who were prompted by managers to engage in knowl-
edge integration behaviors using a virtual whiteboard shared significant-
ly more unique information than teams who were unprompted (68%).  
They also demonstrated 12% higher cognitive congruence, which 
means that they shared an awareness of  the most important pieces 
of  information that they used when constructing their plan (Rentsch, 
Delise, Mello & Staniewicz, 2014).  These findings suggest that manag-
ers can maximize the effectiveness of  pre-briefing tools by pointing out 
when team members should share and integrate knowledge.
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Contingency Planning: A Variation of  Pre-briefing 
Contingency planning helps teams and CSIRTs anticipate 

unexpected events by planning in advance how they might be 
handled.  Thus, this strategy is particularly useful to help CSIRTs 
be more adaptive.  Unexpected events will require a shift in the 
team’s strategy.  Contingency planning is intended to eliminate the 
chaos and confusion that can happen when unanticipated adverse 
events occur.  The processes involved in contingency planning are 
similar to forecasting.  For example, if  a CSIRT comes up with a 
solution to mitigate a threat, that solution may have unintended 
consequences for which the team should forecast and determine 
plans for addressing.  CSIRTs may also receive information about 
a new hacker or intrusion method and create a plan to prevent 
or end a possible future attack.  Effective teams make use of  their 
downtime or low workload periods by engaging in discussions 
around anticipated negative events and creating potential plans 
for dealing with them.  Such discussions allow teams to be more 
proactive rather than reactive should those events occur.  
Recommendations for Use: 

To train CSIRT members in contingency planning, managers can 
use either past or anticipated events to describe attacks, threats, or 
unintended consequences of  implementing particular solutions that 
have the highest probability of  occurring. They can then encourage 
members to walk through a solution implementation plan and have 
them identify all of  the information they have that is relevant to the 
plan being successful or not. Team members should also identify 
potential obstacles to a proposed action plan, and prepare possible 
responses. This kind of  activity creates situational awareness and the 
ability to solve several problems as they arise (Bolstad et al., 2010).  
Effectiveness Evidence: 

Contingency planning has been demonstrated to increase situa-
tional awareness by 32% - 52% (Bolstad et al., 2010).  It has also 
been shown to increase knowledge of  how to deal with particular 
adverse events by 58% (Bolstad et al., 2010).  These numbers 
suggest very positive effects for relatively simple additions to 
SBTs.  Even if  simulation training is not feasible, these tools can 
still be utilized with the instruction and guidance of  a team leader 
for how to use them. 

7.4.2 STRATEGY 2: USE A 
COUNTERFACTUAL THINKING 
APPROACH TO GET TEAM MEMBERS TO 
SHARE UNIQUE INFORMATION

Team members often do not realize that they have informa-
tion that no one else knows. For this reason, they also fail to share 
it.  Team members are more likely to discuss information that is 
held commonly among the members, a phenomenon called the 
shared information bias (Forsyth, 2009). That is,  individuals are 
more likely to talk about information everyone knows as opposed 
to expertise or domain-specific knowledge that only one person 
might have (Baked, 2010). In order for collaborative problem-solv-
ing to be effective, team members must contribute their unique 

information to the group (see the problem-solving process model). 
The goal of  counterfactual thinking is to help team members 

become more aware   of  multiple solution options, and to devote 
more consideration to different decision options. This form 
of  thinking can reduce premature decision closure in teams.  
Counterfactual thinking is a particular mindset that prompts 
team members to think about unique information they hold that 
otherwise they might not have shared; it is a relatively simple team 
discussion method that demonstrates high returns. 
Recommendations for use: 

Counterfactual thinking gets team members to think about 
what might have been (Galinsky & Kray, 2004).  For example, 
teams would discuss what might have happened in a past situa-
tion or in a given scenario that is different from what actually 
happened.  In a CSIRT context, this could involve members 
considering multiple possible consequences of  particular previ-
ous incidents. They might explore what other possible outcomes 
could have occurred from the incident. Such discussions should 
result in members bringing different ideas and perspectives to 
the problem.   For example, if  a certain cyber exfiltration was 
limited to one private organization in a particular incident, 
managers prompting counterfactual thinking might explore 
with their team the different consequences that might have 
happened if  this same exfiltration happened to a critical infra-
structure organization or across several organizations within a 
critical infrastructure sector.

Counterfactual thinking helps team members explore differ-
ent perspectives and contribute ideas and expertise that are 
not widely shared across the team.  If  managers and trainers 
want to demonstrate the existence of  the tendency in teams 
not to share unique information, they can use exercises such 
as PB Technologies (Peterson, n.d.) or Tor Task Force (Greco 
& Thompson, n.d.).  They can also use these exercises to 
practice other aspects of  team problem solving. These exercis-
es provide participants with different information about multi-
ple candidates, and ask the team to determine which one is 
the most appropriate choice.  Participants must combine their 
information to make the right choice.  Training materials and 
instructor’s guides for these exercises can be ordered from 
the following source: https://www.negotiationexercises.com   
Effectiveness Evidence: 

Teams using a counterfactual thinking prime (i.e., reminding 
participants to consider what might have happened differently) 
before discussing an incident shared 25% more unique informa-
tion than teams who did not use the prime, and correctly solved 
the incident 66% of  the time (compared to 23% for the non-prime 
teams; Galinksy, & Kray, 2004).  The evidence suggests instilling 
a counterfactual mindset in CSIRT members with a 5-minute 
exercise can significantly improve their ability to engage in the 
problem-solving steps.  By practicing this method during low-sever-
ity incidents, team members will remember to engage in different 
ways of  thinking and consider more information during high-pres-
sure situations as the process becomes habitual.

https://www.negotiationexercises.com
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7.4.3 STRATEGY 3: PROVIDE TEAM 
FEEDBACK DURING STRUCTURED 
DEBRIEFING 

Providing feedback to teams after resolving major incidents 
and when engaged in training simulations fosters more effective 
collaboration (Salas et al., 2008).  Indeed, in simulation-based 
training, feedback has been shown to improve performance 26% 
more than for those who did not receive feedback (Domuracki, 
Wong, Olivieri, & Grierson, 2015).  Many CSIRTs use debriefing 
(or lessons learned) after incident resolution, but these exercises 
are often too loosely structured to provide maximum benefits.  
Debriefing should entail walking the team through a partic-
ular  incident and pointing out the breakdowns in teamwork 
that occurred at different phases of  incident resolution. The 
training program, TeamSTEPPS, described in Chapter 5 
(“Communication Effectiveness in Incidence Response”) provides 
examples of  several teamwork behaviors that can be examined 
in team feedback and debriefing sessions. Managers and trainers 
can retrieve information on this program at:  www.teamstepps.
ahrq.gov.  While this program was developed specifically for 
healthcare professionals, facilitators can adapt its principles to 
CSIRTs.

When managers or facilitators give feedback, they often tend 
to focus mostly on team failures.  However, in such sessions, they 
should also focus on teamwork successes.  Managers need to 
share examples of   what constitutes both effective and  weak team 
performance (Ellis & Davidi, 2005).  Indeed, teams who were given 
feedback on both their successes and failures demonstrated 83% 
better understanding of  successful performance events one week 
later than those who did not receive similar feedback (Ellis & Davidi, 
2005). Thus, when conducting debriefing sessions and providing 
feedback, managers and trainers should specifically ask for positive 
and negative instances of   teamwork behaviors (e.g., communica-
tion) that occurred during the incident.  Team members should 
pinpoint how those behaviors helped or hurt performance.  If  this 
debriefing process is to be used as part of  a training simulation, 
the manager can videotape parts of  the simulation and play them 
back for team members to  see their teamwork behaviors in action.
Recommendations for Use: 

Salas and colleagues (2008, pp. 520-521) specified 12 evidence-
based principles for effective debriefing.  These include the follow-
ing behaviors:

1. Use debriefs as a tool to analyze team strengths and 
issues after specific incidents

2. Ensure that support for debriefs as a learning tool is 
communicated by higher management

3. Train team leaders and members to understand 
teamwork processes so that they can be recognized 
when assessing performance.

4. Ensure (through training) that team leads know the 
fundamentals of  conducting team debriefs.

5. Encourage team members to feel comfortable sharing 
constructive criticism during debriefs.

6. Limit the number of  topics for each debriefing.
7. Provide feedback on specific teamwork interactions 

that occurred during the performance episode from 
which the debrief  is based. 

8. Provide specific examples when providing performance 
feedback.

9. Concentrate more on feedback related to teamwork 
processes and less on overall final outcomes. 

10. Give individual and team feedback, but know in what 
setting each should be given. 

11. Provide performance feedback as soon as possible.
12. Document conclusions and goals set during the debrief.

Please see Salas, et al. (2008) for additional information.  This materi-
al can be acquired through the following website: http://www.ingen-
taconnect.com/content/jcaho/jcjqs/2008/00000034/00000009/
art00003.  A debriefing assessment tool can also be found at this 
website:  https://www.ahn.org/sites/default/files/file/D11DASH-
handbook2010FinalRev2.pdf.  While developed for medical teams, 
it can be easily adapted to CSIRTs.  

Effectiveness Evidence: 
Like pre-briefs, debriefs also create a shared awareness of  the 

collective teams' behaviors that constitute effective teamwork.  
Research has shown that teamwork mental models (i.e., shared 
ideas of  effective teamwork) were 29% more accurate for teams 
who underwent structured debriefing than for those who did not 
engage in such feedback sessions (Smith-Jentsch, Cannon-Bowers, 
Tannenbaum & Salas, 2008). Teams who were pre-briefed and 
debriefed engaged in 33% more supportive behaviors and 41% 
more information exchange.  They were also 111% as likely to 
have a better shared understanding of  the situation than teams 
who did not engage in debriefing (Smith-Jentsch et al., 2008).  
Teamwork dimensions, such as “[maintaining] team structure 
and climate, [applying] problem solving strategies, [supporting] 
the team with information, [executing] plans and [managing] 
workload, and [improving] team skills,” increased an average 
of  23% after structured feedback and debriefing (Shapiro et al., 
2004, p. 420). 

Research using a hospital emergency room simulation shows that 
the combination of  both pre-briefing and debriefing provides strong 
gains for teamwork (Weld, et al., 2015).  This simulation included a 
relatively short preoperative briefing that used a checklist to ensure 
all key information was covered in the session.  After the surgery, a 
debriefing was held for 5 minutes with just surgery team members 
to identify any patient safety issues (Weld et al., 2015). After employ-
ment of  pre-briefing and debriefing, safety issues were reduced 
from 16% to 6% (Weld et al., 2015).  Specifically, the average time 
to complete a surgical case was 12.7 minutes less after teamwork 
training and post-operative briefings (Weld et al., 2015).  Further, 
the number of  surgeries that began on time increased by 21% (Weld 
et al., 2015).  The results indicated by this simulation suggest that 
structuring the problem-solving process and the lessons-learned 
afterwards through pre-briefs and debriefs are important processes 
that should be adopted by CSIRTs.  

http://www.teamstepps.ahrq.gov
http://www.teamstepps.ahrq.gov
http://www.ingentaconnect.com/content/jcaho/jcjqs/2008/00000034/00000009/art00003
http://www.ingentaconnect.com/content/jcaho/jcjqs/2008/00000034/00000009/art00003
http://www.ingentaconnect.com/content/jcaho/jcjqs/2008/00000034/00000009/art00003
https://www.ahn.org/sites/default/files/file/D11DASH-handbook2010FinalRev2.pdf
https://www.ahn.org/sites/default/files/file/D11DASH-handbook2010FinalRev2.pdf


CSIRT Effectiveness and Social Maturity
133

7.4.4 STRATEGY 4:  DEVELOP ADAPTIVE 
THINKING BY PROVIDING EXPLORATORY 
OR ACTIVE LEARNING EXPERIENCES 
WITH WIDE PROBLEM VARIETY

Managers can use forms of  exploratory or active learning to develop 
adaptive thinking skills.  This approach can be used in a formal train-
ing simulation as a series of  developmental work experiences, and 
even as a form of  self-development.  Active learning involves individ-
uals exploring and solving a new problem with little or no formal 
instruction (Bell & Kozlowski, 2008).  These learners determine on 
their own how they would approach a problem, what knowledge 
they need to solve the problem, where they need to acquire such 
knowledge, what should be the nature of  the best solutions, and how 
they would derive such solutions.  For example, a CSIRT manager 
can provide the team with exercises in which they need to solve novel 
incidents or system intrusions.   The exercises provided to learners 
should have significant variety, where they have to use very different 
kinds of  solutions to solve different problems.  
Recommendations for Use:

To use this approach, managers should provide novel learning 
opportunities to their team.  Team members are urged to work 
on these problems on their own or as a team.  Managers can 
provide information to members on how they can learn new strat-
egies related to the problem.  They should also encourage them to 
change how they are thinking about a particular problem by using 
such frame-changing prompts as:   

 • How is this problem different from the other problems 
you faced?

 • What is a different way of  thinking about this problem?
 • What other possible solutions might apply to this 

problem?
 • How will the solution to this problem need to be different 

from other previous solutions?
 • Are we thinking about this incident in the right way?
 • What happens if  this solution is wrong?
 • How might a hacker or adversary respond to this 

solution?
Managers should provide CSIRT members with multiple kinds of  

problems that require very different kinds of  solutions.  These active 
learning experiences can be provided as part of  a formal training or 
gaming exercise, or as a series of  developmental assignments provid-
ed to CSIRT members as part of  their work duties.  Managers can 
also encourage their team members to find and pursue different 
cybersecurity challenges as part of  their personal self-development.
Effectiveness Evidence:

Several studies have shown that different forms of  active and explor-
atory learning strategies produced higher adaptive performance (Bell 
and Kozlowski, 2008; Keith & Frese, 2008).  For example, in one study, 
trainees who engaged in exploratory learning showed higher adaptive 
performance (11%) than trainees who did not; trainees who received  
prompts to treat errors while engaging in exploratory learning also 
showed higher adaptive performance (31%) than those who did not 
engage in exploratory learning (Keith & Frese, 2005). In another study, 

individuals who practiced a variety of  different problems achieved 
higher adaptive performance (10%) compared to those who practiced 
a series of  similar types of  problems (Holladay & Quiñones, 2003).  In 
a third study, the trainees who experienced problem variety in practice 
trials along with frame-changing prompts had higher adaptive 
decision making performance (37%) compared to a control group 
(DiRosa, Nelson, Gulick, Conjar, & Zaccaro, 2009).  Other studies 
have also shown that having a variety of  developmental work assign-
ments (Horn, 2009) and self-development experiences (Langkamer, 
2009) were also associated with stronger adaptation.

These studies support the recommendation that managers can 
improve adaptation skills in their team by providing members 
with a wide variety of  learning activities in which they explore 
solutions on their own or with others on their team.  Managers 
should support such learning by (a) encouraging their subordi-
nates to treat errors in these activities as learning opportunities 
and (b) prompting them to consider different perspectives when 
approaching learning problems (see Chapter 11, “Continuous 
Learning in Incident Response,” for more information on this 
training approach). 

CONSIDERATIONS FOR MULTITEAM SYSTEMS

7.4.5 STRATEGY 5: TRAIN LEADERS 
TO PRE-PLAN STRATEGIES FOR HOW 
MULTIPLE TEAMS WILL WORK TOGETHER

Multiteam problem-solving can also be improved using the 
pre-planning strategies discussed earlier.  As explained in Chapter 5 
(“Communication Effectiveness in Incident Response”; see leader 
boundary spanning), between team communication is often more 
efficient when one person is designated as the point of  contact.  
A similar principle applies here.  Team leaders in an MTS can 
work together to engage in pre-planning that maps out (a) how 
multiple teams will work together, and (b) how each of  those teams 
will coordinate their actions with other specific teams.  Creating a 
strategy for MTS problem solving (or mapping out how multiple 
teams need to work together) involves:

 • Acquiring information about how closely teams need to 
work together to solve the problem (i.e. how interrelated 
their actions are);

 • Organizing information about how each team will 
contribute to the mission; and 

 • Communicating this information to each component team 
before the mission begins so that everyone has a shared 
understanding of  how they will work with other teams. 

Recommendations for Use: 
Leaders can be trained to engage in pre-planning for MTSs 

using simulation exercises that require multiple teams to work 
closely together. Managers or facilitators should describe effective 
planning processes at the MTS level and then demonstrate how 
to develop those plans.  One example of  such a training program 
provided leaders with four situations where they could anticipate 
and determine how each team’s actions should be timed and 
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ordered to solve a designated  problem effectively (DeChurch & 
Marks, 2006). In this kind of  training, trainees practice different 
scenarios where they actually map out component teams’ actions, 
communicate their plan to each component team, and receive 
structured feedback on the plan they created to address the problem 
and how they communicated it (DeChurch & Marks, 2006).

To be effective, this training should also inform leaders of  how to 
monitor the interaction (or joint activities) of  component teams by (a) 
assessing their locations and progress, and (b)  communicating this 
information to other teams (DeChurch & Marks, 2006).  For example, 
leaders can observe multiple teams working, assess their progress 
levels, and report that progress to other teams involved.  To help 
leaders understand proper assessment and communication behaviors, 
leaders can be shown videos that simulate proper or improper leader 
behaviors and have each positive or negative behavior pointed out 
and explained (DeChurch & Marks, 2006).  Leaders in the training 
can then be asked to point out instances themselves where one team’s 
progress should be communicated to other teams working jointly on 
a problem.  They can then be given feedback based on how well they 
identified the correct instances (DeChurch & Marks, 2006).  
Effectiveness Evidence: 

Pre-planning strategies for MTS collaboration have been shown 
to improve MTS leadership behaviors.  Training for mapping out 
a between-team strategy and coordinating between-team actions 
have improved MTS leadership by 68% (DeChurch & Marks, 
2006).  Training in only coordination still results in a 68% increase in 
MTS leadership, while training only in mapping out between-team 
problem solving strategy results in a 54% improvement in MTS 
leadership.  Leader training is important for improving inter-team 
coordination, which leads to effective MTS collaboration and perfor-
mance in problem solving situations (DeChurch & Marks, 2006).   

CONSIDERATIONS FOR TEAM STAFFING

7.4.6 STRATEGY 6: STAFF YOUR CSIRT 
WITH TEAM MEMBERS WHO HAVE A 
TEAM ORIENTATION AND TEAMWORK 
SKILLS

A well thought out staffing plan can increase the effectiveness of  
team collaboration and collective problem-solving.  Having the right 
mix of  people on a team determines the quality of  work that team 

can produce (Mathieu, Tannenbaum, Donsbach, & Alliger, 2014). 
Specifically, high levels of  team skills such as cooperativeness, team 
orientation, and organizing skills, shared by all team members, will 
enable the team to build the levels of  trust and SKUE that, in turn,  
foster effective collaborative problem-solving (Mathieu et al., 2014).  
Teamwork skills such as cooperativeness and team orientation have 
consistently demonstrated medium to large positive effects on team 
performance (Bell, 2007), translating to a performance improve-
ment of  10-25%.     
Recommendations for Use: 

Follow the seven-step process described below, derived from 
Mathieu et al., (2014), in order to properly staff a CSIRT and 
engage in effective collaborative problem-solving.   

7.5 Chapter Summary
The nature of  CSIRT work is knowledge work that typically in-

volves multiple team members working together to solve com-
plex problems (as described in table 7.1). CSIRTs must be able 

to engage in the processes of  situational awareness, collective informa-
tion processing and forecasting in order to be effective in solving novel 
problems. Managers can improve these processes using strategies such 
as pre-briefing, debriefing, simulations, and focused feedback-giving. 
Leaders and managers themselves can develop the leadership skills 
that will help them facilitate collaborative problem-solving in their 
teams (such as MTS pre-planning and contingency planning).  In the 
next two chapters, Chapters 8 (“Shared Knowledge of  Unique Ex-
pertise”) and 9 (“Trust in Teams and Incident Response Multiteam 
Systems”), we describe two team states that are important for suc-
cessful collaboration as well as strategies to create or improve them 
in CSIRTs. Managers should consider these recommendations in 
conjunction with those described in this chapter to maximize CSIRT 
functioning. 

TABLE 7.4 CSIRT STAFFING
STEP CONSIDERATIONS AND IMPLEMENTATION SUGGESTIONS
1. Describe the Team Ask yourself: 

 • What are the positions on the team? 
 • Are any positions particularly critical for success? 
 • How much do team members need to interact in order for the team to be successful? 
 • Who are the existing team members?

Tips: 
 • Determine which positions will be changed as you are working on staffing your CSIRT.  If you find that a 

position is particularly critical (e.g., a team leader or a member who frequently works with other teams in the 
CSIRT), spend more time and resources ensuring that position is adequately staffed.  

 • If you think the task work of your CSIRT requires extensive interaction between team members, teamwork 
competencies will likely be very important. 
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TABLE 7.4 CSIRT STAFFING
STEP CONSIDERATIONS AND IMPLEMENTATION SUGGESTIONS
2. Clarify Requirements Ask yourself: 

 • What are the specific requirements for the position on your CSIRT? 
 • Are there any MTS or organization-level considerations you need to account for when staffing your CSIRT?  

These could include an interest in increasing diversity or staffing the CSIRT with members who have a partic-
ular type of experience.

Tips: 
 • Consider both the task work and teamwork requirements when staffing your CSIRT.  Identify the knowledge, 

skills, and abilities (KSAs) that the work requires and rank order them, as tradeoffs may be necessary.  If ranking 
is difficult, rate KSAs as “must have” or “nice to have” for the role.  

 • Think about the KSAs that your team members already have in place.  Do you need to staff your CSIRT with 
members who have the same types of KSAs, or do you need complementary skills?  For example, if your team 
already has 2 or 3 members who are skilled in forensics, you may want to consider a member who has a differ-
ent background to round out the experience of your CSIRT. 

 • Consider the goals and mission of your organization. Some organizational-level considerations may be required 
to create a developmental assignment for a rising manager or to fulfill the organization’s diversity mission.  

3. Establish the 
Candidate Pool

Ask yourself: 
 • Who is eligible, available, and interested in joining the team? 
 • What are the needs of the component team in relation to the entire CSIRT MTS and the organization as a 

whole?  
Tips: 

 • Consider your knowledge of the interpersonal dynamics between members of your CSIRT.  Are there members 
who work particularly well together?  Conversely, are there members who are likely to clash? 

 • There may be a strong candidate for one of your component teams within your CSIRT but this person may 
already be earmarked for a leadership position elsewhere in the CSIRT.  Ensure that you are thinking within the 
broader organizational context as you are staffing your CSIRT MTS. 

4. Assess Candidates Ask yourself: 
 • What are the individual task work skills of the candidates? 
 • What are the individual teamwork skills of the candidates? 
 • How well do you think the candidates would fit with existing members of the CSIRT? 

Tips: 
 • Assess the candidate’s overall fit to the position, and to the dynamics of your CSIRT, considering the broader 

context of the MTS and organization.  
 • Compare the candidate’s KSAs to those of the existing CSIRT members.  Check for overlaps and gaps to ensure 

that you are staffing the team with a new member who will complement the existing structure. 

5. Tentatively Assign  
Candidates

Ask yourself: 
 • What is the logical way to assign a candidate to each open position? 

Tips: 
 • Considering all of the factors at the team, CSIRT MTS, and organizational level you are aware of, tentatively 

assign candidates to open positions.  
 • Iterate steps 5 – 7 in order to make adjustments until you are satisfied with the team’s composition. 

6. Assess the Proposed 
Team Composition

Ask yourself: 
 • Is each position now filled with an individual who has the requisite skills or at least can quickly learn them? 
 • Do the most important positions, as identified in step 1, have high quality candidates assigned to them? 
 • Does the proposed composition plan meet the component team, CSIRT MTS, and organization requirements? 
 • How well do you anticipate the proposed candidates will work together? 

Tips: 
 • You may find yourself faced with tradeoffs.  For example, in order to get a high quality candidate into an import-

ant position, you may need to sacrifice another position on the team.  

7. Adjust the Proposed 
Membership and/or 
Plan Compensatory 
Actions

Ask yourself: 
 • Do you need to adjust the proposed plan before finalizing it? 
 • Are there any compensatory actions you want to plan to help your team staffing plan succeed (e.g., coaching, 

training, or other forms of support)?
Tips: 

 • If you decide to adjust your staffing plan, examine each potential solution and rank the solutions in order of 
how well they meet the requirements laid out in step 2. 

 • Consider the actions that might help the new team member(s) assimilate into the team and build trust.  These 
may include onboarding, training sessions, or informal conversations with experienced CSIRT members to help 
the new member(s) get off to a fast start. 

(CONTINUED)
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Chapter Eight
Shared Knowledge of Unique 

Expertise

Key Themes  
 ➪ Shared knowledge of unique expertise decreases the time it takes for CSIRT 

members to identify who has the knowledge they need, resulting in more 
effective collaboration.  

 ➪ Strategies such as knowledge tools and cross-training can increase shared 
knowledge of unique expertise in teams.
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8.0 Introduction
In Chapter 7, “Collaborative Problem-Solving in Incident Re-

sponse,” we described the steps necessary for effective collabo-
rative problem-solving in CSIRTs. We also noted two team at-

tributes, team knowledge and team trust, that enhance CSIRTs’ 
abilities to engage in these steps quickly and effectively.  This chap-
ter describes one form of  team knowledge, while the next chapter 
covers team trust. 

The first step in the CSIRT problem-solving process is identify-
ing that an attack or threat is actually present and understanding 
its parameters. One team attribute that significantly enhances each 
member’s ability to identify and classify problems is shared knowledge 
of  unique expertise (SKUE).  SKUE refers to the knowledge team 
members have of  each other team member's particular expertise 
and experiences.   Called "transactive memory" by some  (Wegner, 
1986; Austin, 2003), this notion reflects the idea that team members 
in a CSIRT likely have  different areas of  expertise that can be 
useful when solving different kinds of  cybersecurity events and 
incidents.  However, all members need to have the same knowledge 
of  “who knows what.”  Likewise, when working in CSIRT multiteam 
systems (MTSs; see Chapter 2, “The Social Maturity of  CSIRTs 
and Multiteam Systems”), members of  different teams need to 
share knowledge of  the functional roles of  other teams and also 
what expertise individuals in those teams possess. Such knowledge 
creates a shared awareness in the team or MTS that is crucial for 
problem-solving.  

8.1 Assessing Shared 
Knowledge of Unique 
Expertise 
The following assessment exercise is designed to provide 

managers with a diagnostic tool in order to determine how 
well the CSIRT, individuals, or component teams within 

the CSIRT MTS possess SKUE. This will ultimately help deter-

mine the social maturity of  the CSIRT (See Chapter 2, “The So-
cial Maturity of  CSIRTs and Multiteam Systems,” for additional 
information). Based on the responses to this assessment, manag-
ers can determine whether they would benefit from the strategies 
offered in this chapter. Managers should consider the time and 
resources required to implement these strategies relative to their 
need for improvement.

Assess how your CSIRT is functioning in this area by respond-
ing to the following assessment on a 1-5 scale where 1= Strongly 
Disagree, 2= Disagree, 3= Neither Agree nor Disagree, 4= 
Agree, 5= Strongly Agree.   

8.2 Background
CSIRTs confront many different types of  events, and several 

incidents are often new to the analysts tasked with resolving 
them.  Thus, a less experienced analyst might tag an inci-

dent that looks suspicious but not have the experience or knowl-
edge to classify it or determine how to resolve it.  However, more 
experienced team members have likely resolved similar types of  
incidents in the past.  If  the first analyst knows of  the other team 

❞

❝We have specializations.  Nobody can 
be good at everything … everybody 
uses others’ knowledge.

~ CSIRT Member

GO TO PAGE 141 FOR
STRATEGIES FOR CSIRT MANAGER

ASSESSMENT EXERCISE
1. My team members know exactly who has the knowledge to handle a particular incident.

2. My team members can explain “who knows what” within the team.

3. Members of my team ask the right person for information.

4. In team meetings, members appear to know what other people within the team know. 

5. Members of my team communicate what knowledge they possess to other team members. 

6. My team members know exactly which team in our CSIRT MTS has the right knowledge/expertise to handle a particular incident.

7. My teams explain “which teams know what” within the CSIRT MTS.

8. Members of my team ask the right team in a CSIRT MTS for information.

9. Members of my team communicate what knowledge they possess to other teams in the CSIRT MTS.

❞

❝…we know a lot about everyone’s skill 
set because we work so closely together 
on a day to day basis. I think everyone 
has a few people they know who to go 
to for certain types of questions.

  ~ CSIRT Member 
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members’ experiences and expertise, that analyst can call on the 
right person for advice or collaborate with that person to resolve 
the incident more quickly. 

Knowing the unique experiences and expertise each team 
member possesses also helps those who receive incident reports 
assign them to the right persons for triage and analysis.  For 
example, when a member of  a CSIRT forensics team has an 
unusual incident to investigate that requires collaboration and 
coordination with other stakeholders, knowing which team 
member (or which team in the CSIRT MTS) has the neces-
sary social or professional networks in place with those stake-
holders will increase the chances of  quick resolution.  Such 
collaboration can help CSIRTs reduce incident response time 
and provide accurate solutions to incidents.  Providing infor-
mation about past experiences and skills also fosters the forma-
tion of  trust within and between teams (See Chapter 9, “Trust 
in Teams and Incident Response Multiteam Systems”). Thus, 
SKUE---knowing who knows what—is a very important driver 
of  CSIRT performance.

8.3 Project Findings
In 80% (37 out of  46) of  the focus groups we conducted,  CSIRT 

members and managers indicated that knowing who had what ex-
pertise on the team was among the most important team and MTS 

attributes for CSIRT effectiveness.  These focus group participants 
noted that such knowledge helped incident responders identify the 
nature of  unusual events, triage them faster, and develop effective 
solutions.  Our interviews indicated that successful teamwork (within 
and between teams) in response to an incident began with the identi-
fication of  people who had the most appropriate expertise to work on 
that particular incident.  Figure 8.1 summarizes data from our focus 
groups indicating how often SKUE was mentioned as important in 
different types of  CSIRTs and MTSs.   

We also found confirmation of  the importance of  SKUE for cyber-
security incident response through a survey distributed to approximate-
ly 90 cybersecurity professionals.  The survey asked these professionals 
to rate 46 knowledge, skills, abilities, and other attributes (KSAOs) 
on their importance for performing well as a cybersecurity incident 
response analyst.  In that survey, “knowing what other team members 
know” was rated as important by 73 of  87 (84%) individuals. 

8.4 Developing Shared 
Knowledge of Unique 
Expertise
In the following section, we provide exercises and recommenda-

tions for developing or increasing SKUE.  These exercises and 
recommendations are based on the background information 

Figure 8.1 Focus Group Support for SKUE 

❞

❝So if I have expertise in cryptography, 
for example, they’ll send me in that 
role, if I’m available, of course.  But if 
it’s more about infrastructure, maybe 
they will find someone else ...We have 
specialists all over the place.

~ CSIRT Member   
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and findings by our project team described in the previous sec-
tion.  Please use the assessment exercise at the beginning of  this 
chapter to evaluate the effectiveness of  SKUE in your CSIRT, 
and to help you determine the best strategies to improve your 
team. 

8.4.1 STRATEGY 1: ESTABLISH 
KNOWLEDGE TOOLS (E.G. INFORMATION 
BOARD, KNOWLEDGE MAP) THAT 
DISPLAY MEMBERS' EXPERTISE, 
KNOWLEDGE, SKILLS, AND EXPERIENCES 

Effective problem-solving in teams is dependent upon the 
creation and sharing of  knowledge around particular incidents 
(Nemeth, O'Conner, Klock, & Cook, 2006). Knowledge tools 
are visual representations of  team expertise designed to facili-
tate the creation and sharing of  knowledge in teams (Chapter 7, 
“Collaborative Problem-Solving in Incident Response”; Rentsch, 
et al., 2010). Knowledge tools can include information boards (either 
virtual, to accommodate virtual team members, or physical), and 
knowledge maps or knowledge banks. 

An information board allows all members with access to 
see information posted by other team members that is either 
incident-related or expertise-related. Information boards can also 
be used to track different phases of  incident resolution.  Such 
information boards can also be established or adapted to include 

the expertise and unique functions of  different teams within a 
CSIRT MTS.  These boards would map out the particular knowl-
edge possessed by the different component teams, and the purpos-
es of  these teams in different phases of  incident response.  The 
completed information board is then distributed to all team leads 
in the CSIRT MTS.

In knowledge maps and banks, each team member’s expertise 
is gathered, mapped out, and distributed to the entire team, so 
that all team members are aware of  what they know as a team 
and what each team member knows individually.  For example, 
expertise could include information about team members’ 
familiarity with certain tools (e.g., applications,  programming 
languages).   Knowledge maps help team members to identify 
important knowledge in teams and navigate where to find certain 
knowledge among people, documents or databases (Davenport & 
Prusak, 1998).  See Figure 8.2 for a sample knowledge map that 

❝

❞

Interviewer: How do you get to know 
what everyone knows? 
CSIRT Member: We have it written down 
on paper explicitly.

  

Member 1:
Specific intruder- 

developed exploit tools

Member 2:
Specific programming or 

scripting languages
Member 3:

Extensive knowledge of 
important applications

Team A

Figure 8.2 Example of a Team Knowledge Map Depicting Members of a Team and Their Areas of Expertise (or Specialist 
Skills)

❝

❞

We made explicit whose responsibility 
it is to maintain an active view on 
certain subjects.  So we know that this 
person is expected to know about this 
or expected to know about that, so 
whenever something comes up we know 
to whom to turn.  And because we have 
these active discussions on who will 
be the person in charge of this or that 
subject, so in that sense we do know 
very accurately who we can contact.

  ~ CSIRT Member
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indicates the distribution of  member expertise about different 
client types.  Lastly, team members will feel comfortable sharing 
their expertise, experiences, or lack thereof, in a trusting environ-
ment (See Chapter 9, “Trust in Teams and Incident Response 
Multiteam Systems"). 

Aside from individual knowledge and expertise, MTSs can also 
use knowledge maps to document each team’s area of  expertise/
function. This can be broken out further if  members within teams 
have their own areas of  focus.  Below, we provide recommenda-
tions for using knowledge tools in teams and MTSs.

Recommendations for Use:  
We recommend the following when implementing a knowledge 

tool:
 • Collect information about team members’ educational 

and professional training background. Such information 
could include, but is not limited to, areas of  specialization 
acquired, expertise and familiarity with certain software 
programs, programming languages, prior experiences 
with different types of  stakeholders, and prior experience 
with specific malware (e.g., worms, viruses).

 • Ask team members to indicate both the areas where 
they have expertise and those where they require more 
knowledge. 

 • Share collected knowledge and knowledge gaps with all 
team members.

 • Evaluate the distribution of  knowledge within a team 
and coordinate the assignment of  specific knowledge 
subjects to team members.

 • Encourage team members to make use of  existing knowl-
edge tools when needing information.

 • In a CSIRT MTS, collect similar information about 
the different component teams. Evaluate the distribu-
tion of  knowledge across the MTS, and coordinate 
assignment of  specific knowledge areas to particular 
teams.

To maximize effectiveness, we recommend that these guides be: 
 • Developed at earlier rather than later stages in building 

a team
 • Updated on a regular basis, or, at least, whenever 

members join the CSIRT, leave the CSIRT, or acquire 
new knowledge and expertise (e.g. complete additional 
training).  

Effectiveness Evidence:
Research has demonstrated the effectiveness of  information 

boards, both virtual and physical, and knowledge maps for increas-
ing SKUE and improving subsequent collaborative problem-solv-
ing.  Teams trained in the use of  such boards had 12% more 
knowledge of  other team members’ roles than teams who were not 
trained (Rentsch et al., 2010); teams that used knowledge maps to 
acquire background information about team members had 36% 
more accuracy of  SKUE, and team member agreement about 
the skills each member possessed increased by 138% (Schreiber & 
Engelmann, 2010). 

The use of  information boards during team training exercis-
es resulted in members sharing 68% more unique information 
than teams without information boards (Rentsch, et al., 2014). 
Teams receiving handouts of  each member’s skills made 29% 
fewer mistakes, and recalled 36% more information about 
other’s roles,  in comparison to  teams that did not use such 
maps (Moreland & Myaskovsky, 2000). 

8.4.2 STRATEGY 2: TRAIN TEAM MEMBERS 
IN AREAS OTHER THAN THEIR SPECIALTY  

Training team members in roles outside of  their own job 
position is known as cross-training.  Cross-training is a team training 
approach that is widely used in fields such as the military and has 
shown considerable benefits in developing SKUE and improv-
ing team performance (Cannon-Bowers, Salas, Blickensderfer, & 
Bowers, 1998). There are three different methods of  cross-training 
(Cannon-Bowers, et al., 1998). Each of  these methods can be used 
within or between teams in CSIRTs.

Lecture/Presentation
The first form of  cross-training involves communicating, or 

presenting to others, aspects of  your knowledge or your functional 
roles and responsibilities (Cannon-Bowers, et al., 1998). This can 
take the form of  a weekly, bi-weekly, or monthly meeting and can 

❝

❞

Everybody in the team is responsible for 
one topic to kind of research and does 
an article, and then does a presentation 
to the rest of the group.

  ~ CSIRT Member

❝

❞

We also encourage the analysts to cross-
train.  What we call cross-pollination. 
And we have our first series of analysts’ 
presentations.... We give them a huge 
list of things they can choose from. Is it 
sequel injections, cross-eyed scripting, is 
it buffer overflows, is it S cell reception, 
and so on? And then they have to give 
a presentation to the whole group and 
basically train us on what it is.  And we 
try to do that once a quarter.

  ~ CSIRT Member
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involve presentations by one or several team members. Such presen-
tations should occur especially after completion of  new projects.  
When team members (or teams) gain knowledge by working on new 
types of  projects or incidents, passing such information on to the 
rest of  the CSIRT keeps SKUE fully updated.  Also, after-action 
reviews that occur following major events can facilitate team learn-
ing contributing to growth of  SKUE (see Chapter 11, “Continuous 
Learning in Incident Response”). 

Presentations can be designed around one or more of  the 
following areas:

 • An illustration of  what the individual knows about the 
topic area; 

 • How the individual accomplishes tasks and roles in his/
her job;  

 • Descriptions of  concepts, ideas, tools, and software that 
might be new to other team members; 

 • New strategies and solutions learned from other formal 
training; and/or

 • An overview of  a new project a team member has been 
working on.

In an MTS, such presentations can include the knowledge, 
purpose, and expertise of  different component teams.

Job Shadowing
Team members, particularly novice members, can acquire 

new knowledge by shadowing other experienced members to 
learn what they do, what their unique areas of  expertise are, 
and what approaches they take to particular kinds of  problems. 
This “hands-on” form of  cross-training is called job shadowing 
(similar to positional modeling; Cannon-Bowers, et al., 1998). 
Based on feasibility, CSIRT members can shadow jobs of  
members within their team or of  other teams with whom they 
might work (e.g., a new member of  the incident response team 

shadowing an experienced member of  the forensics or threat 
intelligence team). Job shadowing allows greater SKUE as team 
members see the actual functions that other members perform. 
They can visually understand the motions that other members 
go through in their daily jobs and understand the constraints 
they may operate under. This approach to SKUE development 
also allows members from different teams to communicate and 
collaborate more effectively, as they “understand one another’s 
language.”

To implement this strategy effectively, CSIRT managers should:
 • Require new members to observe a certain number of  

experienced members performing their jobs. 
 • Urge experienced members to act as informal mentors 

and coaches, explaining how they approach particular 
problems.

 • On a regular basis, encourage members to observe 
behaviors of  other team members for different kinds 
of  problems and incidents so that all members see a 
full range of  expertise possessed by the entire team. 

 • Use incidents that are escalated as “teachable moments,” 
such that senior analysts instruct junior analysts on how 
to handle such incidents in the future.

In a CSIRT MTS, such job shadowing can extend to embedding 
an individual within another team.  Indeed, in some of  our focus 
group interviews with CSIRT managers, managers indicated use 
of  these approaches to help their teams understand each other and 
collaborate better.

Position Rotation
The final form of  cross-training, which is more indirectly 

related to SKUE, is position rotation. Position rotation refers to 
having individuals temporarily assume the roles of  other team 
members in order to gain better insight into the kinds of  issues 
and problems they confront (Cannon-Bowers, et al., 1998). As 
with job shadowing, more experienced team members should act 
as informal mentors and coaches, explaining how they approach 
particular problems to team members who are (temporarily) 
assuming their jobs. 

Through position rotation, CSIRT members are given the 
opportunity not only to learn more about others’ responsibilities 
and expertise, but also advance necessary skills needed to perform 
well at their own position. Position rotation gives the deepest 
understanding of  another CSIRT member’s role.

Position rotation is the most resource intensive cross-training 
method to implement, as it requires a greater amount of  time, 
flexibility, and room for error. This strategy is recommended for 
CSIRTs who have a need for members who can perform multiple 
different roles on demand. Smaller CSIRTs who must collapse 
several team functions across individuals may particularly benefit 
from this strategy. CSIRT managers can supplement the first 
two types of  cross-training with position rotation to ensure team 
members are better trained to step into another’s role. 

To implement this strategy, CSIRT managers should meet the 
following conditions:

❝

❞

We will encourage them to work 
throughout the different areas of security 
so that they can also experience some of 
the other teams and get an idea of where 
they want their career paths to go. 

~CSIRT Manager  

❝

❞

They just kind of shadow him when the 
SOC rotates to the CSIRT for a period 
of time. For example, the engineer sits 
on the main [floor], and the level one 
analyst sits behind him and watches it. 
So I did it two hours every two weeks.

  ~ CSIRT Member
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 • Only a small fraction of  members should be allowed to 
rotate positions, while keeping the majority of  members 
performing their core tasks;

 • Assumed roles should be in a related field and a moderate 
"stretch" for individuals (rotating someone to a position 
that is too challenging can be detrimental to confidence 
and result in costly errors for the CSIRT); and

 • More experienced members should be available to 
guide individuals that are assuming their role to ensure 
that costly mistakes are not made that negatively affect 
CSIRT performance.

Effectiveness Evidence:
Research has supported the effectiveness of  these cross-training 

strategies.  The following conclusions are from several studies with 
several different types of  teams:

 • Teams that sought and gained information about each 
member’s responsibilities in relation to their own respon-
sibilities were able to increase SKUE by 12% (Pearsall, 
Ellis & Bell, 2010). 

 • Learning about and practicing other roles accounted for 
19% of  knowledge of  other team member’s roles (Gorman, 
Cooke & Amazeen, 2010). 

 • Observing others perform their roles led to 39% more 
knowledge of  those roles than those who did not observe 
others (Smith-Jentsch, Salas, & Baker, 1996). 

 • Training team members how to perform a task led 
to 66% higher SKUE when they were all trained as a 
group and could see one anothers’ roles, compared to 
training individuals to perform their roles independently 
(Moreland & Myaskovsky, 2000). 

 • Practicing other team members roles accounted for an 
increase of  23% in members’ teamwork knowledge 
(Gorman, Cooke, & Amazeen, 2010).

 • Position rotation also significantly improved teamwork 
behaviors by 11%, and the extent to which team 

members volunteered information by 41% (Volpe, 
Cannon-Bowers, Salas, & Spector, 1996). 

 • Position rotation decreased time needed for members to 
access information by nearly 50% (Cannon-Bowers, et 
al., 1998).

8.5 Summary 
The findings from our project focus groups and surveys in-

dicated that SKUE was quite important for collaboration 
in incident response.  Along with trust and other drivers of  

CSIRT performance such as communication (Chapter 5, “Com-
munication Effectiveness in Incident Response”) and information 
sharing (Chapter 6, “Information Sharing Effectiveness in Inci-
dent Response”), knowing what others members across compo-
nent teams know quickens the incident response process, includ-
ing the identification and mitigation of  threats. In this chapter, we 
described strategies that managers and leaders can use to increase 
SKUE within and between teams. Leaders of  effective CSIRTs 
have suggested that these strategies were important to them for 
shaping well-rounded teams and team members.  

❝

❞

Because we have one guy that we took 
from [another group], an extremely 
talented analyst.  And he right now is 
working with the other analysts to teach 
them about application level coding….  
that helps give them a more well-
rounded approach. That's also why we 
change shifts every three months, is so 
they experience the different analysts, 
and they can all benefit from the different 
skills.

~CSIRT Leader  
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Chapter Nine
Trust in Teams and Incident 

Response Multiteam Systems 

Key Themes  
 ➪ CSIRTs benefit when team members feel comfortable that each person can 

successfully perform their required tasks and have good intentions on behalf of 
the team.  

 ➪ High levels of trust in teams and MTSs will facilitate quicker and more effective 
collaboration in CSIRTs.

 ➪ Team members are more likely to share their experiences and expertise with 
other team members in a trusting environment.

 ➪ Leaders can increase team and MTS trust by creating a climate where team 
members feel safe to share their ideas and opinions.

❝

❞

Trust can be one of the biggest obstacles to enhanced and effective 
communication between CSIRTs but also between CSIRTs and 
other stakeholders. Lack of trust between stakeholders can lead 
even to lack of sharing security incident information.

  ~ Bada, Creese, Goldsmith, Mitchell, & Phillips, 2014, p. 14
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9.0 Introduction
Trust between members in a CSIRT is one of  the most important 

factors for successful collaboration in incident response. Indeed, 
team and multiteam system (MTS) trust are among the key 

metrics for determining overall CSIRT performance and effectiveness 
(see Chapter 3 “Measuring and Evaluating CSIRT Performance”).  
Much of  collaborative problem-solving (CPS) relies on the percep-
tion that team members can be trusted to keep their word, perform 
their duties successfully, and maintain good intentions (Cook & Wall, 
1980). Likewise, information sharing and collaborative problem-solv-
ing between teams and organizations rests firmly on perceived levels 
of  trust (Bada, Creese, Goldsmith, Mitchell, & Phillips, 2014).  Trust 
becomes especially important for CSIRTs in high-severity situations 
where threat mitigation is contingent upon coordination of  the actions 
of  all team members and there is little time to question the choices and 
actions of  other members (Kozlowski & Ilgen 2006). 

9.1 Assessing Team Trust 
AThe following assessment exercise is designed to provide 

managers with a diagnostic tool in order to evaluate how 
well the CSIRT, inidividuals, or component teams within 

the CSIRT MTS trust one another. This will help determine the 
social maturity of  the CSIRT (See Chapter 2, “The Social Matu-
rity of  CSIRTs and Multiteam Systems,” for additional informa-
tion). Based on the responses to this assessment exercise, managers 
can determine whether they would benefit from the strategies of-
fered in this chapter. Managers should consider the time and re-

sources required to implement these strategies relative to the need 
for improvement.

Assess how your CSIRT is functioning in this area by respond-
ing to the assessment exercise on a 1-5 scale where 1= Strongly 
Disagree, 2= Disagree, 3= Neither Agree nor Disagree, 4= Agree, 
5= Strongly Agree. 

9.2 Background
Organizational scientists have defined the following el-

ements of  team trust (see Figure 1) (Bromily & Harris, 
2006; Cook & Wall, 1980; Mayer, Davis, & Schoorman, 

1995; McAllister, 1995; Zaccaro, Weis, Hilton, & Jeffries, 2011):
1. Assumptions of  individual and team competence – 

beliefs about members’ capabilities to accomplish the 
work of  the team, even when the tasks are difficult or 
unclear; 

2. Dependability and reliability  – members can be count-
ed on to keep their word;

3. Honesty and openness in communication - members 
and teams are transparent in their communication with 
one another; and

4. Mutual caring and support – members and teams can 
be counted on to provide support in times of  stress. 

GO TO PAGE 154 FOR 
STRATEGIES FOR CSIRT MANAGERS

ASSESSMENT EXERCISE
1. My team members feel confident about the competence of other members.

2. My team members feel comfortable relying on each other when resolving tough incidents.

3. My team members feel comfortable admitting mistakes or seeking advice without worrying about being judged or 
evaluated.

4. My team members share learning opportunities with other members.  

5. My team members talk freely with each other about problems they are having resolving incidents.

6. My team members bring up tough problems and issues with each other.  

7. Members of my team manage differences of opinion without creating tension.

8. Members of my team resolve disagreements about incident mitigation.

9. Members of my team are comfortable having debates about different approaches to incident mitigation.

10. Tension and anger are well managed among members of my team.

11. My team feels confident about the competence of other teams in a CSIRT MTS.

12. My team members feel comfortable relying on other teams in the CSIRT MTS when resolving tough incidents.

13. My team members share learning opportunities with members of other teams in the CSIRT MTS.

14. Members of my team talk freely with members from other teams in the CSIRT MTS about problems they are having 
resolving incidents.

15. Team members bring up other tough problems and issues with members of other teams in the CSIRT MTS.

16. My team manages differences of opinion with other teams in the CSIRT MTS without creating tension.

17. Tension and anger are managed well between teams in my CSIRT MTS.
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As suggested in Figure 1, trust in teams can range in levels of  
intensity (Zaccaro, et al., 2011).  Assumed competency reflects the 
basic level of  quick forming trust among team members.  However, 
as members experience greater numbers of  successful experienc-
es, such trust grows to include expectations of  dependability and 
reliability.  Further interactions that fulfill such expectations promote 
inferences of  honesty and transparency.  Finally, as team members 
experience repeated stress episodes and learn they can count on one 

another, deep trust, based on mutual caring and support, develops.  
A key task for CSIRT managers is to facilitate this progression by 
first developing quick trust among team members, and then creating 
the conditions for deeper levels of  trust. 

For CSIRTs, trust can exist at multiple levels, including:
 • Trust between CSIRT members
 • Trust between CSIRT leaders and subordinates
 • Trust between teams in an MTS
 • Trust between organizations

While the facets of  trusts should apply at each of  these levels, 
structural and institutional barriers can impair development of  
deeper levels of  trust.  Different teams in an MTS or elsewhere 
in an organization may have different missions and functions that 
can produce inter-team conflict, reducing perceptions of  transpar-
ency and mutual caring (see Chapter 2, “The Social Maturity of  
CSIRTs and Multiteam Systems”).  Moreover, different organiza-
tions may have policies in place that mandate careful disclosure 
and restrict other key types of  information from being shared 
outside of  the organization.  Thus, the formation of  deeper levels 
of  trust becomes more difficult with others outside of  the team.

We have described two types of  trust that can develop depending 
on how much interaction members have with one another.   Swift, 
or quick, trust develops after a series of  initial and limited inter-
actions.  Deep trust emerges from a sustained pattern of  interac-
tions.  Managers can use a range of  strategies described later in this 
chapter to develop both forms of  trust.

Figure 9.1 Facets of Trust (Sources:  Bromily & Harris, 2006; Cook & Wall, 1980; Mayer, Davis, & Schoorman, 
1995; McAllister, 1995)

Assumed 
Competence

Dependability
and Reliability

Honesty and
Transparency

Mutual Caring
and Support

Members and teams are trans-
parent in their communication 
with one another.

Members and teams 
can be counted on to 
support one another 

in times of stress. 

Members can be 
counted on to 

keep their word.

Beliefs about members’ 
capability to accomplish the 
work of the team, even when 
the tasks are difficult or 
unclear.

Facets of Trust

A successful performance to me is doing what 
you promised and in combination with doing 
what is your responsibility.  So in an incident 
environment you have a lot of work that 
you cannot anticipate but you can still make 
agreements to your team members about 
other actions you are going to carry out.  
So if you promise to do something, I think 
that people should stick to that promise.  If 
you have a situation that things change, you 
communicate about it.  I think it is most 
important in any organization.
    CSIRT Member

❝

❞
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9.2.1 SWIFT TRUST 
Swift trust refers to the initial level of  trust that forms in 

teams in which members have little or no experience working 
together (Meyerson, Weick, & Kramer, 1996).  Such trust forma-
tion becomes particularly critical in early stages of  new CSIRT 
formation, when there is a high need to begin acting as a team 
immediately and little time to engage in longer-term trust building 
interactions.  Swift trust formation also needs to occur in ad hoc 
CSIRTs where unfamiliar members come together for a short time 
to resolve a specific incident.  Likewise, organizational scientists 
have noted that swift trust is often particularly necessary in both 
virtual and global teams (Crisp & Javenpaa, 2013; Germain, & 
McGuire, 2014).  

Swift trust formation is important in newly formed, ad hoc, 
virtual, or global CSIRTs because members generally have 
had few opportunities to gain sufficient knowledge of  each 

member’s background, experiences, and areas of  expertise.  
When CSIRTs are dispersed or composed of  members and 
teams in different physical spaces (or working in different time 
zones), the lack of  face-to-face interaction inhibits acquisition 
of  such knowledge (Germain, & McGuire, 2014).  This diffi-
culty is compounded when virtual teams also include members 
from different countries, especially those in which cultural 
values constrain exchange of  personal or background infor-
mation (Zakaria & Yusof, 2015). The lack of  knowledge about 
members’ backgrounds and expertise impairs the development 
of  competency perceptions.  When members share certain 
experiences or skills, they perceive one another to be competent 
and capable of  doing their jobs. In later phases of  teamwork, 
initial judgments based on knowledge of  backgrounds or compe-
tence are confirmed or revised as members interact more close-
ly.  Likewise, repeated successful interactions provide additional 
information about dependability and reliability, particularly 

about members’ tendencies to keep their word.  At this point, 
deeper trust begins to develop (Adams, Waldherr, Sartori 
& Thomson, 2007).  Thus, a key task for managers in newly 
formed, ad hoc, virtual, and/or global CSIRTs is to ensure 
that members share information about their backgrounds, past 
performances, and functional expertise.  Moreover, they need to 
set very clear expectations and norms about members adhering 
to their word and following up on promised actions.

9.2.2 DEEP TRUST
When team members have had enough interactions to make 

accurate judgments about the competence and dependability 
of  others on the team, then deeper forms of  trust begin to form. 
Deep trust is a greater level of  trust that forms when team members 
communicate frequently, perform their roles successfully, and demon-
strate their good intentions on behalf  of  the team (McAllister, 1995).  
Additional and more frequent interactions begin to provide infor-
mation about the honesty and openness of  fellow members.  When 
interactions occur in demanding contexts, and members engage in 
“back-up behaviors” to help others cope with increased stress and 
workloads, then trust, in terms of  mutual support and caring, emerg-
es.  Back-up behavior refers to a team member’s actions to help out 
other members; these actions can take the form of  coaching others, 
assisting them on the task, and, when necessary, stepping in and 
assuming responsibility for task accomplishment (Marks, Mathieu, 
& Zaccaro, 2001).  When such behaviors occur in a psychological-
ly safe environment (see Section 9.2.3), members learn they can 
depend on the help and care of  their fellow members in stressful 
circumstances.  Likewise, greater openness and honesty among team 
members, as well as demonstrations of  caring and support, create a 
team climate where team members become more comfortable in 
giving advice, seeking and offering help, sharing experiences, and 
admitting mistakes (Evans, Cianciolo, Hunter,  & Pierce, 2010).  

9.2.3 TEAM CLIMATE
A trusting climate in a team, MTS, or organization promotes 

what organizational scientists refer to as psychological safety 
(Edmondson, 1999).  When teams are high in psychological 
safety, members share the belief  that they will not be ridiculed for 
offering unusual and novel suggestions or ideas. Thus, one of  the 
hallmarks of  psychological safety is that it facilitates the willing-
ness among team members to offer unique ideas and advice about 
team problems (Edmondson & Lei, 2014). Psychological safety 

❝

❞

Trust is key. You really need to see 
people and talk to people to earn trust, 
and you also get a feeling of what kind 
of organization they actually work for. 
So if you can trust them if they come 
to you, and that's why we invest a lot in 
community outreach.

  ~ CSIRT Member

❝

❞

The problem [or] the challenge is to 
have trust within a group.  And you do 
that, I do that by 1) setting an example.  
What do I do myself?  And 2) looking 
each other in the eyes and talk about 
things that are often there or should be 
there.

  ~ CSIRT Member

❝

❞

But yeah, trustworthiness of information, 
especially information that's contradictory to 
other things you're reading, yeah, that's an 
important question and I will definitely trust 
it more if it comes from a trusted source.

  ~ CSIRT Member
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also enables team members to feel comfortable admitting mistakes 
without the fear that the team will react negatively (Edmondson, 
1999), a major factor in fostering team learning (See Chapter 11, 
“Continuous Learning in Incident Response”). Open dialogue 
about mistakes helps teams learn proper actions for future similar 
incidents.  Psychological safety creates the space for such dialogue. 
Accordingly, for both collaborative problem-solving and team 
learning, a key task for CSIRT managers is to use particular strate-
gies and leadership behaviors to foster a strong sense of  psycholog-
ical safety in their team (See Chapter 7, "Collaborative Problem-
Solving in Incident Response," and Chapters 11, "Continuous 
Learning in Incident Response").

Conflict and Trust
Team trust is also a key component in conflict management.  As 

we noted in Chapter 7, “Collaborative Problem-Solving in Incident 
Response,” collaborative problem-solving in knowledge work teams 
entails exchange and evaluation of  ideas.  However, research has 
shown that without trust, a debate about ideas can become more toxic 
and turn into high interpersonal conflict in the team or MTS (Simons 
& Peterson, 2000).  Such conflict can further damage any existing trust 
ties.  Creating a psychologically safe environment for such debates can 
help prevent this from happening.  However, when a debate about 
ideas does become heated and begins to be more destructive to the 
team, managers should engage in the following actions (Gebelein, et 
al., 2010; Eunson, 2007; Rahim, 2015; Raines, 2012):

 • Insist on civil tones and exchanges.  If  team members 
are getting angry with one another in a debate, stop the 
discussion and call a “time-out” until everyone cools 
down.  If  necessary, talk to the individual members 
involved to redirect their energy away from attacking the 
other members.

 • Help the team reframe the argument, by reminding them 
that critiquing an idea is not the same as criticizing the 
person who offers the idea.  Bring the focus of  the discus-
sion to the task and away from particular persons.

 • Focus the discussion on the central and common goal – 
on what is important for the team as a whole.

 • Avoid competition among team members – this is collabo-
rative problem-solving, not competitive problem-solving.

 • Help identify information gaps.  For example, ask dissent-
ing members, “you feel strongly about X, can you tell me 
why?”

 • When members are arguing from very different points of  
view, ask them to take on and consider the issue from the 
other member’s perspective.

 • Ensure that members are actively listening to one another 
instead of  forming their own responses while the others 
are talking (stop “yes, but…” dialogues).  Ask members to 
summarize the points of  others in the discussion.

 • Set rules on how teams will reach decisions (supermajor-
ity of  2/3 or 3/4 of  members agreeing; majority rule).  
Avoid full consensus rules, if  possible.  Make sure all sides 
are fully heard before implementing decision rule.

These strategies can support a psychologically safe environment 
and prevent a disagreement about ideas from blowing up into a 
full-scale and destructive argument in the team.  For MTSs, these 
strategies can be used among teams working together.  When the 
debate occurs among representatives of  the teams (instead of  
among all members of  the MTS), they need to ensure that they 
keep their teams informed of  the discussions and manage any 
reactions from the team.  If  possible, they should bring more than 
one key representative from the different teams to MTS discussions 
about conflicting ideas.

9.2.4 TRUST BETWEEN TEAMS, 
ORGANIZATIONS AND EXTERNAL 
PARTIES

The implications of  trust (or the lack thereof) extend to the interac-
tions between teams, organizations, and external stakeholders.  Indeed, 
“trust can be one of  the biggest obstacles to enhanced and effective 
communication between CSIRTs but also between CSIRTs and other 
stakeholders” (Bada, et al., 2014, p. 14).  Inter-organizational trust is a 
collectively held trust belief  toward another organization and develops 
from two sources: (1) each organization’s reputation, and (2) the degree 
of  similarity in operational values and attitudes across the cooperating 
organizations (Ybarra & Turk, 2009).

The foundations of  inter-team and inter-organization trust are 
the same ones noted in Figure 1 for team trust:

 • Assumption that another team or organization has the 
competence to accomplish its part of  a shared mission;

 • Belief  that another team or organization will keep its 
word and follow through on promised actions;

 • Perception that another team or organization is being 
transparent in its communications and actions; and

 • Belief  that another team or organization will provide 
support for your team and organization in stressful or 
threatening circumstances.

When these conditions are met, information sharing between 
teams and organizations can be quite fluid and frequent (See 
Chapter 6 on “Information Sharing Effectiveness in Incident 

❝

❞

…first, the team is known within the 
organization and the team actually 
knows other teams within the 
organization.   That is the first thing.  
Another thing is that the subjects that 
we work on, people are afraid.  People 
do not want to share, so another aspect 
is that you need to be personal...It is 
very important that people actually 
know who you are.

  ~ CSIRT Member
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Response” for more information).  However, several common 
barriers to these conditions exist that often prevent necessary 
levels of  trust between teams and organizations (Ruefle, Dorofee, 
Mundie, Householder, & Murray, 2014).  First, teams and organi-
zations rarely interact enough to gain assumptions of  competence, 
or, particularly, a sense of  how well other companies can safeguard 
and securely handle sensitive information.  Second, competitive 
pressures create mixed motives that may interfere with promises to 
share information.   While companies may have a common goal for 
information sharing, they each may have other goals that conflict 
with such cooperation.  Third, such pressures, as well as a fear of  
negative publicity, may cause other teams and organizations to be 
less transparent and open in their information sharing.  Likewise, 
organizational regulatory policies may prevent full disclosure of  
certain kinds of  information.  Finally, a natural tendency toward 
self-preservation reinforced by internal pressures to “put one’s 
team or organization first” can reduce inter-team and inter-orga-
nizational support during stressful or threatening circumstances.

Organizations in cybersecurity have developed a number of  
control mechanisms to facilitate trustworthy connections and 
information sharing.  These include Trusted Introducer (Dufková, 
2013; Skierka, Morgus, Hohmann, & Maurer, 2015), identity 
assurance programs (National Academy of  Science & The Royal 
Society, 2015), trustworthiness ratings, and the Authentication – 
Authorization – Accountability model (MACCSA, 2013).  These 
strategies may be helpful in establishing competence and reliability 
facets of  trust.  However, organizational scientists have argued that 
such compliance mechanisms are “weak, impersonal substitutes” for 

the levels of  deeper trust necessary for collaborative problem-solv-
ing between teams and organizations (Mayer, et al., 1995, p. 710).  
Instead, these mechanisms, which are useful for swift trust, should be 
augmented with strategies that establish greater familiarity and ties 
with individuals across teams and organizations (Bada, et al., 2014).

9.3 Project Findings 
Trust and psychological safety were mentioned as critical for 

CSIRT effectiveness in 72% (33 of  46) of  our interviews 
with CSIRT members and leaders.  Likewise, in a survey of  

the top attributes needed for CSIRT effectiveness, 97.6% of  cyber-
security experts reported that the extent to which team members 
can be counted on to follow through on promises and complete 
tasks was particularly important for CSIRT performance. These 
data indicate that CSIRT members consider trust to be an import-

❝

❞

Interviewer: How do you get to know 
what everyone knows? 
CSIRT Member: We have it written 
down on paper explicitly. 
Interviewer: You have explicitly what 
each person knows? 
CSIRT Member: Yeah, well, what their 
specialties and areas.

  

Figure 9.2 Focus Group Support for Trust by CSIRT Type.
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ant factor for threat mitigation and incident resolution.  
Figure 9.2 shows the percentage of  analysts and managers in our 

focus group interviews that identified trust as an important attri-
bute in their CSIRTs.  These are aggregated by type of  CSIRT. 
Interestingly, CSIRT managers and leaders across all different 
types of  CSIRTs identified trust as important to CSIRT effec-
tiveness with the notable exception of  those in fee-based services 
provided by managed security service providers. This finding may 
reflect that managed security service providers are contracted to 
provide a limited set of  functions that do not include the same need 
for trusted relationships as other CSIRT types, or, in contrast, may 
reflect a deficiency by such services to emphasize the importance 
of  trust.  Much more data would need to be collected to under-
stand the reason for this particular finding and to see if  this finding 
would generalize to other managed security service providers that 
were not included in this research. However, most managers across 
different CSIRT types can benefit from the recommendations 
presented in the next section. 

9.4 Developing Team Trust
In this section we provide exercises and recommendations relat-

ed to building trust in teams, MTSs, and between organizations.  
Please use the assessment exercise at the beginning of  this chap-

ter to evaluate the level of  trust in your CSIRT, and to help you 
determine the best strategies to improve your team.

9.4.1. STRATEGY 1:  PROVIDE STRUCTURED 
OPPORTUNITIES FOR CSIRT MEMBERS 
TO LEARN ABOUT THE EXPERTISE, 
EXPERIENCES, AND FUNCTIONAL 
BACKGROUNDS OF OTHER MEMBERS 

When CSIRTs are newly formed, or when members have not previ-
ously worked together, building perceptions of  shared competence is 
an important first step in developing team trust.  Disclosing unique 
skills and experiences helps to demonstrate that all team members 
are competent in their roles.  In Chapter 8, “Shared Knowledge of  
Unique Expertise,“ we presented several strategies for facilitating the 
sharing of  unique expertise (SKUE) among CSIRT members.  These 
include use of  (a) information boards, (b) knowledge maps and banks, 
and (c) cross-training in the form of  member lectures/presentations.  
While each of  these strategies can boost the development of  SKUE 
in teams, they also facilitate trust development in terms of  perceived 
competence.  The use of  information boards and knowledge banks 
are particularly effective when new or ad hoc CSIRTs have members 
who are geographically and globally dispersed. 
Recommendations for Use:

Managers should encourage team members to engage in frequent 
interactions and informal conversations in which they exchange infor-
mation about the following: backgrounds, work experiences, and (some) 
personal information that emphasizes common interests. This infor-
mation exchange gives each person the knowledge they need to create 

perceptions of  trust in their teammates. These interactions also help 
create a team identity. From these interactions, teammates should be able 
to gather relevant information regarding teammates’ work-related skills, 
abilities, motivations, and habits (Jarvenpaa, Knoll, & Leidner, 1998). 
Effectiveness Evidence

Research has demonstrated the effectiveness of  providing 
background information about members for developing swift trust.  
In a military setting, when team members received information 
on other team members’ backgrounds (e.g., military unit) during 
a pre-brief  (See Chapter 7, “Collaborative Problem-Solving in 
Incident Response,” for a definition and more information on 
pre-briefing), their perception of  those members’ trustworthiness 
was 8% higher when backgrounds were similar than those who 
received no information (Adams, et al., 2007). Overall team trust 
was also 8% higher (Adams, et al., 2007). In another study of  team 
members working in global virtual teams, providing members with 
information of  each other’s backgrounds contributed to perceptions 
of  competence by 14% while also contributing to positive impres-
sions of  member integrity by 9% (Jarvenpaa et al., 1998).

9.4.2. STRATEGY 2:  ESTABLISH CLEAR 
INDIVIDUAL AND TEAM GOALS, ROLES, 
AND PERFORMANCE STANDARDS

A related strategy for developing perceptions of  shared compe-
tence is for managers to set unambiguous team goals and ensure 
that members have a clear sense of  these goals, their roles in 
meeting these goals, and the performance standards that indicate 
goal accomplishment.  This strategy can also strengthen the basis 
for increased dependability and reliability in the team, as members 
become more familiar with the tasks other members are expected 
to accomplish. Making each member’s role visible to the rest of  
the team helps create a shared understanding of  how the team 
must work together.  Setting goals for individuals and for the entire 
team increases the perception that individual members must rely 
on one another to accomplish the teams’ goal. Sharing a common 
goal with team members that are viewed as dependable increases 
the team’s motivation to achieve these goals. Swift trust can then 
evolve into deeper trust as the team continues to interact effectively 
(Klein et al., 2009). This same strategy can be used between teams 
in an MTS (please see Chapter 2, “The Social Maturity of  CSIRTs 
and Multiteam Systems,” on emphasizing distal goal commitment 
in MTSs).   
Recommendations for Use:

CSIRT managers can use the team chartering strategy 
described in Chapter 5, “Communication Effectiveness in Incident 
Response,” and the pre-briefing strategy described in Chapter 7, 
“Collaborative Problem-Solving in Incident Response,” to estab-
lish member and team roles and to set team and MTS goals.  The 
following guidelines are useful in setting and monitoring goals 
(adapted from Senecal, Loughead & Bloom, 2008):

 • Define the team goals for a specific period of  time (e.g. 
monthly). Ask each member to provide a list of  team 
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goals, actively discuss these goals and collectively select 
the ones that team members agree on as important.

 • Based on the team goals, instruct each member to specify 
their own individual goals. Make sure that team members 
align their individual goals with shared team goals.

 • Meet with the team members on a regular basis to remind 
them of  goals, evaluate progress toward goals, and 
provide feedback.  When giving goal-setting feedback, 
leaders should: 

ڤ  Instruct members to focus on improving skills and 
gaining competence when setting individual as well 
as team goals.

ڤ  Ensure that feedback is provided with the intent of  
developing team members and helping them grow, 
not providing performance reviews or promotion 
decisions. 

ڤ  Encourage members to learn from mistakes and 
build on each other’s ideas to develop strategies for 
improvement. 

Effectiveness Evidence:
Defining and understanding team member roles has been shown 

to increase swift trust in teams and contributes up to 12% to team 
effectiveness (Klein et al., 2009). When teams define and generate 
shared team goals before performing tasks, team cohesion, a factor 
in team trust, improves by as much as 70%, and the degree to 
which members perceive a collaborative and trusting climate in 
the team improves by 88% (Huang, Wei, Watson & Tan, 2002). 
In virtual teams, such activities improves members’ perceptions of  
collaborative and trusting climate by 111% (Huang, et al., 2002). 

9.4.3 STRATEGY 3:  ESTABLISH NORMS 
FOR COMMUNICATION TRANSPARENCY 
IN TEAMS AND MTSS

The first two management strategies in this section help establish 
swift trust and establish the basis for further trust development.  
Deeper levels of  trust begin to occur when managers create and 
enforce a climate for communication transparency.  This climate 
begins with the manager’s own transparency.  Team and MTS 
members look to the leader for expectations of  how they should 
behave (Tyler & Lind, 1992). If  CSIRT managers model openness 
and honesty in their communications with others, then their subor-
dinates will be more likely to do the same.  However, if  managers 
engage in careful disclosure when working with the CSIRT, that 
will create a less transparent climate among their subordinates.

Managers should also enforce a norm for communication trans-
parency by reacting swiftly to violations of  this norm.  If  team 
members display a reluctance to be open in their interactions with 
their colleagues, managers should have a “clearing the air” meeting 
with those particular individuals, with team leads, and, if  necessary, 
with the CSIRT as a whole.  The tone of  such meetings should be 
constructive and supportive, with the purpose of  addressing issues 
that are fostering careful disclosure rather than transparency in 
communications within the team.  

This strategy becomes particularly important when resolving 
transparency issues in an MTS.  CSIRT MTS managers should 
establish norms for transparency between different teams.  When 
such norms are violated, "clearing the air" meetings can occur with 
representatives from each team.
Effectiveness Evidence:

When managers are open, their employees feel their manager 
listens to them, gives fair weight to their ideas, and takes action to 
address their needs or concerns (Detert & Burris, 2007). Management 
openness also decreases any perceived power differential between a 
manager and employee, which creates a psychologically safe climate 
and allows employees to feel safe bringing up risky ideas. Openness 
of  management has been found to influence the communications of  
their employees.  Manager openness contributed 10% to the open 
communications employees exhibited toward managers (Detert & 
Burris, 2007).  Manager openness also contributed 18% to percep-
tions of  psychological safety (Detert & Burris, 2007).  With members 
of  multinational teams, manager openness contributed 23% to team 
members’ perceptions of  psychological safety and 20% to employ-
ee open communications directed at the leader (Tröster & van 
Knippenberg, 2012). It also contributed to 10% of  team member 
commitment (Tröster & van Knippenberg, 2012). 

Another benefit of  communication openness is that it helps 
prevent task-related conflict between team members from becom-
ing interpersonal, or relationship-related. Task conflict that 
becomes personal results in disliking and decreased trust between 
team members. Communication openness contributes 18% to 
trust, but, even more importantly, is that communication openness 
can help prevent both task and relationship conflict from reducing 
trust in teams (Ayoko & Pekerti, 2008). 

9.4.4 STRATEGY 4: UTILIZE 
MANAGERIAL ACTIONS THAT CREATE 
A PSYCHOLOGICALLY SAFE CLIMATE IN 
THE TEAM AND THE MTS

An important element in developing deep trust in CSIRTs 
is managers creating a psychologically safe climate for helping 

❝

❞

'I work to do this.  I'm not sure if the 
policy says I can do this, or I need to do 
this in this way.  Can you help me?'  And 
that's the way things work. And then, 
also, as sort of a control mechanism, 
there is the sort of − you can call it 
a policy incident.  Things tend to go 
wrong in operations, of course.  Things 
tend to go wrong in policy, also, all the 
time.  But I think we have quite an open 
culture in saying things go wrong.

~CSIRT Leader  
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members generate novel ideas, explore new perspectives, and learn 
from mistakes. Working in a “zero-defect” environment constrains 
such contributions and results in less effective CSIRTs.  To create 
a psychologically safe climate, CSIRT managers should ensure 
that team members feel valued. They should encourage them to 
generate the novel ideas that are often necessary to resolve unusu-
al incidents. During all problem-solving stages, the leader should 
include all team members in the process, de-emphasize status 
differences, and convey appreciation for all team members’ ideas 
(Nembhard & Edmondson, 2006). 
Recommendations for Use: 

The following tips are recommended for ensuring a psychologi-
cally safe climate during the phases of  collaborative problem-solv-
ing (Edmondson, 1999; Klein et al., 2009; Nembhard & 
Edmondson, 2006).

 • During team discussion, invite all team members to offer 
opinions, as some might be hesitant to go against the 
majority.

 • Actively try to take on other team members’ perspectives 
(this strategy is also useful when dealing with other teams 
or other organizations).

 • Weight all team members’ ideas equally and consider each 
opinion before coming to a decision (this includes de-em-
phasizing status differences between team members and 
between team members and the leader). 

 • Allow all team members to be involved in decision-mak-
ing (including choosing a solution). 

 • Openly discuss errors and mistakes.
 • Encourage team members to bring up difficult topics and 

reward them (e.g. with praise) for offering new solutions 
or ideas. 

 • Require and reward team members to disclose important 
information or experiences that may prevent mistakes 
and help the team grow as a whole.

 • Display non-defensive responses to questions and 
challenges. 

 • Ensure all members are present when discussing import-
ant information so that everyone remains involved and 
in the loop (this may require video conferencing with 
geographically dispersed teams). 

 • Provide team members with necessary information and 
resources.

Also, the types of  goals that leaders encourage are important for 
developing a psychologically safe CSIRT climate.   In particular, 
managers should foster learning goals in the CSIRT to create a 
climate of  psychological safety. Learning goals encourage members 
to perceive errors as opportunities to learn and promote team trust 
rather than as failures. Thus, they foster greater exploration by 
CSIRT members and can result in greater learning gains for the 
team as a whole.  Chapter 11, “Continuous Learning in Incident 
Response,” provides additional recommendations on creating a 
learning climate in CSIRTs.  

While these suggestions are provided for team psychologi-
cal safety, they apply as well to creating safe climates between 

teams in an MTS.  Managers can employ the above tips when 
members from different teams come together to resolve particular 
incidents.
Effectiveness Evidence:

Specific leader behaviors that reflect inclusiveness and appreciation 
for team member ideas have been found to increase psychological 
safety by 55% (Nembhard & Edmondson, 2006).  Providing team 
members with adequate support and responding in a non-defensive 
manner to questions and challenges has been found to contribute 49% 
and 40%, respectively, to psychological safety (Edmondson, 1999). 

Setting learning goals has also been found to facilitate a psycho-
logically safe environment in the team. In one study, setting learn-
ing goals improved team psychological safety by  an average of  6%, 
team learning behavior by an average of  8%, and performance 
output by an average of   16%, when compared to  team members 
focusing just on performance goals (Ashauer & Macan, 2013). 

9.4.5 STRATEGY 5: CREATE 
OPPORTUNITIES FOR BUILDING STRONG 
SOCIAL CONNECTIONS AMONG CSIRT 
MEMBERS TO SUPPORT CONFLICT 
MANAGEMENT

Both swift trust and deep trust emerge from positive social 
relationships among CSIRT members. Conflict will always occur 
in CSIRTs.  Yet, a manager can minimize the damage to trust that 
conflict can cause by helping the team develop stronger interper-
sonal ties early in the team’s formation.  Such ties can minimize the 
degree to which disagreements about ideas during collaborative 
problem-solving.
Recommendations for Use: 

Leaders can use the following activities to build stronger social 
ties and manage interpersonal conflicts in their CSIRTs.  

 • Provide “ice-breaking” social activities early in the team’s 
formation or as new members join (Abrams, Cross, 
Lesser, & Levin, 2003);

 • Have regular team social activities (e.g., team lunches, 
gaming activities), especially if  teams are not new; and

 • Engage the team (or multiple teams in an MTS) in train-
ing activities that improve conflict resolution strategies to 
handle conflict constructively (Stevens & Campion, 1994). 

Effectiveness evidence: 
Research studies have shown that when teams use conflict 

management strategies to resolve interpersonal issues or confron-
tations, overall team trust is 43% higher (Boss & Mcconkie, 1981). 

❝

❞

We do things like pack bonds, capture 
the flag training efforts, all hands 
meetings on Wednesdays.  This really 
gives the analysts a chance to work 
together, [and] stretch their wings.

~CSIRT Leader  
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Training activities that specifically focus on improving conflict 
management have been shown to lead to 13% higher interper-
sonal trust (Hughes, Rosenbach & Clover, 1983). As Strategy 
3 described above, communication openness prevents task and 
relationship conflict from decreasing trust (Ayoko & Pekerti, 2008). 
Teams comprised of  members who are familiar with each other 
or are friends with one another have 7% greater perceptions of  
team trust climate than teams of  members who are not familiar 
with each other. They also have 6% higher perceptions of  trust-
worthiness and display 7% more cooperative behaviors. These 
differences remain constant across time, from the beginning to 
the end of  a project (Costa, Bijlsma-Frankema & de Jong, 2009). 
Team cohesion (of  which one component is time spent together as 
a team) contributed 50% to organizational trust (Gilbert & Tang, 
1998). 

9.4.6 STRATEGY 6: INCREASE EXTERNAL 
CONNECTIONS AND SOCIAL 
NETWORKING TO FACILITATE INTER-
TEAM AND INTER-ORGANIZATION TRUST

Trust among teams in an MTS can be developed through 
consistent networking across team boundaries.  A similar strate-
gy can build inter-organizational trust by promoting networking 
across organizational boundaries  (Bada, et al., 2014). Indeed, 
such networking is a key element in enhancing CSIRT maturity 
(CSIRT Maturity Kit, n.d.).  Networking can be done at annual 
professional meetings, or regularly scheduled meetings among 
individuals from different organizations who need to work with 
one another (See also Chapter 11, “Continuous Learning in 
Incident Response”).  Appendix H, "Building Informal CSIRT 
Networks to Enhance the Indcident Response Process," provides 
an expanded description of  social networking and the role of  
effective external relationships in CSIRTs.  This appendix 
provides several useful networking strategies. 

9.5 Chapter Summary
The CSIRT community has placed a significant emphasis on 

trust as an important factor for collaboration in incident 
response, one that was confirmed in our project findings.  

Trust within teams, between teams, and between organizations has 
implications for communication, information sharing and all other 
steps in the collaborative problem-solving process. CSIRT teams 
with high levels of  trust facilitate faster threat mitigation with bet-
ter, more novel solutions due to the conditions created by team 
leaders. Leaders and managers can use the strategies in this chap-
ter to foster trust at all levels of  the organization.  CSIRT Manag-
ers should review the material in Chapter 8 on Shared Knowledge 
of  Unique Expertise (SKUE). The recommendations to increase 
SKUE can also foster swift trust in teams. 
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Chapter Ten
Sustained Attention and Focus 

Over Time

Key Themes  
 ➪ When watch teams are vigilant and able to sustain attention throughout their 

shift, the occurrence of missed critical events is reduced. 
 ➪ Sustained attention helps workers identify, and promptly respond to, critical 

alerts when they have “eyes on glass.” 
 ➪ CSIRT managers should consider hiring workers based on working memory 

ability and performance on short, sustained attention (i.e., vigilance) tasks. 
 ➪ CSIRT managers can enhance sustained attention among workers at a relatively 

low cost by implementing rest breaks where employees have the opportunity to 
socialize in restorative settings. 

 ➪ Changing several characteristics of shift scheduling can reduce worker fatigue 
and, therefore, improve sustained attention, particularly for 24/7 operations 
that aim to maximize the attention of workers at all times of the day. 

❝

❞

Securitas Vigilantiae Instantis Praemium 
(British intelligence agency MI5’s unorthodox Latin 
motto, intended to mean 'Security is the reward of 
unceasing vigilance').

  ~ Andrew (2009)
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10.0 Introduction
To identify and successfully respond to threats during a shift, 

CSIRT analysts must sustain attention and maintain fo-
cus.  Social science researchers call this state of  readiness 

“vigilance.”  Vigilance requires cognitive effort, and the contin-
uous exertion of  effort makes it difficult to maintain a high level 
of  sustained attention over time (e.g., over the course of  a long 
shift; Warm, Parasuraman, & Matthews, 2008).  This chapter of  
the Handbook presents strategies to maximize performance and 
minimize decreases in attention over time.

10.1 Assessing CSIRT 
Capacity for Sustained 
Attention
The following assessment exercise is designed to provide man-

agers with a diagnostic tool in order to determine how well 
the CSIRT, individuals, or component teams within the 

CSIRT multiteam system (MTS) sustain attention. Based on the 
responses to this exercise, managers can determine whether they 
would benefit from the strategies offered in this chapter. Manag-
ers should consider the time and resources required to implement 
these strategies relative to their need for improvement.

Assess how your CSIRT is functioning in this area by respond-
ing to the following assessment on a 1-5 scale, where 1= Strongly 
Disagree, 2= Disagree, 3= Neither Agree nor Disagree, 4= Agree, 
5= Strongly Agree.

10.2 Background 
10.2.1 THE IMPORTANCE OF SUSTAINED 
ATTENTION DURING INCIDENT 
RESPONSE

It is crucial that cybersecurity professionals are alert and recognize 
high-severity incidents in an ever-changing and dynamic environ-
ment.  At any given time, some analysts focus on triaging thousands 
of  incoming events into appropriate categories (e.g., new incidents, 
vulnerabilities, information requests, false positives)--a role informal-
ly referred to as “eyes on glass” or “the grind.”  Sustained attention is 
necessary in such tasks when: (a) the probability of  critical incidents 
occurring is low, (b) the timing of  these incidents is uncertain, and (c) 
prolonged periods of  performance are necessary (e.g., when distin-
guishing critical incidents from the high volume of  non-threatening 
incidents).  CSIRTs, specifically monitoring or watch teams, engage 
in tasks that require sustained attention (e.g., Sawyer et al., 2014).  
Researchers who study sustained attention (i.e., vigilance) suggest 
strategies to enhance this focus over time. Sustained attention 
improves analyst performance and, hence, CSIRT performance. In 
this handbook section, we evaluate these strategies in terms of  their 
relevance to CSIRTs and their cost effectiveness. 

Although computer software (e.g., Security Information and 
Event Management, or SIEM, technology) can filter incidents so 
that more critical alerts are apparent, these programs are fallible and 
therefore require human oversight.  The systems should alert the 
analyst whenever a serious incident (e.g., advanced persistent threat) 
is detected, so as to ensure that the analyst does not miss it; but, 
the criteria for an incident to pass through a mechanical filter must 
be low (e.g., the filter must risk false positives) and employees must 
analyze remaining incidents to determine whether they are critical. 
Analysts cannot ignore the system alerts because although some of  
the alerts may be false positives, other system alerts are for serious 
incidents.  Sustained attention will help analysts detect critical 
incidents within the potentially high volume of  system alerts. 

ASSESSMENT EXERCISE
1. My employees pick up on critical incidents toward the ends of their shifts.

2. My employees sustain their attention over the course of their shifts. 

3. My employees express satisfaction with the current scheduling of shifts and the length of shifts. 

4. My employees claim that shift scheduling leads to improvement in sustaining attention during their shifts.

5. My employees appear to be alert at the end of their shifts.

6. My employees remain focused when dealing with incidents that require overtime work or an extra shift.

7. My employees take the correct amount of breaks during their shifts.

8. After-action reviews have revealed success attributable to sustained attention on the part of an analyst.

❞

❝I guess we kind of do what our manager 
calls 'eyes on glass'… we're looking 
through our clients, just making sure 
there's nothing going on and nothing 
looking suspicious.

  ~ CSIRT member

GO TO PAGE 164 FOR 
STRATEGIES FOR CSIRT MANAGERS
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When monitoring for incidents, two types of  errors can occur: 
a false positive (e.g., reporting an incident as a threat when it 
really is not) or a false negative (e.g., not reporting an incident that 
really is a threat; Wickens, Hollands, Banbury, & Parasuraman, 
2013).  CSIRTs need to achieve an appropriate balance between 
false negatives and false positives.  For high impact incidents, false 
negatives could be detrimental to the organization. Conversely, for 
low impact events, it might be desirable to reduce false positives, 
even at the expense of  incurring false negatives. This chapter is 
primarily focused on low frequency, high severity incidents.

To detect genuine threats, a steady level of  sustained attention 
among cybersecurity professionals is required; however, scanning 
a large number of  events for critical incidents is cognitively 
demanding and requires constant attention.  Attention depletes 
after continuous monitoring over the course of  a shift and leads to 
less sensitivity in detecting critical incidents (Parasuraman, 1979), 
meaning that CSIRT members are less likely to find incidents over 
time-- especially if  incidents are difficult to detect or differenti-

ate from non-incidents.  Decreased attention and less sensitivity 
increases response time and the number of  missed incidents.  For 
example, declines in critical incident detection over time occurred 
during a simulated cyber security task (Sawyer et al., 2014), where 
13.8% more critical incidents were missed after 40 minutes on 
the task compared to after only 10 minutes on the task.  Recent 
research indicates decreases in sustained attention can result in an 
increase in errors committed per minute accompanied by 45.1% 
more inconsistency in reaction times, which was associated with 
lower accuracy (Rosenberg, Noonan, DeGutis, & Esterman, 2013).

10.2.2 SUSTAINED ATTENTION IN 
RELEVANT PROFESSIONS

Sustained attention is an important aspect in many other 
domains as well, and knowledge from those domains can benefit 
CSIRT work.  Nursing is certainly one of  these domains due to 
the serious consequences of  errors on the job.  A study of  over 
500 nurses discovered that longer shifts, common in nursing, were 
associated with decreased attention and increased risk of  errors.  
Specifically, the risk of  error (e.g., medication administration, 
procedural, charting, or transcription errors) nearly doubled, and 
nurses reported struggling to stay alert, when shifts exceeded 12.5 
hours (Scott, Rogers, Hwang, & Zhang, 2006). 

Sustained attention also is highly relevant for air traffic controllers.  

Air traffic controllers are responsible for monitoring large numbers of  
aircraft (“signals”) that simultaneously appear on radar.  Separating 
signals from “noise” (i.e., non-aircraft) is difficult and can deplete 
attention (Langan-Fox, Sankey, & Canty, 2009).  Results could be 
tragic if  an air traffic controller misses a problem in their reduced state 
of  attention and two planes cross paths.  An FAA report on air traffic 
controllers found that almost two out of  ten controllers committed 
an error, such as bringing planes close together, in the previous year 
(Orasanu et al., 2012).  The report further mentioned that half  of  
these controllers attributed their error to fatigue.  

Even judicial rulings and the legal system are not immune to 
fatigue, as evidenced by the frightening findings of  Danziger, Levav, 
and Avnaim-Pesso (2011), who found that judges’ favorable rulings 
gradually dropped from approximately 65% to nearly zero percent 
over the time period before a break.  However, following a mid-day 
break, judges’ favorable rulings almost immediately returned to the 
65% mark.  These findings suggest that even judicial decisions, which 
should be based solely on facts, are susceptible to the devastating 
effects of  fatigue.  Sustained attention also is required in jobs such as 
X-ray baggage screening, quality control, and security video surveil-
lance (Warm & Dember, 1998), that demonstrate similar attentional 
demands required of  CSIRTs. 

10.3 Project Findings
10.3.1 CSIRT POSITIONS THAT REQUIRE 
SUSTAINED ATTENTION 

We interviewed 28 CSIRT multiteam systems (CSIRT MTSs) 
and each one reported having a team that clearly required sustained 
attention and focus over time to complete their tasks, such as a 
“Watch" team, “Monitoring and Response” team, or  “Front/
Triage" team.  These teams monitor incoming incident traffic, 
queue incidents, determine priority, and determine whether 
incidents need to be handled or escalated to another team--all tasks 
that require attention over the entire course of  a shift. 

From our interviews with cybersecurity professionals, including 
their responses to surveys, we found that many CSIRT members think 
qualities and attributes related to sustained attention are important 
for effective performance in cybersecurity analyst positions.  Below, 
we provide specific attributes related to sustained attention and the 
importance ratings from CSIRT members' surveys and/or CSIRT 
interviews.  

10.3.2 KNOWLEDGE, SKILLS, ABILITIES, 
AND OTHER ATTRIBUTES (KSAOs) 
RELEVANT TO SUSTAINED ATTENTION

The following KSAOs were specifically mentioned in our inter-
views as important attributes for CSIRT employees (the percent-
age of  CSIRTs that mentioned these KSAOs in their interviews is 
provided in parentheses):   

 • Attention to details (46.2%)

❝

❞

The triaging is actually the prioritization.  
So how many resources do I want and 
need to spend for this issue?  So usually 
there's a lot of things ongoing and you 
need to focus on the most important 
things.

  ~ CSIRT member
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 • Willingness to work shifts or be on call, which may include 
weekends or non-standard work hours (23.1%).

We also administered a separate survey to CSIRT members and 
asked them to rank the importance of  various KSAOs. The charac-
teristics relevant to sustained attention during incident response 
are provided below (percentages based on 85 survey respondents):

 • 71.8% of  respondents identified “Willingness to work 
shifts or be on call, which may include weekends or 
non-standard work hours” as important.

 • 98.8% of  respondents identified “Willingness to fully engage 
in tasks and diligence to complete them” as important.

10.3.3 COGNITIVE ABILITIES RELEVANT TO 
SUSTAINED ATTENTION 

This project included cognitive task analyses to determine neces-
sary cognitive abilities for CSIRT members to complete their tasks 
(see Appendix G for details).  Interviewers asked CSIRT members 
to explain how they made decisions during past experiences.  We 
identified the following cognitive abilities related to sustained atten-
tion (percentages based on 28 CSIRT CTA interviewees):

 • 96% reported that Problem Sensitivity was import-
ant for identifying and mitigating a cybersecurity 
incident.  Problem sensitivity is “the ability to tell 
when something is wrong or likely to go wrong” 
(Fleishman , Costanza, & Marshall-Mies, p. 179), and 
“it includes the specification of  the problem as whole 
as well as recognition of  the elements of  the problem” 
(Fleishman , Quantaince, & Broedling, 2008, p. 322).  
Sustained attention and maintained focus are neces-
sary to identify potential issues or vulnerabilities. 

 • 46% reported that Selective Attention was important for 
CSIRT effectiveness.  "Selective attention is the ability 
to concentrate and not be distracted while performing 
a task over a period of  time.” (Fleishman , Costanza, & 
Marshall-Mies, 2008,  p. 180). 

These findings substantiate that CSIRT members believe 
sustained attention plays a strong role in CSIRT effectiveness.  In 
the next section, we offer assessment questions CSIRT managers 
can use to evaluate the sustained attention of  their team members, 
and later, present strategies to increase sustained attention among 
those team members.  

10.4 Improving Sustained 
Attention and Focus over 
Time
Strategies designed to develop sustained attention and focus 

among CSIRT team members over time are provided in the 
next section.  We recommend managers combine strategies 

that meet the specific needs of  their team.  Note that although 
sustained attention may be most important for the CSIRT’s watch 
team, any team member engaged in cognitively taxing work argu-
ably needs to be able to sustain attention over time.  Thus, though 
this chapter focuses primarily on watch team members, these rec-
ommendations would also be relevant to members on other teams. 

The goal of  the following strategies is twofold: 1) ensure that 
eam members enter work shifts with the highest level of  attention 
possible, and 2) ensure that eam members sustain and restore atten-
tion throughout work shifts.  We will discuss hiring strategies to 
maximize attention capacity, as well as present shift design advice 
to ensure each individual arrives at work less fatigued and ready 
to provide maximum attention to his or her work.  Shift design, in 
addition to rest breaks and time away from one’s desk, should help 
sustain attention over the length of  a shift. 

There is not (yet) much good research on how to successfully 
train sustained attention.  The research that does exist suggests 
that these training programs do not yield large improvements in 
sustained attention and would take a long time to execute, resulting 
in high costs and diversion of  responsibilities on the job.  At this 
point we do not recommend these training programs.  Instead, we 
focus on hiring team members who already possess a high capacity 
for sustained attention.  We also focus on more macro-level recom-
mendations (e.g., work shift structure) that help to maximize team 
members' capacity for sustained attention.  Managers can use the 
following strategies to maximize team members' attention capacity 
during cognitively demanding and tiring tasks. 

10.4.1 STRATEGY 1: HIRE JOB APPLICANTS 
WHO DISPLAY A CAPACITY FOR 
SUSTAINED ATTENTION

One way to maximize team member attentiveness is to hire individ-
uals who are better able to sustain attention and focus throughout their 
shifts.  Selecting team members with higher levels of  attention could 
be particularly beneficial for those teams whose tasks predominantly 
include surveillance tasks, such as monitoring and watch teams. 

It is difficult to predict individual differences in sustained attention 
using measures of  personality or intelligence.  Instead, we suggest 
managers use an employee selection test including measures that 
predict sustained attention (Matthews, Warm, Shaw, & Finomore, 
2010; Shaw, Matthews, Warm, Finomore, Silverman, & Costa, 2010). 
Recommendations for use:

Two measures that would be particularly predictive of  team 
members' sustained attention throughout their work shifts are a 
working memory task and a brief  sustained attention (i.e., vigilance) 
task.  It is recommended that organizations screen potential hires 
for each of  those two qualities: 

Working Memory Task 
Working memory is the portion of  memory that allows tempo-

rary storage of  verbal or visual information.  Temporary storage of  
information enables team members to sustain attention to perform 
their tasks.  For instance, one study found a 95% likelihood (as 
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opposed to the chance level of  50%) that people with better working 
memory would outperform people with worse working memory, in 
terms of  sustained attention (Rose, Rendell, McDaniel, Aberle, & 
Kliegel, 2010).  People differ in their working memory capacity, and 
these differences can be measured through a complex span task.  A 
complex span task requires participants to keep information in their 
short-term memory while performing an additional task, known as 
a distraction task.  Measuring working memory in a complex span 
task would not only identify participants’ ability to keep information 
in their short-term memory, but also their ability to simultaneously 
complete the distraction task (Wickens & McCarley, 2008), which 
could be important when selecting employees who can maintain 
focus and attention in a complex environment.

A complex working memory span task can be created in several 
ways. In a reading memory span task, participants can read a series of  
sentences, verify whether each sentence makes sense (the distraction 
task), and then recall the last word of  each sentence (the short term 
memory task).  This task also can involve mathematical problems, 
where participants verify whether specific mathematical equations 
are correct (e.g., Does 1+1 = 2?). After a varying number of  math 
equations are presented, participants are asked to recall digits that 
were listed to the right of  the equal sign (Turner & Engle, 1989). 

The task also can include a combination of  numbers and words. 
In the operation-word-span or OSPAN task, participants alternate 
between verifying math problems and reading a word.  After a 
series of  problems and words, they are asked to recall the words.  
To measure one’s operation span, the number of  operation-word 
strings in a sequence will vary.  A computerized example of  this 
task can be found using the CogLab, the Online Cognition Lab 
website:  https://coglab.cengage.com/labs/operation_span.shtml

Brief  Vigilance (i.e., Sustained Attention) Tasks 
Performance on a brief  vigilance task can predict team members' 

performance on longer, sustained attention tasks, such as the 
monitoring task involved in incident response.  One study demon-
strated this phenomenon in a military context when researchers 
found that performance on a 12-minute activity involving monitor-
ing pairs of  letters in order to detect a critical signal (e.g., the letter 
combination of  “OO”) was positively related to performance on a 
one-hour vigilance task that involved scanning and detecting firing 
threats from military tanks (Matthews et al., 2010).  Brief  vigilance 
performance scores explained 21% to 28% of  participants’ ability 
to successfully monitor threats from military tanks in these scenarios 
(Matthews et al., 2010).  This test could be revised for, and validated 
in (See Appendix C for validation guidelines), a CSIRT setting. For 
instance, in the CSIRT-specific version, the tanks could be replaced 
with cybersecurity-specific threats (e.g., a new critical incident).

Individual differences related to sustained attention can inform 
staffing decisions that result in improved employee performance 
and lower reduction of  attention over time (e.g., over the course of  
a shift). Selecting new hires based on certain attributes (e.g., working 
memory) can streamline the hiring process and allow managers 
to hire employees who will succeed in the CSIRT environment, 
which requires constant attention and focus. 

10.4.2 STRATEGY 2: ENCOURAGE 
EMPLOYEES TO INCORPORATE REST 
BREAKS INTO THEIR SHIFTS 

Our interactions with CSIRT members pointed to the importance 
of  periodic rest breaks during the workday.  For instance, cyberse-
curity professionals in Sweden endorsed work “fika,” which refers 
to taking a break, most often a coffee break. One large CSIRT we 
interviewed indicated they had no specific policy on breaks, which 
were taken at the discretion of  employees.  We propose that organi-
zations or managers should provide suggestions to employees about 
how to incorporate rest breaks into their schedules and encourage 
employees to take more consistent and regular rest breaks. 

Rest breaks help employees replenish attention that can help 
them maintain higher levels of  performance throughout shifts.  
In a study on data entry workers, those workers who took two 
15-minute breaks and four five-minute breaks during the work day, 
compared to those workers who only took two 15-minute breaks, 
had an increase of  3.27% in keystrokes per hour, despite taking 20 
minutes more in breaks (Galinsky et al., 2007). Frequent rest breaks 
can also restore attention that will help team members maintain 
higher levels of  performance (e.g., detecting critical incidents) 
throughout their shifts. 

Rest breaks are important to maintain attention and focus and 
decrease fatigue. Additionally, rest breaks can incorporate aspects 
of  relaxation and socialization that also positively impact attention. 
Recommendations for use: 

To effectively schedule rest pauses and breaks to minimize fatigue 
and maximize attentiveness, CSIRT managers should stress the impor-
tance of  frequent, short rest breaks to team members.  Specifically, 
managers should encourage team members to take approximately one 
15-minute break every two hours (Boucsein & Thum, 1997; Tucker & 
Folkard, 2012).  Of  course, there will be instances where the suggested 
break time falls during a critical event that needs to be addressed.  In 
these cases, managers should suggest that team members take their 
rest break after attending to the incident.  An example schedule for an 
analyst could resemble the example in Table 10.1: 

Managers also should allow team members some latitude 
regarding when to take breaks, rather than forcing adherence 
to a rigid break schedule.  A rigid break schedule can result in 
TABLE 10.1 SAMPLE SHIFT SCHEDULE, 
INCLUDING BREAKS, FOR AN ANALYST
SHIFT ACTIVITY SHIFT TIME

Work 8:30 am – 10:30 am

Rest break 10:30 am – 10:45 am

Work 10:45 am – 12:45 pm

Lunch break 12:45 pm – 1:45 pm

Work 1:45 pm – 3:45 pm

Rest break 3:45 pm – 4:00 pm 

Work 4:00 pm – 5:30 pm

Note: Different analysts would take breaks at slightly 
different times so as to ensure continuous “eyes on glass.”

https://coglab.cengage.com/labs/operation_span.shtml
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increased emotional strain for employees, possibly stemming from 
employees being interrupted in the middle of  a complex task or 
train of  thought (Boucsein & Thum, 1997).  Providing a range 
of  times in which a break should occur can help implement this 
suggestion.  In addition to suggesting that team members take a 
break every two hours, managers can set a maximum amount of  
time before a team member must take a break, such as two and a 
half  or three hours of  work. 

It is important to note that these breaks should be actual rest 
breaks that allow team members to disengage, as opposed to 
switching among different tasks, which does not restore atten-
tion (Ross, Russell, & Helton, 2014).  An example of  a rest break 
that could help replenish attention is to allow team members to 
adopt periodic “changes of  scenery” during the workday (e.g., 
eating lunch away from their desk or utilizing their break to 
take a walk outdoors; Kaplan & Berman, 2010).  Encouraging 
team members to incorporate rest breaks into their workday 
can help team members maintain focus during their shift.  To 
restore attention, rest breaks should include restorative settings 
and socialization. 

Restorative Settings
Natural settings have been found to contribute to the replen-

ishment of  attention, necessary for sustained attention (Kaplan, 
1995).  Researchers found that reaction time decreased and atten-
tion on attentional task increased when participants were exposed 
to pictures of  nature versus pictures of  urban scenes (Berman, 
Jonides, & Kaplan, 2008).  For instance, viewing greenery for 
merely 40 seconds during a break reduced errors Hartig, Mang, 
& Evans, 1991).  Seemingly simple changes like incorporating 
pictures of  natural, peaceful scenes in offices (Tang & Posner, 2009) 
or providing a quiet break room that overlooks green space or 
includes plants (Kaplan, 2001) can positively affect attention.  The 
cost to implement some form of  restorative setting in offices (e.g., 
plants, pictures of  nature, break rooms with outdoor components 
or windows) is minimal. 

Socialization
Informal interactions between employees can be a source of  

stimulation and variety in the work environment (Guest, Williams, & 
Dewe, 1978), reducing job monotony and boredom while positive-
ly influencing sustained attention (Dur & Sol, 2008; Morgeson 
& Humphrey, 2006).  Managers should promote within-compa-
ny informal social interactions during rest breaks.  To effectively 
promote socialization, managers should: 

1. Encourage employees to utilize a designated break 
room during their breaks where they can interact with 
other employees.

2. Urge newer employees to discuss, brainstorm, and 
problem-solve situations with more senior team 
members during work breaks.

3. Suggest team-building activities or tasks like “Free 
Fridays” at the company cafeteria, thereby encouraging 
employees to be more social while eating at the cafete-
ria with colleagues instead of  at their desks alone. 

Incorporating opportunities for socialization into rest breaks can 
provide employees with additional social benefits such as social 
support. Informal conversations between CSIRT members also 
encourage knowledge-sharing (see Chapter 8, “Shared Knowledge 
of  Unique Expertise”) and increase job satisfaction.

10.4.3 STRATEGY 3: SHIFT DESIGN – 
CREATE A SHIFT PLAN THAT REDUCES 
SLEEP DISTURBANCES AND MAXIMIZES 
ATTENTIVENESS 

Our interviews with cybersecurity professionals demonstrated 
that shift lengths (e.g., 8-hour vs. 12-hour shifts) and shift rotations 
(e.g., morning   afternoon   night   morning vs. morning→ 
night   afternoon   morning) differ across CSIRTs.  Shifts can 
be implemented in a way that minimizes sleep disturbances and 
fatigue among employees by considering several shift characteris-
tics described below. 

Sleep and fatigue influence sustained attention.  Decreases 
in the length of  sleep or the quality of  sleep can be detrimental 
to attention, resulting in more errors and slower reaction times.  
Researchers found that individuals who chronically sleep less (e.g., 
4-6 hours of  sleep) for two weeks demonstrate a 25% decrease in task 
performance on tasks that require sustained attention compared 
to those who sleep 8 hours (Van Dongen, Maislin, Mullington, & 
Dinges, 2003).  In an extreme case scenario, pilots who experi-
enced 24 hours of  continued wakefulness demonstrated 20% 
slower reaction time and a 100% increase in incorrect responses to 
warnings during simulated flight activity (Caldwell, 2012).  Thus, 
shift characteristics that minimize fatigue will enhance sustained 
attention. Sustained attention in turn will improve analyst perfor-
mance (e.g., increase the likelihood an employee correctly identifies 
an incident as severe, even at the end of  his or her shift)--and there-
fore team performance. We present several ways to optimize work 
shift characteristics with a focus on improved sustained attention.

❞

CSIRT Member: We all kind of get into 
our own, like own little zone…and we 
just kind of almost isolate ourselves….
but after a little while…we end up having 
a discussion…sometimes there’s just that 
little interaction that just kind of gets 
your brain working on something else, 
that kind of snaps you out of it.

  ~ CSIRT member

❝ [When discussing feeling tired or fatigued 
while at work]  Interviewer: “What do 
you do to wake up?

→ →→ →
→→
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Work Shift Characteristics

Shift Length (Eight-Hour Shifts Recommended)
Shift length is the amount of  time employees work each time 

they come into the office. To improve sustained attention, manag-
ers should try to schedule team members for eight-hour work shifts 
as opposed to 12-hour shifts. Longer shifts are associated with more 
fatigue, as demonstrated by one study where poor sleep was report-
ed 50% more two years after workers changed from eight-hour to 
12-hour shifts (Yamada et al., 2001).  As previously mentioned, 
poor sleep, or less hours of  sleep, can relate to decreases in atten-
tion over time.  For example, previous research has shown that, 
in the medical field, the risk of  error doubled when shifts were 
longer than 12.5 hours. More nurses reported struggling to stay 
alert when they worked 8.5 to 12.5 hour shifts, compared to when 
they worked shifts shorter than 8.5 hours (Scott et al., 2006). 

Some studies suggest that workers may prefer 12-hour shifts 
to increase time for social and leisure activities; however, there is 
limited support for this argument, and other studies have shown 
workers prefer eight-hour shifts (Ferguson & Dawson, 2012). 
Workers’ preferences for eight-hour versus 12-hour shifts may vary 
based on individual circumstances (e.g., non-work factors such as 
family life).  Because our focus is to schedule shifts that reduce 
fatigue and improve sustained attention, we suggest that team 
members be scheduled for eight-hour as opposed to 12-hour shifts. 

Shift Rotation Speed (Rapid Shift Rotations Preferred)
Shift rotation implies that shifts change based on a set schedule.  

Shift rotation speed refers to the number of  consecutive work shifts 
(i.e., number of  consecutive times coming to work) until employ-
ees’ shifts change (e.g., the start and end time of  the shift changes).  
Managers should use rapid shift rotations (e.g., change shifts every 
week or couple of  days rather than after several weeks) to increase 
team member alertness and reduce fatigue.  Sleep loss accumu-
lates as a function of  the number of  nights without sufficient 
sleep, suggesting that employees could more easily recover from 
two consecutive night shifts than from four consecutive night shifts 
(Härmä et al., 2006).  Night shifts result in sleepiness because it is 
difficult to adjust to night activity due to circadian sleep patterns 
and light exposure (Åkerstedt, 2003). 

A rapid shift rotation would have fewer consecutive night shifts 
than a slow shift rotation, which would reduce sleep loss that 
presumably builds after sleeping less each night shift and allow 
faster recovery from fatigue.  One study compared rapid shift 
rotations consisting of  3 or 4 night shifts in a row to slow shift 
rotations with 7 consecutive night shifts, and the authors found 
that sleep quality was approximately 20% higher for employees 
on the rapid shift rotation compared to the slow shift rotation 
(Fischer et al., 1997). 

Although circadian rhythms do not adjust by more than an 
hour a day (Folkard, Minors, & Waterhouse, 1991), we posit that 
if  team members remain on the same shift for an extended period 
of  time (e.g., two weeks), they might adjust to that sleep schedule.  

For instance, nurses who were permanent night workers had only 
slightly fewer correct reactions on an attention test at the begin-
ning of  their shifts (4.8% less) than nurses who worked night 
shifts on a rapidly rotating schedule (Petru, Wittmann, Nowak, 
Birkholz, & Angerer, 2005).  Thus, using very slow shift rotations 
(i.e., change shifts every few weeks or more) could also reduce 
sleep disruptions (i.e., disturbances to circadian sleep rhythms; 
Monk & Folkard, 1992).  However, rapidly rotating shifts are 
still considered more beneficial for several reasons, including less 
fatigue and more time for social contact.  

A review of  studies about permanent night shifts found the 
majority of  employees (more than 97% of  permanent night 
workers studied) never fully adjusted their natural sleep cycles (i.e., 
circadian rhythms) to night work (Folkard, 2008).  These results 
imply that fatigue and sustained attention problems associated 
with night shifts might not be minimized among permanent night 
workers.  Compared to a “fixed” night-shift, with a rapidly rotating 
shift schedule, team members can have more leisure time when 
family and friends are also available.  With rapidly rotating shifts, 
team members can have evenings free every week (with evenings 
being the best time for social contact with friends and family), 
compared to a weekly rotating schedule, where social contact 
would be impossible during the two weeks they work evenings, and 
nights (Knauth, 1996), or compared to a permanent night shift, 
where social contact would always be impossible on nights they 
are working.

Shift Rotation Direction (Forward Shift Rotation 
Preferred)

Shifts typically rotate in a forward or backward direction. 
When possible, managers should use forward shift rotations (i.e., 
morning      afternoon        night      morning ) rather than backward 
shift rotations (i.e., morning →   night →afternoon    morning).  
Research indicates that people acclimate more easily to time zone 
changes that move clockwise, or westward (Dement & Vaughan, 
1999; Tucker & Folkard, 2012).  Similarly, shift rotations should 
move clockwise, or forward, to avoid major disruptions to team 
members' circadian rhythm and to improve sleep quality.  One 
study found that, compared to shift workers on a forward shift 
rotation, more shift workers on a backwards shift rotation experi-
enced poor sleep quality (van Amelsvoort, Jansen, Swaen, van 
den Brandt, & Kant, 2004).  
Effectiveness Evidence:

It is important to evaluate the costs associated with shift 
design changes.  Although shift characteristics improve the 
alertness and attentiveness of  CSIRT members, managers 
should be aware of  the potential costs these changes will 
simultaneously involve.  Changing existing longer shift lengths 
(e.g., 12 hours) to eight hours will require a small amount of  
additional staff  time to arrange shift logistics and, more impor-
tantly, could increase staffing costs (i.e., more team members 
might be needed).   Changing shift rotation speed from slow to 

→ → →
→→→
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fast also will include costs to arrange logistics.  Changing shift 
direction (i.e., from backwards to forwards rotation) might 
not require as many costs, assuming that the shifts are already 
scheduled in a rotating fashion. 

If  managers change shift characteristics, consideration should 
be given to “handoffs” of  important information from one team 
member to the next.  For instance, using eight-hour shifts, as 
opposed to 12-hour shifts, means more handoffs of  job tasks will 
occur throughout each day (e.g., between the morning, mid-day, 
and night shifts).  To make handoffs as efficient as possible, steps 
should be taken to ensure necessary information is transferred 
efficiently (see Chapter 5, “Communication Effectiveness in 
Incident Response,” for more information).  Such pertinent 
information can include event status and actions taken during 
similar previous events.  To transfer this information, and 
reduce errors and miscommunications, managers should imple-
ment standardized formats for handoffs (Starmer et al., 2014).  
For instance, research in the medical field suggests that handoffs 
should be both oral and written (Cleland, Ross, Miller, & Patey, 
2009).  Written handoffs provide documentation so that infor-
mation is not forgotten, and oral discussion during the handoffs 
ensures that incoming shift employees are updated and have the 
opportunity to ask questions or seek clarification. 

Managers should anticipate potentially negative reactions 
from team members in the short run, as any shift change (i.e., 
shift length, shift rotation) will impact their existing work 
and personal schedules.  Although some negative reactions 
may result from changes, reducing shift length and adopting 
a forward, rapidly rotating shift schedule can improve sleep 
quality and reduce fatigue. Ultimately, this will help team 
members sustain attention and focus throughout their shifts in 
order to better detect critical incidents. 

10.5 Chapter Summary 
Some cybersecurity professionals we interviewed reported 

that team members sometimes look for critical events over 
extended periods of  time (e.g., “eyes on glass”).  To improve 

sustained attention and focus over time, managers should imple-
ment as many of  our recommended strategies as possible.  Howev-
er, some strategies might not be applicable to specific CSIRTs, or 
might be too costly to implement.  For instance, if  shift lengths, ro-
tations, and length of  breaks cannot be changed, managers could 
nonetheless provide suggestions for employees regarding the best 
use of  rest breaks (e.g., incorporating socialization).  Additionally, 
managers could select team members based upon their ability to 
sustain attention; however, managers first must validate employee 
selection tools to ensure that working memory and brief  sustained 
attention (i.e., vigilance) tasks predict sustained attention in CSIRT 
team members. 

Managers need to determine the primary factor influencing team 
members' performance, such as whether team members come to 
work tired or lose steam throughout work-shifts.  Shift-length and 
shift-rotation decisions are useful strategies to address team member 

fatigue, whereas rest break strategies address decreases in attention 
over the length of  a work-shift.  All of  these factors impact effective 
cybersecurity incident response, particularly during critical times 
that require sufficient attention and cognitive endurance. 
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Chapter Eleven
Continuous Learning in Incident 

Response

Key Themes  
 ➪ CSIRT work requires curiosity and creativity to recognize and solve novel 

events.
 ➪ CSIRT work requires adaptation and continuous learning at the individual, 

team, and multiteam system (MTS) levels.
 ➪ The changing CSIRT environment requires team members to reach a collective 

understanding of the situation, resulting in changes to their behavior.
 ➪ CSIRTs need to share ideas via debriefings and feedback sessions to allow all 

team members to have a shared understanding of changes in knowledge and 
skills.

 ➪ Managers should promote change and create an environment of psychological 
safety and trust to promote sharing of ideas. 

 ➪ Training, such as guided discovery learning or error management training, 
facilitates learning among team members, contributing to team learning 
processes.

 ➪ Learned knowledge must be stored, either in the memories of team members 
or in knowledge databases (e.g., wikis), and be retrievable when needed.  
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11.0 Introduction
Cybersecurity incident response work occurs in a dynamic 

environment. To keep up with developments in the field, 
cybersecurity analysts need to continuously learn new 

skills, and identify new and useful solutions to novel situations, 
in order to respond to threats to organizations’ infrastructures 
(Chen et al., 2014).  This chapter provides guidance for manag-
ers on how to create and maintain a climate for learning where 
individuals, CSIRTs, and organizations are supported for learn-
ing (Nikolova, Van Ruysseveldt, De Witte, & Van Dam, 2014). 
A learning climate includes policies, practices, and reward sys-
tems that facilitate learning and the generation and implemen-
tation of  innovative ideas (Sung & Choi, 2014), provide em-
ployee advancement and development opportunities (Govaerts, 
Kyndt, Dochy, & Baert, 2011), and tolerate errors made during 
the learning process (Nikolova et al., 2014). Positive learning 
climates result in lower turnover intentions, less stress, and 
higher job satisfaction (Egan Yang, & Bartlett, 2004; Nikolova 
et al., 2014). Furthermore, employee performance is improved 
with new knowledge (Marsick & Watkins, 2003) and employees 
are more committed to the organization when their job offers 
learning opportunities (Armstrong-Stassen & Schlosser, 2008).

11.1 Assessing Continuous 
Learning 
The following assessment exercise is designed to provide 

managers with a diagnostic tool in order to determine how 
well the CSIRT, individuals, or component teams within 

the CSIRT multiteam system (MTS) are engaging in continuous 
learning. This will ultimately help determine the social maturity of  
the CSIRT (See Chapter 2, “The Social Maturity of  CSIRTs and 
Multiteam Systems,” for additional information). The assessment 
is grouped by topics covered in this chapter. Based on the responses 
to this assessment, managers can determine whether they would 
benefit from the strategies offered in this chapter. Managers should 
consider the time and resources required to implement these strat-
egies relative to the CSIRT's need for improvement.

Assess how your CSIRT is functioning in this area by respond-
ing to the following assessment on a 1-5 scale, where 1= Strongly 
Disagree, 2= Disagree, 3= Neither Agree nor Disagree, 4= Agree, 
5= Strongly Agree.

ASSESSMENT EXERCISE – OVERALL CONTINUOUS LEARNING
INDIVIDUAL AND TEAM LEARNING
1. Team members keep up to date with developments in cybersecurity.

2. The design of cybersecurity personnel’s work roles allows them to develop new skills.

3. Team members engage others outside of your organization to gain new knowledge and skills.

4. Team members maintain contacts with other cybersecurity professionals in order to learn new knowledge and skills.

5. Team members have the opportunity to try out new ideas and processes.
MULTITEAM SYSTEM LEARNING
1. Teams discuss how they should interact differently as a result of previous incidents (e.g., in after-action reviews).

2. Thinking about “lessons learned” regarding team interactions or after-action reviews occurs in a timely manner after events.

3. Multiple teams working together have the opportunity to try new ideas or processes.

4. Teams participate in activities where they can make errors and learn from their mistakes without these errors being detrimental 
to the CSIRT performance (e.g., during training exercises).

5. Multiteam information databases (e.g., a wiki, information board) are used in events.

6. Multiteam information databases (e.g., a wiki, information board) are used in training.

ASSESSMENT EXERCISE – INDIVIDUAL LEARNING RELATED TO  
CREATIVITY AND CURIOSITY
1. Team members exhibit an eagerness to learn.

2. Team members try to solve problems even when not presented with a specific problem or incident.

3. Team members seek new cybersecurity-related knowledge.

4. Team members keep searching for information until they are able to understand complex issues instead of giving up.

GO TO PAGE 178 FOR STRATEGIES FOR CSIRT MANAGERS TO 
PROMOTE LEARNING THROUGH CREATIVITY AND CURIOSITY
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11.2 Background
Cybersecurity work requires continuous learning among 

individual analysts, teams and MTSs. Certain individu-
al characteristics of  employees can facilitate continuous 

learning; however, the policies, practices and reward systems that 
are in place are necessary to sustain a learning climate. This section 
of  the Handbook reviews relevant organizational science literature 
and the findings from our research project that are relevant to indi-
vidual and team learning. Then, strategies and recommendations 
for maintaining continuous learning are presented.

11.2.1 CREATIVITY AND CURIOSITY
The dynamic nature of  the cybersecurity work environment 

represents a challenge to analysts. They are frequently faced with 
novel, complex and ambiguous situations. To address these situa-
tions, analysts must engage in continuous learning, seeking new 
information to keep up with new developments in cybersecurity 
threats and technical solutions to these threats. 

Creativity is the generation of  new ideas that are useful (Amabile, 
1988).. The literature on creativity training has found that train-
ing focused on generating ideas, finding specific problems, and 
combining different concepts to create novel solutions, was the 
most effective in improving creativity (Scott, Leritz & Mumford, 
2004). To a certain extent, creativity must start at the individual 
level because idea generation or creation is an individual activity. 
The effectiveness of  the creativity training techniques stems from 
providing people with strategies for working with what they already 
knew, which is consistent with the research literature that finds that 
creativity is based on individuals’ background, knowledge, and 
experience (e.g., Mumford, Antes, Caughron, Connelly & Beeler, 
2010). 

Curiosity is “a desire for knowledge that motivates individuals to 
learn new ideas, eliminate information gaps, and solve intellectual 
problems” (As cited in Litman, 2008, p. 1596). CSIRT work, which 
involves complex problem-solving and critical decision-making, 
often occurs in highly ambiguous situations. These situations 
require individuals to mentally solve complicated problems relat-
ed to unexpected incidents and to work through situations never 
before encountered. Individuals need to purposefully seek out 
novel situations and to explore situations, especially complex and 
ambiguous events or situations. 

Creativity and curiosity are strongly related to each other and 
have been found to be related to a variety of  important work 
outcomes. For example, curiosity has been found to strongly relate 
to job performance, with performance measured as a combination 
of  task performance, attainment of  supervisory assigned goals, and 
job knowledge and skills (Mussel, 2013). Curiosity also influences 
job performance for new employees by positively affecting their 
adoption of  organizational values, goals, attitudes (Reio & Wiswell, 
2000), and the way employees frame new situations, which, in turn, 

GO TO PAGE 181 FOR STRATEGIES FOR CSIRT MANAGERS TO 
PROMOTE LEARNING THROUGH DEVELOPMENTAL NETWORKS 

AND ENCOURAGING NETWORKING BEHAVIORS

ASSESSMENT EXERCISE – 
DEVELOPMENTAL NETWORKS AND 
NETWORKING SKILLS
1. Team members proactively establish relationships with 

people inside your organization(s) in order to learn new 
knowledge and skills.

2. Team members proactively establish relationships with 
people outside your organization(s) in order to learn new 
knowledge and skills.

3. Team members network with others outside your team in 
order to learn new knowledge and skills.

ASSESSMENT EXERCISE –  
TEAM LEARNING
SHARING
1. Team members discuss among themselves how they 

should change their behaviors as a result of previous 
incidents (e.g., in after-action reviews).

2. Thinking about “lessons learned,” or after-action reviews 
occurs in a timely manner after events?

3. Team members network with others outside your team in 
order to learn new knowledge and skills.

EXPERIMENTING TO LEARN
1. Team members have the opportunity to try new ideas or 

processes.

2. Team members participate in activities where they can make 
errors and learn from their mistakes without these errors 
being detrimental to the CSIRT performance (e.g., during 
training exercises) or individual performance evaluations.

STORING/ RETRIEVING
1. Information databases (e.g., a wiki, information board) are 

used to learn about events.

2. Information databases (e.g., a wiki, information board) are 
used in training.

GO TO PAGE 180 FOR STRATEGIES FOR CSIRT MANAGERS 
TO PROMOTE LEARNING THROUGH WORK DESIGN

ASSESSMENT EXERCISE – ENHANCING 
LEARNING THROUGH WORK DESIGN
1. Work tasks required of your team members provide them 

with the opportunity to develop new skills.

2. Work roles of your team members allow them to influ-
ence their own work situation, working methods, and pace 
of work, enabling them to learn new skills.

3. Team members get timely feedback about their work, 
resulting in learning.

GO TO PAGE 182 FOR STRATEGIES FOR CSIRT  
MANAGERS TO PROMOTE TEAM LEARNING 
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influences job performance. Lastly, curiosity enhances information 
seeking, which, in turn, enhances job performance (Harrison, 
Sluss, & Ashforth, 2011).

Beyond job performance, curiosity is related to employees’ 
tendency to enjoy thinking (Cacioppo, Petty, & Kao, 1984) and to 
perform mentally challenging tasks (Ackerman, Kanfer & Goff, 
1995, as reported by Mussel, 2010). In addition, curious people 
tend to focus on developing new skills and knowledge (Dweck, 
1986; Mussel, 2011). Thus, individuals who are curious would fit 
well with the CSIRT environment, and the presence of  a strong 
climate for learning would attract and retain cybersecurity person-
nel with high levels of  curiosity and creativity. A strong learning 
climate matches CSIRTs’ main tasks, which rely heavily on dynam-
ic information technology that requires the acquisition and appli-
cation of  knowledge (Sørensen & Holman, 2014). 

11.2.2 DEVELOPMENTAL NETWORKS AND 
NETWORKING BEHAVIOR

CSIRT members are embedded in a professional network of  other 
CSIRT professionals. These individuals may be within their own 
CSIRT, but they may also be individuals in other similar organiza-
tions, client organizations, professional associations, or educational 
communities. Networks are important to the success of  individuals, 

teams, and organizations (de Janasz & Forret, 2008; McCauley & 
Douglas, 2004). Networks can help CSIRT professionals in learn-
ing important knowledge and skills as well as accessing information. 
Characteristics of  a network, such as who is in the network, how 
large the network is, where an individual is located in the network, 
and the strength of  different connections between people in the 
network, can influence the amount of  learning that takes place. It is 
often thought that the larger the network the better it is for learning.  
Conjar (2014), though, found that size may not be as important as 
previously thought and large networks can actually have negative 
effects—presumably because larger networks require more effort 
to maintain the relationships among the various individuals in the 
network. Conjar's study, however, also indicated that the diversi-
ty represented by network members’ disciplines, organizational 
functions, and background was key to learning and development. 

Networking includes "behaviors...aimed at building, maintaining, 
and using informal relationships that possess the (potential) benefit 
of  facilitating work-related activities of  individuals by voluntarily 
granting access to resources and maximizing common advantages" 
(Wolff & Moser, 2009, pp. 196–197; see also Forret & Dougherty, 
2004; Oldham & Da Silva, 2015; Wolff & Moser, 2006). Previous 
research has found that the larger the network the more task-rele-
vant and diverse information the network has (Anderson, 2008), and 
the more innovative the network is (McFadyen & Cannella, 2004), 
but this may have limits. For example, there is a tendency for people 
to be attracted to similar people if  a conscious effort is not made to 
include people who have different backgrounds in the developmen-
tal network. In a scenario where that effort is not made, information 
diversity will be narrowed and the learning potential of  the network 
is reduced (Conjar, 2014). To build a developmental network that 
facilitates learning, effort must be made to create a network that 
connects others with the necessary information and resources to 
facilitate learning. 

Developmental networks should be constructed in a way that 
includes people who can provide (a) a means of  helping learners 
assess their strengths and learning needs, (b) advice on where to 
find challenging growth experiences, and (c) support to persist 
through such challenges (Conjar, 2014; McCauley & Douglas, 
2004; Van Velsor & McCarthy, 2004).  Developmental partners 
help motivate CSIRT members to master new skills (Van Velsor 
& McCauley, 2004), to persist when experiencing difficulties in the 
learning process (Ratwani, Zaccaro, Garven, & Geller, 2010), and 
to obtain necessary learning resources (Cross & Thomas, 2008).

❝

❞

…experience to understand how 
networks and communications and other 
systems interact with each other. I mean 
it’s solving a puzzle is what it is. So you 
have to have somebody that’s going to 
be naturally curious, I guess, and want to 
solve that puzzle.

  ~ CSIRT Member

❝

❞

Sometimes people know somebody within 
the organization. A very similar thing, 
sometimes you don’t know or you need to 
find the information about something. Oh, 
yeah, go to the directory or go to the social 
things…and ask.

  ~ CSIRT Member

❝

❞

…We’re looking for a hacker...[we’re] like 
an astronaut... the explorer nature. They 
want to see the unknown – will always try 
to fix a clock, even if it’s not broken.

  ~ CSIRT Member

❝

❞

The reason I believe that you don’t want 
to follow the exact same steps every time 
[is] because you have to leave room for 
creativity and interpretation. You can’t 
just go blind,…you have to leave a lot 
of room for improving and adapting and 
overcoming.

  ~ CSIRT Member
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11.2.3 TEAM LEARNING
CSIRTs grow and develop together to accomplish tasks. One 

way to evolve together is through team learning. Team learning 
is not merely individual team members learning. Rather, team 
learning occurs when the group comes to a collective understand-
ing, likely through shared experiences. This change in the team’s 
"team's collective...knowledge and skill" (i.e., team learning; Ellis, et 
al., 2003, p. 822) provides the team with a broader range of  possi-
ble behaviors that could contribute to improved task performance 
(Wilson, Goodman, & Cronin, 2007). When the team learns, all 
team members experience a change in knowledge that can then 
result in a change in routines and behaviors (Wilson et al., 2007).  
The organization and environment of  CSIRTs changes frequently, 
and incidents are constantly evolving and changing. Therefore, it 
is important that the team learns so that they can apply this knowl-
edge to other incidents.  Because teams are important for organi-
zations to be effective, managers must create an environment, and 
put in place processes, to facilitate team learning. 

Knowledge Sharing
For all group members to understand new knowledge, routines, 

and behaviors, the process of  sharing must occur. Individuals 
acquire knowledge, but for the team as a whole to learn, team 
members must share what they know (Hofmann & Frese, 2011). 
There are three steps to sharing knowledge (Wilson et al., 2007):

1. An individual learns something new (e.g., knowledge, 
routine, behavior)
ڤ  CSIRT Example: An individual has read of  a new 

technique to mitigate an incident. 
2. Group members gain the same understanding

ڤ  CSIRT Example: The individual discusses this new 
technique with other team members so that all the 
team members understand this new technique.

3. Knowledge is transferred to new group members
ڤ  CSIRT Example: New members of  the team are 

informed of  this new technique as part of  their 
onboarding (e.g., training for new team members). 

One way to reduce incomplete sharing is for the team to learn 
together and learn from each other. Teams can share knowledge 
by collectively reflecting on previous events, listening careful-
ly to their teammates, and addressing differences in opinions 
(Van den Bossche, Gijselaers, Segers, & Kirschner, 2006). When 
teams come to a mutual agreement about new knowledge, 

behavior, or routines, they are more likely to use them in future 
events. In the strategies and recommendations in this chapter, 
ways to improve team reflection processes and, in turn, facilitate 
team learning are provided. 

Team learning and reflection can also occur outside of  the 
processes that take place following incidents or events occur-
ring at work. For example, managers can encourage and facil-
itate team learning through training activities. These activities 
can facilitate the processes necessary for teams to learn in real 
work situations. In situations that are only for learning (e.g., not 
on-the-job training), mistakes may not be detrimental; therefore, 
the team can learn by trying new things and making errors along 
the way. These discovery, or experimental, learning exercises can help 
teams practice reflection and build shared understandings of  new 
information. Error management training (see Recommendation 
10 in this chapter) helps team members learn from their errors, 
but also helps build trust within the team. These activities help 
the team develop their reflection techniques and shared under-
standings that can be applied to learning in work situations. 

Knowledge Storage and Retrieval
After teams develop a shared understanding, they need a way to 

store this inventory of  new knowledge, behaviors, and routines for 
future use. Storing is important in team learning because knowledge 
learned by the group needs to be retained. There are two ways to 
store knowledge: one is to physically record the new knowledge, 
behaviors, or routines in a database or bulletin board, and the other 
is to store knowledge via group members’ memories. Shared knowl-
edge of  unique expertise (SKUE) is an example of  group memory 
storage where team members know their own expertise and the 
other team members’ expertise (See Chapter 8, “Shared Knowledge 
of  Unique Expertise”). With SKUE, team members know who is 
responsible for what type of  information, making it clear (1) who 
needs to “store” specific learned information; and (2) who to ask 
to retrieve specific “stored” information. For instance, one team 
member may be good at developing software to detect events. That 

❝

❞

I do not believe in us trying to track all the individuals we need to talk to. I track the executives 
I need to talk to. They know their teams better than I know their teams, so they know the 
right people to pull in. And it also gives them the responsibility. So I know who our general 
counsel is, right, I know that individual. They know who all their people, so they’ll pull those 
individuals in. So our process is tied directly to the role of the executive and the people we 
need to pull in.

  ~ CSIRT Member

❝

❞

I like to have a spirit in the team where 
everybody is not only eager to get knowledge, 
but also eager to share knowledge.

  ~ CSIRT Member
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team member needs to know that he or she is responsible for any 
software-related knowledge. Additionally, the team needs to know 
to go to that team member when they are trying to obtain infor-
mation regarding incident detection software. In the strategies and 
recommendations in this chapter, strategies are provided to improve 
information storage in order to improve team learning. 

11.3 Project Findings
In this section, we report findings relevant to learning gath-

ered from interviews, focus groups, and surveys of  CSIRT 
professionals.

11.3.1 FINDINGS RELEVANT TO 
CREATIVITY AND CURIOSITY

Creativity is essential for CSIRT analysts. We surveyed 88 CSIRT 
employees and asked them to rank the importance and necessity 
of  various knowledge, skills, abilities and other attributes (KSAOs). 
85% of  the CSIRT analysts rated, “ability to generate novel and 
useful ideas, for the development of  improved processes, services, or 
products” as important to being effective as a CSIRT analyst and 
91% of  the CSIRT analysts rated the “ability to be unconventional 

in thinking and bold in new ideas” as important for success. When 
CSIRT analysts think outside the norm to generate novel ideas, they 
are being creative.  

This project also conducted cognitive task analyses to determine 
necessary cognitive abilities for CSIRT employees to complete 
their tasks. Interviewers asked CSIRT members to explain how 
they made decisions during past experiences. Of  the 28 CSIRT 
CTA interviewees, 79% said statements that indicated the "ability 
to identify problems in the way that a situation is being handled and 
generate a set of  alternative actions to anticipate novel or unusual 
events" was important in identifying and mitigating a cybersecurity 

incident. Creativity is needed by CSIRT members to generate a set 
of  alternative actions, particularly when addressing novel events. 
Similarly, 46% of  CSIRT members identified "creating new or 
novel ideas and explanations as to why something is happening" 
as important. When CSIRT members encounter new incidents, 
creativity is likely necessary to mitigate the issue. 

Our findings indicate that curiosity is important for cybersecu-
rity work. However, in our review of  previous sources of  informa-
tion about the personal attributes needed for CSIRT work (i.e., 111 
cybersecurity-relevant job ads, 11 relevant position descriptions 
in the Occupational Informational Network Online, O*NET-
-see https://www.onetonline.org/), and attributes identified 
by the National Initiative for Cyber Security Education (NICE) 
Framework (see http://csrc.nist.gov/nice/framework/national_
cybersecurity_workforce_framework_03_2013_version1_0_for_
printing.pdf), curiosity was not mentioned as an important attri-
bute for CSIRT work; these sources tended to focus on technical 
abilities almost exclusively. In turn, we concluded that prior work 
has not included social and psychological characteristics of  CSIRT 
professionals which are critical for effective performance.

Of  the 43 focus groups that we conducted, 99% made statements 
indicating the importance of  the “ability to explore unfamiliar topics 
in order to learn something new or seek out new challenges.” This 
ability, and the act of  exploring to learn, directly relates to curiosity. 
Similarly, in a survey of  cybersecurity analysts, 80 out of  84 (95%) 
rated the “ability to explore novel, complex, or ambiguous solutions 
when confronted with a situation (e.g., solving a puzzle)” as import-
ant. When CSIRT analysts are curious, they are more likely to 
explore topics and try new or novel solutions, which may ultimately 
relate to more CSIRT success in mitigating incidents. 

11.3.2 FINDINGS RELEVANT TO 
NETWORKING

Networking was mentioned in a large number of  focus groups 
and interviews; 53% of  the focus groups indicated the importance 
of  "communicating with others outside of  the immediate CSIRT 
(e.g., clients, customers, and constituencies)," although this was not 
specifically networking for learning purposes. CSIRT managers 
were more likely than individual analysts to mention network-
ing, with three managers reporting that they specifically send 
CSIRT members to conferences so they can connect with others. 
Interestingly, there was some suggestion that the importance of  

❝

❞

Everyone in my group maintains their 
expertise by constantly studying, being 
part of the listservs, answering questions 
as well as asking them.

  ~ CSIRT Member

❝

❞

…experience to understand how 
networks and communications and other 
systems interact with each other. I mean 
it’s solving a puzzle is what it is. So you 
have to have somebody that’s going to 
be naturally curious, I guess, and want to 
solve that puzzle.

  ~ CSIRT Member

❝

❞

They have an innate curiosity. They’re not 
satisfied with just being told, ‘this is the way 
you do it; therefore, that’s how you do it all 
the time.’ Let’s go test this. Let’s actually 
go poke at this a little bit more. Again, 
questioning the nature of things is a huge 
piece of it.

  ~ CSIRT Member

https://www.onetonline.org/
http://csrc.nist.gov/nice/framework/national_cybersecurity_workforce_framework_03_2013_version1_0_for_printing.pdf
http://csrc.nist.gov/nice/framework/national_cybersecurity_workforce_framework_03_2013_version1_0_for_printing.pdf
http://csrc.nist.gov/nice/framework/national_cybersecurity_workforce_framework_03_2013_version1_0_for_printing.pdf
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professional networks and networking behaviors may be viewed 
differently across organizations and across national cultures. We do 
not, however, have sufficient data from a wide variety of  cultures to 
make this conclusion. 

In terms of  the skills required to network with others, 81 out of  
85 CSIRT members (95%) rated the “skill of  understanding others 
and being understood by others, including speaking, writing, and 
listening” as important. These basic communication skills are 
essential for communicating clearly with others and for effective 
networking (Porter & Woo, 2015). Additional information on 
networking is provided in Appendix H. 

11.3.3 FINDINGS RELEVANT TO TEAM 
LEARNING

Team learning was frequently mentioned in the focus groups as a 
key factor for effective CSIRTs. Sharing, storing, and retrieving were all 
considered important steps in team learning and effectiveness. Across 
all the teams interviewed, 65% indicated that sharing within their 
team, the assessment of  identified threats, exchanging information, 
and reaching agreement about how to categorize identified incidents 
were necessary aspects of  CSIRTs’ work. After–action reviews, as well 
as documenting team members’ actions into a case summary, were 
mentioned in 42% of  the focus groups. These sharing and storage 
behaviors would likely result in better retrieval of  relevant information 
within the CSIRTs when mitigating a similar incident in the future.

The processes mentioned above may often be associated with 
learning, although it is important to consider situations in which 
these processes are independent of  learning. For example, infor-
mation exchange and sharing only lead to learning if  other CSIRT 
members do not already know the information. Another caveat 
comes in the process of  reaching agreement, where individual 
team members learning via others' viewpoints and the team devel-
oping a shared understanding do not necessarily require new infor-
mation to be introduced. 

11.4 Strategies and 
Recommendations 
To create a learning climate conducive to individual, team and 

MTS levels, we offer several strategies. These strategies include 
the selection of  individuals for cybersecurity work based on 

learning-related skills, designing work to promote learning and devel-
opment, leader behaviors to encourage learning, and training activi-
ties to strengthen learning practices. Within each strategy, we recom-
mend one or more ways of  creating a learning climate that have been 
shown to be effective in the organizational sciences literature.

11.4.1 STRATEGY 1: SELECTION OF 
INDIVIDUALS WHO ARE CREATIVE AND 
CURIOUS 

Creativity and curiosity are considered to be relatively stable 
characteristics of  individuals, but they vary across different situa-
tions. Further, creativity and curiosity can be changed through 
developmental activities. One strategy that managers can imple-
ment to improve creativity and curiosity among their team 
members is to select individuals who are creative and curious. 

Alternatively, managers can promote creative and curious behav-
ior among their team members through their own behaviors (e.g., 
role modeling), as described in the next section.  

Curiosity and creativity are strongly related to each other; in 
some studies, the empirical relation between the two was strong 
enough to suggest that creativity and curiosity may be redundant 
(Hahn, Lee, & Lee, 2015). Curiosity, however, results in infor-
mation-seeking and leads to learning, while creativity leads to 

❝

❞

[This work] is solving a puzzle... So you 
have to have somebody who’s going to be 
naturally curious, and want to solve that 
puzzle.

  ~ CSIRT Member

❝

❞

You know, the concept of ‘lessons learned’ 
is hopefully we’re learning something out of 
it.  So we try and at least ask the question: 
What are the action items that come out 
of this?  What did we learn – positive and 
negative – out of this?

  ~ CSIRT Member

❝

❞

…being part of the cybersecurity team, it’s also very important to understand the other 
companies. If you speak with a financial institution…with certain managers or people or 
groups, they really don’t have a clue how ISP operates and what the issues of an ISP are. 
Yeah, we share the same customers, but from a technology perspective, from a capability 
perspective, from understanding how all the parts of the business works even with the 
companies that are completely different than the technical parts.

  ~ CSIRT Member
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learning through exploration of  novel directions and modifying 
and extending known solutions. Both curiosity and creativity lead 
to information-seeking and result in learning. For example, in one 
study, creativity resulted in a 42% increase in learning (Eschleman, 
Madsen, Alarcon, & Barelka, 2014). 

Hiring people who are creative and curious might be one 
approach for increasing the information-seeking behaviors of  
a CSIRT. Selection of  job applicants could be based on previ-
ous experience, structured interview questions, or responses to a 
psychological test. For example, during the selection process, appli-
cants could be asked to describe previous instances where they were 
creative at work, or how and why they would describe themselves 
as curious. One caveat to asking an applicant to describe previ-
ous work experience in which they demonstrated creativity and 
curiosity is the presumption that the individual has had the oppor-
tunity to demonstrate creativity and curiosity in previous positions. 
Alternatively, one could ask applicants what they would do in a 
given hypothetical situation, through which it would be possible 
to demonstrate a more creative or curious response versus a less 
creative or curious response (see Chapter 5 "Communication 
Effectiveness in Incident Response,” for more discussion of  situa-
tional interviewing). Some of  the assessment items provided at the 
beginning of  this chapter for creativity and curiosity might serve as 
the basis for interview questions. Lastly, there are also psychological 
measures of  curiosity that might be used for assessing applicants. 

Employee selection processes need to be properly validated 
before using them in an employment selection procedure. Thus, 
we do not suggest that managers start using selection 
procedures for identifying applicants who are creative 
and curious until a proper employment validation study 
is conducted to ensure that the procedure is legally 
defensible. Please see Appendix C for general guidelines on how 
to conduct such a selection validation study (Note: it is strongly 
recommended that a trained organizational psychologist be hired 
to conduct such a study).

11.4.2 STRATEGY 2: LEADER BEHAVIORS 
TO ENCOURAGE LEARNING

Recommendation 1. Engage employees’ creativity and 
curiosity 

Leaders can influence a situation to either encourage or discour-
age creative and curious behaviors of  CSIRT professionals. In other 
words, leaders can create a learning climate where individuals or 
teams are encouraged to seek new information, develop new skills, 
and engage in creative problem-solving.  One of  the managers who 
we interviewed indicated that he deliberately assigned some of  the 
analysts to work on special development projects, allowing them to 
show their creativity. This manager said that he made this decision, 
at least in part, based on the analysts previously exhibiting curiosity 
through their work. This is an example where the leader arranged 
the situation to encourage creativity and curiosity. 

The organizational science literature provides other examples 

of  how leaders can increase employees' learning. For example, 
managers can encourage CSIRT professionals to self-assess their 
own levels of  curiosity and creativity. Based on self-assessment, 
they can plan their own learning activities, which can lead to 
greater task knowledge, increased confidence, and better perfor-
mance, through increased creativity and curiosity. In one study, 
seeking new information for its own sake, rather than merely to 
demonstrate mastery (i.e., being curious), explained about 7% of  
employees’ ability to transfer learning to a more complex task, and 
the types of  learning strategies they used explained 28% of  their 
ability to transfer learning (Ford, Smith, Weissbein, Gully, & Salas, 
1998). In another study, there was a 69% likelihood (as opposed 
to the 50% expected by chance) that employees whose managers 
encouraged them to be more creative and curious by setting goals 
for improving performance (developmental objectives) and pursu-
ing developmental opportunities (e.g., certification courses) would 
demonstrate feedback-seeking behaviors more than those employ-
ees not given that encouragement; there was also a 67% likelihood 
(as opposed to the 50% expected by chance) that encouraged 
employees would be more communicative regarding errors they 
had made. Also in that study, taking a developmental approach 
was more effective when the employees were rewarded for learning 
new skills and knowledge (Chughtai & Buckley, 2010). 

Recommendation 2. Facilitate reflection in teams 
(team reflexivity, or team reflections, and adaptation)

To increase team learning, teams should assess their past, present, 
and future strategies and processes (Schippers, West, & Dawson, 2015; 
Wilson et al., 2007). Thinking about and discussing whether the team 
is working effectively (i.e., team reflexivity), and ways to improve their 
performance, can lead to the adaptation of  existing strategies and 
processes or the development of  new strategies and processes. Studies 
have found a relationship between team reflexivity and new ideas. For 
example, one study on health care teams found that there is a 70% 
likelihood (as opposed to the 50% expected by chance) that a team 
will report a higher number of  new processes, procedures, and ideas 
when they regularly engage in team reflexivity, than if  the team is not 
engaged in those discussions regularly (Schippers et al., 2015). If  the 
team as a whole gains a new understanding of  processes, procedures, 
or ideas as a result of  planning and reflection, then team learning has 
occurred. 

Managers are responsible for getting team members to reflect on 
events and identify where changes are needed. This, in turn, can 
increase performance and team effectiveness. One study of  manag-
ers found that there is a 68% likelihood (as opposed to the 50% 
expected by chance) that team members will partake in team reflec-
tion and adaptation, which increases team performance, when their 
leader establishes a shared vision among team members compared 
to when the leader does not (Schippers, Den Hartog, Koopman, & 
van Knippenberg, 2008). Beyond promoting reflection on and assess-
ment of  events, managers can also influence learning by guiding 
and promoting change. For example, one study found that when 
leaders provide followers with intellectual stimulation and inspiration, 
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continuous learning is facilitated at the individual, team and organi-
zational level (Garcia-Morales, Jimenez-Barrionuevo, & Gutierrez-
Gutierrez, 2012).

Team reflexivity enhances learning because teams discuss and 
reach a shared understanding about how they can improve processes 
and complete tasks in new ways. These reflective strategies can result 
in a change, or improvement, in the shared understanding among 
team members of  how they should interact on team tasks, thus 
promoting team learning. For more on developing a shared under-
standing, see Chapter 8, "Shared Knowledge of  Unique Expertise." 

Recommendation 3. Provide feedback in debriefings 
(after-action reviews) 

Debriefings, also referred to as after-action reviews, can provide 
the setting for teams to reflect upon and adapt their process-
es. Debriefing should occur after an incident, or after a practice 
exercise, and can be as little as 5 to 10 minutes in length. Debriefings 
provide team members the opportunity to identify issues so that the 
team is able to learn from the issues and change their behaviors for 
future incidents. Debriefings can be unguided or guided. For the 12 
principles of  effective debriefings, please see Strategy 4 in Chapter 7, 
"Collaborative Problem Solving in Incident Response." 

An important part of  the debriefing process that we will discuss 
here is feedback. Feedback should be provided at the end of  a 
task and in a timely manner (Sessa & London, 2008). Previous 
research suggests that when providing feedback, one should allow 
for a slight delay (as little as 8 minutes), which provides individuals 
with time to process what they have learned and results in better 
long-term retention of  new information. A study on information 
retention showed that there is a 61% likelihood (as opposed to the 
50% expected by chance) that individuals will better retain learned 
information when the feedback is slightly delayed than if  it is given 
immediately (Smith & Kimball, 2010). 

Feedback is important for initial learning and also for retention 
of  learning. Missed opportunities for feedback and debriefings 
may hamper learning substantially. Feedback should promote 
accomplishments but also discuss failures. Specifically, feedback 
should focus on how goals were set, tracked, and reached as well as 
how team members coordinated, communicated, structured and 
solved problems, and if  members felt free to express their opinions. 
For more information on debriefings and feedback, please refer to 
Chapter 7, "Collaborative Problem-Solving in Incident Response." 

Recommendation 4. Promote trust and respect 
among team members

For team learning to occur, agreement must be reached among 
team members about new understandings of  knowledge, behav-
iors, or routines (Wilson et al., 2007). Team members must all 
agree and share a commitment to change their routine if  chang-
es are to occur. A team reaching agreement regarding new, or 
changes to existing, knowledge and behaviors indicates that the 
team has the capacity for “sharing” to be effective and promote 
team learning.  

Mutual respect and trust within the team creates a safe environ-
ment where people are comfortable being themselves and sharing 
their thoughts (Edmondson, 1999). This safe climate encourages 
team members to raise new ideas and share thoughts on changes to 
routines, objectives and behaviors, which promotes team learning. 
This psychological safety climate is the strongest influence on team 
learning behavior, over and above team cohesion, interdependence 
and the team's belief  in its own effectiveness (Van den Bossche, et 
al., 2006). Research has shown that there is an 82% likelihood (as 
opposed to the 50% expected by chance) that team members will 
perceive the organization as being more tolerant of  failure as part 
of  the learning process when team members believe there is a high 
amount of  psychological safety rather than if  they believe there is 
a low amount (Carmeli, 2007). This finding suggests that psycho-
logical safety is necessary in allowing employees to feel comfort-
able learning from making errors (See Recommendation 10, in this 
chapter, on Error Management). For strategies to improve psycho-
logical safety and trust please see Chapter 9, "Trust in Teams and 
Incident Response Multiteam Systems." That chapter provides 
team building activities and ways to empower team members to 
work together. 

11.4.3 STRATEGY 3: DESIGN WORK 
TO ENHANCE LEARNING AND 
DEVELOPMENT

Work design refers to “the content and organization of  one’s 
work tasks, activities, relationships and responsibilities” (Parker, 
2014, p. 662) and has been demonstrated to affect workers’ motiva-
tion, safety and health, as well as their learning and development 
(Parker, 2014). For this section we are focusing on work design 
aspects that promote learning and development.  

In cybersecurity, nothing should be repetitive.  If something is repetitive, then we have a 
bigger, underlying problem.  If the same incident happens over and over again, so where's 
the infection vector, why isn't this infection vector fixed, right?  So, after every case we have 
the lessons learned.  After at least every [severity] one and [severity] two case, or the high 
priority cases, we have a lessons learned where we look why did this happen, how can we 
avoid it to happen again?  If you have something that's very repetitive in security, you should 
definitely look into why it is happening that often. 

~CSIRT member

❝

❞
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Recommendation 5: Improve work design to enhance 
learning

Work roles are often designed without careful consideration of  
the effects on individuals in those roles. The following principles 
of  work design (Parker, 2014) can improve CSIRT professionals' 
learning and development:

 • Allow CSIRT analysts autonomy in their work roles so that 
they have influence over their work, working methods and 
pace of  work (to the extent possible). Research has shown 
that there is a 68% likelihood (as opposed to the 50% 
expected by chance) that employees will learn a new task 
and transfer those skills to a different task setting better 
if  they are given a high amount of  autonomy in their 
work than if  they are given a low amount of  autonomy 
(Wielenga-Meijer, Taris, Wigboldus, & Kompier, 2010).

 • Design cybersecurity work roles so that analysts have (a) a 
variety of  tasks using a range of  skills, and (b) the oppor-
tunity to develop new skills. Previous research has shown 
that increasing the variety of  skills used accounts for 
almost 10% of  job performance improvement, including 
the learning component of  job performance (Morgeson, 
Delaney-Klinger, & Hemingway, 2005).

 • Design work roles so that interdependent tasks are 
combined into a single work role, and combine interdepen-
dent work roles into a team’s work role. Interdependence 
among tasks (i.e., various team members’ tasks depend 
on one another's) has an 86% likelihood (as opposed to 
the 50% expected by chance) of  resulting in higher team 
learning compared to teams who do not have task inter-
dependence (Van den Bossche et al., 2006).

Recommendation 6. Put in place mentoring programs 
Participation in mentoring programs for CSIRT members can 

help CSIRT professionals to identify networking and learning 
opportunities and resources (e.g., Bower, 2007; Cawyer, Simonds, 
& Davis, 2002). Participation in mentoring programs promotes 
the acquisition of  knowledge, skills, and abilities (Ramaswami 
& Dreher, 2007). This learning typically occurs by the mentor 
providing challenging assignments, coaching the protégé, and role 
modeling. Mentoring is an especially useful tool for learning for 
organizational newcomers (Ostroff & Kozlowski, 1993) and also 
can be especially important in complex work. Based on a review 
of  the mentoring literature, employees who had a mentor reported 
11% higher competence and skill development than people who 
did not have mentors (Eby, Allen, Evans, Ng, & DuBois, 2008).

Organizational science research, as summarized by Finkelstein 
and Poteet (2007), suggests these best practices for formal mento-
ring programs:

 • Management should support mentoring programs and 
make sure that participants understand that manage-
ment supports these programs.

 • The mentoring program will need to be tailored to the 
specific organization’s goals relative to learning and 
development. In the CSIRT environment, this could 
include learning in the technical cybersecurity domain 
and learning in network development and maintenance.

 • Generally, mentors and protégés should be assigned to each 
other based on the purpose of  the program. For example 
if  the purpose of  the mentoring program is to increase 
knowledge about different cybersecurity threats, mentors 
and protégés with diverse backgrounds should be matched.

 • Clear objectives need to be specified for the mentoring 
program. For example, is the intent of  the program for 
protégés to learn about their own organization, learn 
about cybersecurity developments outside of  the CSIRT, 
or learn who has specific expertise that is relevant to 
responding to incidents?

 • Training for mentors is recommended before they partic-
ipate in a formal mentoring program.

 • Generally, the protégé should have some input into who the 
mentor will be, although research findings are not consistent 
on this.

11.4.4 STRATEGY 4: TRAINING

Recommendation 7. Train for networking skills
Networking can increase the size of  one’s professional network, 

the strength of  the relationships in one’s network, the number of  
connections in one’s network, and the resources and information 
in one's network (Porter & Woo, 2015). Access to information facil-
itates learning, and engaging in networking behaviors can provide 
CSIRT professionals access to valuable information.  Networking 
is not necessarily difficult to do; yet, it is not something that every-
one enjoys doing or is adept at in the professional context. 

Training in interpersonal and relationship building skills can 
improve CSIRT professionals’ ability to network both within their 
organization and outside of  their organization (De Janasz & Forret, 
2008).  According to Conjar (2014, p. 12), these relationship-build-
ing skills include the following (also see de Janasz & Forret, 2008; 
McCauley & Douglas, 2004; Uhl-Bien & Maslyn, 2003):

 • Oral communication; 
 • Active listening; 
 • Building trust; and, 
 • Creating rapport. 

Organizational research finds that networking ability accounts 
for developmental growth. One study of  the development of  
managers found that networking ability resulted in a 25% increase 
in developmental growth (Conjar, 2014).

❝

❞

I guess that’s the reason why we work 
so well together, because as a group, we 
understand each other.

~CSIRT Leader  



CSIRT Effectiveness and Social Maturity
182

Recommendation 8. Train CSIRT professionals on how 
to establish a professional developmental network

 CSIRT professionals, in addition to the interpersonal skills 
mentioned in Recommendation 7 above, need to understand 
what they should be looking for in their professional developmen-
tal network. There are three factors that need to be considered 
in establishing a professional network for developmental purposes 
(McCauley & Douglas, 2004): 

1. Assessment: Members in the network need to be able to 
provide relevant information and provide the individu-
al with feedback on their developmental progress.

2. Challenge: Members of  the network need to be able to 
get individuals to move beyond their normal comfort 
zones, often referred to as “stretch experiences.”

3. Support: Members in the network should be support-
ive, helping individuals manage the challenges faced 
when increasing their knowledge, skills, and abilities.

There is a tendency for people to approach others who are 
similar to themselves. Doing so does not yield a sufficiently diverse 
network if  one is seeking to learn from the people in the network. 
Learning is increased by almost 25% when the members of  the 
developmental network are from different organizational functions 
(e.g., IT, marketing, finance; Conjar, 2014). This indicates that 
CSIRT professionals need to network with people from other 
backgrounds, as well as from varied cybersecurity backgrounds, to 
optimize the type of  information available.

Recommendation 9. Guided discovery learning  
Managers can facilitate the process of  team learning through 

training activities that provide teams with the opportunity to share 
and store knowledge, behaviors, and processes. In training activ-
ities, teams are able to try new things and make errors along the 
way without the potentially negative consequences that experi-
mentation and errors could have during real CSIRT incidents. 

In discovery-based activities, teams actively participate in their 
learning activities. In comparison to more traditional learning 
approaches (e.g., lectures, videos, or manuals), active learning gives 
the learners control over their own instructional processes and experi-
ences (Bell & Kozlowski, 2008). Trainees should be able to “discov-
er” new rules and ideas. Instead of  the passive receipt of  knowledge 
from external sources (e.g., teachers, texts), team members in active 
learning receive few instructions to complete a task and, as a result, 
must explore and experiment to find the strategies that are most 
effective. Active learning does not simply mean, however, that team 
managers should not provide any instruction. Rather, the formal 
training design of  these seemingly unstructured activities influences 
the team’s processes for focusing their attention and effort. Learners 
construct their own understandings through experimentation and 
exploration, which better promotes an increase in learning and 
comprehension compared to more passive learning approaches. 
Active learning not only can facilitate individual learning, but also 
team learning because these activities provide teams with opportu-
nities to share information and strengthen their sharing processes. 

Discovery learning can be structured in various ways. There is 
unguided discovery learning, where learners receive little to no 
guidance or feedback from an instructor or manager. Research, 
however, has found that this type of  unassisted discovery was not 
more effective in post-tests or content recall compared to tradition-
al learning activities (Alfieri, Brooks, Aldrich, & Tenenbaum, 2011; 
Mayer, 2004). 

Discovery learning can also be guided exploration such that 
individuals’ self-directed learning is supplemented with guidance 
to focus their thinking processes and behaviors in productive direc-
tions. For instance, in an exploratory learning activity, learners 
would not be directly given the solutions to the task or the rules. 
Although they have minimal structure on the task, learners receive 
some external guidance to help guide their thinking and behaviors. 
One form of  external guidance could be a list of  learning objec-
tives, such as the skills and strategies learners are to develop through 
the training. Such guided discovery learning does not necessarily 
improve training performance on that specific task but does result 
in improved performance on other tasks where they could adapt 
their performance (Bell & Kozlowski, 2008). Results suggest a 
54.5% likelihood (as opposed to the 50% expected by chance) that 
guided discovery learning yields higher performance in adaptive 
transfer tasks compared to passive learning. Much of  CSIRT work 
aligns with adaptive transfer tasks, as the tasks and incidents that 
occur after training will likely not be the exact incident or tasks 
presented in training. CSIRTs are dynamic and events are always 
changing. Thus, active learning is best for CSIRT members to 
develop the skills during training that will help them adapt, recog-
nize, and respond to changes in the CSIRT environment.

Guided discovery helps the trainees activate thinking patterns 
and knowledge necessary to solve the current problem. Additionally, 
when trainees are made aware of  the appropriate knowledge base 
relative to the task being trained, they are able to integrate this new 
information and better understand the material. When trainees do 
not have any guidance, it is possible that they will never learn the 
knowledge that the training was intended to teach. 

Guided discovery learning is a mix of  guidance and exploration. 
To structure guided exploratory learning (Bell & Kozlowski, 2008; 
Bell & Kozlowski, 2002; Mayer, 2004):

1. Instructors or leaders must provide the team with a 
task.
ڤ  The sequencing of  the task should involve more 

fundamental material early on, followed by more 
strategic planning elements. 

2. Learners need to have control over many aspects of  the 
task, such as the pace of  conducting the task.

3. The trainers need to continually provide guidance on 
the following: 
ڤ  Task sequence – The task should start with more 

basic concepts first and then move to more complex 
concepts. Providing trainees with guidance on the 
basic processes necessary to solve the problem without 
giving the solution can be useful.

ڤ  Direction on strategy development – After basic skill 
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acquisition, trainees should be guided toward consid-
eration of  strategic task aspects that contribute to 
more advanced expertise.

ڤ  Cognitive modeling
 • Show trainees where they should allocate their 

attention. Guidance helps trainees determine what 
they should be studying and provides them with 
additional information about what they should pay 
attention to and what level of  effort to exert. 

ڤ  Systematic and pre-planned exploration 
 • Provide guidance to help trainees regulate their 
learning in terms of  what to study and what to 
practice.

ڤ  Feedback is given, including specific information 
about the extent to which the trainee has learned 
each of  the concepts.

Guided discovery learning and error management training (see 
next section) are both forms of  active learning. Please see Appendix 
D, Programs of  Instruction for CSIRT Training, for an integrated 
guide for conducting guided discovery training and error manage-
ment training.

Recommendation 10. Error management training 
Error management training assumes that, within the context of  

active learning, errors serve as useful learning tools by helping trainees 
identify learning gaps (Ivancic & Hesketh, 1995). Such training focus-
es not as much on preventing error occurrence during performance 
trials, but, instead, on encouraging active learning processes that are 
more likely to produce early performance errors. Thus, error manage-
ment training targets post-error learning processes by helping train-
ees gain skills and knowledge from addressing performance errors 
(Frese et al., 1991).  According to Carter and Beier (2010, p. 672), 
characteristics of  good error management include "communication 
about errors, sharing error knowledge, helping in error situations, swift 
error detection and damage control, analyzing errors, coordinating 
error handling, and fast error handling (Van Dyck, Frese, Baer, & 
Sonnentag, 2005)." 

Error management training is a targeted way to increase the 
sense of  safety from embarrassment, rejection, and punishment 
from other members of  the team (e.g., psychological safety) and 
is an effective training strategy. A review of  20 error manage-
ment training studies found that 70% of  the time such training 
methods improved post-training performance (Keith & Frese, 
2008). Research has also shown that there is a 77% likelihood (as 
opposed to the 50% expected by chance) that a firm will perform 
better financially when there is a strong error management culture 
than when there is a weak error management culture (van Dyck, 
et al., 2005)  

Error management training typically includes the following: 
 • Allowing for open exploration of  strategies to solve 

problems, especially during training. Trainees should be 
allowed to identify and solve errors themselves, rather 
than having their mistakes pointed out and corrected. 

 • Removing the concepts of  "guilt" and "shame" that are 
associated with errors.  This includes accepting that, in 
a CSIRT environment, occasional errors are inevitable 
and present an important chance for the whole team to 
learn.  

 • Framing mistakes and learning opportunities for the 
individual and the team.  Treating a mistake as a chance 
to learn something new will increase psychological safety 
and reduce the likelihood that an error will be repeated. 

 • Motivating team members to reframe their ideas about 
making mistakes.  Changing the presumption that errors 
are only negative and must be avoided to the idea that 
errors are inevitable, potentially negative, but can be 
turned into a positive experience (Frese & Keith, 2014).  

This strategy can be especially useful for newer CSIRTs, or for 
those exhibiting low levels of  trust, reduce process loss and ineffi-
cient incident response processes. Error management training 
should be used in CSIRTs where managers and leaders have a suffi-
cient amount of  time to actually implement this training strategy. 
Though time-consuming, error management training can great-
ly benefit team learning. See more detailed guidance on imple-
menting an error management training program in Appendix D, 
Programs of  Instruction for CSIRT Training.

11.5 Chapter Summary 
As CSIRTs exist in ever-changing, uncertain, complex, and 

ambiguous environments, learning is necessary for employ-
ees to develop novel solutions, share information, and reach 

a collective team understanding of  new information in order to 
improve CSIRT performance (e.g., improving quality and speed of  
responses to incidents). If  CSIRT members are creative and curi-
ous, they may be more likely to develop new techniques, tools, and 
solutions to problems. Sharing new techniques, ideas, and changes 
with people within and outside of  the team will spread the ideas 
of  one individual to others. While it demonstrates progress when 
new knowledge expands from one individual to an entire team or 
network, it must be taken one step further. These ideas need to 
be stored in a way that they can be retrieved later, through men-
tal models and/or knowledge databases. To facilitate the sharing 
of  information for team learning, as well as aspects of  individual 
learning such as creativity, it is important for team members to be 
in a safe environment where they feel free to share ideas and feel 
that their team can effectively complete their tasks. 

When considering the many recommendations we provided to 
facilitate learning in CSIRTs, it is important to evaluate the costs 
and benefits of  these strategies. Managers’ actions are important 
in promoting learning by their team, such as engaging employees’ 
creativity and curiosity and facilitating reflection on activities. The 
most important of  these managerial behaviors is to provide feedback. 
Feedback improves team performance and the recall of  learned infor-
mation. To make the most of  this feedback and promote CSIRT 
members’ growth, managers should create an environment that is 
psychologically safe. Team members should feel safe and comfortable 
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in order to share ideas and learn from one another. Such strategies 
to promote learning are not costly to CSIRTs because managers can 
accomplish these outcomes simply by changing their own behavior.  

Additionally, managers can facilitate learning through various 
adjustments to work design. These design changes include a mix 
of  increasing autonomy while also increasing task interdependence 
among team members, providing that these changes in work design 
do not influence the amount of  work that needs to be accom-
plished. These changes are a cost effective way to improve team 
learning outcomes. Autonomy will provide the team members with 
the freedom to learn new material, while team members’ reliance 
on one another to complete their tasks will promote learning within 
the team. Managers should consider the cost of  the time necessary 
to change and rearrange work assignments so that workers have 
more flexibility to try new solutions and learn new techniques. 

A more costly strategy to improve learning is training, such 
as guided discovery learning and error management training. 
These methods will encourage CSIRT members to learn through 
mistakes as well as trial and error. However, this training requires 
time to administer, and will take CSIRT members away from their 
tasks at hand to participate in these training activities. CSIRT 
managers should take these costs into consideration when deciding 
which strategies to implement. We encourage managers to first try 
changes to their own behaviors and actions (e.g., giving feedback, 
building psychological safety), as well as somewhat easier changes 
to the roles of  employees (e.g., autonomy, interdependence), prior 
to trying to implement these types of  training sessions.   
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A.1 Introduction
Our initial task in this research effort was to construct a 

taxonomy of  performance activities that are enacted by 
members of  effective cybersecurity incident response 

teams and multiteams systems. Such a taxonomy can then be used 
to develop work analysis measures and performance assessment 
tools. In this document, we provide a brief  summary of  how we 
constructed the taxonomy. Zaccaro, Hargrove, Chen, Repchick, 
and McCauseland (2016) provide an expanded description of  its 
conceptual framework, along with an abbreviated version of  the 
taxonomy.

To guide our taxonomic development, we first reviewed the 
cybersecurity incident response team literature, which includ-
ed technical reports (e.g., Alberts, Dorofee, Killcrece, Ruefle, 
& Zajicek, 2004), peer reviewed articles (Ahmad, Hadgkiss, & 
Ruighauer, 2012), federal agency announcements (Ruefle, 2008), 
and best practice recommendations (Brownlee & Guttman, 1998; 
ENISA, 2010). We also investigated the teams literature from 
organizational psychology (Fleishman & Zaccaro, 1972; Kozlowski 
& Ilgen, 2006; Salas, Dickinson, Converse, & Tannenbaum, 1992; 
Sundstrom, DeMeuse, & Futrell, 1990), as well as incorporated 
a network perspective of  interacting component teams (Mathieu, 
Marks, & Zaccaro, 2001). After examining extant definitions, we 
extracted key and/or reoccurring themes, resulting in the follow-
ing definition (Zaccaro, et al., 2016, p. 24):

A cybersecurity [multiteam system] is a collection of  two or more 
teams each of  which is composed of  two or more individuals inter-
acting with each other, information technology (IT) infrastructure, 
IT personnel, end users, management, and other component teams 
to provide proactive and reactive cybersecurity services to support the 
mission of  a defined constituency. 

A.2 Development of 
Taxonomic Dimensionality 

This definition informed the scope of  our taxonomic devel-
opment; that is, we sought to develop a preliminary model 
that could be used as a starting point for understanding the 

performance requirements of  a cybersecurity incident response 
multiteam system (CSIRT MTS). To determine the most appro-
priate dimensionality for the proposed taxonomy, we reviewed 
extant taxonomies at the individual level (Borman, Ackerman, & 
Kubisiak, 1994; Borman & Brush 1993; Borman, Bryant, & Dorio, 
2010; Hunt, 1996; Peterson, Mumford, Borman, Jeanneret, & 
Fleishman, 1999; Viswesvaran, 1993) and at the team level (Marks 
et al., 2001). Based on these reviews, we proposed a multiphase, 
multilevel framework of  CSIRT MTS performance. Specifically, 
the multiphase element refers to processes (planning), behaviors (exe-
cution), and outcomes (effectiveness), and the multilevel aspect includes 

individual, within team, and multiteam systems. Please see Zaccaro, et 
al. (2016) for additional details on the dimensional structure for 
processes and behaviors.

Performance outcomes can be thought of  as goal achievement, which 
is measured as an output (e.g., quantity, quality, or customer satis-
faction), a consequence for constituencies and stakeholders,  and/or 
an increase in abilities of  an individual, a component team within 
an MTS, and/or the MTS as a whole (adapted from Wildman, 
Bedwell, Salas, & Smith-Jentsch, 2011. p. 321).  Individual perfor-
mance outcomes involve outputs, consequences, and/or an 
increase in abilities for individuals.  Analogically, within compo-
nent team performance outcomes involve component team- level 
outputs, consequences, and/or increases in abilities for compo-
nent teams as a whole. Lastly, between component team performance 
outcomes involve system outputs, consequences, and/or increases 
in abilities for the multiteam system as a whole.

A.3 Procedure for Taxon 
Specification  
The specification of  taxa in the proposed taxonomy was an-

chored in a theoretical rationale (see Zaccaro, et al., (2016) 
for more details) and has undergone subsequent revisions. 

Initial validation studies involved only limited sample sizes; there-
fore, revisions only included reorganization or addition; no taxa 
were deleted. 

A.3.1 GENERATION OF TAXA 
To initially populate the cells articulated above, we relied heavily 

on extant task performance research across different types of  jobs 
(e.g., Borman et al., 1994; Borman & Brush 1993; Borman et al., 
2010; Campbell, 1993, Hunt, 1996; Marks et al., 2001; Peterson et 
al., 1999) and more context specific sources (e.g., technical CSIRT 
activities; Alberts et al., 2004). Given the preliminary stage of  the 
research, we opted for inclusivity, meaning that if  we felt a taxon 
had any potential to contribute to future understanding, then we 
included it in the initial framework.   

A.3.2 TAXON VALIDATION
The taxonomy was validated based on responses obtained 

from (a) some prior research on the nature of  cybersecurity jobs 
that produced what are known as the National Initiative for 
Cybersecurity Education (NICE) task statements and (b) from 
interviews with focus groups of  individuals working in cybersecuri-
ty. These NICE statements are part of  the National Cybersecurity 
Workforce Framework that was developed to identify tasks and 
knowledge, skills, abilities, and other attributes (KSAOs) needed 
in cybersecurity work (NICE (2013).  For the interviews, we devel-
oped a protocol to guide discussion in focus groups.  This protocol 
incorporated general topics identified in the taxonomy to allow 
participants to openly discuss their experiences in cybersecuri-
ty MTSs (e.g., “Can you walk me through what happens when 
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a potential incident is detected?”). All focus groups were record-
ed and transcribed by a professional transcription service. Then, 
each transcript was divided into codeable units. These units were 
then coded by four coders working in pairs based on an outline 
version of  the taxonomy wherein the coders identified whether the 
codeable unit represented a task statement categorized a) at the 
individual, within team, or multiteam system level, b) as a process, 
behavior, or outcome, and c) as reactive or proactive. After train-
ing, agreement between coders reached 90% or above.

 After some initial interviews, the first frequency counts were 
tabulated based on the taxonomy coding of  NICE statements 
and statements transcribed from four focus groups.  These 
counts reflected the number of  references to a particular taxon.  
Subsequent focus groups and interviews were used to refine the 
taxonomy until it contained 69 total validated taxa (see Zaccaro, et 
al., 2016, for additional details).  

A review of  the frequency counts led to one of  three outcomes: 
1) the tasks and subtasks were validated, 2) the subtasks that were 
not validated were not substantially different from other validated 
subtasks, or 3) the validation of  some subtasks implied the valida-
tion of  related subtasks that were currently not validated. In order 
to determine whether non-validated subtasks fell under category 2 
or 3, project subject matter experts (SMEs) decided whether these 
subtasks should be removed or validated by proxy. In addition to 
the three categories described above, some task were not repre-
sented at the task or subtask level. In this case, the recommended 
action was to focus on these particular categories in subsequent 
interviews/focus groups, and ultimately, to consider deletion of  
these taxa if  future focus groups failed to validate them.  The result 
of  these efforts are shown later in this appendix.

A.4 How CSIRT Managers 
Can Use the Performance 
Taxonomy
The performance taxonomy can be used by CSIRT managers 

to inform hiring, training, performance management, and 
CSIRT process models.  The taxonomy can help manag-

ers connect the entire process of  hiring, evaluating, and training 
employees by using very specific descriptions of  the behaviors that 
the job requires to provide clarity and help employees understand 
exactly what the job entails. The specific ways that the taxonomy 
can inform hiring, evaluating, and training of  CSIRT employees 
are described below.

A.4.1 PREPARING POSITION 
DESCRIPTIONS

When selecting job applicants, using a job description that 
accurately describes the performance requirements of  the job will 

enable hiring managers to more easily compare applicants’ skills 
and experiences to the specific tasks required by the job. Such an 
accurate job description also helps applicants compare their own 
skill set to the description to determine whether they will be a good 
fit for the job. As an example, when CSIRT managers are hiring 
for a position that involves watching and identifying potential security 
incidents, they can use that section of  the taxonomy that describes 
the tasks involved with identifying security vulnerabilities in the 
position description:

 • “Scan and monitor information systems for emerging 
trends as well as potential weaknesses, deteriorations, and 
obsolescence;” 

 • “Identify emerging security vulnerabilities and possible 
threats.”  

Linking the performance requirements in the validated taxon-
omy to the language in a position description will help both 
applicants and hiring managers in the screening process, leading 
to a more efficient process for classifying, reviewing, and select-
ing applicants.  Overall, this process should lead to better CSIRT 
performance when the people who are the best fit for the job apply 
and are selected.

A.4.2 DEVELOPING PERFORMANCE 
EVALUATION AND MANAGEMENT TOOLS

In order to use the taxonomy to inform CSIRT performance 
management and evaluation, CSIRT managers can look at the 
behaviors outlined in the taxonomy and select the ones that are 

most important for performance in their particular contexts.  These 
selected items should then be used to populate a performance eval-
uation instrument.  For example, when creating a performance 
evaluation plan for a watch team or a network monitoring position, 
managers can include the following items on subsequent perfor-
mance evaluations and then evaluate how well analysts complete 
each task:

 • Attend to intrusion detection alerts
 • Gather additional information about nature of  attack
 • Assess for false positives  
 • Select cases for triage and further response 
 • Send out initial incident alerts
 • Prepare a ticket for the incident

Such specific item-level evaluations can promote more effective 
performance feedback. Managers can also use these statements at 
the team and multiteam system level to a) gain an understanding 
of  the types of  processes that require coordination between team 
members and members of  different teams and b) evaluate the 
effectiveness of  these processes. Based on managers’ evaluations, 
steps can be taken to improve performance in specific areas and at 
specific levels.
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A.5 Designing Training 
Programs 
The taxonomy provides a clear set of  behaviors required for 

effective CSIRT performance.  Once CSIRT managers 
identify areas for development through the performance 

evaluation and management process, they can tailor a training or 
development program, including learning objectives, instruction-
al design, and training evaluation, to address these specific gaps.  
For example, if  an employee’s performance evaluation reveals that 
he or she needs development or training in the area of  identifying 
emerging security vulnerabilities and possible threats, a manager can iden-
tify specific learning objectives reflecting this training need, and 
include them as part of  the employee’s individualized development 
plan.  

The hiring manager can also use the taxonomy to plan training 
for the entire cybersecurity team or MTS. In such instances, the 
manager would focus on behaviors at the “Team” or “Multiteam 
System” levels in the taxonomy.  For example, if  a performance 
evaluation based on the team level tasks in the taxonomy reveals 
that the team needs training to better “reach consensus on a shared 
understanding of  the veracity and probability of  potential vulner-
abilities and threats,” then the manager sets team instructional 
learning objectives for a training simulation that specifically targets 
this behavior. Appendix D provides examples of  training programs 
of  instruction. 

A.6 Informing CSIRT Process 
Models 
CSIRT Process Models are a mapping of  how incident man-

agement occurs in CSIRTs (Alberts, Dorofee, Kilcrece, 
Ruefle, & Zajicek, 2004; Maj, Reijers, & Stikvoort, 2010).  

They typically take the form of  a workflow diagram that shows 
details such as the tasks required for a CSIRT to be successful, the 
goals and objectives of  the CSIRT, the roles and responsibilities of  
the people in the CSIRT, and the order in which tasks are complet-
ed.  The performance taxonomy can inform the development of  
CSIRT process models by providing a set of  behaviors that must 
occur at the individual, team, and multiteam system levels to ac-
complish the tasks in the process model.   The tasks and subtasks 
listed under performance processes (planning) and performance 
behaviors (outcomes) provide a basis for specifying in greater detail 
than current process models the steps analysts need to initiate to 
accomplish particular performance tasks. 
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PROACTIVE PERFORMANCE – INDIVIDUAL LEVEL OF ANALYSIS
PERFORMANCE PROCESSES 
(PLANNING)

PERFORMANCE BEHAVIORS 
(EXECUTION)

PERFORMANCE OUTCOMES 
(EFFECTIVENESS)

A.  Define mission, tasks, and services 
i. Identify CSIRT mission scope and 

requirements, 
ii. Identify corresponding incident 

response tasks, 
iii. Identify environmental conditions, 

practical constraints, 
iv. Identify necessary resources 

B.  Formalize the mission, tasks, and services
i. Consult with relevant stakeholders 

about mission parameters and 
stakeholder requirements

ii. Obtain management support and 
appropriate funding to carry out 
mission and services

iii. Establish and communicate formal 
mission and task statements 

C.  Task effectiveness 
i. Solution quality  

1. Comprehensiveness 
2. Innovation  

ii. Quantity 
iii.  Efficiency 
vi. Secure configuration   
v. Vulnerability reduction   

D.  Cognitive outcomes
i. Customer   

1. Knowledge and skill acquisition
ii. Component team member 

2. Knowledge and skill acquisition
E.  Affective outcomes

i. Customer 
1. Satisfaction with component 
team member 
2. Commitment to component  
team member 

ii. Component team member 
1. Job satisfaction 
2. Commitment 

a. Component team
b. Other component teams
c. Cyber security multiteam 
system
d. Organization
e. Constituency 

F.  Motivational outcomes
i. Customer 

1. Task Efficacy 
ii. Component team member 

2. Task Efficacy  
G.  Well-being outcomes

i. Customer 
1. Psychological  
2. Physical 

ii. Component team member
1. Psychological 
2. Physical 

H.  Turnover 

I.  Determine necessary security tools, 
applications, and infrastructure for 
establishing the CSIRT 
i. Identify and specify cybersecurity  

infrastructure requirements 
ii. Generate potential tools, programs, 

protocols, and methods that meet 
infrastructure requirements

iii. Evaluate and select security 
enhancement interventions  that 
provide best fit to infrastructure 
requirements

iv. Plan implementation of selected 
security measures tools, and 
applications

J.  Implement selected CSIRT security tools, 
applications, and infrastructure for 
CSIRT set-up

K.  Design procedures for maintenance 
of security tools, applications, and 
infrastructure 

L.  Execute maintenance procedures 
for security tools, applications, and 
infrastructure
i. Implement scheduled maintenance 

activities
ii. Monitor operating conditions of 

existing security tools, applications, 
and infrastructure

M.  Identify potential security vulnerabilities 
and possible threats 
i. Scan, monitor and test information 

systems for  potential weaknesses, 
deteriorations, and obsolescence

ii. Identify emerging security vulnera-
bilities and possible threats

iii. Forecast criticality of potential
    vulnerabilities and potential threats

N.  Post/publicize information about poten-
tial threats and system weaknesses, 
deteriorations, and obsolescence  

O.  Identify proactive security tools, applica-
tions, , and solutions
i. Generate and evaluate techno-

logical solutions for potential and 
emerging threats

ii. Assess and develop system capabili-
ties to integrate potential solutions

iii. Develop plans for implementing 
proactive technological solutions

P.  Implement proactive safeguards and 
solutions
i. Implement and update necessary 

infrastructure changes, software 
revisions, and new applications 

ii. Inform cyber security personnel 
and constituencies of infrastructure 
changes and of the use of new 
software and proactive security 
applications
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PROACTIVE PERFORMANCE – WITHIN COMPONENT TEAMS LEVEL OF ANALYSIS
PERFORMANCE PROCESSES 
(PLANNING)

PERFORMANCE BEHAVIORS 
(EXECUTION)

PERFORMANCE OUTCOMES 
(EFFECTIVENESS)

A.  Define mission, tasks, and services
i. Exchange and evaluate ideas about 

CSIRT mission priorities and 
requirements

ii. Develop a shared understanding of the 
CSIRT’s mission

iii. Determine CSIRT strategies and inter-
action procedures to best  accomplish 
mission goals and priorities

B.  Formalize mission, tasks, and services
i. Implement CSIRT interaction 

protocols to coordinate team 
members' actions around 
mission accomplishment

C.  Task effectiveness 
i. Solution quality  

1. Comprehensiveness 
2. Innovation  

ii.  Secure configuration
iii.  Vulnerability reduction
vi.  Quantity 
v.   Efficiency 

1. Component team infrastruc-
ture efficiency 
2. Component team cost-benefit 
efficiency 

D.  Cognitive outcomes
i. Customer   

1. Knowledge and skill acquisition
ii. Component teams

1. Knowledge and skill acquisition
2. Shared mental model 
3. Transactive memory system 

E.  Affective outcomes
i. Customer 

1. Satisfaction component team 
2. Commitment to component 
team 

ii. Component team 
1. Trust 
2. Psychological safety
3. Viability
4. Satisfaction 

F.  Motivational outcomes
i. Customer 

1. Task Efficacy 
ii. Component team 

1. Collective efficacy 
2. Cohesion 

a.  Task 
b. Interpersonal

G.  Organizational reputation
i. Reports from the media 

H.  Determine necessary security tools, appli-
cations, and infrastructure for establishing 
the CSIRT 
i. Exchange relevant information and ideas 

among team members about cybersecu-
rity infrastructure requirements 

ii. Generate and evaluate members' ideas 
and proposals about potential security 
measures, tools, and applications that 
meet infrastructure requirements

iii. Garner collective endorsement for the 
most appropriate security measures 
tools, and applications 

iv. Plan team implementation of selected 
security measures tools, and applications 

I.  Implement security tools, applications, 
and infrastructure for CSIRT set-up
i. Coordinate members’ imple-

mentation of selected security 
measures, tools, and applications 

ii. Engage in collective monitoring 
and back-up behavior of team 
members during implementation 
of security measures, tools, and 
applications

J.  Design team level procedures for mainte-
nance of security tools, applications, and 
infrastructure
i. Exchange relevant information among 

team members on necessary mainte-
nance procedures and standards

ii. Share information with team members 
about operating conditions of exist-
ing  security tools, applications, and 
infrastructure

K.  Execute procedures for maintenance 
of security tools, applications, and 
infrastructure
i. Assign team member roles in 

infrastructure maintenance 
functions.

ii. Coordinate and balance team 
member activities to accomplish 
maintenance procedures

L.  Identify potential security vulnerabilities and  
threats to cybersecurity infrastructure and 
information systems
i. Exchange information and ideas with 

team members about emerging security 
trends as well as potential infrastruc-
ture weaknesses, deteriorations, and 
obsolescence  

ii. Reach consensus on the veracity 
and probability of potential vulnera-
bilities and threats to cybersecurity 
infrastructure

M.  Test for potential security vulnerabili-
ties and threats 
i. Coordinate member actions in 

conducting multiple and different 
tests of existing cybersecurity 
infrastructure and informa-
tion systems for potential 
weaknesses, deteriorations, and 
obsolescence

ii. Exchange data and reach 
consensus on information to 
be posted/publicized about 
potential threats and system 
weaknesses, deteriorations, and 
obsolescence

N.  Identify proactive security tools, applications, 
and solutions.
i. Exchange information and ideas among 

team members about software, tools, 
and other technological solutions for 
potential and emerging threats 

ii. Exchange information and expertise 
about system capabilities relative to 
candidate solutions

iii. Reach consensus and select the best-fit-
ting software, tools, and other solutions 
for potential and emerging threats 

iv. Develop plans for implementation of 
selected solutions

O.  Implement proactive security tools, 
applications and solutions
i. Assign member roles for imple-

mentation processes 
ii.  Coordinate and balance team 

member activities to imple-
ment necessary infrastructure 
programming, software revisions, 
and new applications
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PROACTIVE PERFORMANCE – WITHIN COMPONENT TEAMS LEVEL OF ANALYSIS
PERFORMANCE PROCESSES 
(PLANNING)

PERFORMANCE BEHAVIORS 
(EXECUTION)

PERFORMANCE OUTCOMES 
(EFFECTIVENESS)

P.  Plan team system structures
i. Identify general team member roles  

and role requirements
ii. Define team norms
iii. Determine team reward structure 
iv. Determine within-team performance 

criteria and feedback structures 

Q.  Implement component team 
structure  
i. Staff the team to match role 

requirements
ii. Train team members to match 

role requirements 
iii. Foster acceptance of team 

norms
iv. Implement and enforce team 

standards 
v. Implement and enforce team 

reward structure 
vi. Facilitate team confidence, 

motivation, and task-based 
cohesion

(CONT.)
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PROACTIVE PERFORMANCE – BETWEEN COMPONENT TEAMS LEVEL OF ANALYSIS   
PERFORMANCE PROCESSES 
(PLANNING)

PERFORMANCE BEHAVIORS 
(EXECUTION)

PERFORMANCE OUTCOMES 
(EFFECTIVENESS)

A.  Define mission, tasks, and services
i. Exchange and evaluate CSIRT 

multiteam mission priorities and 
requirements from different compo-
nent teams 

ii. Reach a consensus among compo-
nent teams of the overall incident 
response mission priorities and 
requirements

iii. Determine CSIRT multiteam strat-
egies and interaction procedures 
and strategies to accomplish mission 
goals and priorities 

B.  Formalize mission, tasks, and services
i. Implement CSIRT between-team 

interaction protocols to coordinate 
component teams’ actions around 
CSIRT multiteam system mission 
accomplishment

C.  Task effectiveness 
i. Solution quality  

1. Comprehensiveness 
2. Innovation  

ii.  Secure configuration
iii.  Vulnerability reduction
vi.  Quantity 
v.   Efficiency 

1. Cyber security multiteam 
system infrastructure efficiency
2. Cyber security multiteam 
system cost-benefit efficiency  

D.  Cognitive outcomes
i. Customer   

1. Knowledge and skill acquisition
ii. Between component 

1. Knowledge and skill acquisition
2. Shared mental model 
3. Transactive memory system 

E.  Affective outcomes
i. Customer 

1. Satisfaction with cyber security 
multiteam system 
2. Commitment to cyber security 
multiteam system 

ii. Between component team 
1. Trust 
2. Psychological safety
3. Viability
4. Satisfaction 

F.  Motivational outcomes
i. Customer 

1. Task Efficacy 
ii. Between component teams 

1. Collective efficacy 
2. Cohesion 

a.  Task 
b. Interpersonal

G.  Organizational reputation
i. Reports from the media 

H.  Determine necessary security tools, 
applications, and infrastructure for 
establishing the CSIRT multiteam 
system
i. Exchange relevant information and 

ideas among component teams 
about cybersecurity infrastructure 
requirements 

ii. Generate and evaluate members' 
ideas and proposals about poten-
tial security measures, tools, and 
applications that meet infrastructure 
requirements

iii. Garner collective endorsement 
for the most appropriate security 
measures tools, and applications 

iv. Plan between-team implementation 
of selected security measures, tools, 
and applications

I.  Implement security tools, applications, 
and infrastructure
i. Coordinate component teams’ 

implementation of security 
measures, tools, and applications 

ii. Engage in collective monitoring and 
back-up behavior of component 
teams during implementation 
of security measures, tools, and 
applications 

J.  Design multiteam system level procedures 
for maintenance of security tools, 
applications, and infrastructure
i. Exchange relevant information 

between component teams on 
necessary maintenance requirements 
and standards

ii. Integrate the maintenance require-
ments for the security tools, applica-
tions, and infrastructure of different 
component teams

iii. Share information with component 
teams about operating conditions of 
existing security tools, applications, 
and infrastructure

K.  Execute procedures for maintenance 
of security tools, applications, and 
infrastructure
i. Assign component team roles 

in infrastructure maintenance 
functions

ii. Coordinate and balance component 
team activities to accomplish infra-
structure maintenance procedures

L.  Identify potential security vulnerabilities 
and threats to cybersecurity infrastruc-
ture and information systems
i. Exchange information and ideas 

across component teams about 
emerging security trends and specific 
threats  

ii. Exchange information across 
component teams about potential 
infrastructure weaknesses, deterio-
rations, and obsolescence  

iii. Reach consensus across compo-
nent teams on the veracity and 
probability of potential vulnerabil-
ities and threats to cybersecurity 
infrastructure

M.  Test for potential security vulnerabilities 
and threats 
i. Coordinate actions of component 

teams in conducting multiple 
and different tests of existing 
cybersecurity infrastructure and 
information systems for potential 
weaknesses, deteriorations, and 
obsolescence

ii. Exchange data and reach consen-
sus across component teams on 
information to be posted/publicized 
about potential threats and system 
weaknesses, deteriorations and 
obsolescence



CSIRT Effectiveness and Social Maturity
199

PROACTIVE PERFORMANCE – BETWEEN COMPONENT TEAMS LEVEL OF ANALYSIS   
PERFORMANCE PROCESSES 
(PLANNING)

PERFORMANCE BEHAVIORS 
(EXECUTION)

PERFORMANCE OUTCOMES 
(EFFECTIVENESS)

N.  Identify proactive security tools, applica-
tions, and solutions
i. Exchange information and ideas 

among component teams about 
how new software, tools, and other 
technological solutions for potential 
and emerging threats

ii. Exchange information and expertise 
across component teams about 
system capabilities relative to candi-
date solutions

iii. Reach consensus across component 
teams and select the best-fitting 
software, tools, and other solutions 
for potential and emerging threats 

iv. Develop plans for implementation 
across component teams of selected 
solutions

O.  Implement proactive security tools, 
applications, and solutions
i. Assign component team roles for 

implementation processes
ii. Coordinate and balance compo-

nent team activities to implement 
necessary infrastructure program-
ming, software revisions, and new 
applications ats 

P.  Plan multiteam system structures 
i. Identify component teams that need 

to work together within an MTS 
ii. Define general component team 

roles and proximal goals/tasks
iii. Define MTS norms
iv. Determine MTS reward structures 
v. Determine MTS-level performance 

criteria and feedback structures  

Q.  Establish multiteam system structures 
i. Staff the CSIRT-MTS with selected 

component teams to match role 
requirements

ii. Train component teams to match 
role requirements

iii. Foster acceptance of MTS norms
iv. Implement MTS reward structures 
v. Facilitate between-team and 

MTS confidence, motivation, and 
task-based cohesion

(CONT.)
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REACTIVE  PERFORMANCE – INDIVIDUAL LEVEL OF ANALYSIS
PERFORMANCE PROCESSES 
(PLANNING)

PERFORMANCE BEHAVIORS 
(EXECUTION)

PERFORMANCE OUTCOMES 
(EFFECTIVENESS)

A.  Detect and gather information about  
security incident(s) 
i. Monitor systems and attend to 

intrusion detection alerts
ii. Gather additional information about 

nature of potential events
iii. Assess event data for false positives  
iv. Select cases for triage and further 

incident response  

B.  Alert others about security incident(s)
i. Send out initial incident alerts
ii. Prepare a ticket for the incident

C.  Task effectiveness 
i. Solution quality  

1. Comprehensiveness 
2. Innovation  

ii. Incident Handling Capability 
iii. Recovery Capability 
iv. Quantity 
v.  Efficiency    

D.  Cognitive outcomes
i. Customer   

1. Knowledge and skill acquisition
ii. Component team member 

2. Knowledge and skill acquisition
E.  Affective outcomes

i. Customer 
1. Satisfaction with component 
team member 
2. Commitment to component 
team member 

ii. Component team member 
1. Job satisfaction 
2. Commitment 

a. Component team
b. Other component teams
c. Cyber security multiteam 
system
d. Organization
e. Constituency 

F.  Motivational outcomes
i. Customer 

1. Task Efficacy 
ii. Component team member 

2. Task Efficacy  
G.  Well-being outcomes

i. Customer 
1. Psychological  
2. Physical 

ii. Component team member
1. Psychological 
2. Physical 

H.  Turnover 

I.  Triage incoming incident(s)
i. Assess and categorize identified 

incidents (new/old; level of typicality, 
level of potential harm, etc.)

ii. Define and prioritize problems 
caused by  the incident

C.  Communicate triage assessment
i. Update case file based on 

assessment, prioritization and 
categorization 

ii. Communicate with other respond-
ers or affected constituencies when 
incident is determined to reach 
level of immediate notification

J.  Analyze incident(s)
i. Forecast potential damage from 

incident
ii. Identify constituents affected by 

incident
iii. Gather and examine evidence and 

artifacts related to the incident
iv. Determine the incident cause

D.  Communicate and act on incident 
analysis 
i. Prepare analysis report
ii. Handoff and/or escalate incident to 

other responders as needed

K.  Develop comprehensive incident 
remediation solution 
i. Define specifications of potential 

best-fitting solutions
ii. Generate and research potential 

solutions that match desired 
specifications

iii. Simulate potential best-fitting 
solutions

iv. Select best-fitting solution
v. Develop incident remediation 

solution implementation plan 

L.  Implement incident remediation solution   
i. Execute selected security tools, 

applications, and/or procedures to 
resolve incident

ii. Monitor functioning of implement-
ed security tools, applications, and/
or procedures to confirm incident 
resolution

M.  Document and report action logs 
i. Complete and file written analysis 

and summary of incident handling 
case (i.e., close ticket)

ii. Post related incident handling infor-
mation and new threat information 
to internal communication sites 
(e.g., wiki, blog, etc.)

N.  Conduct after-action review 
i. Gather information and evaluate 

the effectiveness of completed 
incident  handling cases for lessons 
learned

ii. Assess and evaluate necessary 
revisions to existing cybersecurity 
policies, procedures, tools, applica-
tions and/or infrastructure

iii. Develop implementation plan for 
necessary revisions to existing 
cybersecurity policies, proce-
dures, tools, applications and/or 
infrastructure

O.  Implement necessary after-action 
adaptation
i. Implement necessary changes to 

existing incident handling policies, 
procedures, tools, applications and/
or infrastructure

ii. Monitor functioning of implement-
ed changes to existing incident 
handling policies, procedures, tools, 
applications and/or infrastructure 
to ensure greater adaptation
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REACTIVE PERFORMANCE – WITHIN TEAMS LEVEL OF ANALYSIS
PERFORMANCE PROCESSES 
(PLANNING)

PERFORMANCE BEHAVIORS 
(EXECUTION)

PERFORMANCE OUTCOMES 
(EFFECTIVENESS)

A.  Detect and gather information about 
security incident(s) 
i. Exchange information and ideas with 

other team members about nature 
of attack

ii. Gather evaluations and concurrence 
from other team members on 
assessments of false positives 

iii. Reach consensus on cases to be 
selected for triage and further 
incident response

B.  Alert others about security incident(s)
i. Coordinate team members’ 

activities in the distribution of initial 
alerts

C.  Task effectiveness 
i. Solution quality  

1. Comprehensiveness 
2. Innovation  

ii.  Incident Handling Capability Data 
iii.  Recovery Capability
vi.  Quantity 
v.   Efficiency 

1. Component team infrastruc-
ture efficiency 
2. Component team cost-benefit 
efficiency 

D.  Cognitive outcomes
i. Customer   

1. Knowledge and skill acquisition
ii. Component

1. Knowledge and skill acquisition
2. Shared mental model 
3. Transactive memory system 

E.  Affective outcomes
i. Customer 

1. Satisfaction with component 
team 
2. Commitment to a component 
team 

ii. Component team 
1. Collective efficacy
2. Trust 
3. Psychological safety
4. Viability
5. Satisfaction 

F.  Motivational outcomes
i. Customer 

1. Task Efficacy 
ii. Component team 

1. Collective efficacy 
2. Cohesion 

a.  Task 
b. Interpersonal

G.  Organizational reputation
i. Reports from the media 

H.  Triage (assess, categorize, and prioritize) 
incoming incident(s)
i. Share assessments of identified 

threats 
ii. Exchange information and reach 

agreement about how to categorize 
identified incidents (new/old; recog-
nize typicality, level of potential harm, 
etc.) within team

iii. Exchange information and reach 
agreement about the problems 
caused by  incidents, and their 
prioritization

I.  Communicate triage assessment 
i. Coordinate on updating of case file 

(i.e., ticket)
ii. Collaborate on when and how to 

communicate with other respond-
ers or affected constituencies 

J.  Analyze incident(s)
i. Exchange relevant information 

within the team to forecast potential 
incident damage 

ii. Exchange relevant information within 
the team to identify constituents 
affected by incident

iii. Exchange evidence and artifacts 
related to the incident.

iv. Reach consensus within the team on 
the cause of the incident

K.  Communicate and act on incident 
analysis
i. Coordinate team member activities 

for creation and communication of 
incident analysis report

ii. Collaborate on handoff and/or 
escalation of incident to other 
responders, as needed

L.  Develop comprehensive incident remedi-
ation solution 
i. Exchange information among team 

members and collaborate on speci-
fications for potential best-fitting 
solutions; 

ii. Reach consensus on desired solution 
specifications 

iii. Exchange ideas about potential 
solutions; 

iv. Exchange information about 
members' expertise and experiences 
with potential solutions

v. Conduct team-wide simulation of 
potential best-fitting solutions

vi. Reach team consensus on best-fit-
ting solutions

vii. Determine team members’ roles in 
solution implementation plans

M.  Implement incident remediation 
solution    
i. Coordinate team members’ actions 

in executing selected security 
solution

ii. Assign team members different 
roles in monitoring functioning of 
implemented security solution

N.  Document and report action logs 
i. Integrate contributions from 

participating team members into 
case summary 

ii. Coordinate members contributions 
to the posting of case information 
to internal communication sites 
(e.g., wikis, blogs) 
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REACTIVE PERFORMANCE – WITHIN TEAMS LEVEL OF ANALYSIS
PERFORMANCE PROCESSES 
(PLANNING)

PERFORMANCE BEHAVIORS 
(EXECUTION)

PERFORMANCE OUTCOMES 
(EFFECTIVENESS)

O.  Conduct team after-action reviews
i. Exchange information and evaluate  

the effectiveness of team interac-
tions and collective activities during 
all phases of completed incident 
handling cases 

ii. Assess and evaluate necessary 
revisions to existing team cyberse-
curity policies, interaction protocols 
and member roles

iii. Develop implementation plan for 
necessary revisions to existing team 
cybersecurity policies, proce-
dures, tools, applications and/or 
infrastructure

P.  Implement necessary after-action 
adaptation
i. Assign member roles in imple-

mentation of necessary changes to 
existing incident handling policies, 
procedures, tools, applications and/
or infrastructure

ii. Coordinate members activities 
in implementation of necessary 
changes to existing incident 
handling policies, procedures, tools, 
applications and/or infrastructure

iii. Coordinate of monitoring of 
implemented changes across 
team members to ensure greater 
adaptation

Q.  Manage interpersonal component team 
members’ interactions 
i. Monitor and facilitate team 

communication protocols
ii. Manage conflict among team 

members
iii. Monitor and maintain cohesion 

among team members 
iv. Address morale issues arising 

among team members

(CONTINUED)
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REACTIVE PERFORMANCE – BETWEEN TEAMS LEVEL OF ANALYSIS   
PERFORMANCE PROCESSES 
(PLANNING)

PERFORMANCE BEHAVIORS 
(EXECUTION)

PERFORMANCE OUTCOMES 
(EFFECTIVENESS)

A.  Detect and gather information about 
security incident(s) 
i. Coordinate and consult with possibly 

affected component teams to gather 
and exchange information about the 
nature of the attack

ii. Gather evaluations and concurrence 
from appropriate component teams 
on assessments of false positives

iii. Reach consensus across relevant 
component teams on cases to be 
selected for triage and further 
incident response

B.  Alert others about security incident(s)
i. Coordinate component teams 

roles in distribution of initial alerts 
to their respective constituencies 
and potentially affected clients 
outside of the MTS

C.  Task effectiveness 
i. Solution quality  

1. Comprehensiveness 
2. Innovation  

ii.  Incident Handling Capability Data  
iii.  Recovery Capability
vi.  Quantity 
v.   Efficiency 

1. Cyber security multiteam 
system infrastructure
2. Cyber security multiteam 
system cost-benefit  

D.  Cognitive outcomes
i. Customer   

1. Knowledge and skill acquisition
ii. Between component 

1. Knowledge and skill acquisition
2. Shared mental model 
3. Transactive memory system 

E.  Affective outcomes
i. Customer 

1. Satisfaction with cyber security 
multiteam system 
2. Commitment to cyber security 
multiteam system 

ii. Between component team 
1. Trust 
2. Psychological safety
3. Viability
4. Satisfaction 

F.  Motivational outcomes
i. Customer 

1. Collective Efficacy
2. Task Efficacy 

ii. Between component teams 
1. Cohesion 

a.  Task 
b. Interpersonal

G.  Organizational reputation
i. Reports from the media 

H.  Triage (assess, categorize, and prioritize) 
incoming incident(s)
i. Share assessments of identified 

threats across relevant component 
teams 

ii. Exchange information and reach 
agreement across affected component 
teams about how to categorize identi-
fied incidents (new/old; recognize 
typicality, level of potential harm, etc.) 

iii. Exchange information and reach 
agreement across affected component 
teams about the problems caused by  
incidents, and their prioritization

I.  Communicate Assessments
i. Coordinate across component 

teams on updating of case files
ii. Collaborate across component 

teams on when and how to 
communicate with other respond-
ers or affected constituencies

J.  Analyze incident(s)
i. Exchange relevant information across 

component teams to forecast poten-
tial incident damage

ii. Exchange relevant information across 
component to identify constituents 
affected by incident

iii. Exchange evidence and artifacts 
related to the incident across multiple 
component teams

iv. Reach consensus across component 
teams on the cause of the incident

K.   Analytical behaviors
i. Collaborate with component 

teams to creation and communica-
tion of  analysis report 

ii. Collaborate with other component 
teams on handoff and/or escalation 
of  incident to other responders

L.  Develop comprehensive incident remedia-
tion solutions 
i. Exchange information among compo-

nent teams on specifications for 
potential solutions 

ii. Reach consensus across compo-
nent teams on desired solution 
specifications

iii. Exchange ideas among component 
teams about potential solutions

iv. Exchange information about compo-
nent teams functions, expertise, and 
experiences with potential solutions 

v. Conduct simulation with multiple 
component teams of potential best 
fitting solutions

vi. Reach consensus among multiple 
component teams about best-fitting 
solutions

vii. Determine roles of each component 
team in solution implementation plans

M.  Implement selected incident remedia-
tion solution(s)   
i. Coordinate across component 

teams in executing selected securi-
ty solutions

ii. Assign component teams different 
roles in monitoring functioning of 
implemented incident resolution 
solutions 
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REACTIVE PERFORMANCE – BETWEEN TEAMS LEVEL OF ANALYSIS   
PERFORMANCE PROCESSES 
(PLANNING)

PERFORMANCE BEHAVIORS 
(EXECUTION)

PERFORMANCE OUTCOMES 
(EFFECTIVENESS)

N.  Document and report action logs 
i. Integrate contributions from 

participating component teams 
into case summary

ii. Coordinate component team 
contributions to the posting 
of case information to internal 
communication sites

O.  Conduct after-action review 
i. Exchange information and evaluate 

the effectiveness of interactions and 
activities across all component teams 
involved in incident handling cases  

ii. Assess and evaluate necessary 
revisions to existing MTS  cyberse-
curity policies, interaction protocols, 
and component team roles

iii. Develop implementation plans fo 
necessary revisions to existing MTS 
cybersecurity policies, interaction 
protocols, and component team roles

P.  Implement after action adaptation 
strategies 
i. Assign component team roles 

in implementation of necessary 
changes to existing incident 
handling policies, procedures, tools, 
applications and/or infrastructure

ii. Coordinate component team 
activities in implementation of 
necessary changes to existing 
incident handling policies, proce-
dures, tools, applications and/or 
infrastructure

iii. Coordinate of monitoring of 
implemented changes across 
component teams to ensure 
greater adaptation

O.  Manage interpersonal component team 
interactions 
i. Monitor and facilitate communi-

cation protocols and interactions 
among component teams

ii. Manage conflicts among compo-
nent teams

iii. Monitor and maintain cohesion 
between component team 
members, and across the incident 
response MTS

iv. Address morale issues between 
component team members, and 
across the incident response MTS

(CONTINUED)
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B.1 Assessment Exercises and Improvement Strategies by 
Topic Area

CHAPTER 3: MEASURING AND EVALUATING CSIRT PERFORMANCE
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. I consider not only conventional, objectively-derived performance metrics, but also subjectively-derived (e.g., using ratings) perfor-
mance metrics..

2. I consider not only the quantity of performance, but also the quality of performance.

3. I consider not only how well an analyst performs under normal operating circumstances (i.e., “typical” performance), but also how he 
or she performs when confronted with very serious incidents (i.e., “maximum” performance).

4. I consider not only performance after an incident is detected (i.e., reactive performance), but also performance that occurs before an 
incident is detected (i.e., proactive performance).

5. I consider not only performance at the individual level, but also performance at the team level or other levels (performance at the 
broader multiteam system level).

6. I consider not only conventional performance outcomes, but also psychological (e.g., well-being) outcomes.

IMPROVEMENT STRATEGIES
Strategy 1: Balance Measuring Quantity and Quality

Strategy 2: Measure Maximum Performance in Addition to Typical Performance

Strategy 3: Measure Both Proactive and Reactive Performance

Strategy 4: Determine the Appropriate Level of Measurement

H  Strategy 5: Create a Balanced Scorecard of Performance Measurement

CHAPTER 4:  DECISION-MAKING IN CSIRTS
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Analyst expertise is considered explicitly when analysts are assigned (or assign themselves) to incidents.

2. Incident severity is considered explicitly when analysts are assigned (or assign themselves) to incidents.

3. Decision-making skills are emphasized in analyst training activities.

4. My analysts consider all necessary information before they make decisions in response to an incident.

5. My analysts comprehensively rehearse their response plans (including mentally testing them for ways in which they could go wrong) 
before implementing them.

6. When hiring new analysts, decision-making skills are emphasized. 

7. My analysts decide correctly that they should include other analysts in their incident mitigation efforts.

8. Members on my team are proactive, soliciting help from team members.

9. My team solicits help proactively from other teams in the CSIRT MTS.

10. My team asks other teams in the CSIRT MTS to help them resolve an incident when such help is necessary.

11. My team takes the initiative when deciding to include other teams in a CSIRT MTS in their incident mitigation efforts.

Consider these statements to determine the improvement strategies that would most benefit your CSIRT.
H  *Strategies denoted with a star are highly recommended

IMPROVEMENT STRATEGIES
Strategy 1: Selecting for Decision-Making Skills

Strategy 2: Training Decision-Making Skills

Strategy 3: Cognitive Prompts to Reduce Overconfidence and Confirmation Bias

H  Strategy 4: Using Mnemonics to Capture Necessary Information

H  Strategy 5: Using Adaptive Case Management



CSIRT Effectiveness and Social Maturity
208

CHAPTER 5: COMMUNICATION EFFECTIVENESS IN INCIDENT RESPONSE
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Messages sent among my team members contain all critical information.

2. Messages sent or received by the team are understood clearly.

3. My team members ask for clarification for messages received from others when they are unsure of something.

4. My team members confirm receipt and understanding of critical communications.

5. Information is received on time when trying to address a cyber threat.

6. Messages are sent to the correct recipient during different phases of incident resolution.

7. Complete and accurate information is passed during handoffs between different individuals in my team.

8. My team members quickly resolve communication issues with individuals on their teams.

9. My team members quickly resolve communication issues with team members from other cultures.

10. Messages sent between teams in the CSIRT MTS contain all critical information.

11. Different teams ask for clarification for messages received from other teams when they are unsure of something.

12. Confirmation of receipt and understanding of critical communications occurs between teams.

13. Complete and accurate information is passed during handoffs between different teams. 

14. Teams quickly resolve communication issues with other teams.

15. Teams in the CSIRT MTS designate a point person to communicate with other teams or external parties.

IMPROVEMENT STRATEGIES
H  Strategy 1: Communication Charters

H  Strategy 2: Handoff Checklists

H  Strategy 3a: Scenario-based Practice with Pre-briefing

H  Strategy 3b: Team Simulation Training

Strategy 4a: Virtual Displays

Strategy 4b: Wiki Best Practices

Strategy 5: Boundary-spanner Designation

Strategy 6: Work Space Design

Strategy 7: Situational Interviews to Select People Communication Skills
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CHAPTER 7: COLLABORATIVE PROBLEM-SOLVING IN INCIDENT RESPONSE
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Team members in my CSIRT solicit help from each other proactively.

2. My team members get together to brainstorm and to consult each other about incident resolution.

3. My team members use the knowledge they have gained from other team members in resolving a novel incident.

4. My team members work together to determine the potential consequences of an event or threat to the cybersecurity of the organi-
zation or to constituents.

5. Members of my CSIRT consider multiple viewpoints when resolving an incident.

6. Members of my CSIRT are willing to switch to new kinds of solutions when existing ones may not be the best.

7. Members of my CSIRT try new ways of thinking about novel events and incidents.

8. Members of my CSIRT adopt new ways of resolving incidents.

9. Members of my CSIRT are comfortable deviating from normal or typical ways of resolving incidents.

10. My team members change their behaviors or protocols as a result of previous incidents.

11. Members of my team are likely to try new ideas and solutions when resolving incidents.

12. My team members incorporate the expertise of other teams into incident resolution.

13. Teams in my CSIRT MTS solicit help from other teams proactively.

14. Multiple teams get together to brainstorm and to consult each other about incident resolution.

15. Multiple teams work together to determine the potential consequences of an event or threat to the cybersecurity of the organization 
or to constituents.

16. Teams in the CSIRT MTS change their ways of interacting with one another as a result of previous incidents.

IMPROVEMENT STRATEGIES
H  Strategy 1: Engage in pre-mission planning (or pre-briefing) for teams or MTSs
H  Contingency Planning for teams and MTSs

H  Strategy 2: Use a counterfactual thinking approach to get team members, and teams in an MTS, to share their unique information

H  Strategy 3: Engage teams and MTSs in structured debriefing with feedback

Strategy 4: Develop adaptive thinking by providing exploratory or active learning experiences with wide problem variety

H  Strategy 5: Train leaders to pre-plan strategies for how multiple teams will work together

Strategy 6: Staff your CSIRT with team members who have a team orientation and teamwork skills.

CHAPTER 8: SHARED KNOWLEDGE OF UNIQUE EXPERTISE
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. My team members know exactly who has the knowledge to handle a particular incident.

2. My team members can explain “who knows what” within the team.

3. Members of my team ask the right person for information.

4. In team meetings, members appear to know what other people within the team know.

5. Members of my team communicate what knowledge they possess to other team members. 

6. My team members know exactly which team in our CSIRT MTS has the right knowledge/expertise to handle a particular incident.

7. My teams explain “which teams know what” within the CSIRT MTS.

8. Members of my team ask the right team in a CSIRT MTS for information.

9. Members of my team communicate what knowledge they possess to other teams in the CSIRT MTS.

IMPROVEMENT STRATEGIES
H  Strategy 1: Knowledge Tools

H  Strategy 2: Presentation (type of cross-training)

H  Strategy 3:  Job Shadowing (type of cross-training)

Strategy 4: Position Rotation (type of cross-training)
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CHAPTER 9: TRUST IN INCIDENT RESPONSE TEAMS AND MULTITEAM SYSTEMS
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. My team members feel confident about the competence of other members.

2. My team members feel comfortable relying on each other when resolving tough incidents.

3. My team members feel comfortable admitting mistakes or seeking advice without worrying about being judged or evaluated.

4. My team members share learning opportunities with other members. 

5. My team members talk freely with each other about difficulties they are having with incidents.

6. My team members bring up tough problems and issues with each other. 

7. Members of my team manage differences of opinion without creating tension.

8. Members of my team resolve disagreements about incident mitigation.

9. Members of my team are comfortable having debates about different approaches to incident mitigation.

10.  Tension and anger are well managed among members of my team.

11. My team feels confident about the competence of other teams in a CSIRT MTS.

12. My team members feel comfortable relying on other teams in the CSIRT MTS when resolving tough incidents.

13. My team members share learning opportunities with members of other teams in the CSIRT MTS.

14. Members of my team talk freely with members from other teams in the CSIRT MTS about problems they are having with incidents.

15. Team members bring up tough problems and issues with members of other teams in the CSIRT MTS.

16. My team manages differences of opinion with other teams in the CSIRT MTS without creating tension.

17. Tension and anger are managed well between teams in my CSIRT MTS.

IMPROVEMENT STRATEGIES
Strategy 1:  Provide structured opportunities for CSIRT members to learn about the expertise, experiences, and functional back-
grounds of other members

H  Strategy 2:  Establish clear individual, team, and MTS goals, roles, and performance standards

Strategy 3:  Establish norms for communication transparency in teams and MTSs

H  Strategy 4: Utilize managerial actions that create a psychologically safe climate in the team and MTS

H  Strategy 5: Create opportunities for building strong social connections among CSIRT members to support conflict management

Strategy 6: Increase external connections and social networking to facilitate inter-team and inter-organization trust

CHAPTER 10: SUSTAINED ATTENTION AND FOCUS OVER TIME DURING INCIDENT 
RESPONSE
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. My employees pick up on critical incidents toward the end of their shifts.

2. My employees sustain their attention over the course of their shifts.

3. My employees express satisfaction with the current scheduling of shifts and the length of shifts.

4. My employees claim that shift scheduling leads to improvement in sustaining attention during their shifts.

5. My employees appear to be alert at the end of their shifts.

6. My employees remain focused when dealing with incidents that require overtime work or an extra shift.

7. My employees take the correct amount of breaks during their shifts.

8. After-action reviews have revealed success attributable to sustained attention on the part of an analyst.

IMPROVEMENT STRATEGIES
Strategy 1: Hire job applicants who display a capacity for sustained attention.
 Working memory task
 Brief vigilance (i.e., sustained attention) tasks 

H  Strategy 2: Encourage employees to incorporate rest breaks into their shifts. 
 Restorative settings
 Socialization

H  Strategy 3: Shift Design – Create a shift plan that reduces sleep disturbances and maximizes attentiveness.
 Work Shift Characteristics 
  Shift length (8-hour shifts recommended)
  Shift rotation speed (Rapid shift rotations preferred)
  Shift rotation direction (Forward shift rotation preferred)
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CONTINUOUS LEARNING IN INCIDENT RESPONSE
ASSESSMENT EXERCISE
1= STRONGLY DISAGREE, 2= DISAGREE, 3= NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Team members keep up-to-date with developments in cybersecurity.

2. The design of cybersecurity personnel’s work roles allows them to develop new skills.

3. Team members engage others outside of the organization to gain new knowledge and skills.

4. Team members maintain contacts with other cybersecurity professionals in order to learn new knowledge and skills.

5.  Team members have the opportunity to try out new ideas and processes.

6. Teams discuss how they should interact differently as a result of previous incidents (e.g., in after action reviews).

7. Thinking about “lessons learned” regarding team interactions or after-action reviews occur in a timely manner after events.

8. Multiple teams working together have the opportunity to try new ideas or processes.

9. Teams participate in activities where they can make errors and learn from their mistakes without these errors being detrimental to 
the CSIRT's performance (e.g., during training sessions).

10. Multiteam information databases (e.g., a Wiki, information board) are used in events.

11. Multiteam information databases (e.g., a Wiki, information board) are used in training.

IMPROVEMENT STRATEGIES
Strategy 1: Select individuals who are creative and curious

Strategy 2: Engage employees’ creativity and curiosity as a leader

Strategy 3: Facilitate reflection in teams (team reflexivity or team reflections and adaptation)

H  Strategy 4: Provide feedback in debriefings (After Action Reviews)

Strategy 5: As a leader, promote psychological safety

H  Strategy 6: Improve work design (e.g., feedback, autonomy) to enhance learning

Strategy 7: Create databases to store knowledge

Strategy 8: Use mentoring programs

Strategy 9: Train employees to build networking skills

Strategy 10: Train CSIRT professionals on how to establish a professional, developmental network

H  Strategy 11: Use guided discovery learning

H  Strategy 12: Use error management training

* See the corresponding chapters in this handbook for full descriptions of  improvement strategies for each topic and how to implement 
them 
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C.1 Introduction
This Handbook has provided a number of  suggestions for 

selection and training tools for CSIRT managers to use in 
order to improve the social maturity and performance ef-

fectiveness of  their teams.  However, before they can be used, they 
need to be validated as either truly predictive of  performance or 
capable of  increasing targeted skills.  This appendix provides some 
basic information about selection test and training validation.  Ad-
ditional information can be found at the following websites:

 • http://www.onetcenter.org/dl_files/empTestAsse.pdf
 • http://www.uniformguidelines.com 
 • www.uniformguidelines.com
 • https://www.eeoc.gov/policy/docs/factemployment_

procedures.html

Please note that guidelines on the validation and use of  selec-
tion tests and training protocols may vary from country to country.  
Accordingly, managers should also confer with their human 
resource management departments for more guidance on local 
laws and regulations, as well as on the application of  principles 
described here and in the aforementioned websites. 

C.2 Hiring Validation 
Considerations  
Selection tests are required to be both reliable and valid before 

they can be used to hire candidates for CSIRT positions.

C.2.1 TEST RELIABILITY
The reliability of  a selection test refers to the extent to which partic-

ipants who take the test on multiple occasions exhibit similar scores 
across the test administrations (i.e., test-retest reliability).  Reliability 
also refers to the degree to which participants garner similar scores 
across multiple items on the same test that purports to measure the 
same knowledge, skills, abilities or other attributes (i.e., internal 
consistency).  Reliability is indexed on a .00 to 1.00 scale.  Reliability 
estimates greater than .70 are considered acceptable, while estimates 
greater than .90 are consider excellent.   When tests are reliable, 
they produce dependable and consistent information about the test 
takers.  If  you are using an unreliable test to select members of  your 
CSIRT, you will not be able to make well-informed hiring decisions.   

C.2.2 RELIABILITY IN CSIRT APPLICANT 
TESTING 

When selecting an employment test for applicants to your CSIRT, 
consider using an “off the shelf ” product that has been designed by 

a consulting firm.  Specific tests are referred to in various chapters in 
the Handbook. Some examples are personality tests, problem-solv-
ing tests, or sustained attention tasks.  The manuals for predesigned 
employment tests will typically include a technical section describing 
the reliability studies the test designers have conducted.  When using 
an off the shelf  product, be sure to select one that has undergone 
a rigorous process for testing reliability to ensure you will receive 
dependable and consistent information from the test.  If  you choose 
to design your own test, engaging a consultant or consulting firm to 
conduct a reliability study will increase the test credibility and reduce 
the potential for a test-related lawsuit.  

C.2.3 TEST VALIDITY 
A test’s validity refers to (a) the extent to which it assesses the 

construct it is intended to measure (i.e., construct validity), b) the 
extent to which the test captures all elements of  a targeted construct 
or KSAO (i.e., content validity), and (c) the extent to which the test 
predicts the job outcomes you are targeting as a manager (i.e., criteri-
on-related validity).   A valid test is one that measures the job specific 
characteristics employees need to be effective in the job.  Accordingly, 
if  a test is highly valid, you can assume that high scores by applicants 
on the test mean that they are likely to exhibit higher job perfor-
mance.  Using valid tests will provide business efficiency benefits 
and will demonstrate that you are picking employees for your team 
based on their potential to perform well on the job.    When selecting 
or designing an employment test for your CSIRT, you will need to 
ensure that the test is valid for CSIRT work.  The websites listed 
above provide procedures for assessing a test’s construct, content, 
and criterion-related validity.

If  you select a test designed by external vendors, you should 
acquire from these vendors information both about the validity 
of  your selected test as well as highly detailed descriptions of  the 
validation studies completed by the testing company.   If, as a CSIRT 
manager, you choose to use an off the shelf  test, you need to ensure 
that the pre-existing validity studies were conducted on job types 
that are similar to cybersecurity incident response, or other cyber-
security functions in the job you are selecting for.  Tests that have 
been validated on very different kinds of  jobs may not necessarily be 
validated for positions and job functions in CSIRTs.   Job similarity 
can be determined by using a job analysis to define the job tasks and 
responsibilities ad comparing the results of  such an analysis with the 
tasks and responsibilities of  jobs validated for use of  a particular test.  
If  your job analysis shows that the CSIRT function or position job 
you’re hiring for is similar in terms of  the tasks and KSAOs to the 
job that was used in the validity study of  a particular off-the-shelf  
test, you can make the argument that the validity of  the test will 
generalize to your CSIRT.  Thus, when deciding whether an off-the-
shelf  test would be valid within the context of  your CSIRT, consider: 

 • Validity evidence.  Does the test use validation procedures 
that are consistent with accepted standards and best 
practices? 

 • Job similarity. Were the validity studies conducted on a job 
that is similar to the job you’re using the test for on your 
CSIRT in terms of  the KSAOs required? 

http://www.onetcenter.org/dl_files/empTestAsse.pdf
http://www.uniformguidelines.com
http://www.uniformguidelines.com
https://www.eeoc.gov/policy/docs/factemployment_procedures.html
https://www.eeoc.gov/policy/docs/factemployment_procedures.html
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 • Fairness evidence.  Does the test tend to yield dispropor-
tionate rates of  hiring for some groups of  job applicants 
(e.g., in terms of  gender, race, and age) over others?  If  
your test appears to exhibit “adverse impact” against 
some groups (e.g., women, older applicants), the validity 
of  the test becomes even more important in defending 
your hiring choices against litigation.   

For a full discussion of  the issues around validity in a U.S.-based 
context, refer to www.uniformguidelines.com. If  you are hiring for 
your CSIRT outside the U.S., you must consider the employment 
discrimination standards and guidelines for the country in which the 
CSIRT is located. In some cases, the laws of  multiple countries may 
apply (e.g., when a U.S. company hires employees in Germany).   

C.2.4 FURTHER READING   
This brief  appendix is meant to be an overview of  the issues 

that can arise when using an employment test.  The Uniform 
Guidelines, and the other websites referenced above, will provide a 
much more in-depth examination of  these and other issues.

C.3 Training Validation 
Considerations 

Carefully planned and business-focused employee training 
practices help companies build their business and gain a competitive 
advantage.  Training refers to efforts that a company takes to help 
employees learn the KSAOs they need to perform their jobs.  For 
example, a CSIRT may engage in an employee training program 
on communication designed to give CSIRT members the skills to 
know when and how to communicate about incident response.  To 
maximize the connection between training and the creation of  
competitive advantage, training must be linked to a business strategy 
or need and evaluated based on the performance change it creates 
in employees.  

C.3.1 INCREASING THE PERFORMANCE 
IMPACT OF TRAINING

Noe (2010, p. 7) described a seven-step instructional design 
process that can foster effective training outcomes.  These steps 
include:

1. Conduct a training needs assessment
2. Ensure employee training readiness
3. Create a learning environment
4. Garner training support 
5. Develop an evaluation plan
6. Select training methods
7. Monitor and evaluate training effectiveness  

1.  Conduct Training Needs Assessment
A training needs assessment identifies the gaps that may exist in 

the skills of  employees, relative to the needs of  the organization.  A 

needs assessment typically includes an examination and measure-
ment of  the current KSAO levels of  the employees, the needs of  
the organization overall, and an identification of  the tasks that the 
employees' specific jobs require.  Training can then be designed to 
develop the employee KSAOs that are important to the organization.  

On a CSIRT, the training needs assessment may include steps 
such as identifying technical skills that the employees may need to 
develop, the skills that the entire CSIRT may lack, and the types 
of  incidents that the organization is expecting to encounter.  These 
three examinations should result in an identification of  the KSAOs 
that the CSIRT requires and that are not currently present in the 
employees.  From here, the CSIRT managers can develop learning 
objectives and an instructional plan to train employees on the gaps 
that they need to fill to increase CSIRT performance.  

2.  Ensure Employee Training Readiness
For a training program to be successful, the employees must be 

interested in and ready to gain the skills that they will learn through 
the training.  If  the training program requires some preexisting 
knowledge, the trainees must already have that knowledge, and 
they must also be motivated and in the right mindset to learn from 
the training.  

On a CSIRT, for example, if  a training program is designed to 
develop communication skills between CSIRT component teams, 
the trainees must be interested and willing to work on between-
team communication. They must also already have a base level of  
communication skills in order to be able to benefit from the more 
advanced training and to apply what they learn in the training 
program to the job.    

3.  Create a Learning Environment
In addition to ensuring that an employee is ready to acquire the 

KSAOs from a training program, the training must take place in 
an environment that facilitates learning.  Aspects of  a learning 
environment include (Noe, 2010): 

 • creating clear learning objectives for the trainees, 
 • making the material meaningful and job relevant, 
 • creating opportunities for practice and feedback, and 
 • administering the program at a time that employees are 

able to engage with the material and information (e.g., 
not during the middle of  a complicated incident resolu-
tion process). 

A learning environment will help your trainees use feedback and 
feel comfortable practicing what they learned in the training.  

4.  Garner Training Support 
Transferring what the trainees have learned to the work they 

are doing on a daily basis involves making sure that the trainees' 
coworkers and managers are aware and supportive of  the training 
program that they have just completed.  The trainees' themselves 
must also have the self-management skills to actively focus on 
using the new KSAO on the job, instead of  reverting back to old, 
comfortable ways of  completing the work.  

http://www.uniformguidelines.com
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5.  Develop an Evaluation Plan
A comprehensive evaluation plan will enable CSIRT manag-

ers to determine if  the training is achieving their desired outcomes.  
Managers must determine exactly what they hope to see as a train-
ing outcome, and then determine how to measure the outcome.  For 
example, if  a CSIRT manager puts employees through a between-
team communication training program, the expected outcome may 
be improved levels of  between-team communication.  The manager 
can measure this outcome by determining if  between-team communi-
cation has improved following the training, relative to the amount and 
quality of  between-team communication that was occurring before 
the training--and if  the extent of  improvement during this time is 
greater for teams who have been trained than for teams who have not.  
Training evaluation must be planned before training is started.   

6.  Select Training Method
The training delivery method must be matched to the content 

and goals of  the training.  Reviewing the learning objectives will 
help determine how training should be administered.  For example, 
a CSIRT going through a training program to improve between-
team email communication should include practice sessions that 
allow trainees to draft, edit, and send appropriate email commu-
nications.  Cost of  delivery method is also likely to factor into the 
decision about how training should be administered.  When there 
are large numbers of  trainees based in many different locations, 
a virtual training program may be the only practical option from 
a cost standpoint.  In this case, managers should ensure that the 
material is appropriate for an online delivery method. 

7.  Monitor and Evaluate Training
The final step in designing a training program is to monitor and 

evaluate the training.  The training should be evaluated against the 
outcomes that were selected during the development of  the evalua-
tion plan.  Training programs can be evaluated using a four-tiered 
system, described below. [1]

 • Reaction. Measures how the trainees felt about the training.  
Ideally, trainees will feel as though training was a valuable 
and worthwhile experience.  Measuring reactions gives 
you the opportunity to identify areas or topics missing from 
training and improve training for future trainees. Consider 
asking your trainees the following questions: 

ڤ  Did you feel the training was successful?
ڤ  What were the biggest strengths of  the training 

program?
ڤ  What were the biggest weaknesses of  the training 

program?
ڤ  Did you like the training venue?
ڤ  Did you like the trainer’s presentation style? 
ڤ  What would you change about the training for future 

trainees? 

 • Learning. Measures how much your trainees have learned 
from the training program.  Compare trainee learning 
against the gaps in KSAOs that you identified during 
the training needs assessment.  Consider measuring your 
trainees' KSAOs using a survey or performance evalua-
tion before and after the training session so you can assess 
learning.  

 • Behavior. Measures how the trainees apply the material 
that they learned in the training to the job itself.  Behavior 
change can be challenging to measure, and behavior 
change should be measured weeks or months after train-
ing is completed.   Consider asking your trainees some 
questions like the ones below.  

ڤ  Were you able to put any of  the training to use on 
your job in the weeks/months since the training 
program was completed? 

ڤ  Were you able to teach your team members anything 
that you learned in the training program? 

 • Results. Measures the outcomes that you determined 
would be good for business and/or good for your CSIRT.  
These outcomes should have been determined during 
the development of  the training needs assessment and 
should be measured over the long term.  For your CSIRT, 
you may consider results such as: 

ڤ  Number of  incidents successfully handled
ڤ  Incident resolution quality
ڤ  Information shared between CSIRT members or 

teams
When implementing the evaluation method, consider that 

it can be expensive to measure the outcomes of  behavior and 
results.  The four levels of  evaluation are considered to build on 
one another, so in order for behavior change to occur and results 
to be seen, trainees should have a positive reaction to and have 
learned from the training.  

These seven steps constitute best practices for training design and 
delivery.  Following the steps will help a training program achieve 
success and increase the chances that the employees who go through 
the training will be able to transfer what they learned to the job.  
This brief  appendix is designed to provide an overview of  the steps 
required to design and deliver training; however it is not an in-depth 
examination of  any of  the steps.  CSIRT managers should consid-
er working with a consultant or consulting firm that has experience 
creating and administering training programs to CSIRTs.

C.3.2 FURTHER READING
Further information and resources for training development can 

be found at the Association for Talent Development website www.
td.org.  

1 Kirkpatrick Four Level Training Evaluation Model: Kirkpat-
rick, D. L. (1994). Evaluating training programs: The four levels. 
San Francisco: Berrett-Koehler.

References
 Kirkpatrick, D.L. (1994).  Evaluating training programs: The 

four levels. San Francisco: Berrett-Koehler.
Noe, R.A. (2010). Employee training and development.  New 
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In this appendix, we have included four Programs of  Instruction 
(POIs) to indicate how particular training programs suggested in 
the handbook can be designed by CSIRT trainers.  These four 

POIs include training in:
 • Communication skills (Chapter 5)
 • Team pre-planning and pre-briefing (Chapter 7)
 • Development of  shared knowledge of  unique expertise 

(SKUE) (Chapter 8)
 • Discovery learning and error management training 

(Chapter 11)  

Please refer to the respective chapters indicated for additional 
details on each form of  training.  Also, if  you would like assistance 
on the development and delivery of  these and related training 
programs, please e-mail one of  the following individuals at George 
Mason University, Fairfax, Virginia, USA:

Dr. Stephen Zaccaro:  szaccaro@gmu.edu
Dr. Lois Tetrick:  ltetrick@gmu.edu 
Dr. Reeshad Dalal:  rdalal@gmu.edu 

PROGRAM OF INSTRUCTION FOR CSIRT COMMUNICATION TRAINING
TWO DAY WORKSHOP

DESCRIPTIONS OF MODULES
MODULES CONTENT
Module A
Workshop and Project Description 

15 minutes 

 • Introductions, overview, and outline of workshop
 • Summarize goals of workshop

Module B
Communication in Cyber Security Incident Re-
sponse;  An Overview of Issues and Problems

60 minutes

 • Discuss role of communication and information sharing in  effective cyber security 
 • Exercise:

ڤ  Describe 2-3 examples of effective communication in your team during incident response
ڤ  Describe 2-3 examples of ineffective communication in your team during incident 

response
ڤ  As a full group, discuss and identify the key elements that contributed to both effective 

and ineffective responses

Module C
Principles of Effective Communication

360 minutes

(Each of the 6 principles will require one 
hour total of coverage.  This module can 
be spread over 2 days)

 • Engage in lecture/discussion of 6 principles of effective communication in cybersecurity 
incident response:  
ڤ  Relevance, 
ڤ  Quality, 
ڤ  Timeliness,
ڤ  Frequency, 
ڤ  Information Flow, 
ڤ  Confirmation and Response

 • For each principle, provide the following:
ڤ  Definition
ڤ  Examples of effective and ineffective display of principles

 • Exercise:  For each principle, trainees should be provided with 3-5 practice incident response 
scenarios in which they are to produce a piece of communication reflecting that principle.  
Trainers should provide feedback on each practice communication.  

 • After exercise debrief:  Trainees should indicate key insights gained from their practice 
scenarios and discuss lessons learned.

Module D
Simulation Exercise

180 minutes (for 2 simulations)

 • Exercise:  The trainer should develop 2-3 extended incident response simulations in which 
trainees organized in teams are required to respond and communicate with one another and 
other teams during the course of an unfolding incident.  The simulation should be structured 
to require multiple applications of all 6 communication principles.

 • After each simulation, the trainer should facilitate an after action review to provide feedback 
on displayed communication.

Module E
Team Communication Charters

150 minutes

 • This module is intended to help managers to set up communication charters that facilitate 
effective team communication and information sharing.

 • Lecture/discussion of communication charters
ڤ  Definition of communication team charters
ڤ  Examples of effective CSIRT team charters

 • Exercise:  Trainees simulate a new CSIRT and are tasked with developing a team 
communication charter. 

 • After exercise debrief:  Trainers should provide feedback on the developed team charters. 
Trainees should indicate key insights gained from their sessions.

szaccaro@gmu.edu
ltetrick@gmu.edu
rdalal@gmu.edu
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PROGRAM OF INSTRUCTION FOR CSIRT COMMUNICATION TRAINING
TWO DAY WORKSHOP

DESCRIPTIONS OF MODULES
MODULES CONTENT
Module F 
Taking it Home 

60 minutes

 • Work on training transfer to the workplace.
 • The goal of this module is to teach trainees to apply the communication principles and 

communication charters they discussed in the workshop to their jobs. 
 • Exercise:  

ڤ  Choose principles of communication that they want to work on/facilitate back at the 
worksite 

ڤ  Develop a list of tools/tips/resources they will utilize.
ڤ  Consider change obstacles and  come up with strategies for addressing obstacles.

Module G 
Wrap-up

15 minutes

 • Recap of key principles from the workshop and their application. 
 • Description of additional team communication resources.
 • Feedback and evaluation of workshop.

PROGRAM OF INSTRUCTION FOR INCIDENT RESPONSE PRE-BRIEFING
SIX HOUR WORKSHOP

DESCRIPTIONS OF MODULES
MODULES CONTENT
Module A
Workshop and Project Description 

30 minutes 

 • Introductions, overview, and outline of workshop
 • Describe pre-briefing to workshop participants
 • Provide evidence of pre-briefing effectiveness
 • Summarize goals of the workshop

Module B
In-depth description of pre-briefing

90 minutes

 • Define pre-briefing 
ڤ  Advantages of pre-briefing

 • Improved shared understanding 
 • Higher team effectiveness

ڤ  Pre-briefing forms for CSIRTs 
ڤ  Virtual whiteboards
ڤ  Pre-briefing worksheets with prompts that encourage team members to share critical 

knowledge about an incident
ڤ  Examples of CSIRT pre-briefing (both effective and ineffective) 

 • Discussion of pre-briefing applicability to workshop participants
ڤ  Participants provide their own experience with pre-briefing, describing virtual 

whiteboards, worksheets, and other tools they have used for pre-briefing. 

Module C
Pre-briefing exercise

150 minutes

 • Work in groups to complete a pre-briefing exercise
 • Exercise:

ڤ  Provide an example incident to trainees
ڤ  Select an incident that your CSIRT recently solved; it’s especially helpful if you can select 

an incident where information was not shared effectively between teams to highlight how 
pre-briefing would have helped in this situation  

ڤ  Ensure that all trainees understand the incident and are ready to engage in the exercise
ڤ  Trainees complete pre-briefing prompt worksheet, attached to this workshop
ڤ  Pre-briefing prompt worksheet can include phrases such as “you have the responsibility 

to tell your teammates what you know to help the incident get resolved.  What 
information do you have about the incident that will help your teammates?”  

ڤ  Debrief exercise 
ڤ  Review and discuss prompt responses
ڤ  Discuss lessons learned and job applicability

Module D
Taking it Home 

75 minutes

 • Work on training transfer to the workplace
 • The goal of this module is to teach trainees to apply the pre-briefing strategies discussed in 

the workshop
 • Exercise:  

ڤ  Participants each choose a concept of pre-briefing that they want to work on/facilitate 
back at their worksite, using the worksheet attached

ڤ  Develop a list of tools/tips/resources they will utilize
ڤ  Consider change obstacles and come up with strategies for addressing obstacles

(CONTINUED)
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PROGRAM OF INSTRUCTION FOR INCIDENT RESPONSE PRE-BRIEFING
SIX HOUR WORKSHOP

DESCRIPTIONS OF MODULES
MODULES CONTENT
Module E
Wrap-up

15 minutes

 • Recap of pre-briefing application 
 • Description of additional pre-briefing resources
 • Feedback and evaluation of workshop

MODULE C TEMPLATE
PRE-BRIEFING EXERCISE

 THINK OF AN INCIDENT THAT YOUR TEAM RECENTLY HAD TO SOLVE AND FILL OUT THE WORKSHEET 
BELOW
Incident Description

What information was shared  
between teams?

What information was not shared 
between teams that would have 
helped incident resolution?

Create 2-3 pre-briefing prompts 
that would have helped with infor-
mation exchange (e.g. What infor-
mation do you have that will help 
your teammates)?

(CONTINUED)
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MODULE D TEMPLATE
PRE-BRIEFING APPLICATION

Choose a pre-briefing concept that you have learned today and describe how you can use it the next time you are working on a complicated 
incident.

What resources (e.g., people, programs, etc.) can you use to help you make your pre-briefing successful?

What obstacles might you encounter in your pre-briefing efforts and how would you overcome them?

PROGRAM OF INSTRUCTION FOR DEVELOPING SHARED KNOWLEDGE 
OF UNIQUE EXPERTISE (SKUE)

THREE HOUR WORKSHOP
NOTE:  THIS TRAINING PROGRAM SHOULD BE COMPLETED WITH INTACT CSIRTS IN WHICH THE 
DEVELOPMENT OF SKUE HAS BEEN DEEMED A NECESSARY LEARNING OBJECTIVE

MODULES CONTENT
Module A
Workshop and Project Description 

30 minutes 

 • Introductions, overview, and outline of workshop
 • Describe shared knowledge of unique expertise (SKUE) to workshop participants
 • Provide evidence of SKUE advantages
 • Summarize goals of the workshop

Module B
In-depth description of SKUE

60 minutes

 • Define SKUE
ڤ  Shared Knowledge of Unique Expertise
ڤ  Unique expertise includes any experience or knowledge that a team member brings to 

the team
ڤ  When other team members are aware of this knowledge or experience, they can 

leverage it for incident resolution
 • Advantages of SKUE for CSIRTs

ڤ  For recently formed CSIRTs, or for CSIRTs who may have changing membership, building 
the perception of team member competence through an understanding of the expertise 
of each team member will help build trust

ڤ  Increasing team member knowledge of the skills that other team members possess will 
enable team members to quickly call on the appropriate person when faced with an 
unfamiliar incident 

 • Discuss SKUE applicability to workshop participants
ڤ  Participants provide their own experience with having an (un)awareness of team member 

experience and how it has helped (or hindered) incident response in the past
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PROGRAM OF INSTRUCTION FOR DEVELOPING SHARED KNOWLEDGE 
OF UNIQUE EXPERTISE (SKUE)

THREE HOUR WORKSHOP
NOTE:  THIS TRAINING PROGRAM SHOULD BE COMPLETED WITH INTACT CSIRTS IN WHICH THE 
DEVELOPMENT OF SKUE HAS BEEN DEEMED A NECESSARY LEARNING OBJECTIVE

MODULES CONTENT
Module C
Cross-Training on Team Member Expertise

60 minutes

 • Work in groups to complete a SKUE cross-training exercise
 • Exercise:

ڤ  CSIRT trainees pair off and ask each other questions to gain an understanding of each 
other’s career history, CSIRT-related experience, and special skills

ڤ  Questions may include: 
 • Where did you work before coming here? 
 • What are three strengths you bring to the team? 
 • What specialized knowledge do you have? 
 • What education or training do you have?   
 • Do you have any areas of particular interest that you 

have done self-development to learn about?
ڤ  CSIRT trainees then describe the skills and unique expertise of their partner to the 

group while a designated note taker records each member’s skills or experience in the 
worksheet below

ڤ  Debrief exercise 
ڤ  Review and discuss lessons learned 
ڤ  How this new knowledge can be applied to the CSIRT? 

Module D
Knowledge Bank Creation Planning and Wrap-
Up

30 minutes

 • The last exercise gave trainees a greater understanding of the unique expertise each team 
member brings to the CSIRT
ڤ  One of the trainees was a designated note taker
ڤ  Now this information can be stored and maintained in an online knowledge bank
ڤ  The goal of module D is to decide on a plan for retaining and maintaining this newly 

compiled knowledge
ڤ  A trainee can be designated as the knowledge manager and ensure that the unique 

expertise of team members is stored in an easily accessible place
 • Provide feedback and evaluate the workshop

(CONTINUED)
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MODULE C NOTE TAKING TEMPLATE
SKUE NOTE TAKING FORM

TEAM MEMBER NAME UNIQUE EXPERTISE
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DISCOVERY LEARNING AND ERROR MANAGEMENT TRAINING 1

PROGRAM OF INSTRUCTION
CSIRT members can develop the ability to adapt to new and changing situations by implementing specific guidelines that will help them prepare for 
unfamiliar situations and develop the skills to adapt, as individuals and as a team, to the variety of challenges they may encounter during incident 
resolution. 

GUIDELINE IMPLEMENTATION
Create open exercises to encourage self-di-
rected learning.

 • Trainees will benefit from exercises that require them to figure out creative solutions to 
problems. 

 • As a manager, use exercises that facilitate learning in trainees by enabling them to work 
toward their own solution and not follow a set of pre-determined steps.

 • Open exercises will help trainees learn to think creatively about problems when they are 
back on the job.

Create challenging exercises to stretch 
trainee knowledge.

 • Training exercises should push trainees to learn new knowledge or ways of solving problems. 
 • As a manager, you should be mindful of the current level of skill in your trainee before 

determining the training assignment.  Select assignments that are challenging but not beyond 
their abilities.

 • Once trainees solve a difficult exercise, they will build confidence and the skills to think 
about incident response in more complex ways. 

Frame trainee mistakes as learning oppor-
tunities.

 • Trainees gain confidence and knowledge when they are able to learn from their own 
mistakes. 

 • As a manager, when employees make mistakes, frame them as learning opportunities.  
Discuss the situation, the lesson to be learned, and help your employee see mistakes in a 
positive light--as a chance to improve.

 • When trainees know that they have a manager’s support, they will be more willing to admit 
to mistakes (rather than cover them up).  Sharing past errors, as well as their resolution, can 
become a learning opportunity for the whole CSIRT. 

Create exercises that require developing dif-
ferent solutions to foster adaptability.

 • Trainees can develop adaptability by considering the way they would typically respond to a 
challenge or issue, and then thinking of a different response, called “frame-switching”.  

 • As a manager, to develop the frame-switching abilities of your team, create training exercises 
that require different solutions.

 • Developing frame-switching capabilities will help trainees avoid getting stuck in their typical 
set of responses when they encounter novel problems on the job. 

Provide constructive feedback at appropri-
ate moments during the training exercise.

 • Specific, actionable feedback during training exercises encourages trainees to adjust their 
tactics during the training exercises.

 • As a manager, you can provide training feedback that guides your employees to change the 
ways that they are working on the exercise. 

 • When feedback is specific and encourages new ways of problem-solving, trainees can apply 
the feedback to their jobs, teaching them to think creatively during incident response.

Plan for a reflection period after the exer-
cise is completed.

 • After a training exercise, trainees can use a reflection period to discuss successes and 
lessons learned. 

 • As a manager, create a judgment-free environment to discuss the exercise and learn. 
 • This reflection period provides an opportunity to ensure trainees can apply the lessons from 

training to the future incident resolution.   

1 Further reading: 
Bell, B.S. & Kozlowski, S.W. (2002). Adaptive Guidance: 
Enhancing Self-Regulation, Knowledge, and Performance in 
Technology-Based Training. Personnel Psychology, 55: 267-306. 
 
Kozlowski, S. W. J. & Bell, B. S. (2008). Team learning, develop-
ment, and adaptation. In V. I. Sessa & M. London (Eds.), Group 
learning (pp. 15-44). Mahwah, NJ. LEA.  
 
 

Keith, N. & Frese, M. (2008). Effectiveness of Error Manage-
ment Training: A Meta-Analysis.  Journal of Applied Psychology, 
93, 59-69.  
 
Steele-Johnson, D. & Kalinoski, Z. (2014). Error framing 
effects on performance: Cognitive, motivational, and affective 
pathways. Journal of Psychology, 148, 93-111.
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Sample customized SBAR tool 
Note: From “SBAR: A shared structure for effective team communication: 2nd Edition,” by B. Trentham, A., 
Andreoli, N. Boaro, K. Velji and C. Fancott, 2010, p.4. Copyright 2010 by Toronto Rehabilitation Institute. 
Reprinted with permission.
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Sample abbreviated SBAR tool 
Note: From “SBAR: A shared structure for effective team communication: 2nd Edition,” by B. Trentham, A., Andre-
oli, N. Boaro, K. Velji and C. Fancott, 2010, p. 5. Copyright 2010 by Toronto Rehabilitation Institute. Reprinted with 
permission.
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.

.

.

.  Please add more rows if your have more than 7 component teams in your MTS.

.  If you have more than 7 teams in your MTS, please add an additional column for each team, skipping the last one.

MTS Mapping Tool
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COLLABORATION TRIGGERING (E.G., SOCIAL MATURITY ASSESSMENT TOOL)
ASSESSMENT EXERCISE SCORES
1=STRONGLY DISAGREE, 2= DISAGREE, 3=NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. My analysts decide correctly that they should include other analysts in their incident 
mitigation efforts.

2. Members of my team proactively solicit help from other team members.

Average
MULTITEAM SYSTEM COLLABORATION TRIGGERING

3. My team solicits help from other teams in the CSIRT MTS.

4. My team asks other teams in the CSIRT MTS to help them resolve an incident when such 
help is necessary.

5. My team decides correctly that they should include other teams in the CSIRT MTS in 
their incident mitigation efforts.

Average

COMMUNICATION
ASSESSMENT EXERCISE SCORES
1=STRONGLY DISAGREE, 2= DISAGREE, 3=NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Messages sent among my team members contain all critical information.

2. Messages sent or received by the team are understood clearly.

3. My team members ask for clarification for messages received from others when they are 
unsure of something.

4. My team members confirm receipt and understanding of critical communications.

5. Information is received on time when trying to address a cyber threat.

6. Messages are sent to the correct recipient during different phases of incident resolution.

7. Information is complete and accurate during handoffs between different individuals in my 
team. 

8. My team members quickly resolve communication issues with individuals in their teams.

9. My team members quickly resolve communication issues with team members from other 
cultures.

Average
MULTITEAM SYSTEM COMMUNICATION

10. Messages sent between my team and other teams contain all critical information.

11. My teams ask for clarification for messages received from other teams when they are 
unsure of something.

12. Confirmation of receipt and understanding of critical communications occurs between 
teams.

13. Information is complete or accurate during handoffs between different teams.

14. My teams quickly resolve communication issues with other teams. 

15. My teams designate a point person to communicate with other teams or external parties.

Average
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COLLABORATIVE PROBLEM SOLVNING
ASSESSMENT EXERCISE SCORES
1=STRONGLY DISAGREE, 2= DISAGREE, 3=NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Team members in my CSIRT proactively solicit help from each other.

2. My team members get together to brainstorm and to consult each other about incident 
resolution.

3. My team members use the knowledge they have gained from other team members in resolv-
ing a novel incident.

4. My team members work together to determine the potential consequences of an event or 
threat to the cybersecurity of the organization or to constituents.

Average
MULTITEAM SYSTEM COLLABORATIVE PROBLEM SOLVING

5. My team members incorporate the expertise of other teams into incident resolution.

6. Teams in the CSIRT proactively solicit help from other teams.

7. Multiple teams get together to brainstorm and to consult each other about incident 
resolution.

8. Multiple teams work together to determine the potential consequences of an event or 
threat to the cybersecurity of the organization or to constituents.

Average

SHARED KNOWLEDGE OF UNIQUE EXPERTISE (SKUE)
ASSESSMENT EXERCISE SCORES
1=STRONGLY DISAGREE, 2= DISAGREE, 3=NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. My team members know exactly who has the knowledge to handle a particular incident.

2. My team members can explain “who knows what” within the team.

3. Members of the team ask the right person for information.

4. In team meetings, members appear to know what other people within the team know.

5. Members of my team communicate what knowledge they possess to other team members.
Average

MULTITEAM SYSTEM SKUE
6. My team members know exactly which teams have the right knowledge to handle a partic-

ular incident.

7. My teams can explain “which teams know what” within the CSIRT MTS.

8. Members of the team ask the right team in a CSIRT MTS for information.

9. Members of the team communicate what knowledge they possess to other teams in the 
CSIRT MTS.

Average
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TRUST
ASSESSMENT EXERCISE SCORES
1=STRONGLY DISAGREE, 2= DISAGREE, 3=NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. My team members feel confident about the competence of other members.

2. My team members feel comfortable relying on each other when resolving tough incidents.

3. My team members feel comfortable admitting mistakes or seeking advice without worrying 
about being judged or evaluated.

4. My team members share learning opportunities with other members.

5. My team members talk freely with each other about difficulties they are having with incidents.

6. My team members bring up tough problems and issues with each other.
Average

MULTITEAM SYSTEM TRUST
7. My team feels confident about the competence of other teams in the CSIRT MTS.

8. My team members feel comfortable relying on other teams in the CSIRT MTS when resolv-
ing tough incidents.

9. My team members share learning opportunities with members of other teams in the CSIRT 
MTS.

10. My team members talk freely with members from other teams in the MTS about difficulties 
they are having with incidents.

11. My team members bring up tough problems and issues with members of other teams in the 
MTS.

Average

ADAPTATION
ASSESSMENT EXERCISE SCORES
1=STRONGLY DISAGREE, 2= DISAGREE, 3=NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Members of my CSIRT consider multiple viewpoints when resolving an incident.

2. Members of my CSIRT are willing to switch to new kinds of solutions when existing ones 
may not be the best.

3. Members of my CSIRT try new ways of thinking about novel events and incidents.

4. Members of my CSIRT adopt new ways of resolving incidents.

5. Members of my CSIRT are comfortable with deviating from normal or typical ways of resolv-
ing incidents.

6. My team members change their behaviors or protocols as a result of previous incidents.

7. Members of my team are likely to try new ideas and solutions when resolving incidents.
Average

MULTITEAM SYSTEM ADAPTATION
8. Teams in the CSIRT MTS change their ways of interacting with one another as a result of 

previous incidents.
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CONTINUOUS LEARNING
ASSESSMENT EXERCISE SCORES
1=STRONGLY DISAGREE, 2= DISAGREE, 3=NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Team members keep up-to-date with developments in cybersecurity.

2. The design of cybersecurity personnel’s work roles allows them to develop new skills.

3. Team members engage others outside of the organization to gain new knowledge and skills.

4. Team members maintain contacts with other cybersecurity professionals in order to learn new 
knowledge and skills.

5. Team members have the opportunity to try out new ideas and processes.
Average

MULTITEAM SYSTEM LEARNING
6. Teams discuss how they should interact differently as a result of previous incidents (e.g., in after 

action reviews).

7. Thinking about “lessons learned” regarding team interactions or after-action reviews occur in a 
timely manner after events.

8. Multiple teams working together have the opportunity to try new ideas or processes.

9. Teams participate in activities where they can make errors and learn from their mistakes without 
these errors being detrimental to the CSIRT's performance (e.g., during training sessions).

10. Multiteam information databases (e.g., a Wiki, information board) are used in events.

11. Multiteam information databases (e.g., a Wiki, information board) are used in training.
Average

CONFLICT MANAGEMENT
ASSESSMENT EXERCISE SCORES
1=STRONGLY DISAGREE, 2= DISAGREE, 3=NEITHER AGREE NOR DISAGREE, 4= AGREE, 5= STRONGLY AGREE

1. Members of my team manage differences of opinion without creating tension.

2. Members of my team resolve disagreements about incident mitigation.

3. Members of my team are comfortable having debates about different approaches to incident 
mitigation.

4. Tension and anger among my team members are well managed.
Average

MULTITEAM SYSTEM CONFLICT MANAGEMENT
5. My team manages differences of opinion with other teams in the CSIRT MTS without creating 

tension.

6. My team resolves disagreements with other teams in the CSIRT MTS about incident mitigation.

7. Tension and anger are well-managed between teams in the CSIRT MTS.
Average



CSIRT Effectiveness and Social Maturity
234



Leveraging Strategies from Three 
Emergency Response Teams to 
Improve Cybersecurity Incident 

Response Team Effectiveness

Appendix F



Leveraging Strategies from Three Emergency  
Response Teams to Improve Cybersecurity 

Incident Response Team Effectiveness
236

Contents
F.1 Executive Summary 237
F.2 Introduction 237

F.2.1 Cybersecurity Incident Response Teams (CSIRTs) 238
F.3 Recommendations to Improve CSIRT Effectiveness 238

F.3.1 Military Response Teams 238
F.3.2 Emergency Medical Service Teams 243
F.3.3 Nuclear Power Plant Operating Teams 254

F.4 General Discussion 256
F.4.1 Top Recommendations Overall 257
F.4.2 Top Recommendations for Particular Needs 257
F.4.3 Change Management 258

F.5 Conclusion  259



Leveraging Strategies from Three Emergency  
Response Teams to Improve Cybersecurity 

Incident Response Team Effectiveness
237

F.1 Executive Summary
The effective functioning of  cybersecurity incident response 

teams (CSIRTs) is critical to ensuring the security of  or-
ganizations’ infomational assets in today’s interconnected 

computing environments. CSIRT history dates back to the 1988 
Robert Morris worm, the world’s first widespread cybersecurity in-
cident (Whitman, Mattord, & Green 2007). Although CSIRT work 
has been in existence for several decades, the majority of  research 
has focused on technology or the individual skills of  analysts in the 
team, not teamwork itself.

Fortunately, other industries have already adopted strate-
gies to help improve the effectiveness of  their teams, which can 
be used to create a framework of  best practices for CSIRTs. 
CSIRTs can learn from other emergency responders with dif-
ferent functions, but similar characteristics to CSIRTs, and can 
improve their effectiveness by adapting those teams’ best prac-
tices. The focus of  the current appendix is to examine three 
such teams: military response (MR), emergency medical ser-
vice (EMS), and nuclear power plant operator (NPPO) teams. 

From the research on MR teams, we recommend strategies 
CSIRTs can use to improve their ability to adapt (critical think-
ing training, stress exposure training, and perturbation training), 
to develop shared mental models (guided team self-correction 
and the commander’s intent method), to communicate (brief-
ing), and to employ trust-building behaviors. From EMS teams, 
we present ways CSIRTs can learn to improve their communi-
cation (checklists, handoff protocols, and wrap-up forms) and 
ways CSIRTs can encourage trust (development of  team norms). 
Finally, from NPPO teams, we show how CSIRTs can learn to 
improve shared mental models cross-training and after-action 
reviews. To help managers and leaders understand what rec-
ommendations are best for their teams, we provide guidance 
on which recommendations should be favored for various sit-
uations based on each strategy’s relative cost and effectiveness.

F.2 Introduction
Cyber networks across the globe are under near constant at-

tack. According to a survey conducted by the Computer 
Security Institute (CSI), 90% of  the participating organi-

zations and government agencies detected network breaches with-
in the preceding 12 months, and 80% of  those detected breaches 
resulted in significant (acknowledged) financial loss (Peake, 2003). 
For example, the 2013 Target Corp. cyber attack, which granted 
attackers access to the credit card information of  40 million cus-
tomers, and the 2015 Anthem cyber attack, which disclosed social 
security numbers and other sensitive information of  80 million 
individuals, cost both of  those organizations significant sums in 
immediate damages, loss of  reputation, and potential future sales.

These kinds of  massive data breaches highlight why effective cy-
bersecurity responses are so necessary to protect a group’s (e.g., or-
ganization’s, school’s, nation state’s) data and network. While many 
aspects of  cybersecurity responses are focused on individual ac-

tions and skills—like how to identify possible incidents and when to 
investigate an event further—at its core, cybersecurity incident re-
sponse requires teamwork, which is defined as a coordinated effort 
among many individuals whose shared goal is to protect a network 
from attacks (Chen et al., 2014). For example, when responding to 
an incident, team members might first collaborate to determine the 
nature of  an incident, and then pass it along to others who assess the 
severity of  the incident and decide how it should be resolved. Fur-
thermore, when a severe incident is discovered, several teams may 
work together, simultaneously providing feedback to one another 
in order to understand the root cause of  the incident while commu-
nicating critical information to others within and outside the team. 
Thus, the effectiveness of  CSIRTs relies not only on their techno-
logical resources (e.g., system infrastructure) and individual analyst 
skills, but also on the team members’ ability to function well with 
others. However, because of  CSIRTs’ relatively recent formation, 
the current body of  knowledge about how to optimize team-relat-
ed CSIRT functions is rather limited compared to what we know 
about other teams with similar core operating characteristics.

We do know that action teams like CSIRTs must be adaptive, 
must communicate, must trust each other, and must have a shared 
understanding of  work tasks in order to be effective. Three teams 
that share these common characteristics (MR, EMS, NPPO) have 
been around much longer, and have been studied extensively in 
the behavioral sciences. Research into each of  these teams has pro-
duced strategies for improving teamwork abilities and results, which 
CSIRTs can utilize to bring about positive change in their own teams.

In this paper, we first describe CSIRTs in more detail. Then, we 
introduce each of  the three analogous teams alongside the strate-
gies that can be adopted by CSIRTs, and we offer advice on when 
a CSIRT should favor one strategy over others. Throughout, we 
provide cost and effectiveness information on each recommended 
strategy. Measures of  effectiveness (i.e., percent change in a given 
performance metric) were taken from various published peer-re-
viewed and technical documents that looked at improving team 
effectiveness in MR, EMS, or NPPO teams. Following previous 
research standards for similar cost-effectiveness analyses (e.g., Ryan 
& Tippins, 2004), estimates of  cost were broken down into devel-
opment and implementation categories. Final cost estimates were 
derived from a combination of  direct references in scholarly works, 
technical manuals, published works on similar teamwork strate-
gies, and expert knowledge of  organizational effectiveness tools.

A paper related to the topic of  this appendix was recently pub-
lished in IEEE Privacy & Security (Steinke, et al., 2015).  The 
present appendix, however, provides a considerable amount 
of  additional information: for instance, a larger number of  rec-
ommended strategies, a more in-depth description of  each of  
the recommended strategies, more detail about how the recom-
mended strategies can be put into practice in CSIRTs (including 
ways for managers to overcome resistance to change), more em-
phasis on comparing the costs and benefits of  the recommend-
ed strategies, and a discussion of  how the needs of  individual 
CSIRTs will determine the choice of  strategies to implement.
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F.2.1 CYBERSECURITY INCIDENT 
RESPONSE TEAMS (CSIRTs)

“CSIRTs are teams composed of  two or more individuals 
who interact with each other as well as with informa-
tion technology (IT) infrastructure, other IT personnel, 

end-users, management, and other CSIRTs to prepare for and re-
spond to computer security incidents” (Steinke et al., 2015, p. 4). 
The incident response process involves four main steps: 1) prepa-
ration, 2) detection (identification) and analysis, 3) containment, 
eradication, and recovery, and 4) lessons learned and other post-in-
cident activity (adapted from Kliarsky, 2011, p. 4; see also Scarfone, 
Grance, & Masone, 2008). Stated differently, CSIRTs are respon-
sible for maintaining secure information systems for their constitu-
encies (e.g., organization, client, nation state) as well as developing 
incident response plans to prevent and respond to various types of  
cyber attacks. While relatively routine incident response (e.g., block-
ing an IP address) both composes the majority of  the events seen by 
a CSIRT and is generally handled by a single analyst, serious attacks 
(e.g., focused operations, advanced persistent threats) require a col-
laborative and coordinated response from many individuals across 
the CSIRT.

CSIRTs operate in complex environments, which organization-
al researchers define by high degree of  information load, infor-
mation diversity, uncertainty surrounding the nature of  incidents, 
and time constraint (Campbell, 1988; Gladstein & Reilly, 1985; 
Schroder, Driver, & Streufert, 1967). In addition, CSIRTs’ op-
erating environment is highly dynamic in the sense that the in-
cident response processes can change rapidly as events unfold. 
CSIRT members typically start their actions at the individual an-
alyst level and make decisions on how and when to collaborate 
with others based on their assessment of  the situation (Chen et 
al., 2014). When collaboration is necessary, CSIRTs must de-
velop seamless communication channels and plan their team 
actions in response to salient cues or events that may other-
wise be severely detrimental to their current team performance.

Given the criticality of  their role—protecting organi-
zations’ online assets—it is important for CSIRTs to em-
ploy strategies that can improve their team effectiveness. 
However, the amount of  research focusing on CSIRT 
effectiveness is relatively limited, and, therefore, CSIRTs can 
learn from research on MR, EMS, and NPPO team effectiveness.

F.3 Recommendations to 
Improve CSIRT Effectiveness
F.3.1 MILITARY RESPONSE TEAMS

Military Response (MR) teams are trained groups of  military 
personnel that are deployable by the United States Armed 
Forces in response to life-threatening events (e.g., medical 

outbreak, natural disaster, terrorist attacks, mass casualty events) that 

take place not only in the United States but also (almost) anywhere in 
the world. MR teams, which can take a variety of  names depending 
on their function (e.g., Joint Nuclear Accident and Incident Response 
Teams; Fleet Antiterrorism Security Teams; Marine Expeditionary 
Units; Navy SEAL Teams), must act quickly in rapidly developing 
situations, regardless of  where they are and what changes occur (Ce-
cchine, Morgan, Wermuth, Jackson, & Schaefer, 2013).

Like CSIRTs, MR teams are often faced with serious situations 
that develop at a quick pace where the team must develop an effec-
tive response strategy. They must also manage large volumes of  in-
formation that they receive during mission preparation, execution, 
and upon completion (Dalenberg, Vogelaar, & Beersma, 2009; 
Sundstrom, DeMeuse, & Futrell, 1990). In addition, it is critical for 
MR teams to be able to clearly communicate mission-related in-
formation and coordinate specific tasks among their members (e.g., 
Lloyd, 2001). Thus, the strategies that have been developed to im-
prove the effectiveness of  MR teams can be leveraged by CSIRTs.

Adaptation strategies from MR teams.  As cybersecu-
rity organizations continually develop their incident detection 
systems and the technical knowledge of  their analysts, their ad-
versaries also continually learn and improve upon their capa-
bilities. As a result, new incidents are likely to use an unknown 
method to harm or infiltrate a network. Yet, in such uncertain 
situations, CSIRTs are not entitled to longer incident response 
periods as the uncertainty increases. On the contrary, they 
must change their core performance strategy and take action 
within a short amount of  time in order to protect their constit-
uencies’ networks. In other words, CSIRTs must adapt to unex-
pected, and often novel, situations under high time constraints.

Adaptation is often defined as how a team changes its behavior 
in response to certain situational cues in order to achieve a previ-
ously defined goal (Burke, Stagl, Salas, Pierce, & Kendall, 2006). 
Adaptive performance requires teams to scan environmental dy-
namics, interpret changing conditions, and develop fundamentally 
different adjustment strategies to maintain effective performance 
(Burke, et al., 2006; Cannon-Bowers, Tannenbaum, Salas, & 
Volpe, 1995). According to the Army Capstone Concept (2009), 
one of  the fundamental characteristics of  all areas of  the mili-
tary—including MR teams—is operational adaptability. A per-
son with operational adaptability “[has] flexibility of  thought,…
[is] comfortable with collaborative planning and decentralized 
execution, [has] a tolerance for ambiguity, and [has] the ability 
and willingness to make rapid adjustments according to the situ-
ation” (The Army Capstone Concept, 2009, p. i). As such, MR 
teams are adaptive in a variety of  dangerous contexts (e.g., nu-
clear threats, natural disasters, enemy combat) in order to suc-
cessfully complete their mission (Ramthun & Matkin, 2014).

Research on adaptive performance in the military has identi-
fied several important areas of  focus. One such area of  focus is 
the need to develop decision-making skills (Tucker & Gunther, 
2009). Critical thinking training has specifically been shown to 
be effective in improving decision-making skills in unfamiliar sit-
uations in the military (Cohen, Freeman, & Thompson, 1998). 

Critical thinking training involves four components (Cohen 
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et al., 1998): 1) an overview of  critical thinking processes as well as 
creating, testing, and evaluating a story (a simplified version of  a 
real world phenomenon) to improve situational understanding; 2) a 
focus on particular kinds of  stories such as “hostile intent stories,” 
which provide explanations for particular attacks (Cohen, Freeman, 
et al., 1998, p. 164); 3) a recommendation of  a devil’s advocate strat-
egy--thinking about potential downsides or negative consequences 
for each action being considered while evaluating a story’s plausi-
bility and finding alternative reasons behind observations; 4) guide-
lines for deciding when to think critically (e.g., more in-depth), and 
when to act immediately, based on the situational factors such as 
the time available and consequences of  taking action. This training 
protocol has the following instructional objectives: development 
of  skills in situational assessment, story- or sense-making, deter-
mination of  uncertainties, justification of  assumptions, and con-
tingency planning (van den Bosch, Helsdingen, & de Beer, 2004).

For CSIRTs, critical thinking training could improve adaptive 
performance regarding how to use the time available to make the 
most effective decisions in unfamiliar situations (Cohen, Freeman, 
et al., 1998). Specifically, this training would involve an experienced 
cybersecurity analyst providing guidelines (e.g., “you should have 
opened the ticket earlier”) and asking questions (e.g., “how can 
you verify your decision that this is a severe incident?”) to train the 
CSIRT members on four skills: 1) assessing the training scenarios 
in context (e.g., building a story by considering the events leading to 
the current situation) rather than in isolation; 2) identifying incom-
plete and conflicting information in the story that they built, which 
requires further data/evidence collection; 3) critiquing the story 
they constructed in order to uncover any hidden assumptions in 
the story for further evaluation; 4) deciding whether critical think-
ing is an appropriate next step or if  immediate action is preferred 
(see van den Bosch et al., 2004 for more detailed instructions).

Critical thinking is most suitable in non-routine situations 
that have lower risks from decision-making delays (van den 
Bosch, et al., 2004). In such situations, Cohen, Freeman et al. 
(1998, p. 180) found that critical thinking training increased a 
number of  performance metrics in the analyses of  “attack sce-
narios,” including the “number of  factors considered in as-
sessment” of  the intent behind an attack (30% increase), the 
“number of  conflicting pieces of  evidence identified” (58%), 
the “number of  explanations of  conflict generated” (27%), 
and “the number of  alternative assessments generated” (41%). 

Critical thinking training requires moderately high levels of  re-
sources to both develop and implement. The majority of  costs can 
be attributed to the time required to create appropriate scenarios, 
on the one hand, and the loss of  productivity for those attending 
the training, on the other hand (Morrison, Moses, Fletcher, Rob-
erts, & Quinkert, 2007). Also, a necessary step is to bring in sub-
ject matter experts, thus increasing the development cost, prior to 
designing the training to analyze the CSIRT members’ problem 
solving, judgment and decision-making tasks (a process known 
as cognitive task analysis). Two other factors contributing to the 
implementation costs are: 1) the need for a skilled and qualified 
facilitator (either an internal leader or external specialist) to run 

the training session so that all possible assumptions or holes in 
how trainees interpret the various situations can be caught and 
properly addressed, and 2) the need for domain experts to evaluate 
the training outcomes (e.g., information processing) based on each 
specific scenario (van den Bosch et al., 2004). As a key learning 
opportunity for team members, taking the extra time to discuss 
these assumptions, and how to think more critically about a given 
situation, is vital to ensuring the effectiveness of  the training as 
a whole. For more information on implementing critical thinking 
training, including the taxonomy of  story types and further recom-
mendations for when critical thinking is applicable, one can refer 
to Cohen, Freeman, et al. (1998) and van den Bosch et al. (2004).

Although learning how to think and adapt as a team is import-
ant, certain situations create high levels of  stress, which inhibits 
the ability of  members to work together as a team (Driskell, Salas, 
& Johnston, 1999). An effective strategy that CSIRTs can leverage 
from MR teams to manage stress is called stress exposure training. 

The instructional objectives of  stress exposure training in-
clude familiarizing the team with dynamic and high-stress environ-
ments as well as teaching team members the skills to maintain effec-
tive team functioning and task performance in such environments 
(Driskell, Salas, & Johnston, 1998). The protocol for such training 
involves exposing teams to repeated trials on the same incident in 
the same environment while decreasing the time they have to act 
(Driskell, et al., 1998). This training improved team performance 
by almost 20% in the military, and the benefits of  stress exposure 
training were maintained in subsequent, novel stress and novel task 
conditions (Driskell et al., 1998; Driskell, Johnston, & Salas, 2001).

CSIRTs can create their own stress exposure training programs 
by having team members collectively identify and discuss particu-
lar past events for which they recall how stress significantly affected 
the outcome and then create exercises to help develop skills that 
would enable the team members to reduce those stressful reactions. 
For example, CSIRT members can suffer from stress when there 
are only a few analysts on staff and there is a sudden notification 
about a high profile incident but only a vague definition of  the issue 
and an incomplete data set from which to work. Once the incident 
escalates, the management becomes involved and puts constant ex-
ternal stress on the team to find solutions as soon as possible, often 
frequently interjecting and demanding faster, more comprehen-
sive solutions within unreasonable timeframes. A stress exposure 
training that involves a role-play scenario with high time pressure 
placed on the team members can help CSIRTs become more fa-
miliar with the kind of  responses and internal (i.e., within-team), 
as well as external, stressors that can impact their teamwork.

Stress exposure training is composed of  three stages: 1) explaining 
the importance of  stress training, including identifying and coping 
with the specific stressors in the environment; 2) providing the team 
members with specially identified mental (i.e., cognitive) and behav-
ioral coping strategies; 3) having them practice these strategies un-
der situations that become increasingly more difficult and stressful 
(e.g., Ross, Szalma, & Hancock, 2004). We believe that CSIRTs will 
achieve these same advantages, and be able to maintain high team 
functioning, through the implementation of  stress exposure training.
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 After the first stage--being informed about the stress that can be 
endured during incidents and the benefits of  stress exposure train-
ing--the second stage consists of  identifying stress-inducing events, 
which provides teams with the background information necessary 
for a facilitated discussion on how people can react to specific 
stressors they encounter. The emphasis in this stage is to have the 
trainees focus on the causes of  stress and how those stress reactions 
can be mitigated through various techniques. Some possible tech-
niques CSIRTs can consider include the following: skills training 
strategies such as overlearning (i.e., automating and simplifying 
complex tasks and making them less vulnerable to stress; LeBlanc, 
2009), cognitive control strategies such as helping individuals rec-
ognize when task-irrelevant thoughts and emotions (e.g., worry and 
frustration from stress itself) arise during the training scenario and 
replacing them with a sense of  mastery of  tasks to bolster con-
fidence in overcoming difficulties (Dweck, 2003; Keinan, 1988), 
attentional focus training (i.e., teaching team members to describe 
the conditions under which attention may be diminished during 
task performance, completing practice trials under difficult con-
ditions, focus through visualizing the key tasks that need to be ex-
ecuted, and identify a “target point” that they could use to regain 
focus when distracted; Singer, Cauraugh, Murphy, Chen, & Lidor, 
1991), and physiological control strategies such as relaxation train-
ing involving muscle tensing-and-relaxing exercises to reduce the 
physical manifestations of  stress (see Murphy, 2003, for a review).

Next, during stage three, the previously discussed skills for han-
dling stress are practiced in low-fidelity scenarios that represent 
the real-life situations only to a slight extent (e.g., an incident re-
sponse scenario with a few analysts but no time pressure or ex-
ternal forces from management and clients). The purpose of  the 
low-fidelity scenarios is to give the CSIRT trainees a chance to 
practice being aware of  stress, using various techniques for stress 
reduction, and to allow time for feedback from the facilitator on 
how various techniques were used properly (or not). Later, low-fi-
delity scenarios should be replaced with high-fidelity scenarios that 
resemble real-life situations to a greater degree. The purpose of  
the high-fidelity scenarios is to provide trainees with practice in 
critical thinking processes under various levels of  time pressure, 
starting with conditions that are similar to those that will be en-
countered during more routine incidents and then increasing that 
similarity over multiple training phases. Through high-fidelity 
scenarios, CSIRT members can become more aware not only of  
their own, but also their teammates’ reactions to stress and un-
derstand how they can adapt their behaviors under time pressure.

Development and implementation costs for stress exposure 
training are quite high due to the development of  training sce-
narios and knowledge materials as well as the necessity to conduct 
the training over multiple in-person sessions. In particular, the 
development costs require internal and/or external subject mat-
ter experts to discuss and develop a curriculum. This requires a 
considerable time investment and, potentially, a relatively high fi-
nancial investment if  external support is used. Some costs in this 
area could be reduced if  sufficient training simulations already 
exist that can be used readily or with minor adjustments. During 

implementation, the productivity loss for trainees is also quite high 
compared to other types of  training. For example, stress exposure 
training for the military has been reported to take three full days: 
one day per stage of  the training process (Squad overmatch study, 
2014). While the training could possibly be cut down to one full 
day in CSIRTs, depending on the kinds of  scenarios selected, it is 
important to note that the last stage of  the training, during which 
stress increases until  reaching the highest realistic level, is key for 
participants to transfer their training to actual workplace scenarios 
and, therefore, the time spent in this stage should not be signifi-
cantly reduced.  Despite the relatively high costs, teams that are 
frequently involved in high-stress situations would benefit from this 
kind of  training and could see improved individual preparedness 
and team performance (Driskell et al., 1998; Driskell et al., 2001).

Another way for teams to rehearse how to react when situations 
do not go as planned is with perturbation training, which is de-
signed to inoculate team members from falling into rigid routines 
and to help them adapt to stressful situations where the standard 
procedure will not work (Gorman, Cooke, & Amazeen, 2010). Per-
turbation training has been shown to lead to a 13% increase in 
performance in military response teams compared to teams that 
had not been through perturbation training (Gorman et al., 2010). 
To conduct this training, a series of  training sessions is required.[1]  
Each session should match a realistic incident response situation, 
preferably one that requires substantial intra- and inter-team in-
teractions. During the early sessions, teams should be afforded a 
more or less ideal situation (e.g., all information is accessible, all 
required individuals are available, all systems are functioning 
properly). In subsequent sessions, critical resources (e.g., person-
nel, equipment) should be removed or made more difficult to ac-
cess. This process of  disrupting the standard coordination, process 
timeline, and functioning of  the team forces team members to 
adapt and become comfortable adapting to sub-optimal situations.

Similar to stress exposure training, both the development and im-
plementation costs for perturbation training are moderate to high. 
The majority of  development costs are due to the time required to set 
up realistic situations and to structure the team processes such that em-
ployees can attend the training sessions. Depending on the skills and 
ability levels of  internal personnel available to create and structure 
these sessions, external support may be required, which would create 
an additional cost. The implementation costs are mostly due to the loss 
of  productivity from holding multiple sessions over several weeks or 
months, as each training session requires several hours (Gorman et al., 
2010). To limit the cost burden of  perturbation training, the training 
scenarios could be incorporated into preexisting CSIRT training pro-
grams involving intra- and inter-team interactions. For example, if  a 
CSIRT is practicing with a red team as a training exercise, a manager 
can easily implement some of  the perturbation training principles to 
help improve the team’s adaptation abilities. In particular, the manager 
can temporarily remove, or delay, the rapidity with which specific indi-

1 It is feasible that these scenarios could overlap with those creat-
ed for stress exposure training, mentioned earlier, or vice versa. 
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viduals are able to work in order to simulate when analysts are on-call 
during night shifts, or driving to work, and allow the trainees to develop 
ways to function while help from others is not immediately accessible.

Shared mental model strategies from MR teams. 
Researchers have defined a shared mental model as an under-
standing, shared among team members, of  task requirements, 
team interaction protocols, and member role responsibilities 
(Cannon-Bowers, Salas, & Converse, 1993; Peterson, Mitchell, 
Thompson, Burr, 2000). Several empirically supported meth-
ods exist for the development of  shared mental models. We 
have identified two methods that are promising for the develop-
ment of  shared mental models among CSIRT members: guid-
ed team self-correction and the commander’s intent method.

The process of  guided team self-correction, in which teams 
develop their ability to assess situations through a specific frame-
work of  facilitated debriefing after training exercises, has been 
shown to lead to a 38% increase in teamwork processes and a 
110% increase in performance (Smith-Jentsch, Cannon-Bowers, 
Tannenbaum, & Salas, 2008). This type of  training requires ex-
perts to facilitate the ideal, or “proper,” ways to assess and react 
to a given situation. When used in training exercises, teams are 
given a series of  exercises and asked to work together to solve the 
presented problems. After each exercise is finished, a debriefing pe-
riod begins as the team’s actions—both successes and failures—are 
reviewed by the expert(s). Teams then discuss how to correct their 
initial process to more closely match the expert model in the future.

One specific form of  this training is called Team Dimensional 
Training, which was developed for the U.S. Navy. When this train-
ing is integrated as a framework to existing training procedures and 
exercises, training scenarios are debriefed based on four dimen-
sions (as opposed to chronological order): information exchange, 
communication delivery, team backup, and initiative/leadership. 
Trainees are provided with positive or negative feedback to cover 
four points for each dimension: identification of  key events, iden-
tification of  teamwork behaviors, a review of  the solutions, and 
a discussion of  the consequences (T. Franz, private communica-
tion, 12 August 2015). Although the average time allotted for dis-
cussing any given scenario is about 30 minutes, the initial sessions 
might last around an hour (Smith-Jenstch et al., 1998; T. Franz, 
private communication, 12 August 2015). This process of  cri-
tiquing, providing feedback, and proactive planning not only pro-
vides teams an opportunity to develop their shared mental mod-
els about how to properly assess and approach various situations, 
but it also provides information on the team’s standard processes, 
which can be particularly useful for recently hired team members.

The greater proportion of  the investment required for this 
training comes from the time experts must spend creating vari-
ous scenarios, documenting their resolution strategies for each 
scenario,[2]  training the facilitators,[3]  and running the debrief-
ing period (which, as previously mentioned, could last for lon-
ger than an hour, depending on the detail of  the scenario 
presented and the amount of  alignment between the team’s in-

terpretation of  how to address the situation and the expert’s pre-
scribed course of  action). Thus, depending on how frequently 
this training is held and the availability of  experts that can cri-
tique the training situations, the training requires a moderate-
ly high investment for both development and implementation.

To develop a shared (and accurate) understanding of  what success-
ful performance looks like in various situations, teams can also uti-
lize various kinds of  exercises based on the commander’s intent 
model (Klein, 1993). MR teams have utilized this strategy to devel-
op and improve aspects of  decision-making skills, leadership, and 
shared mental models. It can be tailored to fit individual or team de-
velopment needs (e.g., Klein, 1993; Crichton, Flin, & Rattray, 2000).

One version of  this training, which focuses on teamwork, re-
quires teams and their leaders to first review the same short 
scenario (under a few hundred words) describing a situation in-
volving the team members. Then, all members present their as-
sessment of  the situation (including pointing out what they see 
as the most critical pieces of  information and key courses of  
action), their understanding of  their own role, and their under-
standing of  other team members’ roles. Following these descrip-
tions, a trained team leader, or a subject matter expert, facilitates 
a discussion about discrepancies between members’ assessments 
and those of  the facilitator. This assessment and debrief  period 
creates the necessary dialogue for correction and clarification of  
misperceptions between team members and their leaders (Crich-
ton, 2009). Over time (either over a period of  several weeks or 
multiple scenarios in one training session), the members’ under-
standing of  their tasks and the team’s goals becomes automatic.

Variations of  this training—“Think Like a Commander” (e.g., 
Shadrick, Crabb, & Lussier, 2007) and “Captain in Command” 
(e.g., Shadrick & Fite, 2009)—which focus on understanding sit-
uations from a leader’s perspective, have been shown to increase 
trainees’ ability to identify key pieces of  information in various 
scenarios by over 20% (Shadrick & Fite, 2009; Shadrick & Lussier, 
2004). These kinds of  tactical decision-based trainings can be de-
veloped and implemented at a relatively low cost depending on the 
desired level of  detail and the time available. Development costs 
can stay low by adapting preexisting training scenarios, for which 
case managers or subject matter experts go over the scenarios to 
predetermine the key pieces of  information and/or best strategy. 

2 A trained Team Dimensional Training facilitator reported that this 
would take an employee’s full-week time due to the job analysis, in-
terviews, and scenario development and revision process (T. Franz, 
private communication, 12 August 2015).
3 Smith-Jentsch and colleagues (2008) report that facilitator 
training lasts about two 8-hr days. Half of this period consists of 
classroom training where trainees listen to lectures on the guided 
team self-correction method, practice matching the cues in the 
scenarios to the ones in the expert model, critique previous 
sessions of videotaped facilitators, role-play portions of a debrief 
session, and receive feedback from others. The rest of the training 
period involves trainees facilitating the team dimensional training 
with actual teams under the supervision of the main instructor, and 
receiving feedback on their performance.
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If  more time and support are available, however, new vignettes 
with more detailed background information should be used to 
create increasingly realistic scenarios (Gonsalves, 1997). Facilita-
tors can also increase levels of  stress and difficulty by interrupting 
participants’ thought processes, by cutting review time short, or 
asking questions while participants prepare their responses to the 
given scenario. No matter which development strategy is chosen, 
implementation costs are about the same, as the time required to 
successfully present materials (suggested 2-4 minutes per scenario; 
Shadrick, Lussier, & Fult, 2007), to have attendees present and dis-
cuss individual response, and then to conduct a thorough debrief-
ing takes the same amount of  time—over 1 hour (Crichton, 2001).

It is important to note that the complete training session should be 
conducted several times (Crichton et al., 2000), perhaps spaced out 
over several months, to establish strong, fully-shared mental models 
among the team members. This pattern of  training could be par-
ticularly important for teams with higher levels of  turnover because 
it will provide an opportunity for new members to quickly establish 
a shared understanding of  everyone’s role in various situations.

Communication recommendations from MR teams. 
Effective communication is required to enhance team ef-
fectiveness, especially during critical events. Moreover, ex-
changing information is critical for well-integrated teams and 
allows for the formation of  adaptive teams (Cohen, Mohr-
man, & Mohrman, 1998; Pollack, 1998). Proper communica-
tion involves knowing what to say to whom, when, and how.

A briefing is a tool that requires all necessary information 
to be passed from one person to another while avoiding un-
necessary communication, which could hinder team perfor-
mance (Lee, Ha, & Seong, 2011). Briefings have been shown 
to reduce excessive communication by creating uniform pro-
cesses that improve cohesion and allow the team to focus on 
the actions required to achieve team objectives (Spiker, Sil-
verman, Tourville, & Nulimeyer, 1998). In addition, briefings 
that occur prior to teamwork on a given task allow each team 
member to be more aware of  different types of  information 
to review (e.g., possibility of  different threats of  which to be 
aware), which can increase performance (Spiker et al., 1998).

There are many different types of  briefings, such as mission, 
decision, information, or staff briefings (see Briefing Guide, 1993, 
for more information). A specific type that MR teams utilize prior 
to specific incident response episodes is a team strategy briefing 
that involves establishing a clear, shared vision among all team 
members of  what their objectives are and how to achieve them. 
While this technique will be discussed in more detail in the EMS 
teams section, team strategy briefings in military settings have 
been shown to augment team processes such as critical thinking, 
communication, coordination, and leadership by 7%, as well as 
facilitate the establishment of  shared mental models by improving 
their development by about 33% (Dalenberg et al., 2009). Based 
on our personal interviews, some cybersecurity communities con-
duct 30-minute strategy briefings prior to high-profile incidents 
where collaboration among several teams is required for incident 

response. One member from each team is required to attend these 
briefings and relay the information about incident severity and 
status from the briefing to his or her respective team. Conducting 
team strategy briefings with members from the same team can 
also improve the incident response process by allowing the mem-
bers to set goals and determine teamwork requirements for effec-
tive incident response. Briefings can be implemented with very 
low development and implementation costs as they often require 
only a few minutes for a team to identify main goals and define 
each individual’s responsibilities. The largest investment would 
be getting buy-in from management, leadership, and team mem-
bers so that they consistently enforce the use of  briefings during 
regular work tasks. At a somewhat minimal additional cost, this 
kind of  behavior can be integrated into more formal teamwork 
training through role-play (see Awad et al., 2005, for an example).

Trust recommendations from MR teams. One of  the 
most important factors for team success is trust between team 
members (Blair & Hanna, 2009). Trust helps define the rela-
tionships between team members, specifically whether they 
believe they can rely on each other in risky or dangerous situa-
tions (Mayer, Davis, & Schoorman, 1995). Unlike previously 
discussed recommendations for improving team effectiveness, 
trust, as an emotional response to a person or a given situation, 
cannot be as easily “trained” as communication, adaptation, or 
shared mental models. However, this does not negate the im-
portance of  supporting the development of  trust within teams.

Although its impact is indirect, trust has been found in nu-
merous studies to be a key component of  team processes that 
lead to high effectiveness and performance (e.g., Kiffin-Petersen, 
2004; Costa, 2003; Dirks & Ferrin, 2001). For example, Wild-
man and colleagues (2012) found that when team members 
were able to trust one another, there was a decrease in conflict 
and an increase in information sharing and cooperation. Trust 
facilitates these important team processes and serves as the foun-
dation for good team performance and team member satisfac-
tion (Priest, Stagl, Klein, & Salas, 2006; Wildman et al., 2012).

Given the reliance on other team members during danger-
ous missions, the military may provide the ideal example on the 
importance of  trust in fellow team members (Blair & Hanna, 
2009; Olison, 2012). In military teams, long-term trust can be 
established by (a) using word-of-mouth praise to build members’ 
reputations of  team members, (b) openly reflecting on levels of  
expertise possessed by team members, (c) emphasizing similar-
ities among team members with regard to professional or per-
sonal background, and (d) fostering team satisfaction (Blair & 
Hanna, 2009). Trust can also be built by discussing each mem-
ber’s professional strengths and the areas where they would 
like support from other team members (Holton, 2001). These 
kinds of  behaviors help establish feelings of  similarity (see the 
similarity-attraction hypothesis for more information; Blanken-
ship, Hnat, Hess, & Brown, 1984; Novak & Lerner, 1968) and 
perceived safety within the team, which both elevate levels of  
trust between team members (Debra, Weick, & Kramer, 1995).
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Team norms, often set by leaders, can also influence levels of  
trust within teams (Dickson, Smith, Grojean, & Ehrhart, 2001).[4]  
During training and other learning exercises, CSIRT leaders can 
develop trust by asking individual team members to provide their 
own opinions on different issues or situations to establish a sense 
that everyone’s opinion is valued and appreciated. Along those 
lines, encouraging the open discussion of  mistakes can make teams 
twice as likely to detect errors compared to teams without such 
trusting and supportive team environments (Edmondson, 2003). 
Other techniques that can promote trust in a team include pro-
viding a well-defined task (i.e., a small, concrete task) to each team 
member to promote a greater sense of  control, informing mem-
bers about impending events to increase certainty, and creating a 
friendly, positive climate within the team to promote interpersonal 
relations (Hedlund, Börjesson, & Österberg, 2015). Furthermore, 
having clarity of  team goals and team member roles can also im-
prove trust within a team (Klein, Ziegart, Knight, & Xiao, 2006). 
Since these strategies are most effective in the form of  established 
norms—patterns that occur regularly and frequently within a 
team’s work processes—utilizing these behaviors only one time 
will not likely produce the desired results. Therefore, it is import-
ant to have a way to enforce the sustained use of  these behaviors, 
which can be done through change management principles (see 
the Change Management section in the General Discussion).

The costs of  utilizing the aforementioned trust-building strategies 
can be difficult to gauge because they depend heavily on how the lead-
er of  each team behaves, manages discussions among team mem-
bers, and maintains trust-enforcing work norms for his or her group. 
However, in general, the typical kinds of  actions that can be taken to 
develop team trust are rather simple and require minimal time and 
financial investment (e.g., find commonalities between team mem-
bers, create an open environment through asking others’ opinions).

MR teams summary. Due to the vital role United States MR 
teams play in military operations across the globe, a vast amount 
of  research has been conducted on understanding and improv-
ing MR teamwork. From this body of  research, we were able to 
extract a number of  training programs CSIRTs can modify to im-
prove their ability to adapt (e.g., critical thinking training, stress ex-
posure training, and perturbation training), to develop shared men-
tal models (e.g., guided team self-correction and the commander’s 
intent method), to communicate (e.g., briefing), and to employ 
trust-building behaviors. To help CSIRTs maximize their invest-
ment, a cost-effectiveness breakdown and discussion of  when to 

favor a specific recommendation is presented in the General Dis-
cussion to this appendix (see also Table F.1 and Table F.2 below).

F.3.2 EMERGENCY MEDICAL SERVICE 
TEAMS

Emergency Medical Service (EMS) teams provide a range of  
emergency health services such as offering advice on emer-
gency call-in lines, treating injured individuals at emergen-

cy scenes, passing along health and risk communication to other 
health professionals, handing off patients to other teams, conduct-
ing traumatic care in hospital emergency departments, and cre-
ating documentation of  treatment (USDHHS, 2005; SBCCOM, 
2003; Schottke, 2010). Pre-hospital emergency responders may be 
composed of  emergency dispatchers, paramedics, ambulance driv-
ers, helicopter pilots, and other personnel (Schottke, 2010), where-
as hospital-based emergency teams may additionally include nurs-
es and physicians (Fernandez, Kozlowski, Shapiro, & Salas, 2008). 
In addition, EMS teams can take different forms, such as rapid 
response teams (Leach & Mayo, 2013), combat trauma care teams 
(Brady, 2011) and forward surgical teams (Brady, 2011).

Pre-hospital EMS teams can handle cases that vary in their 
level of  severity. As examples, a small-scale situation could 
be a car accident requiring paramedic assistance whereas a 
large-scale response could be a natural disaster or a terror-
ist attack involving EMS teams from a variety of  agencies and 
hospitals. The ultimate goal of  both pre-hospital and hospi-
tal-based EMS teams is safe handling of  patients and mitiga-
tion of  adverse events (Kohn, Corrigan, & Donaldson, 1999).

Although CSIRTs and EMS teams differ with regard to the 
origin of  the incidents they handle (IT systems vs. humans) and 
the physical work environments in which they operate (office 
buildings vs. emergency scenes), in most cases the core elements 
of  their roles and the characteristics of  the problems they face 
remain the same. That is, they both operate in complex, stress-
ful, changing, collaborative environments. As such, the team-
work skills required for both CSIRTs and EMS teams are similar.

The role of  adaptation in CSIRTs has already been discussed 
previously, and recommendations from MR teams have been 
put forward. A vast amount of  research exists on how to im-
prove team adaptation in EMS teams as well. Healthcare or-
ganizations utilize specialized teamwork training programs[5] 
that target a variety of  key areas for improved adaptation: team 
leadership, situation monitoring, mutual support, and commu-
nication, as well as teamwork skills like knowledge of  team pro-
cesses, team attitudes (e.g., mutual trust) and team performance 

4 In CSIRTs and military teams that create ad hoc teams to handle 
incidents once they occur, trust must be established quickly. This 
kind of initial trust is called “swift trust” (Mishra, 1996) and can be 
established in several ways. One method that has been used with 
newly formed military teams is to create a team name or motto 
in order to establish a shared identity, which can quickly lead to 
higher levels of trust (about 7% in Adams, Waldherr, Sartori, & 
Thomson, 2007).  Another method is to give a brief overview of 
each new team member’s credentials or achievements so members 
believe in their team members’ competence in completed required 
work (Blair & Hanna, 2009).

5 These training programs are crew resource management (CRM) 
training and the Team Strategies and Tools to Enhance Performance 
and Patient Safety (TeamSTEPPS), which was developed from CRM. 
For more information on these programs, see Alonso et al., 2006; 
Baker, Gustafson, Beaubien, Salas, and Barach, 2005; Fernandez et al., 
2008; King et al., 2008; Salas et al., 2008; O’Connor et al., 2008; Weav-
er et al., 2010; Weaver, Rosen, Shekelle, Wachter, & Provonost, 2013. 
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TABLE F.1: COST-EFFECTIVENESS INFORMATION FOR RECOMMENDED STRATEGIES

STRATEGY DEFINITION EFFECTIVENESS  
(BENEFIT)

DEVELOPMENT 
COST

IMPLEMENTATION 
COST

SELECTED  
REFERENCES

Critical Thinking 
Training

A training program that 
aims to develop one’s 
ability “to systematically 
assess a situation, inte-
grate different obser-
vations into a coherent 
story, identify uncertain-
ties and justify assump-
tions, and come up with 
contingency plans” (van 
den Bosch, Helsdingen, & 
de Beer, 2004, p. 9)

27% - 41% improvement in 
the situation assessment
58% improvement in prob-
lem-related observations
41% improvement in alterna-
tive solution generation
35% to 79% agreement 
among subject matter ex-
perts in the respective deci-
sions (Cohen, Freeman, et al., 
1998)

Moderate Moderate

van den Bosch, 
Helsdingen, & de 
Beer (2004);
Cohen, Freeman, et 
al. (1998)

Checklist

A list of required actions 
(both task and interper-
sonal), as well as team-
work-related behaviors, 
that should be per-
formed during various 
situations (e.g., Lingard 
et al., 2008; Taylor, Hep-
worth, Buerhaus, Dittus, 
& Speroff, 2007)

100% reduction in adverse 
events (Leonard et al., 2004)
16% less turnover (Leonard 
et al., 2004)
19% more employee sat-
isfaction (Leonard et al., 
2004)
64% reduction in commu-
nication failures (Lingard et 
al., 2008)

Moderate Moderate

Harden (2013);
Verdaasdonk et al. 
(2009);
Hefford & Blick 
(2012)

SBAR Handoff  
Protocol

A protocol that stand for 
Situation, Background, 
Assessment, and Recom-
mendation, and is used 
to prevent communica-
tion breakdowns among 
team members by con-
veying relevant informa-
tion and creating shared 
mental models (Pham et 
al., 2012; Cziraki et al., 
2008; Pettker et al., 2009; 
Riesenberg, Leitzch, & 
Little, 2009; Velji et al., 
2008)

65% decrease in adverse 
events (Deering et al., 2011)
53% to 89% improvement in 
patient handling processes 
(Haig et al., 2006)
40% decrease in adverse 
drug events (Haig et al., 
2006)
12% decrease in handoff 
times (Riesenberg, Leitzsch, 
& Little, 2009)

Low Moderate

Riesenberg, Leitzch, 
& Little (2009);
Velji et al. (2008);
Haig et al. (2006)

Pre-brief (in-
cluding team 
strategy brief)

Short discussion before 
or during a work event 
that involves establish-
ing a clear, shared vision 
among all team members 
of what their objectives 
are and how to achieve 
them (e.g., Briefing 
Guide, 1987)

7% improvement in team 
processes like critical think-
ing, communication, coordi-
nation and leadership 
33% further development 
in shared mental models 
(Dalenberg, Vogelaar, & 
Beersma, 2009)
64% decrease in communi-
cation failures (Lingard et 
al., 2008)
27%-125% improvement 
in team communication 
scores (Awad et al., 2005)

Low Moderate

Awad et al. (2005);
Tybinski et al. 
(2012)

Note: Development and implementation costs were each rated by industrial-organizational psychology graduate students on a 1 (Low) to 3 (High) scale 

via consensus after the raters consulted available references that listed the costs (in terms of money and/or time) associated with aspects of the strategies.
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TABLE F.1: COST-EFFECTIVENESS INFORMATION FOR RECOMMENDED STRATEGIES

STRATEGY DEFINITION EFFECTIVENESS  
(BENEFIT)

DEVELOPMENT 
COST

IMPLEMENTATION 
COST

SELECTED  
REFERENCES

Debriefing / 
After- 
action Review 
(after each key 
learning oppor-
tunity)

Teams take time to 
evaluate team process-
es and actions, includ-
ing: description of the 
event, the category of 
the event, a list of the 
communication tools or 
methods used, and things 
the team did well and 
could improve (Turner, 
2012)

20-25% improvement in 
teamwork performance 
(Tannenbaum & Cerasoli, 
2012)
10% decrease in work de-
lays
5% decrease in handoff is-
sues
almost 20% increase in 
overall work quality (as 
reflected in case scores) 
(Wolf et al., 2010)

Moderate Moderate

Popper & Lipshitz 
(2000);
Orlansky, Taylor, 
Levine, & Honing 
(1997);
Arora et al. (2012);
Tannenbaum & 
Cerasoli (2012)

Stress Exposure 
Training

A training program de-
signed to foster stress 
coping by familiarizing 
team members with dy-
namic and high-stress 
environments and teach-
ing them the skills to 
maintain effective team 
functioning and task per-
formance in such envi-
ronments (Driskell et al., 
1998)

18% improvement in team 
performance (Driskell et al. 
1998; Driskell et al., 2001)

Moderate Moderate

Driskell et al. 
(1998);
Driskell et al. 
(2001)

Perturbation 
Training

A training program that 
inoculates team mem-
bers from falling into rig-
id routines and to help 
them adapt to stressful 
situations where the 
standard procedure will 
not work (Gorman et al., 
2010)

13% increase in perfor-
mance (Gorman, et al., 
2010)

Moderate Moderate Gorman, Amazeen, 
& Cook (2010)

Cross-Training

A training program that 
allows team members 
to obtain knowledge of 
other team members’ 
roles (interpositional 
knowledge), which will 
allow teams to be pre-
pared for coordinating 
actions effectively by 
understanding each oth-
er’s needs (Salas et al., 
Nichols, & Driskell, 2007; 
Volpe, Cannon-Bowers, 
Salas, & Spector, 1996)

33% increase in team mem-
bers’ understanding of their 
own roles as well as the 
roles of other team mem-
bers (Espevik et al., 2011)

Moderate Moderate

Salas et al., Nichols, 
& Driskell (2007);
Volpe, Can-
non-Bowers, Salas, 
& Spector (1996);
Espevik et al. 
(2011)

Note: Development and implementation costs were each rated by industrial-organizational psychology graduate students on a 1 (Low) to 3 (High) scale 

via consensus after the raters consulted available references that listed the costs (in terms of money and/or time) associated with aspects of the strategies.

(CONTINUED)
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TABLE F.1: COST-EFFECTIVENESS INFORMATION FOR RECOMMENDED STRATEGIES

STRATEGY DEFINITION EFFECTIVENESS  
(BENEFIT)

DEVELOPMENT 
COST

IMPLEMENTATION 
COST

SELECTED  
REFERENCES

Guided team  
self-correction

A training program em-
phasizing the compari-
son and emulation of ex-
perts’ incident response 
processes (Smith-Jentsch 
et al., 2008)

38% increase in teamwork 
processes
110% increase in perfor-
mance (Smith-Jentsch et al., 
2008)

Moderate Moderate Smith-Jentsch et al. 
(2008)

CUS

The CUS protocol 
(meaning: I am Con-
cerned!, I am Uncom-
fortable!, This is a Safety 
issue!) improves commu-
nication during stressful 
times by increasing clar-
ity and awareness among 
team members of a pos-
sible problem, resulting 
in improved mutual sup-
port and understanding 
of the level of concern 
being raised

20% improvement in lead-
ership scores
18% more situation moni-
toring
16% more mutual support
53% improved communica-
tion
18% improved overall team-
work
26% decrease in average 
time (in minutes) to tran-
sition from various work 
tasks (Capella et al., 2010)

Moderate Moderate

Maguire et al. 
(2015);
Clapper (2013)

Commander’s 
intent / Think 
like a  
Commander

Training programs where 
the teams and their 
leaders review the same 
short scenario (under a 
few hundred words) and 
then have all members 
present their assessment 
of the situation (includ-
ing pointing out what 
they see as the most crit-
ical pieces of information 
and key courses of ac-
tion), their understand-
ing of their own role, 
and their understanding 
of other team members’ 
roles (Crichton, 2009)

20% increase in the abili-
ty to identify key pieces of 
information (Shadrick et 
al., 2007a; Shadrick & Fite, 
2009)

Moderate Low

Crichton (2009);
Shadrick et al. 
(2007a);
Shadrick & Fite 
(2009)

Trust building  
behaviors

Behaviors that create a 
sense of support, safety, 
or similarity, like praising 
team members’ exper-
tise, determining profes-
sional or personal sim-
ilarities between team 
members (Blair & Hanna, 
2009), and discussing 
each member’s personal 
strengths and weakness-
es (Holton, 2001)

Twice as many errors de-
tected (Edmondson, 2003) Low Moderate

Adams et al. 
(2007);
Hedlund (2015);
Klein, Ziegart, 
Knight, & Xiao 
(2006)

Note: Development and implementation costs were each rated by industrial-organizational psychology graduate students on a 1 (Low) to 3 (High) scale 

via consensus after the raters consulted available references that listed the costs (in terms of money and/or time) associated with aspects of the strategies.

(CONTINUED)
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TABLE F.2: SUMMARY OF RECOMMENDATIONS BASED ON AREAS TO IMPROVE AND RELATIVE 
DEVELOPMENT AND IMPLEMENTATION COSTS
RECOMMENDATIONS

AREA TO IMPROVE/  
ADDRESS LOWER INVESTMENT HIGHER INVESTMENT MOST COST-EFFECTIVE 

STRATEGIES

Adaptation
• Critical thinking training
• Perturbation training • Stress exposure training • Critical thinking training

Shared Mental Model

• Cross-training (positional clarifi-
cation, positional modeling)
• Commander’s intent 

• Guided team self-correction
• Cross-training (positional  
rotation)

• Cross-training (positional  
clarification)

Communication

• Pre-briefs
• Checklists (paper, normal  
situations)
• After-action review

• Checklists (electronic, variety of 
situations)
• Situation, Background, Assess-
ment, and Recommendation 
(SBAR)

• Checklists (paper, normal  
situations)
• Situation, Background, Assess-
ment, and Recommendation 
(SBAR)

Trust

• Developing trust norms
• Encourage open discussion of 
mistakes
• Ask for others’ opinions
• Clarity of goal and roles
• Friendly team climate
• Find similarities amongst team 
members

• I am Concerned!, I am Uncom-
fortable!, This is a Safety issue! 
(CUS)

• Developing trust norms
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(Alonso et al., 2006). For the EMS section, we will focus on sev-
eral of  the specific strategies used in these training programs that 
have been researched independently and can easily be adapted 
to CSIRTs. Namely, we will focus on enhancing clear commu-
nication and improving trust through team-based leadership.

Communication strategies from EMS teams. Commu-
nication is critical to the success of  EMS teams. A recent review 
of  medical teamwork research identified communication as the 
most prominent teamwork component (Dietz et al., 2014) because 
communication breakdowns among healthcare providers have 
been found to be the number one cause of  medical error--ac-
counting for nearly 70% of  the errors (Kohn et al., 1999; Morey, 
Simon, Jay, & Rice, 2003; Sutcliffe, Lewton, & Rosenthal, 2004).

Most communication breakdowns in healthcare occur during 
patient handoffs. Handoffs are also a process of  major concern 
for CSIRTs. In fact, Hewlett-Packard (2014) 
recently reported that the most cyber incident 
handling errors occur during shift changes 
and handoffs. Research on patient handoffs 
has found that EMS teams that communicate 
effectively during handoffs can detect med-
ical errors and prevent adverse events as the 
person taking over the patient reviews the in-
formation with a novel perspective (Hall, Ru-
dolf, & Cao, 2006; Patterson, Roth, Woods, 
Chow, & Gomes, 2004). Several key strategies 
have been identified as ways to improve com-
munication during handoffs: checklists, com-
munication protocols, and briefs/pre-briefs.

Checklists ensure that teams recognize 
and deal with unexpected problems that may 
come up in complex environments (Gawande, 
2009). They are relatively consistent in their 
effectiveness in improving outcomes. For ex-
ample, researchers have found that checklists 
reduced adverse events by up to 100%, re-
duced employee turnover by 16%, and im-
proved operating room employee satisfaction 
by 19% (Leonard, Graham, & Bonacum, 
2004). In addition, overall communication 
failures (e.g., untimely information provision, 
missing information) were reduced by 64% 
(Lingard et al., 2008). Despite the effective-
ness of  integrating checklists into regular 
work procedures, publications in the medical 
community (e.g., Gawande, 2009), as well as 
our interviews with several CSIRTs across 
different companies, have shown that team 
members who are required to use check-
lists consider the checklists a burden and often 
show resistance to using them. Luckily, change 
management research has uncovered several 
barriers and possible solutions for overcoming 
these barriers when trying to implement pro-

cedural changes, which we discuss later in this appendix. 
Although the vast majority of  CSIRTs already integrate vari-

ous kinds of  checklists into their work processes, the major dif-
ference, and key element, of  medical checklists that distinguish 
them from those used in most CSIRTs is that EMS teams often 
incorporate interpersonal actions alongside main tasks so that 
teamwork principles and communication are also included. Figure 
F.1 is an example operating room checklist, and it identifies some 
of  these interpersonal items: “surgeon’s description of  procedure,” 
“plans for breaks and handoff (team member to introduce her or 
himself  when switching),” “recognition of  good teamwork,” and 
“handoff issues.” For CSIRTs, similar items could reference the 
quality of  the manager’s or team lead’s descriptions of  the inci-
dent response task that needs to be done, whether or not team 
members or leaders provide positive feedback on good coordina-

Figure F.1. Example EMS checklist  
Note: From “The efficacy of  medical team training: improved team performance and decreased 
operating room delays: A detailed analysis of  4863 cases,” by F.A. Wolf, L.W. Way, and L. Stew-
art, 2010, Annals of  Surgery, 252(3), p. 478. Copyright 2010 by Wolters Kluwer Health, Inc. 
Reprinted with permission.
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tion and collaboration skills, whether or not all required informa-
tion was provided during handoff or if  new shifts need to go back 
and find more information to properly continue the work on a 
particular incident, and if  next steps have been clearly outlined 
and the receiving team (i.e., the team that takes over the new shift) 
confirms understanding of  their role expectations and next steps.

EMS teams often add checklists into teamwork training ses-
sions to act as a tool in identifying the cause of  communication 
breakdowns (as opposed to checking procedural knowledge). For 
this kind of  exercise, trainees with different roles (e.g., surgeons, 
nurses, anesthesiologists) independently create checklists of  work 
steps in patient care and note the tasks that are assigned to them 
in each step. These lists are then reviewed as a group to deter-
mine whether the team members have a shared understanding 
of  communication points and responsibilities (e.g., Lingard et 
al., 2008; Taylor, Hepworth, Buerhaus, Dittus, & Speroff, 2007). 
Any discrepancies can then be addressed through debriefings pri-
or to patient treatments and also during future training sessions.

CSIRTs can take a similar approach by first identifying the 
causes of  communication breakdowns within their teams through 
multiple analysts (ideally at different levels) creating checklists of  
their understanding of  the following: incident response processes 
(e.g., triage, escalation), information they must share during these 
processes, with whom they must share that information, any com-
plications that tend to occur during these processes and interac-
tions, and their individual roles throughout the processes. Those 
checklists can then be compared to one another and to lists created 
by subject matter experts. Discrepancies among the lists can indi-
cate the causes of  communication errors and can be addressed to 
create methods for overcoming those problems as well as to estab-
lish shared mental models around what the expected actions are 
for those individuals involved in a particular situation or response.

In addition, these kinds of  exercises would create their own de-
liverables because the final checklists can be kept and used for fu-
ture reference about how to handle particular situations. Although 
many general checklists for CSIRT processes already exist, research 
in the medical field has found that the most effective checklists are 
adapted to “fit the culture, workflow, and practice patterns of  the of-
fice setting where they will be implemented...attempting to impose 
a [generic checklist] in an office setting without customization will 
only cause resistance” (Harden, 2013, p. 3). Thus, taking the time to 
have internal teams discuss, design, and finalize the procedures they 
find most relevant and important for certain situations is crucial.

Although a checklist that is already in use can be viewed as a 
“simple, cheap, effective, and transmissible” tool (Gawande, 2009, 
p. 97), proper development and implementation of  this tool actual-
ly requires a fair amount of  resources. In one publication, Verdaas-
donk and colleagues (2009) cover, in great depth, recommendations 
for the design and implementation of  checklists. Recommenda-
tions for design include details such as the font for heading and 
body texts, and recommendations for implementation include 14 
steps ranging from defining the purpose of  the checklist to getting 
the checklist reapproved by supervisors. Thus, depending on the 
quantity of  checklists created and the complexity of  the process-

es being documented, the development and implementation of  
checklists can be more costly, than what might have been initial-
ly expected, due to the time investment of  personnel. However, 
it is important to note that checklists for routine procedures can 
often be more general, and required actions can be listed without 
needing to be in sequential order, whereas checklists for atypical or 
emergency situations must usually adhere to stricter standards of  
detail and procedural steps (Verdaasdonk et al., 2009). In addition, 
either electronic or paper versions of  a checklist can be used, but 
these versions vary in both benefits and costs. While paper versions 
are often easier to read and cheaper to produce, electronic versions 
can be updated more easily and can be integrated with software to 
collect and transfer data more quickly (Verdaasdonk et al., 2009).

Development and implementation costs of  checklists, howev-
er, are somewhat offset by the relatively inexpensive cost of  sub-
sequent use of  the checklists. Previous studies on surgical teams 
found checklists had no negative impact on team productivity and 
negligible impact on the time to perform required tasks (Hefford 
& Blick, 2012), and operating room teams that were familiar with 
a given checklist were able to complete it in about one minute 
(Harden, 2013). However, as previously mentioned, the success-
ful implementation of  checklists can be fraught with difficulty.

One of  the biggest complications associated with adopting 
checklists is ensuring they are used in a consistent and accurate 
manner. Research in EMS teams has shown that this is necessary 
to yield the positive impact of  the checklists (Bergs et al., 2014). 
One CSIRT interviewee stated that although checklists are used in 
training to review what new people have missed in a process, “[t]
he discipline in doing that is not always there.” This issue is not 
unique to the cybersecurity domain. One study found that even 
though checklists were completed 90% of  the time when required, 
only 61% of  the items included on the checklists were actually per-
formed (Fourcade, Blache, Grenier, Bourgain, & Minvielle, 2011), 
thus degrading the effectiveness of  the checklist. Gawande (2009) 
suggests that medical professionals are reluctant to use the check-
lists because they are seen as a tedious paperwork requirement, 
and, for those with decision authority, as a tool that automates 
actions and, thus, takes away the decision power. Based on the 
change management literature, one way to attend to such resis-
tance is the identification of  key change agents and leaders with-
in the organization who are willing to support and reinforce the 
proper use of  new work procedures (van Dijk & van Dick, 2009). 
Several hospitals report having taken this approach--change agents 
called “champions,” who are staff from various departments (e.g., 
administration, surgery, anesthesiology, and nursing), coordinate 
and encourage the use of  the newly developed checklists (Hef-
ford & Blick, 2012). These efforts can require up to 40 hours of  
work time, spread over a one-year period, for each change agent. 

It should also be noted that checklist use in medical teams is 
effective when there are specific protocols and actions that must 
be followed in order to successfully complete a task (e.g., Hard-
en, 2013; Hayes, 2012). Due to the frequent flexibility necessary 
in CSIRT work, it is reasonable to suggest that checklists would 
be most effective (and more easily implemented) in normal work 
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situations where there is relatively low time pressure or stress; 
for example, when there are only low-severity incidents occur-
ring. Adding checklists to regular work practices first might re-
sult in less negative initial impacts on performance and adop-
tion than attempting to add checklist requirements to situations 
where people are rushing to achieve a result or solve an issue. This 
should be fairly easy because many of  the analysts to whom we 
have spoken suggest that these periods of  handling low-severi-
ty incidents account for roughly 80% of  their response duties. 

The second communication tool from EMS teams, handoff 
protocols, are also emphasized through training programs and 

used on a constant basis. There are many 
mnemonic handoff protocols used in med-
ical care, including SBAR (Situation, Back-
ground, Assessment, and Recommendation), 
SHARED (Situation, History, Assessment, 
Risks, Events, and Documentation), MIST 
(Mechanism of  injury, Injuries sustained, 
Signs, Treatment initiated), and SOAP (Sub-
jective information, Objective information, 
Assessment, Plan) (see Riesenberg, Leitzch, 
& Little, 2009 for a review). A systematic 
review of  articles published between 1987 
and 2008, which focused on handoff proto-
cols, identified 24 mnemonics. SBAR was 
cited in 69.6% of  these articles reviewed. 
This clearly indicates that SBAR is the 
mnemonic that has been most widely stud-
ied. Further, SBAR has been incorporated 
into nationwide medical teamwork train-
ing programs (Alonso et al., 2006). Thus, 
we focus on SBAR as a recommendation 
to improve communication within CSIRTs. 

To follow the SBAR protocol, the individ-
ual initiating the handoff concisely summa-
rizes and describes the situation (“S”) to the 
incoming team member(s). In a CSIRT, this 
may include information about the analyst(s) 
currently in charge, their position and the sta-
tus of  the event or incident being handed off 
(e.g., whether the event has been categorized 
as an incident, at what stage the team is in 
the incident response process). Next, the indi-
vidual initiating the handoff shares the back-
ground (“B”) information that contributed to 
the situation taking place. For a cybersecurity 
event or incident, background information 
can include details such as when the event 
was detected, what actions have been taken 
to investigate, what information has been 

obtained (or not clarified) by those actions, and 
the names and contact information of  the indi-
viduals who have already been notified, or are 
“in the loop,” about this event. Next, the indi-

vidual initiating the handoff provides his or her assessment (“A”) of  
the situation to the incoming team member. For a CSIRT analyst, 
this could be a formal classification of  the event or incident along 
with the rationale for that classification. Finally, the individual ini-
tiating the handoff offers a recommendation (“R”) for the most 
appropriate next steps and initiates a dialogue with the incoming 
team member to address any questions he or she may have before 
starting his or her work. In a CSIRT, the outgoing analyst could 
explain what further steps his or her team was planning to take 
but unable to conduct, indicate whether or not the incident needs 
to be escalated to a higher level, make suggestions as to who could 

Figure F.2a. Sample customized SBAR tool  
Note: From “SBAR: A shared structure for effective team communication: 2nd Edition,” by B. 
Trentham, A., Andreoli, N. Boaro, K. Velji and C. Fancott, 2010, p.4. Copyright 2010 by Toronto 
Rehabilitation Institute. Reprinted with permission.
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be involved in resolving the incident, and then end with asking 
for agreement or questions from the incoming team member(s).

The use of  SBAR has been shown to reduce mortality in medical 
institutions by standardizing the interactions among team mem-
bers, helping them to convey relevant information, and creating 
a shared mental model of  patient treatment (Cziraki et al., 2008; 
Pettker et al., 2009; Pham et al., 2012; Riesenberg et al., 2009; Vel-
ji et al., 2008).   Researchers have found that using protocols, such 
as SBAR, to fix communication issues improved a number of  pa-
tient outcomes, including lowering medication and transfusion er-
rors by 65% (Deering et al., 2011), reducing adverse drug events by 
40% (Haig, Sutton, & Whittington, 2006), 
and improving medication reconcilia-
tion[6] at patient admission by 16% and 
at discharge by 36% (Haig et al., 2006).

Although cybersecurity research ac-
knowledges the importance of  hand-
off processes, provides detailed hand-
off frameworks (e.g., Alberts, Dorofee, 
Killcrece, Ruefle, & Zajicek, 2004), and 
demonstrates that elements of  SBAR are 
very similar to what most CSIRTs use 
when handing off information to others, 
SBAR still provides two new benefits. 
First, SBAR emphasizes the communi-
cations that occur through interperson-
al team interactions. It can be used not 
only to create an ad hoc script for what 
information should be communicated 
verbally but also as a structure for com-
municating any written records. Second, 
SBAR allows individuals taking over a sit-
uation to understand the thought process-
es of  the original analyst(s) and clarifies 
next steps to close the ticket or escalate; 
in other words, it helps team members 
develop shared mental models. An addi-
tional advantage of  SBAR is that it can 
be integrated with checklists. Figure F.2a 
shows a customized SBAR tool from a 
Canadian rehabilitation facility. As can be 
seen in the figure, instead of  listing tasks 
that need to be accomplished, a script is 
presented that individuals can follow not 
only to collect the necessary information 
from others but also to know in advance 
the kinds of  information they will need 

6 This is a technical medical term mean-
ing that all of a patient’s medical history 
is compiled together accurately and in 
a single location so that healthcare profes-
sionals can be fully informed at all patient 
transition points (“Medication Reconcilia-
tion,” 2015).

to tell others in the event of  a handover or event complication.
 SBAR protocol is generally associated with very low develop-

ment costs because, due to its extensive use in medical organiza-
tions, many SBAR models already exist (see Figure 2b for an ex-
ample). Although these templates were developed for medical use, 
they can readily be adapted for use by a CSIRT interested in using 
this kind of  protocol. Depending on the complexity of  commu-
nication interactions (e.g., variability of  communication content, 
number of  members in communication with each other), more 
time might be required to adapt this tool for use in a particular 
CSIRT, thus making its costs range from low to low-moderate. 

Figure F.2b. Sample abbreviated SBAR tool 
Note: From “SBAR: A shared structure for effective team communication: 2nd Edition,” by B. 
Trentham, A., Andreoli, N. Boaro, K. Velji and C. Fancott, 2010, p. 5. Copyright 2010 by 
Toronto Rehabilitation Institute. Reprinted with permission.
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Implementation costs are also relatively low based on the time 
necessary for introduction, training, and follow-up on proper us-
age. The SBAR protocol only works if  everyone uses it consis-
tently, and proper training and monitoring are critical to ensure 
successful adoption of  the handoff protocol. In addition, it is 
very easy for employees who are accustomed to one way of  do-
ing things to reject or rebuff initiatives to change the status quo. 
Therefore, it is critical to follow proper change management 
practices when instituting team wide usage of  the SBAR proto-
col (see Change Management section in the General Discussion). 

Figure F.3 gives a sample training and implementation timeline for 
the various information and feedback sessions that are suggested to be 
used. Generally speaking, several education sessions ranging from 1 to 
2 hours each should be given over the course of  a week or two, with a 
follow-up refresher and discussion group after a few weeks of  use. Over 
the next several months, use of  SBAR is monitored and evaluated, and 
teams discuss and provide feedback on the process as needed (Trentham, 
Andreoli, Boaro, Velji, & Fancott, 2010). Although time-intensive, this 
continuous monitoring and evaluation process ensures successful tran-
sition from development to implementation and maintenance phases.

Another common practice among EMS teams is to use team 
wrap-up forms in after-action reviews to evaluate their team 
processes. A typical team wrap-up form includes placeholders for 

the date and description of  the event, a code indicating the cat-
egory of  the event (e.g., trauma, medical, stroke), a list of  com-
munication tools, and placeholders for lists of  the things the team 
either did well or could improve (Turner, 2012). A meta-analysis 
of  studies examining debriefs (Tannenbaum & Cerasoli, 2013) 
found an average of  a 25% improvement in teamwork perfor-
mance. That is a very significant improvement, especially when 
viewed in light of  the relatively moderate cost of  development 
and implementation of  debrief/wrap-up forms. The compila-
tion of  team wrap-up forms in after-action reviews helps EMS 
teams to identify communication problems and address them 
during training and debriefing sessions. After-action reviews 
are discussed in more detail in the NPPO teams section below.

In addition to discussing cases after they are completed, re-
search on EMS teams has found that short briefs before taking 
action, or momentary briefs during the action process, can also 
improve work outcomes. Tybinski and colleagues (2012) found 
that having this kind of  pre-briefing “time-out” to go over the 
procedure and discuss the characteristics of  the situation is im-
portant above and beyond just going through a checklist of  re-
quired actions. One study on briefings found that team com-
munication scores increased anywhere from 27% to 125% for 
various teams who used this strategy, and that overall patient 

Figure F.3. Sample SBAR training timeline  
Note: From “SBAR: A shared structure for effective team communication: 2nd Edition,” by B. Trentham, A., Andreoli, N. Boaro, K. Velji and C. Fancott, 
2010, p. 2. Copyright 2010 by Toronto Rehabilitation Institute. Reprinted with permission.
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treatment quality improved by 8% to 11% (Awad et al., 2005).
In order to conduct the pre-brief, team members come together 

to momentarily go through key information pertaining to the situ-
ation at hand, what needs to be done, who is present, any anticipat-
ed problems, as well as whether proper documentation is available. 
They then discuss more details of  the case (Awad et al., 2005). 

Although seemingly simple, trainings for pre-briefs should 
first consist of  general knowledge instruction on what steps 
are involved. Practice, role-playing exercises, and expo-
sure to training films or vignettes should also be part of  the 
training, so that employees can learn why this process is im-
portant. Finally, trainees should practice going through 
all the steps as a team and should learn how to identify any 
problems of  poorly conducted pre-briefs in order to im-
prove their standards for communication (Awad et al., 2005).

While development costs associated with pre-briefs are low due 
to the amount of  extant material on pre-briefings and process-
es, implementation costs are low to moderate because not much 
time is required for proper training and instruction and because 
not much time is required by leaders and management to ensure 
that the strategy is being performed properly and consistently.

Trust strategies from EMS teams. Trust among EMS 
team members increases information sharing as well as willing-
ness to seek information, accept feedback, and admit mistakes 
(Baker, Day, & Salas, 2006). For example, nurses are more will-
ing to seek advice from other nurses and physicians whom they 
perceive as trustworthy, and, under conditions of  uncertain-
ty, seeking advice from another team member reduces medical 
errors (Hofmann, Lei, & Grant, 2009; Leach & Mayo, 2013). 
The importance of  trust is greater during times of  high stress, 
when speaking up and crucial communication become more 
important as predictors of  patient safety and quality of  care 
(Maxfield, Grenny, McMillan, Paterson, & Switzler, 2005).

Luckily, another protocol emphasized in EMS training has 
been developed specifically to address this issue. The CUS 
(meaning, “I am Concerned!, I am Uncomfortable!, This is a 
Safety issue!”; Capella et al., 2010, p. 440) protocol improves 
communication and speaking-up behavior during stressful times 
by eliminating sarcastic comments and increasing clarity among 
team members, and, as a result, improves feelings of  mutual 
support (e.g., Capella et al., 2010). Specifically, the effective 
use of  CUS requires all team members to be on alert for the 
key CUS phrases (viz., “I am Concerned!”, “I am Uncomfort-
able!”, “This is a Safety issue!”); when someone says one of  
those key phrases it should be understood that sarcasm and po-
tentially confusing expressions are to be avoided. CUS is to be 
utilized in situations where an individual feels there is a major 
concern not being addressed or does not feel like the proper 
course of  action is being taken. Thus, when it is used, not only 
do present team members immediately understand the level of  
concern being raised, but also whoever is leading the course 
of  action becomes responsible for addressing that individual’s 
concern (Maguire, Bremner, Bennett, & VanBrackle, 2015).

This relatively simple technique has been shown to have 

dramatic effects on teamwork processes. Capella et al. (2010) 
showed that CUS (along with a few other communication in-
terventions) marked improvements across a number of  team-
work areas: leadership (20% improvement), situation monitor-
ing (18%), mutual support (16%), communication (53%), and 
overall teamwork (18%). It was also found that the average time 
(in minutes) to transition from one phase of  patients’ emergen-
cy care to another was reduced by 26% (Capella et al., 2010). 

Similar to medical workers, CSIRT members often work in 
stressful situations and are required to effectively communicate 
with team members in such situations (West-Brown, Stickvoort, 
Kossakowski, Killcrece, & Ruefle, 2003). Thus, CSIRT mem-
bers can benefit from using the CUS protocol to communicate 
their stress to others. Some example situations in which the CUS 
protocol might be useful include when an analyst feels over-
whelmed (either through stress or fatigue) and needs to commu-
nicate to their team or leader that their ability to perform tasks 
is impaired, when an analyst believes that a critical element of  
an incident is not being addressed, or when an analyst comes 
across a situation or event that they are unfamiliar with but 
have an underlying feeling of  concern about what is going on. 
They can use predetermined phrases such as “I am concerned!” 
and “I am uncomfortable!” to request a team member or lead-
er to come over and review or discuss what was discovered. 

Although the CUS protocol has already been designed, the de-
velopment of  this protocol requires training the team members for 
the proper use of  CUS. Thus, there are low-moderate develop-
ment costs that depend on who (i.e., internal vs. external special-
ists) delivers the training and the training method (e.g., lecture vs. 
simulation) chosen for the team members. In addition, implemen-
tation cost can be moderate, partially due to the requisite train-
ing, but also because of  the relative time investment in order to 
successfully transition CUS into already established work norms 
(see the Change Management section in the General Discus-
sion). The use of  CUS would need to be constantly monitored 
and evaluated in order to understand whether or not it is being 
used properly and to assess the impact it has on work outcomes.

In addition to the CUS protocol, EMS teams encourage 
trust-building norms similar to those used by MR teams men-
tioned earlier. Medical team members who developed mu-
tual trust were encouraged to admit their mistakes and, as a 
result, medical errors were reduced because team members 
learned from their failures and improved upon them (Ed-
mondson, 2003; 2004). Edmondson (2003) also showed that 
improved mutual trust resulted in increased team learning.

EMS teams summary. The long history of  EMS teams and 
the criticality of  their effective functioning have garnered the at-
tention of  researchers for decades. Due to the similarity of  team-
work requirements between EMS teams and CSIRTs, interven-
tions found to be effective in the former should also be beneficial 
for the latter. Specifically, from EMS teams, CSIRTs can learn to 
improve their communication through checklists, handoff proto-
cols, and wrap-up forms, and encourage trust through the devel-
opment of  norms like CUS. To help CSIRTs maximize their in-
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vestment, a complete cost-effectiveness breakdown and discussion 
of  when one recommendation should be favored is presented in 
the General Discussion section (see also Table F.1 and Table F.2).

F.3.3 NUCLEAR POWER PLANT 
OPERATING TEAMS

As the name might suggest, Nuclear Power Plant Operating 
(NPPO) teams work in nuclear power plants and control 
the functioning of  the reactors (i.e., safely controlling how 

much power is produced). Such teams have the responsibility for 
controlling power plant systems and maintaining system equilib-
rium (Waller & Jehn, 2000; Waller, Gupta, & Giambatista, 2004). 
They do so by attending to system monitors, interpreting signals 
and data, and making decisions in response to possible events and 
incidents.  As with CSIRTs, such decisions need to be made in 
time-urgent and high-stakes circumstances. If  an abnormality is 
discovered, NPPO teams must quickly determine where the prob-
lem is coming from, decide on the appropriate action(s) to properly 
resolve the issue, and adequately record their action process in log-
books (Occupational Outlook Handbook. 2014). 

While CSIRTs do not experience the same kind of  physical 
danger as those working at a nuclear power plant, the underlying 
goals, and some of  the related prevention behaviors, are similar. 
CSIRTs’ main goals are to keep their networks clear of  problems 
such as unauthorized users and to keep the networks as secure as 
possible so as to maintain the functionality of  their constituen-
cies’ core business operations. Trying to control for human error 
and using forecasting techniques to evaluate how events can de-
velop into possible threats, as well as knowing the possible con-
sequences of  outcomes, can aid CSIRTs in achieving these goals. 
Both the processes and the operating environments of  NPPO 
teams closely mirror that of  CSIRTs, and interventions to im-
prove the functioning of  NPPO teams should aid CSIRTs similarly.

Shared mental model recommendations from NPPO 
teams. As introduced when discussing MR teams, a shared 
understanding of  how an operation works (i.e., a shared men-
tal model) allows team members to more clearly recognize how 
their activities and functions are to be integrated in ways that im-
prove the team’s ability to successfully coordinate actions during 
complex tasks (Pearsall, Ellis, & Bell, 2010). A shared mental 
model also allows members to anticipate each other’s needs and 
to know what behaviors must occur for effective task completion 
(Pearsall, et al., 2010). Shared knowledge is critical to effective 
performance in both NPPO teams and CSIRTs. Frye (1988) es-
timated that 50% of  nuclear power’s “significant events” were 
due to human errors. It was suggested that the errors were not 
due to the operators’ inability to take appropriate action, but the 
control teams’ inability to coordinate effectively--which is vital 
to successful performance of  the NPPO teams (Lin, Hsieh, Tsai, 
Yang, & Yenn, 2011). A strategy that is suggested to improve co-
ordination within NPPO teams is cross-training (e.g., Guerlain 
& Bullemer, 1996; “Nuclear power plant organization and staff-
ing,” 1998; “Recruitment, qualification and training,” 2002).

Cross-training, which is “an instructional strategy in which 
each team member is trained in the duties of  his or her team-
mates” (Volpe, Cannon-Bowers, Salas, & Spector, 1996, p. 87), in-
creases shared mental models among team members by providing 
opportunities for individuals to obtain knowledge of  their team 
members’ roles (i.e., interpositional knowledge) (Cannon-Bowers, 
Salas, Blickensderfer, & Bowers, 1998; Ellis & Pearsall, 2011).  In-
terpositional knowledge allows teams to more effectively under-
stand each other’s needs and responsibilities while coordinating 
actions (Cannon-Bowers et al., 1998; Salas, Nichols, & Driskell, 
2007; Volpe et al., 1996). Studies comparing cross-trained indi-
viduals to those who were not cross-trained have demonstrated 
that cross-training increases shared mental model accuracy during 
high work demand situations by 24% (Ellis & Pearsall, 2011) and 
by 33% (Espevik, Johnsen, & Eid, 2011). Finally, teams already 
possessing strong team dynamics (e.g., shared mental models and 
transactive memory systems, or the shared understanding of  who 
on the team has what knowledge) scored almost twice as high 
on performance measures after three training sessions as oth-
er teams going through the same training (Espevik et al., 2011).

Cost estimates of  cross-training vary by its types: positional 
clarification, positional modeling, and positional rotation (Blick-
ensderfer, Cannon-Bowers, & Salas, 1998). Positional clarification 
involves providing team members with information about the 
functions and role activities of  others on the team (or activities of  
other teams) (Marks, Sabella, Burke, & Zaccaro, 2002). Develop-
ment cost of  positional clarification can be minimal as long as clear 
job descriptions are available for the team members, the CSIRT 
manager has a clear understanding of  each team member’s role, 
and/or each individual creates a short document describing his or 
her work tasks. Implementation cost can also be minimal as the 
team members can explicitly be told the tasks and responsibili-
ties of  other team members during onboarding or training exer-
cises. This allows team members to have a better understanding 
of  everyone’s roles without requiring additional training time. 

Positional modeling involves team members acquiring infor-
mation about other team roles and functions by watching current 
role incumbents modeling work activities or by watching vid-
eos of  functional activities (Marks et al., 2002). Shadowing oth-
er team members during the onboarding process and/or during 
a training exercise can provide analysts with the opportunity to 
observe another member’s tasks and responsibilities, allowing 
another chance to understand how other teammates respond to 
certain work situations, via positional modeling. Positional mod-
eling can cost a bit more than positional clarification depend-
ing on the training materials (e.g., videos) to be developed and 
the time spent by the trainees observing other team members. 

Positional rotation, one of  the most common forms of  
cross-training, entails having team members work for a limited 
time in team roles and positions different from their own (Marks, 
et al., 2002).  These can be within the member’s own team or on 
other teams.  In real work contexts, this can be established by a 
team member either simulating another team member’s role with-
in a training session or rotating through the team and periodically 
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taking new roles. Although the positional rotation approach makes 
the most significant impact on the transfer of  skills and knowledge 
(e.g., Marks et al., 2002), one of  the short-term pitfalls is that team 
members who are put into roles with which they are unfamiliar 
will initially have lower productivity and effectiveness.  This means 
the benefits of  the training will be established over a period of  sev-
eral weeks or months (Ebeling & Lee, 1994; Espevik et al., 2011). 

Overall, cross-training can have a rather high implementation cost 
depending on which approach is taken, with positional clarification 
the least and positional rotation the most “expensive.” Although 
cross-training can be conducted outside regular working hours, this 
may result in overtime pay, which will temporarily increase overhead 
costs (Ebeling & Lee, 1994). Another approach is to have cross-train-
ing occur during regular work hours, but to establish time limits on 
how much a particular employee can spend on the the skills and re-
sponsibilities needed for other jobs or functions (e.g., no fewer than 
4 and no more than 16 hours per week, up to a maximum of  100 
practice hours; U.C. Davis Health System, 2009). Overall, we recom-
mend that more workers be trained in low-cost, short-duration ver-
sions of  cross-training and that only a select few participate in the 
higher-cost, longer-duration cross-training (Ebeling & Lee, 1994). 
Fortunately, to offset these implementation costs, there is relatively 
little cost associated with the development of  these strategies. Addi-
tionally, as mentioned previously, improvements from cross-train-
ing are quite significant. Although these strategies may be utilized 
already in some high performing CSIRTs, we recommend that all 
CSIRTs engage in some form of  cross-training to achieve the op-
timal amount of  benefits associated with the shared experiences.

Learning from mistakes through after-action reviews, or 
investigative reports, is another strategy NPPO teams use to im-
prove shared mental models. When a serious event or problem 
occurs at a nuclear power plant, investigative teams of  3-12 peo-
ple from various departments often work together, over a period 
of  time ranging from several days to a couple of  weeks, in order 
to conduct interviews, inspect the plant and equipment, and re-
view logbooks and other documentation.  The goal of  these ac-
tions is to draw informed conclusions about why the undesirable 
event occurred, diagnose the situation and articulate possible 
remedial actions (Carroll, Hatakenaka, & Rudolph, 2006). Al-
though this kind of  time- and labor-intensive review process may 
only be feasible for high-severity and high-profile incidents (and 
under conditions of  government regulation), most CSIRTs have 
some sort of  general incident review process. However, this pro-
cess varies widely across CSIRTs. Therefore, it is important to 
highlight the benefits (and best practices) for proper debriefing. 

On one extreme, there are CSIRT managers who view after-ac-
tion reviews as a waste of  time. For example, one manager stated in 
an interview: “I’ve been through so many of  those, we have to have 
an actual after-action review, and it’s a waste of  time. And I hate 
wasting time. You know? It’s like I hate double doing something. 
That drives me absolutely batty when stuff like that happens.”[7]  In 
the middle of  the spectrum, some CSIRT members view after-ac-
tion reviews as a required step for a manager or more senior analyst 

7 This quotation is from one of our CSIRT team-lead interviews.

when an incident is marked closed, but discussion and follow-up 
only occurs when problems exist in the report (e.g., missing infor-
mation). Finally, on the other extreme, there are some CSIRTs that 
conduct after-action reviews in a manner similar to what is sup-
ported by empirical evidence--these CSIRTs “always try to have a 
lessons learned session,” especially for large scale incidents, that in-
cludes “people who have worked on it. If  we look at large scale in-
cidents, we try to make it broader and get more people involved.”[8]  

NPPO, MR, and EMS teams have all developed a number 
of  best practices that have been shown to maximize the pos-
itive impact of  after-action reviews.[9]  The primary purpose of  
after-actions reviews is to contextualize and make sense of  expe-
riences by highlighting key learning opportunities that can lead 
to improved performance in future work (Busby, 1999). It is im-
portant to note that after-action reviews have been shown to be 
beneficial when conducted for both successful and failed events, 
as both extremes provide examples of  what can be done well 
or poorly, respectively (Ellis & Davidi, 2005). Along these lines, 
CSIRTs analyze successful and failed cyber attacks to identify 
the indicators of  different incidents so as to improve detection 
and resolution in future attacks (Hutchins, Cloppert, & Amin, 
2011). We recommend that the quality of  teamwork is also em-
phasized during these reviews by conducting after-action reviews 
with all individuals who performed the actions being reviewed, 
as well as their supervisors and anyone who was affected by the 
event (or a team representative if  the team is large), as these other 
perspectives help provide more situational awareness about how 
certain actions can impact others within the team or externally. 

As mentioned earlier, after-action reviews are used not only by 
NPPO teams but also by MR and EMS teams. Based on the re-
search on the three teams, after-action reviews can be conducted 
in four phases (Ahmed et al., 2013; Ellis & Davidi, 2005; see also 
Salas et al., 2008, for a more detailed process). The first phase is 
self-explanation, during which the actors (i.e., the persons who 
actually conducted the actions being reviewed) should explain in 
their own words what they did and why, as well as what they saw 
as being done well (and why) and what they saw as not being done 
well (and why). This can be done by phrasing feedback in terms of  
missed opportunities for the team rather than failed decisions of  
individuals. For example, if  an analyst missed a key piece of  infor-
mation, the question could be raised, “What can we as a team do to 
capitalize on similar opportunities in the future?” (see Shute, 2008, 
for a thorough review of  guidance for providing what is known as 
formative feedback). The second phase is to verify the informa-
tion provided. Humans are naturally susceptible to biases when 
recalling information (Ariely & Zakay, 2001; March, Sproull, & 
Tamuz, 1991), and, as such, it is important to confirm key pieces of  
information as a team in after-action reviews. To accomplish this, 
the team leader can uniformly ask for all individuals to provide the 

8 This quotation is from one of our CSIRT focus group interviews.
9 Though our discussion of after-action reviews focuses on NPPO 
teams due to the critical nature of learning from past events (espe-
cially failures) in nuclear power plants, the research reported here 
is from all three types of teams (i.e., MR, EMS, and NPPO).
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data they used to make key decisions; this would prevent anyone 
from feeling singled out and would be relatively easy if  informa-
tion has been properly documented in checklists or an incident 
management system. This process can potentially be improved by 
increasing trust (discussed earlier in this appendix) and by conduct-
ing the after-action review as soon as possible after the event to be 
reviewed is finalized (e.g., Garvin, Edmondson, & Gino, 2008). In 
the third phase, feedback from the team leader or management 
should be provided on both the outcome and the process followed 
along the way. Here, again, the feedback should pertain to both 
ideal and suboptimal aspects of  the process and focus on team-spe-
cific actions (as opposed to focusing on specific individuals). Fi-
nally, after-action reviews should have a fourth, future-oriented 
phase (Ahmed et al., 2013) during which participants in the review 
should try to determine what actions can be taken to improve per-
formance in the future and how to best implement those actions.

Effective after-action reviews can be relatively time intensive 
(e.g., for training exercises, the debrief  period is often about 
30 minutes) depending on the situation and amount of  discus-
sion necessary (e.g., Daniels et al., 2010; Maguire et al., 2015; 
Wood, Zaientz, & Lickteig, 2006), and, therefore, costly to im-
plement after each key learning opportunity. However, they are 
relatively inexpensive to develop, and they greatly improve team 
processes. While CSIRTs often do not have the time to spend 
weeks, or even days, reviewing a team failure, shorter debriefs 
after any major event—success or failure—can help promote a 
shared understanding of  what was done well and what should 
be improved and done differently in the future (Ellis & Davidi, 
2005). Even shorter (e.g., about 10-20 minute) after-action re-
views have been shown to improve performance by 20 to 25% 
(Tannenbaum & Cerasoli, 2012), as well as increase a number 
of  other team effectiveness outcomes: openness of  communica-
tion increases by 11%, cohesion by 15%, efficacy by 22%, and, 
most importantly, overall performance by over 50% (Villado 
& Arthur, 2013). In addition, the effects of  having debriefs as 
regular working norms have shown longevity. One study from 
the medical field found that both one year and two years after 
debriefing training began, several key performance metrics im-
proved, including around a 10% decrease in work delays, a 5% 
decrease in handoff issues, and an almost 20% increase in over-
all work quality (as reflected in case scores) (Wolf  et al., 2010).

NPPO team summary. The potential impact of  poor NPPO 
team performance could be catastrophic and the same could be 
said for CSIRTs. Both teams operate under extreme stress and 
must be able to coordinate their actions with teammates effectively. 
Teamwork strategies found to be effective in NPPOs should also 
be beneficial for CSIRTs. Specifically, from NPPO teams CSIRTs 
can learn to improve shared mental models through cross-train-
ing and after-action reviews. To help CSIRTs maximize their in-
vestment, a complete cost-effectiveness breakdown and discussion 
of  when one recommendation should be favored is presented 
next, in the General Discussion (see also Table F.1 and Table F.2).

F.4 General Discussion
CSIRTs are increasingly becoming a critical part of  an orga-

nization’s ability to maintain business continuity. As such, 
effective CSIRT performance is fundamental to organiza-

tional success in the modern world, and this is clearly evident from 
the executive order released on February 12th, 2013, from Presi-
dent Obama that stated the importance of  improving America’s 
critical cybersecurity infrastructure. Toward this end, we have pro-
vided a variety of  recommendations based on the vast amount of  
research conducted on team and teamwork effectiveness in other 
fields (i.e., MR, EMS, and NPPO teams) that CSIRTs can utilize. 
In particular, we have focused on the key teamwork abilities and 
attributes of  adaptation, shared mental models, communication, 
and trust.

For each recommendation, we have also assessed and dis-
cussed the relative cost and effectiveness (i.e., benefit) that are 
important to evaluate prior to implementation. It would be 
difficult (and inadvisable) to attempt all of  these recommen-
dations at once, not only due to the time and financial bur-
den but also because attempting too much change in process 
or work requirements at once is likely to result in a significant 
amount of  resistance from employees (please see Ford, Ford, 
& D’Amelio, 2008, for a more thorough discussion). For that 
reason, CSIRTs should prioritize and focus on what will make 
the most significant impact on the effectiveness of  their spe-
cific team. This can be done by assessing current team perfor-
mance and identifying what areas need the most improvement. 

To aid managers and CSIRTs in determining what recom-
mendations would be most useful for their unique situation, 
we have summarized all of  the strategies in this appendix in 
Table F.1, where we categorized them under varying cost and 
effectiveness analysis criteria. Although there are certain rec-
ommendations that produce a high effect relative to their cost 
(more on these below), there are a few points that are often 
overlooked when evaluating the total cost associated with im-
plementing these kinds of  recommendations. The required 
investment in change management--the process of  getting in-
dividuals onboard with new initiatives--and the evaluation of  
performance gains (as a result of  specific interventions) are both 
necessary considerations. Without proper change management 
practices, even the best interventions can fall short of  their po-
tential (see Balogun & Hope Hailey, 2004, and Pettinger, 2004, 
for approaches to managing change initiatives) or have a neg-
ative impact on employee performance and attitudes (Graetz, 
2000); and without thorough evaluation of  performance chang-
es after a training is conducted, there is no way to know if  
any improvement has actually been achieved (see Kirkpatrick 
& Kirkpatrick, 2007 for a guide to evaluating effectiveness). 
Keeping these factors in mind, we first highlight the overall 
strongest recommendations discussed in this appendix, based 
on their relative cost effectiveness, and then we recommend 
strategies based on specific needs that a CSIRT might have.
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F.4.1 TOP RECOMMENDATIONS OVERALL

In this section, we highlight three of  the top recommendations. 
While every recommendation provided above was presented 
due to its demonstrated ability to increase team performance in 

analogous teams, some of  the strategies are better suited for some 
teams over others (again, Table F.1 is a useful tool for determining 
what is advisable for a CSIRT based on specific needs). The rec-
ommendations presented here are those that (a) have the lowest 
ratio of  required cost to acquired effectiveness (i.e., are the most 
cost effective) and (b) are considered to be actionable. These top 
recommendations are SBAR, checklists, and cross-training. As a 
reminder, more detailed information about each of  these was pro-
vided earlier in this appendix.

SBAR. The SBAR (Situation, Background, Assessment, and 
Recommendation) handoff protocol used in EMS teams not 
only has a significant impact on a wide range of  performance 
outcomes but also helps promote clear and accurate communi-
cation among team members while simultaneously creating a 
more cohesive shared mental model about what pieces of  infor-
mation are important or necessary to share in verbal and written 
communication. Although time is required for proper custom-
ization, training, and feedback, having teams practice and use 
this tool in daily work can help develop a strong sense of  team-
work and team efficacy (Pham et al., 2012; Cziraki et al., 2008; 
Pettker et al., 2009; Riesenberg et al., 2009; Velji et al., 2008).

Checklists. Using checklists can provide a significant im-
provement on various performance metrics and reducing er-
rors within a team. The greatest addition to CSIRT checklists 
would be the inclusion of  teamwork-related items that encour-
age good interpersonal and work-related behaviors. These items 
could include “Explicitly acknowledge effective collaboration 
among team members” for leader checklists and “Introduce 
yourself  and give brief  description of  your background” for ad 
hoc team member checklists (Wolf  et al., 2010). Spending the 
requisite time to develop these kinds of  specialized checklists 
as a team would not only help improve team communication 
and shared mental models, but also feelings of  trust within the 
team. As noted above, many checklists for complex procedures 
can require a lot of  time to create and implement, but adding 
interpersonal items (e.g., displays of  good teamwork behav-
iors) to existing checklists can be accomplished relatively easily 
(Leonard et al., 2004; Lingard et al., 2008; Taylor et al., 2007).

Cross-training. The various ways to implement cross-train-
ing make it a very flexible strategy to help team members devel-
op the core team skills discussed in this appendix. As presented 
earlier, researchers have defined three forms of  cross-training 
(Blickensderfer et al., 1998). First, teaching members about oth-
ers’ responsibilities through positional clarification helps improve 
the shared understanding of  others’ needs. Having members 
shadow others or teaching members the key abilities of  others 
through positional modeling also helps develop shared mental 
models and communication skills. Finally, positional rotation, 
even for short periods of  time, can help develop these attributes 
even more, as well as promote trust in team members’ abilities 

to get work done and perform as required. In terms of  cost ef-
fectiveness, due to the relatively low investment of  time required 
for development, we would recommend the process of  teach-
ing members about others’ responsibilities as being one of  the 
most cost effective strategies for improving team performance. 

F.4.2 TOP RECOMMENDATIONS FOR 
PARTICULAR NEEDS

In this section, we provide several assessment questions for each 
teamwork ability (adaptation, shared mental models, communica-
tion, trust) that allows you to assess which recommendation(s) might 

be most suitable for your team members given their current working 
abilities and context. For more details about each recommendation, 
including more information about its process and how it can be imple-
mented, please refer to its given section earlier in this appendix. 

Does your team suffer from poor adaptation? Recall 
that adaptation is defined as how a team changes its behavior, 
in response to varied situations, to accomplish its goal (Burke et 
al., 2006). Teams can have difficulty adapting for many reasons. 
As such, we have presented three techniques to help increase 
team adaptation, each with a slightly different focus. To deter-
mine if  your team is having trouble adapting and which strate-
gy might be more helpful, ask yourself  the following questions: 

1. Does your team have difficulty generating effective solu-
tions to novel incidents during irregular incident response 
processes? If  so, then critical thinking training 
may be the most useful strategy because it focus-
es on handling mental overload that can impair 
decision-making in novel or unknown situations. 

2. Does your team adapt well under normal circumstances, but 
have breakdowns when there are stressors present (e.g., lim-
ited time, increased severity)? If  so, then stress expo-
sure training may be the most useful strategy 
because it provides the mental tools a team needs 
to maintain its ability to adapt and perform ade-
quately when a situation becomes hectic or stressful. 

3. Does your team tend to operate in constantly varying situations where 
certain resources (e.g., information support, technical expertise) 
might not always be available? If  so, perturbation train-
ing may be the most useful strategy because it empha-
sizes coping and performing beyond routine patterns. 

Does your team suffer from poor shared mental models? 
Shared mental models are the team members’ shared understanding 
of  each person’s task requirements and functional activities (Can-
non-Bowers et al., 1993; Peterson et al., 2000). In practice, this means 
that team members have a mutual understanding for how things 
are done in the team and which team member holds what unique 
task-relevant knowledge or expertise. To diagnose if  your team has 
poor shared mental models, and pinpoint which strategy may be 
best to correct the problem, ask yourself  the following questions:

1. Is your team relatively inexperienced, and does it have diffi-
culty approaching problems in the same way as a team of  ex-
perts? If  so, then guided team self-correction 
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training may be the most useful strategy because 
it is designed to have more novice team members 
approach problems like experts would do while si-
multaneously increasing all team members’ under-
standing of  accurate and appropriate team processes. 

2. Does your team have a hard time determining who should do 
which task? Do some tasks go undone because of  this? Or do some 
tasks get duplicated? If  you answered “yes” to the first and 
to either of  the following two questions, then the com-
mander’s intent model might be the best strategy 
for your team because it helps all team members under-
stand everyone’s unique role within the team, informs 
how different situations dictate different actions for ev-
eryone in the team, as well as focuses on the overall ob-
jective (i.e., team’s goal or purpose) in a given situation. 

3. Does your team ask (too often) about who has the knowledge to 
handle a particular event? Do team members have trouble explain-
ing “who knows what” within your team? If  you answered 
“yes” to either of  these questions, then cross-train-
ing might be the most useful strategy because it helps 
employees learn about other team members’ roles and 
specialized skills by (a) being told what they do, (b) 
watching them perform their tasks first hand, or (c) per-
forming other team members roles for a period of  time.

4. Do your team members fail to inform each other of  lessons 
learned (especially when they are the only ones who have been 
involved in incident resolution)? Do your team members fail to 
view errors as a valuable learning opportunity? If  you an-
swered “yes” to either of  these questions, then you 
may want to consider instituting the use of  struc-
tured after-action reviews and, potentially, team-
wrap-up forms. These are both appropriate tools 
for helping teams promote or maintain an ongoing 
shared understanding of  what was done well and what 
should be improved and done differently in the future. 

Does your team suffer from poor communication? 
Communication is central to teams performing effectively and is 
critical for cohesive, adaptive teams to exist (e.g., Cohen, Mohr-
man, et al., 1998; Pollack, 1998). Without knowing the right in-
formation to give to others, as well as the most effective way to 
communicate that information, work processes can be severely 
hindered (e.g., Jentsch, Salas, Sellin-Wolters, & Bowers, 1995). 
To help decide if  your team has poor communication, and which 
strategy may be most effective, ask yourself  the following questions:

1. Does your team consistently take too much time in the middle of  
incident resolution to talk about what they are seeing and do-
ing? If  so, the use of  briefings before taking action 
could help eliminate some of  these problems by im-
proving team cohesion and allowing the team to be 
focused on the actions that are required to achieve the 
team objectives prior to beginning incident resolution. 

2. Do your team members feel as though the information they provide 
is not understood by the other members in your team or mem-
bers of  other teams? Do your team members have to ask multiple 

clarification questions when receiving information from the mem-
bers of  your team or other teams? If  you answered “yes” to 
either of  these questions, then the use of  the SBAR 
protocol might help because it is a way to standardize 
the key pieces of  information communicated between 
individuals or teams during handoffs, and ensures that 
complete yet concise information is shared among 
all those involved during critical transition points. 

3. Does your team suffer from other types of  communication 
breakdowns, such as lack of  important information being 
shared or poor interpersonal communication abilities? If  so, 
then the use of  checklists that include interper-
sonal interaction items can help identify and address 
these issues. The impact of  checklists can be en-
hanced by using checklists during pre-brief  meetings.

Do your team members lack trust in each oth-
er? Trust determines whether or not team members be-
lieve they can rely on each other in risky or dangerous situ-
ations (Mayer et al., 1995), and is, therefore, important for 
sustainable team performance. To help understand if  your 
team has issues with trust, ask yourself  the following questions:

1. Do your team members feel comfortable admitting mistakes 
to each other without worrying about being judged or evaluat-
ed? Do your team members bring up tough problems and issues 
with each other? If  you answered “no” to these questions, 
then your team members might be lacking trust in 
each other. To address this concern you should consid-
er instituting some working norms that facilitate trust 
development, like encouraging open discussion 
of  mistakes, asking for others’ opinions, and 
finding similarities amongst team members, 
as well as incorporating more structured protocols 
like CUS (i.e., “I am Concerned!, I am Uncom-
fortable!, This is a Safety issue!”; Capella et 
al., 2010, p. 440). CUS establishes a professional and 
trusting environment when handling serious incidents, 
or incidents that may result in certain team members 
feeling uncomfortable or worried about a particular 
course of  action that may lead to severe consequences. 

F.4.3 CHANGE MANAGEMENT

Although many of  the recommendations provided in this 
appendix can be incorporated into existing training meth-
ods or programs, several of  them (e.g., checklists, briefings, 

SBAR) require changes to routine work procedures and, therefore, 
may lead to resistance or other negative emotional or behavior-
al consequences for employees (e.g., Rafferty & Griffin, 2006). To 
help prevent these unintended consequences, in this section we 
summarize some key recommendations from the change man-
agement literature on how to successfully implement and enforce 
changes to work procedures.

One key method for supporting change at work is the use of  
change leaders, or agents. These are individuals who have the 
potential to influence others and who are willing to support and 
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monitor implementation of  the new procedures (e.g., Hayes, 2012). 
The change agents must accept that successful adoption requires 
not only time (often several months to a year), but also a cycle of  
support that includes gathering feedback from the users of  the new 
procedures and garnering alliances with administrators who are 
in control of  necessary resources (Bosk, Dixon-Woods, Goeschel, 
& Provonost, 2009). This strategy has been used successfully in 
medical organizations for the implementation of  checklists (e.g., 
Bosk et al., 2009; Hayes, 2012). Other studies have found that ac-
tive leader involvement and support were the strongest predictors 
of  successful checklist implementation (Conley, Singer, Edmond-
son, Berry, & Gawande, 2011). One key aspect to keep in mind 
is that it is not effective to use a “command and control” process 
in which these leaders simply give a new procedure or tool to em-
ployees and instruct them to “just do it”; the lack of  explanation 
and support, as well as the enforcement of  the power hierarchy, 
can exacerbate resistance to new procedures (Bosk et al., 2009).

Other research suggests limiting the size of  initial usage or mak-
ing the new work procedure voluntary at first and waiting for sup-
port and willingness to grow before requiring usage across the or-
ganization (Hayes, 2012). Another way this could be accomplished 
is through the use of  pilot tests on “implementation teams”--com-
prising members from different disciplines and different hierar-
chical levels--by receiving feedback from them on the new work 
procedure and the rollout process and making adjustments in the 
procedure or rollout accordingly (Hayes, 2012; Pronovost et al., 
2006). This method has been proven effective (i.e., making subse-
quent, larger-scale implementation easier) in an expansive rollout 
of  surgical checklists in Canada’s healthcare system (Hayes, 2012). 
In cybersecurity communities, implementation teams can consist 
of  members with different CSIRT roles such as network system 
administrators, technical writers, programmers or developers. 

The use of  implementation teams also provides an easier way 
to collect pre- and post-implementation data on the outcome 
(e.g., information sharing within the CSIRT) to accurately mon-
itor both the initial impact of  the new work procedure as well as 
any moderate- to long-term effects. This suggestion follows the 
recommendations of  several reviews on appropriate change man-
agement techniques (e.g., Tetrick, Wuick, & Gilmore, 2012; Kotter 
& Schlesinger, 2008; Pronovost et al., 2006), which posit that, in 
addition to choosing the appropriate behaviors to address and se-
lecting evidence-based strategies (which we have provided in this 
appendix), measures to evaluate the effectiveness of  the strate-
gies must be developed (which also requires a baseline of  perfor-
mance to be taken) and adherence to the strategy must be ensured.

Another way to ensure successful adoption of, and adherence to, 
new work procedures is to use data to create a “burning platform” 
(Hayes, 2012, p. 59; Kotter, 1996; Langley et al., 2009) to support 
the effectiveness of  the changes. As data are collected, internal pub-
lication of  the findings allows others (who have not yet utilized the 
new procedure) to recognize the impact of  the new procedure on 
work outcomes as well as provides opportunities for feedback and 
open discussion of  where else the procedure might be beneficial 
or where it might have unintended consequences (Hayes, 2012).

F.5 Conclusion 
As the importance of  cybersecurity work continues to be-

come more visible, the pressure on CSIRTs to perform at 
higher levels will also increase. Finding ways to improve 

team effectiveness is crucial, and this can be accomplished using 
strategies that have been shown to be effective through well-de-
signed research studies in other fields. In this paper, we have sum-
marized several of  these research-based strategies from teams with 
performance requirements similar to those of  CSIRTs. We have 
also provided cost-effectiveness analyses to help managers and 
leaders assess which strategy might be the most appropriate for 
their specific situation and team needs. 
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G.1 Introduction
Cybersecurity incident response teams (CSIRTs) can vary 

along several dimensions. For example, they can differ based 
on the services they provide and their organization and 

structure (Cichonski, Millar, Grance, & Scarfone, 2013; Killcrece, 
Kossakowski, Ruefle, & Zajicek, 2003). One major organizational 
model that has drawn a lot of  attention is the distinction between 
coordinating CSIRTs and non-coordinating CSIRTs. Coordinat-
ing CSIRTs often are broader in scope--providing services to help 
their constituent organizations address their cybersecurity needs--
than non-coordinating CSIRTs. Coordinating CSIRTs’ core services 
often are intrusion detection, advisory distribution, education and 
awareness, and information sharing, and coordinating CSIRTs often 
do not have authority over their constituent organizations. This is in 
contrast to non-coordinating CSIRTs who have onsite incident han-
dling responsibilities and may or may not have authority over their 
constituencies. The purpose of  this paper is to examine the knowl-
edge, skills, abilities, and other characteristics (KSAOs) necessary for 
coordinating and non-coordinating CSIRTs and their members.

As part of  a larger study, we conducted focus groups with 
several CSIRTs and their leaders. During these focus groups and 
interviews, CSIRT professionals were asked which KSAOs were 
necessary for effective performance. Based on a review of  the liter-
ature on CSIRTs, it was anticipated that Communication, Trust, 
and Shared Knowledge of  Unique Expertise, that is “who knows 
what” on the team, would be key topics in distinguishing coordi-
nating CSIRTs from non-coordinating CSIRTs since coordination 
requires communication and information sharing, shared knowl-
edge of  unique expertise, and trust in order to distribute informa-
tion. In the following section, we present findings from the focus 
groups and interviews relative to these three topics based on the 
type of  CSIRT the participants represented.

G.2 Communication
According to our interviews and surveys with CSIRT members, the 

importance of  communication processes and skills were confirmed 
as crucial for all CSIRT work.  All performance functions at the 

team and MTS levels of  our developed taxonomy (see Appendix 
A) included communication activities (for more discussion about 
the types and qualities of  communications, the reader is referred to 
Chapter 5, "Communication Effectiveness in Incident Response."  
To summarize how focus group members and interviewees identi-
fied the importance of  communication activities and to provide 
examples of  the communication practices most often identified, 
we used a simplified framework of  an incident response cycle (i.e., 
respond to incidents, triage, develop solutions, and conduct after-ac-
tion reviews).  Table G.1 presents the percentage of  focus groups or 
interviews with cybersecurity professionals that indicated commu-
nication practices were important in each “phase” of  incident 
response.  Within this framework, the most commonly identified 
communication practices and behaviors for team effectiveness were 
in the incident response and triage phases.  We found that other 
communication practices and behaviors within the developing 
incident solutions and conducting after-action reviews phases were 
commonly identified as important for MTS effectiveness. 

To address our question as to whether communication was 
viewed as an important practice across all types of  CSIRTs, we 
have plotted the percent of  times communication was mentioned 
as important for CSIRT effectiveness in Figure G.1.  All types of  
CSIRTs (i.e., coordinating, corporate, managed security service 
providers, and other) interviewed mentioned use of  one or more 
communication practices as important to the incident response 
process. Although the percentages of  participants mentioning 
each communication practice varied somewhat across the differ-
ent types of  CSIRTs, the pattern was consistent. Responding to 
incidents was mentioned most frequently, across the different types 
of  CSIRTs followed by triage, then developing solutions, and 
conducting an after-action review. 

These findings suggest that communication is an important ability 
and practice in all CSIRTs. It is less clear, given these data, whether 
communication is more important for coordinating CSIRTs than 
for non-coordinating CSIRTs. This may depend on which services 
are actually being provided by a CSIRT and the staffing patterns. 
For example, external communications may be assigned to one 
or two individuals within the CSIRT, rather than everyone being 
expected to be involved in external communications.

TABLE G.1 COMMUNICATION EXAMPLES BY INCIDENT RESPONSE PHASE (FROM TABLE 
5.2, CHAPTER 5).
INCIDENT RESPONSE 
PHASE

COMMUNICATION PRACTICES IDENTIFIED BY 
FOCUS GROUP/INTERVIEW PARTICIPANTS

PERCENTAGE OF PARTICIPANTS 
WHO IDENTIFIED 
COMMUNICATION PRACTICES

Respond to incident Discussion of how to share work; communication with affected 
constituency and stakeholders outside of constituency

88%

Triage Discussion of how to assess and categorize identified  incidents; 
information exchange to develop a shared understanding of the 
incident

65%

Develop solutions Information exchange between teams to develop a shared 
understanding of incident; idea development between teams to 
select a course of action

60%

Conduct after-action review Information exchange to evaluate procedures;  revision of policies/
procedures if necessary;  determine necessary after-action 
adaptation strategies

42%
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G.2.1 SHARED KNOWLEDGE OF UNIQUE 
EXPERIENCE (SKUE)

In 80% (37 out of  46) of  the focus groups we conducted,  
CSIRT members and managers indicated that knowing who 
had what expertise on the team was among the most import-
ant team and multi-team system (MTS) attributes for CSIRT 
effectiveness (see Chapter 8, "Shared Knowledge of  Unique 
Expertise").  These focus group participants noted that such 
knowledge helped incident responders identify the nature 
of  unusual events, triage them faster, and develop effective 
solutions.  Our interviews indicated that successful teamwork 
(within and between teams) in response to an incident began 
with the identification of  people who had the most appropri-
ate expertise to work on that particular incident.  Figure G.2 
summarizes data from our focus groups indicating how often 
SKUE was mentioned as important in different types of  CSIRTs 
and MTSs.  

As is evident in Figure G.2, participants believed that SKUE was 
important for CSIRT  effectiveness, regardless of  in what type of  
CSIRT they were working. 

G.2.2 TRUST
The third factor that we anticipated might distinguish between 

coordinating CSIRTs and non-coordinating CSIRTs was trust 
between members of  CSIRTs to facilitate, as trust facilitates infor-
mation sharing and collaboration (for more information on trust, 
see Chapter 9, "Trust in Teams and Incident Reponse Multiteam 

Systems"). Given that coordinating CSIRTs often do not have 
authority over their constituencies, it was considered that trust 
would be more important, whereas non-coordinating CSIRTs 
more frequently have some control over their constituents. Trust 
and psychological safety (i.e., feeling safe from embarrassment 
and ridicule for new ideas or mistakes) were mentioned as critical 
for CSIRT effectiveness in 72% (33 of  46) of  our interviews with 
CSIRT members and leaders.  These data indicate that CSIRT 
members consider trust to be an important factor for threat mitiga-
tion and incident resolution.  

Most of  the participants mentioned trust as important for 
CSIRT effectiveness, with the highest percentage of  participants 
mentioning trust being from coordinating CSIRTs, followed closely 
by corporate CSIRT members (as shown in Figure 3). Surprisingly, 
very few of  the employees in managed security service provider 
CSIRTs mentioned trust as important for CSIRT effectiveness. 
This finding may indicate that managed security service providers 
are contracted to provide a limited set of  functions that do not 
include the same need for trusted relationships as other CSIRT 
types.  Much more data would need to be collected to understand 
the reason for this differential finding and to see if  this finding 
would generalize to other managed security service providers that 
were not included in this research. However, these findings do 
suggest that trust may be more important for coordinating CSIRTs 
than some other types of  CSIRTs.

Figure G.1. Endorsement of  Communication Themes by CSIRT Type.  Note: Total Focus Groups (N=43); National Coordinating/Gov’t/Military (N=15); 
Managed Security Service Providers (N=8); Corporate (N=16); Other (N=4).
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G.3 Identifying Important 
KSAOs for Cybersecurity 
Incident Response Team 
Professionals
The above comparison was based on qualitative data from 

focus groups and interviews with CSIRT employees and 
leaders. This process gives some insight but has drawbacks 

in comparing coordinating CSIRTs with non-coordinating CSIRTs. 
To further hone our understanding of  important KSAOs for CSIRT 
professionals, a multi-pronged approach was taken to first identify 
the KSAOs evident from multiple sources and then validate our con-
clusions from the perspective of  cybersecurity professionals. 

G.3.1 INITIAL IDENTIFICATION OF KSAOS
The first step was to create a preliminary list of  KSAOs from 

all possible job functions within CSIRTs and MTSs. Specifically, a 
group of  researchers derived KSAOs from five sources:

1. 12 job descriptions from the Occupational Information 
Network (O*NET; http://www.onetonline.org), which 
were identified using the keywords: “Security,” “Cyber,” 
“Network,” “Computer,” “Information,” “Incident,” 
“Response,” and “Respond.”

2. 111 job ads from major job search engines (e.g., Indeed.
com), which were identified using the keywords: 
“CSIRT,” “CERT,” “SIRT,” “Security,” “Cyber,” 

“Network,” “Engineer,” “Computer,” “Information,” 
“Incident,” “Response,” and “Respond.” 

3. The National Cybersecurity Workforce Framework 
(NICE, 2013).

4. 19 Popular, Industry, and Press Documents (PIPDs) on 
cybersecurity (e.g., Alberts, Dorofee, Killcrece, Ruefle, 
& Zajicek, 2004; Brechbühl, 2012) that specifically 
mentioned the KSAOs necessary for cybersecurity 
incident response.

5. Focus group transcripts obtained from interviews over a 
three-year period from two major time points: approxi-
mately the midpoint (December 2013) and towards the 
end (February 2015) of  the data collection period.

The number of  KSAOs by source, including duplicates between 
and within sources, are shown in Table 2. 

G.3.2 REDUCTION OF KSAOS
Examination of  the KSAOs from the different sources identified 

several redundancies across the various sources, indicating that 

Figure G.2 Focus Group Support for Shared Knowledge of  Unique Expertise (SKUE) (from Chapter 8 "Shared Knowledge of  Unique Expertise")

TABLE G.2 KSAOS FROM JOB SOURCES

SOURCE

ORIGINAL NUMBER OF 
KSAOS
INCLUDING 
REDUNDANCIES 
ACROSS JOB SOURCES

O*NET 290

NICE 356

Job Ads 972

Literature 152

Focus Groups 409

Total 2,179
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the number of  KSAOs identified could be reduced to a smaller, 
more manageable set of  KSAOs without loss of  information. It 
was also noted that the non-technical KSAOs fell into two catego-
ries:  “social”—that is, involving interacting with others (e.g., 
communication skills) or “non-social”—that is, not involving inter-
acting with others (e.g., cognitive ability). Therefore, the first step 
in the KSAO reduction process was to categorize each identified 
non-technical KSAO as either social or non-social. This was done 
by two research assistants who were subject matter experts in job 
analysis.  Each KSAO then was screened to determine if  it could 
be combined with another KSAO into a single unit because the 
two were essentially duplicates. Highly similar (but not identical) 
KSAOs (see next paragraph for an example) were identified and 
ultimately reworded into one comprehensive KSAO.

The National Cybersecurity Workforce Framework competen-
cies (e.g., general IT knowledge, digital forensics, intrusion preven-
tion) were used to initially group non-social KSAOs (e.g., “atten-
tion to details” and “thoroughness”). Non-technical KSAOs were 
categorized as "Social," "Cognitive," "Motivation," "Personality," 
and "Other," as suggested by project team subject matter experts. 

G.3.3 EXPANSION OF SOURCES TO 
ORGANIZATIONAL SCIENCE LITERATURE

Non-technical KSAOs were not mentioned as frequently as 
technical KSAOs across all five of  the sources initially accessed. 
This was counter to research in organizational psychology which has 
established that non-technical KSAOs are as important as techni-
cal KSAOs for performance, especially in team settings.  Given 
this observation, social KSAOs, including team-level KSAOs, were 

identified from a review of  peer-reviewed journal articles and schol-
arly books in the organizational psychology domain, using a process 
modeled after Pulakos, Arad, Donovan & Plamondon (2000) and 
Bateman, O'Neill, & Kenworthy-U'Ren (2002). The social KSAOs 
obtained through this literature review were then reduced to a taxon-
omy modeled after Stevens and Campion’s procedure (1994) and 
adjusted to fit the National Cybersecurity Workforce Framework by 
the project team subject matter experts.

G.3.4 SUMMARY OF IDENTIFICATION OF 
RELEVANT KSAOs

There was a significant gap between what the focus group data 
showed and what was observed in existing sources (i.e., job ads, 
O*NET, and NICE). Four broad categories of  KSAOs emerged: 
taskwork/physical, teamwork, cognitive factors, and personal 
character. The existing sources (i.e., job ads, O*NET, and NICE) 
overemphasized taskwork skills and did not provide sufficient differ-
entiation with respect to attributes that foster effective teamwork. 

G.3.5 KSAO SURVEY
Having identified relevant KSAOs, the next step in the process 

was to obtain input on the importance of  the reduced set of  KSAOs 
from cybersecurity professionals as further validation of  important 
KSAOs for cybersecurity work.  To do this, a survey was developed 
that included each of  the KSAOs along with their definitions from 
various literatures.  This survey was then distributed to cybersecuri-
ty personnel.  These personnel were recruited in two organizations. 
One organization was a coordinating CSIRT, and the other one was 
a non-coordinating CSIRT. 56 people from the coordinating CSIRT, 

Figure G.3 Focus Group Support for Trust by CSIRT Type (from Chapter 9, "Trust in Teams and Incident Response Multiteam Systems")
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TABLE G.3 DESCRIPTIVE ANALYSIS FOR ALL KSAOs
KSAO DESCRIPTION CATEGORY MEAN SD RWG
Willingness to fully engage in tasks and diligence to complete them Character 4.82 0.42 0.83

Ability to acquire new knowledge through experiences Cognitive 4.72 0.50 0.76

Extent to which a team member can be counted on to follow through on promises to 
complete tasks

Social/Team 4.70 0.49 0.68

Ability to work under stress resulting from time constraints, complex problems, unrealistic 
expectations, competing demands, and/or limited resources

Character 4.69 0.49 0.77

Skill of reviewing related information to develop and implement solutions to complex 
problems

Cognitive 4.68 0.56 0.70

Ability to explore unfamiliar topics in order to learn something new or seek out new 
challenges

Character 4.68 0.56 0.70

Skill of undertaking a task  with minimal  supervision Character 4.66 0.52 0.74

Ability to perform higher mental processes of reasoning, remembering, understanding, and 
problem solving

Cognitive 4.65 0.57 0.69

Skill of strategically collecting and analyzing  evidence surrounding cyber security issues Cognitive 4.65 0.68 0.56

Skill of working with other members to solve problems and come to solutions that will 
help the team

Social/Team 4.61 0.54 0.73

Ability to make timely and difficult decisions about which course of action to take Cognitive 4.60 0.54 0.62

Ability to achieve thoroughness and accuracy through concern for all the information 
involved

Character 4.59 0.62 0.63

Ability to put the goals of the team above his or her own Social/Team 4.57 0.66 0.58

Ability to be proactive and take initiative Character 4.57 0.56 0.70

Skill of readily adjusting oneself and responding effectively to a change in the situation Character 4.57 0.56 0.70

Skill of understanding others and being understood by others; this skill can include 
speaking, writing, listening, etc.

Social/Team 4.56 0.58 0.67

Ability to persist in an action or purpose despite difficulties, obstacles, or discouragement Character 4.52 0.61 0.65

Skill of helping other team members reach their full potential Social/Team 4.52 0.66 0.58

Ability to explore novel, complex, or ambiguous solutions when confronted with a situation 
(e.g., solving a puzzle)

Character 4.52 0.66 0.89

Ability to maintain an objective attitude despite  uncertain or unclear instructions, 
situations, or problems

Character 4.50 0.68 0.56

Skill of taking the view of another team member to understand an issue or problem from a 
different perspective

Social/Team 4.45 0.59 0.67

Skill of performing two or more tasks simultaneously Character 4.44 0.74 0.63

Knowledge of  ethical principles and values that are meaningful to the organization Cognitive 4.38 0.76 0.44

Ability to be unconventional in thinking and bold in new ideas Cognitive 4.36 0.73 0.49

Extent to which a team has a mutual understanding of the job, task and/or technology Social/Team 4.34 0.74 0.47

Extent to which a team has a mutual understanding  of how team members are supposed 
to act to get something done – shared team interaction models

Social/Team 4.32 0.75 0.46

Ability to generate novel and useful ideas, for the development of improved processes, 
processes, services, or products

Cognitive 4.27 0.71 0.52

Skill of planning the amount of time spent on specific activities, in order to increase 
effectiveness and/or efficiency

Cognitive 4.24 0.80 0.38

Skill of building effective working relationships beyond the team Social/Team 4.23 0.74 0.62

Ability to modify one’s behavior to meet the requirements of the situation Social/Team 4.23 0.71 0.52

Note: N = 88; Participants are from Coordinating CSIRT (N = 56), Non-Coordinating CSIRT (N = 29), and Other (N = 3). 
*** Rwg is an index of rater agreement on importance of the KSAO.
Specific references and sources for the KSAO definitions in this table are available from Lois Tetrick at ltetrick@gmu.edu.
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responded and 29 from the non-coordinating CSIRT responded. 
Three additional responses from individuals who were not associated 
with either of  these two organizations, and whose CSIRT could not be 
identified as either a coordinating or a non-coordinating CSIRT, were 
also collected. Each respondent was asked to indicate how important 
each KSAO was for effective performance based on a scale from 1 
– not important to 5 – very important. The KSAOs are listed below, 
rank ordered from the highest average rating of  importance to the 
lowest (Mean).  Also shown is the variability among participants in their 
ratings of  importance (SD) and to what extent participants rated the 
importance of  the specific KSAO the same (Rwg). An Rwg of  at least 
.06 indicates agreement, and an Rwg below .60 generally indicates 
lack of  agreement among the individuals’ importance ratings.

Forty of  the 46 KSAOs included in the survey received mean 
ratings higher than 4.0 (on a 5-point scale), indicating that most of  
the KSAOs identified were considered to be important for effective 
CSIRT performance. 20 of  the 46 actually received mean ratings 
of  4.5 or higher. This was not surprising, as we selected KSAOs 
that appeared to be more important across the various sources.

The CSIRT personnel who responded to the survey tended to 
agree on the importance of  the most highly rated KSAOs. As the 
average rating of  the KSAO became lower, there was more variabil-
ity among the ratings of  the CSIRT personnel. This suggests that 
there might be differences in importance of  some KSAOs based 
on contextual factors such as whether an individual was part of  a 
coordinating CSIRT or personal/position factors such as leader-
ship responsibilities and type of  team (e.g. Malware, Forensics and 
Communication). However, additional analyses revealed that there 

were no reliable differences in mean importance ratings or inter-
rater agreement based on whether the respondent was a member 
of  a coordinating or non-coordinating CSIRT, had leadership 
responsibilities or not, or was on a specific type of  team.

G.3.6 COMPARISON OF IMPORTANCE 
RATINGS FOR THE 20 MOST IMPORTANT 
KSAOS BY CATEGORY

Ten of  the 20 most important KSAOs were categorized as 
Character KSAOs (see Table G.3 above), 5 were categorized as 
Cognitive KSAOs, and 5 were categorized as Social/Team KSAOs. 
The mean importance for Character and Cognitive KSAOs was 
only slightly higher than the Social/Team KSAOs. As shown in 
Table 4, the interrater agreement for these three categories was 
quite high, and the mean importance ratings were also very high.

Again, we examined whether there were differences in impor-
tance ratings based on any background characteristics of  the 
respondents. As shown in Table G.5, CSIRT personnel who had 
worked longer in IT, cybersecurity, or their organization in general 
TABLE G.4 DESCRIPTIVE ANALYSIS OF THE 
THREE CATEGORIES OF TOP 20 KSAOS
CATEGORY NUMBER MEAN RWG
Character 10 4.62 0.92

Cognitive 5 4.67 0.92

Social/Team 5 4.59 0.91

Rwg is an index of rater agreement on importance of the KSAO.

TABLE G.3 DESCRIPTIVE ANALYSIS FOR ALL KSAOs
KSAO DESCRIPTION CATEGORY MEAN SD RWG
Tolerance adhering to rules and procedures despite personal opinion Character 4.19 0.92 0.19

Ability to maintain an optimistic disposition Character 4.17 0.84 0.49

Skill of constructively handling disagreements so that everyone involved comes to a 
workable solution

Social/Team 4.16 0.79 0.41

Skill of responding to a product, process, or behavior; this may involve highlighting positive 
areas and suggesting areas of improvement where needed

Social/Team 4.15 0.70 0.52

Skill of managing one’s feelings and emotions Social/Team 4.14 0.78 0.42

Extent to which a team knows what skills and abilities all the team members possess Social/Team 4.11 0.81 0.37

Strong feelings of excitement and enthusiasm for completing everyday cyber security tasks Character 4.07 0.87 0.28

Ability to understand the intentions of team members and to pick up on unspoken social 
cues

Social/Team 4.03 0.84 0.34

Skill of influencing other team members through direction setting and motivational tactics Social/Team 4.01 0.85 0.30

Knowledge of several academic disciplines (e.g., history, psychology) and/or or professional 
specializations (e.g., IT, software development) for use in approaching a topic or problem

Cognitive 4.00 0.90 0.23

Willingness to work shifts or be on call during  weekends or non-standard work hours Character 3.94 1.11 -0.18

Extent to which a team member is not arrogant Character 3.92 0.96 0.11

Skill of convincing others to feel, think, or do something Social/Team 3.89 0.92 0.19

Ability to sit for extended periods of time Physical 3.81 1.14 -0.26

Skill of negotiating Social/Team 3.43 1.08 -0.12

Knowledge of arithmetic algebra, geometry, calculus, statistics, algorithms, and their 
applications to cyber security scenarios (e.g. developing incident detection software)

Cognitive 3.34 1.07 -0.09

Note: N = 88; Participants are from Coordinating CSIRT (N = 56), Non-Coordinating CSIRT (N = 29), and Other (N = 3). 
*** Rwg is an index of rater agreement on importance of the KSAO.
Specific references and sources for the KSAO definitions in this table are available from Lois Tetrick at ltetrick@gmu.edu.

(CONTINUED)
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tended to rate the cognitive KSAOs as more important compared 
to people who had been in the field or in their organization for 
a shorter time period. There were no differences in ratings of  
importance for the Character and Social/Team KSAOs based on 
experience.

G.3.7 COMPARISON OF IMPORTANCE 
RATINGS FOR THE 26 LEAST IMPORTANT 
KSAOS BY CATEGORY

There were 26 KSAOs that were rated as less important than 
the previous 20 KSAOs, although the mean importance rating of  
these 26 KSAOs still indicated that they were viewed as important. 
As shown in Table 6, there was less agreement among the CSIRT 
professionals as to the importance of  these 26 KSAOs. Six of  these 
KSAOs were Character KSAOs, 6 were Cognitive KSAOs, and 13 
were Social/Team related KSAOs. 

Mean importance ratings for Character and Cognitive KSAOs 
were only slightly lower than those of  Social/Team KSAOs. The 
interrater agreement for the ratings was lowest for the Character 
KSAOs and highest for the Social/Team KSAOs. These findings 
suggest that there is considerable consensus among the CSIRT 
professionals that these KSAOs are important for CSIRT effec-
tiveness, even though they may be somewhat less important than 
the 20 KSAOs that were rated slightly higher. Interestingly, tenure 
was not related to the ratings of  importance for these 26 KSAOs, 
contrary to what was found for the 20 most important KSAOs.

G.4 Summary and 
Conclusions
KSAOs for CSIRT professionals were derived from multi-

ple sources. These included job ads; the NICE framework; 
O*Net; the popular, industry, and press documents on cy-

bersecurity; focus groups conducted with CSIRT professionals; 
and the organizational science literature. Generally, these sources 
converged, although important non-technical KSAOs were under-
represented in several of  the sources; this was especially the case 
for social and team KSAOs. 

 • In staffing CSIRTs, managers need to consider non-technical 
knowledge, skills, abilities, and other characteristics, not just 
technical knowledge and abilities.

Based on responses from CSIRT professionals to the validation 
survey, support was found for the importance of  the KSAOs that 
were identified and are shown in Table G.3 above.  The agree-
ment as to the importance of  the KSAOs was quite high, especial-
ly for the KSAOs which were rated the highest in importance. 
There was less agreement on the importance of  those KSAOs 
which were rated as somewhat less important, although there 
were still acceptable levels of  agreement for most of  the KSAOs. 
The difference in agreement did not seem to be the result of  
individuals’ background variables, type of  CSIRT (coordinating 
versus non-coordinating) they were employed in, or the type of  
team (e.g. Malware, Forensics and Communication). One caveat 
should be mentioned, however, that the distribution of  partic-
ipants across various characteristics such as type of  team was 
limiting in interpreting the data.

There was some suggestion based on the qualitative data 
obtained from the focus groups and interviews, compared to the 
KSAO survey data, that there might be differences in KSAOs 
required for personnel working in coordinating and non-coordi-
nating CSIRTs. In the focus groups, we asked people to identify 
important KSAOs, whereas in the survey, we provided specific 
KSAOs that had already been identified from multiple sources as 
important. This difference in methodology may account for the 
seeming differences across the two data sets. Also, the numbers of  
participants were considerably different for the focus groups and 
interviews compared to the surveys, although more CSIRTs were 
represented in the focus groups and interviews.

The data do indicate that the core KSAOs have been identi-
fied, and they do not appear to differ in importance for coordi-
nating and non-coordinating CSIRTs. It may be that it is possible 
to staff CSIRTs based on functions and services to be provided 
and that certain roles may require a somewhat different set of  
KSAOs. Further research is needed to determine optimal staffing 
combinations.

 • The core KSAOs identified as most important do not differ 
between coordinating and non-coordinating CSIRTs.

TABLE G.5 CORRELATIONS BETWEEN TOP 
20 KSAS AND TENURE

TENURE TENURE TENURE TENURE
Category IT Cybersecurity Organization Position

Character .15 .14 .17 .12

Cognitive .25* .25* .24* .10

Social/
Team

.13 .04 .08 .11

Note: * p < .05 (i.e., statistically significant). All numbers are 
Pearson product moment correlation coefficients (r).

TABLE G.6 MEANS AND INTERRATER 
AGREEMENT ON IMPORTANCE FOR THE 
THREE CATEGORIES OF KSAOS WITH THE 
LOWEST RATINGS OF IMPORTANCE
CATEGORY NUMBER MEAN RWG

Character 6 4.10 0.60

Cognitive 6 4.10 0.74

Social/Team 13 4.13 0.89

Rwg is an index of rater agreement on importance of the 
KSAO.
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Appendix H

Building Informal CSIRT Networks 
to Enhance the Incident Response 

Process

Key Themes  
 ➪ Strong social networks are one indicator of the social maturity of CSIRTs.
 ➪ Networking relationships develop in three phases: initiation, maintenance and 

growth (Porter & Woo, 2015).
 ➪ Different types of networks serve different purposes: personal, strategic and 

operational (Ibarra & Hunter, 2007).
 ➪ Individuals can engage in several behaviors to initiate, maintain and grow their 

networking relationships in each type of network.
 ➪ Mapping networks helps point to strengths and weaknesses in networks, or 

holes where access to particular resources is missing.
 ➪ Leader play a useful role in helping their team members engage in networking, 

thus increasing team social capital.  
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H.2 Target Audience
This white paper summarizes and synthesizes several cur-

rent models and contributions by organizational scientists 
who have studied social networking.  The primary audience 

of  this paper includes leaders who manage CSIRT teams and/
or CSIRT multiteam systems.  This paper will be especially use-
ful for CSIRT leaders who seek to expand informal professional 
networks between their CSIRT and others outside of  traditional 
CSIRT team boundaries (e.g., other cybersecurity professionals in 
coordinating CSIRTs and formalized groups).

The information in this white paper should be relevant to 
CSIRTs of  all types, sizes, and levels of  CSIRT maturity.  CSIRT 
leaders can use information from this white paper to evaluate 
specific aspects of  their CSIRT’s maturity, such as those related to 
the “human” component of  many maturity models (NCSC-NL, 
2015; Stikvoort, 2010).  This information can help them identi-
fy ways to enhance social functions of  CSIRT teams and team 
members. 

H.3 Introduction
Several maturity models have been introduced to define ef-

fective incident handling capabilities of  CSIRTs (e.g., docu-
mented procedures, appropriate skills among team members) 

during both routine and novel incidents. CSIRT maturity has been 
considered “an indication of  how well a team governs, documents, 
performs and measures the CSIRT services” (NCSC-NL, 2015, p. 
2). In the maturity model produced by the National Cyber Security 
Centre in the Netherlands NCSC-NL (2015) five areas of  CSIRT 
maturity are identified (NCSC-NL, 2015, p. 2): 

1. Foundation – Developing the foundational structure 
of  a CSIRT.

2. Organization – Defining and organizing the CSIRT, 
as well as connecting to the CSIRT community.

3. Human – Selecting and training CSIRT members.
4. Tools – Creating and choosing automated and essen-

tial tools.
5. Processes – Establishing and standardizing CSIRT 

core services.
According to NCSC-NL, the “human” aspect refers to skills 

and capabilities of  CSIRT members. In order to maintain the 
right skills and capacities, it is suggested that CSIRT members 
engage in external networking activities to maintain the right 
social networks. 

The “Human” aspect of  CSIRT maturity is also described in the 
SIM3 Maturity Model (Stikvoort, 2010).  The SIM3 model describes 
external networking as “going out and meeting other CSIRTs” and 
“contributing to the CSIRT system when feasible” (p. 8). 

Networking contributes to CSIRT maturity in several ways. 
One is enabling partnerships between CSIRTs that make it 
easier to face various cyber-related challenges.  Some cyber 
attacks are too complicated and ambiguous to be managed 
internally and require additional knowledge that can only be 
attained from outside resources. Informal relationships also can 
lead to proactive cybersecurity work that limits the negative 
consequences of  some attacks (e.g., learning of  a system defect 
and fixing it prior to it being compromised).  These types of  
relationships continue to be the focus of  many cybersecurity 
efforts.

In a 3-year effort, our research team created a taxonomy of  
performance behaviors that effective CSIRT members, teams, 
and organizations engage in. In order to validate our proposed 
taxonomy, we conducted 52 focus groups and interviews with 
over 150 individuals, including CSIRT members, team leaders/
managers and leaders of  a variety of  types of  cybersecurity multi-

team systems (MTSs). We asked these individuals what behaviors 
they saw as most important to CSIRT effectiveness. A recurring 
response was networking behaviors.  We were able to identify 64 
instances where a CSIRT analyst or leader mentioned the impor-
tance of  networking. 

Our findings across various types of  CSIRTs suggest that many 
CSIRT members recognize the importance of  networking for 
effective incident response and supports the assertion that network-
ing is an important human aspect of  CSIRT maturity.  In order 
to enhance the human component of  CSIRT maturity, CSIRT 
members should be able to identify the right people to include 
in their networks, which types of  networks will benefit them the 
most, and how to properly build and maintain different types of  
networks. We provide these recommendations throughout this 
paper, as well as recommendations for managers to help their team 
members build and maintain social networks.     

❞

❝It's very voluntary and it's – people 
just tell each other what happened 
and things that are going on, and well, 
actually to have such a network is – 
well, it's a very powerful asset.

~ CSIRT Member   
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H.4 Networking Defined
The term “networking” refers to specific interactional be-

haviors that are directed by individual, team, or organi-
zational goals (Gibson, Hardy, & Buckley, 2014). These 

behaviors can occur both inside and outside of  an organization 
and are aimed at gaining interpersonal resources (Gibson, et 
al., 2014; Porter & Woo, 2015) by developing relationships with 
others whom are viewed as helpful to one’s work or career (For-
ret & Dougherty, 2001). According to Wolfe and Moser (2009), 
networking behaviors often serve one of  three purposes: building, 
maintaining or using contacts (we offer strategies for each below). 
Accordingly, Porter and Woo (2015) argued that networking re-
lationships develop in three stages, characterized by the depth of  
the relationship and quality of  exchanges between partners. In 
the first stage, initiation, networking behaviors involve introductory 
exchanges between potential contacts. These exchanges represent 
each party providing the other with universally helpful resources, 
which reveals information about the usefulness of  each party. For 
example, one partner may be able to determine if  the other has 
access to a valued resource by gleaning information such as where 
they work, the knowledge and skills they have, or how much social 
capital they can offer (other personal connections they may have). 
If  both parties decide the other is useful, then, according to Porter 
and Woo, the relationship enters the growth stage where the focus 
is on strengthening the relationship.  Exchanges in this stage aim 
to increase perceptions of  trustworthiness of  each partner, as each 
partner keeps their promise to provide useful resources to the other. 
For example, one party might ask the other for a particular favor, 
and then provide something in return. These actions demonstrate 
integrity on behalf  of  both partners.  Finally, Porter and Woo 

propose that the relationship continues into the maintenance stage, 
where further networking interactions are conducted to develop 
a high-quality relationship. High-quality exchanges in this stage 
involve integrity (keeping one’s word) and acting in one another’s 
best interests (Porter & Woo, 2015).

Acquiring networking relationships increases a person’s social 
capital, (Forret & Dougherty, 2001). The more connections a person 
has in their social network, the greater their social capital. Social 
capital is a valued resource, as it allows individuals access to informa-
tion, opportunities and other resources that can aid in accomplishing 

Figure H.1 Types of networks that influence CSIRT functions (Ibarra & Hunter, 2007).

OPERATIONAL
Assistance with work 
tasks

PERSONAL
Career advancement 
and development

STRATEGIC
Business strategy and 
new directions

❞

❝What you see, especially with my network, 
which is more external, trusted security 
groups, for example, law enforcement, 
secret service, all different kind of people 
that work with cyber crime that you can 
somewhat trust, and they come together 
as well in a structured way.  Every year 
at least we get together, shake hands, 
exchange knowledge… and the best 
thing you can do is just go, sit or stand at 
the podium and give a presentation.  That 
is the quickest way to build a network 
because people come to you.

~ CSIRT Member   
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work tasks or managing one’s career (Forret & Dougherty, 2001). 
By facilitating network development among their team members, 
CSIRT managers can enhance the social maturity and effective-
ness of  their employees and teams (Uzzi & Dunlap, 2005) CSIRT 
members will gain increased access to information and diverse 
skill sets, as well as power (the ability to influence). Individuals who 
successfully network also demonstrate higher levels of  career success 
(Wolff & Moser, 2009) and job performance (Thompson, 2005).

Different network contacts can be useful in different ways. For 
example, some contacts may be maintained or used to help with 
career mobility, while others might have access to useful informa-
tion that helps with a work objective. For this reason, different types 
of  networks have been identified that can be utilized according to 
one’s particular needs.

H.5 Types of Networks 
 

Ibarra and Hunter (2007) identified three types of  networks 
that individuals should develop and maintain are displayed 
in Figure H.1 (Ibarra & Hunter, 2007). These three types of  

networks – operational, personal, and strategic -- help provide those 
who use them with resources, information, insight, feedback, 
and support.  In cybersecurity work, which involves many tech-
nical and analytical tasks that are completed by teams, networks 
add a vital relational component that expands social capabilities 
of  team members, and therefore, the CSIRT (Forret & Dough-
erty, 2001). 

Operational Networks. Operational networks help CSIRT 
members manage cybersecurity-related work tasks. These networks 
can be comprised of  members of  the same team or cybersecurity 
multiteam system (MTS; multiple teams who work together close-
ly), individuals within the organization who provide support for a 
project (e.g., legal teams), or key stakeholders outside the organi-
zation, such as cybersecurity personnel in other companies, or 
national/coordinating CSIRTs.  These networks are useful because 
they rely on coordination, cooperation, and trust among parties in 
order for the task at hand to be completed effectively. Any CSIRT 
with operational functions should encourage their members to 
develop operational networks. 

Personal Networks. Personal networks are comprised of  
individual relationships that boost individual development. They 
often serve the purpose of  advancement of  the party in question 
(e.g. career management or job search; Porter & Woo, 2015). 
Personal networks can be beneficial sources of  referrals and 
support, such as coaching and mentoring (Ibarra & Hunter, 2007).  
External contacts have the ability to provide recommendations and 
referrals to others outside of  any existing networks.  Development 
of  personal networks enables the exploration of  new ideas and 
leads to the development of  new connections with others.

Strategic Networks. Strategic networks help identify direc-
tions for business approaches and stakeholders, similar to the 
way Clark et al. (2014) suggest National Cyber Security Centers 
promote strategic cybersecurity development. Strategic networks 

extend beyond operational networks because they are centered 
on business functions rather than operational functions (Ibarra 
& Hunter, 2007).  These types of  networks help CSIRTs distin-
guish themselves from others because they help members identify 
valuable sources of  information and other resources. For example, 
CSIRT members can engage in any of  numerous cybersecurity 
related forums or build relationships with outside groups (e.g., 
academics, ISACs) that promote collaboration, knowledge sharing, 
education and training among public and private sector cybersecu-
rity professionals. By helping their team members to develop both 
personal and operational networks in a strategic fashion, CSIRTs 
managers can accentuate their teams’ abilities to seek out appro-
priate conversations and resources.  

H.6 Development and 
Maintenance of Networks
Networking behaviors are “aimed at building, maintain-

ing, and using informal relationships that possess the 
(potential) benefit of  facilitating work-related activities 

of  individuals by voluntarily granting access to resources and 
maximizing common advantages” (Wolff & Moser, 2009, p. 
196-197).  Researchers have identified five specific networking 
behaviors: engaging in social activities (e.g., attending functions 
with coworkers outside of  work), engaging in professional ac-
tivities (such as attending conferences),  being involved in the 
community (e.g., church, sports, or clubs), being engaged inter-
nally at work (e.g., inviting a superior to lunch), and maintain-
ing and increasing contacts (Forret & Dougerty, 2004, Ibarra & 
Hunter, 2007; Thornton, Henneberg & Naude, 2013, Wolff & 
Moser, 2009) . These behaviors can lead to the identification of  
contacts that can be utilized for career purposes, for personal 
development, for help with work tasks when contacts are within 
the organization, or for identifying strategic directions. Often, 
establishing personal connections can provide the foundation 
for strategic and operational connections. Certain types of  be-
haviors can also aid in maintaining the networking relationship 
once initial contact has been made and both parties find one 
another to possess valuable resources for one of  more of  their 
needs. As CSIRTs are often involved in handling novel or com-
plex incidents, operational and strategic networks are vital for 
bringing together various experts and skill sets needed to cre-
ate a novel solution. Having contacts with unique experiences 
and expertise to call on can make this process much more effi-
cient. Additionally, strategic and operational networks can in-
crease knowledge development and learning in the organization 
(Faraj & Yan, 2009). Having contacts outside the organization 
in a similar industry or in the cybersecurity world can also help 
CSIRTs be proactive in preventing attacks when members of  
different organizations trust one another and share important 
information. In this way, both parties are exchanging valuable 
resources that can be mutually beneficial. 
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H.6.1 NETWORK MAPPING
As it can often be challenging to identify the right people to 

include in one’s network, or to keep track of  who has what resourc-
es, several worksheets and webpages exist for mapping out social 
networks. For example, the website www.mindtools.com offers 
several exercises to help identify specific sources of  support. In one 
exercise, individuals can consider 14 different sources of  support, 
what resources those sources can offer, and what they might expect 
in return. Identifying network contacts that fill these categories can 
bring to light any gaps or holes one may have in their networks.  By 
identifying the types of  connections that already exist, people can 
identify the connections that would be most beneficial for them to 
make. It is advised that individuals aim for a blend of  people with 
similar experiences and training to their own, as well as a diversified 
network of  individuals (Uzzi & Dunlap, 2005). Including individ-
uals of  different nationalities and with differing world-views can 
be beneficial in initiating innovative ideas. Leaders can help their 
team members initiate new contacts by engaging in high-stakes 
activities that connect team members to others they would not 
usually connect with.  Shared activities enable disparate entities to 
find a common point of  interest and allow those involved to break 
free from typical patterns of  behavior.

H.6.2 NETWORKING IN WORK TEAMS
Thus far, we have elaborated on networking to increase individ-

uals’ social capital, but social capital can be assessed at the team 
level as well. The more social capital individual members have, the 
greater the social capital of  the team as a whole (Marrone, 2010). 
In order for work teams to maintain useful operational and strate-
gic networks, as well as increase the number of  relationships within 
them, team members in the CSIRT must engage in boundary 
management within and outside of  the organization. Managing 
boundaries increases the team’s access to needed information, 

stakeholder perceptions of  team performance, perceptions of  
psychological safety, and overall team effectiveness (Allen, 1984; 
Druskat & Wheeler, 2003; Faraj & Yan, 2009;   Guinan, Cooprider, 
& Faraj, 1998; Tushman, 1977; Zmud, 1983).  Boundary spanning is 
typically the way in which between-team boundaries are managed 
and helps teams accomplish their objectives. Boundary-spanning is 
characterized by activities such as building external relationships, 
scouting for and attaining available resources (e.g., information), 
gaining support for the team, and championing or promoting 
the team’s work (Druskat & Wheeler, 2003; Faraj & Yan, 2009).   
Boundary spanning activities can promote the development 
of  operational and strategic networks by helping the team (and 
those connected to the team) complete task objectives and achieve 
performance goals (Marrone, 2010). 

One person within a team usually acts as the team’s point-of-
contact (“boundary spanner”) with other teams or parties by 
coordinating communications (Marrone, 2010). This person can 
utilize his or her own or the entire team’s strategic and operational 
network contacts to ask for assistance with incident management, 
inquire about important information, remain in the loop about 
organizational developments, gain project specific expertise, or 
for other purposes. Boundary spanners bring additional resources 
to the team while simultaneously developing both personal and 
team-wise networks (Marrone, 2010). 

Team leaders can benefit their teams by identifying the current 
status of  their team’s network, including potential “connectors” 
who are likely to be more fully engaged in boundary spanning 
activities (Ibarra & Hunter, 2007). They can then provide these 
“connectors” with direction and guidance for building relation-
ships (see Table H.1).  Leaders can facilitate network development 
by encouraging team members to reach out to others or by intro-
ducing them to potential connections (Ibarra & Hunter, 2007). 
These behaviors can especially help those who may not know 

TABLE H.1 LEADER BEHAVIORS TO INFLUENCE NETWORKING (ADAPTED FROM IBARRA 
& HUNTER, 2007)
LEADER NETWORKING RECOMMENDATION ACTIVITIES INVOLVED
Adjust your mindset  • Allocate enough time and effort for networking to be successful

 • Role model networking activities for team members
 • Provide feedback to team members about their networking activities

Find common ground with potential partners  • Use personal interests strategically (e.g., take clients to 
events that enable you to learn about their interests)

 • Use functional interests and expertise to reach out to others 
that can contribute to your knowledge development

Manage your time  • Continue to practice networking to remain effective at it
 • Engage in informal discussion with several people to gather needed information.
 • Network continually to keep this information up-to-date

Be proactive  • Do not wait until you need something- pick up the phone at every opportunity
 • Keep your network alive by using it often
 • Connect people whom you think should meet 

Be Patient  • Keep working at it-networking requires continued practice
 • Build networks such that they cross both organizational and function-

al boundaries and then link them together in new ways
 • Accept that rewards of networking take time and are often delayed.
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who to reach out to. Leaders can help establish potential connec-
tions by identifying common ground between individuals (Ibarra 
& Hunter, 2007). Often, personal interests can be transposed 
into strategic goals.  Engagement in activities related to personal 
interests (e.g., simply having a beer after a conference meeting) 
can prove beneficial, as conversations held during such activities 
can provide insights into how each party functions or allow for 
the identification of  functional interests that build relationships 
and new knowledge (Ibarra & Hunter, 2007).  Leaders should also 
encourage networking behavior even in the absence of  a specific 
need. Successful networkers invest time and effort into maintain-
ing relationships whether it be to receive assistance, provide assis-
tance, give feedback, or simply communicate (Ibarra & Hunter, 
2007).   

H.7 Conclusion
Effective CSIRTs are comprised of  people and teams with 

strong personal, operational and strategic networks- a com-
ponent of  CSIRT maturity.  Those networks are built by 

communicating and connecting with individuals, teams, and oth-
er parties through a number of  activities identified in this paper 
and by initiating, maintaining and growing fruitful exchange re-
lationships (Porter & Woo, 2015). Building of  different types of  
networks results in enhanced performance and innovation, among 
other benefits, by increasing access to resources that both individ-
uals and teams can utilize. Networks rich in diverse contacts also 
aids in individual development and career advancement (Porter & 
Woo, 2015). By understanding the function of  networking and the 
purpose each type of  network serves, individuals can then map out 
their networks and identify the resources they have and those they 
still need (Uzzi & Dunlap, 2005). Leaders can play a helpful role 
in establishing connections and providing resources to their teams 
by encouraging networking behaviors and providing guidance. Re-
search indicates that the ability to enlist the appropriate people and 
groups necessary for the development of  a team’s vision is what 
distinguishes leaders from managers (Ibarra & Hunter, 2007).   
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I.1 Purpose 
Cybersecurity incident response teams (CSIRTs) function 

within complex environments that have potentially neg-
ative impact on incident mitigation.  When stress is too 

high in intensity or duration, CSIRTs must adapt to a variety of  
stressors as quickly as possible in order to maintain or recover from 
adversity.  Adaptation or recovery from adversity is known as resil-
ience (Alliger, Cerasoli, Tannenbaum, & Vessey, 2015).  Although 
many CSIRTs focus their attention on maintaining the resilience 
of  technical systems they support, attention to how adversity and 
stress affects the individuals and teams who interact with technical 
systems could play a vital role in maintaining overall effective func-
tioning of  CSIRTs.  We refer to this focus as social resilience (i.e., 
the psychological resilience of  individuals and the teams in which 
they function; Cacioppo, Reis, & Zautra, 2011).  Although research 
is lacking on the interplay between technical and social resilience 
(i.e., how one influences the other), decreased performance of  ei-
ther technical systems or the people who build, run, and maintain 
those systems can greatly impact the ability of  the broader system 
to remain functional.  The purpose of  this white paper is to help 
CSIRT leaders understand and develop individual and team resil-
ience as it applies to the cybersecurity domain.  CSIRT managers 
who understand these forms of  resilience will be able to:

 • Understand aspects of  social resilience, such as individual and 
collective (team) resilience;

 • Identify factors that impact an individual’s ability to demon-
strate resilience;

 • Identify factors that impact a team’s ability to demonstrate 
resilience; and

 • Implement various strategies to maintain and enhance 
individual and team resilience among their CSIRT members.

Throughout this white paper, best practices from the field of  organi-
zational psychology are provided that are known to affect individual 
and team resilience.  By understanding the impact that stress can have 
on individual and team functions, CSIRT managers can attempt to 
manage such sources of  stress and assist their team members in ways 
that mitigate the potentially negative consequences associated with 
stressful demands during the incident response process.

I.2 Target Audience
This white paper summarizes and synthesizes several current 

models and contributions by organizational scientists who 
have studied resilience.  The primary audience for this pa-

per includes leaders who manage CSIRT teams and/or CSIRT 
multiteam systems.  CSIRT multiteam systems (MTSs) refer to 
a tightly coupled network of  teams that work closely together to 
resolve incidents (DeChurch & Marks, 2006). This paper will be 
especially useful for CSIRT leaders who seek to understand how 
stress associated with the incident response process can affect 
CSIRT performance.

The information in this white paper should be relevant to 

CSIRTs of  all types, sizes, and levels of  CSIRT maturity.  CSIRT 
leaders can use information from this white paper to identify ways 
to help their teams maintain effective functioning within CSIRTs 
and individual members. Enhanced focus on the social resilience 
of  CSIRTs could benefit some aspects of  their CSIRT’s social 
maturity (see Chapter 2 on the social maturity of  CSIRTs).

I.3 Introduction
Cybersecurity incident response often occurs within complex 

and adaptive settings that involve working under stressful 
and challenging conditions.  Although at times, these con-

ditions might have positive effects on cybersecurity professionals 
(e.g., stress can motivate them to work harder or seek new resourc-
es), when incident response becomes overly stressful in terms of  
duration or intensity, the outcome can be a drop in performance 
(e.g., systems remain vulnerable, mistakes are made).  Effective 
CSIRTs demonstrate one of  two capabilities during incident re-
sponse management: a) performance is maintained, most often by 
successfully adapting to new demands associated with stress, or b) 
they suffer an initial loss in performance, but recover and some-
times even increase their performance in the process of  doing so.  
Both of  these circumstances reflect resilience: the ability to with-
stand or recover from adversity (Alliger, et al., 2015; Richardson, 
Neiger, Jensen, & Kumpfer, 1990).  Interestingly, most references 
to cybersecurity resilience refer to the resilience of  only technical 
systems and do not consider resilience of  the social systems (i.e., 
individuals and teams) behind technical capabilities.  This white 
paper focuses on the role of  individual and team resilience in cy-
bersecurity work from a psychological perspective.  In the following 
sections, we review why resilience of  the social systems involved in 
cybersecurity incident response should be considered and provide 
an overview of  individual and collective (e.g., team) resilience.  We 
conclude with suggestions regarding the development of  resilience 
among CSIRTs and their team members.

I.4 Why Resilience Matters 
in Cybersecurity
As outlined in Chapter 1 (“Introduction to the Handbook”), 

the nature of  CSIRT work involves functioning in vola-
tile, uncertain, complex, and ambiguous (VUCA; Stiehm, 

2010) environments that require CSIRT members to effective-
ly work while stressed.  CSIRT members demonstrate resilience 
when they effectively manage the stress that arises in such envi-
ronments.  However, the incident response process is sometimes 
lengthy and intense, resulting in many negative effects of  stress on 
CSIRT performance. 

I.4.1 THE IMPACT OF STRESS
As events such as cyber-attacks arise, individuals and teams can 

experience high levels of  stress that test their ability to perform 
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under pressure.  Stress can stem from objective sources, such 
as intense workloads (e.g., dealing with multiple incidents), or 
prolonged exposure (e.g., long-duration attacks).  Perceptions of  
stress also can differ among individuals.  For example, Lazarus and 
Folkman (1984) found that some individuals view stressful circum-
stances as challenges, while others view stress as threats, although 
those who view stress as a challenge tend to use more successful 
coping strategies (Folkman & Moskowitz, 2004).

These effects can impair not only the job performance of  CSIRT 
members, but also their mental and physical well-being.  Individuals 
who face high job demands can experience symptoms of  burnout 
(e.g., emotional exhaustion), sleep problems, digestive issues, or other 
signs of  impaired well-being (De Lange, Taris, Kompier, Houtman, 
& Bongers, 2004; Maslach, Schaufeli & Leiter, 2001; Warr, 2007).  
Continuous job demands also result in decreased energy levels that 
can result in a “loss spiral” when individuals find it difficult to stay 
engaged with their work and lack the resources to recover, further 
succumbing over time (Hobfoll, 2001, p. 354; Hobfoll & Lilly, 1993).  
As these problems persist, individuals face increased risk for health 
problems and disengagement from their jobs that might lead them to 
seek other employment (Schaufeli & Bakker, 2004).  Even those who 
remain in their jobs might experience “cutback days” where, despite 
being present for work, they demonstrate decreased performance 
(Flaxman & Bond, 2010, p. 345; Hardy, Woods, & Wall, 2003).  

Exposure to prolonged or intense stress also impacts team process-
es.  When teams (or individuals within those teams) experience stress, 
team interactions can become less effective.  For example, continu-
ous stressors such as ambiguous team roles or interpersonal conflicts 
can decrease team cohesion and performance (Alliger, Cerasoli, 
Tannenbaum, & Vessey, 2015).  Additionally, as stress increases, 
individuals tend to rely less on other team members’ knowledge 
and expertise (Driskol, Salas, & Johnston, 1999; Ellis, 2006), thereby 
resulting in increased mistakes and decreased team performance.  
High team stress not only impacts team performance, but also 
can inhibit team learning as well, ultimately resulting in increased  
workloads that also prove detrimental to individual performance 
(Savelsbergh, Gevers, van der Heijden, & Poell, 2012).

It is important that individuals and the teams they work in are 
able to adapt to new challenges and effectively manage the stress 
that comes with those challenges.  Adaptable individuals and 
teams can learn more from their experiences, which helps them 
prepare for future ambiguous circumstances (see Chapters 1, 5, 7, 

and 11 for information on adaptation).  However, when successful 
adaptation is not possible, individuals and teams must be able to 
recover from any performance decrements as soon as possible to 
remain effective.  An organization’s ability to quickly recover from 
cyber-attacks is paramount to organizational success and can even 
impact an organization’s ability to remain in existence.  Cyber-
attacks can impact a variety of  organizational aspects, includ-
ing production and customer relations.  Many of  these aspects 
ultimately influence organizational finances, resulting in clear costs 
associated with cyber-attacks.

The Financial Impact of Stress due to Cyber Attacks
Cyber-attacks often substantially impact businesses’ finances.  

Responses from the 2013 Global Corporate IT Security Risks 
Survey (Kaspersky Lab, 2013) estimate the average cost of  a 
cyber-attack on large companies to be $649,000, with average loss 
figures of  $818,000 in North America and $627,000 in Western 
Europe (The high cost of  a security breach, 2013). The conse-
quences of  very severe cyber-attacks can be even worse, as was the 
case for DigiNotar in 2011, which filed for bankruptcy about one 
month after the discovery of  an attack (Keizer, 2011).

Adaptation to financial loss due to cyber-attacks is most likely 
not an option for many businesses.  Thus, it often is paramount 
that businesses recover from the financial effects of  cyber-attacks 
as quickly as possible.  Enhancing the social resilience of  CSIRTs 
enables organizations to potentially mitigate losses (financial and 
otherwise) associated with cyber-attacks.

 In the next section, we review the concept of  social resilience 
and describe characteristics of  resilient individuals and teams.  
Research indicates that these characteristics help individuals and 
teams to either maintain their abilities in the face of  adversity or 
recover quickly from stressful experiences, thereby lessening the 
potential negative effects of  stress   

I.4.2 SOCIAL RESILIENCE IN 
CYBERSECURITY

CSIRT leaders need to manage individual and collective (team) 
responses to stress – the resilience of  the social system.  Researchers 
(e.g., Britt & Jex, 2015; Zaccaro, Weiss, Hilton, & Jeffries, 2011) 
have suggested that resilient individuals and teams demonstrate 
consistent characteristics and actions. 

❝

❞

It’s 2:00 in the morning, and you want to go to sleep. And you can’t because you’ve got to 
make sure that all the different aspects of that particular incident is taken care of, containment 
and making sure you scope, and all those sorts of things. And you may not be able to get in 
touch with someone. But yet, it’s still an incident. And you don’t have an understanding of 
the impact of the incident.  But it’s 2:00 in the morning, so you’ve got to figure out a way to 
work with other people. Maybe take shifts, do a lot of different things that require you to 
be resilient.  It’s just not a ‘hey, what’s written on paper is the way it’s going to be’. That’s 
not how it is.
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Factors that reflect social resilience include individuals’ person-
al attributes (e.g., personality traits), abilities to engage in effective 
problem-solving, use of  effective coping skills, or the ability to seek 
out potentially helpful resources such as social support networks.  
Social resilience is also impacted by the extent to which teams can 
maintain and carry out effective team processes that center around 
cohesion and communication, among others.

Table I.1 summarizes aspects of  social resilience that are likely to 
be evident among CSIRTs as a result of  enhanced individual and 
team resilience.  These aspects include individual and team charac-
teristics that research suggests serve as precursors to resilience (i.e., 
individuals or teams demonstrating these characteristics also tend 
to demonstrate resilience), as well as behavioral actions that resil-
ient individuals and teams tend to engage in.  The last column of  
the table includes the results of  these characteristics and behaviors 
(i.e., resilient outcomes) in the face of  stress and adversity.  Several 
of  these characteristics and behaviors are reviewed in the following 
sections

INDIVIDUAL RESILIENCE
Research on resilience at the individual level tends to focus on 

three aspects: personality traits (e.g., optimism, hardiness, and 
self-efficacy), social support, and coping/problem-solving skills 
(see Figure I.1).  Many of  these aspects (e.g., personality traits) are 
considered to be individual characteristics that serve as precur-
sors to an individual’s ability to be resilient.  In other words, 
resilient individuals often demonstrate many of  these personality 
traits (Garmezy et al., 1984).  Other aspects reflect actions that 
many resilient individuals engage in when reacting to stress and 
adversity.

PERSONALITY TRAITS
Individuals vary in characteristics that influence how they view 

and react toward stress and adversity.  Personality traits are consid-
ered to represent relatively stable aspects that reflect individuals’ 
reactions across a variety of  settings and circumstances.  Although 
personality traits are considered stable over time, they can be influ-
enced, to some extent, by circumstances in the environment, and in 
some occasions, dysfunctional aspects of  personality can be altered 
with treatments such as psychotherapy (Magnavita, 2004).  Many 
personality traits have been researched in connection with individ-
ual resilience in an effort to determine what “type” of  individual 
is likely to react to stress in ways that limit any potentially negative 
effects.  A meta-analysis by Connor-Smith and Flachsbart (2007) 
reported that different personality traits related to the use of  
various coping strategies that minimize negative reactions to stress 
and adversity. Common personality factors that provide the dispo-
sitional basis for individual resilience include optimism, self-effica-
cy, and hardiness, among others.
Dispositional Optimism.  An individual’s tendency to be 
optimistic can influence his or her expectations about an events’ 
outcome.  Dispositional optimism, that is, the expectation of  
a positive outcome, is considered by some researchers to be a 
characteristic that helps individuals cope with stress (Garmezy et 
al., 1984; Maddi, 2002, 2004; Maddi & Kobasa, 1984).  CSIRT 
analysts who expect positive outcomes, such as being able to 
effectively mitigate an incident, might experience lower levels 
of  stress throughout the incident response process, and be able 
to direct resources to the task at hand.  On the other hand, 
individuals with less positive expectations about their ability to 
manage an incident might feel increased pressure because they 

TABLE I.1 ASPECTS OF SOCIAL RESILIENCE

LEVEL CHARACTERISTICS ACTIONS OUTCOMES UNDER STRESS

Individual (Employee)  • Optimism
 • Hardiness
 • Belief in one’s ability 

(self-efficacy)

 • Seek out social 
support when 
stressed

 • View stress as a 
challenge rather 
than a threat

 • Use of problem-fo-
cused coping skills 

 • Engaged in 
problem-solv-
ing activities

 • Mental health
 • Physical well-being
 • Sustained or improved job performance
 • Sustained or improved relationships

Collective (Team or Multite-
am System)

 • Collective belief 
in the team’s 
capabilities (collec-
tive efficacy)

 • Empowered 
team members

 • Clear understanding 
of team roles 

 • Seek resources 
through social 
networks

 • Demonstrate 
satisfaction with 
their work

 • Provide backup 
assistance

 • Develop and use 
standard operat-
ing procedures

 • Sustained or improved team processes
 • Sustained or improved resource networks
 • Sustained or improved team effec-

tiveness and performance
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focus on problems that might arise from failure, rather than 
focusing on the response process itself.  Under these circumstances, 
CSIRT analysts who focus on problems potentially waste valuable 
cognitive resources and distract themselves from potential 
solutions, thereby decreasing other resources (e.g., energy) that 
could be directed at the task.  Individuals also should be aware 
of  the extent to which their optimism surrounding their abilities 
to resolve incidents reflects overconfidence rather than optimism.  
Overconfidence in one’s ability can result in confirmation bias (i.e., 
seeking information that confirms a specific point of  view) or the 
expectation that decisions are more accurate than they might be 
(Heath, Larrick, & Klayman, 1998; Russo & Schoemaker, 1992).  
We refer readers to Chapter 4 (“Decision-making in CSIRTs”) for 
more information on this topic).

Hardiness.  Individuals who demonstrate the personality trait 
of  hardiness tend to be less affected by stress and adversity and 
more likely to cope with stress than less hardy individuals (Kobasa, 
1979; Maddi, 1999).  Hardy individuals demonstrate high levels of  
three factors: control, commitment, and challenge (Kobasa, 1979).  
Individuals with a high sense of  control believe they can take 
action on various aspects of  their lives.  Hardy individuals also tend 
to be committed to things that matter to them and to view stressful 
circumstances as challenges rather than threats.  Individuals can 
develop their hardiness through a training program described at 
the end of  this paper.
Self-Efficacy.  Psychologists (e.g., Bandura, 1997) refer to 
individuals’ beliefs that they can carry out specific actions or 
behaviors as self-efficacy.  Individuals with high levels of  self-

❝

❞

I was on a couple past large breach investigations and just the management styles on 
both teams were completely different. One of them was, I mean it was a very high stress 
environment for them. But not at any time did they reflect that on the SOC or the SIRT 
team. So that really kept us from being able to stay calm and work in environment without 
going crazy. But on the other hand another engagement was completely different. The 
management style was just totally stress, stress, everything was high stress. And it put a 
lot of pressure on the teams. I mean in some cases it really had a negative impact on the 
performance. So that's a really excellent point, management and the way they kind of deal 
with it has a definite effect on the team.

  

Figure I.1  Factors that compose individual resilience.
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efficacy, those who believe they possess the ability to successfully 
complete a specific action, are more problem-focused compared 
to individuals who lack confidence and respond with greater 
emotion (Jex & Bliese, 1999).  When training individuals, those low 
in self-efficacy tend to prefer more formalized training compared 
to high self-efficacy individuals who are more comfortable with 
situations where role requirements might be ambiguous or there 
is greater opportunity for error (Jex & Bliese, 1999).  In a study 
of  U.S. Army soldiers by Jex and Bliese (1999), lower levels of  
self-efficacy were associated with higher levels of  physical and 
psychological strain and lower levels of  job satisfaction and 
organizational commitment.  Even under circumstances where 
workload was high, individuals who believed in their abilities to 
be successful at work experienced lower levels of  stress.  However, 
the same caveat regarding the potential for overconfidence 
mentioned earlier should be considered here as well.  In regard 
to both optimism and self-efficacy, CSIRT managers might 
be better served by helping team members who demonstrate 
lower levels of  these personality traits focus more on learning 
to improve their outlooks in different circumstances rather than 
seeking highly optimistic and self-efficacious (and potentially 
over-confident) individuals.

Personality provides a dispositional basis for individual resilience.  
However, various training programs can help individuals adjust 
their behaviors by helping them recognize how their thoughts influ-
ence subsequent behaviors.  For example, although people might 
possess the general tendency to focus on problems rather than 
solutions (i.e., demonstrate a lack of  optimism), training in cogni-
tive methods can help people learn to identify these tendencies 
(Liossis, Shochet, Millear, & Biggs, 2009).  Once learned, people 
can then catch themselves focusing on the problem and attempt 
to reframe problems in a positive, optimistic light that might help 
guide future actions (e.g., focus on what to do next rather than 
complain about the problem).  We review practices that can help 
individuals develop resilient tendencies in a later section.

SOCIAL SUPPORT
The collaborative nature of  cybersecurity incident response 

results in individual team members seeking help and support 

from other team members.  Social support helps individuals deal 
with the demands of  stressful circumstances, thereby enhancing 
their ability to demonstrate resilience (Britt & Jex, 2015).  Beehr 
(1995) identified two important aspects of  social support:  the 
source from which social support is received, and the type of  
social support provided.  Common sources of  social support 
include peers and coworkers, supervisors, and significant others 
(e.g., family, spouses and friends).  The type of  resources that  
various sources of  social support can offer to the individual in 
need impacts the effectiveness of  social support.  For example, 
if  an analyst were overworked, only his or her supervisor would 
have the ability to approve additional time off.  The type of  
social support provided can be either tangible, instrumental 
support that helps the person manage stress (e.g., a coworker 
helping to cover the workload of  an overworked colleague), or 
emotional support in the form of  listening, offering encour-
agement or advice to someone who is stressed (Britt & Jex, 
2015).  CSIRT managers could benefit their team members by 
encouraging them to develop strong social networks that either 
provides valuable resources or emotional support during times 
of  stress (we refer readers to Appendix H for more informa-
tion).  CSIRT managers also can benefit their team members by 
encouraging cooperation and collaboration within their team 
rather than a sense of  competition.  They can do this by having 
team members focus on overall team goals and implementing 
team reward structures (Britt & Jex, 2015).

COPING AND PROBLEM-SOLVING
Individuals react to stress by using various coping strategies, 

although some strategies are more effective than others.  Effective 
coping skills can help people react to stress in ways that make them 
more resilient by providing them with experience and knowledge 
that can be useful in similar stressful situations.  Researchers have 
identified two categories of  coping methods: emotion-focused and 
problem-focused coping methods (Britt & Jex, 2015).  Emotion-
focused strategies aim to eliminate or lessen negative feelings 
associated with stress.  For example, a CSIRT analyst might feel 
overwhelmed while handling an attack on a financial database 
because of  the increased stress that results from potentially losing 

❝

❞

I have always looked for grit, like personal resiliency, because I think this is an environment – 
we’re in a role where we only ever really deliver bad news.  Well, pretty much, we only ever 
hear bad news… The Internet has inoperable cancer again. And we have to tell everybody 
that the Internet is broken, and there’s no two ways around it… Get rid of that thing that 
you have come to rely upon. It’s like ‘so much for those baby pictures, you definitely caught 
crypto blocker and you should have had backups.’  All those sorts of things, I think that 
requires a certain degree of good resiliency to be able to deal with that…  And also, just 
the general environment is very dynamic.  There is political pressure from time to time… 
people without those qualities I think are not likely to spend a great deal of time doing this 
part of the work in this environment.   So that’s what I generally look for, as one of the 
primary qualifications.
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vast amounts of  financial data.  The analyst might choose to elimi-
nate stress by deciding to take a coffee break to chat with others 
not involved in the incident.  Although this response might help the 
CSIRT analyst feel better by taking him or her away from the stressful 
incident, it does not solve the problem of  the attack itself.  Therefore, 
a downside associated with emotion-focused coping methods is that 
they do not do anything to actually mitigate the source of  stress, 
although sometimes it is helpful for an individual to express feelings 
related to a problem before tackling the problem (Britt & Jex, 2015).  
In some cases, people can choose potentially negative coping strate-
gies (e.g., drinking too much) that might decrease stress temporarily 
but could result in long-term damage (e.g., addiction).  

Problem-focused coping methods, on the other hand, focus on 
elimination of  the source of  stress (Folkmann & Moskowwitz, 2004).  
In the case of  the analyst, instead of  taking a coffee break, the analyst 
might seek assistance from a more experienced colleague in order to 
mitigate the incident as quickly as possible and eliminate the source 
of  stress.  Beyond elimination of  the stress source, problem-focused 
coping methods help facilitate adaptive responses to stress (Folkman 
& Moskowitz, 2004).  More information on adaptability can be 
found in Chapter 7: “Collaborative Problem-Solving.”  

Early research indicated that problem-focused coping methods 
were more effective than emotion-focused methods (Keoske, Kirk, & 
Keoske, 1993).  However, when sources of  stress are not controllable, 
as might be the case in incident response, emotion-focused methods 
can prove beneficial.  In the case of  a CSIRT, a watch team member 
might not be able to exert control during an incident because he or 
she is not directly involved in examining forensics or making changes 
to the system under attack.  In this scenario, taking a coffee break 
might prove more beneficial because it provides the CSIRT analyst 
with time to recover from the stress experienced during the incident, 
thereby providing the analyst with more energy if  he or she needs 
to re-engage in the incident response process (Chapter 10 provides 
information on effectively implementing employee breaks).

CSIRT managers can encourage the use of  effective coping 
methods among their CSIRT members in several ways.  We refer 
readers to the Collaborative Problem-Solving chapter (Chapter 7).  
Additionally, Britt and Jex (2015) suggest that managers engage in 
activities that encourage their employees to adopt positive coping 
methods.  A list of  possible manager activities (adapted from Britt & 
Jex, 2015) is found in Table I.2.

People who work in stressful environments can greatly benefit from 
developing their individual resilience.  Through such developments, 
they can maintain their individual performance, mental and physical 

well-being, and be an effective resource for others with whom they 
interact, such as teams and organizations of  which they are members.  
However, well-developed individual resilience does not guarantee that 
the teams and organizations of  which they are members will remain 
resilient to stress and adversity.  The occurrence of  stress can still 
negatively impact team processes and ultimately team performance 
and effectiveness.  In the next section, we review team resilience in an 
effort to identify ways to maintain team processes.

I.4.3 COLLECTIVE (TEAM) RESILIENCE
Team resilience refers to “the capacity of  a team to withstand 

and overcome stressors in a manner that enables sustained perfor-
mance” (Alliger et al., 2015, p. 177).  The collective actions of  
individual team members during stressful circumstances reflect 
how teams demonstrate resilience. By maintaining team process-
es during times of  adversity, teams can appropriately manage 
new challenges, or at the very least, minimize potential negative 
consequences that arise when challenged (Zaccaro et al., 2011).  
Further, certain team characteristics (e.g., team structure, norms, 
and values) can serve as precursors to effective team processes 
(Mathieu, Maynard, Rapp, & Gilson, 2008).  In this section, we 
review how teams maintain effective team processes and various 
team characteristics that can impact these processes.

TEAM PROCESSES 
During times of  stress and adversity, team processes can break 

down or be disrupted (Zaccaro et al., 2011).  When these processes 
break down, teams can experience a variety of  negative events.  
Cohen (1980) suggested that increased stress could result in infor-
mation overload for individuals who must focus their attention 
on novel aspects (i.e., anomalies) associated with a task.  Team 
members in these circumstances potentially become more focused 
on task specific needs, or possibly their own individual needs, rather 
than the needs of  the team, which might require more effort (e.g., 
collaboration).  As team members become more individualistic, 
teams tend to experience less effective decision-making, cohesion, 
coordination, and communication, which can eventually result 
in lowered team performance and effectiveness (Driskoll, Salas, 
& Johnston, 1999).  Figure I.2 summarizes these aspects of  team 
resilience.
Maintaining team processes under adversity. 
A common assumption is that a collection of  resilient individuals 
will result in a resilient team.  However, as demonstrated by many 
chapters of  this handbook, there are other influences on team 

TABLE I.2  MANAGER ACTIVITIES TO ENCOURAGE EFFECTIVE COPING OF TEAM MEMBERS 
(ADAPTED FROM BRITT & JEX, 2015)
MANAGER ACTIVITY EXAMPLES
Model effective coping behaviors  • Take breaks yourself and remind team members to do the same

 • Focus on the identification of problem-solving strategies 
rather than complaining without offering a solution

Encourage openness about stressful experiences at 
work

 • Allow time for identification and discussion of stressful events during meetings

Enhance awareness of organizational resources 
among team members

 • Post information related to available resources in highly visible areas
 • Refer or remind stressed team members of specific resources
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processes.  We refer readers to Chapters 5, 6, 7, 8, and 9 for 
additional information on maintaining team processes.  One specific 
approach that aligns well with incident response stems from work 
by NASA that is used to help multiteam systems involved in space 
travel, a highly stressful environment where stressful incidents must 
be resolved correctly and quickly (Noe, Dachner, Saxton, Keeton, 
& EASI, 2011). During times of  adversity and under high levels of  
stress, maintenance of  effective team processes must occur so that 
individuals do not become too focused on their own reactions to 
the stress they experience.  In order to maintain team processes, 
CSIRTs must be prepared for adversity, able to function during 
times of  adversity, and, perhaps most importantly, be able to learn 
from adversity and improve team processes before additional 
stressful circumstances arise.  Alliger, Cerasoli, Tannenbaum, & 
Vessey (2015, p. 187) referred to these three actions as “minimize,” 
“manage,” and “mend.”
Minimize.  Resilient teams are proactive and attempt to address 
problems before they create any lasting damage.  In other words, 
they minimize the potential for increased stress by anticipating 
and planning for various challenges. Through this process, 
resilient teams can avoid some problems and potentially reduce 
the damaging effects of  unanticipated problems.  According to 
Alliger et al. (2015, pp. 178-179) resilient CSIRTs can minimize 
stress associated with incident response in four ways: 1) “anticipate 
challenges and plan contingencies,” 2) “understand current 
readiness,” 3) “identify early warning signs of  potential problems,” 
and 4) “prepare to handle difficult circumstances.”  The 
Contingency Planning section in Chapter 7 describes strategies 

CSIRTs can use to anticipate and effectively overcome challenges.
Manage.  Not all stressful circumstances can be predicted, as is 
often the case with incident response.  Under such circumstances, 
adverse events must be effectively managed as they occur.  
According to Alliger et al. (2015, pp. 179-180) resilient teams can 
manage challenging circumstances in five ways: 1) they “assess 
challenges quickly, honestly, and accurately,” 2) they “address 
chronic stressors,” 3) they ”provide backup and assistance to one 
another,” 4) they “consciously maintain basic processes under 
stress,” and 5) they “seek guidance.” Additional improvement 
strategies listed in Chapter 7 can be implemented to help teams 
effectively manage adverse events by developing their ability to 
adapt, specifically when faced with novel or non-routine events. 
Mend.  Another important characteristic of  resilient teams is their 
ability to recover from stressful experiences in ways that enable 
the team to learn from experience and adapt their behaviors.  
According to Alliger et al. (2015, p. 180) teams can mend the 
team functions that were affected by adversity in four ways: 1) 
they “regain situational awareness as quickly as possible,” 2) they 
“debrief,” 3) they “address concerns or risk points that became 
evident during the challenging encounter,” and 4) they “express 
appreciation.” We also refer readers to the improvement strategies 
for continuous learning listed in Chapter 11. 

Similar to the way individual characteristics (e.g., personality) can 
serve as precursors to individual resilience, certain team charac-
teristics also help “set the stage” for a team’s ability to maintain 
effective team processes.  Some of  these team characteristics are 
reviewed in the next section.

Figure I.2  Factors that Compose Collective (e.g., Team) Resilience.
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CHARACTERISTICS OF RESILIENT TEAMS
Teams are often described by various characteristics, such as 

their compositional structure or collective behaviors.  Morgan et 
al. (2013) identified four characteristics that lead to the develop-
ment of  resilient teams: team structure, mastery approaches, social 
capital, and collective efficacy.
Team Structure.  Various aspects surrounding how teams 
are structured impact how they function because they reflect 
physical aspects of  the group as well as psychological aspects that 
can develop through the generation of  team norms and values.  
Teams typically have a formal structure that reflects composition 
and resources (e.g., required experience and expertise, number 
of  team members).  Such structural aspects influence intra-team 
and between-team coordination based on team members’ shared 
understandings of  team processes (Malakis & Kontogiannis, 1997).

With regard to team structure, teams should ensure that they are 
composed of  enough members to sufficiently cover all aspects of  
team operations, both during times of  low and high stress.  Further, 
team norms, such as a shared vision, a sense of  purpose, or common 
goals can greatly influence team responses to stress because they 
provide guidance on how to act under specific circumstances.  For 
example, if  one analyst notices another analyst getting distracted 
by a specific part of  the problem that is not related to a current 
goal, he or she can remind the other analyst of  the goal and re-fo-
cus the analyst’s behavior toward the goal at hand.
Mastery Approaches.  Team members can develop similar 
attitudes as a result of  shared common experiences.  These 
common expectations about certain events can enable team 
members to be more adaptable to new experiences because the 
team does not have to waste time learning and understanding the 
situation.  Similarly, teams that tend to focus on the development 
of  individual team members, and the development of  the team 
as a whole, often reflect a learning orientation that increases 
adaptability in the face of  novel circumstances.  When everyone 
shares an understanding about a specific incident, CSIRT 
members can filter out non-important cues that might distract 
them during the incident response process.  By focusing on the 
important aspects of  the situation, they can maintain focus and put 
their cognitive resources toward anticipating or adjusting to novel 
stressors.  We refer readers to Chapter 11 for more information on 
learning and Chapters 1, 5 and 7 for information on adaptation.
Social Capital.  Just as social support is important for individual 
resilience, social capital is important for team resilience.  Social 
capital refers to the positive benefits for individuals and groups 
that stem from participation and involvement in teams (Aldrich 
& Meyer, 2015).  These benefits can stem from a common group 
identity, perceptions of  available social support, and pro-social 
interactions with others (Morgan et al., 2013) and can lead to 
improved collective (e.g., team) processes based on shared trust 
among individuals (Leana & Van Buren, 1999).

To improve the social capital of  CSIRTs, managers can encour-
age team members to engage in team bonding activities (e.g., 
getting together for social, non-work related reasons).  They can 

also encourage the development of  a team identity by encouraging 
team members to engage in team building activities that enhance 
collaboration, mutual accountability, positive team cultures, strong 
communication processes, and trust among others.  Research by 
Yukelson (2008) describes common approaches among athletic 
teams taken from research on organizational development and 
team dynamics that can be applied to CSIRTs. 
Collective Efficacy. The concept of  self-efficacy (mentioned 
above) can also be applied to group settings (i.e., teams).  Teams 
can experience collective efficacy when they hold collective beliefs 
about what the team is capable of  achieving (Bandura, 1982).  
Teams low in collective efficacy tend to be less satisfied with their 
work, particularly under high workloads, and are less committed 
to their organizations when the work they do is not perceived as 
significant (Jex & Bliese, 1999).  High workloads and negative 
perceptions of  work tasks increase stress experienced by employees.  
Individuals and teams who believe they can still succeed under 
such circumstances react less to these stressors and demonstrate 
greater resilience.

To increase the collective efficacy of  teams, CSIRT managers 
can remind team members of  their past successes to increase their 
confidence and belief  that the team can be successful (although 
again, we caution against the notion of  overconfidence described 
above) (Bandura, 1982).  Shared successful experiences not only 
increase the knowledge and expertise of  the group, but also impact 
group cohesion as well.  When group cohesion is high, team 
members are supportive of  one another and can feel as if  they 
are “in the fight together”.  Further, teams that communicate and 
share feedback among team members after disappointment occurs 
tend to be more resilient and feel supported for future challenges 
(Morgan et al., 2013).  We refer readers to Chapter 5 for informa-
tion on team communication.

In the next section, we review specific programs designed to 
foster resilience among individuals and/or teams.  We conclude 
with a review of  the CSIRT leader’s role in fostering resilience 
among his or her CSIRT members and teams and a summary of  
resources readers might find helpful. 

I.4.4 HOW TO ENHANCE AND DEVELOP 
SOCIAL RESILIENCE

Several training programs have been developed to enhance individ-
ual and team resilience.  Many of  these are used primarily in VUCA 
environments (e.g., military and medical settings) and could, therefore, 
prove beneficial for CSIRTs as well.  However; it is important to note 
that these training programs should be empirically validated to deter-
mine the extent to which they improve individual and collective resil-
ience in CSIRTs.  We highlight a few of  them below.

Battlemind Training and the Comprehensive Soldier 
Fitness Program

“Battlemind” refers to a “soldier’s inner strength to face fear 
and adversity in combat with courage” (Castro et al., 2006, p.1).  



CSIRT Effectiveness and Social Maturity
294

The U.S. Army developed Battlemind training based on research 
from the Walter Reed Army Institute of  Research to help soldiers 
prepare for deployment and later extended it to help them 
reintegrate to home life after returning from combat (Castro et 
al., 2006).  Examples used in the program focus on topics such 
as unit cohesion, support from peers and leaders for those who 
experience difficulty in making the transition to non-combat life, 
safety (e.g., behaviors that help in combat might be inappropri-
ate at home), relationships, and dealing with the prolonged or 
delayed-onset of  physical, social, and psychological reactions to 
combat.  Throughout training, a cognitive skills-based approach 
helps soldiers reframe stressful situations and reinforce adaptive 
ways of  thinking.  For example, anger and hypervigilance 
are common reactions after soldiers are involved in combat.  
Battlemind training helps soldiers view these reactions not as 
problems, but as natural consequences of  work-related coping 
skills developed for combat (Castro et al., 2004).  In other words, 
a soldiers’ survival during combat depended on his or her ability 
to make split-second decisions while being alert and aware.  At 
home, however, soldiers might overreact to minor events or feel 
anxious in large groups where it is difficult to evaluate everything.  
Through Battlemind training, soldiers can learn to recognize that 
at home it is more appropriate to think and take time to relax 
instead of  reacting.  Many combat skills are focused on through-
out the training and sessions also include debunking stigmas often 
associated with seeking mental health assistance.

Soldiers who go through Battlemind training are educated on 
“6 Tough Facts about Combat” that include (Castro et al., 2006, 
p. 3):

 • “Combat is difficult."
 • “The combat environment is harsh and demanding."
 • “Fear in combat is not a weakness."
 • “Soldiers are afraid to admit that they have a mental health 

problem."
 • “Deployments place a tremendous strain upon families."
 • “Unit cohesion and team stability are disrupted by combat” 

(Castro et al., 2006, p. 3)."
CSIRT leaders could adapt aspects of  Battlemind training in 

an effort to help team members reframe stress experienced on 
the job and identify adaptive ways of  thinking about that stress.  
For example, teams could create their own “Tough Facts” about 
incident response, such as “The incident response process is stress-
ful and demanding” and “Team processes can be disrupted by 
complex incidents”.  Once this list is created, teams could brain-
storm ideas for managing the stress associated with each “tough 
fact” or attempt to brainstorm creative ways to lessen the potential 
stress that might arise during high stress incidents.

Hardiness Training
Several training methods exist that aim to increase individ-

uals’ ability to demonstrate hardiness.  Programs such as the 
HardiTraining Program developed by Maddi (1987; 2013) 

and The Hardiness Training Program (HTP; Judkins et al., 
2006) based on the Maddi (1987; 2013) and others (e.g., Rowe, 
1999), focus on a range of  topics related to personal resilience 
and stress management.  HardiTraining (Maddi, 1987, 2013) 
contains on three components that contribute to hardiness and 
resilience.  The first is situational reconstruction, which entails 
re-imagining stressful situations in ways that increase the possi-
bility of  more positive outcomes.  The second is focusing, which 
fosters sense-making and the re-framing of  stressful situations.  
The third component is compensatory self-improvement, which 
involves placing greater emphasis on stressful situations that are 
more controllable.  The exercises in these components focus on 
problem solving, coping, building supportive relationships, and 
engaging in self-care. 

HardiTraining and HTP have been used to help students 
(Maddi, 1987; Maddi et al., 2002; Maddi et al., 2009) and 
employees (e.g., nursing managers; Judkins et al., 2006) effec-
tively cope with the demands they face and reduce frustration, 
burnout, and turnover.  Information on the original hardiness 
training program developed by Maddi (1987) is available at the 
following website:  http://www.hardinessinstitute.com/?page_
id=1197. The Hardiness Institute has a Train-the-Trainer 
program that certifies facilitators to work in organizational 
settings. 

Stress Management and Resiliency Training (SMART)
The Stress Management and Resiliency Training (SMART) 

Program aims to increase resilience and quality of  life for 
individuals while decreasing stress and anxiety (Sood et al. 2011).  
In this program, participants are instructed on meditation and 
breathing techniques that promote relaxation and reduce felt 
stress.  They also receive follow-up sessions on an as-needed 
basis.  Sood et al. (2011) found that participants experienced 
improvement in several markers of  resilience.  Information 
on this program can be found at http://www.stressfree.org/
programs/smart.

Additional Ways Leaders Can Enhance the Social 
Resilience of CSIRTs

CSIRT leaders can enhance the social resilience of  their 
CSIRTs by influencing how individuals and teams engage in and 
react to stress associated with incident response.  Ensuring their 
teams maintain basic functions during stressful incident response 
scenarios could help team processes continue to function effective-
ly.  Many ways to influence positive team processes are described 
throughout this handbook and are summarized here to reflect their 
potential impact on social resilience.  For instance, CSIRT leaders 
could enhance team processes by having clearly documented tools 
and standard operating procedures for their teams.  To the extent 
that certain types of  incidents, or specific incident characteristics, 
can be anticipated, checklists or guidebooks can be useful to ensure 
basic actions are completed and role expectations are clear.  Such 

http://www.hardinessinstitute.com/?page_id=1197
http://www.hardinessinstitute.com/?page_id=1197
http://www.stressfree.org/programs/smart
http://www.stressfree.org/programs/smart
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tools could be helpful during unexpected circumstances when it 
might be important to maintain basic processes.  For example, 
incident response teams could be provided with step-by-step proce-
dures that outline escalation guidelines, key questions to ask, or 
other trouble-shooting tips that might prove helpful when teams 
are faced with unexpected high workloads.  

CSIRT managers could also make sure that their teams maintain 
written, up-to-date standardized operating procedures and refer-
ence books (e.g., contact lists of  key resources).  These resources 
would help CSIRTs maintain basic operations during stressful times 
when it can be easy to forget about simple or basic team actions, 
or when back-up actions might be warranted between co-workers.  
Another benefit of  these tools is that they free up people’s mental 
capacity to deal with more challenging, complex work.  Additional 
information on the development of  checklists and guidebooks can 
be found in Chapters 5 and 7.

CSIRT managers could also work with their team members to 
determine warning signs of  stressful circumstances.  These discus-
sions could be held during “Lessons Learned” discussions associat-
ed with stressful incidents to help team members become aware of  
situations where team processes might break down or become less 
effective.   Teams can then increase their resilience by developing 
action plans for coping with similar circumstances in the future.  
We refer readers to Chapter 11 for information on conducting 
effective After-Action Reviews.

In Table I.3, we provide a variety of  other resources that might 
prove useful for CSIRT leaders seeking to develop social resilience 
within their CSIRT.  These resources cover a variety of  tools 
including additional resilience programs, assessment tools, and 
useful sources that provide information on individual and team 
behaviors and characteristics linked with resilience.

I.5 Conclusion
The incident response process often requires continuous 

learning and adaptation to be effective.  Individuals’ and 
teams’ abilities to demonstrate resilience can greatly influ-

ence the extent to which CSIRTs learn from and adapt to stressful 
circumstances. In doing so, CSIRTs can complement technolog-
ical resilience, which is often the focus in incident response, with 
enhanced social resilience.  We described the characteristics and 
behaviors associated with social resilience among individuals and 
teams.  CSIRTs that demonstrate resilience when challenged with 
stressful circumstances set the foundation for future development 
that, if  done right, will continue to enhance the teams’ effective-
ness in mitigating complex cyber-attacks.

TABLE I.3 RESOURCES TO HELP DEVELOP INDIVIDUAL AND TEAM RESILIENCE
RESOURCE DESCRIPTION WHERE TO FIND
ASSESSMENT TOOLS*
The Brief Resilience Scale Measures recovery ability Smith et al. (2008)

Psychological Resilience Assesses the protective factors of self-es-
teem, personal competence, and interperson-
al control

Windle et al. (2008)

The Resilience Scale Personality-based measurement (assesses 
personal competence and acceptance of self 
and life)

Wagnild & Young (1993) http://www.resilienc-
escale.com/wp-content/uploads/2014/06/Wag-
nild-Young-psychom-R.pdf

Ashridge Resilience Questionnaire (ARQ) Designed for managers to assess their per-
sonal resilience.

https://www.ashridge.org.uk/executive-or-
ganization-development/psychometrics/oth-
er-ashridge-instruments/

The Dispositional Resilience Scale Measurement of hardiness http://www.hardiness-resilience.com/docs/AP-
S95HAN1.pdf

Resilience Measurement based on the Five-Factor Mod-
el of personality as related to components of 
resilience

http://www.robertsoncooper.com/iresilience/

Mental Toughness Questionnaire (fee re-
quired)

Assesses the ability to withstand pressure http://www.aqr.co.uk/page/mtq48

*These tools are not meant for formal assessment.

http://www.resiliencescale.com/wp-content/uploads/2014/06/Wagnild-Young-psychom-R.pdf
http://www.resiliencescale.com/wp-content/uploads/2014/06/Wagnild-Young-psychom-R.pdf
http://www.resiliencescale.com/wp-content/uploads/2014/06/Wagnild-Young-psychom-R.pdf
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TABLE I.3 RESOURCES TO HELP DEVELOP INDIVIDUAL AND TEAM RESILIENCE
RESOURCE DESCRIPTION WHERE TO FIND
ASSESSMENT TOOLS*
RESILIENCE PROGRAMS
HardiTraining A program designed to develop hardiness 

among individuals
http://www.hardinessinstitute.com/

Battlemind U.S. Army program focused on pre-deploy-
ment and transition development

Adler et al. (2009)

Comprehensive Soldier & Family Fitness Pro-
gram

“Designed to increase psychological strength 
and positive performance, and to reduce the 
incidence of maladaptive responses of the en-
tire U.S. Army” (Cornum, Matthews, Seligman, 
2011, p. 4) 

http://www.acsim.army.mil/readyarmy/ra_csf.
htm

Master Resiliency Training U. S. Army program aimed at developing 
emotional, social, spiritual, family, and physical 
strengths

Griffith & West (2013)

Mental Toughness Training Various resources including training pro-
grams and keynote speakers

https://mentaltraininginc.com/

University of Pennsylvania Resilience Training 
Program

Program focusing on the prevention and re-
duction of stress-related problems

http://ppc.sas.upenn.edu/services/penn-resil-
ience-training

R.E.A.D.Y Program REsilience and Activity for every DaY Pro-
gram for team resilience

Burton et al. (2010)

S.M.A.R.T. Program Stress Management and Resilience Training 
Program (reviewed above)

http://www.stressfree.org/programs/smart

S.T.R.I.V.E. Stress Resilience In Virtual Environments – 
focuses on coping skills and stress assessment

http://ict.usc.edu/prototypes/strive/

STRESS TRAINING
Digital Game Training for Burnout Article on the use of a digital online game 

based on cognitive-behavioral therapy for 
burnout treatment.

Zielhorst et al. (2015)

Worksite Stress Management Training Stress management training based on accep-
tance and commitment therapy.

Flaxman & Bond (2010).

Useful Publications (Title or Topic)

Building resilience for success: A resource for 
managers and organizations

Book Cooper, Flint-Taylor, & Pearn (2013)

Hardiness: Turning stressful circumstances 
into resilient growth

Book Maddi (2013)

The resilience factor Book Reivich & Shatté (2002)

Thriving under stress: Harnessing demands in 
the workplace

Book Britt & Jex (2015)

List of breaks and their impact Article Fritz, Lam, & Spreitzer (2011)

Summary of stress training skills Article Driskell, Johnston, & Salas (2001)

*These tools are not meant for formal assessment.

(CONT.)
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